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METHOD FOR INCREASING THE STABILITY OF PSEUDORANDOM SEQUENCES
SYNTHESIZED ON THE BASIS OF MODULO ADDITION OPERATIONS

Problems of security and integrity of information in computer systems and networks require special approaches to their
solution. Data exchange processes have become much simpler, faster, and some of them are free. Making important decisions
in industry, financial and government spheres is no longer possible without processing gigantic arrays of information. Due to
the recent events in Ukraine and the world and the increase in the number of attacks on computer systems, it is necessary to
solve new tasks of information protection, which are faced by relevant specialists. At the same time, the danger of interference
in the operation of information systems for unauthorized reading of information begins to grow. Currently, there is a global
transition to an information society, the development of which is inextricably linked with the intensification of information
processes, the need to collect, process and transmit huge amounts of information. Informatization has affected all spheres of
human activity as a whole: public administration, finance, economy, education, production, etc. A special place in the field of
information protection is occupied by tasks, the solution of which has important scientific, technical and national importance.
One of these tasks is to increase the efficiency of computer cryptography algorithms due to the development of new microcrypto
primitives. Cryptography is one of the ways to combat cybercrime. Various cryptographic encryption methods, which are used
to protect information resources that are processed, stored and transmitted in modern information and communication
systems and networks, make it possible to sufficiently reliably and effectively protect information from unauthorized access
and familiarization with it. Cryptographic protection, that is, the use of text encryption procedure with the help of complex
mathematical algorithms, is gaining more and more popularity. The solution of this task will make it possible to improve the
existing crypto algorithms and create new ones, the main advantages of which will be high speed and crypto resistance due to the
increase in the variability of the encryption process. The paper provides a theoretical substantiation of the effect of improving
the quality of statistical characteristics of the resulting pseudorandom sequence, built on the basis of modulo addition of the
results of two-bit operations of cryptographic transformation of information. The obtained results are confirmed by statistical
portraits of the testing of the studied pseudorandom sequences. The constructed portraits for various parameters of sequence
generation have been analyzed.

Key words: pseudorandom sequence, modulo addition operations, cryptographic transformation, cryptanalysis.
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METO/, MIIBUILEHHA CTIMKOCTI IICEBJJOBUNA/IKOBHUX MMOC/IIIOBHOCTEH,
CUHTE30BAHHUX HA OCHOBI ONEPAIIII 10ABAHHS 3A MOJYJIEM

IIpo6aemu 3axuwjeHocmi ma yinichocmi ingpopmayii 8 komn’romepHUX cucmeMax ma Mepexcax hompegyoms 0co6.AUBUX
nidxodie do ix supiwenHs. [Ipoyecu 06 MiHy daHUMU cmaau HA6a2amo npocmiwuMu, WeUudWUMU, a 0esiKi 3 HUX — 6e3Kou-
mosHumu. [IputliHamms 8axcAusux piweHb y npomucaosocmi, piHaHcosill i depacasHili chepax yoce Hemoxcauge 6e3 06po6-
KU eizaHmcbkux macusie ingopmayii. Y 36°s13Ky 3 ocmaHHimMu nodiamu e Ykpaini ma ceimi, 36i16WeHHAM Kiabkocmi amak
Ha Komn'tomepHi cucmemu Heo6XxiOHO supiuwlysamu Hosi 3adayi 3axucmy iHgopmayii, ski nocmaroms neped gionosidHumu
daxiseysimu. BooHouac novasa 3pocmamu Hebe3neka empyvyaHHs 8 pobomy iHPopmayiliHux cucmem 0.1 HECAHKYIOHO8A-
Ho20 3yumyeaHHs iHgpopmayii. Huri 8id6ysaemucs enobanvHull nepexio do iHgpopmayiliHo2o cycninbemea, po36umok K020
Hepo3pusHo nos'sizaHull 3 inmeHcugikayiero iHopmayitinux npoyecis, HeobxioHicmio 360py, 06po6KuU [ nepedasaHHsl 8eau-
Yye3Hux o6cszie iHgopmayii. IHhopmamuszayis mopkHyaacs 8cix cgep disabHOCMI AIUHU 8 YIA0MY: 0epHcagHO20 ynpas-
JNIHHS, pIHaHCi8, eKoHoMIKU, oceimu, 8upobHUYmea ma iH. Ocobause micye y chepi saxucmy iHgpopmayii nocioarome 3adadui,
BUPIWEHHS AKUX MAE 8aXNCAUSE HAYKOBO-MeXHIYHe U 3az2a/1bHodeprcasHe 3HaveHHs. O0Hielo 3 makux 3ada4 € niosuujeHHs
edpekmusHocmi asnzopummie komn'romepHoi kpunmozpaii 3a paxyHoK po3po6KU HO8UX Mikpokpunmonpumimueie. OOHUM
i3 wsixie 6opomuvoU 3 Kibep3104UHHICMI0 € kpunmozpadgis. PisHomaHimHi kpunmozpagiuni memodu wugpysaHHs, aKi 8UKO-
pucmosyroms 3 Memoro 3axucmy iHgopmayiiiHux pecypcis, ujo 06po6.asomucs, 36epizaromsbcs ma nepedaromscsi 8 CyHacHUX
iHopmayiliHO-KOMYHIKAYITIHUX cucmemax ma mepexcax, 003805110mb documsv HAdiliHO ma ehekmusHo 3axuwyamu iHPop-
Mayir 8id HecaHKyioHo8aHO20 docmyny ma 03HatioMaeHHs 3 Heto. Kpunmoepaghiunuil 3axucm, mo6mo 8UKOpuUCmMaxHs npo-
yedypu wu@pyearHs mekcmy 3a 0onoMo2010 CKAAOHUX MAMeMAMU1HUX A/120pUMMI8, 3a80U08YE 8ce BiabUuly NONYASIPHICMEb.
BupiweHHs yiei 3adaui 0036041ums 800CKOHaA1UMU ICHYHOYI KpUNmMoa120pummu ma cmeopumu Hosi, 0CHOBHUMU hepesazamu
AKuUX 6ydyms gucoka weudkicms ma Kpunmocmitikicms, 06yMo8/1eHa 3611bWeHHAM sapiamugHocmi npoyecy wu@dpyeaHHsL.
Y po6omi nposederHo meopemuuHe 06rpyHmMysaHHs edhekmy nidsuweHHs AKocmi cCmamucmuvHUX Xapakmepucmuk pesy/ib-
myrouoi nceedogunadkosoi nocaidoeHocmi, no6ydo8aHoi Ha 0cCHO8I d00a8aHHs 3a MOJy/1eM pe3yabmamis 080p03pPsIOHUX One-
payiii kpunmozpagiuHo2o nepemeopeHHs iHpopmayil. OmpumaHi pedysbmamu nidmeepaoxceHi cmamucmu4HuUMuU nopmpe-
mamu mecmygaHHs docaidicysanux nceadosunadkosux nocaidosHocmetl. BukonaHo aHasiz no6ydosanux nopmpemis 045
pi3Hux napamempie gpopmyseaHHs nocaidosHocmell.

Kamwwuoei caoea: ncesdosunadkosa nocaidosHicms, onepayii dodasaHHs 3a Modysnem, KpuhmonepemeopeHHs,
KpunmoaHasis.

The problem statement. Information today is considered as a strategic product. A significant increase in
volumes of information flows in all areas of social relations, which are processed, transmitted and stored with the
help of computer systems, is associated with the processing of gigantic arrays of information. Problems of security
and integrity of information in computer systems and networks require special approaches to their solution.

Nowadays, technologies for processing and transmitting large volumes of information are gaining more
and more importance. If this information belongs to the category of information with limited access, there is an
additional requirement for the need to protect it. Cryptographic methods and means of information protection
form the basis of ensuring information security in information and telecommunication systems. Uncontrolled
distribution and use of software leads to the loss of confidentiality of information resources of citizens and the
state as a whole. As a result, the development of information resources is inextricably linked with their security
and protection.

It should be taken into account that the most reliable protection is provided only with the help of integrated
approach, and the solution of the task of information security should be a set of organizational, technical and
cryptographic measures. Thus, the urgency of the problem of ensuring information protection in all spheres of
life of a person, society and the state (social, political, economic, military, ecological, scientific and technological,
informational ones, etc.) serves as a basis for creating new developments in the field of information security and
is considered one of the promising areas of scientific research.

Analysis of recent research and publications. Cryptographic protection is one of the promising areas of
scientific research both in our country and abroad in the field of information protection.

A significant contribution to the improvement of existing and development of new methods and means
of cryptographic protection of information has been made by the following foreign and domestic scientists:
C.E. Shannon, B. Schneier, G. Brassard, J.L. Massey, W. Diffie, M.E. Hellman, R.L. Rivest, A. Shamir, N. Koblitz,
0.A. Moldovian, M.A. Moldovian, V.M. Rudnytskyi, 1.D. Horbenko, V.K. Zadiraka, M.A. Ivanov, A.N. Fionov,
V.V. Yashchenko, 0.0. Logachov, B.Ya. Riabko, A.M. Oleksiichuk, L.V. Kovalchuk, A.Ya. Biletskyi, O.H. Korchenko et al.

However, in connection with the development of computer systems, the tasks of increasing the level of
information protection and reducing the encryption time have always been and will remain unsolved. The main
characteristics of cryptographic systems are stability, speed and reliability of cryptographic transformation,
which must be constantly improved. The use of the latest technologies increases the requirements for the quality
of original sequences of pseudorandom numbers, which are the basis of ensuring data confidentiality in the
development of new methods for cryptographic protection of information for computer cryptography systems
[1,2]. Pseudorandom sequence (PRS) is widely used in modern computer systems to solve such tasks as protection
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of information from unauthorized access, control of information integrity, generation of signals that provide
hidden data transmission, simulation of complex systems and objects [3-5]. The term "random sequence" will
mean a sequence generated by a physical process, the result of which is unpredictable and cannot be reproduced.
By a pseudorandom sequence of numbers, we will understand a reproducible sequence generated with the help
of deterministic algorithm (regardless of the method of its implementation), which has statistical properties with
a specified accuracy that repeat all or part of statistical properties of random sequences.

Currently, a number of methods for the synthesis of operations of direct, inverse and mutual cryptographic
transformation have been developed [6, 7, 8]. The main advantage of cryptographic transformation is high
speed of implementation of crypto algorithms. However, all the possibilities of increasing the stability of
cryptographic systems based on cryptographic transformation operations have not been exhausted at the
moment. Therefore, there is a need to conduct additional research aimed at developing algorithms for the
synthesis of pseudorandom sequences based on the use of cryptographic transformation operations.

Based on quality indicators of pseudorandom sequences specified in [9-11], the assessment of the quality
of a pseudorandom sequence synthesized on the basis of operations of cryptographic transformation of
information and modulo two addition has been carried out.

In articles [3, 12-15], a study of a pseudorandom number generator based on the use of modulo addition
operation of some number M of two or more pseudorandom sequences (the period of which is mutually
simple), which shows that the combination of sequences leads to an increase in the period and improvement of
statistical properties of the resulting pseudorandom sequence, has been conducted.

In articles [16-18], a procedure for the synthesis of pseudorandom sequences based on the use of modulo M
{2;4} addition operation of Q{2;3;4;5} results of random two-bit operations of cryptographic transformation
of information is considered and experimentally investigated. As a result of these studies, the probability
of degeneracy of the resulting transformation operation, which leads to an increase in the stability of
cryptographic systems, is empirically determined, and a quantitative indicator of the assessment of the quality
of pseudorandom sequence construction according to the specified principle is also proposed.

In works [10, 19, 20] based on quality indicators of pseudorandom sequences, an analysis of methods for
assessing the quality of pseudorandom sequences, the synthesis of which was conducted based on the use of
operations of modulo two addition for computer cryptography systems, has been carried out.

In [21, 22], it is shown that for practical implementation of a cryptographic algorithm based on the use of
the proposed information-driven permutation operations, it is necessary to determine practical cryptographic
stability of the algorithm, which directly depends on the password length and the number of operations used
to encrypt information.

In [23], the entire sequence of mathematical transformations, which provides the synthesis of a formalized
model of the operation, suitable for practical use in crypto primitives, is considered.

The study of the quality of a pseudorandom sequence synthesized on the basis of operations of cryptographic
transformation of information is an urgent problem of the modern development of information technologies [24].

The purpose of the article is the theoretical substantiation of the effect of improving the quality of
statistical characteristics of the resulting pseudorandom sequence, built on the basis of modulo addition of the
results of two-bit operations of cryptographic transformation of information.

Results and discussion. After conducting an analysis of scientific studies of the received sequences for
theoretical substantiation of the reasons for the change in their quality, let’s formalize the obtained results. For
this, we introduce the following notations.

Let Z=(Jz, be a binary information sequence that is divided into combinations of pairs of binary symbols
z;, j=1,2,../. Coding operations are determined by commands, the number @ and the sequence number i of which
correspond to the number and sequence number of independent cryptographic transformations. Let’s denote the
operation of two-bit encoding of the j-th combination of information sequence for the i-th team by FJ, (zl.) . Then
for Q=2 commands: F;(z,) is an operation of two-bit encoding of the first sequence combination for the first
command; F);(z,) is an operation of two-bit encoding of the first sequence combination for the second command;
F{,(z,) is an operation of two-bit encoding of the second sequence combination for the first command; F},(z,) is
an operation of two-bit encoding of the second sequence combination for the second command.

Based on the given notations, let’s formalize the algorithm for constructing a pseudorandom sequence
based on the use of operations of modulo two addition of two transformation results.

Let’s denote the operation of two-bit decoding of the j-th combination of the sequence for the i-th command
by F, (z}.), and the operations of two-bit encoding and decoding of the j-th combination of the sequence by
Fy(z;) and Fj(z,). Then for Q=2:

1)if £, (z,)=F, (2,):F5(2z,)xF},(z,)=E ,whereEisanunaryoperator,and F,,(z,)=F,; (z,): F, (2, )xF,(z,)=E,
then for F(z,)=F}(z,)®F}(z,) and F(z,)=F,"(z,) itholds: F}(z,)xF,(z,)#E;
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2)if B, (z,)=F; (z,):Fy(2,)xF%(2,)=E, F},(2,)=F,; (2,):F5 (2,)x Fy, (z,) =E ,thenfor Ff(z,)=F/,(2,) ® F},(z,)
and F}(z,)=F* (ZZ) itholds: F(z,)xF, (ZZ) # E ;

3)if 12(23) F(2):Fly(23)xF(2,)=E , Fy(2,)=F,; (2,): Y, (2,)x Fy, (z,) =E ,thenfor F(z,)=F;(2z,) ® F},(z;)
and F}'(z,)=F, (23) it holds: F,(z,)xF, (23)¢E etc.

In general case, if F(z,)=F,(z,):Fy(z,)xFh(z,)=E, Fh(z,)=F;(z):Fy(z,)xF,(z,)=E, then for
Ff(z,)=F}(z,)®F,(z,) and F”’( ;)=F*(z,) itholds: Ff(z)xF; (Z}.);tE

Let’s formallze the algorithm for constructing a pseudorandom sequence based on the use of operations of
modulo two addition of three transformation results. Then for Q=3

1) if F1LT3(21):Fl_;3k(21):F1}f3(21)><F1lj3(21):E' F2‘33(21):Fz_;sk(Zl):lejs(Z1)XFz‘f3(Z1):E'
Fl(z,)=F;(2)):F(z,)xF5(2,)=E, then for Ff(z,)=F5(z,)®F5(z,)®F5(z) and F/(z,)=F*(z,) it holds:
Fk(zl)xF (Zl)iE

2) if F1LT3(22):F1_;3}<(Zz):Flg(Zz)XFl{s(Zz):E' szs(zz):Fz_;(Zz):Fz’:s(ZZ)Xthjs(Zz):E'
F(2z,)=F,;; (2,):F5(2,)xFi5(2z,)=E, then for F(z,)=F/,(z,)®F5(2z,)®F}(z,) and F/(z,)=F"*(z,) it holds:
F';‘(ZZ)XF;(ZZ);&E;

3) if Fis(25)=F5 (2;): Fly(2,)xFi3(2,) =E, Fs(25)=Fy3 (2,): Fz3( 3)¥Fs(2;) =E,
F(2z,)=F,; (25):F5(25)xFiy (2,)=E, then for Ff(z,)=F(2,)®F5(z,)®F(z,) and F" (z,)=F,"(z,) it holds:
E} (23)><F3d (23)¢E, etc.

In  general case, if  Fi(z)=F;(z):F: ( Fi(z)=E,  FL(z,)=F3(z):F5(z,)%Fs(z)=E,
F(z,)=Fs3 (2,):Fls (2, )xFis (2,)=E, then for F" (zj) Fly(z, )@563(21.)@F3’js(zj) and F'(z;)=F"(z,) it holds:
F;‘(ZI)XF (Z );tE

Let’s formalize the algorithm for constructing a pseudorandom sequence based on operations of modulo
two addition of Q transformation results

1) if for Vi<Q Fy(z,)=F, (zl) (2, )xF4(z,)=E, then for F)(z,)=F/,(z,)®Fy(2,)®...®F;,(z,) and
Fy(z,)=F,"(z,) itholds: F,(z ) (Zl)iE

2) if for Vi<Q Fy(z,)=F, k(zz) %(2,)xF4(2,)=E, then for F)(z,)=F!,(z,)®F(2,)®...®F;,(z,) and
Fy(z,)=F,"(z,) it holds: Fk(zz)xF (ZZ);tE

3) if for Vi<Q Fy(z)=F (25):F},(z)xFy(2,)=E, then for F)(z;)=F/,(z,)®F,(2,)®...®F,,(z,) and
Fy(2z;)=F,"(z;) it holds: Fk(z3)de(zs)¢E etc.

Ingeneralcase,iffor Vi<Q Fi(z,)=F, (z,):Fly(z,)xFj(z,)=E thenfor F) (z,)=F}y(z,)®F,(z,)®...@ F}y(z,)
and F(z,)=F,"(z,) itholds: F;(z )xF;(zj #E.

Thus, as a result of the formahzation of algorithms for constructing pseudorandom sequences based on
the use of operations of modulo M addition of Q results of the transformation, dependencies are obtained that
confirm the degeneracy of the result regardless of Q and M values.

Experimental studies have shown that for Qe{2;3;4;5} the values of relative coefficient of the quality of
pseudorandom sequence construction reach the values suitable for its practical use.

The essence of the method for increasing the stability of pseudorandom sequences to linear cryptanalysis
is due to the following: Fy (z,)xFj (z,)#E, where F)(z,)=F/,(z,)®F),(z,)®...@F},(z,), F; (z,)=F,"(z,), and for
Gi<Q Bl (s,)=F (5):Fh (2, )<F (7)<

Let's check the quallty of pseudorandom sequences for resistance to linear cryptanalysis attacks using the
system for evaluation of NIST STS statistical properties [25].

Statistical portraits of the results of testing of pseudorandom sequences, obtained on the basis of independent
two-bit random operations of the information sequence cryptotransformation followed by modulo two and
four addition of the obtained results, are shown in Figures 1-2.
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Fig. 1. Statistical portrait of the software implementation of the algorithm
of pseudorandom sequence generation for M=2
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Fig. 2. Statistical portrait of the software implementation of the algorithm
of pseudorandom sequence generation for M=4

The analysis of statistical portraits presented in Figures 1 and 2 shows that the pseudorandom sequence
obtained on the basis of independent crypto transformation operations with subsequent modulo two addition
of the obtained results has slight advantages in terms of resistance to linear cryptanalysis compared to the
pseudorandom sequence obtained on the basis of modulo four addition of the results of independent two-bit
operations of cryptographic transformation.

An increase in the number of crypto transformation operations leads to a sharp significant decrease in the
share of degenerate resulting operations (for Q=3) followed by a gradual increase in this share (for Q=4 and Q=5).

Conclusions and prospects for further research. The presented research has made it possible to obtain
the following results:

- algorithms for constructing pseudorandom sequences based on the use of modulo M addition operations
of Q results of independent two-bit cryptographic transformations of the sequence have been formalized;

- dependences that confirm the degeneracy of the result of the synthesis of such sequences regardless
of Q and M values have been obtained;

- the essence of the method for increasing the resistance of the obtained pseudorandom sequences to linear
cryptanalysis has been presented, and their testing with the help of NIST tests has also been performed.

Further studies will be conducted to further confirm the improvement of the quality of the obtained result
and the possibility of establishing the dependence between the input information and PRS results, as well as
the possibility of establishing the dependence of PRS construction. If the dependence is not established, then
the built PRS can be used as a damping sequence.

This method will be proposed to be used in further scientific research to solve the task of constructing a
discrete model of the synthesis of pseudorandom sequence using available computing tools. In further research,
the assessment of the quality of developed method of increasing the stability of pseudorandom sequences to
linear cryptanalysis with additional damping and a given number of primary pseudorandom sequences of the
transformation will be carried out.
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