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INFORMATION AND ECONOMIC SECURITY
AS A FACTOR OF STABLE DEVELOPMENT
OF THE STATE

Abstract. The article reveals the essence of the concept of ‘information
and economic security’ and its role in ensuring the stable development of the
state.

The economy of the information society (or information economy) is focused
on the rapid growth of information resources, and can not develop without the
widespread use of information and communication technologies. The subjects of a
market economy carry out their activities in an environment where information,
information relations, and in general, all the main components of the informatiza-
tion process are becoming increasingly important. Therefore, comprehensive in-
formation security is the key to economic security. They organically complement
each other and are inextricably linked not only from a practical point of view, but
also in conceptual terms.
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It is proposed to consider the information component of economic security and
the economic aspect of information security as a single area of activity that pro-
vides security in administration, energy, financial, technical and production, tech-
nological and other areas that have a significant impact on the national security
and ensure sustainable development of the state.

The definition of information and economic security is given: a comprehensive
system that protects the vital interests of the citizens, society and the state in
the economic sphere from internal and external information threats. The latter in
this definition acquire the status of information and economic threats — a set of
conditions, factors and events that determine the effectiveness of internal and ex-
ternal destructive information influences on the economic condition of the coun-
try, thereby endangering the economically important interests of the individual,
society and the state.

It is proposed to form a new interdisciplinary field of scientific knowledge, the
main purpose of which will be to develop ways and means of using the information
environment to solve problems of economic security. The theory of information
and economic security should cover not only the description of information rela-
tions in the economy, but also their relationship with the national security.

Keywords: information security, economic security, information and eco-
nomic security.

THOOPMAIIIITHO-EKOHOMIYHA BE3IEKA
AK ®AKTOP CTABIVIbHOTO PO3BUTRY JAEPKABU

Anoranisa. Po3kputo cyTHicTh TOHATTS “iH(opMaliiiiHo-ekoHOMiuHa Ge3Ie-
Ka” Ta 1l posib y 3abe3mederHi cTabiIbHOTO PO3BUTKY JIEP/KABH.

Exonowmika indopmariiiinoro cycmizbera (ab6o iHdopmaiiiiiHa eKoHOMIKa)
Opi€eHTOBaHA Ha CTpiMKe 3pocTaHHA iHMOPMAIiHHUX PecypciB, i He MOXKe PO3BU-
BaTucsl 0e3 MIMPOKOTO BUKOPUCTAHHS iH(MOPMAIiiiHO-KOMYHIKAI[THUX TE€XHO-
Jsoriii. Cy0’eKTH PUHKOBOT €KOHOMIKM 3/[iHCHIOIOTH CBOIO [isSJIBHICTh B yMOBaX,
Koy iH(opmMailtis, iHdopMalliiiHi B3aEMOBiIIHOCUHY, Tail B3araji, BCi OCHOBHi
CKJIaJI0Bi TIportecy iHdopmarusailii HabyBaioTh Bce 6ibinoi 3HauyocTi. Tomy
KOMILIEKCHA iH(opMailiiina Ge3reka BUCTYAE 3aTIOPYKOIO 3a0e3eYeHHs eKOHO-
MiuHOi Ge3reku. Bonu opraniuHo AOTIOBHIOIOTE OjiHA O/IHY i HEPO3PUBHO OB s3a-
Hi He TiJIbKU 3 TPAaKTUYHOI TOYKU 30Dy, aJie i B TOHATIITHOMY Bi/lHOIIIEHH].

3alponoHOBAHO PO3TJIsIATH B KOMILIeKci iH(opmaliliiny KOMIIOHEHTY €KOHO-
MiuHOI 6e31eKr i eKOHOMIYHIT acrieKT iHhopMaliitHoi 6e31eKkn B SKOCTI €NHOT
cepu pistbHOCTI, 110 3a0e31euye GesreKy B yIpaBIiHChKil, eHepreTHyHiii, ¢i-
HAHCOBIi1, TeXHIKO-BUPOOHNYiii, TEXHOJIOTIYHII Ta iHIINX 00JACTSX, 0 MAfOTh
icTOTHMIT BIJIMB Ha HAIliOHATbHY Oe3leKy Ta 3a6e3neuyioTh cTabiIbHUNl PO3BHU-
TOK JIep>KaBU.

[TpuBenene BU3HAYeHHs iHGOPMAIIHHO-eKOHOMIYHOI Oe3MeKn: KOMILJIEKCHA
crcTeMa, 10 3abe3Meuye 3aXUCT KUTTEBO BAKJIMBHUX iHTEPECIB IPOMAISH, CY-
CIiJIbCTBA Ta JIEP;KABU B eKOHOMiUHil cepi Bij BHYTpimHixX i 30BHITIHIX iHbOP-
Martiiiaux 3arpo3. Ocranti B TakOMy BU3HaYeHHI HaOyBalOTh cTatycy iHbopma-
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iTHO-eKOHOMIUHMX 3aTPO3 — CYKYITHOCTi yMOB, (paKTOPIB i MO, 1110 BU3HAYAE
eeKTUBHICTh BHYTPIIITHIX i 30BHINIHIX IECTPYKTUBHUX iH(GOPMAIliHHUX BIJINBIB
Ha €KOHOMIYHWIT CTaH KpaiHW, THM CaMWM CTBOPIOIOYN HeOe3NeKy eKOHOMIUYHO
Ba)KJIMBUM iHTEpecaM 0COOMCTOCTI, CyCITiIbCTBA i IePKaBHL.

3anporoHoBaHo c¢hOPMYBaTH HOBY MIiXKIUCIMILJIIHAPDHY Taly3b HAyKOBUX
3HaHb, OCHOBHMM NPU3HAYEHHSIM SIKOI Oy/ie po3pobKa MUISIXiB i crmocobiB BUKO-
pucTtanus iHdoOpMaIiitHOTO cepeoBUINA JIJIsT BUPIlIEHHS 3aBlIaHb €KOHOMIYHOI
6esmexu. Teopis inGopMalliiiHO-eKOHOMIUHOT 6e311eK1 Ma€ OXOILIIOBATH HE TiJjlb-
KU oruc iHgopMaliiinX B3a€EMOBIIHOCUH B €KOHOMIIIi, a I iX B3aEMO3B’SI30K i3
HaIliOHAJILHOIO GE31EKOTO.

Kmouosi cioBa: indopmaiiiiina 6esneka, ekoHomiuda Oesreka, iHdopma-
iliHO-eKOHOMiuHa Gesreka.

NHOOPMAIIMOHHO-9KOHOMUYECKAS BE3OITACHOCTD
KAK ®AKTOP CTABMJIbHOI'O PA3BUTHSA I'OCYJAPCTBA

AnHoTanus. PackpbiTa CyIHOCTb NMOHATHS “MH(MOPMAIIMOHHO-9KOHOMUYe-
ckast 6e301macHOCTh” U ee PoJib B obecredeHnn cTabuIbHOTO Pa3BUTHSI TOCYAAp-
CTBa.

IKOoHOMIUKA HHGMOPMAIIMOHHOTO 0611iecTBa (MK MHMOPMAITMOHHASI 9KOHOMU-
Ka) OpUEHTHPOBaHa HAa CTPEMUTEJbHBIN POCT MH(MOPMAIIMOHHBIX PECYPCOB, U He
MOJKET Pa3BUBaThCs (€3 IMUPOKOTO HMCIOJIb30BAHUS WH(HOPMAITOHHO-KOMMY -
HUKAIUOHHBIX TeXHOMOTHHA. CyObeKThl PHIHOUHON 9KOHOMHUKH OCYIIECTBIISIIOT
CBOIO JIESITEJIbHOCTb B YCJIOBUSX, KOT/Ia HH(popMalns, nH(opMalmoHHble B3au-
MOOTHOIIIEHUSI, /Ia BOOOIIIE, BCe OCHOBHBIE COCTABJISIIOIIHE MTpoTiecca MHPOpMaTH-
3aIuu IPUOOPETAIOT BCe OOJIBINYI0 3HAYMMOCTD. [109TOMY KOMILITEKCHAST HH(DOP-
MaIMoHHast 6e30MaCHOCTb BBICTYIAET 3aJI0TOM 0OeCIeYeHnsT IKOHOMUIECKON
6esonacuoct. OHM OPTAaHUYHO JOMOJHSIOT IPYT pyTa U HEPA3PHIBHO CBSI3aHbI
He TOJIBKO € TIPAaKTUYeCKOI TOYKHU 3PeHMs], HO U B TIOHSATUIHHOM OTHOIIEHUH.

[Tpensoskeno paccmarpuBaTh B KOMILIeKce MH(MOPMAIIMOHHYIO KOMIIOHEH-
TY 3KOHOMHYECKOI GE30MacHOCTH W HKOHOMHUYECKHIT acieKT WH(MOPMAIHOH-
HOIT 6€30MaCHOCTH B Ka4eCTBE eIMHON Chephl AesTeNTbHOCTH, 00eCIiednBalonieit
6€e301acHOCTD B YIPABJIEHUECKOI, IHEPTETHYECKOI, (PMHAHCOBOM, TEXHUKO-TIPO-
M3BOJICTBEHHOM, TEXHOJIOTHYECKOW U JPYTUX 00JIACTSIX, OKA3BbIBAIOIINX CYIIECT-
BEHHOE BJIMsIHIE Ha HAIIMOHAJILHYTO 0€30MacHOCTD U 00eCTIednBaIONIX CTaOUITb-
HO€e Pa3BUTHE rOCYy/IapCTBa.

[Tpuseneno omnpenaenenrie nHHOPMAITMOHHO-IKOHOMUYECKOIT GE30MACHOCTH:
KOMILIEKCHAsI cUcTeMa, 00eCIieunBaroniast 3aliuTy JKU3HEHHO BaKHBIX MHTEpe-
COB rpask/iaH, O0IIECTBA U TOCYIAPCTBA B AKOHOMHUYECKOIT chepe 0T BHYTPEHHIX
U BHeITHUX MHGOPMaIMOHHBIX yTpo3. Ilociennne B TakoM onpeesieHuu Ipu-
obpetaroT craryc HHGOPMAIIMOHHO-9KOHOMUYECKUX YIPO3 — COBOKYITHOCTH yC-
JIOBHIA, (haKTOPOB 1 COOBITHI, KOTOPast onpesesieT athheKTHBHOCTh BHY TPEHHUX
1 BHEIITHUX /IeCTPYKTUBHBIX MH(MOPMAIMOHHBIX BO3/IEHCTBUI HA 9KOHOMUYECKOe
COCTOSIHME CTPaHbl, TEM CaMbIM CO3/[aBasi OMACHOCTb 9KOHOMHYECKHU BaKHBIM
MHTEpecaM JIMYHOCTH, o0tiecTBa 1 rocyaapersa. [IpemokeHo cchopMupoBarh
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HOBYTO MEK/UCIUTITAHAPHYIO 00JIaCTh HAYYHBIX 3HAHUI, OCHOBHBIM Ha3HAYECHM -
eM KoTopoi Gy/er pazpaboTKa IyTeil U CriocoO0B MCIOJIb30BaHMs H(MOpPMAIIN-
OHHOW CpeJIbl ISl PellleHrsl 3a/[a4 9KOHOMUYecKoi GezomacHoctu. Teopust wH-
(hOpMaIMOHHO-9KOHOMHUYECKON 0e30MacHOCTH JIOJIKHA OXBAaThIBATh HE TOJIBKO
omrcanie MH(HOPMAITMOHHBIX B3aMMOOTHOIIEHU B 9KOHOMUKE, HO U UX B3au-
MOCBS$I3b C HAIIMOHAJIBHON 6€301TaCHOCTBIO.

Kiouesbie cioBa: nHpopMalmonHas 6e30I1acHOCTh, 9KOHOMUYecKast 6e30-
[ACHOCTh, MH(POPMAIHOHHO-9KOHOMUYECKast 6e3011aCHOCTb.

Formulation of the problem. In
modern conditions, the process of suc-
cessful functioning and economic de-
velopment of the state depends on the
adoption of quality and timely adminis-
tration decisions, which are formed on
the basis of careful and comprehensive
analysis of information coming from
both internal and external environ-
ment. The economy of the information
society (or information economy) for-
mulates new rules of management in
the processes of production, distribu-
tion and consumption of public goods.
It is focused on the rapid growth of
information resources, the constant
change of the external environment,
is mobile and can not develop without
the widespread use of information and
communication technologies.

Information has become one of the
important administration resources,
along with human, financial and mate-
rial ones. With the increasing role of in-
formation, an information environment
has been formed that requires protec-
tion from unauthorized or uninten-
tional influence at the level of the state,
region, and even individual enterprises.
With the development of the informa-
tion society in which the subjects of the
market economy, information, informa-
tion relations, and in general, all the
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main components of the informatiza-
tion process are becoming increasingly
important. Therefore, comprehensive
information security is the key to eco-
nomic security. They organically com-
plement each other and are inextricably
linked not only from a practical point
of view, but also in conceptual terms.
In the scientific and practical litera-
ture these concepts are mainly consi-
dered separately, which in our view, in
an ‘information boom’ is ineffective for
the analysis, planning and ensuring the
process of successful functioning and
economic development of the state.
Analysis of recent research and
publications. Information security,
problems of protection of the national
information space were studied in the
works of O. Panchenko [1-3], U. Ilny-
tska [4], Yu. Lisovska [5], Yu. Muravs-
ka [6], A. Marushchak [7] and others.
Many works are devoted to the study
of economic security, including the
works of such scientists as P. Drucker,
K. McConnell, J. Schumpeter, and
others. Economic security is also stud-
ied in the works of domestic scientists,
such as O. Baranovsky, A. Halchyn-
sky, T. Klebanova, O. Malynovskaya,
A. Mokiy, V. Shlemko and others.
There are relatively few studies exam-
ining the relationship between infor-




mation and economic security. We can
distinguish such authors as R. Tymaev
[8], M. Kolbanev [9]. T. Mykytenko
[10], V. Nekhay [11]. However, their
research is either focused on a very
narrow topic, or does not reach the re-
quired completeness for this study.

Formulation of the purposes (goal)
of the article. To reveal the essence of
the concept of ‘information and eco-
nomic security’ and its role in ensuring
the stable development of the state.

Presentation of the main mate-
rial. Both information and economic
security can be analyzed based on the
basic concept of ‘security’. In life safety
theory the axiom of potential danger is
well known: ‘All human actions and all
components of the environment, espe-
cially technical means and technolo-
gies, in addition to positive properties
and results, have the ability to generate
traumatic and harmful factors. In this
case, any new positive action or result
is inevitably accompanied by the emer-
gence of new negative factors’. [12]. In
the era of turbulence, studied in detail
by O. A. Panchenko, this principle is le-
gitimate to use to assess not only tech-
nical but also social, economic, political
systems. Uncertainty of the environ-
ment in which human life takes place
(including informational), the instabil-
ity of the social and natural processes
makes us consider this environment as
a potential source of various dangers,
threats, risk factors, and take precau-
tionary measures.

N. Luhmann identifies security with
preservation and understands it as the
absence of losses due to individual cal-
culation of risks, successful construc-
tion of the situation [13]. A similar
interpretation is offered by A. I. Pozd-

nyakov [14], where security is defined
as the protection of the values of the
subject (the state, society, individual)
from the damage that is not indifferent
to this subject.

Based on the extrapolation of the
above definitions of security to the in-
formation plane and the achievements
of other researchers, we can identify
three components of the semantic con-
tent of the generalized concept of infor-
mation security.

The first component is to meet the
information needs of the entities that
are included in the information envi-
ronment. The information security of
the subject cannot be ensured without
the availability of the necessary infor-
mation. The information needs of dif-
ferent actors are not the same, but in
any case, the lack of necessary informa-
tion can have and usually has negative
consequences. These consequences can
be of different nature, their severity de-
pends on the composition of the miss-
ing information.

To meet the information needs, the
information must meet certain require-
ments. Firstly, the information must
be relatively complete. Due to the fact
that no subject can have absolutely
complete information. The complete-
ness of information is characterized by
its sufficiency for making the right de-
cisions. Secondly, the information must
be reliable, because distorted informa-
tion leads to wrong decisions. Thirdly,
information must be timely, because
the necessary decisions are effective
only when they are made in a timely
manner.

The requirements for completeness,
reliability and timeliness of informa-
tion relate not only to its original sta-
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tus. These requirements are valid for
the entire circulation of information,
because their violation at the stage of
further use of information can also lead
to incorrect decisions or in general to
the impossibility of decision-making, as
well as violation of confidentiality can
devalue information. Therefore, infor-
mation should be protected from ac-
tions that violate its status. And this
applies to the field of information se-
curity. Therefore, providing security of
the information should be the second
component of information security.

Wrong decisions can lead not only
to the lack of necessary information,
but also the presence of harmful, dan-
gerous to the subject of information,
which is often purposefully imposed.
This requires ensuring the protection
of the subjects of information relations
from negative information action, and
this should be the third component of
information security.

Given these three components, we
can formulate the following definition:
information security — the state of the
information environment that meets the
information needs of the subjects of in-
Jormation relations, information security
and protection of subjects from negative
information action.

Based on the above definition, infor-
mation security threats can be divided
into: a) violation of information secu-
rity, i.e. threat to the objective compo-
nent; b) violation of the security of the
object/subject of protection due to non-
satisfaction of its information needs or
destructive information actions, i.e.
threat to the subjective component.

In the context of the national secu-
rity, information security can be consi-
dered, on the one hand, as its independ-
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ent element, and on the other — as an
integrated component of any other se-
curity: military, economic, political,
etc. In this regard, a more complete
definition of information security can
be considered as follows (U. Ilnytska):
‘information security is a state of pro-
tection of the vital interests of the in-
dividual, society and the state, which
minimizes the task of harm due to in-
completeness, timeliness and unreli-
ability of information, negative infor-
mation impact, negative consequences
of information technology, as well as
unauthorized dissemination of informa-
tion’. But this definition does not reveal
the essence of the concept, because it is
given in static categories. The most ap-
propriate is a dynamic approach, which
shows actions to ensure the proper con-
dition of the subject. Relevant in this
regard is the definition of A. D. Ursul,
T.(F). N. Tsyrdya [15]: information se-
curity — ‘the ability of the state, soci-
ety, social group, individual, firstly, to
provide with a certain probability suf-
ficient and protected social intelligence
and information resource, optimal so-
cial entropy and information environ-
ment to maintain vitality and viability,
sustainable functioning and develop-
ment of the society; secondly, to resist
information dangers and threats, nega-
tive information influences on individ-
ual and social consciousness and psyche
of the people, and also on computer net-
works and other technical sources of in-
formation; thirdly, to develop personal
and group skills and abilities of safe be-
haviour; fourthly, to maintain constant
readiness for adequate measures in the
information confrontation, no matter
who imposes it; fifthly, constantly and
consistently ‘embed’ artificial intel-




ligence in the public environment ac-
cording to a certain safe program’.

As for the modern interpretation of
the concept of ‘economic security’, it
is quite ambiguous, and this suggests
that there is no single approach to its
definition, as the essence of this cat-
egory depends on many circumstances
that characterize the socio-economic
system. Like information, economic
security can be interpreted both stati-
cally and dynamically. Thus, Mykyten-
ko T. V. provides the following defini-
tion: ‘Economic security — the state
of the national economy, which allows
to maintain resilience to internal and
external threats, which contributes to
the creation of a reliable and provided
with all necessary means of the state,
the protection of national and state in-
terests in the economy’. Abalkin L. I.
considers economic security as ‘a set of
conditions and factors that ensure the
independence of the national economy,
its stability and sustainability, the abil-
ity to continuous recovery and self-im-
provement’ [16]. Sak T. V. believes that
economic security is a kind of long-term
provision of such systems of indicators
as [17]:

» economic independence (finan-
cial, raw materials, innovation, etc.);

* economic stability (level of deve-
lopment that guarantees a sense of se-
curity today and in the future);

* economic development (innova-
tion and investment activity, restruc-
turing, financial recovery).

This approach to the interpretation
of the essence of economic security
(country, region, enterprise), according
to the author, reflects its main function-
al significance: maintaining economic
independence and the achieved level, as

well as increasing competitiveness and
expanding opportunities for further de-
velopment. That is why economic secu-
rity should be considered not only as a
state of protection of the national inter-
ests, but also the availability and pos-
sibility of using tools to influence eco-
nomic processes to ensure well-being in
the long run.

The main shortcoming in consid-
ering the essence and content of eco-
nomic security, in our opinion, is the
lack of attention to the information fac-
tor — at best, it is seen as an element of
economic security in the isolated infor-
mation sphere. However, if we consider
that the object of economic security is
the economic system of the state, then
in the transition to the information so-
ciety, information security becomes the
most important and independent ele-
ment of this system. This is determined
by the following aspects, closely related
to the need to implement various infor-
mation processes.

Firstly, the state of economic secu-
rity is assessed by an objective system
of parameters, criteria and indicators
that determine the threshold values
of the economic system. Intentional
or unintentional misrepresentation of
such information can lead to erroneous
administration decisions that can cause
significant economic damage.

Secondly, the economic system is ex-
posed to external and internal threats,
most of which are based on the use of
confidential information of economic
and other nature.

Thirdly, economic security creates
favourable conditions for the imple-
mentation of the state strategy of eco-
nomic development for the short and
long term.
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Fourthly, economic security is an
element of crisis management of the
economy, which eliminates the use of
inefficient economic concepts imple-
mented from the outside.

Thus, the intensive informatization
of the economic processes has led to
the fact that the problems of economic
security are increasingly intertwined
with information security. In turn, in-
formation security acquires a signifi-
cant economic aspect. This is due to
the transformation of information into
a commodity and the most important
resource for economic development,
the dynamic development of the infor-
mation market, the growth of the share
of information and communication sec-
tors of the economy.

In fact, the morphological analysis of
interpretations of economic and infor-
mation security allows us to conclude
that both concepts have much in com-
mon. By choosing the key components
that form the semantic core of both
concepts, you can integrate them into
one structure. That is, it is proposed to
consider the information component of
economic security and the economic as-
pect of information security as a single
area of activity that provides security
in administration, energy, financial,
technical and production, technologi-
cal and other areas that have a signifi-
cant impact on national security and
ensure stable development of the state.

Taking into account the above, in-
formation and economic security is
proposed to mean a comprehensive sys-
tem that protects the vital interests of
the citizens, society and the state in the
economic sphere from internal and ex-
ternal information threats. The latter in
this definition acquire the status of in-
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formation and economic threats — a set
of conditions, factors and events that
determine the effectiveness of internal
and external destructive information
influences on the economic condition
of the country, thereby endangering
the economically important interests of
the individual, society and the state.

The most typical examples of such
threats are: theft (modification, dis-
tortion, etc.) of economic information;
theft of information products that en-
sure the economic growth of the coun-
try; disruption of information and com-
munication systems and destruction of
information infrastructure; information
attacks on the subjects of economic re-
lations; unpredictable economic prob-
lems due to socio-political turbulence;
changing the worldview of the coun-
try’s leadership and/or key economic
structures through informational and
psychological influence.

Taking into account the views of
researchers in this field, and based on
our own experience, it can be argued
that the solution of information and
economic security should be focused on
the most important and acute problems
affecting the economic condition of the
state:

1. Development of scientifically
based views on the interpenetration of
economic and information processes at
a new stage of development of the soci-
ety, which will improve the regulatory
framework for regulating the use of in-
formatization in the development of the
economy.

2. Study of the essence of perspec-
tive information and economic threats
and risks, which will allow to timely
and objectively predict the deteriora-
tion of the information and economic




situation and possible losses to the vital
interests of the individual, society and
the state.

3. Construction of effective con-
cepts of information counteraction in
the economic sphere, which will create
preconditions for preventing political
destabilization in the state due to pub-
lic dissatisfaction with their economic
situation and quality of life.

4. Creation of perspective informa-
tion products, information technolo-
gies and means of automation that
eliminates dependence of growth of
information economy on foreign manu-
facturers.

5. The possibility of violation of the
functioning of state and public informa-
tion and communication systems and
the destruction of the information in-
frastructure of the country or its main
components.

The solution of these problems re-
quires the formation of a new interdis-
ciplinary field of scientific knowledge,
the main purpose of which will be to de-
velop ways and means of using the infor-
mation environment to solve problems
of economic security. The main pur-
pose of the theory of information and
economic security should be not just a
description of information relations in
the economy, but also a justification of
their relationship and interdependence
with the state of the national security.
Among the main tasks of the theory of
information and economic security are:

* study of the impact of changes in
the information society on the pace of
economic development of the country,
regions, corporations and individual
businesses;

* identification of mechanisms of
formation and development of internal

and external information and econo-
mic threats and methods of information
struggle in the field of economy;

* study of patterns of informational
influence on the worldview of the coun-
try’s economic elite.

Research in this area will require the
joint efforts of various specialists (econ-
omists, information systems specialists,
lawyers, etc.).

Conclusions and prospects for fur-
ther research.

1. Modern development of the soci-
ety is characterized by the integration
of security aspects of economic and
information processes, which dictates
the need to create a single area of in-
formation and economic security —
a comprehensive system that protects
vital interests of the citizens, society
and the state in the economic sphere
from internal and external information
threats.

2. Taking into account the fact that
achieving a certain level of information
security guarantees an appropriate le-
vel of economic security, it can be con-
cluded that the concept of ‘information
and economic security’ combines close-
ly related areas of the state activity that
guarantee its stable and progressive de-
velopment.

3. It is proposed to form a new in-
terdisciplinary field of scientific knowl-
edge, the main purpose of which will be
to develop ways and means of using the
information environment to solve prob-
lems of economic security.

The theory of information and
economic security should cover not
only the description of information
relations in the economy, but also
their relationship with the national se-
curity.
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