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MECHANISMS OF STATE POLICY IN THE FIELD
OF NATIONAL SECURITY OF UKRAINE:
RISKS AND CHALLENGES

Abstract. The article is devoted to the problems of public policy reform in the
context of the National Security Strategy of Ukraine. Challenges of the current
system of public administration, including the defense sphere, are considered,;
emphasis is placed on the need for challenges to develop specific plans for the
implementation of the adopted concept with the possibility of adjusting them in
accordance with changes in the social and humanitarian spheres in Ukraine; the
creation of an effective system of control over the course of reforms with broad
public involvement is substantiated. The problem of state policy in the sector of
national security of Ukraine, in connection with the Russian aggression, which
appeared in the order of implementation of the socio-political life of the country
and became the main idea of further development of our state. Due to the fact
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that during the years of independence in Ukraine did not pay enough attention to
the problems of ensuring the required level of national security, the country faced
various cutters of its existence. Effective state management of national security
of Ukraine is a necessary condition for preserving the national sovereignty and
territorial unity of Ukraine. It is proved that the created system, which functions
in the state today, actually has many problems and structural shortcomings, there
is a doubling of functions, inconsistency in decision-making, lack of efficiency in
analyzing the political situation in Ukraine. A radical change in the entire struc-
ture, its focus on the best European standards should be the basis for reforming
and leading the national security and defense sector. It is this aspect that raises
the issue of improving the effectiveness of public policy mechanisms in terms of
public administration and administration.

Keywords: security and defense sector, National Security Strategies of
Ukraine, military policy, national security, civilian control.

MEXAHI3MU JEPKABHOI IIOJITUKHA B COEPI
HALIOHAJIbHOI BE3IIEKU YKPATHU: PUSUKU TA BUKJIUKU

Anoraist. [Ipucsstueno mpobsemam pehOPMyBaHHST J€PKABHOI TTOMITHKA B
kouTekcti Crparerii HamioHaabHOI Oesneku YkpaiHu. PosrisiiatloTbest BUKJIN-
KM YMHHOI CUCTEMU JeP:KaBHOIO YIIPABJIHHS, 30KpeMa i 000pOHHOIO0 chepoio;
AKIIEHTOBAHO HA HEOOXIHOCTI BUKJIMKIB MO0 PO3POOIECHHST KOHKPETHUX TIAHIB
peaJtizartii TpUIHSATOI KOHIIEITI1 3 MOKJIMBICTIO IXHBOTO KOPUTYBAHHS BiTIOBITHO
710 3MiH coriasibHOI Ta rymaHiTapHoi chepu B YKpaini; 00rpyHTOBAHO CTBOPEHHST
eeKTUBHOI CUCTEMU KOHTPOJTIO 32 mepediroMm pedopM i3 MMPOKNM 3aTydeHHIM
rpoOMaIChKOCTI. 3’sicoBaHa mpobieMa JepsKaBHOI MOMITHKN B CEKTOPI HAI[lOHAIb-
HOI Oe3lekn YKpaliu, y 3B’I3KY 3 POCIIiCbKOIO arpeciio, ki MOCTaIi B IIOPSAKY
BUKOHAHH4 CYCIIJIbHO-TIOJIITUYHOTO JKUTTSI KPAlHU Ta CTAJIN TOJOBHOIO i/ICET0 T10-
JIAJTBIIIOTO PO3BUTKY HANIOI JIepKaBh. Y 3B’SI3KY 3 TUM, 1[0 32 POKU He3aJIesKHOCTI
B YKpaiHi He 3BepTaii JOCTaTHbOI yBaru Ha 1pob/ieMu 3a0e3nedeHHs oTpibHOro
PiBHS HaIliOHAJIBHOI Oe31eKH, KpalHa MocTaIa mepe PisHUMI PU3UKaMHI CBOTO ic-
HyBaHHs. EdexTrBHE /iepskaBHe yIIpaBIiHHS HAIIOHAIBHOT Ge3IeKn YKpaiHu — 11e
HeoOXiiHa yMOBa 30epeKeHHs HAI[lOHATBHOTO CYBEPEHITETY Ta TEPUTOPIabHOT
€THOCTI HaIIIO JIepKaBU.

[loBeneno, Mo cTBOpeHa CUCTEMA, SIKa ChOTOHI (PYHKITIOHYE B Jep:KaBi,
(akTuIHO Mae 6arato MpoOIeM Ta CTPYKTYPHUX HEMOJIKIB, 3yCTPIYAETHCS TIO-
MBOEHHS (DYHKITIH, HEY3TOKEHICTh Y TPUWHATTI pillleHb, BiZICYyTHICTH omepa-
TUBHOCTI B aHaJi3i MOJITHYHOI cuTyarii Ykpainu. Kapannaabaa 3miHa yciel
CTPYKTYPH, OpIi€EHTAIlid 11 Ha HaWKpalll €BPOMENChbKi CTaHIapPTU Ma€ CTaTH
OCHOBOIO peOpMyBaHHS HAI[IOHAJBHOTO CEKTOPY Oe3neKu i 060POHM Ta Ke-
piBaunTBAa HUM. Came 11eif acTiekT akTyasi3ye MUTaHHS MiABUTIEeHHS e(PeKTHB-
HOCTI MeXaHi3MiB JiepsKaBHOI MOJITUKU B yMOBaxX MyOi4HOIO yIIpaBaiHHSI Ta
aJIMiHICTPYBaHHS.

KouoBi ciioBa: cextop Oesnexu ta o6oponu, Crpareris HaiionaabHol Ges-
meKky YKpaiHu, BOEHHA IO THKA, HallioHaIbHa Oe3Ieka, IUBIIbHUN KOHTPOJIb.
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MEXAHU3MbI TOCYJIAPCTBEHHOI MOJUTUKU
B COEPE HAIIMOHAJIbHOI BE3ONNACHOCTU YKPAUHBI:
PUCKH 1 BbI3OBbI

Annoramus. Ilocsstiieno npobiemaM peOpMUPOBaHKS TOCYAAPCTBEHHON
HOJIMTUKHU B KOHTeKcTe CTpaTernu HalimoHaIbHO# OGe3omacHocTn YkpanHbl. Pac-
CMATPUBAIOTCS BBI3OBBI IEMICTBYIONIEH CUCTEMBI TOCY/IAPCTBEHHOTO YIIPaBJIEHNS,
B TOM 4ucJie 1 000POHHON cepoil; aKIEHTUPYETCst BHUAMHIE Ha HEOOXOIMMO-
CTU BBI30BOB 10 pa3paboTKe KOHKPETHBIX MJIAHOB PEAJU3ally TIPUHSITON KOH-
HENIUN ¢ BO3MOKHOCTBIO MX KOPPEKTUPOBKU B COOTBETCTBUU C M3MEHEHUSIMU
COIMAIbHON ¥ TyMaHUTAPHOU chepbl B YKparHe; 000CHOBAHO cosaanue adex-
TUBHOI CHCTEMBI KOHTPOJISI 32 XOZ0M pehopM ¢ IMIMPOKUM MPUBJIEYEHHEM 06-
IIECTBEHHOCTH. BbIsicHeHa mpobJieMa rocyapCTBEHHOM MOJUTUKE B CEKTOPE
HAIMOHAIBHON 6e30MacHOCT YKPAWHbI, B CBSI3U C POCCUUCKON arpeccueii, Koto-
pbi€ MOSIBUJIUCH B OOIIECTBEHHO-TIOJTMTUYECKON JKU3HU CTPAHBI U CTAJIH TJIABHON
uneeil najabHENIero pa3BUTUA HAIlETo TOCy/IapcTBa. B ¢BSA3U ¢ TeM, YTO 32 TO/IbI
HE3aBUCUMOCTH B YKpanHe He 00painiagoch JOJKHOTO BHUMAHUS Ha MPOOIIEMbI
obectieueHrst HyKHOTO YPOBHST HAI[MOHAIBHOI GE30MaCHOCTH, CTPaHa OKa3aJIach
nepe/ pa3JIMYHBIMU PUCKAMM CBOETO cyliiecTBoBaHUsA. JddeKTuBHOE rocyiap-
CTBEHHOE yTIPaBJIeHNEe HAIIMOHATBHON GE30MaCHOCTH YKPAUHbI — 3TO HEOOXO/U-
MoOe yCJIOBHE COXpPaHeHUsI HAIIMOHAJBHOTO CyBepeHUTEeTa U TePPUTOPUATBLHOTO
e/IMHCTBA HAIETO TOCY/IapCTBa.

[lokaszaHo, 4ToO co3manHas cuctema, KoTopasi ceroHs (PyHKIIMOHUPYET B TO-
cyzapceTBe, (hakTHYECKH UMEET MHOTO MpoOJieM W CTPYKTYPHBIX HEIOCTATKOB,
BCTpeyaeTcsl yiBoeHue (PyHKIIMHI, HECOTTIaCOBAHHOCTh B MPUHSATUM PEIIeHUH,
OTCYTCTBHE OTIEPAaTUBHOCTU B aHAJIM3€ TOJUTUYECKON CUTyalluu B YKpauHe.
KapaunanbHoe nsmeHeHue Bcell CTPYKTYPBI, OPUEHTAIUS ee Ha JIy4lliie eBpo-
nelficke CTaHAapThl J0JKHA CTATh OCHOBOW pe)OpMUPOBAHNS HAIIMOHAIBHOTO
cekropa 6e30macHOCTH 1 0O0POHBI U PYKOBOACTBA M. VIMEHHO 9TOT acleKT ak-
TyaJIu3upyeT BOIPOC TOBBIIeHNS 3G PEeKTUBHOCTH MEXaHN3MOB TOCY/IaPCTBEH-
HOH MOJIMTUKHU B YCJOBUSIX MYOJUYHOTO YIIPABICHUS U QJIMUHUCTPUPOBAHS.

KmoueBbie cioBa: cekrop GesonacHocTu 1 060poHbl, CTpaTerist HallnOHAb-
HOI 6e301TacHOCTH YKpauHbI, BOCHHAsI MOJMTHKA, HAIIMOHAJIbHAst GE30MaCHOCTb,
IPasKIAHCKUI KOHTPOJIb.

Problem statement. The problem
of public policy in the security and de-
fense sector of Ukraine in connection
with Russia’s aggressive actions arose
in furtherance of execution of social and
political life of the country and became
the main idea of further development
of our state. Due to the fact that during

142

the years of independence, the leader-
ship did not pay enough attention to
the problems of ensuring the necessary
level of defense capability, the country’s
existence was threatened. The effective
public governance of defense sector is
a necessary condition for preserving
national sovereignty and territorial in-




tegrity of Ukraine. Currently functio-
ning system in fact has many problems
and structural shortcomings, there is
doubling of functions, inconsistency in
decision-making and lack of efficiency
in the analysis of military and politi-
cal situation. The fundamental change
in the entire structure and its focus on
the best European standards should
become the basis for reforming the na-
tional security and defense sector and
its governance. It is this aspect that
raises the issue of improving the effec-
tiveness of public policy mechanisms in
terms of public governance and admi-
nistration.

Analysis of recent studies and pub-
lications. The risks and challenges of
security problem, in particular, defense
of Ukraine, are constantly in the focus
of national scientists. The fundamental
studies by Sytnyk, V. Bodrov, A. Se-
menchenko, V. Kuzmuk, O. Zatynaiko,
O. Reznikov, L. Poliakov, V. Telelym
and others are known. At the same
time, the current political situation in
Ukraine requires constant analysis and
adoption of new scientific and theore-
tical approaches to solve security prob-
lems of Ukraine. This is what confirms
the relevance of the topic of this article.

Purpose of the article is to summa-
rize the main aspects of public policy
mechanisms in the field of public ad-
ministration and to highlight promi-
sing ways for its modernization in
terms of the adopted Concept of the
development of the security and de-
fense sector of Ukraine.

Given rather broad field of the prob-
lem under study, we will try to focus on
the public governing aspects of defense
construction, which is the military po-
licy of the state.

Statement of basic study material.
According to the Decree of the Presi-
dent of Ukraine No. 287,/2015 dated
May 26, 2015, the Revolution of Digni-
ty (November 2013 — February 2014)
against the corrupt authorities, which
under pressure from the outside tried
to interfere with the European choice
of the Ukrainian people, deliberately
ignoring the rights, freedoms and le-
gitimate interests of citizens, opened
up the opportunities for our country to
create new system of relations between
citizen, society and state based on the
values of freedom and democracy [1-
15; 3].

The fundamental changes in the in-
ternal and external security environ-
ment of Ukraine make it necessary to
create a qualitatively new system for
ensuring national security of Ukraine,
which is noted by the National Secu-
rity Strategy of Ukraine approved by
the same Decree of the President of
Ukraine [5].

This Strategy is aimed at imple-
menting by 2020 the priorities of pub-
lic policy of national security defined
by it, as well as the reforms provided
for by the Association Agreement be-
tween Ukraine and the EU ratified by
the Law of Ukraine No. 1678-VII [2]
dated September 16, 2014, and the
Sustainable Development —Strategy
“Ukraine 2020” approved by the De-
cree of the President of Ukraine No.
5/2015 dated January 12,2015 [11].

The National Security Strategy of
Ukraine indicates current threats to
this security, namely:

1) inefficiency of the national secu-
rity system of Ukraine;

2) corruption and inefficient public
administration;
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3) economic crisis, depletion of fi-
nancial resources of the state, decline
in living standards of the population;

4) threats to energy, information
and environmental security;

5) threats to critical infrastructure
security;, etc.

Given the importance of neutrali-
zing the actions of these threats, the
following main directions of public
policy of national security of Ukraine
were determined:

1) restoration of territorial integrity
of Ukraine;

2) creation of an effective security
and defense sector;

3) increase in defense capability of
the state;

4) reform and development of intel-
ligence, counterintelligence and law
enforcement agencies;

5) public administration reform and
new quality of anti-corruption policy;

6) integration into the EU,

7) special partnership with NATO;

8) ensuring national security in the
field of foreign policy;

9) ensuring economic security;

10) ensuring energy security;

11) ensuring information security;

12) ensuring critical infrastructure se-
curity;

13) ensuring environmental security.

At the same time, the analysis of
provisions of the National Security
Strategy of Ukraine shown that the is-
sues of place and role of regions in en-
suring the security systems of the state,
firstly, are not sufficiently covered, and
secondly, they need to be addressed in
social and economic direction.

As O. Reznikova rightly states, it is
the weakening of public institutions,
distortion of main public administra-
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tion mechanisms that should ensure
the rule of law and strict compliance
with legislation, unresolved acute
problems of social and economic and
humanitarian regional development
that created the ground for destabiliza-
tion of the national security system of
Ukraine [15].

We also support the position of
O. Tliash that urgency of the problem
of the strengthened role of the state in
ensuring security is enhanced by the
fact that system of social and economic
security in Ukraine is formed in parts,
without sufficient theoretical and
methodological substantiation [2].

As a result, negative phenomena
and trends accumulate in the economy
and social field, that are manifested in
deformations of the social structure,
economic loss, social and cultural deg-
radation and weak social protection of
citizens.

The National Security of Ukraine
is a set of legislative and organiza-
tional measures aimed at permanent
protection of vital interests of person
and citizen, society and state, which
ensures sustainable development of
society, timely detection, prevention
and neutralization of real and poten-
tial threats to national interests in law
enforcement, anti-corruption, bor-
der protection and defense, migration
policy, health, education and science,
scientific, technical and innovation
policy, cultural development of the
population, ensuring freedom of speech
and information security, social policy
and pension support, housing and utili-
ties, financial services, property rights
protection, stock markets and securi-
ties turnover, tax and customs policy,
trade and business, banking services,




investment policy, audit activity, mo-
netary and currency policy, informa-
tion protection, licensing, industry and
agriculture, transport and communica-
tions, information technologies, energy
and energy saving, functioning of natu-
ral monopolies, use of subsoil, land and
water resources, mineral resources, en-
vironmental protection and other areas
of public administration in case of ne-
gative trends for creation of potential
or real threats to national interests [1].

The national interests are vital ma-
terial, intellectual and spiritual values
of the Ukrainian people as the bearer
of sovereignty and the only source of
power in Ukraine, determining de-
mands of society and state, the imple-
mentation of which guarantees the
sovereignty of Ukraine and its progres-
sive development.

The security and defense sector is a
set of public authorities that act under
single leadership and are responsible
for protection of national interests
from external and internal threats.

The threats to national security
are available and potentially possible
phenomena and factors that pose a
threat to the vital national interests of
Ukraine.

According to L. Poliakov, the effec-
tiveness of military policy depends on
the adequacy of determining ways and
means of protecting the national in-
terests of the state in the military field
and completeness of their subsequent
implementation [4].

The long-term lack of necessary
level of certainty in Ukraine’s mili-
tary policy led to an inadequate defi-
nition of necessary forces and means
of combat struggle and constant fluc-
tuations in the reform of defense sec-

tor. The events of 2014-2015 drew
close attention of the Ukrainian soci-
ety to the issues of defense capability
of the state. As it turned out, for all
the previous years of independence of
our state, constant decrease in com-
bat and operational capabilities of the
national army was the only constant
trend in this field. But this is not the
only reason for heavy losses suffered by
Ukraine as a result of external aggres-
sion combined with manifestations of
separatism. These losses are largely due
to the shortcomings of legal framework
of the state defense, unpreparedness of
the system for maintaining military se-
curity to take decisive effective actions
under conditions of a severe military
and political crisis [2].

The National Military Establish-
ment is a set of public authorities,
military units formed under the laws
of Ukraine, whose activities are under
democratic civilian control of society
and are directly aimed at protecting
the national interests of Ukraine from
external and internal threats.

The defense, according to Article 1
of the Law of Ukraine “On Defense of
Ukraine”, is a system of certain mea-
sures of the state to prepare for armed
defense and its protection in case of
the armed conflict [7]. In other words,
defense concerns two components of
military policy: preparation for pos-
sible armed conflict and use of mili-
tary force in the armed conflict. The
responsible central executive authori-
ties are defined for implementation of
public policy in various fields. They are
also given additional powers to coordi-
nate the activities of public authorities
and local self-government authorities
in implementing public policy in the

145



relevant field. According to scientists,
“military security” and “defense” have
a meaningful intersection in the com-
ponent “preparation of the state for
possible armed conflict”. However, this
does not prevent us from seeing the
main generalized content of military
policy in ensuring military security and
defense, that is, the implementation of
all these components. To implement
the relevant policy, the main central
executive authority and subsidiary au-
thorities are appointed, which together
with subordinate forces and resources
are combined into a sector. In fact, each
sector is the main tool of the state for
implementation of public policy in the
relevant field [12].

Based on the above, the military
security and defense sector should be
created to implement the military po-
licy, as the essence of military policy is
to ensure military security and defense.
The military security and defense sec-
tor contains several components that
are identified by function: the sector
should include public authorities, as
well as forces and means (military secu-
rity and defense forces: military units,
law enforcement agencies, and others),
whose activities are directly aimed at
ensuring military security and defense
by using the means of armed violence,
special measures or legal coercion. That
is, the components are included in the
military security and defense sector on
two grounds: direction of activity and
nature of the measures used [13].

The main role in the military secu-
rity and defense sector will be played
by the Ministry of Defense of Ukraine
with the Armed Forces of Ukraine, and
auxiliary — by the Ministry of Internal
Affairs of Ukraine with the National

Guard of Ukraine and other public au-
thorities with subordinate forces and
means. The functional combination of
several authorities in one sector makes
it possible to ensure concentration of
efforts, unified management and clear-
ly defined responsibilities, operational
compatibility of units, technical com-
patibility of weapons, uniform rules
for training and use of heterogeneous
forces and means.

This requires rethinking the general
approaches to maintaining national
security and defense of Ukraine. The
main direction of implementation of
public policy in this field by the execu-
tive authorities is to ensure the readi-
ness of the security and defense sector
to repel the armed aggression against
Ukraine.

The essence of the modern Concept
of development of the military security
and defense sector is to determine ways
to bring capabilities, readiness and
level of the security and defense forces
and level of efficiency of their manage-
ment system in conformity with the
tasks that they face today and in the
future [8].

The main problems today are the
lack of legislative regulation of func-
tioning of the security and defense sec-
tor, departmental disintegration of its
entities, lack of joint training of the
security and defense forces and well-
established system of their support and
financing. The Concept of develop-
ment of the military security and de-
fense sector provides for combining the
capabilities and resources of entities of
the security and defense sector in favor
of joint action on certain scenarios and
situations under conditions of single
planning and management. The main
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efforts to develop this sector in modern
conditions are proposed to focus on the
restoration and maintenance of defense
capability of Ukraine.

In December 2014, the Verkhov-
na Rada of Ukraine set the course of
Ukraine’s integration into the Euro-
pean economic and legal space to gain
membership in the European Union, as
well as to deepen cooperation with the
North Atlantic Treaty Organization to
achieve the criteria of membership in
this organization [10].

This radically changes the general
approaches to maintaining military se-
curity of Ukraine. This refers primarily
to the sound military policy of Ukraine
according to which the security and
defense sector of the state is reformed
and developed. Achieving readiness
of this sector to repel external armed
aggression is the main activity of the
executive authorities in this field. At
the same time, it is envisaged to acce-
lerate the implementation of European
rules and principles in the functioning
of the Armed Forces of Ukraine, to
deepen the compatibility of the Armed
Forces of Ukraine with relevant forces
of the European Union and NATO,
to implement the defense aspects of
the Association Agreement between
Ukraine and the European Union and
the Sustainable Development Strategy
“Ukraine-2020” approved by the Presi-
dent of Ukraine [11].

Based on the provisions of the Na-
tional Security Strategy of Ukraine,
decisions of the President of Ukraine
and the Government, the key tasks of
strengthening the military security of
the state are:

 comprehensive reform of the na-
tional security system to the level ac-

ceptable for membership in the EU
and NATO, and positioning Ukraine at
the international level as an equal and
valuable partner;

 development of doctrinal prin-
ciples of military policy of Ukraine,
ensuring the creation of an effective se-
curity and defense sector and sufficient
national defense capabilities to repel
external armed aggression;

+ creation of the Armed Forces
of Ukraine that would meet NATO
standards and be compatible with the
armed forces of the Alliance’s member
countries;

« identification of priorities, com-
pliance with which will have the grea-
test effect in the short term.

The main way to solve these prob-
lems is to deeply reform the defense
forces of Ukraine involving adequate
financial and material resources and
political and economic support of part-
ner countries.

At the same time, it is necessary to
abandon the extensive path of reform
(increasing the quantitative parame-
ters of the defense forces) in favor of an
intensive one (increasing the combat
and operational capabilities of the de-
fense forces by increasing their quality
parameters). Therefore, the total num-
ber of the Armed Forces of Ukraine
and other components of the defense
forces in peacetime can remain at the
current level. This also applies to the
total number of traditional weapons
(tanks, cannons, planes, etc.). The main
efforts should be focused on improving
the level of combat and operational
training of troops (forces), while radi-
cally updating the control system and
quality characteristics of weapons and
military equipment, including funda-
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mentally new models developed based
on modern technologies [12].

In the short term, the main efforts
should be aimed at ensuring compre-
hensive system changes in the organi-
zation and functioning of the security
and defense sector of Ukraine, prima-
rily:

* revision of doctrines, strategies
and concepts, as well as improvement
of legal framework for maintaining mi-
litary security and defense;

* development of an effective me-
chanism for responding to crisis situ-
ations, improvement of the system for
managing troops (forces) in operations
and combat actions;

* clarification of the role and tasks
of components of the security and de-
fense sector at the strategic, operatio-
nal and tactical levels;

e gradual improvement of organi-
zational structures of the security and
defense forces of Ukraine, optimization
of the number of personnel, number of
weapons and military equipment;

* achievement of operational com-
patibility of components of the secu-
rity and defense sector of Ukraine,
staged transition to NATO standards
(STANAGQG) in organization, armament
and training of troops (forces), as well
as in the system of operational deci-
sion-making;

e organization of joint training of
the security and defense forces to per-
form the tasks assigned to them, revi-
sion of approaches to training of per-
sonnel;

* restoration of serviceability and
renewal of the resource, moderniza-
tion, creation of new systems and unifi-
cation of samples of weapons and mili-
tary equipment;

* revision of the concept of budget
planning and resource support, radical
improvement of combat operations by
introducing modern logistics mecha-
nisms.

The formation of an effective sys-
tem of external guarantees of national
security, primarily through partnership
with NATO countries is currently the
core direction of further international
cooperation of our state [14].

Based on the long-term goal of joi-
ning the pan-European security system,
which is based on NATO, Ukraine will
deepen cooperation with the North At-
lantic Alliance in the following areas:

« interaction within short-term and
long-term measures to improve the de-
fense capability of Ukraine;

¢ development of the security and
defense sector of the state as an inte-
gral system;

* participation in NATO-led peace-
keeping and security operations;

» fight against terrorism, etc.

We need a strategic rethinking of
the concept of defense of Ukraine,
taking into account the experience of
overcoming the crisis in 2014-2015,
introduction of new methods of de-
fense management, which are based on
the Euro—Atlantic experience and are
based on the only criterion — high effi-
ciency at reasonable costs. The priority
tasks include creation of an effective
system for managing the security and
defense sector of the state, the main
entities of which are determined by the
Concept of development of the secu-
rity and defense sector [8].

The goal of the Concept of develop-
ment of the security and defense sec-
tor is to determine the ways to form
national security and defense capa-
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bilities that will restore the territo-
rial integrity of Ukraine within inter-
nationally recognized state border of
Ukraine, guarantee the peaceful future
of Ukraine as a sovereign and indepen-
dent, democratic, social and legal state,
as well as ensure creation of national
system of: crisis response; prevention of
external and internal threats to natio-
nal security, their timely identification
and neutralization; ensuring personal
security, constitutional rights and free-
doms of individuals and citizens; ensu-
ring cybersecurity; rapid joint response
to crises and emergencies.

The implementation of this goal will
be achieved primarily by creating an
effective system for managing the se-
curity and defense sector as an integral
functional system. The law enforce-
ment agencies are public authorities
that are entrusted with implementa-
tion of law enforcement functions by
the Constitution and laws of Ukraine.

According to new requirements,
this system includes the following enti-
ties: President of Ukraine; National Se-
curity and Defense Council of Ukraine;
Ministry of Defense of Ukraine; Armed
Forces of Ukraine; Ministry of Internal
Affairs of Ukraine; National Guard of
Ukraine; National Police of Ukraine;
State Border Guard Service of Ukraine;
State Migration Service of Ukraine;
State Emergency Service of Ukraine;
Security Service of Ukraine, Admi-
nistration of State Guard of Ukraine;
State Special Communications Service
of Ukraine; State Special Transport
Service; coordinating authority for
intelligence activities under the Presi-
dent of Ukraine and intelligence agen-
cies of Ukraine; Administration of the
National Security and Defense Council

of Ukraine; central executive authority
ensuring formation and implementing
public military and industrial policy;
other components defined by the laws
of Ukraine [6].

The level of national security of
Ukraine depends primarily on the ef-
fective functioning of relevant public
authorities, clear allocation of respon-
sibilities and powers in certain fields
of activity and established interaction
between them.

Determining the principles under-
lying the development of the security
and defense sector for integration into
European and Euro-Atlantic security
structures, Ukraine assumes that de-
velopment and strengthening of the
EU and NATO deepen the pan-Euro-
pean and international security in all
its dimensions and require appropriate
democratic transformations of national
security institutions. For the effective
development of the security and de-
fense sector in modern conditions, the
main tasks are to centralize the ma-
nagement of the security and defense
sector in peacetime, in crisis situations
threatening national security, and in
special periods; to increase the level of
interdepartmental coordination and
interaction; to harmonize the concepts,
policies and programs of reform and
development of components of the se-
curity and defense sector, military and
industrial complex; to ensure effective
coordination and functioning of public
crisis response system and to improve
the system of public forecasting and
strategic planning, system of planning
of using the troops (forces) and means
of security and defense sector based on
the EU and NATO principles and stan-
dards.
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To achieve this goal, it is planned to
implement the set of following tasks:
implementation of management of
the security and defense sector based
on principles and standards adopted
in the member states of the EU and
NATO; compliance with principles of
the rule of law, patriotism, competence
and departization in functioning of the
security and defense sector, ensuring
its reform and development in com-
pliance with principles of democratic
civilian control; improvement of coor-
dination and collaboration in the se-
curity and defense sector; implemen-
tation of an effective unified system
of planning and resource management
using modern European and Euro-
Atlantic approaches; formation of the
system for managing the security and
defense forces depending on the type of
crisis situation and taking into account
the variety of national security risks;
improvement of public administration
and management of the security and
defense sector, including systems of in-
formation and cyber security, systems
of information protection and secu-
rity of information resources; increase
in the level of individual professional
training of personnel of public and mi-
litary administration authorities, their
responsibility for decision-making; re-
formation of public administration sys-
tem in a special period by optimizing
the number of control points, adap-
ting their communication and automa-
tion systems, creating mobile control
points.

The development of the system for
managing security and defense sector
is aimed at ensuring its management
as an integral system based on the fol-
lowing principles: cooperation and

effective  strategic communications
between entities of the security and
defense sector; involvement of civil
society in making the most important
strategic decisions on national security
issues; clear regulation of activities in
the security and defense sector that
guarantees the stable development of
the state; use of adaptive management
strategies that provide for the involve-
ment of independent expert organiza-
tions; transparency and accountability
to society.

It is assumed that the President
of Ukraine, according to the powers
established by the Constitution of
Ukraine, will exercise the overall ma-
nagement of the security and defense
sector and will organize interaction of
its components [7].

To improve the public management
of the security and defense sector and
to timely detect the threats to national
security of Ukraine, it is envisaged:

* to create a Joint Operation Head-
quarters as a management authority
for joint-force and interdepartmental
groups of troops (forces);

* to improve the Unified automated
system for managing the Armed Forces
of Ukraine to work within the unified
system for managing the security and
defense sector;

* to increase the level of strategic
management in the field of national
security by creating a network of situ-
ation centers that will interact with
each other and with the Main Situa-
tion Center of Ukraine. The network
of situation centers of the security and
defense sector will be formed as a single
organizational and technical complex
equipped with targeted hardware and
software and unique information and
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communication equipment, which will
improve the quality of information and
analytical support and minimize the
time for making important manage-
ment decisions.

One of the main directions of legal
support for development of the secu-
rity and defense sector include regula-
tion of its activities and adaptation of
basic legislative and other regulatory
instruments, as well as conceptual and
program documents to modern reali-
ties and requirements, in particular:

¢ development and adoption of a
new version of the Law of Ukraine “On
Fundamentals of National Security of
Ukraine”;

¢ development and adoption of the
Law of Ukraine on planning in the se-
curity and defense sector and other
regulatory instruments;

¢ development and adoption of the
Law of Ukraine on intelligence ac-
tivities, amendments to the Laws of
Ukraine “On the Security Service of
Ukraine”, “On Counterintelligence
Activities”, “Investigative Activities”,
“On Combating Terrorism”, “On Intel-
ligence Agencies of Ukraine”;

¢ development of strategies for lo-
gistics and counteraction in a commu-
nicative environment;

¢ development of Strategy for the
development of military and industrial
complex of Ukraine, based on the goals,
objectives and priorities of public poli-
cy in the field of national security and
defense, military and economic, social
and economic, scientific and technical
development of the state;

* legislative definition of the me-
chanism for coordinating the coverage
of information on national security and
defense of the state in mass media;

- development and implementation
of regulatory instruments to restore
the strategic role of military and in-
dustrial complex, ensuring its reform,
sustainable and effective development.

The improvement of the legal frame-
work in the field of security and de-
fense will contribute to the formation
and implementation of updated secu-
rity and defense policy in peacetime, in
crisis situations threatening national
security of Ukraine, and in a special
period, readiness of components of the
security and defense sector, economy
and society to repel armed aggression
against Ukraine.

According to Article 3 of the Law
of Ukraine “On Fundamentals of
National Security of Ukraine” dated
June 19, 2003, the objects of national
security are: person and citizen — their
constitutional rights and freedoms;
society — its spiritual, moral, ethical,
cultural, historical, intellectual and
material values, information and nat-
ural environment and natural resour-
ces; state — its constitutional system,
sovereignty, territorial integrity and
inviolability [7].

The main principles of ensuring na-
tional security are:

* priority of human and civil rights
and freedoms;

* rule of law;

* priority of contractual (peaceful)
means in resolving conflicts;

* timely and adequate measures to
protect national interests against real
and potential threats;

* clear division of powers and inter-
action of public authorities in ensuring
national security;

 democratic civilian control over
military organization of the state and
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other structures in the national secu-
rity system;

* use of inter-state systems and
mechanisms of international collective
security in the interests of Ukraine.

The priorities of national interests
of Ukraine are:

* ensuring constitutional rights and
freedoms of person and citizen;

¢ development of civil society and
its democratic institutions;

 protection of state sovereignty,
territorial integrity and inviolabi-
lity of state borders, prevention of
interference in the internal affairs of
Ukraine;

« strengthening political and social
stability in society;

* ensuring development and func-
tioning of the Ukrainian language as
the state language in all spheres of pub-
lic life throughout Ukraine, ensuring
free development, use and protection
of Russian and other languages of na-
tional minorities of Ukraine;

* creation of competitive, socially-
oriented market economy and ensuring
constant growth in the living standards
and well-being of the population;

* preservation and strengthening of
scientific and technological potential,
approval of innovative development
model;

* ensuring environmentally and an-
thropogenically safe living conditions
for citizens and society, preservation of
environment and rational use of natu-
ral resources;

* development of spirituality, moral
principles, intellectual potential of the
Ukrainian people, strengthening the
physical health of the nation, creation
of conditions for expanded reproduc-
tion of the population;

* integration of Ukraine into the
European political, economic and legal
space;

* development of equal and mutual-
ly beneficial relations with other world
countries in the interests of Ukraine.

The national security of Ukraine is
ensured by conducting a balanced pub-
lic policy according to the duly adop-
ted doctrines, concepts, strategies and
programs in political, economic, social,
military, environmental, scientific,
technological, information and other
fields. The choice of specific means and
ways to ensure the national security of
Ukraine is conditioned by the need to
take timely measures that are adequate
to the nature and scale of threats to na-
tional interests.

The civilian control over the armed
forces is one of the key principles of en-
suring national security of democratic
country, the main direction of public
policy in the field of public security,
which provides for the unconditional
subordination of the Armed Forces and
other military units to the democrati-
cally elected political authority [1].

In contrast to this doctrine, full con-
trol by the military leadership of the
state over the civil institutions of the
country is called a military dictatorship.
The lack of full control over the military
organization in the state leads to the
existence of the so-called “deep state”.

Conclusions. The implementation
of principles envisaged by the Concept
of the development of the security and
defense sector will make it possible to
create combat-effective, multifunc-
tional, mobile, properly trained, fully
equipped professional security and de-
fense forces that will be able to effec-
tively perform the assigned tasks.
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The concept will contribute to for-
mation of the security and defense
sector as an integral functional asso-
ciation, managed from a single center,
which is developed based on the unified
planning system to achieve common
capabilities that can adequately and
flexibly respond to the complex nature
of current threats to the national se-
curity of Ukraine, taking into account
the simultaneous action of hazard fac-
tors that differ in content and scope of
influence. At the same time, the experi-
ence shows that conceptual documents
containing reasonably substantiated
directions of reform were developed in
almost all fields today.

The danger is that there are many
threats at the implementation stage
that can turn the reform into cosmetic
repair. Therefore, the main task of the
authorities is to create a system of con-
trol over the reform of the security and
defense sector, involving representa-
tives of various political forces and the
public.

Therefore, public management and
administration in the field of national
security, as a system of public manage-
ment in terms of reform, is a very im-
portant guarantor of the security and
defense of citizens and key factor in the
development of the state.
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