UDC 352.073(477)(07)
https://doi.org/10.32689,/2617-2224-
2020-4(24)-166-180

Korobchynska Nataliia Valeriivna,
postgraduate  student, Municipal Higher
Education Institution “Vinnytsia Academy
of Continuing FEducation”, Vinnytsia, st.
Hrushevskoho, 13, tel.: (0432)-55-65-68,
e-mail: natakorob1980@gmail.com, https.//
orcid.org/0000-0003-4947-0911

Kopobuuncvoxa Hamanis Banepiiena,
acnipanmka, Komynanonuii euwuii Ha-
suanvull 3axaad “Binnuyvra axademis ne-
nepepsnoi oceimu”, 21000, m. Binnuys, y..
Ipywescokoeo, 13, men.: (0432)-55-65-68,
e-mail: natakorob1980@gmail.com, https;//
orcid.org/0000-0003-4947-0911

Kopo6uunckas Hamanva Banepvesna,
acnupanmxa, Kommynanvnoe  eviculee
yuebnoe 3asedenue “Bunnuuxas axade-
must wenpepoienoeo obpasosanus”, 21000,
2. Bumnuya, ya. Ipywesckoezo, 13, men.:
(0432)-55-65-68, e-mail: natakorob1980@gmail.com, https://orcid.org/0000-0003-
4947-0911

ELECTRONIC HEALTHCARE SYSTEM
AS A MONITORING TOOL IN THE FIELD
OF HEALTHCARE OF THE UNITED TERRITORIAL
COMMUNITY: REGULATORY LAW

Abstract. More than 60 years have passed since the beginning of research on
the use of information technology in the field of healthcare, but there is no com-
plete clarity in determining the best strategy for informatization and the opera-
tion of the electronic healthcare system (EHS).

At present, normative-legal acts regulate informatization in the field of health-
care and the order of activity of the EHS, storage, protection of personal and
medical information. However, the issues of quality assessment and monitoring
mechanisms of the EHS have not been resolved. The issues of using electronic
tools to assess the quality of the healthcare system, indicators of the state of health
of the population, economic indicators of the healthcare system are also insuffi-
ciently studied. At this stage of development of the electronic healthcare system,
the automation process has been introduced, but there is a need to develop the

166




mechanisms for processing and analyzing information, using the EHS as a tool
for systematic and timely monitoring of healthcare performance, in particular at
the level of the united territorial community in the conditions of change of the
administrative-territorial system, decentralization, formation and development
of the territorial communities. For the community as a whole, there is important
information about the state of healthcare not so much in the administrative ter-
ritory as in the community. Informatization and EHS can be an important tool
for monitoring the healthcare system in the settlements that are part of a unified
territorial community and serve the population of the community, rather than a
single city, town, etc.

This study outlines the main purpose and activities of the EHS as a tool for
monitoring the process and results of activities in the field of healthcare of the
united territorial community, considered issues of legislation on informatization
in the field of healthcare and activities of the EHS, liability for violations of in the
field of information protection.

Keywords: informatization, healthcare sector, electronic healthcare system,
territorial community, performance indicators, monitoring mechanisms, legal
framework, public administration.

EJJEKTPOHHA CHUCTEMA OXOPOHU 3/10POB’d

K THCTPYMEHT MOHITOPUHTY B C®EPI OXOPOHU

3I0POB’S OF’€IHAHOI TEPUTOPIAJIbBHOI TPOMA/IM:
HOPMATHUBHO-IIPABOBE 3ABE3IEYEHHA

Awnoranis. Bukiazeno, 1Mo 3 MOMEHTY TIOYATKY JIOCJi/KeHb Y HATIPSIMi BUKO-
pucTaHHs iHOOPMAITITHUX TEXHOIOTIH Y chepi OXOPOHU 3/I0POB’sT MIUHYJIO TIOHAT
60 pokiB, MpoTe MOBHOI SICHOCTI Yy BU3HAYEHHI HAKpaIioi cTparerii indopmaTu-
3allii Ta MisJIbHOCTI eleKTPOoHHOI cructemu oxoporu 3/10poB’st (ECO3) nemae.

Ha croromnai HOpMaTHBHO-TIPAaBOBUMU aKTaMU BPETyJIbOBaHi iH(popMaTu3aItis
B TaJIy3i OXOPOHU 370POB’st Ta mopsiaok AisibHocti ECO3, 36epeskeH s, 3aX1CTy
nepcoHanbHOI Ta MeimuHoi iHdopwmartii. [Tpore He BperysiboBaHUMI 3aJIATITAIOTH-
csI IMTaHHS OIIHKK SAKOCTI Ta MexaHiamiB mMoniTopuary ECOJ3. HemocraTHbo
BUBYEHUMU € MUTAHHS BUKOPUCTAHHS €JIEKTPOHHUX IHCTPYMEHTIB [I7IT OT[IHKH
STKOCTI POOOTH CHCTEMU OXOPOHU 3/I0POB’sI, MOKA3HWKIB CTaHY 37I0POB’sT HACEJIEH-
Hs, EKOHOMIYHUX MTOKA3HUKIB /iSIJIBHOCTI CUCTEMU 0XOPOHU 3/10poB’s. Ha mpomy
eTari PO3BUTKY €JIEKTPOHHOI CUCTEeMH OXOPOHU 3/I0POB’ST BIPOBA/KEHO TTPOTIEC
aBTOMaTU3alliil, IpoTe € noTpeda y pO3BUTKY MeXaHi3MiB 0OPOOKM Ta aHaIi3y iH-
dbopwmartii, Bukopuctanast ECO3 gk iHCTPyMEHTY JIsT CHCTEMAaTHIHOTO Ta BYaC-
HOTO MOHITOPUHTY e(heKTUBHOCTI JIiSITbHOCTI Ta/Iy3i OXOPOHU 3/I0POB’sI, 30KpeMa
Ha piBHI 06’€THAHOI TEPUTOPIAIHLHOI TPOMAM B YMOBAX 3MIiHU aIMiHICTPATHUB-
HO-TEPUTOPIATBHOTO YCTPOIO, JielleHTpasi3allii, GopMyBaHHSI Ta PO3BUTKY TEPU-
TOpiaTbHUX TPpoMaIL. [lJist TpoMan 3araioM € CyTTEBOTO iH(MOPMAIlis MO0 CTaHy
OXOPOHM 37I0POB’A HE CTITHPKM HA aIMiHICTPATUBHIHN TEPUTOPIi, CKiTbKU HA TEPH-
Topii rpomazn. Indopmaruzariig Ta ECO3 Moske cTaTi BAsKJIMBUM iHCTPYMEHTOM
7Tt MOHITOPUHTY CUCTEMHW OXOPOHM 37I0POB’S HA TEPUTOPIi HACEeHUX ITyHKTIB,
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AKI BXOJATD 10 CKJIaLy 00’€IHAHOI TePUTOPIaTbHOI TPOMaIN Ta 00CAYTOBYIOTh
HaceJIeHHsI TPOMa/iM, @ He OKPEMOT'0 MicTa, CesuIa TOlIlO.

Oxpecsieno ocHOBHY MeTy Ta Hanpsimu figiabHocti ECOJ3 gk iHCTpyMeHTy
JI7II MOHITOPUHTY TIPOIIECY Ta Pe3yJbTaTiB AisJIbHOCTI Y cepi 0XOPOHU 37I0POB’S
006’€THaHOT TEPUTOPIATBHOT TPOMA/IH, PO3TJISTHYTO IIUTAHHST 3aKOHOAABYOTO PETy-
JIIOBAaHHS 10710 iHdopMaTusaiiii y chepi oxoporu 310poB’s Ta gissibHocTi ECOJ3,
BiJITOBIZIAJIBHOCTI 3a MOPYIIeHHs Y cdepi 3axucTy iHbopmartii.

KmouoBi caoBa: indopmarusailis, raay3b OXOPOHHW 3/I0POB’sl, €JeKTPOHHA
CUCTEeMa OXOPOHM 3/I0POB’sl, TEPUTOPiaibHA TPOMaJla, MOKA3HUKHU [iSIBHOCTI,
MeXaHi3MI MOHITOPUHTY, HOpPMaTUBHO-TIpaBoBa Oa3a, myOJiiuHe yrpaBIiHHS Ta
aJIMiHICTpYBaHHSI.

IJEKTPOHHAA CUCTEMA 3/IPABOOXPAHEHU S
KAK MHCTPYMEHT MOHUTOPHHIA B COEPE
3JIPABOOXPAHEHUS OFBEJIMHEHHOI TEPPUTOPHUAJIBHOI
ObIINHDbI: HOPMATHUBHO-ITPABOBOE OBECIIEYEHHME

Annotamus. VccaenoBano, 9To B HaPaBJIEHUN MCIOIB30BaHUS WHGPOpPMA-
IIMOHHBIX TEXHOJIOTHII B chepe 31paBooxpatenus npouLio bosee 60 jier, oqHako
MIOJIHOM SICHOCTHU B OTIPe/IeJIEHUH HAWJTy el cTpaTeruu unopMaTH3aIum u jie-
ATeJIbHOCTH 3JIeKTPOHHOTO 371paBooxpaHenns (ECOJ) ner.

Ha ceroast HOpMAaTUBHO-TIPABOBBIMU aKTaMU YPeryJNPOBaHbI HH(MOPMATH-
3anus B 00/1aCTU 31paBoOXpaHeHus 1 Nopsanok aeareabnoct ECO3, xpanenus,
3aIUTHI TEPCOHATBHON 1 MeIUTIMHCKOM nHpopMarmu. OHAKO BOTIPOCH ypery-
JIPOBAHUS OTIEHKM KauecTBa M MexaHn3MoB MoanTOpuHTa ECO3 nccmemoBanbl
HeocTaTouHo. HerocTaTouno n3y4eHHbIMU SIBJISIIOTCST M BOIIPOCHI UCIIOJIb30Ba-
HUS BJIEKTPOHHBIX MHCTPYMEHTOB JIJIsT OIIEHKH KauyecTBa paboThl CUCTEMBI 3/[pa-
BOOXPaHEHMUsI, TOKa3aTesell COCTOSHUS 3/I0POBbs HACEJeHUsI, IKOHOMUIECKUX
noKasaTeJsiell JIesITeTbHOCTH CUCTEMbI 37paBooxpaHeHus. Ha mgamxom stare
Pa3BUTHUS 9JIEKTPOHHOTO 37IPABOOXPAHEHUST BHEIPEH TIPOIECC aBTOMATU3AINH,
OJIHAKO €CTh MOTPEOHOCTh B Pa3BUTHH MEXaHU3MOB 06PabOTKY U aHAIN3a UH-
bopmanmu, ncnombzoBanue ECO3 kak MHCTPYMeEHTA 7SI CHCTEMATHIECKOTO U
CBOEBPEMEHHOTO MOHUTOPUHTA 9 (PEKTUBHOCTU JIEATENBHOCTU OTPACIIH 3/Ipa-
BOOXPaHEHWSI, B YaCTHOCTH Ha YPOBHE 0ObEIUHEHHO TePPUTOPUATIBHOI OOIIH-
HbI B YCJOBUSIX U3MEHEHUST a]MUHUCTPATUBHO-TEPPUTOPUAIBLHOTO YCTPOUCT-
Ba, JIEIIEHTPAIU3AINH, (DOPMUPOBAHNS U PA3BUTUSI TEPPUTOPUATHHBIX OOIITIH.
Jlst obIecTBa B IEJIOM SIBJISIETCSI CYIECTBEHHON MH(POPMAIUS O COCTOSTHUT
3/IpPABOOXPAHEHMST HE CTOJIBKO HA aJMUHUCTPATUBHOW TEPPUTOPHUH, CKOJBKO
Ha Teppurtopun obumubl. Vndopmarusamusa u ECO3 MokeT cTaTh BasKHbIM
UHCTPYMEHTOM JIJIsT MOHUTOPUHTA CUCTEMBI 3/IPABOOXPAHEHUST HA TEPPUTOPUM
HACEJIEHHBIX MYHKTOB, BXOJSIIMX B COCTaB OOBEAMHEHHON TEPPUTOPHATBHOMN
OOIIIHBI, KOTOPbIe OOCITYKMBAIOT HaceJeH e OONMHbI, a He OTAEJIbHOTO TOPO-
1a, TTOCeJTKa.

O0603HaYeHBI OCHOBHBIE 1€/ ¥ HampasaeHus aesrenbHoct ECO3 kak uH-
CTPYMEHTA JIJISI MOHUTOPUHTA MPOIECCAa U Pe3YJIbTATOB JesITeNbHOCTU B chepe
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3paBOOXpaHeHNs 00beAMHEHHON TEPPUTOPUATBLHON OOIUHBI, PACCMOTPEHBI BO-
MPOCHI 3aKOHOATETHHOTO PETYJIUPOBAHUS 110 WHGOpMaTU3aIuu B chepe 3/pa-
Booxpanenus u jieatenbioctu ECOJ3, oTBeTCTBEHHOCTH 32 HAPYyIIeHUs B chepe

3alTUThI TH(OPMAIIAH.

KmoueBble cioBa: nndopMatusaius, 3/[paBOOXpaHenne, aJIeKTPOHHAs CUC-
TeMa 3/[paBOOXPaHEHNsI, TEPPUTOPUATbHAS OOIINHA, TOKA3ATEN eI TEBHOCTH,
MeXaHU3Mbl MOHUTOPHWHTA, HOPMaTUBHO-TIPaBOBas 6asa, MyOJNYHOE yIIpaBJIeHue

" IMUHACTPUPOBAHUE.

Formulation of the problem. To-
day in Ukraine the informatization of
the healthcare sector is carried out,
the electronic healthcare system is in-
troduced, its development continues,
the processes and mechanisms of the
activity are improved. A number of
normative documents regulating the
activity of the electronic healthcare
system in modern conditions have
been adopted.

It is established that the quality of
the electronic healthcare system de-
pends on the set processes, goals,
level of funding, professional training
of health workers, etc. In addition,
the quality of the result is affected by
the effectiveness and adequacy of the
mechanisms for monitoring and con-
trolling the quality of electronic medi-
cal data.

A well-established  electronic
healthcare system at the level of a unit-
ed territorial community can be an ef-
fective tool for monitoring the quality
of medical care to the community, fore-
casting the needs for certain types of
medical care; promptly provide infor-
mation for decision-making in health-
care management, help assess the effec-
tiveness of the use of funds to provide
medical care to the community.

With all the obvious goals and be-
nefits of the healthcare informatiza-
tion, there are still questions about
choosing the optimal mechanisms for
monitoring and maintaining the qua-
lity of the electronic healthcare sys-
tem. There is a need to study domestic
and foreign experience in this area, as-
sessing the advantages, disadvantages
and risks of informatization. The legal
aspects of informatization and activity
of the electronic healthcare system in
Ukraine need additional study and
generalization.

Analysis of recent researches and
publications. Problems of medical in-
formatization and implementation of
the hospital information systems are
today in the center of scientific and
practical interest of doctors, organi-
zers, lawyers and healthcare managers.
O. Baeva, R. Vasylyshyn, M. Holub-
chykov, Ya. Huliyev, A. Husev, S. Dy-
achenko, V. Kachmar, O. Mintser,
V. Stepanov, N. Filippova and others
made a significant contribution to the
development of these issues. At the
same time, the legal aspects of informa-
tization of the domestic medicine and
potential risks of introduction of the
so-called E-health system are insuffi-
ciently studied today [1].
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We agree with Stepanov V. Yu., who
in his study notes that the comprehen-
sive informatization of the healthcare
facilities will: provide rapid access to
current, most complete and reliable in-
formation (this includes all data about
the patient, his outpatient card, timely
receipt of results analyzes, viewing of
X-rays, etc.); improve the quality and
availability of services provided by the
medical institutions to patients; reduce
the cost of working time for patient
care and management of the medical
institution through full automation of
routine operations for filling out paper
forms; save doctors and administration
from the laborious process of compiling
reports; avoid information loss; mini-
mize the “human factor” errors in the
formation of the statistical reporting of
the institution, etc. [2]. Therefore, the
development and improvement of the
quality and efficiency of the electronic
healthcare system is extremely impor-
tant.

The purpose of the article is to out-
line the legal basis for informatization
in the field of healthcare and the main
existing goals of the electronic health-
care system of the territorial commu-
nity.

Presentation of the main material.
Informatization of the branches of ac-
tivity of the united territorial communi-
ties is a requirement and a need of today.
The territorial community has its own
healthcare system, which is provided in
the context of decentralization and lo-
cal self-government, depending on the
needs of the community residents. The
introduction of electronic tools and re-
sources improves the accessibility and
manageability of the united community,
including the medical sector.

For example, the informatization
of the healthcare sector of the Vinnyt-
sia city united territorial community
began in 2011. Today, the community
has the ability not only to automate
the process of accounting for medical
data and reporting, but also to use the
electronic healthcare system as a tool
to monitor the industry as a whole, po-
werful implementation of informatiza-
tion allows for systematic monitoring
and evaluation of the results obtained
in the field of community health. The
results of the implementation of mea-
sures require a detailed study and
clarification of the benefits, as well as
a detailed analysis of the regulatory
framework.

Ukraine has adopted a number of
legal acts regulating the introduction
of healthcare informatization and the
activities of the EHS (the list is given
in Table 1).

Studies and analysis of regulations
have shown that the purpose of health-
care is to save lives and human health
[6]. Therefore, the implementation and
optimization of the healthcare mea-
sures that have a positive impact on the
quality of medical care of the popula-
tion is appropriate and extremely im-
portant.

In the perspective of this issue,
the Constitution of Ukraine and the
Ukrainian Strategy for Healthcare
System Development, “Fundamentals
of European Policy and Strategy for
the 21 Century”, approved by the
World Health Organization, determine
the quality of healthcare and informa-
tion technology.

Thus, it is undeniable that the de-
velopment and improvement of the
quality and efficiency of the health-
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Table 1

Normative-legal acts regulating informatization in the field of healthcare

and the activities of the EHS

Ne
p/pP

Name of the
normative document

What regulates

2

3

Constitution of Ukraine

Article 3 of the Constitution of Ukraine states that a person,
his life and health, honour and dignity, inviolability and
security are recognized in Ukraine as the highest social
value. Human rights and freedoms and their guarantees
determine the content and direction of the state. The state
is accountable to man for its activities. The establishment
and protection of the human rights and freedoms is the
main duty of the state.

Article 49 of the Constitution of Ukraine enshrines the right
of everyone to healthcare, medical assistance and medical
insurance. Healthcare is provided by the state funding of
relevant socio-economic, medical and sanitary and health
and preventive programs.

The state creates conditions for effective and accessible
medical care for all citizens [6].

Ukrainian Healthcare
System Development
Strategy

The Ukrainian Healthcare System Development Strategy

is based on three fundamental principles, namely: the
focus and interest of the healthcare system should be the
person (patient), therefore, the measures of the system
should be aimed at meeting the human needs; quality,
safety, duration of services, proximity to the community
and rapid response to change. The Development Strategy
states that the healthcare system is a system that should
govern the relationship between the various actors,
including managers, service providers, service recipients
and researchers, each of whom occupies a specific niche
and has clearly defined responsibilities. Thus, the system
should be based on trust, dialogue and mutual respect of
all participants, and the effectiveness of the whole system
will ultimately depend on the quality of their interaction. The
Strategy states that there is a need to assess the changes
made in the field of healthcare and to develop effective
mechanisms for monitoring the results obtained in order
to respond in a timely manner and determine directions for
action.

According to the Development Strategy, the healthcare
system should be focused on the expected results (health
indicators, financial security of the patients, economic ef-
ficiency and satisfaction with services), should guide the
decision-making process at all levels; evaluation of the staff
work should be based on the effectiveness of the services
provided, carried out regularly and constantly improved.
This requirement is a significant priority for the creation of
a quality and working information base, according to which
appropriate decisions are made. The Strategy states that
currently available evidence is of poor quality and limited.
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continuation of the table 1

3

The Development Strategy also states that focusing on

the implementation of goals means that it is not enough to
have good ideas, but it is important to develop, implement
and monitor the implementation of detailed reform plans
that clearly define responsibilities, timeframes, reporting
mechanisms.

The Development Strategy of the healthcare system
includes the provision of information in the field of
healthcare, transparency and accountability, supervision/
emergency response. The healthcare sector must have
data on comparative efficiency and effectiveness and must
provide accessible, reliable, truthful, timely and transparent
information on the state of health of the population and the
results of healthcare activities.

The Development Strategy states that information

is an important part of improving the management.
Strengthening the capacity and use of information
technology improves the quality of data, exchange, use
and dissemination of knowledge and information. This,

in turn, enhances transparency, accountability and cost-
effectiveness of the service delivery, strengthening the
role of the stakeholders. New IT-services strengthen the
capacity and expand the capabilities in the planning,
implementation and monitoring of healthcare programs.
Informatization of healthcare and the creation of an
electronic healthcare system (EHS) is becoming a tool for
the prompt receipt of quality, reliable, accessible medical
information [7].

3 |“Fundamentals of
European Policy and
Strategy for the 21¢t
Century” of the World
Health Organization

Identifies the need to increase the level of development of
healthcare information systems and services.

care system is extremely important, in
today’s reality, the informatization of
the healthcare system as a tool for the
effective operation of the industry is a
requirement and a need.

In 2017 healthcare system reform
began in Ukraine. An important tool
for reform is the creation of a modern
electronic system that will significant-
ly increase the efficiency and transpa-
rency of healthcare. The mechanism of
introduction and development of in-
formatization, functioning of the elec-
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tronic healthcare system is provided
in a number of normative-legal acts
adopted in the conditions of healthcare
reform (the list is given in table 2).
Thus, during 2017—-2020 there were
a number of systemic changes in the
field of healthcare informatization, the
Law of Ukraine “On state Financial
Guarantees of Medical Care”, anumber
of bylaws, which regulated the activi-
ties of the electronic healthcare system
(EHS) and institutions that should im-
plement it - the Ministry of Healthcare




Table 2

Normative-legal acts governing informatization in the field of healthcare
and the activities of the EHS in the context of reform

Ne
p/p

Name of the normative document

What regulates

Law of Ukraine of 19.10.2017 No.
2168-VIIl “On the State Financial
Guarantees of Medical Service of the
Population”.

Defines EHS as an information and
telecommunication system that
automates the accounting of medical
services and management of the
medical information by creating, posting,
publishing and exchanging information,
data and documents in electronic form,
which includes a central database and
electronic medical information systems,
between which provide automatic
exchange of information, data and
documents through an open software
interface [9].

Resolution of the Cabinet of Ministers of
Ukraine “Some Issues of the Electronic
Healthcare System” No. 411 of
25.04.2018

The order of functioning of the electronic
healthcare system has been established

[11].

Laws of Ukraine:

- “Fundamentals of Ukrainian Legislation
on Healthcare”;

- “On information”;

- “On Electronic Documents and
Electronic Document Management”;

- “On Electronic Trust Services”;

- “On the Unified State Demographic
Register and Documents Confirming the
Citizenship of Ukraine, Identity or Special
Status”.

The mechanism of functioning of the
electronic healthcare system is provided
[12].

The procedure for organizing electronic
information interaction of the state
electronic information resources,
approved by the resolution of the Cabinet
of Ministers of Ukraine of May 10, 2018
No. 357.

Explains the organization of electronic
information interaction [13].

(MOH), the National Health Service
of Ukraine (NHSU), the State Enter-
prise “Electronic Health”.

Data in information and telecom-
munication systems within the EHS
should be processed in accordance with
the defined, legitimate purpose and
taking into account the requirements
of the legislation in the field of personal

data protection and technical data pro-
tection in information and telecommu-
nication systems.

The protection of the medical in-
formation is important. Any electro-
nic system should include a protec-
tion mechanism to ensure the safety
of documents, ensure secure access,
ensure the authenticity of documents,

173




logging of the user actions. The data
exchange system must ensure not only
the transfer of information, but also
its preservation from theft or modifi-
cation, as well as be able to recover it

quickly.

The need to ensure the protection
of information, namely the creation of a
comprehensive information security sys-
tem (CISS) in automated systems is de-
termined primarily by the requirements
of regulatory documents (table 3).

Table 3

Normative-legal acts governing the collection and processing
of personal data of the patients and the protection of information in the EHS

Ne
p/p

Name of the normative
document

What regulates

1

2

3

1

Order of the Ministry of
Healthcare of Ukraine
dated February 28, 2020
No. 587.

The procedure for maintaining the Register of medical
records, referral records and prescriptions in the
electronic healthcare system has been approved.
According to this procedure, the processing of personal
data in the Register is carried out in order to ensure the
implementation of the program of the state guarantees
of medical care, as well as to ensure the functioning

of the electronic healthcare system. The patient may
independently or through his/her legal representative
restrict access to the information about himself/herself
contained in the Register and the consolidated medical
information about the patient through his/her electronic
office. The patient also has other rights to protect his/
her personal data in accordance with the legislation on
personal data and the electronic healthcare system.

- Law of Ukraine of
19.10.2017 No. 2168-VIII
“On State Financial
Guarantees of Medical
Care of the Population”

- Law of Ukraine “On
Information Protection

in Information and
Telecommunication
Systems;

- Law of Ukraine “On
Personal Data Protection”.

According to Article 11 of the Law on Financial
Guarantees, access to patient data contained in the
electronic healthcare system is possible only with the
consent of such a patient (his legal representative) in
writing or in a form that allows to conclude consent [9].
Without consent, access to patient information is
possible in the following cases:

the presence of signs of direct threat to the patient’s
life;

if it is impossible to obtain the consent of such a
patient or his legal representatives (until such time as it
becomes possible to obtain consent);

by court decision [9].

According to Article 8 of the Law of Ukraine

“On Information Protection in Information and
Telecommunication Systems”, information owned

by the state or information with limited access,

the protection of which is established by law, must

be processed in a system using a comprehensive
information security system with confirmed compliance.
Confirmation of compliance is based on the results of
the state examination [14].
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continuation of the table 3

2

3

Resolution of the Cabinet
of Ministers of 25.04.2018
No. 411 “Some Issues of
the Electronic Healthcare
System”

The procedure for collecting and processing personal
data of the patient in the EHS is regulated [11].

Rules for ensuring
information protection

in information,
telecommunication

and information-
telecommunication
systems, approved by the
Resolution of the Cabinet
of Ministers of Ukraine of
March 29, 2006 No. 373

Paragraph 16 of the Rules states that to ensure the
protection of information in the system creates a
comprehensive system of information protection,
which is designed to protect information from: leakage
by technical channels, which include channels of
spurious electromagnetic radiation and guidance,
acoustic-electric and other channels formed under the
influence of physical processes during the operation
of information processing facilities, other technical
means and communications; unauthorized actions
with information, including the use of computer
viruses; special influence on the means of information
processing, which is carried out by the formation of
physical fields and signals and can lead to a violation of
its integrity and unauthorized blocking [15].

The Law of Ukraine “On State Fi-
nancial Guarantees of Medical Care of
the Population”, the Law of Ukraine
“On Information Protection in Infor-
mation and Telecommunication Sys-
tems”, the Law of Ukraine “On Perso-
nal Data Protection”, the Resolution of
the Cabinet of Ministers “Some Issues
of Electronic Healthcare System” are
the main normative-legal acts that re-
gulate the procedure for collecting and
processing personal data of the patient
in the EHS [12,9, 11].

Keeping medical records is a manda-
tory part of a doctor’s work. The com-
pleteness of the information directly
depends on how correctly spelled out
all the relevant data is.

From March 01, 2019, the electro-
nic healthcare system of Ukraine has
the ability to keep electronic medical
records. An electronic medical record
is a piece of patient data that is collec-

ted in a healthcare facility and is usu-
ally stored in the medical information
systems (MIS) used by that facility.
The Ministry of Healthcare has intro-
duced electronic medical records and
prescriptions in the electronic health-
care system.

Healthcare facilities that collect
and store electronic medical records
necessary for the provision of medical
services are the owners of such data
with appropriate rights to process such
data and are responsible for their pro-
tection and storage.

As of April 1, 2020, all healthcare
providers who have signed contracts
with the National Healthcare Service
of Ukraine for medical care under the
Medical Guarantee Program are re-
quired to keep electronic medical re-
cords.

The procedure for maintaining the
Register of medical records, referral re-
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cords and prescriptions in the electro-
nic healthcare system was approved by
the order of the Ministry of Healthcare
of Ukraine dated February 28, 2020
No. 587.

By signing the declaration on the
choice of the primary care doctor,
the patient (his legal representative)
agrees to access the data on him con-
tained in the electronic healthcare sys-
tem, to such a doctor, as well as other
doctors in his direction within, neces-
sary for the provision of medical ser-
vices by such doctors.

All information or a set of patient
information is the patient’s personal
data (name, date of birth, registration
number of the taxpayer’s account card,
number and series of passport or other
identity documents, address and other
identifiable data of the patient). Ac-
cording to the wording of the Law of

Ukraine “On Personal Data Protec-
tion”, personal data - information or a
set of information about an individual
who is identified or can be specifically
identified.

The purpose of implementing a
comprehensive information protection
system in the EHS is to ensure the con-
fidentiality, integrity and accessibility
of information.

Patients’ personal data can be en-
tered into the electronic healthcare
system by authorized persons appoin-
ted by the medical institution. They
are subject to medical secrecy legisla-
tion and must ensure the protection of
such personal data [12].

Responsibility for disclosure of
medical data is provided (table 4).

As can be seen from the above data,
the regulatory framework for the sub-
ject of the study is sufficient, there-

Table 4

Regulatory documents that provide for liability for violations
in the field of information protection

Ne Name of the
p/p | normative document

What regulates

1 | Article 145 of the
Criminal Code of
Ukraine

There is a liability for intentional disclosure of medical
secrets to a person to whom it became known in
connection with the performance of professional or official
duties, if such an act caused serious consequences, so,
criminal liability is established [16].

2 |Article 182 of the
Criminal Code of
Ukraine

Criminal liability is provided for violation of privacy (illegal
collection, storage, use, destruction, dissemination of
confidential personal information or illegal alteration of
such information) [16].

3 | Code of Ukraine on
Administrative Offenses

For non-compliance with the procedure established

by law for the protection of personal data, which led to
illegal access to them or violation of the patient’s rights

as a subject of personal data, administrative liability is
provided (Article 188-39 “Violation of legislation in the field
of personal data” and Article 188-40 “Failure to comply
with the legal requirements of officials of the specially
authorized central executive body for personal data
protection” [17].
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fore, conditioned and agreed issues of
the EHS, at the same time, in our opi-
nion, it seems necessary to further ana-
lyze and improve the mechanisms for
monitoring healthcare using electronic
tools and capabilities of the electronic
healthcare system.

In modern conditions, it is neces-
sary to monitor the state, changes and
results of healthcare activities in a
timely and high-quality manner, and
healthcare reform contributes to the
development of the electronic health-
care system (EHS). Obtaining reliable
data, effective processing, use, evalu-
ation of the medical data is the basis
for drawing conclusions and making
administration decisions in the field of
healthcare, which aim to improve the
quality of medical care to the popula-
tion of the territorial community.

Conclusions and prospects for fur-
ther research. Given the data of the
literature review and the regulatory
framework for the informatization of
the healthcare sector, we are aware of
the prospects for the rational imple-
mentation and effective operation of
the electronic healthcare system at the
level of the united territorial commu-
nity.

We are convinced that in modern
conditions the informatization of the
healthcare sector and the activity
of the electronic healthcare system
should be considered not only as a tool
for automating the process of entering
and processing the medical data, but
also applied and developed for effective
healthcare management at the level of
the united territorial community.

The normative-legal framework in
this area, as shown above, is sufficient.
At the same time, taking into account

the requirement of informatization, the
need for high-quality and reliable sta-
tistics and widespread implementation
of changes in the healthcare sector, we
consider it appropriate to assess and
analyze existing domestic and foreign
practices, tools and mechanisms for
monitoring the healthcare sector.

In addition, today there is a need
for a detailed study of the results and
benefits for the managers, health pro-
fessionals, patients, received from the
informatization of healthcare sector.
It is also necessary to identify the use-
ful and problematic aspects of existing
mechanisms, upgrade effective models,
tools for monitoring, administration
and management of the healthcare sec-
tor and proposals for the implementa-
tion of best practices.

We also consider it necessary to ex-
pand the use of healthcare markers and
strategic indicators based on the auto-
mation of the statistical data proces-
sing.

Informatization of the healthcare
sector is carried out both in Ukraine
and abroad, it has gone from registers
to a single electronic medical card.
Today we have fragmentary data on
the results of the implementation of
healthcare monitoring mechanisms
both in Ukraine and abroad. That is
why domestic and foreign experience
in this field will be the subject of our
further research.
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