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tHe neeD  OF  PerSOnalitY  in  inFOrmatiOn 
SecuritY

Abstract. The concept of ‘need’ in modern conditions has become unques-
tionably prestigious, positive, necessary, which creates conditions for human 
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improvement and development. In the process of life, there was a significant 
transformation of the information society, and the structure of desires and drives, 
which include a wider range of needs of modern man, was minimized. So, there 
is an urgent need to improve the concept of today’s request. The article presents 
a modernized pyramid of human needs by A. Maslow, according to which seven 
main levels of needs form a hierarchical structure that determines human beha- 
viour as a dominant. 

It is indicated that the need to be safe is one of the main and relates to the level 
of vitality. The need for various types and forms of security exists at all stages of 
human development, but it is in the conditions of the rapid development of infor-
mation technologies and constant information and psychological impact on the 
individual, society and the state that the need for information security acquires 
the status of a national idea. 

Given the pace of modern life and technological development, the vital needs 
of modern man have changed significantly and expanded, the demand for safe life 
and information and psychological comfort for personal realization in the con-
ditions of turbulent development, information invasion and non-systemic social 
chaos have increased. The following definition of the concept of information se-
curity is formulated as a state of the information environment, which provides 
the satisfaction of information needs of the subjects of information relations, 
information security and protection of the subjects from negative information 
influence. 

Determinant in meeting the information needs of the individual is to obtain 
reliable, comprehensive, comparative information, which can be the basis for a 
single correct decision. Thus, the preservation of information security of man, his 
psychological health, the search for effective methods of solving this problem is 
an important and relevant issue of state information policy. 

Keywords: need, security, information security of the individual, turbulence, 
self-actualization.

ПОТРЕБА  ОСОБИСТОСТІ  В  ІНФОРМАЦІЙНІЙ  БЕЗПЕЦІ

Анотація. Поняття “потреба” в сучасних умовах стало тим безперечно 
престижним, позитивним, необхідним, що створює умови для вдосконален-
ня та розвитку людини. У процесі життєдіяльності відбулася істотна транс- 
формація інформаційного суспільства, демінімізувалась структура бажань і 
потягів, які включають в себе значно ширший діапазон потреб сучасної лю-
дини, тому виникла нагальна потреба удосконалення концепції відносно 
запиту сьогодення. Представлено модернізовану піраміду людських потреб  
А. Маслоу, відповідно до якої сім основних рівнів потреб утворюють ієрар-
хічну структуру, яка як домінанта визначає поведінку людини. 

Зазначено, що потреба бути в безпеці одна з основних і належить до рівня 
життєво важливих. Потреба у різних видах і формах безпеки існує на всіх 
етапах розвитку людства, однак саме в умовах турбулентного розвитку ін-
формаційних технологій та постійного інформаційно-психологічного впли-
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ву на особистість, суспільство і державу, потреба в інформаційній безпеці 
набуває статус національної ідеї. 

Беручи до уваги темп сучасного життя і техногенного розвитку, життєві 
потреби сучасної людини суттєво змінилися і розширилися, зріс попит на 
безпечну життєдіяльність та інформаційно-психологічний комфорт задля 
особистісної реалізації в умовах турбулентного розвитку, інформаційного 
навалу та несистемного суспільного хаосу. Сформульовано визначення по-
няття інформаційна безпека — це стан інформаційного середовища, який 
забезпечує задоволення інформаційних потреб суб’єктів інформаційних від-
носин, безпеку інформації та захист самих суб’єктів від негативного інфор-
маційного впливу. 

Визначальним у задоволенні інформаційних потреб особистості є отри-
мання достовірної, всеоб’ємної, порівняльної інформації, що може стати під-
ґрунтям єдиного вірного рішення. Отже, збереження інформаційної безпеки 
людини, її психологічного здоров’я, пошук ефективних методів вирішення 
означеної проблеми є важливим і актуальним питанням державної інформа-
ційної політики.

Ключові слова: потреба, безпека, інформаційна безпека особистості, тур-
булентність, самоактуалізація.

ПОТРЕБНОСТЬ  ЛИЧНОСТИ  В  ИНФОРМАЦИОННОЙ 
БЕЗОПАСНОСТИ

Аннотация. Понятие “потребность” в современных условиях стало бес-
спорно престижным, положительным, необходимым, создавая условия для 
совершенствования и развития человека. В процессе жизнедеятельности 
произошла существенная трансформация информационного общества, де-
минимизировалась структура желаний и влечений, которая включают в се-
бя более широкий диапазон потребностей современного человека, поэтому 
возникла насущная необходимость совершенствования данной концепции. 
Представлена модернизированная пирамида человеческих потребностей  
А. Маслоу, согласно которой семь основных уровней потребностей образуют 
иерархическую структуру, которая как доминанта определяет поведение че-
ловека.

Указано, что потребность быть в безопасности одна из основных и отно-
сится к уровню жизненно важных. Потребность в различных видах и фор-
мах безопасности существует на всех этапах развития человечества, однако 
именно в условиях турбулентного развития информационных технологий 
и постоянного информационно-психологического воздействия на личность, 
общество и государство, потребность в информационной безопасности прио-
бретает статус национальной идеи.

Учитывая темп современной жизни и техногенного развития, жизненные 
потребности современного человека существенно изменились и расшири-
лись, вырос спрос на безопасную жизнедеятельность и информационно-пси-
хологический комфорт для личностной реализации в условиях турбулент-
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ного развития, информационного нашествие и несистемного общественного 
хаоса. Сформулировано определение понятия информационная безопас-
ность — это состояние информационной среды, которое обеспечивает удов-
летворение информационных потребностей субъектов информационных 
отношений, безопасность информации и защиту самих субъектов от негатив-
ного информационного воздействия.

Определяющим в удовлетворении информационных потребностей лич-
ности является получение достоверной, всеобъемлющей, сравнительной 
информации, которая может стать основой единого верного решения. Сле-
довательно, сохранение информационной безопасности человека, его пси-
хологического здоровья, поиск эффективных методов решения данной 
проблемы является важным и актуальным вопросом государственной ин-
формационной политики.

Ключевые слова: потребность, безопасность, информационная безопас-
ность личности, турбулентность, самоактуализация.

Formulation of the problem. His-
torical experience shows that since the 
beginning of life on our planet, people 
in the course of their existence and de-
velopment have always sought to meet 
various needs (desires), including in 
the field of security. The concept of 
‘need’ in modern conditions has become 
unquestionably prestigious, positive, 
necessary, which creates conditions 
for human improvement and develop-
ment. Needs are formed in the process 
of life with a certain feeling of dissatis-
faction and they are very diverse. 'Man 
does not know the limits of his needs', 
Democritus said. They can change over 
time, some go, others come. That is na- 
tural. But most importantly, they must 
be satisfied. This is the essence of needs. 

It should be axiomatically recog-
nized that human life consists of needs 
and their satisfaction. In this case, we 
can talk about the feeling of happi-
ness. Otherwise, there is a violation of 
psychological comfort, reduced social 
functioning, the development of mental 

disorders and anti-government mani-
festations.

The study of human needs is associ-
ated with important problems of mo- 
dern society. Man is a biosocial being, 
and in its formation and development 
as a social being, social factors are the 
determining factors. The system of so-
cial needs has a mobile influence on the 
behavioural responses of various social 
groups, increasing or decreasing their 
activity. Evolution in the sphere of 
needs has become an effective factor of 
changes in economic relations, politics, 
ideology, and a factor of reconsidera-
tion of life values and aspirations. These 
circumstances require careful study of 
the dynamics of needs to predict and 
manage social changes.

Possession of information is one of 
the basic needs of the individual, wi- 
thout it is impossible to form and exist 
an individual consciousness since mo- 
dern man lives in an era of the rapid  
development of information technolo-
gies and constant information and psy-
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chological impact on the individual,  
society and the state. 

Accentuation on information-psy-
chological security of personality, soci-
ety and state today is not accidental, in 
connection with events occurring in the 
world (crises, military conflicts, cyber-
attacks, threats of hybrid warfare), is of 
particular importance and directly af-
fects the spiritual sphere of human life. 
The chosen topic is designed to explore 
the needs of the individual in informa-
tion security in turbulent modernity. 

Analysis of recent publications 
on research issues. The concept of 
‘need’ was addressed in their works  
O. Yelahin [1], A. Maslow [2], O. Khrom- 
chenko [3], S. Rashydova [4], and  
I. Mamonov [5], but at the same time, 
the need is still the subject of research 
and scientific discussions of philoso-
phers, political scientists, sociologists, 
doctors, and psychologists [6, 7], re-
garding its definition. Information se-
curity, problems of protection of the 
national information space were inves-
tigated in the works of V. Ilnytska [8], 
Yu. Lisovska [9], Yu. Muravska [10], 
and A. Marushchak [11], etc. The infor-
mation need of a person was considered 
by such scientists as L. Mrochko, and 
O. Pyrohov [12]. The preservation of 
human information security, psycho-
logical health, and the search for effec-
tive methods to solve this problem are 
important and relevant issues of state 
information policy.

Formulation of goals (objectives) 
of the article. To reveal the concept of 
need, information security, to investi-
gate the need of the individual in infor-
mation security.

Presentation of the main research 
material. A person, his orientation is 

primarily determined by his need. This 
fact is sustained in science. The needs 
determine a person's activities, his ac-
tions, explain motives, interests and 
values. The essence of ‘need’ in the lite- 
rature is interpreted differently. A need 
is a person’s need for something that 
is felt in the form of psychological and 
physical discomfort, on the one hand. 
A need is a human condition that deve- 
lops based on the contradiction be-
tween what is available and what is 
necessary (or what seems necessary to 
a person) and motivates him to act to 
eliminate this discrepancy, on the other 
hand. 

Needs are a dynamic system that is 
in development and during which they 
are transformed, the transition from 
one need to another, their change. A 
person’s needs are important motives 
for his daily activities. This is because 
any need is always a contradiction be-
tween what a person has and what he 
aspires to. They encourage a person to 
be active and search for ways to satisfy 
them, become internal motivators of 
activity. There are needs of society and 
the individual. A person’s needs are as 
diverse as his multifaceted social and 
individual activities, which, reflect the 
various social relations in which he is. 
At the same time, in our opinion, all 
human needs are obviously in a certain 
correlation like coordination and su- 
bordination. Some needs are basic for 
a person, while others are super basic. 
That is, there are priority basic needs 
and higher ones, which are formed on 
their basis under the condition of sa- 
tisfaction. Individual needs are not 
only an element of the system of social 
needs but are also a system consisting of 
certain interconnected elements. 
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There are different typologies of hu-
man needs [3]. With many classifica-
tions of needs, they all come down to 
the allocation of natural (biological) 
and social (cultural) needs. However, 
the most famous of them is the ‘pyramid 
of needs’ by the American psychologist 
A. Maslow, where he grouped many hu-
man needs. In his Motivation and Per-
sonality work (1954), Maslow sugges- 
ted that all human needs are innate and 
that they are organized into a hierar-
chical system of priority or dominance 
consisting of five levels. Maslow’s hie- 
rarchical pyramid includes the follo- 
wing levels of needs:

1. Physiological needs (food, water, 
sleep, etc.).

2. The need for security (stability, 
order, dependence, protection, freedom 
from fear, anxiety and chaos).

3. The need for love and belonging 
(family, friendship, circle, reference 
group).

4. The need for respect and recogni-
tion (I respect myself, respect me, I am 
known and needed, I achieve, prestige 
and reputation, status, fame).

5. The need for self-actualization 
(development of abilities, a person must 
do what he has a tendency and ability).

But over time, two-thirds of the 
century, there has been a significant 
transformation of the information so-
ciety, the structure of desires and incli-
nations, which include a wider range of 
needs of modern man, has diminished, 
so there is an urgent need to improve 
the concept of today’s demand. The 
modernized pyramid of human needs 
contains 7 levels (see Figure):

1. Physiological needs (thirst, hun-
ger, warmth, comfort, sleep, sex, rela- 
xation) are innate and inherent in all 

people. Their satisfaction is necessary 
to sustain life, survival, so they are of-
ten called biological needs.

2. The need for security (security, 
stability, the need for the Law and its 
implementation, confidence). The need 
for security means physical (health, 
safety at work), psychological (emo-
tional comfort), economic (money in-
come, job security) and information 
(reliable information obtaining and 
providing, protection against fakes 
and intrusions of information attacks). 
Meeting security needs provides confi-
dence in the future. The need for vari-
ous types and forms of security exists 
at all stages of human development, but 
it is in conditions of turbulence that it 
acquires the status of a national (and 
even transnational) idea. To maintain 
public order, it is important to require 
the Law, its observance. Only having a 
motive, a person has a need, and if there 
is a need, there will be a search for ways 
to solve it. 

3. The need for a commitment (to 
be recognized and accepted by people, 
to be someone’s, to have care and sup-
port). This need focuses on communi-
cation and emotional connections with 
others: friendship, love, belonging to a 
group and acceptance of it. Being social, 
collective beings, people feel the desire 
to please others and communicate with 
them.

4. The need for respect (need, sig-
nificance, approval, recognition). There 
are needs for both self-esteem and re-
spect from others, including the need 
for prestige, authority, power. Self-es-
teem is usually formed when achieving 
the goal, it is associated with the pre- 
sence of independence and autonomy. 
The need for respect from other people 
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orients a person to win and gain public 
recognition, reputation. 

5. Cognitive needs (to know, be 
able, understand, analyse, create). Such 
needs as in knowledge of new, in self-
knowledge, needs in orientation con-
nected with an intellectual knowledge 
of the world, with communication, with 
comprehension of own life are consi- 
dered. The means of satisfying the cog-
nitive need is always new knowledge, 
new information. Thus, the reception of 
new knowledge does not extinguish it, 
and, on the contrary, strengthens. The 
cognitive need for a developed form 
becomes insatiable: the more a person 
learns, the more he wants to know.

6.Aesthetic needs (harmony, beau-
ty, joy, love, symmetry, order) are ex-

pressed in a person’s interest in aes-
thetic values. Externally, the needs 
for aesthetic pleasure can appear very 
similar: in the desire for order, symme-
try, completeness, structure, and con-
sistency. 

7. The motivation for the grea- 
test realization of personal capabilities: 
self-actualization (morality, spiritual 
growth, personal development, recog-
nition of facts, the realization of their 
goals). This need means the desire and 
aspiration of man to the fullest disco- 
very, development and realization of 
their capabilities, growth. The need for 
self-actualization: it is a growing need 
that can be limitless.

According to the pyramid, the seven 
basic levels of needs form a hierarchi-

according to O. Panchenko, modernized Pyramid of Human needs by a. maslow
 

 

Figure1: According to O. Panchenko, Modernized Pyramid of Human Needs by A. 

Maslow 

 

2. The need for security (security, stability, the need for the Law and its 

implementation, confidence). The need for security means physical (health, safety at 

work), psychological (emotional comfort), economic (money income, job security) 

and information (reliable information obtaining and providing, protection against 

SELF-ACTUALIZATION 
 



211

cal structure that as a dominant de-
termines human behaviour. The needs 
of the higher levels do not motivate a 
person until the needs of the lower level 
are met, at least in part. Usually, these 
groups of needs determine the social 
behaviour of people by their integral 
influence, contributing more or less to 
the motives of a person, depending on 
the conditions of his life and individual 
characteristics of the individual. In cer-
tain periods and under appropriate con-
ditions, one of the basic groups of needs 
may become leading to a greater extent 
than others, determining human be-
haviour and activities. In this regard, it 
can restructure the entire motivational 
sphere of the individual. 

As a rule, in relatively stable social 
conditions, the need for security of a 
fairly well-off person, at least to a mini-
mum, is satisfied or subjectively per-
ceived as satisfied. In such cases, as an 
active factor in determining the motiva-
tional sphere of a person, it is practical-
ly not fixed and can be manifested, for  
example, as a preference for familiar 
forms of behaviour and life situations 
with well-defined (fairly clear) prospects 
over those in which there are many ele- 
ments of uncertainty, the desire for 
more stable conditions of existence, etc.

The need for security becomes 
dominant in the conditions of turbu-
lent phenomena, which destroy the 
usual stereotypes of behaviour and the 
formed way of life. It begins to deter-
mine the motivation of human social 
behaviour, restructuring and changing 
it, specifically transforming other basic 
groups of needs, mental characteristics 
and personality characteristics. It be-
comes an active and predominant mo-
bilizer of the human body's resources 

in extraordinary circumstances: social  
disorganization, catastrophic natural 
phenomena, criminal encroachments, 
and others. The lack of adequate op-
portunities to meet this need causes a 
person to have emotionally negative, 
acutely experienced mental states, 
against which almost all mental pro-
cesses of a person take place. 

Insufficient quality of information 
provision, limited information or low 
quality of information leads to destruc-
tive changes in the psyche of people, 
manifested in increased mental tension 
and inadequate social behaviour, which 
is a consequence of the lack of sufficient 
opportunities for social orientation of 
a person in the surrounding situation 
and understanding the directions of 
its development, that is, the inability 
to obtain socially significant data in a 
large information flow. These things 
can be seen to a large extent in situa-
tions where information is deliberately 
used to manipulate people and their be-
haviour. In part, information security 
consists of obtaining sufficient data for 
orientation in society, which is one of 
the necessary conditions for the socio-
psychological adaptation of the indi-
vidual, its adaptation to current social 
changes. 

In a general sense, security is a state 
of protection from anything and can 
be applied to the individual in par-
ticular, and society and the state as a 
whole. At the same time, security as a 
concept differs depending on the scope 
of application: political science, socio- 
logy, economics, etc. Considering secu-
rity in public administration, the lat-
ter consists not only in the absence of 
threats that are subjectively perceived 
by individuals and groups but also in 
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the readiness of individuals and state 
structures to these threats, in particu-
lar, informational ones. State threats 
include computer crime and computer 
terrorism, the disclosure of confiden-
tial information that is the property 
of the state or aimed at providing the 
needs and national interests of society 
and the state, attempts to manipulate 
public consciousness, in particular, by 
spreading unreliable, incomplete or bi-
ased information, the spread of the cult 
of violence, cruelty, and pornography 
by the mass media. Among the risks of 
information security of the individual 
may be interference in privacy, use of 
intellectual property, restriction of ac-
cess to information, illegal use of social 
means that affect the subconscious, 
misinformation, and distortion of infor-
mation. 

Considering information security 
as a phenomenon of public administra-
tion, it is: 

(1) the state of protection of vital 
interests of the individual, society and 
the state, which minimizes damage due 
to incompleteness, timeliness and fal-
sity of the information; its destructive 
influence; misuse and dissemination of 
personal data; and

(2) the state of protection of the 
national information space, which pro-
vides the formation, use and develop-
ment of the latter in the interests of ci- 
tizens, organizations, and the state [13].

In turn, the content of the concept of 
‘information security’ is determined by 
the following components: satisfaction 
of information needs of subjects in the 
information environment, the security 
of information content, protection of 
subjects of information relations from 
possible threats and attacks. 

So, information security is a state 
of the information environment that 
provides the satisfaction of informa-
tion needs of subjects of information 
relations, information security and 
protection of subjects themselves from 
negative information impact. In this 
definition, the subjects of information 
relations can be the state, society, orga-
nizations, and people. 

In the context of national security, 
a more complete definition of infor-
mation security can be considered as  
follows: ‘information security means  
the protection of vital interests of a per-
son, society and state, which minimizes 
the harm through incomplete, untimely 
and inaccuracy of information, negative 
media exposure, the impacts of infor- 
mation technology, as well as for  
unauthorized dissemination of infor- 
mation’. 

Information protection provides a 
system of measures aimed at preventing 
unauthorized access to information, un-
authorized modification, loss, destruc-
tion, violation of integrity, and so on. 
Information protection is a guarantee 
of security, the state’s tasks. The solu-
tion to the problem of information se-
curity providing of society and the in-
dividual should have a comprehensive 
systemic nature and be implemented at 
different levels (normative, institution-
al, personal). 

Conclusions and prospects for fur-
ther researches.

1. Given the pace of modern life and 
technological development, the vital 
needs of modern man have changed sig-
nificantly and expanded, the demand 
for safe life and information and psycho-
logical comfort for personal realization 
in the conditions of turbulent develop-
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ment, information invasion and non-
systemic social chaos have increased.

2. The key to satisfying the informa-
tion needs of the individual is to obtain 
reliable, comprehensive, comparative 
information that can be the basis of a 
single correct decision.

3. Functional information security, 
as well as other aspects of human secu-
rity, aimed at the realization of rights 
and freedoms, needs, interests, aspi- 
rations of the individual, improving  
the quality of life, including the subjec-
tive sense of security, opportunities for 
personal development and self-realiza-
tion. 

4. In the conditions of turbulence, 
solutions to the problem of informa-
tion security providing should have a 
comprehensive systemic nature and be 
implemented at different levels (nor-
mative, institutional, personal).
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