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INFORMATION POLICY AND INFORMATION

SECURITY OF THE STATE AS PSYCHICAL

AND SOCIAL PHENOMENON: PROBLEMS
AND PROSPECTS

Abstract. The article states that the influence of the psychic on the social and
political processes in conditions of a continuous information flow is decisive; psy-
chological pressure on consciousness becomes more widespread; emotionality of
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information messages, their influence on the psychological and social position of
society increase. The authors convince that practices of influence and dissemi-
nation of emotionally stained false information have become today informational
and psychological wars that aim at activating of public consciousness of a public of
an enemy state and influence on a state policy. It is determined that psychological
influence on the aggressor that is based on communicative processes with using of
modern information technologies, involves change of a public opinion in the given
direction.

The authors carried out a comprehensive scientific analysis of the current state
of information policy and information security of Ukraine as a psychological and
social phenomenon. Social phenomena that arise in the informational sphere un-
der influence of information propaganda of the aggressor and the military conflict,
their influence on the psychological state of society, and what the consequences
can be are examined.

It is determined that in the conditions of real information aggression there is an
urgent need for formation and active functioning of a single national regulator in
the information sphere. Its activity would be aimed at developing of an effective
national information policy, qualified fight off manipulative propaganda attacks,
formation of national patriotic cconvictions among Ukrainian citizens, and devel-
opment of a Ukrainian national information space.

It is noted, that the doctrinal adjustment of information processes is correlated
with psychological and social ones. It is indicated that information flows, which
go through mass communication channels, carry knowledge of the laws of real-
ity, reflect the structure of human memory and intelligence, the main features of
the social system, where interaction of individual and mental phenomena is most
striking.

Keywords: influence, psychological and social phenomena and processes, in-
formational influence, informational policy, informational security, informational
aggression, a doctrine of informational security.

THOOPMAIIIMHA IOJITUKA TA IHOOPMAIIIITHA BE3IIEKA
IEPKABU SIK IICUXOCOIIIAJIBHE SIBUIIIE:
IIPOBJIEMU TA ITEPCIIEKTHBU

Amnoranisi. Koncratyerbes, 1m0 BIJIUB MICUXiYHOTO HA CYCHiJIBHO-TIOJITUYHI
poIieciB yMoBax 6e3repepBHOTo iHhOPMAIiHHOTO TOTOKY € BUBHAYAILHUM; IICH-
XOJIOTTYHMIA TUCK Ha CBIIOMICTB CTa€ Bee GiJIbII PO3IIOBCIOIKEHNM, 30iJIbIITYEThCS
eMOTTiTHiCTh iH(MOPMAIiHHUX TTOBiIOMJIEHD, X BIJIUB HA TICUXOCOIAIbHUN CTaH
CYCIIiJIbCTBA. ABTOPU TIEPEKOHYIOTD, 1110 TPAKTUKHU BIIUBY Ta PO3IOBCIO/ZKEHHS
eMOIIiiiHO 3a6apBJIeHOT HelpaBAMBOI iH(GOPMAIIii IepeTBOPUIINCS ChOTOIHI Ha iH-
(hopmartiitHo-1IcMX0JIOTiUHI BifiHU, SIKi IEPECTiyI0Th METY aKTUBi3yBaTH CyCIIiJIb-
HY CBiIOMiCTb TPOMaJICBKOCTI /Iep:KaBU-IIPOTUBHUKA i BIVIMHYTH Ha JEPsKaBHY
noliTHKy. BUsHaueHo, 1110 TICUXOJIOTIYHIIA BIUIUB Ha TIPOTUBHUKA, 110 0a3yETHCS
Ha KOMYHIKaTHBHUX IIpollecax i3 BUKOPUCTAHHSAM cydyacHUX iHdopmaliitHux rex-
HOJIOTiH, TIepeibadae 3MiHy rPOMaJIChKOI IYMKH B 33/IaHOMY HAITPSIMKY.
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ABTOopaMu 371iliCHEHO KOMIIJIEKCHUH HAYKOBUI aHAJIi3 Cy4acHOTO CTaHy Jiep-
sKaBHOI iHGopMaliiHOT ToTHKY Ta iHdopMalliiiHoi 6e3rexkn YKpaiHu SK ICHXO0-
cotiasbHOTO sIBUINA. Po3risinyTo comianbHi gBUINA, 1110 BUHUKAIOTh B iH(hOpMa-
ikHiN cdepi mig BIyimBoM iHdgopMalliiiHoi mporaranin arpecopa Ta BificbKOBOTO
KOHMJIIKTY, SIK BOHU BIUIMBAIOTh HA TICUXOJIOTIYHUI CTaH CYCIIJIbCTBA, /10 SKUX
HACJIJIKIB MOKYTb IIPU3BECTHU.

Busnaueno, 1mo B ymoBax peasbHOi iH(oOpMaIliiiHOT arpecii icHye HarajbHa
norpeba y hopMyBaHHiI Ta aKTUBHOMY (DYHKITIOHYBaHHI €IMHOTO HAIlIOHATBHOTO
peryJisitopa B iHhopmariiiHiit cdepi, gistibHiCTb sikoro GyJia 6 crpsiMoBaHa Ha BH-
pobJIeHHA i€BOI HallloHAIBHOT iH(GOpMaIiiiHOT IO THKY, KBasTi(ikoBaHe BigOUT-
TS MaHITYJISAIITHO-TTPOTIATaHMCTChKUX aTakK, (hOPMYBAHHS Y TPOMA/ITH Y KpaiHu
HaIl[iOHAJTbHO-TIATPIOTUYHUX TIePeKOHaHb, PO3BUTKY YKPaiHCHLKOTO HaIliOHAJIBHO-
ro iH(hOPMaIlifHOTO TIPOCTOPY.

3a3HaueHo, 110 JIOKTPUHAIbHE KOPUTYBaHHS iH(opMaIliitHUX 1polieciB Kope-
JIIOETBCS 3 TICUXOocomiaabHuMu. Bkaszano, 1o indopMaliiiii MOTOKH, SKi MPOoXo-
JISITh TI0 KaHaJlaM MacoBOi KOMYHiKallii, HecyThb y co0i 3HaHHSI ITPO 3aKOHOMipHOC-
Ti AificHOCTI, BiZloOpakaloTh CTPYKTYPY JIIOACHKOI TaM’sITi Ta iHTEIEKTY, OCHOBHI
0COOJIMBOCTI COIIAMBLHOI CUCTEMMU, JIe HAWOIIbII ACKPAaBUMU € B3aEMO/Iisl iH/IMBi-
JyaJbHO-TICUXiYHUX SBUIIL.

KarouoBi ciioBa: BIIMB, TICUXOCOIaIbHi SIBUIIA Ta MIPOIeCH, iHpopMalifnHmit
BILIUB, iH(opMaliiiina moitrka, indopMmariiiina 6esreka, indopmariiiina arpecis,
JOKTpHHA iH(pOpMaIiitHOT Oe31IeKn.

NHOOPMAIIMOHHASA IMTOJUTUKA 1 NTHOOPMAIIMMOHHAS
BE3OIIACHOCTDb I'OCYZAAPCTBA KAR IICUXO-COIIMAJIBHOE
ABJEHUE: ITPOBJIEMbBI U ITEPCIIERTHUBbI

Annoramus. KoncraTupyercst, 4To BJAMSIHIE ICUXTYECKOTO Ha 0OIIECTBEHHO-
MOJIUTUYECKHE TTPOIECCHI B YCJIOBUSAX HEITPEPbIBHOTO MH(MOPMAIIMOHHOTO IIOTOKA
ABJISIETCS OIIPEIeJIAIONINM; IICUX0J0THYeCKoe JaBjieHre Ha CO3HaHNe CTAaHOBUT-
cst Bce OoJtee pacIipocTpaHeHHBIM, YBEINYNBAETCS IMOIIMOHATBHOCTH HH(bOPMa-
IIMOHHBIX COOOIEHMI, X BIUSHUE HA TICUXOCOIUAIBHOE TIOJIOKEHNE 00TIeCTBa.
ABTOpBI YTBEP:K/AAIOT, UTO IPAKTUKHU BIAUSHUS U PACIIPOCTPAHEHUS OMOIIMOHATb-
HO OKpalleHHOH JIO3KHOHN MH(OpMaIuy npeBpaTUINCh cerofns B nHdopmalim-
OHHO-TICHXOJIOTHYECKUE BOWHBI, KOTOPBIE MTPECIEYIOT [1eJIb aKTHBH3UPOBATh 00-
IIECTBEHHOE CO3HAHME OOIIECTBEHHOCTH TOCYapCTBA-IPOTUBHUKA U TOBJIHUSTH
Ha TOCY/IapCTBEHHYIO MOJUTHUKY. OlipesiesieHo, UTO TICUX0JI0IMYecKoe BO3/IeiCT-
BU€ Ha IIPOTUBHMKA, OCHOBAHO HA KOMMYHUMKATHUBHBIX IIPOIleCCax ¢ UCI0JIb30Ba-
HUEM COBPpEeMEeHHBIX MH(MOPMAIIMOHHBIX TeXHOJIOTHH, ITpelycMaTpuBaeT n3MeHe-
Hie OOIECTBEHHOTO MHEHMSI B 33[aHHOM HAIllPABJICHU.

ABTOpaMU OCYIIECTBJIEH KOMILJIEKCHBI HAayYHbIN aHa/IU3 COBPEMEHHOTO CO-
CTOSHUS TOCYJaPCTBEHHON MHMOPMAIMOHHON TOJUTUKU U MHOOPMAIMOHHON
6e301macHOCTH Y KPauHbl KaK MCUXOCONUATBLHOTO siBJIeHUsI. PaccMOTpeHbI cotu-
aJIbHbIe IBJIEHU, BO3HUKaoIe B THMOOPMAIMOHHON cdepe 10/] BAUSHIEM WH-
opmarmonHoii mpornarai/ibl arpeccopa 1 BOEHHOTO KOH(DJIMKTA, KaK OHU BJIM-
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SIFOT Ha MCUXOJIOTMYECKOE COCTOSTHUE OOIIEeCTBA, K KAaKUM TTOCJEICTBUSIM MOTYT
npusecT. OMpesiesieHo, YTO B YCJOBUSIX PeabHON MHMOPMAITMOHHON arpeccun
CYIIECTBYET HACyI[Hast MOTPeOHOCTh B (DOPMUPOBAHUN M aKTUBHOM (DYHKI[HO-
HUPOBAHWU €IMHOTO HAIIMOHAJIBHOTO PEryJisgTopa B MHGOPMAIMOHHON cdepe,
JEeATETHHOCTh KOTOPOro Gblyia ObI HalpaBJieHa Ha BBIPAGOTKY JECTBEHHOM Ha-
IMMUOHAJIBHON WHMOOPMAIIMOHHON TOJUTUKH, KBAJIU(UIMPOBAHHOE OTPAa’KEHUE
MaHUTYJISATIMOHHHO-TIPONAraHAMCTCKUX aTak, (popMUPOBaHUE y IPask/laH Y Kpa-
WHBI HAIIMOHAJBHO-TTATPUOTUIECKUX YOEKIEHNH, pa3BUTHE YKPAUHCKOTO HAIM-
OHAJTLHOTO MH(MOPMAIIMOHHOTO TIpocTpancTBa. OTMeUYeHO, YTO JJOKTPUHATbHBIE
KOPPEKTUPOBKU MHMOOPMAIIMOHHBIX IPOIECCOB KOPPEJUPYIOT € TICUXOCOIUATH-
HBIMU. YKa3aHO, 4TO MHGOOPMAIIMOHHBIE TIOTOKH, KOTOPBIE TTPOXO/IAT 110 KaHAJIaM
MaccoBO# KOMMYHHKAIIMK, HECYT B cebe 3HAHUsI O 3aKOHOMEPHOCTSIX JIefiCTBU-
TEJIbHOCTH, OTPAKAIOT CTPYKTYPY YEJIOBEUECKON TaMsATH U UHTEJJIEKTa, OCHOB-
Hble 0COOEHHOCTH COIUATbHON CHCTEMBI, Tiie HanboJiee IPKUMU SIBJISIIOTCST B3au-
MOJIeICTBIE NH/IUBUY IBHO-TICUXUYECKUX SIBJIEHUT.

KmoueBbie cioBa: BiMsiHME, ICUXOCOITMAIbHbBIE SIBJIEHUS U MPOIECCHI, WH-
(hopmartmonHoe Bo3jelicTBUE, MH(MOPMAITMOHHAS TIOJUTUKA, THHOPMAITMOHHAS
6e3011acHOCTh, MH(MOPMAIIMOHHAST arpeccust, JOKTpUHA WH(MOPMAIIMOHHOM Ge3-

OIIaCHOCTH.

Fightings for power remain just as intense — both in the war zones
and at the negotiation tables, and in cyberspace — but the impact

on them is less and less.

Moises Naim “The End of Power” [1, p. 25]

Problem statement. The world of
an information society becomes more
saturated and confused, people are
more perplexed, and states are more
vulnerable and unprotected. The age
of post-truth, fake news, unrestricted
accumulation of public data, the devel-
opment of artificial intelligence that is
capable of reproducing human capa-
bilities, require from the countries of
the world more rigorous attention to
information security and protection of
personal data. Problems of information
policy in public administration remain
very relevant.

Structural elements of conscious-
ness are concentrated expression of
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various parameters of social life of
people for millennia that affect the
social processes of the state and the
psychology of power. The Spanish phi-
losopher H. Ortega-i-Gasset believed
that “power means the domination of
thoughts and views” [2, p. 117]. At the
same time, it is interpreted as an ability
of agents of power to dominate or im-
pose certain political decisions.
Modern scientists have come to be-
lieve that the nature of power is a se-
cret of real, not stylized overconfidence
that is capable to create a special aura,
plunging into it, some firmly govern
(rule) and others obey selflessly and
perform any orders [3, p. 4] or “an abil-




ity and possibility to exercise one’s will
to make a decisive influence on activi-
ties, behavior of people” [4, p. 87]. That
is, possession and conquest are rooted
in human nature, in archetypal struc-
tural elements of human consciousness.
However, methods of influence and the
nature of power itself change because
of progress and development of new
technologies.

In fact, the world is now in the ac-
tive phase of the formation of a new
social and communication system — an
information society that is a computer-
ized community of people, where infor-
mation technologies acquire universal
importance and cover all spheres of
human activity, and communication
technologies change the process of
communication and contribute to the
provision of social services through a
computer communications network
[5, p. 4]. It transforms the social space,
creates new values and relationships,
and creates new institutions, every-
thing that E. Toffler defines as a new
way of life.

In the information society, “power,
which is based on force and wealth, los-
es its influence, though not completely
disappears” 6, p. 114]. The information
world increases the amount of informa-
tion, diversifies methods and channels
of influence, but a person’s mental ca-
pacity to perceive information does
not keep up with changes and it leads
to the emergence of mental stress. The
influence of the mental on social and
political processes has always been
significant, and in a continuous infor-
mation flow, it becomes decisive. In
Ukraine, the situation is complicated
by the conflict in the East that trans-
lates a vector of rational rationaliza-

tion into emotional, and the closeness
and influence of the information space
of Russia. Therefore, there is a need
for a comprehensive interdisciplinary
analysis of the current state of the state
information policy and information
security of Ukraine as a psychological
and social phenomenon, finding ways
of non-traumatic impact on the popu-
lation, social interaction and providing
of information security of the state.

Analysis of recent publications
on this problem confirms that the re-
search of the current state of informa-
tion security of the country and well-
known domestic scientists, researchers
and experts pay serious attention on
the development of practical recom-
mendations on the improvement of
the state information policy. Thus, an
analysis of the psychology of crowds,
the public, and civilization is presented
in the works of such prominent scho-
lars as G. Lebon [7], S. Moskovichi [8],
Z. Freud [9], and C-G Jung [10,
p. 83].

The Ukrainian researcher G. Po-
cheptsov [11] considers in his works
the essence of manipulative influence
through mass media and the Internet,
M. Varij [12] — technologies for influ-
encing the masses during the election
campaign period, the use of archetypes
and values to influence consciousness
is explored by O. Radchenko [13],
Y. Naplyokov [14] and others.

The purpose of the research is a
scientific analysis of the current state
of the state information policy and in-
formation security in Ukraine as a psy-
chological and social phenomenon and
develop recommendations to provide
information security of the Ukrainian
society.
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Statement of the main research
material. There is an opinion that in
conditions of democracy, the govern-
ment changes the direct dictate and
the enslavement to more subtle and
effective methods. But the use of vari-
ous manipulative technologies of influ-
ences, information and psychological
pressure, for any purpose, results in se-
rious disorders of mental and social life,
generates public apathy and alienation
of the majority of the population from
conscious participation in social pro-
cesses.

According to M. Kastels, since the
1990s, our planet has been integrated
into a single telecommunications com-
puter network, which is the basis of the
information system and communica-
tion processes. Information and com-
munication technologies in today’s
globalized world undoubtedly con-
tribute to the economic development
and growth of material well-being of
people, and are a condition of power,
knowledge and creativity [15]. The
network integrates many elements ac-
cording to the criterion of communica-
tive communication and has an ability
to democratize communication and in-
tegrate different hierarchical levels in-
to a single communicative space, trans-
lates communication into a horizontal
plane. In these conditions, the psycho-
logical pressure on the consciousness
becomes more widespread, the emo-
tionality of information messages, their
influence on a psychological and social
state of society increase. A. Tocqueville
[16] drew attention to the role of infor-
mation in the formation of public con-
sciousness. Today, these practices of
influence and spreading of emotionally
colored false information have turned
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into information and psychological
wars. Information wars pursue the
goal to activate public consciousness
of the adversary’s public and influence
on public policy. Psychological influ-
ence on the enemy, which is based on
communication processes with using
of modern information technologies,
implies a change of public opinion in a
given direction.

The object of information warfare
is both mass and individual conscious-
ness. Means of conducting information
warfare are any means of transmitting
information — from the media and so-
cial networks, to the spread of rumors.
As a rule, methods of information war-
fare are to disseminate misinformation
or to provide information to the benefit
of the individual [17, p. 119].

Veronique de Geoffroy, the direc-
tor of operations of the URD Groupe,
proposed a typology of impact strate-
gies. The strategy aims to achieve the
following goals: to inform, persuade,
motivate, and induce to an action. The
choice of impact strategy will depend
on various factors: dialogue to achieve
power, access to power, and, according
to arisk analysis, an organizational cul-
ture. The table below lists the transac-
tion types for each strategy (Table).

Special intelligence operations have
been conducted by Russia against
Ukraine for many years. Activated
with direct aggression in the Donbas
and annexation of Crimea, and changed
with the advent of social networks and
the ability to create fake accounts and
“boto-farms”. The results have affected
the state of society, which today has
been shattered by a worldview trait,
lost in a lot of information noise and
ideologically disoriented.




Typology of impact strategies (Veronique de Geoffroy)

Communica-
Strategy Exchange Conviction tion, negotia- Pressure
tions
Types of actions | dialogue, teaching, E - offer, coercion,
communication, | motivation, finding indignation,
message dispute, a.common mobilization,
awareness solution, lobbying,
raising, alternative message,
advocacy, question call to order
discussion,
proof

Source: based on materials of the URD Groupe [18].

The information space is divided
between the representatives of the fi-
nancial and industrial groups that are
behind many news messages, which
spread by thought leaders in social net-
works; they own the majority of televi-
sion channels. Various missionary re-
ligious structures, often also affiliated
with financial and industrial groups,
impart ideas and beliefs to the society,
often using methods of psychologi-
cal influence and technologies of neu-
ropsychological programming and hyp-
nosis. The society is offered a wealth
of thoughts, interpretations of events
and news that contradict each other
and sometimes common sense. Often it
leads to the emergence of a psychologi-
cal phenomenon that is characterized
as a cognitive dissonance, interpreted
as an internal disharmony between
knowledge in the human mind (the
term was introduced by Leon Festing-
er in 1956). Such a mental state causes
a feeling of stress, guilt, the appearance
of uncontrolled aggression. Transfor-
mation of high social expectations is
transformed into the energy of false
public expectations and the need to
reduce dissonance pushes a person to
seek passionate information and evalu-

ations that would make his or her deci-
sion more reasonable and comfortable.

Television remains the most popu-
lar media in Ukraine. According to the
the Ukrainian Sociological Survey Re-
port 2018, the vast majority of Ukrain-
ian residents (86 %) receive informa-
tion about events in the country from
Ukrainian television channels, 27 % —
from Ukrainian websites, 24 % — from
social networks, 18 % — from relatives,
friends, colleagues, etc. Other sources
use only 8 %, 5 % of which are watched
by Russian television channels. On
average, an adult Ukrainian watches
three Ukrainian channels, but on the
events in Ukraine and relations be-
tween Ukraine, Russia, DPR (Donetsk
People’s Republic not recognized in
Ukraine) / LPR (Lugansk People’s
Republic, not recognized in Ukraine)
trusts only 1,5 channels. Only 27 %
of Ukrainian TV viewers believe that
Ukrainian channels do provide ob-
jective information about events in
Ukraine, 43 % believe that the infor-
mation is untrue (30 % were unable to
answer this question).

Technical access to Russian chan-
nels for 69 % of users is satellite,
13 % — watch broadcasts on the Inter-
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net, 12 % — via analogue antenna, and
8 % — on cable net. As for social net-
works, the majority (42 %) of Ukrain-
ians use at least one social network.
Facebook is the most popular one now
(36 %). No more than 11 % of popula-
tion use other networks. Only 35 % of
respondents say that they check in-
formation in other sources, obtained
from national, Russian, local media,
or DPR/LPR media, would not check
more than half (52 %) [19, p. 6].

At the same time, in the case of
conflicting information from differ-
ent sources, 58 % prefer the Ukrain-
ian media and only 1 % to the Russian
or LPR/DPR media; although 38 %
do not know which media they would
rather believe. And among the resi-
dents of Western Ukraine, those who
do not know who to believe, only
27 %, in the center of them already are
37 %, and in the south — 47 % (de-
spite the fact that in all regions are the
Ukrainian media) [Ibid, p. 7]. Such
duality and ambiguity of views are the
result of many years of unified informa-
tion field with the Russian Federation.
These data indicate not only a low level
of information content in Ukrainian
media, but also a low level of media lit-
eracy and a potential threat to informa-
tion impact on the society. According
to psychologists, the effect of the influ-
ence of the media, the introduction of
new ideas in the public consciousness
depend on their compliance with the
needs, moods and attitudes that have
already been formulated in the psy-
chology of mass consciousness of the
society. Since the creation of the state
of Ukraine, the society has been con-
stantly influenced by the information
field of neighboring countries and the

state did not pay attention to it until
the aggression. In Ukraine, even con-
ceptually, the conceptual bases of the
state information policy are not fixed
at all. The modern law of Ukraine “On
Information” (2017 edition) sets out
some basic directions of the state infor-
mation policy and one of them defines
the provision of information security
(Article 3).

Since the beginning of the events
in November 2013 in Ukraine, which
have been called “Euromaidan” and
“Revolution of Dignity”, all miscal-
culations in the domestic informa-
tion sphere in the previous years have
manifested themselves. It was during
this period that the aggressive informa-
tion policy of the Russian Federation
affected distortion of the Ukraine’s
image in the world, in particular, in
Russia itself and in the occupied terri-
tories. Only due to the active coverage
of these events by European and world
media, the practice of obtaining infor-
mation about Ukraine exclusively from
Russian sources was violated.

In early 2014, in addition to the mil-
itary contingent of the Russian Fed-
eration, information and psychological
pressure was exerted on the territory
of the Autonomous Republic of Crimea
by the mass media of a foreign state.
Therefore, in accordance with the deci-
sion of the National Security and De-
fense Council of Ukraine (NSDCU) —
“On urgent measures to ensure national
security, sovereignty and territorial in-
tegrity of Ukraine,” dated by 1st March
2014, the National Television and Ra-
dio Broadcasting Council of Ukraine
appealed to the associations of software
service providers demanding to stop
relaying in their broadcast networks
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of Russian TV channels — “Russia 24,”
ORT (First Channel World Network),
“RTR Planet,” and “NTV-Mir.” The
most effective mechanism to deter the
aggressive campaign of the Russian
Federation (both at the informational
and real levels) was the use of public
journalism. Online broadcasts from
the scene with using of “Stream-TV”
tools made it possible to disavow most
provocative statements, and in some
cases to prevent provocations. The do-
mestic social media has been actively
engaged in targeted dissemination of
information about Ukraine abroad.
For example, “Information Resistance
Group,” “StopFake,” and “Beyond the
News” still conduct a systematic policy
of exposing and refuting false informa-
tion about events in Ukraine and in the
world. Prepared by experts argumen-
tum materials are translated into Eng-
lish, German, French, Czech, Bulgarian
and other languages and distributed by
information media of the world media.

The development of a national glo-
bal broadcasting system is closely
linked to the establishment of effec-
tive “news management” by the state
(news management, spin-doctoring).
It is a common practice in the world to
create services that, through specially
designed mechanisms, take care of the
spread of messages about the country.
One of the first examples of such bod-
ies being set up in the countries of the
world was the Strategic Communica-
tion Unit in the UK.

Ukraine has followed by the path of
establishment of a Ministry of Infor-
mation Policy. The main tasks of the
Ministry are ensuring the information-
al sovereignty of Ukraine, in particular
on issues of dissemination of socially

important information in Ukraine and
abroad, as well as ensuring the func-
tioning of state information resources;
implementation of media reforms to
disseminate publicly important infor-
mation.

The creation of the Ministry of
Information Policy of Ukraine with-
out public discussion and conducting
of proper scientific and professional
expertise in any case questioned the
transparency of implementation of
state information policy in the country.
In 2015, the Ministry of Information
Policy of Ukraine started working on
the Information Security Doctrine of
Ukraine [20] and the Concept of Infor-
mation Security of Ukraine. On Febru-
ary 25, 2017 the doctrine was put into
effect by a Presidential Decree.

The positive of this document, in
our opinion, should include the regu-
latory definition of a number of terms:
strategic communications, government
communications, and crisis communica-
tions, which delimit their problems and
allows avoiding duplication of tasks
and activities implemented by differ-
ent state bodies of Ukraine. For the
first time, the term “strategic narrative”
is enshrined at the level of the regula-
tory act, which is one of the key ones
for ensuring information security.

At the same time, an objective ana-
lysis of the Information Security Doc-
trine of Ukraine allows making several
caveats: 1) the doctrine is a declara-
tive document that defines strategic
vectors of influence; 2) the document
identifies about ten central bodies of
government; a “subsidiary body” with-
in the Ministry of Information Policy
of Ukraine may be formed for coordina-
tion between them, but the mechanism
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of coordination needs clarification;
3) the document defines the direction
of development of media culture in the
society and raising of the culture of
political discussion, but there are no
concrete measures to combat fakes and
information noise that are directed at
the internal audience.

In our opinion, the issue of creation
of the information security system of
Ukraine is very important today and
concerns various areas, in particular:
protection of the internal information
space; providing the sovereignty of the
country, impeding foreign information
expansion; protection of independence,
sovereignty, state and territorial integ-
rity; providing information and cultur-
al influence in Ukraine and abroad. An
important area of information security
is the development of media literacy
among the population, the creation of
conditions to protect society from the
influence of false and sometimes ag-
gressive information, which blurs the
real picture of the world, creates cog-
nitive dissonance and leads to nervous
disorders that affect the psychological
and social state of society.

In conditions of escalation of
threats in the information sphere that
are facing Ukraine, information mes-
sages from representatives of state au-
thorities of all levels should be truth-
ful, timely and be taken as the official
position of Ukraine on the events tak-
ing place in the context of the Russian-
Ukrainian confrontation. This position
should be concise, clear and under-
standable.

The conclusions and perspectives
of further research. In the current
conditions of information aggression
there is an urgent need for the further
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formation and active functioning of a
single national regulator in the infor-
mation sphere, whose activity would
be aimed at developing Ukrainian na-
tional information policy, intellectual-
ly qualified reflection of manipulation
and propaganda attacks, formation
of national and patriotic convictions
among citizens of Ukraine, develop-
ment of the Ukrainian national infor-
mation space. The state information
policy of Ukraine should take into ac-
count the environment of its existence
and, accordingly, build a system of its
own information security.

An attempt was made to doctri-
nally identify information security is-
sues. However, in the absence of elab-
orated documents that should form
the integral basis of legal regulation
of the information sphere and ensure
information security of Ukraine, their
level does not fully meet the needs of
Ukrainian society.

In conditions of the information
world, it should be remembered that
information flows that flow through
the mass communication channels,
carry knowledge of the laws of reality,
reflect the structure of human memory
and intelligence, the main features of
the social system, where the most vivid
are the interaction of individual and
mental phenomena.

A person in this system of informa-
tion exchange and communication is
only one, albeit very complex, of the ele-
ments. However, the psychological and
social state of the society, the strength
of the state and the efficiency of its insti-
tutions depends on only from a person.
The information sphere is completely
imprisoned in the human nature, is its
product and consequence, closely relat-




masses]. Moskva:  Akademicheskiy
proekt [in Russian].
Moskovichi S. (1998). Vek tolp. Is-

toricheskiy traktat po psikhologii mass

ed to psychology and social processes,
therefore, the doctrinal adjustment of
information processes is correlated with 8-
psychological and social ones.

REFERENCES

. Naim Moises (2017). Zanepad vlady :
Vid vladnykh kabinetio do poliv byt-
vy i tserkov, a potim i do derzhavy,
abo chomu s'ohodni buty pry oladi

dov i mass [Psychology of peoples and

[ Century of Mult. Historical treatise on
the psychology of the masses]. Moskva:
Tsentr psikhologii i psikhoterapii [in
Russian].

Freyd Z. (1989). Vovedenie v psikho-
analiz [ Introduction to psychoanalysis].
Moskva: Nauka [in Russian].

oznachaye zovsim inshe, nizh kolys’[The ~ 10. Yung Karl Gustav. (1997). Chelovek
Decline of Power: From Power Cabinets i ego simvoly [Man and his symbols].
to the Fields of Battle and Churches Moskva: Serebryanye niti [in Russian].
and then to the State, or why it is today ~ 11. Pocheptsov G. G. (2000). Informat-
means more than ever before]. Kyiv: sionnye voyny [Information wars].
Force Ukraine [in Ukrainian]. Kyiv: Vakler; Reflbuk [in Ukrainian].

. Ortega-i-Gasset Kh. (1989). Vosstanie  12. Variy M. Y. (2003). Politiko-
mass [Revolt of the masses]. Voprosy psikhologichni peredviborni ta viborchi
filosofii, Ne 4, 114—155 [in Russian]. tekhnologii [Policies and psychology

. Gerasina L. M. (2011). [Institut movable and wobble technology]. Kyiv:
publichnoi vladi u modernomu ta post- Nika-Tsentr [in Ukrainian].
modernomu  naukovomu vimiri [In-  13. Radchenko O. V. (2006). Viada i
stitute of Public Power in the Modern oybori: institutsiyna vzayemodiya ©
and Postmodern Scientific Dimension]. demokratichnomu suspilstvi [Govern-
Derzhavne budivnitstvo, 1. Retrieved ment and Elections: Institutional In-
from:  http://www.kbuapa.kharkov. teraction in a Democratic Society].
ua/e-book/db/2011-1/doc/1/07.pdf Kharkiv: Vyd-vo KharRI NADU
[in Ukrainian]. “Magistr” [in Ukrainian].

. Gorbatenko V. L. Shemshuchen- 14. Naplyokov Y. V. (2018). The arche-
ko Yu. S. et al. (2004). Politologichniy typal foundations of value choice
entsiklopedichniy slovnik [Political en- in the process of adaptation to the
cyclopedic dictionary]. Kyiv: Geneza. modern society. Public management.
[in Ukrainian]. Ne 4 (14). Kyiv: DP “Vidavnichiy dim

. Alieva N. Z. (2012). Konvergentsiya v “Personal”. pp. 171-183. doi: https://
kontekste kontseptsiy innovatsionnogo doi.org/10.31618 /vadnd.v1i14.109
razvitiya | Convergence in the context [in Ukrainian].
of the concepts of innovation develop-  15. Kastels M. (1999). Informatsionnye
ment]. Sovremennye problemy nauki i tekhnologii, globalizatsiya i sotsialnoe
obrazovaniya, 6. Retrieved from: www. razvitie  [Information — Technologies,
science-education.ru/106—-7735  [in Globalization and Social Development].
Ukrainian]. UNRISD Discussion Paper, 114 [in

. Toffler E. (1992). Problemy vlasti na Ukrainian].
poroge XX v. | Problems of power onthe  16. Tokvil Aleksis de. (1992). Demokrati-
threshold of the twenty-first century]. ya v Amerike [ Democracy in Americal.
Svobodnaya mysl, 2, 113—120. Moskva: Progress [in Russian].

. Lebon G. (2011). Psikhologiya naro- 17. Vdovichin I. Ya., Ugrin L. Ya., Shipu-

nov G. V., Khomi N. M. et al. (2015).

127




18.

19.

20.

Suchasna politichna leksika | Contem-
porary Political Vocabulary]. Lviv:
Noviy Svit-2000 [in Ukrainian].
Veronique de Geoffroy and Alain Ro-
byns. Strategies used by international
NGOs to influence public policy.
Groupe URD. Retrieved from: http://
www.urd.org/Strategies-used-by-in-
ternational

Protidiya rosiyskiy propagandi ta
mediagramotnist: rezultaty vseukray-
inskogo opituvannya gromadskoyi
dumki [Opposition to Russian propa-
ganda and media literacy: results of
an all-Ukrainian public opinion poll].
(2018). Analitichniy zvit. Kyiv: De-
tektor media. Retrieved from: http://
detector.media/doc/images/news/
archive,/2016,/136017/DM_KMIS_
ukr  WEB-2.pdf [in Ukrainian].
Ukaz Prezidenta Ukraini “Pro
rishennya Radi natsionalnoi bezpe-
ki i oboroni Ukraini “Pro Doktrinu
informatsiynoi bezpeki Ukraini” vid
29 hrudnya 2016 roku Ne 47/2017
[On the decision of the National Secu-
rity and Defense Council of Ukraine
“On the Doctrine of Information Se-
curity of Ukraine” dated December
29, 2016 Ne 47/2017]. Retrieved from:
http://www.president.gov.ua/docu-
ments/472017-21374 [in Ukrainian].

CNMNCOK BUKOPUCTAHUX

AKEPEN

1.

3.

128

. Opmeza-u-Taccem X.

Haim Moisec. 3anenan Binagu : Bin
BJIaJAHUX KaOiHeTiB 10 1OJiB OUTBU
i HepkoB, a HoTiM i 10 Jep:kaBu, abo
YOMY CbOTOAHI OyTH HpU BJagi 03-
Hauya€ 30BCIM iHIE, Hi’K KOJIUCH; 1ep.
3 anra. O. [lem’smuyk. Kuis : @opc
Ykpaina, 2017. 448 c.

Boccranue
macc // Bompocsl dhusocodun. 1989.
Ne 4. C. 114—155.

Tepacina JI. M. Tacruryt my6maiaHOT
BJIAAN Yy MOJEPHOMY Ta TMOCTMOEP-

10.

11.

12.

13.

14.

15.

. Hoaitonoriunmit

HOMY HaykoBomy BuMipi // Jlep:xas-
me Gynmismuirso. 2011. Ne 1. URL:
http://www.kbuapa.kharkov.ua/
e-book/db/2011-1/doc/1/07.pdf
EHITUKJIOTIeIMIHIT
cnouuk / ykmana. B. JI. TopbareHko,
pen. 10. C. Hlemmyyenko. Kuis: ['ene-
3a, 2004. 735 c.

Anuesa H. 3. KouBepreHnus B KOH-
TEKCTe KOHIEMIU WHHOBAIIMOHHO-
ro passutusi // CoBpeMeHHBbIe ITpo-
GsieMbl Hayku u oOpasoBanust. 2012.
Ne 6. URL: www.science-education.
ru/106-7735

Topgpnep 3. TIpobieMbl BIaCTH Ha TIO-
pore XXI Beka // CBOOOIHASI MBICJTb.
1992. Ne 2. C. 113-120.

Jle6on I'. Tlcuxo0rus HApoOI0B 1 MaCC.
MockBa: AkajieMUYecKUil  TIPOEKT,
2011. 238 c.

Mocxosuuu C. Bex Toamn. Vcropuue-
CKMIT TPaKTaT TO TICUXOJOTUU Macc;
nep. ¢ ¢p. Mocksa: IlenTp ncuxomo-
ruu u nicuxoreparnuu, 1998. 480 c.
Dpetid 3. BeeneHre B MCUXOAHATIS.
Mocksa: Hayka, 1989. 456 c.

IOnz Kapn T'ycmas. YenoBek n ero
cumBoJsibl.  MockBa:  CepebpsiHbie
antn, 1997. 368 c.

Iouenuos I. I. VudbopmanmoHHbie
BoiiHbL. Kuis: Baksep; Pedoyxk, 2000.
576 c.

Bapiii M. H. TIoiTHKO-TICHXO0T4Hi
nepeaBuOOpHi Ta BUOOPYI TEXHOJIOTI].
Kwuis: Huka-IlenTp, 2003. 400 c.
Paouenxo O. B. Bnaja i Bubopu: iHCTH-
TyliliHa B3a€EMOJisl B AE€MOKPATUYHO-
My cycrinbersi. Xapkis: Buna-so Xap-
PI HAJZTY “Marictp”, 2006. 244 c.
Naplyokov Y. V. The archetypal
foundations of value choice in the
process of adaptation to the modern
society // Public management. 2018.
Ne 4 (14). —yiv: AI1 “Bua. mim “Ilep-
conan”. P. 171-183. doi: https://doi.
org/10.31618 /vadnd.v1i14.109
Kacmenvc M. InopmalinoHHbIE TEX-
HOJIOTHH, TJIO0AMN3AINs 1 COIUATb-




16.

17.

18.

Hoe pazsutne // UNRISD Discussion
Paper. 1999. Ne 114.

Toxeuno Anexcuc de. JleMokpaTust B
Awmepure. Mocksa: Ilporpecc, 1992.
554 c.

Cyvacna nositTnyHa Jekcuka // Bro-
BuunH L. A., Yrpun JI. 4., [lIunysos I.
Ta in.; 3a pea. B. Xomu H. M. JIbBiB:
Hosuit CsiT-2000, 2015. 395 c.
Veronique  de  Geoffroy  and
Alain Robyns. Strategies used by
international NGOs to influence
public policy // Groupe URD. URL:
http://www.urd.org/Strategies-used-
by-international

19.

20.

[Ipotunis pociticekiii mpomaranmi Ta
MeAiarpaMOTHICTb: pe3yabTaTu  BCe-
VKPATHCHKOTO OINMUTYBAHHS TPOMaI-
CHKOI TyMKW. AHATI THYHM 3BiT. KniB:
[erextop memia, 2018. 64 c. URL:
http://detector.media/doc/images/
news/archive/2016,/136017/DM _
KMIS ukr  WEB-2.pdf

IIpo pimenns Paam  wHamionamabHOT
Gesmekn i oboponn Ykpainu “IIpo
JoxTpuny iHbopMaIiiHOT Oe3nexn
Yxpainn”: ¥Ykas lIpesunenta Yxkpainn
Bix 29 tpyans 2016 poxy Ne 47/2017.
URL: http://www.president.gov.ua/
documents/472017-21374

129




