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MODELING THE SYSTEMS OF ENSURING
THE STATE SECURITY

Abstract. The model of ensuring the system of the state security is proposed
as an effective tool for realizing the interests of the citizens and society, taking
into account internal and external factors of influence. Possibilities of application
of the mathematical methods for the optimal choice of the means of protection
against threats and dangers in the public administration are investigated.

Ways of using the artificial intelligence to establish the state security criteria
have been studied. In particular, the optimization-simulation methods are consid-
ered, which allow, due to a certain number of iterations, to obtain an approximate
value of the studied parameters. Their practical importance has been determined
for the purpose of further application in the fields of: analysis of the national secu-
rity threats; analysis of the market for protection against such threats; processing
of the information on the characteristics of the threats (opportunities for mani-
festation and harm); processing of the information on possibilities of prevention
of the threats; development of the algorithms for the optimal choice of the protec-
tion options.
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The theoretical aspects of the use of artificial neural networks that can be used
in the process of the state security modeling are investigated. The peculiarity of
their use can be considered that a large number of input indicators characterizing
the level of the national security can be analyzed by machine method, using ma-
chine learning algorithms. This makes it possible to classify different states, such
as threats, risks and dangers. And while the problem of the influence of the input
parameters of the neural network remains unsettled, their self-study, combined
with simulation methods of the mathematical modeling, can further resolve the
optimization of the state security assessment.

Keywords: modeling, security, state, threats, risks.

MOJE/JTIOBAHHSI CUCTEM 3ABE3IIEYEHH
JEP;KABHOI BE3IIERKU

AHoTamisi. 3arnporoHOBaHO MOJeJb CHCTeMU 3a0e3ledeHHs JepsKaBHOI
Gesreku, sIK JI€BOr0 IHCTPYMEHTY peasisallii iHTepeciB TpoMajstH i CyCITiib-
CTBa, 3 ypaXyBaHHIM BHYTPIIIIHIX Ta 30BHINTHIX (haKTOPiB BIJINBY.

JlocikeHo MOKIMBOCTI 3aCTOCYBaHHSI MaTeMaTUYHUX METO/IIB /IJIS ONTH-
MaJILHOTO BHOOPY 3ac00iB 3aXWCTy BiJ 3arpo3 Ta HeOE3NeK B JEP:KaBHOMY
YIIPaBJIiHHI.

BuBueno crocobu 3acTocyBaHHsI IITYYHOTO IHTEJEKTY JIJIsI BCTAHOBJIEHHSI
KpUTEPIiB Ge3neKkn JepskaBu. 30KpeMa, PO3IJISTHYTO ONTHUMIi3amiiHOo-iMiTaliiHi
MeTO/IM, SIKI JJal0Th MOKJMBICTH 3aBAAIKHU IEBHIN KUIBKOCTI iTepalliii, oTpuma-
TH TPUOJIMIKEHE /10 ONTUMAIBHOTO 3HAYEHHS TIOKA3HWKIB, 10 JOCTIIKYIOThCSL.
Busnaueno ix mpakTHyHe 3HAYEHHs, 3 METOIO IOJAJIbIIOT0 3aCTOCYBaHHS Y
cepax: aHasi3y 3arpo3 HalliOHaJIbHOI Oe3leKH; aHali3y PUHKY 3aco0iB 3axu-
CTy BiJ Takux 3arpo3; oOpobsieHHs iHbOpMAIli PO XapaKTePUCTHKK 3arpo3
(MOKJIMBOCTI TIPOSIBY Ta MIKOK); 00pobieH st iHdopMaltii mpo MOKJIMBOCTI 3a-
nobiranHs 3arpo3; po3poOJIeHHsT AJITOPUTMIB OIITUMAIBHOTO BHOOPY BapiaHTiB
3aXHUCTY.

Jlocaipskeno (yHKITIOHAIBHI 3aJI€KHOCTI PiBHS O€31eKH JepKaBy Bijl HU3KU
(bakTOPIB BILIMBY, 110 MOKYTh OYTH 3aCTOCOBaHI P MOJIETIOBAHHI OE31eKH Jiep-
KaBH, 110 JIA€ MOKJIUBICTh BUSHAYMTHU PiBHI GE3IIEK.

JlocaipkeHo TeopeTHuyHi acleKTH 3aCTOCYBaHHS IMTYYHUX HEHMPOHHUX Me-
peX, sIKi MOKYTh BUKOPUCTOBYBATUCH B TIPOIECI MOJIEJTIOBAHHS OE3IeKN iepKa-
Bu. OcoOIMBICTIO IX BUKOPUCTAHHSI MOYKHA BBasKaTH, Te, [0 BEJINKA KiJbKIiCTH
BXiJIHMX ITOKa3HUKIB, sIKi XapaKTepU3yIOTh PiBEeHb Jep:KaHOoi Ge3MeKh, MOKe
OyTH TpoaHai30BaHa MAIIUHHUM CIOCOOOM, 3 BHKOPHCTAHHSIM AJITOPUTMIB
MaIMMHHOTO HaBuaHHs. lle mae MOXIUBICTD TTPOBOAUTH KJyacupikailii pisHUX
CTaHiB, HAIIPUKJIA/, 3aTPO3, PU3KKIB Ta Hebesnek. I, Xxoua, He BUPINIEHUM acIieK-
TOM 3aJIMIIAEThCS BUOIP EBHOI Baru BIUIMBY BXiJIHUX TapaMeTPiB HEMPOHHOI Me-
pexi, iIX caMOHaBYaHHA y TTOEHAHHI 13 IMITAlliIHHUMU MeTOJJaMl MaTeMaTUYHOTO
MO/IEJIIOBAHHS, B [TOAJIbIIOMY MOXKYTb BUPIIIUTH TUTAHHSI OIITUMi3allii OLliHIO-
BaHHsI PiBHST O€31eKN JIePIKaBU.

KiouoBi cioBa: MmosesrioBatus, Ge3reka, 1ep:kaBa, 3arpo3u, PUSHKL.
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MOJAEJINPOBAHHUE CUCTEM OBECIIEYEHHUA
TOCYJIAPCTBEHHOI1 BE3OIIACHOCTH

Annoranus. [Ipeiosxkena MOesTb CUCTEMBI 0OeCTIeYeH ST TOCYIapCTBEHHOM
6€e301MacHOCTH, KaK JefiCTBEHHOTO WHCTPYMEHTA peajn3allii WHTEPecoB Tpa-
JKJIAaH 1 00IIECTBa, C YY€TOM BHYTPEHHUX M BHENTHUX (haKTOPOB BO3/EHCTBHSI.
WccnenoBanbl BO3MOKHOCTH TTPUMEHEHUST MATEMATHYECKUX METO/IOB JIJIST O TH-
MaJIbHOTO BBIOOPA CPEJICTB 3allIUThI OT YTPO3 U OMACHOCTEN B TOCYAAaPCTBEHHOM
yIIpaBJIEHUH.

M3ydeHbl crocoObl TPUMEHEHMsS] UCKYCCTBEHHOTO WHTEJIEKTa IS yCTa-
HOBJICHWSI KPUTEPHEB OE30MMaCHOCTH TOCYAapCTBa. B 4acTHOCTH, pacCMOTPEHBI
ONITUMM3AIIMOHHO-UMUTAIIMOHHbBIE METOJIbI, MMO3BOJISTIONINE Oyraroapst orpese-
JIECHHOMY KOJIMYECTBY WTEPAIUH, MOJYYUTh TPUOJMKEHHBIX K ONTHMATbHOMY
3HAYEHUIO TToKa3aTeselt nccyiemyembrx. OmnpesiesieHo X MPakTUIecKoe 3HaUeH e,
C 1IeJIbIO JIaTbHENIIero mMpuMeHeHus B cdepax: aHaau3a yrpo3 HAllMOHAJIbHOM
6€e301TaCHOCTH; aHAJIM3a PHIHKA CPE/ICTB 3allIUThI OT TAKUX yTPO3; 00pabOTKU WH-
dbopMmanm 0 XapaKTepUCTHKAX yrpo3 (BO3MOKHOCTH TPOSIBJIEHUs U yiep6a);
06paboTky MHGOPMAIINK O BO3MOKHOCTH TIPEOTBPAIIEHUST YTPO3; pa3padOTKN
AJITOPUTMOB ONITUMAJIBHOTO BBIOOPA BADUAHTOB 3aIIUTHI.

WccnenoBanbl (hyHKIIMOHATBHBIE 3aBUCUMOCTH YPOBHSI 0€30MacHOCTH TO-
cyzapctBa OT psijia GaKTOPOB BJMSTHUSI, KOTOPbIE MOTYT OBITh IPUMEHEHBI TIPU
MOJIEJTUPOBAHNN GE30TTaCHOCTH TOCY/IAPCTBA, YTO B CBOIO OYEPE/Ib TAET BO3MOK-
HOCTb OITPEIeJIUTh YPOBHU OE30MACHOCTH.

WccnenoBanbl TeopeTndyeckre acleKkTbl TTPUMEHEHUST UCKYCCTBEHHBIX HeM-
POHHBIX CeTel, KOTOPble MOTYT HCIIOJIb30BAThCS B IPOIECCe MOJETUPOBAHUS
6esomacHocT TocyaapcTBa. OcoOEHHOCTBIO WX MCIOJIB30BAHUS MOXKHO CUM-
TaTh, TO, YTO GOJIBINOE KOJIMYECTBO BXOAHBIX MMOKa3aTeJiel, XapaKTepU3yoIuX
YPOBEHb TOCYIAPCTBEHHOI GE30MacHOCTH, MOKET OBITh MMPOAHAN3MPOBAaHA Ma-
IIMHHBIM CIIOCOOOM, C UCITOJIb30BaHIEM aJITOPUTMOB MAIIMHHOTO 00y4YeHuUsT. ITO
JIaeT BO3MOKHOCTD TTPOBOJIUTDH KJIACCU(DUKAITNN PA3TUIHBIX COCTOSTHUHN, HATIPU-
Mep, YTpo3, PUCKOB U omnacHocTel. M, XoTd, HepeleHHbIM aclleKTOM OCTAeTCs
BBIOOP OIPEIEJIEHHOTO Beca BIMSIHUS BXOASIIUX MapaMeTPOB HEHPOHHOI ceTH,
1X caMOOOYY€eHHsT B COYETAaHIH C UMUTAIIMOHHBIMU METOIaMU MaTEMaTHYECKOTO
MOJICJIMPOBAHUS, B JaJbHENINIEM MOTYT PEIIUTb BOIPOC ONTUMUIAIUN OIIEHKU
YPOBHsI 6€30IIACHOCTH TOCY/IapCTBA.

KoueBbie cioBa: Mojie/IMpoBane, 6€30MacHOCTh, TOCYAapCTBO, YTPO3bI, PU-
CKH.

Formulation of the problem. TThe ability to assess the protection against
problem of reproduction of the real pro-  external, internal, potential and real
cesses in the state, reflecting the state threats.
of security, must be solved by the use of Given that the existing approaches
effective models that characterize the provide only a general level of security,
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to reproduce a comprehensive assess-
ment, there are a number of obstacles
in the system of its provision: volatil-
ity of the economic, social, political
and geopolitical processes; not perfect
national security modeling tools; and,
most importantly, the lack of political
will to really evaluate the administra-
tion actions in the country. The exist-
ing models ignore the internal political,
inter-ethnic and other problems of the
development of our country. Therefore,
the insufficient level of detail is a major
obstacle to the optimal reproduction of
the state’s security status and its com-
ponents.

Analysis of the previous research
and publications. The problems of
evaluating the efficiency of the pub-
lic administration were addressed by
I. Ansoff, J. Bryson, M. Zhurovsky,
0. Kokoshyn, I. Pranhishvyly, H. Ata-
manchuk, V. Bogdanovych, R. Griffin,
R. Kinney, and others.

However, despite the significant sci-
entific contribution, the complexity of
reproducing the real processes taking
place in the country and abroad, which
directly or indirectly affect the level of
the national security of Ukraine, uncer-
tainty and unpredictability, volatility
and impartiality of the events occur-
ring, impede the creation of an effective
model government that can be used to
simulate security-creative issues in the
country.

The purpose of the article is analy-
sis of the state security system as an ef-
fective tool for realizing the interests of
citizens and society.

Outline of the main research mate-
rial. The urgency of the problems re-
lated to the effectiveness of the public
administration, the development of the

methods for improving the effective-
ness of the administrative decisions and
the definition of the effective criteria
for evaluating the work of the public
authorities is constantly increasing.
And the lack of effective approaches
leads to a deterioration of the effective-
ness of the political decisions, which
eventually turn into potential threats
and then into real risks for the country.

Also, given the considerable num-
ber of components that affect the level
of the national security that also have
a number of dependencies: the exist-
ing information processing facilities are
not able to reproduce the full range of
threats, so it is advisable to use models
from which you can form integral indi-
cators of the country security. On the
other hand, it is also not possible to
obtain data from all the sources charac-
terizing the country’s security.

This implies the need to establish
statistical dependencies using the arti-
ficial neural networks, that, similar to
human neurons, are constructed on the
basis of the organization and operation
of the biological neural networks based
on machine algorithms that can learn,
that is, memorize the states of the out-
put parameters, which can subsequent-
ly serve the threat classifier, criteria for
a certain state of security, recognition
of danger patterns, etc.

To date, machine learning tech-
nologies are quite advanced, and the
criteria for the effectiveness of the ad-
ministrative decisions in the public ad-
ministration are also being improved.
For example, the Common Assessment
Framework (CAF) methodology [1]
used in the European Union countries
to assess public sector quality admin-
istration can be seen as a tool to help
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some public authorities monitor the
organizations’ performance. The Com-
mon Assessment Framework includes
data from 2382 public sector organiza-
tions in 43 different countries.

Considering the peculiarities of the
economic, social and political nature,
each country stands out in the formu-
lation of the national security assess-
ment indicators. For example, the of-
ficially recognized models of assessing
the level of security in Ukraine should
include the Methodology for Calculat-
ing the Level of Economic Security [2]
developed by the Ministry of Economy
of Ukraine. The contribution to the
assessment of the environmental com-
ponent of the national security was
made by Ye. Romanenko, proposing the
mechanisms of the legal regulation of
the methods of environmental safety
assessment [3] and G. Wright, using
the methods of Q-analysis and analysis
of the environmental security hierar-
chies, suggesting ways to determine the
quantitative level of the environmental
security [4, p. 436—451].

Among the large number of papers
describing the possibilities of modeling
the national security, considerable at-
tention is paid to the hierarchical meth-
ods that are generally effectively used
to evaluate the various components of
the state security. The use of hierarchy
analysis methods includes:

« research of the state security vari-
ables and their generalization;

* creation of the matrices of separate
comparative priorities (weights);

* scenario analysis;

e interpretation of the calculated
state variables of the system.

Such techniques differ in the num-
ber, sequence and content of the steps,
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the set of methods on the basis of which
they were developed, the degree of for-
malization of the processes, as well as
the participation of the experts in the
research, etc.

Therefore, in the absence of univer-
sal methods of modeling the national
security, the problem of scientifically
sound choice of methods that best cor-
respond to the content and nature of
the processes of protection of the na-
tional interests in the public adminis-
tration is exacerbated.

It should be noted that the metho-
dology for assessing the effectiveness of
the national policy of protection of the
national interests is due to the need to
increase the level of scientific substan-
tiation of the strategic decisions and
their correction, clarification of the
goals, principles, priorities, tasks, etc.
Thus, the complexity and versatility of
the national security category reflects
the dynamism of such a system. All its
elements are focused on ensuring the
protection of the national interests and
creating safe conditions for the effective
socio-economic development, which
are the main objects of the modeling.

The formation of this system is in-
fluenced by many factors of the exter-
nal and internal environment: histori-
cal, geopolitical, ethnic, demographic,
political, social, economic and other
components of the national security
the study of which deals with a consid-
erable number of works.

Not dwelling in detail on the results
of these studies, it should be noted that
in most cases the obvious connection
and interdependence of such compo-
nents can be traced, and their action
may be multidirectional. As a result,
the structural links between the ele-




ments of the national security system
are further complicated. Considering
the possibilities of modeling the na-
tional security, most authors identify as
components of the model such areas as:
military, economic, social, environmen-
tal, political, information, etc. Some are
trying to devise ways to highlight the
modeling levels. Thus, in particular
H. Vechkanov and Ye. Kuznetsova, in
their works propose to divide the pro-
cess of the national security research
into “vertical” and “horizontal” spheres
of analysis. Vertical — this is interna-
tional, global, regional, national and an-
thropogenic security, at the horizontal
level distinguish the economic, social,
environmental, spiritual and informa-
tion security [5].

It is possible to graphically repre-
sent the model of the communication
of the elements of the national secu-
rity system, which, conditionally, but
adequately reflects the complexity of
the interaction of the most important
elements: objects, interests and spheres

(Fig. 1).

The model displays links between
the main elements of the national se-
curity system that apply to all the re-
search objects.

Such objects can and should be con-
sidered as areas of the national security
research, and they should form the se-
curity module as a whole. The investi-
gation of such objects will allow to set
critical limits of the permissible threats
and risks for the state. Therefore, the
artificial neural networks can be used in
the formation of the national security
models, as they are shown in Fig. 1, the
links have different functional depen-
dencies among the vast number of input
parameters of such models in order to
reproduce the complex social, political,
geopolitical and economic structures.

To address these issues, the follow-
ing groups of the national security as-
sessment methods should be identified:
comparison of a number of the external
and internal socio-economic indicators
with the marginal estimates; setting key
indicators for the each component of
the national security, assessing the pace
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Fig. 1. Structural — logical model of the national security system

Developed by the author.
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and dynamics of the economic growth;
assessment of the national security on
the basis of a point grade; expert assess-
ment and ranking of the threats and
dangers; applied mathematical methods
for the quantitative measurement of a
number of the state security indicators.

Given that, at present, the most ef-
fective approach to complex systems
modeling is neural network modeling,
the process of assessing the level of the
national security can consider the func-
tional dependence of the key indicators
in the state and a number of factors
that affect their effectiveness. As in-
put parameters of the neural network,
it is advisable to evaluate the level of
the development of the scientific and
technological progress, the ability of
the economy to sustainable growth, the
state of the financial-credit system, the
martial law, the political component,
the social component, which will allow
to assess the state of the national secu-
rity qualitatively. And these proposals
to establish the functional dependence
of the national security on a number of
factors at the fixed values of input vari-

ables will allow to quantify the admin-
istration decisions.

The very process of forming an ar-
tificial neural network (Fig. 2) can be
represented as a set of artificial neurons
connected by arrows, as well as in a real,
biological neural network, an electri-
cal signal is transmitted from inputs to
outputs. And as you go through the net-
work, it may change, depending on the
weight setting (w) of each neuron. After
the inputs (x) are given signals in the
form of certain data, they are multiplied
by weights, then summed, and, as a re-
sult, a functional dependence is formed,
which outputs the result that depends
on further adjustment of the weighting
factors w and the recognition accuracy
of a specific trait, or set of traits that can
be represented by the equai;lion:

X(Wy + X9Wy +...+ X,W0, =in w;, (1)

where x, .. x — input nét1work para-
meters; @, ... w, — weights of the cor-
responding input signals.

And the neural network approach
itself makes it possible to detect the
nonlinear relationships between such

i : Outputs

Fig. 2. Artificial neural network
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inputs and outputs. Therefore, it is very
important in this case to choose a neu-
ral network structure that would fully
meet the national security modeling
objectives.

If we consider the security of the
state as a functional dependence of a
number of factors with its quantitative
level, it is advisable to introduce seve-
ral variables. Let these be the following
input indicators: the normative level
of the economic development (x,), the
existing level of the economic develop-
ment (x,), the ability of the economy to
sustainable development (x,), the state
of the financial-credit system (x,). In
this case, the desired national security
function can be represented as a system
of differential equations (2):

0= eyt (= F) (F )
o= o ) (R B (F )
I Py (B~ B (E - EP)
T f ()= E) (F )

where E™" F™* _ current minimum
and maximum national security values;
F. — national security function.

The research of the function F, will
identify the critical points that can be
considered threatening states and es-
tablish security levels on the basis of
which the administration decisions are
usually made intuitively.

Thus, in this case, the important as-
pect remains the correct determination
of the input parameters of the model,
since it is their choice that determines
the specificity of the mathematical
modeling.

This example shows that there are
opportunities to describe the function-
al dependency of a country’s security
with a number of factors that influence
it. The only unsolved aspect that can
be further developed is the process of
selecting the weight of each influenc-
ing factor and identifying the factors
that can be measured by thousands and
even tens of thousands of factors for the
national security. And to some extent, it
requires the use of expert, scientific and
professional potential.

Although the author’s scientific
work is connected with conducting
expert studies in the automatic mode,
where the approximate number of the
respondents, currently reaches 100
people, for a comprehensive study of
the impact of the factors on the se-
curity situation in the country this is
not enough, since the vulnerability of
the state security objects is essential
and exceeds the ways to protect them.
This is due, first of all, to the scale and
heterogeneity of the national security
objects themselves. The main causes
of this vulnerability include the short-
comings of the information technology
and the steady increase in the number of
impacts on the state of security. There-
fore, a thorough analysis of all the pos-
sible threats is required to effectively
address the national security concerns.

In the analysis of threats it is nec-
essary to assess the possibility of their
manifestation, as well as the damage
that will be inflicted on the state in case
of the realization of these threats.

Although, to counteract the same
threat, there are usually several rem-
edies, to create a model, it can be as-
sumed that each remedy protects exact-
ly the same threat. Then, the problem
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of the optimal choice of the protection
options can be solved by means of Boo-
lean programming, for which there are
many algorithms [6—8]. However, it
is also possible to build a model where
each remedy can counteract a number
of threats, and when the possibility of
preventing each threat is different.

So, let the set of possible national se-
curity threats be presented as A = {a,,
az, . a_}. The set of threat indexes is

= {1, 2, .., n}. The set of protection
means B = {bw ,» - b} Multiple indi-
ces of security options M = {1, 2, ..., m}.

Threat functioning period T =
= [¢, ¢, ] is considered the functioning
period.

We denote the probability of occur-
rence of the i-th threat at the time in-
terval T'as: p,, Vi € N, p, € [0, 1], which
is determined by the experts. The aver-
age i-th non-threat damage can be rep-
resented as, u,, Vi € N.

The cost of Jj-thremedy — ¢, Vj € N.

The probability of preventlng the ef-
fects of an i-th threat using the j-th se-
curity can be represented as: v, , Vi € N,
Vj e M, v, € [0, 1], which can also be
determined by statistics or expertly.

By marking the inputs and objects
of the study, the task of optimizing the
choice of the means of protection can
be represented in two variants of mo-
deling:

* maximizing the possible average
cost of preventing certain negative con-
sequences of the threat, while limiting
the overall security measures;

* minimizing the overall costs of the
security measures, while limiting the
cost of preventing the individual losses.

An important aspect here is to opti-
mize the costs of preventing the threats.
It is much cheaper and then eliminating
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their effects. And, optimization, in the
conditions of the economic develop-
ment of our country, is the most impor-
tant component for such development,
because, in the conditions of war, eco-
nomic and political reforms, etc., there
is no unnecessary money and resources,
and consequently the right to error.

Let us consider the first version of
the national security modeling problem
statement. To do this, we introduce a
Boolean variable to simulate the means
of protection x, € {0, 1}, Vj € M. In that
case, if x, = 1, then the j-th remedy will
be stuck in state security measures,
x, = 0, it will be in the passive state, i.e.
it will not be used. In this case, we cre-
ate a vector of Boolean variables X = X,
Vje M.

An indicator of the quality of the
choice of the remedy, that is parallel
and an indicator of the effectiveness of
the administration decision, for the au-
thorized person, can be represented as
a function where the vector of Boolean
variables is specified as an argument:

Zupl Inax(vl] x]) 3)

ieN
Given that this indicator is used to
potentially prevent harm when using
vector-defined protection X, its value
should be maximized with the follow-
ing constraint:

chx]SC

JjeM

(4)

The corresponding condition limits
the cost of the selected remedies, where
C is the maximum possible cost allocat-
ed to the defense.

Thus, the state of security, subject
to maximization of the possible costs
for the prevention of certain negative




consequences, with restrictions on car-
rying out general security measures can
be presented as follows:

- Bl e
Aa_an: Z ijjSC,
JjeM

LT

where A — the set of admissible vec-
tor values X.

The solution to this problem in the
optimal choice of the protection means
to find all the unknown components
of the vector ¥ and the choice of those
remedies for which component of the
vector x; (Vje M)is 1.

Considering the following variant
of minimization of the general expens-
es for carrying out of safety measures
at limitation of the level of expenses
for the prevention of separate losses,
also the Boolean variable is entered
x € {0,1),Vj e M, x = 1. If the j-th
remedy is used, X = 0, if not used.
Then ¥ — vector of the Boolean vari-
ables isxj, Vje M.

The cost of threat and dangers pro-
tection options can be summarized as
follows:

C(¥)= D cjx;. (6)
jeM

The value of this indicator should be
minimized under restrictions where the

possible loss would be at least as speci-
fied:

gvui ?; Ijré%((vij xj) >U,... (7
where U ~— setpoint of the value of
possible harm prevention.

Thus, the mathematical model,
while minimizing the overall cost of the
security measures, while limiting the
likely level of cost to prevent individual

losses, looks like:

C(X)=> ¢;x;— min ;

ieN XeA,

Ay Z Uu; p; max(vij x]-)z Usan- (®)

jeM jeM

In this case, the solution of the prob-
lem is to find all the unknown compo-
nents of the vector ¥ and the choice
of such remedies b]. , for which the
corresponding component of the vec-
tor x.is 1. Which, in general, can be rea-
lized through powerful computing
tools using simulation modeling tech-
niques.

To summarize, it should be noted
that the proposed models for optimiz-
ing the choice of the national security
threats have certain difficulties, since
it is difficult to determine the weight
of a particular security impact factor,
it is quite problematic to establish the
cost of the threat prevention measures,
which in turn also depend from many
factors, both economic and other. In
general, expert methods are often used
to solve this problem.

Conclusion. The mathematical for-
mulation of the problem of the optimal
choice of means of protection against
threats and dangers, which can be
called optimization-simulation method,
is that when restrictions or index can-
not be calculated or given in the form
of a certain formula, there are simula-
tion modeling methods for their calcu-
lation, and modifications thereof, using
the example below, can be applied to:
analysis of the national security threats;
analysis of the market for protection
against such threats; processing of the
information on the characteristics of
the threats (opportunities for manifes-
tation and harm); processing of the in-
formation on possibilities of prevention
of the threats; development of the algo-
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rithms for the optimal choice of protec-
tion options.

The study of the functional depen-
dencies of the state security level on a
number of factors of influence can also
be applied in modeling the security of
the state, which makes it possible to
determine the security levels. How-
ever, an important aspect remains the
correct determination of the input pa-
rameters of the model, since it is their
choice that determines the specificity
of the mathematical modeling.

When using the artificial neural net-
works in the process of the state secu-
rity modeling, the choice of the weight
of each influencing factor and deter-
mining the factors of influence on the
state of the national security are not
resolved.
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