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ELECTRONIC VOTING — WAYS
TO IMPLEMENTATION OF THE ELECTRONIC
MECHANISMS OF DIRECT DEMOCRACY
IN UKRAINE

Abstract. The article is devoted to the research of the concept, forms of elec-
tronic voting and approaches to its organization in the countries of Europe, Asia
and the USA. The normative regulation of this sphere is shown in European
and domestic legislation. The formation of the national e-governance system is
shown. It is analyzed that the main purpose of electronical voting technologies is
the person’s exercise of his will, as well as the process of counting votes, without
mediating interference, which may affect the result (maliciously or under the in-
fluence of the human factor).
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It is grounded that the electronic voting system has already been introduced in
many countries around the world: the USA, Canada, Brazil, India, Belgium, Aus-
tralia, Estonia, and South Korea. In the UK, Germany, France, Spain, Portugal,
Italy, Norway, Switzerland, Russia, Kazakhstan, Japan, and China experiments
are being carried out on its use. However, it is proved that the most interesting
and one of the most successful is the experience of Estonia, the basis of the system
of electronic voting which is the use of the Internet, and also a special identifica-
tion card (ID-card), which certifies the identity of the voter, is considered fair.

It is noted that the introduction of the electronic voting mechanism contains
potential risks and disadvantages of use, including: vulnerability of computer
systems (viruses, hacking attacks, etc.); distrust of a large part of the popula-
tion to the technology of electronic voting; the possibility of manipulation and
third-party interference in the will of the will; the lack of opportunity to obtain
evidence of an offense in the event of suspicion of falsification and, accordingly, to
effectively challenge the offense; significant cost of technology at the implemen-
tation stage; unavailability of the Internet for a large part of the population; the
lack or low level of computer literacy of certain categories of citizens; an increase
in the “digital divide” of society. It is proved that the expansion of the sphere
of application of various forms of electronic voting, which are already actively
implemented in Ukraine, contribute to a more complete involvement of the pub-
lic in public-public dialogue and the political process, first and foremost, among
young people — the most receptive to technological innovations and, at the same
time, not the most skeptical about the usual democratic institutes of a public
group.

Keywords: elections, electronic democracy, electronic voting, types of proce-
dures for electronic voting, Internet voting, technical means of electronic voting.

EJIEKTPOHHE IOJIOCYBAHHS - IIJISIX JIO BIIPOBAJKEHHS
EJIEKTPOHHUX MEXAHI3MIB IIPSIMOI JIEMOKPATIi B YKPAIHI

Anoramis. CraTTsi npucBsU€eHa TOCTI/UKEHHIO TOHATTS (JOPM eJIEKTPOHHOTO
TOJIOCYBaHHS Ta MiXO/IIB /10 WOTo opraHizaiii y kpainax €sponu, Azii ta CIITA.
[Tokazano HopMaTUBHE peryJoBaHHA i€l cchepu B €BPONENCHKOMY Ta BITUYU3HSI-
HOMY 3aKOHOJIaBCTBaX. BUCBIT/IEHO cTaHOBJIEHHS HalliOHAJIBHOI CUCTEMU eJIeK-
TPOHHOTO Bpsi/lyBanHs. [IpoanasizoBano, 1110 0CHOBHUM IIPU3HAYEHHSIM €JIeKTPOH-
HUX TEXHOJIOTi/ TOJIOCYBAaHHS € 3/[IHCHEHHS JIIOIUHOI0 CBOTO BOJIEBUSIBJIEHHS,
TaKOK 3/IICHEHHSI TIPOIeCy IiPaXyHKY roJiociB, 6e3 BTpyYaHHs [TOCEPEHIKIB,
1[0 MOXKYTb BILIMHYTH Ha PE3yJIbTaT (3JI0BMUCHO, 200 i/l BITMBOM JIIOJICHKOTO
hakTopa).

OO6rpyHTOBAHO JYMKY TIPO Te€, IO €JIEKTPOHHA CHCTEMA IOJIOCYBAHHST BXKe 3a-
npoBajkeHa y Oaratbox kpainax csity: CIITA, Kanami, Bpaswrii, Iuzaii, Besbrii,
Ascrpautii, Ecronii, misaenniit Kopei. ¥ Bemuko6puranii, Himeuunni, Mpaniiii,
[cnanii, [Topryrauii, ITamii, Hopserii, [lIBeiiapii, Pocii, Kazaxcrani, Anonii, Ku-
Tai MPOBOJSATHCST €KCTIEPUMEHTH 3 ii BUKopucTanHs. OnHaK 0OrpyHTOBAHO, IO
HaMIiKaBilIMM Ta OJHUM 3 HalOIJIBII YCIIIITHIX CIIPaBe//INBO BBAKAETHCST IOCBI/T
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EcTonii, B ocHOBI cicTeMU €JIEKTPOHHOTO TOJIOCYBAHHS SIKOi JIEKUTh BUKOPUCTAH-
Hg Mepeki [HTepHeT, a Takox crerianabHol ieHTrdiKaiiiHoi kapTku (ID-kapT-
K1), sIKa TIOCBI[9y€ 0cOOYy BUOOPIISL.

Binsznayeno, 1o BIPOBAKEHHST MeEXaHi3My €JEeKTPOHHOTO TOJIOCYBaHHS
MIiCTUTD TIOTEHIIHI PU3UKHU Ta HEAOJIKM BUKOPHUCTAHHS, CEPEl SKUX: BPa3Jiu-
BiCTh KOMITIOTEPHUX cUCTeM (BipyCH, XaKepPChKi aTakW TOIO); HeloBipa 3HAY-
HOI YaCTWHM HaCeJIEHHS /10 TEXHOJIOTi eJIEKTPOHHOTO TOJIOCYBAaHHS; MOKJIUBICTD
MaHITyJIAI Ta CTOPOHHBOTO BTPYYaHHS y Pe3YJIbTaTH BOJIEBUSBJIEHHS; BiJICyT-
HICTh MOJKJIMBOCTI OTPUMATHU JIOKA3¥W PO TIPABOMOPYIIEHHST Yy BUTIAJKY ITiZI03-
pu y dambcudikaii Ta, BiAMOBIIHO, ePEKTUBHO OCKAPKUTH MPABOTIOPYIIEHHST;
3HAYHA 3aTPATHICTH TEXHOJIOTII Ha eTarli BIPOBAJKEHHST; HEIOCTYITHICTh [HTepHe-
Ty JIJII 3HAYHOI YaCTUHU HACEJIeHHST; BIZICYTHICTh UM HU3BKUH PiBEHb KOMIT IOTEP-
HOI TPAMOTHOCTI IT€BHUX KaTeropiil rpoMajisi; 3011blIeHHsT “IudpPOBOro po3pu-
BY” cycriibeTBa. /loBesieHo, 110 posiupenHs cepu 3acTOCYBaHHS PidHUX (HOPM
€JIEKTPOHHOTO IOJIOCYBaHHSI, SIKi B)Ke aKTUBHO BITPOBA/IKYIOThCS B YKpaiHi, CIipu-
STH TIOBHIIIIOMY 3aJTyYeHHIO HaceJeHHs /10 JIePXKaBHO-TPOMA/ICHKOTO JIiajiory Ta
HOJTITHYHOTO TIPOIECy HacaMIlepe/l MOJIO/i — HaNOIIbI CIIPUITHSTINBOI 10 TeX-
HOJIOTIYHMUX IHHOBAIH i, BOAHOYAC, YU He HANOIJIbII CKeNITUYHO HAJIAIlITOBAHOI
II10/I0 3BUYHUX IEMOKPATUYHUX iHCTUTYTIB.

KouoBi ciioa: BOOpH, eJIeKTPOHHA JIEMOKPATIsT, eJIEKTPOHHE T0JIOCYBaHHS,
BU/IN TIPOIIELYP €JEKTPOHHOTO TOJIOCYBaHHs, iHTEPHET-TOJIOCYBaHHSI, TEXHIUHI
3ac00M eJIEKTPOHHOTO TOJIOCYBAHHSI.

IJERTPOHHOE I'OJIOCOBAHME - IIYTb K BHEAPEHUIO
IJIERTPOHHBIX MEXAHN3MOB IMTPAMOUN JEMOKPATUIN
B YKPANHE

Annotanusa. Crarbs MoCBsIlleHa UCCAEI0BAHUIO TTOHATUS (DOPM 3JIEKTPOH-
HOTO TOJIOCOBAHMS U TO/IXO/I0B K €r0 OpraHusaliiu B cTpanax EBponbl, A3un n
CIIIA. TlokazaHo HOPMATHUBHOE PETYJUPOBAHUE HTOU chepbl B eBPONEHCKOM
U OTeYeCTBEHHOM 3aKoHOaTesbcTBe. OCBEIIeHO CTaHOBJIeHNWE HAIlMOHATIbHON
CUCTEMBI 2JIEKTPOHHOTO yIipaBJyieHus. [IpoananusnpoBaHo, 4TO OCHOBHBIM Ha-
3HaUEHMEM 32JIEKTPOHHBIX TEXHOJIOTMI TOJI0COBAHUS SIBJISIETCS OCYIECTBIEHNE
YeJIOBEKOM CBOETO BOJIEU3bSIBJICHMS, a TaKKe OCYIIeCTBJIeHHe ITpoliecca 1ojcye-
Ta roJI0COB, 6€3 BMENIATeNbCTBA MOCPEAHUKOB, KOTOPbIE MOTYT MTOBJIHSITH Ha pe-
3yJIbTaT (3JI0HAMepPeHHO, UJIN T0]] BJIUSHUEM YeJI0Be4eCcKoro (hakTopa).

O60ocHOBaHO MHEHHE O TOM, YTO 3JIEKTPOHHAST CHCTEMA TOJIOCOBAHUS YIKe BHE-
npena Bo MHorux crpanax mupa: CIITA, Kanane, bpaswmuu, Uapanu, bensrum, As-
crpanun, Jcrounu, I0xuoit Kopee. B Benmkobpuranuu, Tepmanuu, Dpanimm,
Ucnanun, [opryranuu, Utanun, Hopserun, [lIseittapun, Poccun, Kazaxcrane,
Snonuu, Kirae mpoBOIsSITCSt 9KCIIEPUMEHTBI TI0 €€ UCTosb3oBanuio. O1Hako 060c-
HOBAHHO, YTO CaMbIM MHTEPECHBIM M OJIHUM U3 CaMbIX YCIEIIHbIX CIIPABEJINBO
CUMTAETCS OIIBIT DCTOHUH, B OCHOBE CUCTEMbI 3JIEKTPOHHOTO I'OJI0OCOBAHUS KOTO-
POIi JIESKUT KCIIoJIb30oBaHKe ceTu VIHTepHerT, a Takke clieluaabHol niaeHTudrKa-
1oHHON Kaptouky (ID-kapTbr), KOTOpast yIOCTOBEPSIET INYHOCTH U3OUPATEJIS.
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OTMeueHo, 4TO BHEJPEHNE MEXaHN3MA 2JIEKTPOHHOTO TOJIOCOBAHUS COIEPIKUT
MOTEHIIMAJIbHBIE PUCKU W HEJOCTATKU MCIIOJIb30BAHMS, CPEIM KOTOPHIX: YSI3BH-
MOCTb KOMITBIOTEPHBIX CHUCTeM (BUPYCHI, XaKePCKUE aTaKW U T. I1.); HeJJOBEpHe
3HAYMUTEJbHON YacTU HaceJeHUs K TEXHOJIOTUU 3JIEKTPOHHOTO TOJIOCOBAHUS;
BO3MOKHOCTb MAaHUITYJISTIMI ¥ TOCTOPOHHETO BMENIATENBCTBA B PE3YIBTAThI BO-
JIEU3bSIBJIEHNS; OTCYTCTBUE BO3MOKHOCTU TOJIYYUTh /I0OKA3aTeIbCTBA MTPaBOHA-
pYIIeHUs B cirydae mopo3peHus B daabcuduKaimm 1, COOTBETCTBEHHO, 3 dek-
TUBHO 00’KaJI0BaTh MPaBOHAPYIIEHWS; 3HAYMTEIbHAST 3aTPATHOCTh TEXHOJOTHN
Ha JTare BHEJPEHUs; HeJIOCTYITHOCTh MIHTepHeTa /i 3HaYMTeIbHON YacTh Ha-
CeJIeHUST; OTCYTCTBUE WJIM HU3KUI YPOBEHb KOMIBIOTEPHOI TPAMOTHOCTH OIIpe-
JIEJIECHHBIX KaTErOPUil TpaskiaH; yBeqndeHue “nudpoBoro paspsiBa’ o0IecTBa.
Jlokazano, uyTo paciupenue chepbl MPUMEHEHUS PA3TUIHBIX (OPM JIEKTPOH-
HOTO TOJIOCOBAHUsI, KOTOPBIE YK€ aKTUBHO BHEJPSIIOTCSI B YKpanHe, ClIocoOCTBO-
BaTh HoJIee MOJTHOMY BOBJICUEHUIO HACEJIEHUSI B TOCYIaPCTBEHHO-00IIECTBEHHBII
JIMAJIOT W TOJUTHYECKHIT TIPOIECC, B MEPBYIO OYepPe/ib MOJIOIEKH — HaurboJiee
BOCIIPUMMYMBOI K TEXHOJIOTUYECKUM MHHOBAIIMSIM U OJTHOBPEMEHHO €/1Ba JTN He
CaMOIi CKENITUYECKN HACTPOEHHOM OTHOCUTEIHHO MTPUBBIYHBIX IEMOKPATUIECKUX

UHCTUTYTOB.

KmoueBbie cioBa: BbI60pr, JJIEKTPOHHAA AEMOKpPATUA, 3JIEKTPOHHOE T'OJIO-
COBaHME, BU/IbI ITPpOLEAYD IJIEKTPOHHOTO IOJIOCOBAaHWA, MHTEPHET-TOJIOCOBAHUE,
TEXHUYECKHUE CPEACTBA 3JIEKTPOHHOI'O IOJIOCOBAaHUA.

Formulation of the problem. The
right of the people as a carrier of sove-
reignty and the sole source of power
in Ukraine to directly exercise pow-
er is guaranteed by the Constitution
(Article 5, Part 2). To ensure the reali-
zation of this inalienable right, first of
all, various forms and mechanisms of
direct (straight) democracy are called.
Ukrainian legislation provides for such
forms of direct democracy as elections,
referendum, public hearings, people’s
initiative, general citizens’ meeting
and other forms of people’s will, public
opinion, etc. that are not prohibited by
law, that are characterized by voting,
discussion and holding of meetings.
Ensuring the constitutional rights of
the citizens and the development of
democracy depends on the qualitative
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preparation and holding of elections
and referendums [1]. The current vot-
ing system is costly, unprotected from
administrative pressure and unautho-
rized interference. Numerous facts of
falsification of voting results undermine
the trust of citizens in representative
bodies and generate political apathy.

In today’s information society the
use of so-called “electronic democracy”
has become widespread. Electronic de-
mocracy is characterized by widespread
use of information and communication
technologies for the implementation
of democratic procedures and the in-
volvement of the public in the process
of shaping the public policy. The im-
portance of studying the phenomenon
of electronic voting is due to the fact
that its introduction will expand the




possibility of involving citizens in de-
cision making of national importance,
minimizing the influence of the human
factor on the counting of votes and con-
tributing to the formation of the civil
society in Ukraine.

Analysis of the recent research
and publications. The issue of imple-
menting electronic voting tools and
approaches to its organization in other
countries was the subject of scientific re-
search by such domestic and foreign au-
thors as I. H. Sidenko, M. S. Mikhrovs-
ka, N. V. Hrytsiak, S. H. Solovyov,
M. N. Grachyov, O. Yu. Pyeskova,
L. Yu. Polovko, S. V. Fateyeva, A. A. Na-
sybulin, M. Yu. Mostova, N. V. Ty-
tovska, D. A. Kravets, D. V. Uhryumoy,
V. N. Khalyzyev, K. Yu. Matrenina,
S. A. Ovchynnikov. In the domestic
science the international experience of
electronic voting has not been studied
enough.

The purpose of the article is to ana-
lyze various forms of electronic voting
in foreign countries in view of the pros-
pect of implementation in Ukraine.

Presenting the main material.
Electronic voting (e-voting) is a com-
prehensive term that combines several
different types of voting, covering both
the process of electronically voting and
the process of automatically counting
votes using electronic devices and spe-
cial software. Electronic voting is one
of the tools of electronic democracy.
Ukrainian legislation defines electronic
voting as a vote on any public issue, in-
cluding participation in polls, elections,
referendums, involving the use of elec-
tronic means for the identification and
counting of the votes [2].

The primary purpose of the electro-
nic voting technology is to exercise the

will of the person, as well as the process
of counting votes without the interven-
tion of intermediaries, which may affect
the result (maliciously or under the in-
fluence of the human factor).

Under electronic voting technolo-
gies it is understood: punch cards and
optical scanning systems for ballots,
special “voting kiosks” (including au-
tonomous direct voting systems, for
example, used by deputies during voting
in the Verkhovna Rada). Also, electro-
nic technologies can be used to transmit
ballots and votes using phones, isolated
computer networks or the Internet [3].

Types of electronic voting proce-
dures:

Remote voting using Passport ID
and the Internet. Voting process: the
voter connects his ID card to the card
reader, goes to the CEC website, logs in
with the PIN code and gets to the elec-
tronic bulletin, votes and confirms with
the pin his/her choice. The voter’s vote
has already been processed, counted
and made public online.

Physical voting at the polling sta-
tions with the counting using elec-
tronic urn. This voting process is simi-
lar to the traditional, but each bulletin
is thrown away not in simple plastic
urns, but in a digital urn that is con-
nected to the Internet and after reading
the bulletin, the system automatically
recognizes the vote and counts the re-
sults.

Voting using special digital termi-
nals. Special digital terminals are com-
puters with touch screens, such as those
that replenish your mobile account.
Such terminals can be multifunctional
with the possibility of authorization
through the Passport ID-card or by -
using an ordinary passport through the
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provision of a special number for voting
from members of the commission [4].

The most common material and
technical means.

1. Vote-recording Technologies —
the filled in ballot is placed in the elec-
toral machine that registers the result
of the expression displayed on the bal-
lot paper or other card and automati-
cally calculates the results of voting.

2. Punched Card is used together
with voting machines that leave the
hole in the punch card, which is the
process of voting, after which the voter
drops the punch card to the election
urn.

3. Optical Scan Marksense pro-
vides for the electoral machine to read
information by optical means.

4. Direct-recording Electronic
Voting System — DRE — this is a vot-
ing by recording a voice using an elec-
tronic display equipped with mechani-
cal or opto-electronic components that
can be activated by the voter; while the
voter’s choice is processed using a com-
puter program [5].

It is worth noting that in the world
there are a variety of electronic vot-
ing systems that are constantly being
tested, modified, supplemented and de-
veloped. The world’s first mechanized
voting equipment was patented in the
United States in 1892. For centuries
the United States has been practically
the only supplier of voting equipment
throughout the market. Systems used
in the United States included lever
equipment, perforation equipment,
direct electronic voting (DRE) and
optical reading equipment (OMR).
Electronic voting complexes are widely
used in local and federal elections in the
United States. In 2002 the federal law

“Help America Vote Act” was passed in
order to escape from paper ballots, lever
devices (voters twist a lever next to the
candidate’s name) and punched card
machines (along with the names of can-
didates on special cards punches open).
Already in 2004 29 % of registered vo-
ters used direct-recording electronic
(DRE) machines.

Today in the US, in most polling
stations, electronic voting machines
equipped with a punch tape were re-
placed by touch-screen system. The
voter should only click the screen a
few times making his choice. This new
technology cost four billion dollars and
was introduced at polling stations in
42 states of 50. On the part of US poll-
ing stations there are also former vot-
ing systems: regular ballot papers that
need to be ticked, old punch cards in
which holes need to be pierced, and op-
tical machines. In some states you can
vote by mail (this is the most popular
method in Oregon) and even on the In-
ternet. However, voting by mail in dif-
ferent states is regulated differently. In
some states ballots of the absent voters
are accepted only until election day, in
others — after too [6].

The most common form of e-voting
in RF is the use of optical scanning
complexes for election ballots, that is
electronic ballot boxes. The recent ex-
ample of the introduction of electronic
urns is the election of the President of
the RF in 2018 where polling stations
were equipped with complexes for pro-
cessing election ballots with a total of
10000 units. Such complexes consist of
accumulated for bulletins and receiver
devices located on the lid of the elec-
tion box, which combines all electronic
hardware the basis of which is a micro-
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processor with a scanner connected to
it. For storage of the complex is pro-
vided with a permanent storage de-
vice, there is also the ability to connect
an SD memory card. The use of such
complexes minimizes possible falsifica-
tions of the results at the vote counting
stage, but they are not protected from
the so-called putting of counterfeit bal-
lots [7]. Among the CIS countries the
most massive electronic technologies in
the field of elections were applied at the
elections of the head of state in the Kyr-
gyz Republic in 2017. For the first time
electronic information and election sys-
tems (IES) were used, which included
automatic read-out boxes (ARB), spe-
cial protected data transmission chan-
nels, software, central server and web-
site. With them there were equipped
374 polling stations throughout Kyr-
gyzstan [8].

Electronic voting system has already
been introduced in many countries
around the world: the USA, Canada,
Brazil, India, Belgium, Australia, Esto-
nia, South Korea. In the UK, Germany,
France, Spain, Portugal, Italy, Norway,
Switzerland, Russia, Kazakhstan, Ja-
pan, and China experiments are being
carried out on its use.

However, the most interesting and
one of the most successful is fairly the
experience of Estonia, the basis of the
system of electronic voting is the use of
the Internet, as well as a special iden-
tity card (ID-card) that identifies the
identity of the voter. In Estonia the
procedure for electronic voting was en-
shrined in several normative legal acts:
the Law “On Elections to Parliament”
of June 12,2002, the Law “On Elections
to the European Parliament” of Decem-
ber 18, 2002, the Law “On Elections

to Local Self-Government” of March
27, 2002, the Law “On Referendum”
of March 12, 2002. Since 2005 an elec-
tronic voting without any exceptions is
held in all the elections. In 2005 9317
voters voted online, and in 2015 elec-
tions to the Parliament of Estonia via
the Internet were given 176 329 votes,
which is 30,5 % of the total. In the 2019
elections to the Parliament of Estonia
247 232 votes, 43,8 % of the total, were
submitted through the Internet.

How does the Internet voting in
Estonia go? The physical presence of a
person in the polling station is not re-
quired. Any Estonian can vote through
the Internet being anywhere in the
world and at any time of the day.

Through the computer the voter
must use an ID card (ID-card) with
a built-in chip that identifies the per-
son with the document along with the
passport. You also need to have a device
that reads for such a card and down-
load a special program from the site
of the electoral. After this the voter
goes to the electoral site, places his
card on the reader and votes for his
candidate.

The electronic voting is open one
week before the election date. More-
over, at this time, the voter can vote as
many times as possible. He can vote for
the same candidate every other time or
change his preferences all the time. But
at 00 o’clock in the day preceding the
official election date the electronic vot-
ing closes. As a result only the last op-
tion chosen by the voter is taken into
account. And if a person comes to the
poll and votes with the help of a regu-
lar ballot, then his electronic voice is
reset and is counted only the physically
given one.
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In addition, electronic voting is pos-
sible through special terminals with
touch screens in the polling stations.
This option requires the voter turnout
at the polling station, but he knocks
off the problem of falsifications on the
ground — the voter’s vote immediate-
ly enters the electronic database that
is stored on the server of the election
commission [9].

The absence of serious violations
and wide support for online voting by
Estonian citizens make it possible to
judge its sufficient reliability, security
and legitimacy of the results obtained
with its help. However, one should not
forget that Estonia is a small state, with
an active electoral right in which there
are just over 1 million citizens. There-
fore, there is no major burden on the
remote electronic voting system un-
like states where the number of voters
is tens of times higher and in which the
system may give rise to failures with
greater probability [9].

The use of reliable and objective
means of voting and the protection of
their results has been the subject of
repeated discussions at the interna-
tional and European levels, as set out
in particular in a number of reports of
European Commission for Democracy
through Law — Venice Commission
devoted to issues of correspondence
of remote voting (mail voting or elec-
tronic voting) to the Council of Europe
standards.

In a report approved on March
12—-13, 2004, the Venice Commission
warned of the need to take additional
measures to minimize the risk of fraud
and identified 5 principles that reflect
the foundations of European demo-
cracy and are equally suitable for
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both election campaigns and referen-
dums:

1. Universal right to vote: all the

people have the right to vote.

2. Levels of voting rights: each vo-

ter has an equal number of votes.

3. Freedom of vote.

4. Secrecy of the right to vote.

5. Direct right to vote.

In view of this, the Venice Commis-
sion recommended the following: elec-
tronic voting can only be used provided
that:

* the system is safe/secure and reli-
able;

* the electronic voting system
should be transparent, i.e.

* provide an opportunity to verify
its functioning;

* the voters should have the oppor-
tunity to receive confirmation of their
choice and

« fix it in case of error;

 in order to facilitate the recal-
culation of the votes in the event of a
conflict situation, a procedure for the
printing of votes may be envisaged [10].

The Committee of Ministers of the
Council of Europe, recognizing that in
recent years the use of information and
communication technologies by mem-
ber states has increased significantly
during the elections, on June 14, 2017,
adopted new Recommendations on the
rules of electronic voting. The new Re-
commendations are considered to have
lapsed the former Recommendations
(2004) to eleven member states on the
legal, organizational and technical stan-
dards for electronic voting in 2004, as
well as the new regulation of the orga-
nization and conduct of electoral voting
in the elections in the member states of
the Council of Europe. This document




defines the following electronic voting
objectives: enabling the voters to cast
votes from places other than polling
stations in their constituencies; facili-
tating the voter’s vote; facilitating par-
ticipation in elections and referendums
of the citizens who have the right to
vote and live or are abroad; expanding
access to the voting process for the vot-
ers with limited personal attendance at
the polling station and the use of equip-
ment available there; increasing the
turnout by providing additional voting
methods; the relevance of voting and
the level of development of society and
the increase in the use of new technolo-
gies as a means of communication and
participation of the citizens in demo-
cratic processes; decrease with time the
total expenses of the bodies conducting
elections or referendums; reliable and
quick notification of the results of the
elections [11].

In Ukraine, at the state level, a num-
ber of measures have been taken to es-
tablish a national electronic governance
system. In accordance with the Con-
cept for the development of electronic
democracy in Ukraine, approved by the
Cabinet of Ministers of Ukraine from
November 8, 2017, the period between
2017 and 2018 is intended to form the
basis for the introduction of electronic
voting, as well as electronic electoral
process, electronic referendums and
electronic plebiscites, and direct im-
plementation this system should take
place by 2020. [2] At the same time,
the absence in Ukraine of a methodo-
logy for assessing the development in
the field of electronic democracy does
not allow to objectively assess the pro-
cesses associated with the mentioned
issues.

For our country the introduction of
the electronic voting system is not li-
mited to the level of discussions. Thus,
an attempt to fix the e-voting at the
legislative level (albeit at the level of
the concept) was fixed in 2011, when
the bill Ne 8656 “On the concept “Im-
plementation of the Electronic Voting
System” was registered in the Verkhov-
na Rada.

The author of the legislative initia-
tive, the People’s Deputy of Ukraine
O. I. Tyshchenko, drew attention to
the fact that “the traditional electoral
system in Ukraine is too costly and
requires the participation of a large
number of people in the preparation,
organization of the elections and the
formation of incoming information at
the stage of counting votes, which leads
to spending significant funds from the
state budget of Ukraine, the possibility
of distorting incoming information for
counting votes and considerable time
expenditures”. Therefore, the docu-
ment was proposed to lay the founda-
tion for the introduction of the latest
information technology in the electoral
process. However, the bill was later re-
voked and discontinued.

It is worth noting another experi-
ence of Ukraine on this issue, that,
although it can not be considered a
complete attempt to introduce e-elec-
tions, however, may well simplify and
bring about such a transition in the
future. In this context, you can high-
light:

¢ the introduction of biometric pass-
ports of the citizens of Ukraine, as well
as internal passports in the form of ID-
cards that in the future can be used to
identify the voter during the electronic
voting;

259




* now the citizens of Ukraine have
the opportunity to receive an electronic
digital signature that may also be need-
ed when introducing e-voting;

 today, on the eve of the presi-
dential and parliamentary elections,
the Ukrainians are able to check their
presence on the electoral rolls online —
through a special service on the website
of the State Register of Voters, which
is already a significant step forward to-
wards electronization of the electoral
process;

* not a less achievement in this con-
text can be considered the transition
of the CEC to procurement through
the electronic system PROZORRO of
gradual electronization of the activities
of the CEC [12].

Studying the world experience of
implementation shows that attention
should also be paid to the potential
risks and disadvantages of the use of
the electronic voting mechanism: the
vulnerability of computer systems (vi-
ruses, hacker attacks, etc.); distrust of
a large part of the population to the
technology of electronic voting; the
possibility of manipulation and third-
party interference in the results of the
exercise of will; the lack of opportunity
to obtain evidence of an offense in the
event of suspicion of falsification and,
accordingly, to effectively challenge the
offense; significant cost of technology
at the implementation stage; unavai-
lability of the Internet for a large part of
the population; the lack or low level of
computer literacy of certain categories
of citizens; an increase in the “digital
divide” of the society. One of the main
reasons is the inability to provide infor-
mation security in the face of the con-
tinuing threat of cyber-intervention by
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Russia. According to Freedom House,
Russia only in 2017 intervened in elec-
tions in 28 countries of the world.

Conclusions. The development of
voting technologies, especially in re-
cent years, has become massive in glo-
bal practice, and the experience gained
now allows us to talk about establishing
common standards and requirements
for the modernization of the electoral
process. Electronic voting represents a
new, in terms of efficiency, field of the
electoral process and in this regard is of
great urgency. This is due, firstly, to the
fact that electronic voting is not only
a new form of recording the will of the
electorate, but also a qualitative leap
forward in the development of democ-
racy in general. However, this quality
is not in the creation of new forms of
democracy, but in fundamentally new,
technologically, functioning of demo-
cratic institutions.

World experience shows that in or-
der to implement and effectively use
electronic voting, a long and coordi-
nated work of the state, political and
public organizations, and the expert
community to overcome the techni-
cal and legal problems that arise when
implementing the above-described
system will be required. Taking into
account the above-mentioned shortco-
mings and risks of the electronic voting
procedure, as well as the lack of expe-
rience, its use requires a cautious and
well-considered position regarding the
use of Internet technologies during the
exercise of the will. At the same time,
in an era of intensive development of
information space and information so-
ciety, it is impossible to stand aside the
technological progress. However, the
condition for the use of electronic vo-




ting mechanisms in Ukraine should be
guarantees of the safety of its imple-
mentation. In addition, electronic vo-
ting should be used as a parallel form of
traditional expression of will, and not as
a single, non-alternative mechanism of
electing the power.

REFERENCES

1. Romanenko Ye. O., Chaplai I. V.
(2016). Nevidpovidnosti natsional-
noho vyborchoho protsesu standartam
Yevropeiskoho Soiuzu [Incompatibili-
ties of the national electoral process
with the standards of the European
Union]. O.1. Datsiia (Eds.). Rozoytok
kreatyonoho publichnoho upravlinnia —
Development of creative public admin-
istration: Materials of the international
scientific and practical conference.
(p. 189-190). Kyiv: Akademiia munit-
sypalnoho upravlinnia [in Ukrainian].

2. Rozporiadzhennia Kabinetu Ministriv
Ukrainy “Pro skhvalennia Kontsept-
sii rozvytku elektronnoi demokratii
v Ukraini ta planu zakhodiv shcho-
do yii realizatsii”: vid 08.11.2017,
Ne 797-r [Regulation of the Cabinet
of Ministers of Ukraine “On Approval
of the Concept for the Development
of Electronic Democracy in Ukraine
and the Action Plan for its Implemen-
tation” from 08.11.2017, Ne 797-r].
(n.d). zakon.rada.govua. Retrieved
from https://zakon.rada.gov.ua/laws/
show/797-2017-%D1%80 [in Ukrai-
nian].

3. Elektronne holosuvannia [Electronic
voting]. (n.d.). uk.wikipedia.org. Re-
trieved from uk.wikipedia.org/wiki/
Elektronne holosuvannia [in Ukrai-
nian].

4. Soudriette R. W. (2013). Tekhnolo-
hii holosuvannia: zhyttievo vazhlyvyi
instrument dlia uchasnykiv vyboriv
[Voting technologies: life important

instrument for election participants].
Visnyk Tsentralnoi vyborchoi komisii —
Bulletin of the Central Election Com-
mission, 3 (27), 27-29. Retrieved
from http://www.cvk.gov.ua/visnyk/
pdf/2013 3/Visnik_3 2013 st 11.
pdf [in Ukrainian].

. Orlov A. G, Leybo Yu. I, Rakitska-

ya L. A. (2012). Sovremennye izbiratel-
nye sistemy. Vyp. 2: Argentina, Ger-
maniya, Shvetsiya [Modern electoral
systems. Issue 2: Argentina, Germany,
Sweden). Yu. A. Vedeneey, V. 1. Lysen-
ko (Eds.). Moscow: RTsOIT; Norma
[in Russian].

. Baragona S. (2016). Mashini dlya

golosovaniya, kotorye ne po zubam
khakeram [Machines for voting, which
is too tough for hackers]. www.golos-
amerikioru. Retrieved from https://
www.golos-ameriki.ru/a/us-voting-
mashine/3586068.html [in Russian].

. Kotov V. (2018). Vibori - 2018: ne me-

nee 23 mln rossiyan progolosovali na
uchastkakh, osnashchennye KOIBami
[Elections — 2018: at least 23 million
Russians voted at the polling stations
equipped with Optical Scan Voting
System]. riafan.ru. Retrieved from
https://riafan.ru/1037393-vybory-
2018-ne-menee-23-mln-rossiyan-pro-
golosovali-na-uchastkakh-osnashen-
nykh-koibami [in Russian].

. Samye chistye vybory v SNG — nably-

udateli ob itogakh golosovaniya v KR
[The most pure elections in the CIS -
observers on the results of voting in the
Kyrgyz Republic]. (2017). ru.sputnik.
kg. Retrieved from https://ru.sputnik.
kg/society/20171016,/1035804289 /-
chistote-vyborov-prezidenta-kr.html
[in Russian].

. Timofeev V. (2018). Elektronnoe

golosovanie na vyborakh v Ukraine:
podgotovka nachata [Electronic vot-
ing in elections in Ukraine: prepara-
tion started]. kp.ua. Retrieved from
https://kp.ua/politics/598622-elek-

261




10.

11.

tronnoe-holosovanye-na-vyborakh-
v-ukrayne-podhotovka-nachata/ [in
Russian].

Recent and Current Events. wwuw.
venice.coe.int. Retrieved from http://
www.venice.coe.int/webforms/
events/ [in English].

5 of the Committee of Ministers
to member States on standards
for e-voting. (2017). search.coe.
int. Retrieved from https://search.
coe.int/cm/Pages/result details.
aspx?0bjectlD=0900001680726f6f
[in English].

CNMNCOK BUKOPUCTAHUX

DOKEPEN

1.

262

Pomanenko €. O., Haruraii 1. B. Hesiz-
HOBIZHOCTI HallilOHAILHOTO BUOOPUOTO
IpoIlecy cTaHaapraMm E€BPOTENCchKO-
ro Coiozy / Po3BuUTOK KpeaTHBHOTO
ny6JiyHOro yupasiainas: Marepiaiu
MIZKHAPOJHOI ~ HAyKOBO-TIPAKTHUYHOI
kougepentii (08.04.2016) / 3a 3ar.
pexn. O. 1. [lamisa. — K.: Akagemist my-
HinumasbHoro ympasiinas, 2016, —
C. 189-190.

. Konmeniisi po3BUTKY eJIeKTPOHHOI

JIleMOKpartii B YKpaiHi, cXBajieHa po3-
nopspkentsM  Kabinery MinicTpis
Ykpainu Big 08.11.2017 p. Ne 797-p.
uk.wikipedia.org/wiki/Enexrponne
TOJIOCYBaHHSI.

Bicauk IlenTpanbHoi BHOOPYOI KO-
micii. — 2013. — Ne 3 (27). — Pexxum
JOCTYILY: http://www.cvk.gov.ua/

10.

11.

visnyk/pdf/2013_3/Visnik 3 2013
st_11.pdf

CoBpeMeHHbBIE M30MPATENTbHBIE CHC-
Tembl. B, 2: Aprentuna, [epmanust,
MIsenusa / A. T. Opaos, IO. 1. Jleii6o,
N. A. Pakurckas; vayu. pez. 10. A. Be-
nenees, B. U. JIvicerko; [lenTpambHas
usbupar. komuccust PO, — M.: PITO-
NT, Hopma, 2012. — 320 c.

MainmHbl ISt TOJIOCOBAHMST, KOTOPHIE
He 1o 3ybam xakepam. Tosmoc Amepu-
k. URL: https://www.golos-ameriki.
ru/a/us-voting-mashine/3586068.
html

Komos B. Bu6Gopbi-2018: ne Me-
Hee 23 MJH POCCUSH TIPOTOJIOCO-
BalM Ha ydYacTKaX, OCHAIICHHBIE
KOMBamu. URL: https://riafan.
ru/1037393-vybory-2018-ne-menee-
23-mln-rossiyan-progolosovali-na-
uchastkakh-osnashennykh-koibami
Cawmpie uncreie Bbibopsl B CHT — Ha-
Gurofatesii 06 UTOTaX TOJOCOBAHIS
B KP. URL: https://rusputnik.kg/
society/20171016,/1035804289 /-
chistote-vyborov-prezidenta-kr.html
https://kp.ua/politics/598622-¢clek-
tronnoe-holosovanye-na-vyborakh-v-
ukrayne-podhotovka-nachata/
http://www.venice.coe.int/web-
forms/events/

Recommendation CM/Rec (2017)
5 of the Committee of Ministers
to member States on standards
for e-voting. URL: https://search.
coe.int/cm/Pages/result_details.
aspx?ObjectlD=0900001680726f6f




