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Abstract

Object of study. Multilevel validation of a cyber-resilience methodology for interdependent smart-region services. Problem.
Results from formal verification, simulation, hardware-in-the-loop testing, pilot deployment, and external replication are not
interchangeable; missing claim-to-evidence links encourage unsupported generalization. Purpose. To develop and partially
verify a reproducible V0-V5 validation programme. Methods. The programme defines twelve attack and failure scenarios A1-
A12, six resource-comparable configurations BO-B5, and paired ablations of the evidence pipeline, digital twin, and policy
controller; it uses synchronized traces, common event markers, confidence intervals, effect sizes, and multiple-testing correction.
Results. In the available V3 aggregates, B5 versus B1 reduced mean detection time from 43,1 to 8,5 s (80,3%) and recovery
time from 399 to 122 s (69,4%), achieved 98,7% integrity-verification accuracy with less than 6% overhead, and increased the
normalized resilience index from 0,71 to 0,93. Distinctive features. Unlike single-node assessment, the architecture combines
validation levels, claim-to-evidence traceability, and cumulative 10-14 maturity gates while separating laboratory causality,
operational feasibility, and external transferability. The changes are explained by the joint operation of a verified telemetry
pipeline, a cross-sector dependency model, and a constrained recovery controller. Practical use is appropriate in controlled
regional infrastructure with an equal resource budget, synchronized measurements, verified safety rules, and explicit evidence
boundaries. Conclusions. The aggregates support a descriptive proof of concept for the integrated system, but component-level
causality requires run-level logs, completed ablations, a V4 pilot, and independent V5 replication.

Key words: experimental validation, hardware-in-the-loop, external replication, cyber-resilience maturity, attack
scenarios, baselines, reproducibility, smart region.

AHoTanis

06'ekm docaidxcenHs. bazamopieHesa sanidayis memodoso2ii kibepcmilikocmi 83aemo3anexcHUX cepegicie po3ymMHO20
pezioHy. Ilpobaema. Pezynsemamu popmanbHoi nepegipku, Mo0ea08aHHS, AnapamHo20 mecmye8aHHsl, NiJlomHoO20 8npoaa-
diceHHs1 ma 308HIWHBLO20 BIOMBOPEHHS HE € 83AEMO3AMIHHUMU, @ 8IOCYMHICMb 38’13Ky Midc meepoiceHHsIMU Ui dokazamu
CNpUYUHsIE HEOBTPYHMOBAHe y3az2a1bHeHHs egpekmis. Mema. Po3pobumu ma yacmkoso nepegipumu 8idmeopreaHy npoapa-
My easidayii 8id V0 do V5. Memodu. Chopmosaro dsanadyssme cyeHapiie amak i giomos A1-A12, wicmb pecypcHo nopisHio-
eaHux koHgizypayiii BO-B5, naphi abaayii koneeepa dokasie, yugposozo deiiiHuka i KoHmposiepa noaimuk; neped6aieHo
CUHXPOHI308aHi mpacu, cninbHi yacosi mapkepu, dogipui iHmepeau, po3mipu epekmia i KOpeKyiro MHOHCUHHUX NOPIGHSHb.
Pezynbmamu. 3a azpezamamu V3 koHgpizypayia B5 nopieusito 3 B1 3meHwuaa cepedHili yac eusignenHs 3 43,1 do 8,5 ¢ (Ha
80,3 %), uac gioHoseHHs1 — 3 399 do 122 ¢ (Ha 69,4 %), 3a6e3neuusa mouHicmsb nepegipku yinichocmi 98,7 % 3a HakaadHux
sumpam meHu Ak 6 % i nidsuwusa Hopmanizoearull iHdekc cmitikocmi 3 0,71 do 0,93. Ocob6.ausocmi peaynemamy. Ha 8iominy
810 OYIHIOBAHHSA OKpeMO20 8y3.1a, apximekmypa noedHye pisHi saaidayii, npocmescysaHicmb «meepoHceHHs-00Ka3» i pigHi
3pinocmi 10-14, poamesicogyrouu a1a60pamopHy npu4uHHicme, onepayiiiHy 30iticHeHHicmb i 308HIWHIO nepeHocuMicms, 3MiHU
NOsICHII0MbCS CNiILHOI po60MOI0 nepegipeH020 KoHeeepa meaemempii, Modeni MincceKmopHUX 3aexcHocmell I o6 medice-
HO20 KOHMpo.Jiepa 8i0Ho8AeHHs. [IpakmuyHe 8UKOPUCMAHHS MOXCAUBE Y KOHMPOIb0BAHIl pezioHabHill iHpppacmpykmypi
30 00HAK08020 pecypCcHO20 6100xcemy, CUHXPOHI308AHUX 8UMIPIOBAHY, hepesipeHUX Npasu/ 6e3neKku ma s18H020 8PAXy8AHHS
Medie dokasie. BucHosku. Aepezamu nidmeepadicytoms onucosutl dokas koHyenyii iHmeapogaHoi cucmemu, asne He 8U3Ha4a-
10Mb NpU4UHHULI BHECOK KOMNOHeHmie 6e3 JicypHaJie 3anyckis, 3asepuwieHux abasayili, nizomy V4 i He3asesxcHoi penaikayii V5.

Katouosi caoea: ekcnepumenmasibHa nepegipka, anapamxe 3a6e3nevyeHHs 8 YUKJil, 308HIWHs penjikayis, 3pisicme
Kibepcmitikocmi, cyeHapii amak, 6a3o8i pigHi, 8idmeoproeaHicms, po3yMHuUll pe2ioH.

1. Introduction. A smart region combines energy, telecommunications, water, transport, emergency, and public
digital services through shared sensors, edge nodes, networks, cloud platforms, and control centres. A local cyber
incident can therefore alter both an asset and dependent services with different criticality and recovery objectives.
Validation must address this interdependence rather than report the uptime of an isolated node.
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Evidence does not transfer automatically across experimental levels. Formal safety does not
demonstrate controller speed; simulation omits driver, queue, and clock effects; hardware-in-the-loop
testing cannot reproduce all organizational delays; and a pilot without control does not establish general
causality. Each claim must therefore be linked to a validation level, artifact, and explicit boundary of
interpretation.

Bocci et al. [1] combine declarative cloud-edge placement with information-flow analysis and evaluate
deployment performance through simulation. This supports secure placement decisions, but does not
establish service continuity during recovery. Yang et al. [2] develop multi-replica integrity verification
and reputation-based collaborative auditing for edge servers. Their approach strengthens the evidence
pipeline, yet verification of stored replicas cannot establish whether a sensor measurement was physically
truthful before storage. Placement security and evidence integrity therefore require distinct validation
outcomes.

Fett et al. [3] bridge conceptual digital-twin reference architectures and practical cloud, edge, and
hybrid implementations. This provides deployment guidance, while attack-specific acceptance criteria must
be defined separately. El-Hajj [4] evaluates a digital twin and intrusion detection in a Raspberry Pi test
environment, reporting flood detection alongside limitations in scan detection and resource use. That study
demonstrates why successful alerting should be distinguished from timely recovery; extending its findings
to interdependent regional services requires additional evidence.

Cho et al. [5] propose availability metrics and area-under-the-curve normalization, evaluated using
transaction and connection rates under denial-of-service conditions. These measures inform the present
resilience index, but cannot substitute for integrity or safety criteria. Tao et al. [6] synthesize industrial
digital-twin applications and physical-cyber integration. Their conceptual account helps define the twin
component; the resilience of a particular implementation nevertheless remains an empirical question.
Consequently, architectural plausibility and measured mission preservation should not be treated as
equivalent evidence.

Alcaraz and Lopez [7] organize digital-twin threats by functionality layers and operational
requirements, providing a basis for attack coverage and trust boundaries. A threat taxonomy, however,
does not demonstrate that a control restores mission capability. Rose et al. [8] define Zero Trust around
resource protection and explicit authentication and authorization, without implicit trust based on network
location. These principles constrain admissible actions in the proposed controller, while their operational
effectiveness must be assessed through recovery, service-degradation, and safety measurements.

Shi et al. [9] explain the rationale for processing near data sources and discuss edge service
management, security, privacy, and optimization challenges. This motivates the deployment profile, but
actual latency under hostile traffic requires measurement. Kritzinger et al. [10] distinguish digital models,
digital shadows, and digital twins by their degree of physical-digital integration. This classification prevents
monitoring alone from being equated with a synchronized twin; it does not establish forecast accuracy or
secure closed-loop operation.

Sengupta et al. [11] survey attacks, countermeasures, and blockchain approaches across IoT and
[1oT settings. Their synthesis supports threat selection, but ledger-based recovery still requires tests of
communication cost and trust assumptions. Mozzaquatro et al. [12] combine ontology-based security
design with runtime threat classification and adaptation, including an industrial case study. This supports
consistent security semantics, whereas cross-sector recovery effects require resource-comparable
experiments. Thus, threat coverage and semantic consistency inform the programme without proving its
integrated effectiveness.

Dietz and Pernul [13] explain how digital twins support industrial-control security through simulation
and replication of physical-system behaviour. Replication inside a twin must be distinguished from
independent repetition by another team and site, the objective of V5. Aghazadeh Ardebili et al. [14]
relate critical-infrastructure cyber resilience to risk-assessment methods, governance, and standards.
This broadens the selection of evaluation criteria, but does not establish the performance of a particular
recovery controller or its transferability between infrastructures.

Chandola et al. [15] compare anomaly-detection methods through their assumptions, limitations,
and computational demands. This supports explicit detector selection, but discrimination of anomalies
alone cannot demonstrate safe recovery. Xu et al. [16] examine industrial [oT through interacting control,
networking, and computing subsystems and their reliability requirements. This motivates coupled cyber-
physical testing, while industrial requirements need recalibration for regional services with different
criticality and recovery objectives. Detector performance must therefore be interpreted within the wider
service and control context.
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Ranaweera et al. [17] map security and privacy threats to the multi-access edge-computing architecture
and examine countermeasures. This informs the edge threat model, while end-to-end recovery gains under
fixed resources remain to be tested. De Neira et al. [18] classify DDoS-prediction research by warning time,
architecture, and methodology. Prediction before an attack develops differs from detection after onset and
subsequent recovery; comparisons therefore require common event markers and equivalent exposure
rather than interchangeable timing metrics.

Fuller et al. [19] review enabling technologies and challenges across manufacturing, healthcare, and
smart-city digital twins. This establishes application breadth, but outcomes from these domains cannot
be pooled into a regional resilience claim without explicit transfer conditions. Minerva et al. [20] derive
foundational twin properties and a generic architectural model from technical features and application
scenarios. This guides state representation and synchronization, while conformity to an architecture must
be complemented by calibrated cascade forecasts and verified intervention outcomes.

Sharma et al. [21] identify incomplete implementation disclosure, domain dependence, and inadequate
performance metrics as obstacles to evaluating and comparing digital twins. These findings directly
motivate run manifests and common outcomes, while the present programme still requires released run-
level artifacts to demonstrate reproducibility. Homaei et al. [22] review cybersecurity risks affecting digital
twins and the potential role of artificial intelligence in protection. This supports treating the twin itself as
security-critical, with separate tests of uncertainty, state freshness, and action safety.

Taken together, these contributions provide placement, auditing, architectural, detection, and
assessment foundations. Their different objectives and validation settings leave a methodological need for a
common link between claims, resource-comparable experiments, and level-specific artifacts. The proposed
programme addresses that need by separating formal safety, laboratory effects, operational feasibility, and
external transfer. It does not assume that combining established components has already demonstrated all
four: each requires its own evidence and explicit limits of interpretation.

This article addresses that gap through a VO0-V5 programme that separates formal correctness,
laboratory causality, operational feasibility, and external transferability. Its contribution is an architecture
combining twelve scenarios A1-A12, configurations B0-B5, paired ablations, claim-to-evidence traceability,
and the 10-14 maturity model. Only supplied V3 aggregates are treated as observations; arithmetic changes
are derived, whereas V0-V2, V4, and V5 remain protocols where the required evidence bundles are absent.

The integration problem is methodological as well as technical. A detector may improve alert speed
while leaving recovery unchanged; an integrity audit may verify stored blocks without establishing
whether a sensor reported the physical process truthfully; and an optimizer may preserve availability
while violating an authorization or safety constraint. The programme therefore evaluates mission outcome,
mechanism quality, safety, resource cost, and transferability separately, while retaining a traceable link
between each claim and the evidence that can legitimately support it.

Research aim. The aim of this study is to develop a reproducible V0-V5 validation programme for the
cyber resilience of interdependent smart-region services and to assess its integrated proof of concept using
the available V3 aggregate evidence. The programme links each claim to the artifacts and interpretation
boundaries required at its validation level.

Research objectives. To achieve this aim, the study determines the evidence requirements and
admissible claims at each V0-V5 level; quantifies the descriptive B5-versus-B1 changes in the available V3
aggregates within the stated resource-comparable profile; defines paired ablations and criteria for identifying
component-level causal contributions; specifies tests of scaling limits and external transferability; translates
validation evidence into cumulative 10-14 maturity gates; and critically compares the findings with prior
work to identify limitations and further research needs. These objectives distinguish the aggregate analysis
performed here from ablation, pilot, and independent-replication studies that remain to be completed.

2. Materials and methods. The object of study is the multilevel validation process for cyber resilience
of interdependent smart-region services. The main hypothesis is that, under an equal resource budget, the
integrated B5 configuration improves mission preservation, detection, and recovery relative to B1, while
the admissible interpretation remains bounded by the validation level. The analysis assumes identical
attack traces, workloads, seeds, and time budgets; synchronized clocks and common event markers; and
stable service-criticality weights within each comparison. The principal simplifications are a controlled
four-sector profile, emulated sensors, one V3 testbed, aggregate rather than run-level observations, and the
absence of completed V4 and V5 studies.

2.1. Research questions and hypotheses. The study asks whether B5 reduces mission loss, detection
time, and recovery time under an equal resource budget, and where its scaling and transferability limits
occur. Hypotheses and present evidence status are fixed before analysis (Table 1).
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Table 1
Research hypotheses and current evidence status

Code Hypothesis Current evidence
Preliminary aggregate comparison
only with B1

H1 B5 reduces mission loss versus resource-comparable baselines

The evidence pipeline reduces detection delay . .
H2 . . . Run-level B5-E ablation required
without excessive false positives

H3 The digital twin improves cascade forecasting and localization | Protocol only; numerical series absent

The policy controller reduces recovery time .
H4 . . Aggregate effect reported; B5-P required
without unsafe actions

H5 The effect persists to 102-10* devices within service limits Scale test planned
Hé6 V4 and V5 preserve the direction of effect Not completed
Source: compiled by the author.

Component-level claims require B5-E, B5-D, and B5-P ablations on identical traces; a full-system versus B1
comparison cannot isolate their causal contributions.

2.2. Evidence chain and preregistration. Before the main series, the model version, parameters, metrics,
configurations, ablations, exclusion rules, minimum detectable effect, test order, multiplicity families, and
disclosure plan are frozen. Any later change creates a new protocol version rather than silently replacing the
original hypothesis.

Claim-to-evidence traceability

Hypotheses Versions and Paired traces Raw logs and

Archive and Analysis and Deviation Tables and

replication bootstrap log figures

Fig. 1. Claim-to-evidence traceability from preregistration to independent replication
(Source: prepared by the author)

Claim-to-evidence traceability (Figure 1) is implemented through a machine-readable manifest containing
artifact hashes, software, firmware and container versions, hardware, seeds, timestamps, synchronization
data, and deviations. Hashes establish immutability after acquisition, while authenticity, provenance,
transport integrity, and physical plausibility remain separate evidence fields.

2.3. Functional decomposition of the methodology. The evidence pipeline validates identity, timestamps,
sequences, provenance, freshness, signatures, and selected replicas. The dependency-aware digital twin
synchronizes asset state, estimates cascades, and tests candidate interventions. The constrained policy
controller rejects actions that violate authorization, capacity, trust, or safety requirements and selects a
reversible action that minimizes expected mission loss.

The test model links energy, telecommunications, water, and public digital services to reproduce the chain
physical process - communication - computation - service. It is a controlled cross-sector profile, not a claim
of representativeness for every regional asset.

VO checks authorization, rollback reachability, deadlock freedom, and command consistency. Subsequent
levels add simulation, real protocols and queues, hardware limits, operational integration, and independent
replication. Figure 2 summarizes the architecture.
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Architecture of the multilevel validation testbed

Telecommunications

Water supply
Public digital services

_ Evidence pipeline Digital twin Policy controlier
Authentication State and dependencies Constraints
Provenance Cascade forecast Action selection

Freshness and trust ‘What-if analysis Rollback and safaty ":::qr:?:;vm:r;ct

—
—
—
—

SIEM / IDS [ MQTT [ NTP Prometheus / Grafana SOAR [ orchestrator
Append-only log Event markers and raw logs Kubarnetes | physical process

Fig. 2. Architecture of the multilevel testbed and managed recovery loop
(Source: prepared by the author)

2.4. Validation levels V0-V5. Each level answers a distinct evidence question and limits the conclusion
that may be drawn (Table 2).

Table 2
Validation levels, evidence purpose, and present status
Level Evidence purpose Present status and limit
VO Formal safety, liveness, authorization, deadlock checks Protocol; no model-checker report
Vi Simulation of dependencigs, extreme cases, Protocol: no real network costs
factorial series
V2 Real protocols, queues, partitions, failover, recovery Engineering profile only
V3 Hardware and cyber-physical limits, safety interlocks Reported aggregate evidence in one testbed
V4 Operational fit, dz;)t:rcflglre;k;}rf; Cheuman-ln-the-loop Not performed; feasibility only
V5 Independent replication within a frozen profile Not performed; no universal claim

Source: compiled by the author.

2.5. Experimental platform. The reported V3 profile used 12 emulated Internet-of-Things sensors
with Mosquitto 2.0; four Raspberry Pi 5 edge nodes with K3s 1.30, Suricata 7.0, and integrity agents; three
8-vCPU/16-GB virtual machines with Kubernetes 1.30; Eclipse Ditto 3.5; Prometheus 2.53, Grafana 11, and an
append-only log; and an isolated Kali Linux host with Hping3 and NMAP. Common event markers identified
attack onset, detection, containment, recovery, and the observation-window end. Experiments were confined
to an isolated network; pilot data require aggregation or pseudonymization.

Before every run, clocks are synchronized and the environment is restored to a clean snapshot. Attack
onset, alert generation, containment, service restoration, and the end of the observation window share
common markers so that MTTD, MTTR, and mission loss use the same temporal reference. The supplied
description covers four attack profiles with twenty repetitions each; because the individual traces are
unavailable, that repetition count cannot be independently audited or used to reconstruct dispersion.

2.6. Catalogue of attacks and failures. A scenario is admissible only when ground truth specifies time,
asset, event class, injection profile, expected indicators, permitted responses, and a stop condition. The
minimum catalogue in Table 3 covers data, time, gateways, networks, quorum, keys, policies, storage, and
physical plausibility.

Each scenario is parameterized by intensity, duration, affected fraction, topology position, and legitimate
workload mix. A1 and A2 deliberately separate post-signing tampering from validly signed falsehood; A5
separates hostile flooding from a flash crowd; A6-A10 exercise recovery state machines; and A11-A12 test
correlated evidence and cross-sector cascades. The same scenario definition is reused across configurations
so that differences are not caused by unequal fault exposure.
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Table 3
Minimum catalogue of attacks and failures
Code Scenario Validation objective
Al Post-signing tampering Cryptographic integrity
A2 Validly signed false readings Physical plausibility and sensor-oracle consistency
A3 Replay, timestamp manipulation, clock drift Freshness and sequence integrity
A4 Compromised edge gateway Provenance, attestation, redundant routes
A5 DDoS or flash crowd Admission control with bounded false positives
A6 Partition or quorum loss Graceful degradation and reconciliation
A7 Byzantine validator or collusion Quorum trust boundary
A8 Key compromise or revocation Identity-state recovery
A9 Policy or smart-contract defect Verification, approval, and rollback
A10 Off-chain storage failure Restore and integrity control
A1l Coordinated sensor-cluster compromise Independence-aware trust
A12 Four-sector cascade Dependency-aware coordinated recovery

Source: compiled by the author.

2.7. Configurations B0-B5 and ablations. Resource-fair comparisons use identical nodes, bandwidth,
service demand, attack traces, seeds, time budgets, and recovery rules (Table 4). B5-E removes provenance/
freshness/trust, B5-D removes cascade forecasting and what-if analysis, and B5-P removes automated policy
selection while preserving observations.

Unused baseline capacity is recorded as a cost rather than reassigned to B5. Configuration order is
randomized, and all variants use the same action horizon and stop conditions. Ablations may disable
uncertainty handling, fallback, or the safety shield.

Component effects are estimated from paired contrasts and interaction terms, not by dividing the overall
B1-B5 improvement into arbitrary percentages.

Table 4
Resource-comparable configurations B0-B5
Code Configuration Enabled mechanisms
BO Standard stack Local logs, access control, standard failover
B1 Strong detection and manual response IDS/SIEM, operator decision, manual recovery
B2 Zero Trust and orchestration Identity, policy rules, playbooks; no cascade forecast
B3 Static SDN/NFV resilience Rule-based reroute, failover, static chains
B4 Centralized optimizer Full telemetry and optimization; no provenance-aware
trust
BS Full methodology Evidence pipeline, digital twin, constrained controller,

rollback

Source: compiled by the author.

2.8. Metrics and mathematical model. The primary outcome is mission capability rather than an individual
node. For normalized service capability q,(t) and criticality weight w,, the regional mission quality is

K K 1

0, (6)=Yq.(t), Yo =1 (1)

k=1 k=1

The area of mission loss and normalized resilience index are

L, = [[1-0,(t)]dt, (2)

L 105

NRI=1-—"—= t)dt.

t,—t, t —t, t;[Q’"( ) (3)

Equation (3) measures the preserved capability area across services; the integral is evaluated by the
trapezoidal rule over a common comparison window [5].

For source i, dynamic trust combines passed integrity checks [(t), provenance consistency P;(t), and
behavioural consistency B;(t):
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T, (€)= AT, (e~ 1) +(1-2) (w1, (£) + W, (£) + w,B, (¢)), (4)

The weights sum to one and 0 <= lambda <= 1. A valid signature proves origin and post-signing
immutability, not the physical truth of a sensor; A2 and A11 therefore test process consistency and evidence-
source independence.

Selective replica auditing complements source trust by sampling stored blocks according to a prespecified
corruption model and target detection probability. The audit budget is recalculated when replica size,
expected damaged share, or target confidence changes and is reported as a cost outcome for each tested
profile. Audit evidence detects post-acquisition alteration but does not replace plausibility checks on
measurements that were already false when signed.

Local risk propagates through dependency matrix W. The stationary estimate is valid when the spectral
radius rho(BW?) is below one:

r=0+pWr=(1-pw’) L. (5)

The controller selects an admissible action by minimizing mission loss, resource cost, disruption, and
uncertainty:

. = arg(glAzg [Lm (a) +nCC(a)+ndD(a)+nuU(a)]. (6)

Any action violating a hard safety predicate is excluded regardless of expected benefit.
Detection and recovery time use common event markers:

18 18
MTTD==>"(£ £ ), MTTR==3" (£ —t"). (7)
ni= ni4
The scaling boundary is the first device count at which decision latency, resource use, safety, or mission-
loss limits are violated:

Nlim=min{N:p99(N)>D,., v U, (N)>Umax

act

VL, (N)>L,}- (8)

The metric hierarchy prevents a secondary improvement from masking mission or safety degradation.
Mission loss and NRI are primary; detection quality includes MTTD, false-positive and false-negative rates,
calibration, and interval coverage; recovery includes MTTR, recovery-point and recovery-time objectives,
slope, and rollback. Network percentiles, cascade size and depth, unsafe actions, processor, memory, traffic,
storage, energy, and operator workload are reported as service, mechanism, safety, cost, and V4 outcomes
rather than collapsed into one score.

2.9. Statistical analysis plan. The unit of comparison is a paired run: configurations and ablations replay
the same trace, seed, service demand, and fault schedule. Order is randomized, and every run starts from a
fixed clean snapshot. Sample size is planned from the minimum detectable paired effect and pilot variance:

The design reports differences, effect sizes, and 95% confidence intervals rather than relying on a fixed

repetition count.
2
n> Zy_gptZig . 9
6min /Gd ( )

Latency and recovery are summarized by p50, p95, p99 and bootstrap confidence intervals. Paired t,
Wilcoxon, or permutation tests are selected after diagnostics; factorial series use a mixed-effects model with
configuration, scenario, scale, and sector as fixed effects and trace/seed and site as random effects.

Holm correction is applied within metric families; practical thresholds, negative results, and rejected
hypotheses are retained.

Analysis families are defined before results are inspected. Distributional assumptions, missingness, carry-
over, time synchronization, and the stability of thresholds under legitimate regime change are checked explicitly.
A statistically detectable difference is not treated as useful unless it crosses a preregistered practical threshold, while a
safety-predicate violation rejects a configuration even when its average mission metric improves. Exploratory metrics
remain labelled as exploratory and are evaluated on a separate validation set before confirmatory use.

2.10. Scaling, pilot deployment, and external replication. Scale tests vary the device count, telemetry
rate, graph density, candidate actions, and compromised-source share, reporting p95/p99 latency and
compute, memory, storage, traffic, and energy separately for each component. V4 uses approved deidentified
or aggregate partner data to test integration, data quality, operator performance, overrides, and rollback
readiness; it establishes feasibility, not general causality.
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V5 is executed by an independent team with a frozen release, configuration profile, and analysis plan.
Transferability is quantified only when the external and laboratory effects have the same direction:

ext
TR = %, provided that sign(A"’“ ) = sign(A"’b). (10)

The ratio is not interpreted when confidence intervals admit opposite directions or the external profile
falls outside preregistered bounds.

Production attack code is excluded from V4; faults are introduced only in an approved window or through
synthetic markers. V5 receives frozen public and controlled artifacts but not unrestricted operational secrets.
A successful external repeat establishes transfer only within the reproduced topology, workload, sector
physics, and organizational approval profile; it does not justify universality beyond those bounds.

2.11. Reproducibility, data, and security review. Every run produces a manifest linking the protocol,
code or container digest, firmware, hardware, topology, schema, seeds, clock skew, attack parameters,
exclusions, raw-log hashes, analysis scripts, outputs, and deviations. Results are regenerated from the frozen
manifest rather than copied manually.

Public artifacts include protocols, synthetic traces, schemas, analysis code, aggregate results, and
documentation; deidentified detailed traces are controlled, while keys, exact addresses, sensitive rules, and
high-resolution incident data remain restricted. Release requires licence, software-bill-of-materials, secret-
scanning, vulnerability, and disclosure review.

Failed runs and deviations remain in the manifest. Exclusion is allowed only for predefined
synchronization, telemetry, injector, snapshot, or safety-stop failures. The independent package contains
deployment instructions, expected intermediate outputs, metric definitions, a data dictionary, and a
replication-note template.

The minimum replication package contains a README, threat model, infrastructure-as-code profile,
container digests, synthetic seed set, expected intermediate outputs, metric definitions, data dictionary,
statistical notebook or script, licence, software bill of materials, disclosure policy, and replication-note
template. The package is versioned, archived, and published even when the direction of effect is not
preserved, because negative replication is evidence about applicability boundaries.

3. Results and discussion

3.1. Evidence status. The pre-analysis evidence map in Tables 1 and 2 defines a complete V0-V5
programme, but only the V3 topology and aggregate B1l-versus-B5 means are available. VO lacks a model-
checker report; V1-V2 remain engineering protocols; and run-level logs, ablations, V4, and V5 are unavailable.
The admissible evidence is therefore descriptive and profile-bounded.

3.2. Aggregate hardware-in-the-loop results at V3. The reported series covered a compromised edge
device, falsified telemetry, a SYN/ACK flood, and malicious workload migration, with twenty repetitions per
scenario according to the supplied description. B1 combined intrusion detection with manual recovery; B5
used the integrated pipeline, twin, and controller. Because run-level distributions are unavailable, Table 5
reports descriptive means and arithmetic changes without confidence intervals or p-values.

Table 5
Reported aggregate V3 results and arithmetic changes
Metric B1 B5 Change Interpretation
Mean detection time 43,1s 8,5s -80,3% Integrated verlfled.ev1dence and
automation
Mean recovery time 399 s 122's -69,4% Faster containment and recovery
Integrity-verification Not reported 98,7% ) B5 only
accuracy
Additional overhead Not reported <6% - Small-testbed bound
NRI under DDoS 0,71 0,93 +31,0% Resilience deficit reduced by 75,9%

Source: compiled by the author.

B5 reduced mean detection time by 80,3% and recovery time by 69,4%. NRI rose by 0,22 (31,0%),
while the resilience deficit fell by 75,9%. These values support the integrated proof of concept, but they
cannot identify how much improvement came from detection, trust, cascade forecasting, operator removal,
enforcement, or post-recovery verification.

The distinction between the 31,0% NRI increase and the 75,9% reduction in resilience deficit is important.
NRI describes preserved capability over the whole disruption-and-recovery window, whereas the deficit
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isolates the unrecovered fraction relative to perfect service. Both summaries point in the same direction, but
neither provides uncertainty or generalization beyond the reported DDoS profile.

3.3. Causal contribution of components. The hypotheses in Table 1 and the resource-comparable
configurations in Table 4 define a component contribution as the paired difference between B5 and its
matching ablation under the same budget. Because B5-E, B5-D, and B5-P observations are absent, no
numerical causal shares or synergies are claimed; the reported improvement belongs to the integrated
configuration.

Ablation interpretation must also consider mechanism outcomes: removing the evidence pipeline may
alter false positives and calibration, removing the twin may change forecast coverage and cascade size, and
removing the controller may shift recovery time, rollback, and unsafe-action counts. A lower average mission
loss cannot compensate for a safety violation or a materially higher resource budget.

3.4. Scaling limits and transferability. The V3 profile in Table 2 demonstrates operation with 12 streams,
four edge nodes, and three cloud virtual machines, not a limit for 102-10* devices. A scale claim requires
P95/p99 curves, resource profiles, and sensitivity to telemetry rate, graph density, and candidate actions.
Transferability is technological, sectoral, and organizational; only an independent V5 repeat and the direction-
of-effect condition in equation (10) can test whether the effect survives a new team and site.

3.5. Practical maturity model 10-14. The maturity model converts validation evidence into
implementation gates (Table 6). Technology ownership alone does not justify a level transition.

Table 6
Maturity gates 10-14
Level State Required capabilities Transition evidence
10 Baseline Inventoryf synchronized clocks, Complete coverage
evidence schema and stable telemetry
1 Observable Provenance, freshness, trust, mission Calibration and reproducible
dashboard, audit trail evidence chain
_— Digital twin, cascade forecast, Out-of-sample forecast
12 Predictive . ; . -
what-if analysis, uncertainty and approved scenarios
Reversible actions, safety shield, Formal safety, zero unsafe tests,
I3 Controlled rollback, orchestration bounded latency
. Federated coordination, local fallback, Pilot record, service limits,
14 Adaptive : . -
recalibration scale and replication plan

Source: compiled by the author.

An internal weighted score may support gap analysis, but it cannot compensate for missing emergency
stop, data minimization, formal safety, or verified rollback.

Transitions are cumulative. I1 requires calibrated cross-sector observability before 12 forecasting can be
trusted; 13 requires formal safety, bounded latency, and verified rollback before automated action; and 14 adds
pilot evidence, local fallback, service-level monitoring, periodic recalibration, scale tests, and a replication
plan. Missing a hard gate lowers the admissible maturity level even when other capability scores are high.

3.6. Discussion, limitations, and development directions. The V3 aggregates in Table 5, interpreted
through equations (1)-(3), provide a descriptive comparison of the integrated B5 configuration with B1.
Secure placement [1] and collaborative auditing [2] supply relevant component-level foundations, while
implementation architectures [3] and twin-assisted intrusion detection [4] motivate the testbed design.
Availability-based normalization [5] informs the mission assessment but cannot establish integrity or safe
control. Figure 1 links claims to artifacts, and Figure 2 relates the evidence pipeline, twin, and controller. The
contribution is their explicit placement within a common validation programme; simultaneous changes in
several mechanisms and absent run-level distributions prevent causal attribution or uncertainty estimation
from the reported aggregates.

Cryptographic integrity and physical truth must remain distinct. The storage-audit scope of EDI-C [2]
should be distinguished from verifying the physical plausibility of data before acquisition: a valid signature
can authenticate a false sensor value. The proposed programme therefore combines process models,
independent sources, spatial-temporal consistency, and explicit uncertainty. Digital-twin architecture [3] and
detection integration [4] provide a basis for implementation, while the proposed extension to cross-sector
cascade estimation and counterfactual intervention testing requires its own calibration and validation.

The 10-14 model likewise separates technology acquisition from evidence of readiness. Negative results
define applicability limits: if a simpler B3 or B4 configuration produces lower p99 latency at scale, or V5
preserves direction with a smaller effect, the discrepancy should be reported and explained rather than
suppressed.
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Operationally, the strongest result is not the isolated percentage change but the disciplined transition
from observation to reversible action. The evidence pipeline limits which measurements may influence the
twin; the twin exposes likely cross-sector consequences; and the controller enforces resource, authorization,
uncertainty, and rollback constraints. This sequence makes automated response auditable and provides
concrete failure points for ablation, incident review, and later replication.

Threats to validity and limitations. Internal and statistical validity are limited by an aggregate B1-B5
comparison without randomized run logs, dispersions, confidence intervals, p-values, or effect sizes.
Construct validity is limited because NRI measures availability and cannot compensate for confidentiality,
integrity, or safety failures. Model validity depends on complete, calibrated dependencies and freshness of the
twin state.

External validity is limited by the small synchronized testbed and the absence of V4-V5 evidence for
heterogeneous infrastructure, organizational delay, seasonality, and legal constraints. Security disclosure also
limits release of exact topologies, keys, rules, and vulnerabilities; replication must use tiered access without
weakening the scientific audit trail.

These limitations directly bound the claims: H1 is only a preliminary comparison with B1 rather than
the strongest B0-B4 baseline; H2-H4 remain unconfirmed without component ablations; H5 requires scale
curves; and H6 requires completed V4 and V5 evidence. The percentages in Table 5 are therefore arithmetic
descriptions of supplied aggregates, not estimates of a general population effect.

Twin validity requires incident-based calibration of dependency weights, uncertainty bounds, and a
freshness gate that blocks what-if decisions on stale state. Missing dependencies may conceal a cascade,
whereas inflated weights may trigger unnecessary intervention. Replication must therefore disclose the
modeled topology and calibration procedure at an appropriate access tier, while withholding operational
details whose publication would create security risk. Further development should therefore publish auditable
run manifests, complete the paired ablation and scale series, conduct the V4 operator pilot, and perform
independent V5 replication before broader deployment claims are made.

4. Conclusions

1. A single claim-to-evidence architecture was established for levels V0-V5. Its distinguishing feature is an
explicit boundary between formal safety, laboratory causality, operational feasibility, and external transfer;
this prevents evidence from one level being generalized to another without the required artifacts.

2. For the available V3 aggregate comparison, B5 reduced mean detection time from 43,1 to 8,5 s (80,3%)
and recovery time from 399 to 122 s (69,4%), achieved 98,7% integrity-verification accuracy with less than
6% overhead, and increased NRI from 0,71 to 0,93. The joint evidence pipeline, dependency model, and
constrained controller therefore provide a descriptive integrated proof of concept.

3. Component-level causal contributions cannot be assigned from the B1-B5 aggregate contrast. The
proposed B5-E, B5-D, and B5-P paired ablations are necessary to separate detection, cascade-forecasting,
and policy-control effects under the same traces and resource budget; until they are completed, no numerical
causal shares or synergies are justified.

4. The demonstrated operating profile is limited to 12 telemetry streams, four edge nodes, and three
cloud virtual machines. Claims for 10%-10* devices require p95/p99 latency and resource curves, while
transferability requires a V4 pilot and an independent V5 repeat with the direction of effect preserved inside
preregistered bounds.

5. The 10-14 maturity model converts validation evidence into cumulative implementation gates from
baseline inventory to adaptive cross-domain coordination. Its practical advantage is that a high weighted
score cannot compensate for a missing hard gate such as formal safety, emergency stop, bounded latency, or
verified rollback.

6. The reported improvements are profile-bounded and descriptive because run-level distributions,
confidence intervals, completed ablations, and external observations are unavailable. Further development
should publish auditable run manifests, complete the ablation and scale series, conduct the V4 operator pilot,
and perform independent V5 replication before broader regional deployment claims are made.
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