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MOJEJ/Ib IHTEJIEKTYAJIbBHOTO YITPABJIIHHA PECYPCAMHA
HA3EMHOi KOMYHIKALIMHOI MEPEXI KJIACY MANET

AHnomayisn. Cmammsi npucesiieHa po3po6yi modei iHmes1eKmya1bHo20 yNnpasaiHHs pecypcamu Ha3eMHOi KOMyHikayitl-
Hoi mepedxci knacy MANET. Ynpaeainus mepexcamu MANET € ckaadHum 3a80aHHIM uepes ixXHI0 QUHAMIYHY npupody, BUCOKY
MOO6i/bHICMb 8Y3.41i8, 06MexceHl pecypcu: eHepeito 6amapei, mexHiYHi xapakmepucmuku KOMyHIKayitiHux 3aco6ie, npomoko.1u
pi3Hux pieHie modeai OSI, ma nompe6y peanizayii gyHkyitll ynpasaiHHsA HA 8Y31080MYy | MepedcesoMy pieHIi 8 ymosax 8io-
cymHocmi yeHmpa.izo8aHo2o koHmpoJ. Haykosa Ho8u3Ha po3po6baeHoi mamemamuyuHoi Modei noasi2ae y 8nposaodiceHH i
a/120pumMMIi8 MAWUHHO20 HABYAHHS 3 NIOKPINAEHHAM 015 ynpasaiHHA NPoyecom OpMYy8aHHS yNpasasiovux piuleHb Ha Me-
pedicegomy pigHi, ma cykynHocmi Helipomepedic 04151 3a6e3ne4eHHs1 8UMO2 Wodo sskocmi iHgopmayiliHo20 06MIHY HA 8Y3/1080-
My pisHi (peasizayisi KopucmysaabHUYbKux Yyiseti). [Ipoyec HABUAHHS HellpoMepexnc 8KAIUAE BUKOPUCMAHHS HO80I Modei
MO6ibHOCMI, WO 8paxosye Pi3uyHi napamempu 8y3./1i6 Mepedxci, a 8 CyKynHocmi i3 mempukamu padioze’ss;sHocmi ma mempu-
Kamu mapuipymu3ayii 8idnosidHo do subpaHozo npomoxoJy 3a6e3nedyemucsi adanmayis 0o 3MiH y mepedici 8 pearbHOMy
yaci. Kpim mozo, sukopucmaHHs po60mu308aHux naamgopm — MobiibHUX 6a308UX CMAHYIL Moxce nidguwjumu eHy4Kicmbs
ma adanmugHicmb Mepedxci.

BukopucmauHsi deopigHegoi iHmenekmyabHoi cucmemu ynpasaiHHs do3eosi€ po3diaumu npoyec Ha dea emanu. Ha
nepuwomy - nponoHyeEMbCs 3acmocogysamu elipomepesci 01 onmumizayii okpemux Yinbosux GyHKYili HA 8Y3.1080MY PIGHI.
Ha dpyzomy - sukopucmaHHs an20pummy Q-HaguyaHHs 3 niokpinaeHHsAM 015 adanmayii o 3MiH y cepedogulyi 3 BUKOPUCMAH-
HSIM NPO2HO3Y BUHA20POO0U 3d MAKCUMAAbLHUL 8u2paul y peaaizayii yineoeux yHKyYill ynpasaiHHs, 3d paxyHOK npedcmas ieH-
Hs1 hpoyecy ynpasaiHsl pecypcom sik MapkiscbKuil npoyec.

BukopucmanHsa makozo nidxody Modce 3a6e3nevumu ehekmugHe ynpasaiHHs Mepedxcero, adanmyo4ucs 0o 3MiH y ceped-
osuwji ma 8paxogyr4u pi3Hi Yinbosi pyHKYii.

Katuosi cnoea: komynikayiiina mepesxca, MANET, cucmema iHmeeKmyaibH020 ynpaeiHHs, HelipoMepexci, MauuHHe
Ha84aHHS i3 nidkpinaeHHsAM, MapKiscbKull npoyec, npo2HO3Y8AHHSI.
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A MODEL OF INTELLIGENT RESOURCE MANAGEMENT
OF CLASS MANET TERRESTRIAL COMMUNICATION NETWORK

Abstract. The article is devoted to the development of a model of intelligent resource management of the ground MANET
class communication network. Management of MANET networks is a difficult task due to their dynamic nature, high mobility
of nodes, limited resources: battery power, technical characteristics of communication devices, protocols of different levels of
the OSI model, and the need to implement management functions at the node and network level in the absence of centralized
control. The scientific novelty of the developed mathematical model consists in the introduction of machine learning algorithms
with reinforcement for managing the process of forming control decisions at the network level, and a set of neural networks to
ensure the requirements for the quality of information exchange at the node level (implementation of user goals). The learning
process of neural networks includes the use of a new mobility model that takes into account the physical parameters of network
nodes, and in combination with radio connectivity metrics and routing metrics according to the selected protocol, adaptation
to changes in the network is ensured in real time. In addition, the use of robotic platforms - mobile base stations can increase
the flexibility and adaptability of the network.

The use of a two-level intelligent control system allows dividing the process into two stages. At the first stage, it is proposed
to use Eurogrids to optimize individual target functions at the nodal level. On the second - the use of the Q-learning algorithm
with reinforcement for adaptation to changes in the environment using the forecast of the reward for the maximum gain in
the implementation of the target management functions, due to the representation of the resource management process as a
Markov process.

Using this approach can provide effective network management by adapting to changes in the environment and considering
different objective functions.

Key words: communication network, MANET, intelligent control system, neural networks, machine learning with
reinforcement, Markov process, prediction.

Beryn. HazemHa komyHikaniiiHa mepexxa MANET (Mobile Ad-Hoc Networks) - mMo6inbHa pasioMmepeska
(MP) camoopraHizoBaHoi apXiTeKTypH, 1[0 Nepea6avae BiCyTHICTb ¢pikcoBaHOI MepexxeBoi iHPPaCTPYKTypH
(6a3oBux cTaHIil) Ta [EeHTPai30BaHOI0 YIpaB/iHHA. B KOHTeKCTi cydacHUX 6e3MpoBOAOBUX KOMYHiKalii
no0y/10Ba TakUx Mepex crenianbHoro npusHadeHHs ([oT - Internet of Things, pATyBanbHUKY, BiHCbKOBI Ta
iH.), OKpiM OYeBMHUX MepeBar rHy4YKoi i MBU/KO HAJAIITOBYBAHOI Mepexi, MOB’'si3aHa i3 BUPILIeHHAM Py
NMpo6JIeMHUX HAYKOBUX Ta NPUKJIAJHUX TUTAHb.

Tak, ynpaBsiinHa Mepexxamu MANET € ckiajHUM 3aBaHHAM Yepes IXHI0 JJUHAMiuHYy IPUPOAY, BUCOKY MO-
6inbHICTb BY3J1iB, 06MexeHi pecypcu (HanpuKIaj, eHepriio 6aTapei, TexHIUHI XapaKTepUCTUKH KOMYHiKallii-
HUX 3aCc00iB, MPOTOKOJIU pi3HUX piBHIB Mozesni OS], Towo) Ta BiACyTHICTH LeHTpasi30BaHOr0 KOHTpOJI0. Lle
BUMAarae po3po6Ku Mojiesied, METO/iB, METOAUK, aJIFTOPUTMIB IS MiABULIEHHS NPOAYKTUBHOCTI MOOITBHUX
KOMYHiKal[iHHUX Mepex Cllelia/IbHOro NpU3HaYeHHH.

Jis MoziesitoBaHHS npolecy GYHKIIIOHYBaHHS MepeX TaKOro KJacy HeoOXxiZiHO [1]: mo-nepiie npaBUIbHO
BUOpPATU MO/Iesib MOGIIBHOCTI cepef; iCHyroUnx abo po3po6UTH HOBY L0 3 MAKCUMaJIbHOI PealiCTUYHICTIO
ONMCYE MpoLEeC NepeMillleHHsI MOOIIbHUX BY3J1iB, i BijmoBijlaTuMe yMoBaM QYHKL[iOHYBaHHS; MO-Apyre BU-
3HAUYUTHU CYKYIHiCTb BY3JI0BUX, KAHAJIbHUX, MEPEXEBUX peCcypCiB 1jiei Mepexi, BU3BHAYUTH NPOTOKOJIU Mapll-
pyTH3anii 3aZiaHi TexHIYHO [/ By3JIOBUX eJleMeHTiB Mepexi. [IpoTe, pe3ysnbraT aHanisy ny6sikanii B JaHii
npeMeTHiN 06J1aCTi MOKa3aB, 1[0 HA CbOTO/HIIIHIH JeHb 3aJIUIIAETHCS aKTyaJIbHUM 3aB/IaHHS PO3POGKH HO-
BOro a0 yA0CKOHaIEHHS iCHYI0U0Tr0 HAyKOBO-METOAUYHOTO0 anapary AJis iHTesieKTyasnisanii npouecy ynpas-
JIiHHA MepexxaMu kjaacy MANET, a1 ckopoyeHHs 06cATiB cny»k60Boi iHpopMalii, 3MeHIIeHHs Yacy po3rop-
TaHHS MepeX, 3a6e3MeyeHHs] NPOLECiB ONEPATUBHOTO YIPaBJIiHHA MEPEXKeI0 B peaibHOMY 4aci TOoIl0.

Tomy, MeTOI0 pOGOTH € PO3p0O6KA MaTEMAaTHUYHOI MO/JIeJli iIHTe/IeKTyaJbHOTO yIPaBJliHHS Ha3eMHOK KO-
MyHiKallilHOI0 MepeXelo CHeliajJbHOTO NMpU3HAYeHHs /i 3a6e3neyeHHs iHpopMaLiiHOro 06MiHy 3asaH01
SIKOCTi 3 ypaxyBaHHSM HasiBHUX PECYPCiB (By3/I0BUX, KAHAJIbHUX, MEPEXKEBHUX ).

HaykoBa HoBHU3HA. Briepile mo6y10BaHO HAOJ/MKEHY MAaTEMAaTHYHY MOJeNb iHTeJEeKTyaJlbHOTO YIpaB-
JIIHHSI HA3eMHOI0 KOMYHIKal[iHHOI0 MepeXKelo CIellia/ibHOTO NMPU3HaYeHHSs1, ONKUCAHO 0COBJIMBOCTI peasizariil
byHKIiN ynpaBsiHHA (KJ1acy nepeMillleHHs | KOMYHiKaLiifHUX) po60TH30BaHUX MOGIJIbHIUX 6a30BHUX CTAHIIiH.

AHasti3 ocTraHHIiX JocaifxeHb i ny6iikauii. MosgentoBanHsa Ad-Hoc Mepex € npeiMeTOM [0CTiIKeHb
HU3KU HayKOBIiB, 30KpeMa aBTOPH HayKoBuX npaub [1-11]. B crarTi [10] 06roBoproeTbcs iepapXivHUN NPUH-
LU YIPaBJiHHA, B AKOMY ['OJIOBHUH By30J1 BU3HAYA€ NapaMeTpH AJs NiJijleryiux By3.iB. Lle Moxe fonoMorTu
3MEHIIUTH 06cAT cayx60Boi iHpopMalii, aje B AMHAMIYHUX cepefOBUIIAX el NPUHIUI MOXe He 3abe3ne-
YyBaTH ONTHUMaJIbHY NPOAYKTUBHICTh Mepexi. Pa3oM 3 TUM, aBTOpH He 30CepeKyIOThCS Ha OMHUCi CocobiB
JlOCSITHEHHS1 eHeproedeKTUBHOCTI a00 aKIleHTYBaHHI AMHAMIlli TOTOJIOTi], X0ua BOHU 3raiyloTh eHeproedek-
THUBHICTb SIK OJJUH 3 MOXJIMBUX IMapaMeTpPiB AJs1 ONTHMIi3allii, BOHU He 06roBOPIOIOTH creliddiuHi cTpaTerii
a6o MeToJU iHTEJIEKTyalIbHOTO yNpaBJ/iHHs. B craTTi [8] mokasaHo mifxiJi niaHyBaHHSI MapUIpyTy B TeJe-
KOMyHiKal[ilHiil Mepexxi Ha 0CHOBI HellpoHHOI Mepexi Xondinaa. ABTOpU ONUCYIOTh eHEPreTUUHY GYHKIIIIO,
sKa BUKOPHUCTOBYETBCS /JIs1 BU3HAUYEHHSI CTAaHy BY3JIiB Mepexi, BU3HAYalOTh peKoMeH/alil 10410 BUGODPY
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MOYaTKOBHUX Bar HEMpPOHIB Ta WUBUAKOCTI HaBYaHHA. [lepeBaru 1pboro mixoAy MoJisiraloThb Y 3J,aTHOCTI Hell-
POHHHUX MePEX /10 HaBYaHHA Ta afanTalii, 1[0 Moke 6y TH KOPHUCHUM /1J1s1 IIJIaHYBaHHS MapLIPYyTiB B CKIaZHUX
abo fMHAMIYHUX MepesKax, O HaK, 10 HeJl01iKiB MOXKHA BilHECTH BUMOTH [I0 004U CAI0BaJIbHUX pecypciB [2],
JocuipKeHHsT eEeKTUBHOCTI IIbOT0 MiAX0/y B peaIbHUX CHCTeMax AMHaMivHoi TonoJioril. KpiM Toro, Helipo-
HHa Mepexa Xondinjja BUKOPHUCTOBYETLCA SIK IleHTpasli30BaHa CHCTeMa yIpaBJiHHSA, NpUMae BxiaHi JaHi
Bi/i KO’)KHOTO By3J1a i BUZIa€ KOMaH/AU JIJIs1 KepyBaHHS, 1[0 MOXKe BIUIMHYTH HA YacOBi MOKa3HUKU PYHKIiOHY-
BaHHA B peaJibHOMY 4aci. PazoM 3 TuM, 6yJ10 poaHani3oBaHO psifi HAYKOBUX My6JIiKalii, NpUCBSIYEHUX iHTe-
JieKTyasi3anil cucteM ynpaJ/iHHa MepexaMu kjaacy MANET 1uisixoMm 3acToCyBaHHS a/ilTOPUTMIB MallMHHOTO
HaB4aHHA [6-9, 10]. Tak, TeXHiKM MallMHHOI'O HAaBYaHHS BUKOPUCTOBYIOThCA JJIs1 YIIPABJIiHHA NapaMeTpaMHU
BY3JIiB, B TOMY 4YMCJi i Ay19 MapmpyTu3auii faHux. BcraHoBseHo, 1o Ha pafAy i3 nepeBaraMy BiIHOCHO Tpa-
JAUIIMHUX MPOTOKOJIiB MapUIpyTH3alil, MalllMHHEe HaBYaHHsI BUMAara€ BeJMKHX 00CATiB BUXiHUX JAAHUX, 110
MOXKe BUKJIMKATU CyTTEBI peCcypCcHi BUTPATH.

Takum 4ynHOM, onTUMi3aLis npoueciB iHpopmanifiHoro 06MiHy B MOGITBHUX KOMYHIKaLiHHUX Mepexax
LIJIAIXOM YA,0CKOHAJIeHHS iIHTeJIeKTya/IbHUX CUCTEM YIPaBJIiHHSA € NepCIeKTUBHUM HAlPAMKOM HAayKOBUX J0-
CJAiIKeHb.

OcCHOBHaA YacTHHA.

BuxidHi ymosu @pyHKyioHyeaHHs Mepedci. Po3risiiaeThcsl HA3eMHA KOMyHiKaniliHa Mo6iJibHa pajioMepe-
ka kyacy MANET posmipHicTio 0 cOTHi MOGiJIbHUX By3J1iB, 30HU NEpPeMillleHHS SKUX MOoNepeJHbO 3aJaHi
BiZMOBiTHO /10 BU3HAaYeHUX paHTiB [1]. Mo6iibHI By3J/1M MOIIAIOTHCA HA ABi OCHOBHI Migrpynu: migrpymna
MOGIIBHUX KOPUCTYBaviB (MepeHOCHI paZiio3aco6u, BoO3UMi pajiio3aco6u) Ta miarpymna Mo6iJibHUX 6a30BUX
cTaHIid (HaseMHa KOMYyHiKalliliHa po60Tu30BaHa miaTdopma). HazeMHa KoMyHiKaliliHa Mepexa He Ma€
NpPUB'IBKU 10 OYAb-AKOI TesleKOMYHiKaLiiHOI iHQpacTpyKTypH 3arajbHOro KopucTyBaHHS. KoxeH Mo-
6i1pHMN KoMyHiKaniiHKM By3os (MKB) ocHameHuit cucTeMor0 MO3UIiOHYBaHHS, KOMyHiKaniiHUM 06J1a/-
HaHHSM, aHTEHHUMH NPUCTPOSMHU, CUCTEMOIO KUBJIEHHS Ta BiJNOBIAHOI CUCTEMOIO ynpaBJiHHA. KoxeH
MOGIJIbHUM KOMYyHiKaniHUIM By30J1 MOXKe OYTH NpeACTaBJeHUHN K 06’EKT i3 CHCTEMOI0 ynpaBJiHHSA Ipej-
CTaBJIEHOIO CYKYTIHICTIO areHTiB HaBYaHH4 i3 cienudiuaumMu asas koxuoi niarpynu (MK, MBC) ninpoBuMH
GYyHKLiAMY BiJIOBIZAHO /10 BOX OCHOBHMX KJIaCH 3a/la4: NepPINMHA — KOMyHiKaLiini U ; Apyruk - nepemi-
neHHAM By3JiB MBC

U(t) = {UKUM (t)’Unep (t)} . (1)
YnpaBiiHHA KOMYHiKaLiifHOO CK/Iaf0Bo0 HM B LiijioMy BKJIIOYa€ HACTYIHI OCHOBHI yHKIL]

Usew (£) = U™ (£),U7 (£),U% (¢),U" (€), U (£),U* (¢)},

KOM

nae U™" - ynpaeiHHs monoiozieto - B 3aJ1e3KHOCTI BiJi 11iIboBOI GYHKIT yripaBiiHHS 3[iHCHIOETbCA MOGY-
JloBa ToMoJIorii Mepexi AJ11 OTPUMaHHS NOKPUTTS i 1/1s1 OTPUMaHHS 3B’SI3HOCT;

U™ - ynpaeainHs mapwpymu3sayier — 30iACHIOETbCSA MOOY0BA Ta NiATPUMKa MapIlIpyTiB nepeaadi iH-
¢dopmauii 3agaHoi AKOoCTi MpU BUKOHaHI BUMOT 70 iX ¢yHKUIioHyBaHHA (MiHiMi3anii cayx60Boro Tpadiky,
3MeHILIEeHHs] BUTPAT eHeprii 6aTapei, BUGIp NPOTOKOJIY MapLIpyTH3alii ToLio).

U® - ynpae/iHHA eHep20CnOoXCUBAHHAM — METOK YIPaBJIiHHSA € MiHiMi3allis BUTpaT eHepril By3JilaMu Me-
pexi (MakcuMizanis “dgacy KUTTA” Mepexi — yacy po6oTH Mepexi 0 MOMEHTY BiIMOBH 33/1aHOI KiJbKOCTI
BYy3Ji1a Yepe3 HyJIbOBY EMHICTb iX 6aTapei, Ta/abo nmporHo3 “dyacy »xuttsa” KA 3 MeToro poTauii 3a 3a3jasneriapb
BCTAaHOBJIEHUM aJITOPUTMOM);

U™ - ynpaeniHHs HA8AHMAXCEHHAM — METOI0 YIPaBJIiHHSA € 3MeHIIeHHs a60 Mepepo3Mo/iiJ HAaBaHTaXKEeH-
Hs MiXK okpeMrUMH By3/aMu HIIM 3 ypaxyBaHHSIM pecypCHUX 06GMeXeHb;

U™ - ynpasainns 6e3nekoro 06cay208ysaHHs npu nepedaui iHgpopmayii — ynpasaiHHA HA60POM MapaMeTpiB
(MeToau mmdpyBaHHSA, KPUITO3AXUCTY Ta iHILI);

U - ynpaeainHs padiopecypcom — yrpaBJiHHA BUGOPOM YaCTOT, CUTHAIbHO-KOJOBOK KOHCTPYKINEN,
MeTOJaMM MOAYJIALII TOLLO;

%S - ynpaeainHa akicmio 06¢ay208yeanHs npu nepedavi ingpopmayii - ynpasJiiHHaA Ha6OPOM NapaMeTpiB
(mpormyckHa CIPOMOXKHICTD, 3aTpUMKa A0CTaBKHU NakeTiB, mxkutTep, BER - (Bit Error Rate) a6o PL (Packet
Loss), At nepHoro tumy tpadiky (MoBa, faHi, Bizeo).

B 3arasibHOMy BUIMIAAI 3a/iadi yripaBiaiHHA nepeMimeHHam MBC

Unep (£) ={U™ (2)},
nepe/i6avyaE HaCTYIHI GYHKLIT
Usep (£) = (U™ (¢),U"™" (£),U™" (¢)}

’
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ne U™ -BusHavyeHHs noJioxkeHHs1 MBC Ha MiciieBoCTi AJ151 JOCATHEHHS MEBHUX [I/IbOBUX QYHKIIiN yrpaB-
JIIHHS;

U™ - BHU3HAa4YeHHS1 30HM MOKPUTTS MOOIJIbBHUX KOPUCTYBadiB (BCTAHOBJIEHHs MOTYXKHOCTI Nepejadi,
yIpaBJiiHHSA JliarpaMoI0 HallpaBJIEHOCTi aHTEeHH, peKMMaMU poOOTH Ta iH.);

UP* - ynpaBJiiHHS pyXoM (TpaEeKTOpi€ro Ta nmapaMmeTpamu nepemimeHHss MBC).

KinpkicTh | KOHKpeTHI 3a/ja4i onepaTUBHOIO YIPaBJIiHHA BU3HA4YalOThCA XapaKTEPUCTUKAMHU | YMOBaMHU
JyHKI[iOHYBaHHS Mepexi, a TaKOXX NPUHHATUMHU TEXHOJIOTIYHMMH PillleHHSMHU Ha eTalli iI MpoeKTyBaHHSA
[1-3, 5].

YnpaBiiHHA nepeMilieHHSIM MOGIJIBHUX KOPUCTYBa4yiB He 3JiHCHIOETHCS, TAK K BOHM 3MIiHIOIOTh Micle
po3TallyBaHHSA pa30M i3 HOCIIMHU BiAMOBI/{HO /10 I/TbOBUX 3aB/IaHb 3TiIHO IITATHO-MOCA0BUX PYHKIIOHAIb-
HUX 060B’s13KiB. Y nmporeci pyHKIIIOHYyBaHHS KOXKeH KOMYHIKal[ilHUH By30J1 3/[iiCHIOE 36ip, 06po6Ky Ta dpop-
MYBaHHA YIIPaBJIAKYUX BIJIUBIB 32 paXyHOK iHTeJIeKTYaJlbHOI CUCTEMU YIIPABJIIHHS.

Mo6inpHa 6a30Ba cTaHIis 3a JONOMOTO0I0 iHTEJeKTya/IbHOI CHCTEMH yIpaBliHHA GOPMYE ONTUMAJIbHI Ke-
pytodi BILUIMBY i3 KEpyBaHHSA TPAEKTOPIEIO nepeMilleHHs 3 YpaxyBaHHSM IepPeIKo/i, 0COGJIUBOCTEN penbedy
Ta peasisye KOMyHikaliiHi 1ji1boBi GyHKUIT BifjoBifHO A0 BUMOr iHpopMarnifiHOro o6MiHy MOGITBHUX KO-
pucryBauiB (puc. 2).

O6MedxceHHs1 ma sumoau:

- TPAEKTOpis nepeMilieHHS MOGIJIBHUX KOPUCTYBA4YiB GOPMYETHCS B BUIJISAZI KOPTEXKY KOOPAUHAT TOYOK,
1110 ONKCYEThCA QPYHKIi€I0 epeMillleHHsI By3J1iB IEBHOT0 PaHTy Y BU3HA4YEHiH 30HI nepeMileHHs 3 ypaxyBaH-
HAM pesibedy MicneBocTi Ta pi3MYHUX EPEelKo/ BiATIOBIIHO 0 Moesti MobGinbHOCTI [1];

- iHdopMarist mpo napaMeTpu CTaHy By3J1iB (KOOpAMHATH po3MillleHHs, piBeHb eHeprii 6aTapel, 06'eM ne-
pe/laHuX MaKeTiB, 4ac 3aTPUMKH MOBiZOMIeHb) 36UPaETHCS pU po3ropTaHHi Mepexi TA, Hagani iHdopmanis
PO CTaH BY3JIiB OHOBJIIOETHCS MiJ] YaC KOKHOI0 ceaHCy iHpopMaLiiHOro 06MiHy;

- MBC Ta Mo6inbHI KOopHCTYyBadi MalTh pajio3acobu 3 ogHAaKOBUM MAC-IPOTOKOJIOM, SIKUH [J103BOJISIE
3MiHIOBAaTH MIBUAKICTD Mepe/iadi JAaHUX B 3aJIEXKHOCTI BiJl CIIiBBiAHOIIEHHS CUTHAJI/IIYM Ta PEeTy/II0BaTH I0-
TYXHIiCTb nepefayi (BUTpaTH eHeprii Ha nepegayy);

- 06csArM onepaTUBHOI MaM'ATi MOGiIIbHUX KOMYHiKaniiiHux By3/iB (MK Ta MBC), nocraTHi a5 360py, 06-
po6kH i GopMyBaHHS yIpaBIsAIOYMX PilleHb B peXKUMi peaibHOTO Yacy;

- 3HayeHHs eHeprii 6aTapei MK Ta MBC gocTaTHe Ha Yac MoZie/IloBaHHs (ITPOILeCH A03apsKaHHS 3ac06iB
MK, poranii MBC He po3risganuce).

MK Ta MBC o6s1aiHaHi aHTeHHO-JilepHUMU TPUCTPOSIMHU i3 KPYTrOBOIO /iarpaMor0 HanpaBJIeHOCTI.

TakuM yrMHOM, TpaekTopia nepeMimenHa MBC BU3HAYa€eThbCA 32 paxXyHOK NPOrHO3yBaHHSA KOOPAMHAT il
po3MileHHsI HAa OCHOBI 316paHUX JaHUX NepeMilleHHsI MOOITbHUX KOPUCTYBauiB TpYU BUKOHAHHI (peasnizanii)
nisiboBux QyHKIHiK (D) ynpaBiiHHA BiATOBIHO 0 3aJaHUX BUMOT":

- MiHiMi3alig yacy 3aTpUMKHU Nepejadi nakeTiB BifnoBigHO A0 BUMor QoS mepejaui 3aaHoro TUIY

Tpadiky

T, > minT, (T, <T%°); (2)
- MiHiMi3alig JKUTTepa nepeiavi NakeTiB

J > minj(J <]*); (3)
MaKCUMYM MPOIMYCKHOI 3aTHOCTI (KaHaJ1y, MapIlIpy Ty, Mepexi)

S" > maxS(S" 25%) ; 4)

- MiHimi3auig koedilieHTy BTpaTH nepejanux naketiB Packet Loss

. . minBER,,
PL' —minPL(PL <PL* )= R — (5)
maxSINR;, i,j=1,N,,,
- MakcuMisanis yacy GyHKIioHyBaHHA (By3J/1a) Mepexi
T;, — max, (6)

3a paxyHOK onTHUMi3alii eHeproepeKTUBHOCTI MOGIIBHUX KOPUCTYBaUiB Ta MOOIIbHUX 6a30BUX CTAHLiH.

[Ipu o6MexKeHHsX () Ha:

- Tin pobotusoBaHoi matdopmu MBC; MakcuMabHy MBU/KICTb, XapaKTEPUCTUKHU NpoxigHOCTi (Koedi-
L[iEHT MaHEBPEHOCTi), YaCc aBTOHOMHOI po60TH - v=[vmin, vmax]; Kman; tfuncMBC < tfuncMBbCmax;

- KisbkicTb MBC - N/"%¢ < N/Pemer
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- I0YaTKOBY eHepriio 6aTapei Mo6iipHUX KopucTyBadiB ei < eMKmax i MBC eMBC < eMBCmax;

- panbHicTb pagio3s’sa3Hocti MK-MBC - di-MBC < dmax;

- pagiyc nuiouti 30U paaionokpuTtsa MBC - Rmin < R < Rmax;

Heo6xidHo: onrcaTH npolec GOpMyBaHHS YIIPABJSIOUUX pillleHb AJIs peastisalii ABOX KJaciB 3aja4 ypas-
ainasg HKM (3agaui inpopmaniiiHoro o6MiHy Ta nepeMimieHHs).

MeToaoJiorisa gocaifxeHHs. Byyo 3po6/ieHO TPUNYLIEHHS 1110 iHTeJIeKTyalbHe YIPaBJiHHSA LiJIbOBUMHU
JYHKIiIIMU MOGITBHUX KOMYHIKaL[iHHUX BY3JIiB J03BOJIMTh NOKPAIUTH MPOAYKTUBHICTh MepPeXi, a BU3HAYe-
Ha 3aBYaCHO MO/ie/1b MOGIJIBHOCTI, J03BOJIMTh IPUCKOPUTH NMPOLEC PO3TOPTAHHSA i CKOPOTHUTH Yac HaBUYaHHSA
CY MOG6ibHUX BY3JIiB.

B 3arasbHOMY BUINAJKY, YIIPaBJIiHHS MOOIJIbHOIO KOMYHIKaI[iHHOIO MepeXKel MOKHA MO/IJINTH HA eTaIlu:
eTall IJIaHyBaHHSA, PO3TOPTAaHHA Ta eTall OllepaTUBHOTO YIIPABJIiHHA.

ETan nysiaHyBaHHA BKJ/IIOYA€, B OCHOBHOMY, s/l OpraHi3anifiHO-TeXHIYHUX 3aX0/iB i3 BUSHAYEeHHH CKJIaLy
CHJI Ta 3ac006iB, BUXiAHUX JaHUX YMOB QYHKLiIOHyBaHHS TOLIO.

ETan po3sropTaHHS B KJIJaCHYHOMY PO3yMiHHI BKJ/IIOYa€ 36ip iHdopmariii mpo cepegoBuine GyHKI[iOHYBaH-
Hf, HasiBHI By3J/10Bi (KoMyHikaniiiHi) pecypcH, aHai3 wisiedl ynpaBJiHHS, po3paXxyHOK MepeXeBHX pecypciB
JUISl IPOTHO3YBaHHS MOXKJIMBOCTI 3a6e3neueHHs 3a/a4 i3 iHpopmanifiHoro o6MiHy i3 3aJaHUM piBHEM SKOCTi
QoS, Ta 06r'pyHTYyBaHHS OpraHi3aliiiHO-TeXHIYHUX pillleHb 00 KOPeTyBaHHS CKJIaZly OCHOBHHUX 3aCO6iB JIJIs
BHUKOHAHHA 3aBJjaHb, IONEPEAHbOr0 HAJAUITYBAaHHA i NiATOTOBKU MepeXi TOILO.

ETan onepaTHBHOro ynpasJ/iiHHA BKJIIOYA€E NPOLECH i3 MiATPUMaHHA peasisalii By3JIOBUX Ta MepeXeBUX
Li/IbOBUX QYHKIIH.

B [2] HaBegeHo kaacudikaLiio nisel ynpassiHHSI Mo6iTbHUME pagioMmepexamu kiaacy MANET, o nogins-
I0ThCS Ha /IBi OCHOBHI IPYIIH: Neplia - MepexeBi, pyra - KOpUCTYBaJAbHUIbKI (puc. 1).

| Wini ynpasainua MP |
MepexeBi | KopucryBansHHUIBKI
- 3a0e3medeHHs iHpopmaniiHoro oOMiHy i3 - MAKCUMYyM 4H 3a0e31eueHHs IEBHOTO
3aJJaHOI0 SIKiCTIO Y Beiit MP a6o 1i 30H1 HAYEeHHS IIPOITYCKHOI 3[aTHOCTI1
- iHpopMamiitHOro HaNPsMKY

- ONTHMAJIBHI 3B’s13HICTh By3JiB MP Ta nok-

- MapLIPYT
putTs Tepuropii MP i Kasanl;y Y
- ONTUMAJTbHA KUTBKICTh anapaTHUX pPecypciB - MiHIMYM ITOTY>KHOCTI Ilepeaadi
(By3utiB un 6230BUX CTAHIIIi) - Ha OKpeMOMY iHpOpMaNiiHOMY HANPAMKY

- mpu nepeznayi m-M MapupyToM
- - OKpeMoro i-ro By3ia
11 300K - MaKCUMYM 4acy (HYHKIIOHYBaHHS IULIXOM
- MIHIMYM CITy’)k00BOTO Tpadika YIpaBJIiHHS BUTPaTaMU €HEPropecypey
- Ha OKpeMOMY iH(pOpMaLiHHOMY HANPSAMKY
- Ipy Iepeadi m-M MapLupyToM

- MAKCUMYM uacy (pyHKIIOHYBaHHS MEpexi,

- MIHIMYM 4acy IUIaHYBaHHS, PO3rOPTaHHS,

BiHOBIIEHHS MCpC)Ki M ii 30HU - Garapei OKpeMoro i-ro By3ia
L 3abe3nedeHHs Oe3neku iHdopmarlii, sika re- - MiHiIMi3allisl Yacy TOCTABKH MAKETIB HAa Ma-
penaeTbes Ta iH. pIIpYTIi mepenadi Ta iH.

Puc. 1. Knacudikanis nineit ynpapiainag MP

Y [10] BusHaueHo, o kputepii [P MoxyTh MaTH pi3Hy Qi3UUHy NPUPOAY i YacTHHA 3 HUX NOTpPeOYE
MaKcuMizalii (mpomyckHa CIpOMOXHIcTh Ta yac ¢yHKUioHyBaHHsA MP), a yacTuHa - MiHimizanii (moTyx-
HiCTb Nepejayi Ta 4ac 3aTPUMKHU Nepejadi nakeTiB). To6To, B ofUH i Tol ke MoMeHT 4dacy L® pisHux mo-
6i1bHUX BY3J1iB MOXYTb CyllepeYUTH OJHA-OJHiH, 1110 MIPU3BOAUTH /0 NOSIBU BHYTPIlIHbOCUCTEMHUX KOH-
¢aikTiB BOX BUJIB:

- BHYMpIiWHbLOPIBHE8UX — BUHUKAIOTh Yepe3 HeCYMiCHICTh KOPUCTYBaJbHULbKUX 1iiJlell OKpeMUX BY3JIiB
y paMKax 3aZjaHoi cTpykTypu MP i o6MexeHb;

- MixcpieHeaux (MiX By3/JI0M-KOOPAMHATOPOM Ta MiJIeTJIMMU By3JlaMH) — [TOB’I3aHi 3 TUM, 11J0 CUCTEMHA
L@, Bu3HaueHa By3/JI0M-KOOPAHUHATOPOM, He 36iraeTbces 3 @ nifyiersinx By3iB.

Taki KOHIIKTH BUKJIUKAIOTh NOTPeby NOCTiNHOI cUTyaLiiiHOI 06i3HaHOCTI Npo paKTUUHUM cTaH MO6iIb-
HUX KOMYHIiKal[ilHUX BY3JIiB, 10 B YMOBax JUHaMi4YHOTO Cepe/OBHIIa, YaCTO CTOXaCTUYHOI NPUPOAH, NPU-
3BOJUTD [I0 CTPiMKOro 36i/blIeHHs cayxK60Boro Tpadiky Mepexi. Hanpuknaag, y [10] 3agaua 3Boguiach A0
pO3po6KU MeTOAy KoopJUHaLii [iboBUX QYHKIiH, 1110 GaKTUUHO sBJsIE CO60I0 KOMOiHaLli€l0 iTepaTUBHUX
(Ha By3/10BOMYy piBHi) Ta 6e3iTepaTUBHUX (Ha MepexeBOMY PiBHi) MeTo/iB onTHUMizalji.
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Information Technology and Society. Issue 3 (9). 2023

B 3arasibHOMy BHIIAJKy, TaKe pillleHHS AiHCHO NPHU3BOAUTH [0 ONTHMIi3alii BUKOPUCTaHHS pecypciB 060X piB-
HiB, ajie pa30M 3 TUM Ma€ CYyTTEBHUH HeJIOJIK — 0OMeXeHHs Ha peasli3allilo BY3/I0BUX IIJIbOBUX QYHKIIH BEKTO-
POM YTIPaBJISIOYUX PillleHb BUINECTOSIION0 BY3JIOBOTO eJieMeHTa. [HaKIe KaXydH, [ JesdKol 6araTopiBHeBOi
CUCTEMH YIIpaBJ/IiHHA CKOOPAVMHOBaHe yNpaBJisioye pillleHHsA BUSHAYAETHCA K IepeTUH MHOXXHUHM [Iil Ta CTaHIB
B 33/JaHUX YMOBax (pH Aii o6MexxeHb Ha PO3MipHiCcTh Mepexi, Gpi3udHi mapameTpy By3JIiB Ta cepej0BUILA TOILO).

KoHInenTyasibHO HasgBHICTh I[bOTO HEZIO/TIKY BKa3ye Ha HeOOXiIHICTh BpaXyBaHHs eTaly yIpaBJJIiHHS Mepe-
e, TO6TO «iTepaTUBHY YaCTHHY» METOAY KoopAuHaLii 1jiiboBUX QyHKIiH Heo6XiJHO peanisyBaTH Ha eTami
MPOEKTYBAHHSA (PO3ropTaHHs) Mepexi.

TakyMM 4YMHOM, MIPONOHYETHCA MOJeJIb CUCTEMH YIIPABJIiHHSA Ha3eMHOI KOMYHIKaLiHHOI MepexXi By3JI0BUMU
i MepexxeBHMH pecypcaMy 06YAyBaTH 3a 3arajibHOI0 CTPYKTYPOIO, 300paKeHOI0 Ha PUCYHKY 2.

B nporeci iTepaTuBHOro 06MiHy iHdopMarieto popMyeTbcss 6a3a 3HAHb LIJISIXOM 360pYy CTATUCTUYHHUX
JlaHUX, 1[0 Bi06pakaloTb MHOXKUHY CTaHiB MOGIIbHUX KOPHUCTYBauiB, HAGYTHUX B pe3y/bTaTi peakuil Ha Ail
(MHOXVHY BiANOBIAHUX KePYOYHUX il A5 3a6e3nedeHHs] KOPUCTYBaJbHUIbKUX IIiIel yrnpaBJiHHS — pUCY-
HOK 1) B cepenoBulli pyHKILioHYBaHHSA. B cBOI0 Uepry Lie cepesoBHILe 6yZe BU3HAYATHUCS MOJEJJII0 MOOiIb-
HocTi [1], TeXHIYHMUMU XapaKTEPUCTUKAMHU MOGIIbBHUX KOPUCTYBAYiB, MOJ|e/ISIMHU LIYMOBUX XapaKTEPUCTHK Ta
3aBa/, pi3HOro poAy, HaBaHTAXXEHHH, METOJaMU MapLIpyTU3alii ToLo.

/ ICY HKM \ I

p :
——— AJTOPUTM I'IMBOKOT' O !
wsC = { Wi} MAIIMHHOI'O HABUAHHSI 13 I

NIAKPINIVIEHHAM

N

Hb MOBLUIBHUX BA3OBUX CTAHUINA /

i CEPEJOBHIIE

FMoaesb ModinbHocTi MK
| [ra iX TeXHIYHMMU Xapa-Ku;
FMo/1eJIb HIYMOBHX
XapaKTEePUCTHK KAHAJIB;
FMo/1eJIb HaBaAHTAKEHHS

| [(00°em indopmanii);
FMeTOAN MapIIPyTH3ALil;
FMo/IeJIb HANPaABJIEHUX ;
3aBaJl TA aHOMAaJIiii Tomo.v'

HIbOBOI pyHKIIT
O

<:|[ Ob6mexenns Q J |
i

Mnuosxkuna cranis HKM ’ |

ICY MK : ‘ Kpurepiii By3sioBoi |

S={Snmci Fam )

Puc. 2. 3arajbHa CTPYKTYypa MOAeJIi CHCTeMHU yNpPaBJ/IiHHA Ha3eMHOI KOMyHiKaLiiiHOI Mepexi
BY3JIOBUMH i MepeKeBUMHU pecypcaMH

TobTo, iHTeNekTyasbHa cucTeMa ynpaiiHHA (ICY) Mo6iIbHUX KOPUCTYBauiB, YMOBHO KaXKy4H, CUCTEM-
HO 00’€eJjHy€ MificucTeMy NONOBHEHHSA 6a3U 3HaHb PO MpPOLECH peasisalii KOPUCTYBaJbHULBKUX LiIJIbOBUX
$YHKLH, 1110 € 0CHOBOO /1/11 BUOOPY ONTHMa/IbHOTO YIPABJIAKYOro BIVIMBY W (U, ,) WIAXOM IPOrHO3yBaH-
HS cTaHy 06’ekTy ynpasJinHa (MK) i3 mizcucreMoro peasnisariii pilieHb Ha By3/10BOMYy ab60 MepexxeBOMY piBHi.
KoxkHa i3 HeliponHux Mepex NNiMK ICY MK peanizye BUKOHaHHSI OfHi€l ab0 [ieKiJIbKOX B3aEMO3aJIeKHUX
KOPUCTYBaJIbHULIBKUX Lib0BUX QYHKLiH (Tabauus 1), KpiM TOro, A0 Tab/MLi BUHECEHO OCHOBHI HAaPSAMKU
(cnoco6u) peanizauii MaTeMaTUYHUX CIiBBiAHOIIEHb, BUMOTH QoS A/ nepefadi BinoBigHo A0 TUIY Tpadiky.

Jl1s1 BUpillleHHA NOCTaBJIeHOI 3a/ia4i IPONOHYETHCS IPeACTaBUTH Npolec GopMyBaHHS YIIPaB/IAIYHUX pi-
HieHb J/1d peasizanii ninboBux ¢yHKLiN sk MapkiBcbkuil npouec (Markov decision process — MDP).

MDP BHU3HaAYa€ThCs YOTUPMA CKJIAZ,0BUMHU: MHOXKHMHOIO CTaHIB S, MHOXKHUHO1O J1ill A, dyHKILi€l0 nepexoay P,
Ta GYHKIi€l0 BUHAropoAu R:

1. MHosxcuHa cmaHis S. KoxkeH cTaH Si € S Moxe 6yTH BEKTOPOM, 1110 CKIafa€eThcs 3 koopauHaT MBC ta MK,
NPOIYCKHOI 3JaTHOCTI HA3eMHUX KOMYHIiKallilHUX BY3J1iB, 3aJIMIIKOBOI eHeprii KOXKHOT0 By3Ja B Mepexi, Ta
IHIIMX MEeTPUK BiZNIOBIHO [0 NPOTOKOJIy MaplIpyTHU3aLil.
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2. MHuodcuHa diii A. PaKTUYHO MHOXKHHOIO il € apryMeHTH LiJbOBUX QYHKIiH ynpaBiaiHHs, To6TO U €
A. ] MOXe BKJIOYATH MOXXJIUBI HanpsAMKU nepemimeHHss MBC, 3 MeTolo 3a6e3ne4yeHHs PaiONOKPUTTS, IPO-
MyCKHOI 3/JaTHOCTI MapIUPYyTiB, 4acCy 3aTPUMKHU JOCTABKHU [TAKeTIB TOILO.

3. @ynkyis nepexody P. Pyukuis nepexoay P(s'|s, U) Bu3Ha4ae KMOBipHICTb nepexoAy B CTaH S’ Mic/1s1 BUKO-
HaHHA il U B cTaHi s.

4. Qynkyis euHazopodu R. Pynkuis BuHaropogu R(s, U, s') BuU3HauYae BUHAropoAy, OTpMMaHy Micas BU-
koHaHHA il U B cTaHi s i nepexofy B cTaH s'. B KOHTeKCTi ynpaB/iiHHS Mepexero Iie 36iableHHs 3arajJbHoi
MPOMYCKHOI 3/JaTHOCTI Mepexi abo 3MeHIIeHHs 3araJibHOI 3aTPUMKH MapIIPYTiB, 301bLIEHHS YaCy «KUTTSI»
BY3J1iB TOLLO.

Tabaung 1
Ilepenik MaTeMaTU4YHUX Mogesiel (GyHKLi) aasa peanizanii P
Bumoru QoS nepeaaui
. . . . 3aJjlaHoro Tuny Tpagiky
KpwuTepiii By3ioBoi (MK) Li® MaTteMmaTH4Hi MoaeJi T
; 0JI0COBa
(Cuxi) (dyHKuii Ta piBHAHHS) . Mepeaaya
Biseo mepegaya | mepegada AAHUX
(VoIP)
Minimisanisa 4acy 3aTpUMKH PiBHAHHA 3aTpUMKU Nepejayi MOXe
nepezaui naketis (1) PiBHAHHS 3aTPUMKH 06POGKH BapiloBaTHUCS:
PiBHAHHS 3aTPUMKU MapLIpyTH3aii o 150 ms Z0 150 ms | gnsa 6inbuocTi
3arasibHe piBHAHHSA 3aTPUMKHU JIaHUX 0
250 ms
Minimisania gpxurTepa PiBHAHHA JpKUTTEpaA JJ1s1 611bIIOCTI
nepezayi naketis (2) 3ara/ibHe piBHAIHHA 3aTPUMKH i3 o 30 ms 2o 30 ms JaHUX 10
ypaxyBaHHSM JPKUTTepa 50 ms
MakcrMyM npomnyckHol PiBHAHHSA NponycKHOI 3JaTHOCTI Bucoka: Biz
3/laTHOCTI (KaHasty, MapuipyTy, | (popmysna llleHHOHA) 500 Kbps Hipkda: 3anexuTh Bif,
Mmepexi) (3) Mopgenb kKaHasy 3B’ 13Ky o 5 Mbps B - 1/1611143;-10 TUIY JAHUX:
Mogensp mwymy 3aJ1€KHOCTI BiJi 614)1 Kbps 1o | MO%e O6yTH Bif
Mopaenb HanpaBJIeHUX 3aBa/, sgKocTi (po3inbHa 128 I?b i HU3BKOI /10
3JlaTHICTb, YacToTa P BHCOKOI
KazpiB Ta iH.)
Minimisanis koediuieHTy PiBHAHHSA BTpaTH NaKeTiB yepes
BTPaTH NlepeJjlaHuX MaKeTIB NOMMJIKH Ilepeadi .
. . 3aeXuThb BiJ
Packet Loss (4) PiBHSIHHSI BTpaTH NaKeTiB yepe3
o o TUIY JAHUX:
nepeBaHTaXKeHHS 1o 1% 10 0.5% . .
. . JJ1s1 6ibIIOCTI
PiBHSIHHA BTpaTH NakeTiB yepe3 o
. nanux o 1%
MapIIpyTH3aLilo
3arajibHa BTpaTa [IaKeTiB
Makcumisanis yacy Mopesib eHeprocrnoX1uBaHHs
¢$yHKIiOHYBaHHS By3J/1a KOMyHiKaliliHoro BysJa (Mepexi) - - -
(mepexi) (5)

MeTo10 areHTy € 3HaXO/PKEHHA MOJIITUKHU T, IKa MaKCUMi3y€e CyMy BUHAropo/, OTpUMaHUX NPOTATOM 4acy
HaB4aHH4. [losiTHKa T BUBHaYa€ HMOBIpHICTb BUGODPY KOXKHOI iii U B KOX)KHOMY CTaHi S. B KOHTeKCTi IIn60Ko-
ro HaBYaHHA 3 MiJKpiNJIeHHAM, NMOJITHKA T YaCTO allpOKCUMYETbCS HEMPOHHOI0 MepeXelo, TapaMeTpH Kol
OHOBJIIOIOTBCSA MiJ, Yac Npolecy HaBYaHHs.

MaTeMaTH4HO, METOIO areHTa € MaKCUMi3allid 04iKyBaHOI CyMU BUHAropoz;:

Q" «Q(s.,a,)+a .(r[ +y-maxQ (s,,,,a,)-Q (s,.q, )) (7
Ze Y € GaKTOpOM JUCKOHTYBAHHS, 1110 BU3HAYAE, HACKIIbKU areHT «LiHye» MalbyTHI BUHAaropoau mnopis-
HSAHO 3 HUHILIHIMU.
AnropuTMH IJIMO60KOTO HaBYaHHA 3 mifgkpinyieHHsM, Taki sk Deep Q-Network (DQN), BUKOPUCTOBYIOTH
MOJIITUKY HAa OCHOBI B3aEMOJII areHTa 3 cepe/0BUIIEM /JIsl OHOBJIEHHS TapaMeTpiB (puc. 3).
Tak, B koHTeKcTi Q-HaB4YaHHs (7) areHTy, 3 MeTOw0 peaJsizauii niboBux ¢pyHkuiit (1) A1 BUKOHAHHSA BU-
Mor i3 sikocTi iHpopmauiiiHoro o6MiHy (2-6), MaeMo:

Q(St 'U) = R(St 'U)+ Y 'ZP(Sn-l |St’U)nL}aXQ(St+1 ’Ut+1 ) ’

St+1

(8)
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Je R(St,U) - Lle BUHAropoja, oTpMMaHa nic/isi BukoHaHHs Aii U B ctaHi s,, P(s,,, |s,,U) - ue iMmoBipHicTb
nepexoAy B CTaH S,,, Nicjad BUKOHaHHA Ail U B cTaHi s, rrUlaXQ(SM,UM) - I[e MaKcuMaJibHa Q-1[iHHICTb AJi
t+1

HaCTYMHOIO CTaHy S,,, , 10 Bijo6pakae Halikpaly Aito U,,,, AKy MOXKHa BUKOHATH B LIbOMY CTaHi.

MHOXHHA 10Ty CTUMHX
YIPaBJISIIOUNX PillIeHb

U; _ . . Ui
U={U;}i=1Jo
A 4
CepenoBuiie
Arent MHOXHHA MOKJTHBUX CTaHIB ymxuionysans
f S,
A . . ++1
s S =1{S;}i=1i,
.
R 6 w Res
Bunaropona/mrpad J

-

Puc. 3. 3arasbHuii npouec aaroputMy Q-HaByaHHA 3 NiAKpiNJIeHHAM

BuCHOBKM. BrkopucTaHHA [BOpPiBHEBOI iHTeJIeKTYaJbHOI CUCTEMU YIpPABJIIHHA [O03BOJISE PO3AIIUTU
NpOILleC Ha /1BA eTalNu: IJIaHyBaHHs Ta BUKOHAaHHS, 1110 MOKe JJONTIOMOI'TH B YIIpaBJ/iHHI CKJIAJHICTIO 3a/a4i.

Ha nepiiomy piBHi, BU BUKOPUCTOBY€ETE HellpoMepexi A/ onTUMi3anil okpeMUx LiiboBUX OyHKLiH. Le
JI03BOJINTb BUKOPUCTOBYBAaTH HeHpoMepexi A5 MoJe/I0BaHHS CKJAaJHUX QYHKUIH i 3HAX0[KeHHS ONTH-
MaJIbHUX pillleHb Ha By3JI0BOMY piBHI.

Ha gpyromy piBHi, BUKOpUCTaHHA aJIrOPpUTMy Q-HaBYaHHA 3 NiJKPINJIEHHAM [Jid afanTauyii o 3MiH y ce-
pe/loBUIL[i B peaJibHOMY 4aci /03BOJISIE BUKOPUCTOBYBATH iHPOpMaIlilo, OTpUMaHy Ha NepHIOMY piBHi, AJs
NPUHAHATTS ONTUMa/IbHUX pillleHb B OHJIalH PeXUMI.

BHKOpHCTaHHSA TaKOTo NiZIXoAy MoXe 3a6e3MeyuTH epeKTUBHE YIPaBJIiHHA Mepexelo, afanTyoYuch [0
3MiH y cepeioBHIIIi Ta Bpax0BY0O4H pi3Hi [[iboBi dyHK1ii. OAHAK, BApTO 3a3HAYUTH, L0 peastisalis Takoi cuc-
TeMHU MOXe O6YTH J0CUTb CKJIaZHOI0, | MOXKe HaKJ/1aZlaTH 4YacoBi 0OMeXeHHs1 Ha HaJIAalITyBaHHSA Ta TeCTyBaHHSA
Pi3HHUX KOMIIOHEHTIB CUCTeMH, 111006 AOCATTH ONTUMAJbHUX PE3Y/bTATIB.

Tomy, HanpsAIMKOM MOAAJbIINX AOCHIMKEeHb € iMiTalliiiHe MoJe/IlOBaHHS 3alpONOHOBaHOI MoJesi iHTe-
JIEKTya/IbHOTO YNpaBJ/iHHSA pecypcaMy Ha3eMHoOi KoMyHikaliitHoI Mepexi kiacy MANET pasa pociigxeHHs
ii aflekBaTHOCTI, KpiM TOro Heo6Xi/JHO AOCAIAUTH MOKA3HUKU €PEKTUBHOCTI CUCTEMH iHTEJIEeKTYaJbHOTO
yIpaBJiHHSA y IOPIBHAHHI i3 BIJOMUMHU pillIeHHAMMH.

CnuCcOK BUKOPUCTAHMX JiKepeT:

1. Bensikos P. 0., ®ecenko 0. [I. Mogesb MoGiIbHOCTI Ha3eMHOI KOMYHiKanliiHOT Mepexi crelialbHOTO TPU3HAYEHHS.
Computer-Integrated Technologies: Education, Science, Production. 2023. Ne 51. C. 130-138. DOI: 10.36910/6775-2524-0
560-2023-51-17.

2. PoMaH1ok B. A. KoHuenujis iepapxiuHoi mo6yA0BY iHTeJeKTYaJbHUX CUCTEM YIPaBJIiHHA TAKTUYHUMU pajioMepe-
xamu Kiaacy MANET. HBY-mexHika ma meiekomMyHikayilini mexHo/oeii : 36ipHUK Te3 fonoBigend MixkHap. KpUMCbKa KOHQ.
KpuMiKo. CeBacTomnoJb, 2012. C. 265.

3. PomaH1ok B. A. LlinboBi yHKIIII onepaTUBHOrO ypaBJIiHHSA TAKTUYHUMU paZiioMepexaMu. 36ipHUK HAYKOBUX Npayb
BITIHTYY «KIII». 2012, Ne 1. C. 109-117.

4, PomaHIoOK B. A. ApxiTexTypa cucTeMy onepaTUBHOIO YIPAB/IiHHA TAKTHYHUMU pajiioMepexxaMu. 36IpHUK HAYKO8UX
npays BITI HTYY «KIll». 2009. Ne 3. C. 70-76.

5. Deep Reinforcement Learning Aided Packet-Routing for Aeronautical Ad-Hoc Networks Formed by Passenger
Planes / D. Liu et al. IEEE Transactions on Vehicular Technology. 2021. Vol. 70, no. 5. P. 5166-5171. DOI: 10.1109/
tvt.2021.3074015.

6. Enhancing Vehicular Ad Hoc Networks’ Dynamic Behavior by Integrating Game Theory and Machine Learning
Techniques for Reliable and Stable Routing / N. Phull et al. Security and Communication Networks. 2022. Vol. 2022. P. 1-11.
DOI: 10.1155/2022/4108231.

7. Implementation of Mobility Management Methods for MANET / ]. Hosek et al. International Journal of Advances in
Telecommunications, Electrotechnics, Signals and Systems. 2012. Vol. 1, no. 2-3. DOI: 10.11601/ijates.v1i2-3.39.

Information Technology and Society. Issue 3 (9). 2023 13



Ingpopmayiiini mexnonoeii ma cycninecmeo. Bunyck 3 (9). 2023

8. Model of data flow control subsystem of the MANET class mobile radio network control system / Yu. Kramska et al.
Scientific Journal of TNTU. 2022. Vol. 107. No 3. P. 51-59.

9. Romaniuk V. A, Bieliakov R. 0. Objective control functions of FANET communication nodes of land-air network.
Computer-Integrated Technologies: Education, Science, Production. 2023. No. 50. P. 125-130. DOI: 10.36910/6775-2524-0
560-2023-50-19.

10. The Hierarchical Model Of Interaction Between Intelligent Agents In The Manet Control Systems / O. Y. Sova et al.
Information and Telecommunication Sciences. 2015. No. 1. P. 21-28. DOI: 10.20535/2411-2976.12015.21-28.

11. Xebka B.B. locnimkeHHs1 MeTO/[iB MalIMHHOTO HAaBYaHHS Ta iX 3aCTOCYBaHHS /ISl IPOTHO3YBAHHS BiITOKY KO-
PUCTYBadiB TeJIeKOMyHIKallikHUX MOCcayT. 38’130k 2020. N2 4. DOI: 10.31673/2412-9070.2020.042231.

References:

1. Bieliakov, R., & Fesenko, 0. (2023). Model mobilnosti nazemnoi komunikatsiinoi merezhi spetsialnoho pryznachennia
[Mobility model of a special purpose terrestrial communication network]. Computer-Integrated Technologies: Education,
Science, Production, 51, 130-138.

2. Romaniuk, V. A. (2012). Kontseptsyia yerarkhycheskoho postroenyia yntellektualnikh system upravlenyia
taktycheskymy radyosetiamy klassa MANET [The concept of hierarchical construction of intelligent management systems
for tactical radio networks of the MANET class]. Proceedings from KryMyKo: Mezhdunarodna Krymska konferentsiia
«NVCh-tekhnyka ta telekommunykatsiyni tekhnolohii» - International Crimean conference «Microwave technology and
telecommunication technologies». (p. 265). Sevastopol: KryMyKo [in Ukrainian].

3. Romaniuk, V. A. (2012). Tsilovi funktsii operatyvnoho upravlinnia taktychnymy radiomerezhamy [Target functions of
operational management of tactical radio networks]. Zbirnyk naukovykh prats VITI NTUU «KPI» - Scientific works collection
of MITIT NTUU "KPI", 1,109-117. [in Ukrainian].

4. Romaniuk, V. A. (2009). Arkhitektura systemy operatyvnoho upravlinnia taktychnymy radiomerezhamy
[Architecture of the operational management system of tactical radio networks]. Zbirnyk naukovykh prats VITI NTUU
«KPI» - Scientific works collection of MITIT NTUU "KPI", 3, 70-76. [in Ukrainian].

5. Liu, D, Cuj, ], Zhang, J., Yang, C. Y, & Hanzo, L. (2021). Deep Reinforcement Learning Aided Packet-Routing
for Aeronautical Ad-Hoc Networks Formed by Passenger Planes. IEEE Transactions on Vehicular Technology, 70(5),
5166-5171. https://doi.org/10.1109/tvt.2021.3074015.

6. Phull, N,, Singh, P, Shabaz, M., & Sammy, F. (2022). Enhancing Vehicular Ad Hoc Networks’ Dynamic Behavior by
Integrating Game Theory and Machine Learning Techniques for Reliable and Stable Routing. Security and Communication
Networks, 2022, 1-11. https://doi.org/10.1155/2022/4108231.

7. Hosek, ], Vajsar, P, Bartl, M, & Molnar, K. (2012). Implementation of Mobility Management Methods for
MANET. International Journal of Advances in Telecommunications, Electrotechnics, Signals and Systems, 1(2-3). https://doi.
org/10.11601/ijates.v1i2-3.39.

8. Kramska, Y, Salnyk, S., Vasylenko, S., & Mavrina, 0. (2022). Model of data flow control subsystem of the manet class
mobile radio network control system. Visnyk Ternopilskoho natsionalnoho tekhnichnoho universytetu - Scientific journal of
the Ternopil national technical university, 107(3), 51-59. https://doi.org/10.33108/visnyk_tntu2022.03.051.

9. Romaniuk, V. A, & Bieliakov, R. 0. (2023). Objective control functions of FANET communication nodes of land-air
network. Computer-Integrated Technologies: Education, Science, Production, (50), 125-130. https://doi.org/10.36910/6
775-2524-0560-2023-50-19.

10. Sova, O. Y, Romanyuk, V. A, Minochkin, D. A., & Polshchykov, K. 0. (2015b). The Hierarchical Model Of Interaction
Between Intelligent Agents In The Manet Control Systems. Information and Telecommunication Sciences, (1), 21-28. https://
doi.org/10.20535/2411-2976.12015.21-28.

11. Zhebka, V. V. (2020). Doslidzhennia metodiv mashynnoho navchannia ta yikh zastosuvannia dlia prohnozuvannia
vidtoku korystuvachiv telekomunikatsiinykh posluh [Research of machine learning methods and their application for
forecasting use outflow by telecommunications services]. Zviazok - Connectivity, 146(4). https://doi.org/10.31673/2412-
9070.2020.042231. [in Ukrainian].

14 Inpopmayitini mexnonozii ma cycninbcmeo. Bunyck 3 (9). 2023



Information Technology and Society. Issue 3 (9). 2023

YAK 004.056.3
DOI https://doi.org/10.32689 /maup.it.2023.3.2

Mukoaa BACHJIEHKO
dokmop ¢izuko-mamemamuyHux HayK, doKkmop opudu4Hux Hayk, npogecop, npogecop kagpedpu Kibepbesneku,
HayioHanvHull yHisepcumem «Odecvka opuduvyHa akademisi», 8ya. Piwenvescvka, 28, Odeca, Ykpaina, iHdekc
65011 (vasylenko.it@journals.maup.kiev.ua)

ORCID: 0000-0002-8555-5712

Basnepis C/IATBIHCbKA

sukaadau Kagedpu kibepbesneku, HayioHanvHuill yHigepcumem «0Odecbka Hpudu4Ha axkademisi», Gy/.

Piwenvescvka, 28, Odeca, Ykpaiua, indekc 65011, Ykpaina, indekc 65000 (slatvinskaya_valeriya@ukr.net)
ORCID: 0000-0002-6082-981X

Ceimaana CHCOEHKO
KaHdudam mexHIYHUX Hayk, doyeHm, doyeHm Kagedpu iHgpopmayiliHoi 6eaneku ma Komn'tomepHoi iHxceHepii,
Yepkacokuil depacagHull mexHoso02iuHull yHigepcumem, 6yabe. lllesuerka, 460, Yepkacu, Ykpaina, indekc 18006
(s.sysoienko@chdtu.edu.ua)

ORCID: 0000-0002-0009-337X

Nikolai VASILENKO

Doctor of Physical and Mathematical Sciences, Doctor of Law, Professor, Professor at the Department of
cybersecurity, National University "Odessa Law Academy”, 28 Richelevskaya str., Odessa, Ukraine, postal code
65011 (vasylenko.it@journals.maup.kiev.ua)

Valeriia SLATVINSKA
Assistant Professor at the Department of Cybersecurity, National University "Odessa Law Academy”,
28 Richelevskaya str,, Odessa, Ukraine, postal code 65011 (slatvinskaya_valeriya@ukr.net)

Svitlana SYSOIENKO

Candidate of Technical Sciences, Associate Professor, Associate Professor at the Department of Computer
Information Systems and Technologies, Cherkasy State Technological University Shevchenko blvd,, 460, Cherkasy,
Ukraine, postal code 18006, (s.sysoienko@chdtu.edu.ua)

Bi6aiorpadiynmii onuc crarri: Bacunenko, M., CnatBiHcbka, B, Cucoenko, C. (2023). Oco6suBocTi
CTBOpEHHS ClLieHapiio Ji1 060/10HKH bash npu cTBopeHHI pesepBHUX Komil. [Hgpopmayiiini mexHono2ii ma
cycniabemso, 3, 15-22. DOI: https://doi.org/10.32689 /maup.it.2023.3.2

Bibliographic description of the article: Vasilenko M., Slatvinska V. & Sysoienko S. (2023). Osoblyvosti
stvorennia stsenariiu dlia obolonky bash pry stvorenni rezervnykh kopii [Features of creating a script for the
bash shell when creating backups]. Informatsiini tekhnolohii ta suspilstvo - Information technology and society,
3,15-22. DOI: https://doi.org/10.32689 /maup.it.2023.3.2

OCOBJIUBOCTI CTBOPEHHS CIIEHAPIIO /1/11 OBOJIOHKH BASH IMPU CTBOPEHHI PE3EPBHUX KOIIII

Anomayis. Y daniti cmammi nponoHyemucs cyeHapiil Ha mo8i bash da51 cmeopeHHs pesepsHux Konill gatinie i kamano-
eie. B3aemodisl kopucmysaua 3 onepayiiiHoio cucmemoro 30ilicHIoEMbCs Yepe3 06010HKY. B Linux icHye psi0 pi3HUX 060/10HOK,
HatinonyaapHiwoi 3 akux € came bash. CmeopeHHs pesepeHoi konii daHux Hadae Moxcaugicms 8UKOHAMU 8i0HO81eHHS IHPop-
Mayii npu empami opuzinasy, 3 K020 6y/210 cmeopeHo pe3epsHy konito. [Ipu ybomy nid empamor mpeba po3ymimu HACMAHHS
nodii, wo npuseesa 0o 3mMiHu daHux, hic/s1 Y020 BOHU 8MPAMUAU YIHHICMb abo 6y1u sudaJeHi 3 Hocis. CyeHapili mae Hacmyn-
Hi @yHKyii: CyeHapiii npuitimae napamempu KOMaHOHO20 psA0Ka, WO € iMeHamu kamasoeis, ski mpeb6a dodamu do pe3ep8Hoi
konii. KomandHuil psidok modsce cmamu ideanbHUM iIHCmpyMeHmMoM 0151 3a6e3neveHHs Kibepbesneku. HelimMogipHa eHyuKicmb
i abconromua docmynHicms nepemeoproioms cmandoapmuuli iHmepgetic KoOMaHOHO20 psiIdka HA hyHOaMeHMaNbHe piuleHHS,
silke Hadae wWeudKo cmeopreamu ma modea08amu ckaAd0Hi yHKYIi 3a donomozoro auuie 00H020 psidka KOHBEEPHUX KOMAHO.
AKwo napamempu He 3a0aHO, CMBOPIEMbCS pe3epeHa Konis domawHbo20 kamaozy. [lepesipsiemubcs HassgHicmb kKamaozy
"archives" y domawHboMy Kama.03i kopucmysaua. AAKujo 020 Hemag, 8iH cmeopioemuvcs. Ompumyemucst nomoyHa dama i
Yac 0151 BUKOPUCMAHHA Yy HA3ei apxigy. Akujo napamempu KOMaHOHO20 psidka 3a0aHo, A00a8aHHA BKA3AHUX Kamasozie 0o
pesepsHoi konii. [lepegipsiembcsl HasisBHicmb kamaso2y neped dodasaHHAM. Hasuuku ma yMiHHS epekmusHo npayosamu 3
KOMAaHOHUM psi0KoM — Haligaxcausiwa Haguuka 0414 gpaxisyie 3 6esneku ma adminicmpysaHHs. CmeoproeMubCsl pe3epseHa Ko-
nist KOJXCHO20 KAMA/102y, BKAYA0YU 11020 hidkamasiozu, 3a donomMoz20r KomaHdu tar. Busodumscs nogidomaeHHs npo cmeo-
DPeHy pe3epeHy KOnil pasoM 3i WASIXOM, 3a SIKUM 80HA 36epiecaemubcs. Cmammsi makoxc Hadae iHcmpykyii wjodo nepesipku

Information Technology and Society. Issue 3 (9). 2023 15



Ingpopmayiiini mexnonoeii ma cycninecmeo. Bunyck 3 (9). 2023

npayesdamHocmi ckpunma ma Ha/AawmysaHHs nepioduyHo20 3anycky 3a donomozoo cron i efhekmueHocmi BUKOPUCMAHHS
KOMAaHOHO20 psiOKa 04151 noAinWeHHs HasA8HO020 PYHKYIOHANY.
Knatouoei cnoea: ckpunm, koniro8auHsl, KOMaHOHUL psi0OK, pe3epeHa Konisl.

FEATURES OF CREATING A SCRIPT FOR THE BASH SHELL WHEN CREATING BACKUPS

Abstract. This article provides a bash script for creating backup copies of files and directories. The user interacts with
the operating system through a shell. In Linux, there are a number of different shells, the most popular of which is bash itself.
Creating a backup copy of data provides an opportunity to restore information in case of loss of the original from which the
backup copy was created. At the same time, loss should be understood as the occurrence of an event that led to a change in
data, after which they lost their value or were deleted from the medium. The script has the following functions: the script
accepts command line parameters, which are the names of the directories to be added to the backup. The command line can be
an ideal tool for ensuring cybersecurity. Unbelievable flexibility and absolute accessibility transform the standard command-
line interface into a fundamental solution that allows you to quickly create and model complex functions using only one line
of pipelined commands. If no parameters are specified, a backup copy of the home directory is created. If no parameters are
specified, a backup copy of the home directory is created. If it does not exist, it is created. The current date and time are
obtained to be used in the archive name. If command line parameters are specified, the specified directories are added to the
backup. The existence of the directory is checked before adding it. The ability to work effectively with the command line is an
essential skill for security and administration professionals. Each directory, including its subdirectories, is backed up using the
tar command. A message about the created backup copy is displayed along with the path in which it is saved. The article also
provides instructions on how to test the functionality of the script and how to set up a periodic run using cron and how to use
the command line effectively to improve existing functionality.

Key words: script, copy, command line, backup copy.

AKTyanbHicTh po6JieMH. Po3BUTOK iHPopMaTH3alil y CycHiibCTBI OCTaHHIX POKIB BUCYHYB Ha OJHe
3 IepLIKX Micub Npo6/eMy 3aXUCTy BeJU4e3HOI KibKoCTi iHpopMallii, 1jo popMyeThCs, 06pO6IIOETHCA i e-
peflaeTbCs B KOMII'IOTEPHUX CUCTeMaX, @ TAKOX CTBOPEHHHA KOMii JaHUX 3 HOCIIB 3a J0IOMOI'0I0 pPe3epBHOI0
KOIil0BaHHA ab60 (6ekan) Ta npUu3Ha4eHUH /15 BiJHOBJIEHHS [JUX AAHUX Y pa3i IX MoIKogKeHHS a60 BUAAJIEeH-
HS L0/0 Pi3HUX JecTabinizyoynx GaKTopiB.

OCHOBHI NPUYMHU CTBOPEHHSA Pe3ePBHUX KOMil BKJIIOYAKOTh:

3axucT Bif BTpaTu AaHux: Pe3epBHi Komii 703BOJIAIOTE BiJHOBUTH BaXKJIUBI Gaiiu Ta JaHi y BUNajKy ix
BTpaTH, IOMUJIKOBOIO BH/aJeHHs ab0 nolkKoAxeHHs. Lle 0co6J1MBO BaXX/IMBO A/151 6i3HECy Ta KOPUCTYBadiB,
aki 36epiratloTh LiHHI AaHi.

BigHoBsieHHs cucTeMu: Pe3epBHi Komii fjonoMaraloTh BiJHOBUTH CUCTEMY Yy pasi HelepeZ6aueHUX CUTYa-
1ill, TAaKUX SIK aBapii >KOPCTKOr0 JUCKa, aTaK{ 3JI0BMUCHUKIB abo BipyciB.

Mirpanisa Ta nepemimeHHsa faHux: PesepBHi Kol 03BOJISAIOTH JIETKO NepeMillyBaTH AaHi MiX pisHUMHU
cepefoBHILAMU ab60 cucTeMaMU. BoHU TakoX KOPUCHI AJis Mirpaiiil Ha HOBy anapaTHy abo nporpaMHy iHpa-
CTPYKTYyDpYy.

BigHoBJ/IeHHs Nonepe HiX Bepciil: Pe3epBHi Komil Jj03BOJISIIOTh NOBEPHYTUCSA [0 NoNepejHixX Bepciil dpait-
JIiB ab0 KaTaJIoriB, fiKi 6ys11 3MiHeHi ab60 BUAaseHi. [le Moxxe 6yTH KOPUCHUM Y BUNIA[ Ky TIOMUJIKOBUX 3MiH 260
noTpebU BifJHOBUTH CTapy Bepcito.

3abe3sneueHHs 6e3neKd JaHUX: Pe3epBHi Komii € BaXKJINBUM eJIeMEHTOM CTpaTerii 3axucTy AaHux. BoHu
Jl03BOJIIIOTh YHUKHYTH BTPAaTH BaXK/JIMBUX laHUX Yepe3 BUNaJKOBi ab0 HAaBMUCHI JAil.

OfHUM i3 c110cO6iB MOJIETIUTH 1110 IP0O6JIEMY 3 TEXHIYHOI TOYKH 30pYy € KODUCHUM iHCTPYMEHTOM BUBYEH-
Hs MoBH bash. Be3 1iboro cuctemMHi afjMiHicTpaTopHu Ta paHaTU TEPMiHAJIB ONUHUINUCA 6 Ha TepMiHaJi rofu-
HaMU. 3aMiCTb IIbOr0 MU MOXKeMO NUcaTH cueHapii bash gss aBToMaTusauii Linux. HaBpunBLIMCh BUKOPUCTO-
BYBaTHU MOXJUBOCTI Bash, Mu MoxkeMo nucaTH Bci 1ii ck/1a/iHi onepalii Ta LIBUAKO 3allyCKaTH iX 3a JOIOMOT00
cLeHapito.

O6o0Js10HKa 4yZ,0Ba, AOCHIAKY0UH ii, MOXKEMO 3alpONOHYBATH LLISAXW aBTOMaTH3allil Ta MOKpalleHHs BH-
I0TPilIHbOI pO60TH cucTeMU Linux.

AHaJi3 ocTaHHIX gocaigKeHb i ny6aikanii. /Iyis ctabisbHOI po60TH KOMMNAHINM SKi NpaloTh 3 iH-
dopmMali€ero € npolec pe3epBHOT0 KOMiloBaHHS AaHUX. He 3a/1e3xHO BiJ TOro, 4 Lie 6aHK, Y4 CAlT MO Npo-
JlakaM rocloZapCcbKUX TOBapiB, y pa3i HeCUCTeMHOr0 36010 Ta MOIIKO/XKeHHS 0CHOBHHUX cepBepiB abo 6a3
JlaHUX —B HAWKOPOTIUUH TepMiH, CUCTEMHA IOMUJIKA NOBUHHA 6y THU BUIIpaBJieHa a pe3epBHi JjaHi BilHOB-
JieHi. Bpaxogyuu akmugHull po38umok wkidaueozo 13, wo sunepedicae po3sumok aHmueipycie, HatibiAbw
payioHasnvHo 6ydysamu IT-6e3neky HABK010 cucmeMu pe3epeHO20 36epediceHHs iHopmayii. 3amicmb mozo,
wob okycysamucsa 8UKAIOYHO HA 3anobiecaHHi amakam ma 6opomu6i 3 8ipycamu, Habazamo npocmiute, de-
weswe i secue nidHaAMu cucmemy 3 pesepgHux koniii [1]. ABTopamMu po60TH [2] cipoeKTOBaHO iHTeNEeKTy-
aJbHy CUCTeMy AeAybJikanii Ta po3nofiny JaHUX y XMapHUX CXOBUIAX, KA TP AOPOO6Li cUCTeM IepeBip-
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KU LIJIICHOCTI pe3epBHUX KO Ta ONTUMIi3aLii AUCKOBOTO NPOCTOPY Mic/ig BUJAJTE€HHSA CTapUX Pe3epPBHUX
KOMil MOXXe BUKOPHCTOBYBATHUCh Ha HmpakTuui. ¥ chepi IT o6osioHKa - Lle nporpamMHe 3a6e3MedyeHHs, IKe
3'eZlHyE KopucTyBada 3 KoMn'loTepoM. O60JIOHKA J03BOJISIE KOPUCTYBAYeBi Ai3HATHUCA PO CUCTEMY abo
¢daiiiu B Hilt a60 KepyBaTHu cucTeMoio. 060JI0HKA 3a3BUYAM € YaCTUHOW omnepaniiHoi cucteMu. IcHye Ba
THUNHU 060JIOHOK.

KomaHiHO-OpieHTOBaHa 060/10HKa, Hanpukaas, 0S X TepmiHait.

O6osioHka 3 rpadiyHuUM iHTepdecoM KOpPUCTyBaya, HaNpHK/Ia[ mykad s OS X abo BciM 3HaloMa
Windows.

TepmiHas € KOMaH/AHO-OPiEHTOBAHOIO 060JIOHKOIO, TOMY 1[0 TYT MW BBOJAMMO KOMaH/{1 6e3mocepe/iHbo,
a He HaTHMCKAaEMO KHONKHU MUl abo BBogHUMO iHpopMaliito B moJst. Kosim My 3HaxoiMMoOCs Ha TepMiHaJi, y Hac
nparoe npouec Bash, skuit Hagae Ham 060/10HKY Bash. fkio Mu mounHaeMo BUKOHYBATH ClieHapiH, BiH dpak-
THUYHO He BUKOHYETHCA B IbOMY NPOLLEeCi, a 3aMiCThb [[bOT0 3allyCKAaE HOBUU NMPOLeC [1/11 BUKOHAHHSA BCepeu-
Hi. KoMmaH/1HO-0OpieHTOBaHI 060JIOHKH TAKOXK MAIOTh 6e3J1i4 pi3HOBU/IIB — 060/I0HKa Bourne, Bash, o6o/10HKa
Z touio. fIk cTaHAapT Ha KoMH'IoTepax Mac, TepmiHasi BifkpuBae 06010HKY Bash. Bash € nyxe nmotyxHum,
OCKIJIbKM BiH MOXKe CIIPOCTUTH NeBHI onepaii, iki Bakko epeKTUBHO BUKOHATH 3a JONOMOro rpadiuHoro
inTepdeiicy kopuctyBada. KopucTywounch miATPUMKOI YHUCJEHHUX NMPUXUJIBHUKIB MPOrpaMHOro 3abe3ne-
YeHHs 3 BiIKPUTHUM KoZoM, Linux HaGys1a BeJIMKOI MOMyJIsTPHOCTI, a pa3oM 3 TUM - | 3HAYHOTO TEXHOJIOT{YHOTO
ynockoHaseHHs [3]. B Linux icHye psj pisHUX 060JIOHOK, HaUMOMyJIsIpHIiIIoi 3 AKkuX € bash. O6osi0HKa bash
cTasa ileaTbHUM iHCTPYMEHTOM [IJIS ollepallili i3 3abe3nedyeHHs 6e3MeKH, OCKIIbKA BOHA Ma€ MiXIIaTpop-
MHIi MeTozH i cueHapii. [lomnpenicTs bash Takox fae neBHy nepeBary ¢axiBLsaM, sIKi TECTYIOTh Ha CTIHKICTb
Jl0 aTaK i BTOPrHeHb, OCKIIbKY B 6araTbOX BUIA/[KaxX IM He MOTPiGHO BCTAHOBJIFOBATHU B CUCTEMI 0/JaTKOBY
iHppacTpykTypy nigTpuMku a6o intepnperarop [4 - 5].

Y [6-7] aBTOpHM AiNATHCA [eIKUMU KOPUCHUMH iHCTPYMEHTAMH Ta PECYPCAMH, SIKi MOXKYTb JJOIOMOI'TH
y BUBUEHHI KOMaH/|HOTro iHTepnpeTraTopa. HanucanHs cueHapiiB A/ 060J0HKH — Iie MOTYKHA Ta yHiBep-
caJlbHa HaBUYKa, KA MOXe JJOIOMOI'TH aBTOMaTHU3yBaTH 3aBJjaHHS, MaHINy/JI0BaTHU JAHUMU Ta HaJallTOBY-
BaTH iHTepdeiic komanaHoro psigka (CLI). HesanexHo Big Toro, yu BUKopucTOBYeThCs Bash, Zsh a6o iHma
060J10HKa.

Po6oTa [8] oxomtoe nporpaMyBaHHsI B KOMaH/JHOMY PSIZIKY 3 aKIleHTOM Ha Linux B KOMaHZAHOMY pSJKY
Bash; 0 3a6e3mneuye 0CTOBIpHY, peasibHY aKTyaJ/IbHICTh, 8 TAKOX HaJA€ THYYKi iHCTPyMeHTH JJisl HETalHOTO
MOYaTKy po6OTH Ta BUPIiLIEHHS Pi3HOMaHITHUX peasibHUX 3aBAaHb. Po6oTa [9] npucBsa4yeHa 6araTboM MOLIM-
pPEHMM MporpaMawm, 1[0 BUKOPUCTOBYIOThCS y KOMaHAHOMY PSJKY, @ TAKOXK Oi/IbII CKJIAJHUM TeMaM. 3 OrIsily
Ha KOJIO JIOCJTi/IP)KeHb, 3HaHs 3araJlbHOT0 CHHTAKCUCY bash Ta BMiHS mycaTH Ha HBOMY — KPUTHYHUN CKiJ A1
po3po6HUKa. [laHi JocaipKeHHS 060B'A3KOBO CTAHYThB HAro/i K MOYaTKiBLSM, TaK i JOCBi[Y4eHUM pO3p006-
HHUKaM, SIKi MOIVIM 320y TH JiesIKi 0COGJIMBOCTI Ii€l HA/IMOTYKHOT KOMaH/[HOT 060JIOHKH.

MeToI0 CTATTi € CTBOpPEHHs CleHapito AJis 060J0HKU Bash, skuit aBTOMaTH3y€e mponec CTBOPeHHS pe-
3epBHUX Komil ¢aiiyiB i kaTasoriB. OCHOBHA MeTa TaKOro CIjeHapiio rmojsirae B 3abe3nevdeHHi 36epeKeHHs
BaXK/JIMBUX JJaHMX LUIJIIXOM PeryJIIpHOTO CTBOPEHHA pe3epBHUX KOMIH.

Buksajs ocHOBHOro MaTepiasy. Hanuuiemo creHapiit /151 06010HKH bash /151 cTBopeHHS pe3epBHUX KO-
il 3riiHO TAKKUX BUMOT":

Cuenapiil mpUHMaE AOBIJIbHY KIJIBKICTh NapaMeTpiB KOMaHAHOIO psjKa. KILo )Ko4HOro 3 NapaMeTpiB He
3a/laHo, MTOBUHHA CTBOPIOBATHUCh pe3epBHA Komis (tar.gz a6o tarbz2) gjoMallHBOro KaTaslory KOpucTyBaya.
fAxmo nmapameTpu 3aJjaHi, BOHM PO3IIAAAIOTHCA SIK iMeHa KaTaJIoriB, siKki Tpeba oAaTH A0 pe3epBHOI Kormil
(mpu LbOMy JOMALIHIN KaTaJIOT Y LiJIOMY 32 YMOBYaHHSAM He JJOAETHCS ).

Axmio iMeHa kaTaJsoriB 3aiaHi NapaMeTpaMM KOMaH/JHOTO PAAKa, CAif LOAATH NepeBipKy IX HasgBHOCTI.
CreHapill MOBUHEH NOBiJOMJIITH IIPO BiICYTHICTh MEBHUX KaTaJIOTIB, ajle MPOAOBXKYyBaTH Po60Ty 3 apxiBauii
IHIIMX KaTaJIoOTiB i3 CIIUCKY.

ApxiB NOBHHEH CTBOPIOBATHUCH Y MifikaTano3i archives fomamHboro karasory. CueHapili TOBHHEH Iepe-
BipUTH HasIBHICTb LIbOTO KATaJIOTY, i IKIO HOr0 HEMAE, CTBOPUTH HOro. IM'sl CTBOPIOBAHOI'0 apXiBy NOBUHHO
MiCTUTH NOTOYHY AaTy y ¢opmati YYYYMMDDHHMM.

Cuenapili TOBUHEH KOPEKTHO BiANpalbOByBaTH NOMUJIKH, TaKi 1K HEKOPEKTHI iMeHa KaTaJIoriB i IOMUJIKH
Joctyny (30KpeMa, BiCyTHICTh mpaBa AocTymy A0 neBHUX ¢paiiB). [Ipu nboMy crieHapiii TOBUHEH BUaBaTH
JiarHOCTUKY NOMMJIOK [3, c. 50]. Ilepma yactuHa cuenapito- ue me6anr (#!). lla nocrigoBHicTE K03BOJISAE
CKPUIITY NOBIJOMJIAITH iIHTEpPNpeTaTOPY, 1[0 BiH NIOBUHEH BUKOPUCTOBYBATH A1 pO3yMiHHA KoAy. [laJi Hanu-
neMo KoMeHTap. lle J03BOIMTE KOXKHOMY, XTO BUKOPUCTOBYE CLieHapil, 3p0O3yMiTH, AJI 4Or0 NpU3HAYeHUH
kof. KomeHTapi MoXxHa [oAaTH [0 CKPUNITY, TOCTAaBUBLIM cuMBoJI # [10].
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Pe3ysibTaTH AOCTiAXKEHD. /1151 BUpilIeHHS 3aB/IaHHS HAIMIIEMO CKPUIIT Ha MOBi bash:
#!/bin/bash

# MepeBipka HasBHOCT1 kaTanory "archives" y pomawHbOMy KaTanosi
archive_dir="$HOME/archives"
if [[ ! -d $archive_dir ]]; then
mkdir $archive_dir
fi

# OTpuMMaHHA NOTOYHOI AaTW Ta 4Yacy
current_date=$(date +"%Y%m¥%d%H®M" )

# AKwo napameTpu KOMaHZHOIO pAfLKa He 3aAaHO, CTBOPEeHHA pe3epBHOI Konii fomawHboro kaTtanory
if [[ $# -eq @ ]]; then

backup_filename="$archive_dir/home_backup_$current_date.tar.gz"

tar -zcf $backup_filename -C $HOME .

echo "CTBOpeHO pe3epBHY KOMikw AoMawHboro kaTanory: $backup_filename"

exit o
fi

# fAKWo napameTpu KOMaHAHOIrO psAAKAa 3a4aHO, AOAABAHHA BKa3aHWX KaTanoriB po pesepsBHol konii
for dir in "$@"; do
# NMepeBipka HaABHOCTi kaTanory
if [[ ! -d $dir ]]; then
echo "Momunka: KaTtanor '$dir' He icHye. Mponyckat..."
continue
fi

# OTpumaHHA imeHi kaTanory
dir_name=$(basename "$dir")

# CTBOpeHHA pe3epBHOI konii kaTanory

backup_filename="$archive_dir/$dir_name" "$current_date.tar.gz"

tar -zcf $backup_filename -C $dir .

echo "CtBopeHo pe3epBHy konik kaTtasory '$dir': $backup_filename"
done

llel cKkpUNT OTPHUMYE MapaMeTPH KOMaH/AHOTO Psi/JiKa, IKi € iMeHaMu KaTasoriB, aki noTpi6bHO A0AATH A0
pe3epBHOI Komil. K0 NapaMeTpu He 3aZjlaHO, CTBOPIOETHCS pe3epBHA KOMid JJOMAIIHbOI0 KaTaJ0Ty KOPUC-
TyBaya. ClieHapiil nepeBipsi€ HAABHICTb KaTaJIOTiB, NOBIAOMJISIE IPO BiACYTHICTD JeAKUX KaTaJIoriB, aJie Mpo-
JIOBXXYE CTBOPIOBATH pPe3epBHY KOMilo iHIIKUX KaTaJoTiB 3i cnucKy. PesepBHi Komii 36epiratoThcst y KaTasnosi
"archives" y joMaliHbOMy KaTaJ103i KoprUcTyBaya 3 iMeHeM, 1[0 MiCTUTh IOTOYHY ATy Ta 4ac.

JUis HanawTyBaHHS NMePiogUYHOTO 3alyCcKy CKPUINTA 3a AOMNOMOTIOI0 Cron, BU MOXeTe BiAKpUTH cron-
peZlakTop KoOMaH/[0lo crontab -e i ;o4aTH HACTYITHUH PAJOK:

00 *** /mnsax/mo/ckpunra.sh

Lle# psAA0K BKA3ye, 110 CKPUNIT Ma€ 6yTH 3anyiieHui moqusa o 00:00. Bu moxkeTe 3MiHUTH 1]i 3Ha4YeHHS Bij-
MOBiJIHO 0 CBOIX noTpe6. 3amicTh /mLIsAx/ Ao/ ckpunTa.sh BkaxxiTe noBHUH 1LIsAX 0 dakay ckpunTa. [licas
36epeXeHHs 3MiH Y cron-pefakTopi, cron mouHe BUKOHYBATH CKPUIIT 3a3HAYE€HUM PO3KJIa/0M.

lllo6 mepeBipyUTH, UM MPALIOE CKPUIIT PE3ePBHOT0 KOMilOBaHHS, 6yJ1I0 BAKOHAHO HACTYIHI KPOKH:

1. 36epexiTh ckpunt y ¢aitn 3 posmnpenHam.sh (Hanpukiaag, backup_script.sh) i HagaliTe oMy mpaBa
Ha BUKOHaHH$, BUKOPHUCTOBYI04YM KoMaHay chmod +x backup_script.sh.

2. 3amycTiTh CKPHUIIT, BKa3aBIIM TapaMeTPH KOMaHHOT0 psiZika (K10 Heo6XiHO) a60 6e3 HuX. Hampukiaz:

./backup_script.sh # be3 napameTpiB - cTBOpeHHS pe3epBHOI Komii JoMalIHbOr'0 KaTaJlory;

./backup_script.sh dir1l dir2 # 3 napameTpamu - [oaBaHHS BKa3aHUX KaTaJIOTiB 0 pe3epBHOI KOTii.

Ha pucynky 1 HaBesieHO pparMeHT BUKOHAHHs LUX KpokKiB B Git Bash Ha Windows i B pe3ysibTaTi Maemo
HaCTYyIIHe:
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Puc. 1. dparMeHT BUKOHAaHHA CKPUIITY pe3epBHOIo KONilOBaHHA

[licns 3anycKy cKpunTy 3'sIBUJIOCS MOBiZJOMJIEHHS PO CTBOPEHHS pe3epBHOI Korii Ta MmsxX, 3a IKUM 36e-
piraeTtbcs apxiB (pUCyHOK 2).

Processes are running in session:
| WPID PID  COMMAND
14852 659 /bin/bash /badeup_soripts

| 126B0 663 grip

1 feflsersHP farching

Puc. 2. dparMeHT CTBOpeHHA Ta 30epiraHHA pe3epBHOI Komii
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[loTim GyJio mepeBipeHo KaTaJsior "archives" y BjacHOMy JjoMaliHbOMY KaTasio3i. Tam 3'aBU/IMCh HOBI apxi-
BY, SIKi CTBOPUB CKPHIIT.
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Puc. 3. ApxiB ¢aiijiiB Ta KaTa/I0TiB CTBOPEHUX CKPUIITOM
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Puc. 3 (3akiHYeHHs)

O6roBopeHHA pe3yabraTiB. OTXKe, clieHapiil A o60s0HKU Bash A/151 cTBopeHHs1 pe3epBHUX Koniit Mae
Ha MeTi aBTOMaTHU3yBaTH NpoLieC CTBOPEHHS pe3epBHUX Komii ¢aiiniB Ta kaTasoriB. OCHOBHa MeTa TaKoro
creHapilo — 3a6e3ne4yn Ty 36epexkeHHs BaXK/IMBUX JAaHUX IIJISXOM Pery/sipHOro CTBOPEeHHS pe3epBHUX KOMiH.

OCHOBHI NPUYMHU BUKOPUCTAHHSA TAKOTO CLieHapilo:

1. 3axucT Bif BTpaTH JaHux: Pe3epBHi Komii 103BOIAIOTH BiHOBUTH BaXKJIUBI Qpaiiyiv Ta AaHi y BULIAAKY ixX
BTpaTH, IOMUJIKOBOT0 BU/laJleHHsI a60 nouKo/xeHHs. Lle 0co611MBO BaXk/JIMBO /i1 6i3Hecy Ta KOpUCTyBauiB,
ski 36epiratoTh 1iHHI AaHi.

2. BifnHoB/IeHHA cucTeMU: Pe3epBHi Komii jooMaraoTh BiJHOBUTH CUCTEMY Y pasi HenepeJ6aueHUX CUTY-
aLil, TaKMUX sIK aBapii >KOPCTKOTO0 JJUCKa, aTaKH 3JI0BMUCHUKIB a60 BipyciB.

3. Mirpauida Ta nepemimeHHs AaHux: PesepBHi komil J03BOJIAIOTH JIETKO MepeMilllyBaTH AaHi MiXk pisHUMHU
cepefioBULIAMU 260 cucTeMaMU. BOHU Takox KOpHUCHI Ji/1s1 Mirpauii Ha HOBY anapaTHY a6o nporpamMHy iHpa-
CTPYKTYyDpY.

4. BifHOBJIeHHd TNoNlepeJHIX Bepcii: Pe3epBHIi Komii 03BOJIAIOTE NOBEPHYTUCA [0 NOIEpeAHIX Bepcii
¢daitniB abo kaTtasoris, aki 6ysnu 3MiHeHi a6o BuaseHi. lle Moxe 6yTH KOPUCHUM y BUIAJAKY TOMHUJIKOBUX
3MiH a60 noTpebu BiAHOBUTH CTapy Bepcio.

5. 3abe3neyeHHs 6e3neku JaHuX: Pe3epBHi Komii € BaXXJINBUM eJleMeHTOM CcTpaTeril 3aXUcTy JaHuX. Bonu
Jl03BOJISIIOTh YHUKHYTH BTPATH BaXK/IMBUX JlaHUX Yepe3 BUNa/IKOBi a0 HaBMUCHI il

BHCHOBKM Ta NepCcrneKTHBY NOJAJBbIINX AOCAiJKeHb. [IpakTU4YHA 3HAYYyILiCTh OTPUMAHUX pe3yJbTa-
TiB noJsisira€ y CTBOpEHHI clieHapito [y 0600HKU Bash, 1110 fonoMarae aBToMaTU3yBaTH MpoOLeC CTBOPEHHS
pe3epBHUX KomNil, 3ab6e3neuyroun HaJiMHUN Ta epeKTUBHUM crnioci6 36epexxeHHs AaHUX. KoMaHAHUM psALoK
i moB'sI3aHi 3 HUM MOXJIMBOCTI Ta iHCTPYMEHTH CTBOpPEHHs ClieHapiiB € 6e3liHHUM pecypcoM s daxiBLd
3 Kibep6e3neku. lle Mo)xHa MOPIBHATH 3 MyJbTUIHCTPYMEHTOM i3 HecKiHUeHHO3MiHI0BaHO KOH}iryparieto.
[loegHy0YM NpoAyMaHy MOCAILOBHICTb KOMaH/, y KOHBEEP, MOXHA CTBOPUTH OJHOPAJLKOBUH CLieHapiH, 110
BUKOHY€E Ha/i3BUYalHO ckJaajHi ¢yHkuil. [ 36iib1ieHHs GYHKIIOHAIbHOCTI MOXHA CTBOPIOBATHU O6araTo-
PAJKOBI cLieHapii.

Xoua y bash € cBoi nepeBary, Taki ik IPOCTUH BUKJIMK IHIIKX NporpaM a6o 3'€jHaHHSA NOCJAiOBHOCTEH
iHIUX nporpaM. Y HbOro TaKoX € CBOI HeloJlikU: bash He Moxe BUKOHYBaTH olepauii HaJ, YKUCJaMHU 3 IJIa-
BalOY0I0 KpaNKolo i He NiTpUMye (HaBiTh YaCTKOBO) CKJIaJHi CTPYKTYpPH AaHUX. AJle HAa CbOTOAHINIHIN AeHb
BeJIMYe3Ha KUJIbKICThb NPOrpaMicTiB NpaIjoloTh HaJ NOCTIMHUM YA0CKOHa/eHHAM Linux: nmuinyTh pi3Hi npo-
rpamy, 1110 NpaloTh B Hill, po3po6atoTh pizHOBUAM | HOBI Bepcii 11iel OC. MeTa 1ii€l cTaTTi nossirae B ToMy,
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06 PO3MISIHYTH OCHOBHI oco6simBocTi MoBU BASH B pakypci ii BUKOpHCTaHHS /151 HaMCaHHA CLeHapiiB
B onepaniiHii cucteMi Linux. Linux Ha cbOroAHIlIHIN leHb € €E4UHOI0 aJIbTEPHATUBOIO ONepayiiHii cucteMi
Windows Bizx po3po6HukiB Microsoft. [loganbini gocikeHHAX MJIAHYIOTHCS B HAMTPSIMKY HAMMCAaHHSA CIjeHa-
piiB AJ151 060JIOHKY, IKA MOXKe JJOMOMOI'TH aBTOMaTU3yBaTH 3aBJaHHs, MAaHINyJIIOBAaTH JAHWUMH Ta HaJIAIITO-
ByBaTH iHTepdelic komaHAHOro psiziKka (CLI) mpu BUKOpHcTaHHI iHIIUX 060JIOHOK.
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TECTYBAHHA HA IPOHUKHEHHA AK EPEKTUBHUM IHCTPYMEHT MEHE)XMEHTY KIGEPBE3INEKHU

AHomayis. Bcmammi po3a/stHymo meopemuyHi acnekmu po36y008u ma yHKYIOHy8aHHS cucmeMu ynpagaiHHs, CnpsiMo-
8aHOI HA 3aXucm KoMn'tomepHuUx cucmeMm, Mmepesic, 0aHux, ma iHgpopmayii nionpuemcmaea vu opeawisayii 8io kibepzazpos. B KiH-
YesoMy paxyHKy 8Ka3aHa cucmema Mae mpaHcgopmysamucsl y MeHeoxcmeHm kibepbesnexku. OcmaHHI0 kKamezopiio 8U3HA4EHO
SIK Npoyec NAaHy8aHHs, po3po6Ku, BNPOBAOHCEHHS MA KePy8aHHS 3aX00aMu, AKI CNPSIMOBAHI HA 3aXUCm KOMN 10OMepHUX cuc-
mem, mepedic i 0aHUX 8i0 HAsIBHUX Ma NomeHyiliHux kibep3azpos. BusieneHo, ujo 0CHO8HI yHKYIi KAacuuyH020 MeHedICMeHmy,
a came, N1AHY8AHHS, 0P2AHI3Y8AHHS, MOMUBYBAHHS MA KOHMPO/b, 8idnogidaroms i 3a80aHHAM MeHedxcMeHmy Kibepbe3neku.

Ceped KoHKpemHUX IHCMpPYyMeHMI8 SIKI MA€E BUKOPUCMO8Y8aMU MeHed*CMeHM Kibepbeaneku 8UOKPEMAEHO MOHIMOPUH2
noditl, MoHImopuHez Mepedici, iHmpy3iliHe 8usi8/1€HHS, CUCMEeMU BUSI8/AE€HHS AHOMAJIL, emUuYHULl XaKiHz moujo.

3p06.1eHO BUCHOBOK, W0 NOPSI0 3 6e3nocepedHbO MEeXHIYHUMU NUMAHHAMU, ICMOMHY YacmuHy hpobiem cy4acHozo Kibep-
3axucmy nionpuemcme ma op2auizayiti cnpu4uHsie «1100dcbkull pakmop». Biomak odHi€ro 3 HazaabHUX npobaem y Yili 2anysi,
nopsio i3 3a2anbHUM Nid8UUjeHHsIM MmexHiYHOi epamomHocmi ma nidzomos/ieHocmi nepcoHany, € NioMpuMaHHs 8UCOKO20
pIBHS KOpNOpamMue8Hoi NUIbLHOCMI Ma a1epmHoOCMmi.

3 022150y Ha ye, sik 00uH 3 edpekmugHUX THCMpPYyMeHmMie nideuujeHHs1 pigHsl NUJIbHOCMI Ma ajepmHocmi nepcoHany, 8
cmammi nponoHyeMbuCsl BUKOpUcmogysamu npoyedypy mecmyeaHHsi HA npoHukHeHHs1 y popmi Cyber Red Team, npu skitl
mecmyg8aHHs1 BUKOHYEMbCS 308HIWHBLOK KOMAHO010. [logedeHo, W0 mecmy8aHHs Ha NPOHUKHEHHS! CNPUSIE PO3YMIHHIO 3 60KU
nepcoxasy gakmy, Wo 8mopeHeHHs Modxce 30iliCHI8AMUCS PIBHUMU WASXAMU, a Kibeppu3uKu € 06 EKMUBHOK pea/bHiCmIo.
B pe3ynsmami 3anponoHo8aHo npakmu4Hi pekomeHdayii ujodo npogedeHHst neHmecmis, siki Mmaroms 3abe3neyumu 36iabUeH-
Hs1 epekmusHocmi ma pesyrbmamugHocmi MeHedxicmMeHmy Kibepbeaneku Ha pigHi okpemux nionpuemcme ma op2aHisayiil.

Kaiwouoei cnoea: Kibepzaxucm, menedxcmeHm Kibepbesneku, KOHmMpO.ib, AAePMHICMb, MeCmMy8aHHs HA NPOHUKHEHHS.

PENETRATION TESTING AS AN EFFECTIVE TOOL FOR CYBERSECURITY MANAGEMENT

Abstract. In the modern information environment, special attention is paid to cyber security issues. The growing threat of
cyber attacks and unauthorized access to computer systems, networks, data and information of enterprises and organizations
presents them with the task of effective cyber security management. Accordingly, the article examines the theoretical aspects of
the development and functioning of the management system aimed at protecting against cyber threats.

One of the key concepts is the transformation of this system into cyber security management. It has been studied that the classical
functions of management - planning, organization, motivation and control - are properly correlated with the tasks of cyber security.
This allows for an integrated approach to cyber security management, providing effective protection against cyber threats.
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Paradoxically, the cornerstone of modern cyber defense is the "human factor”. It was found that, in addition to technical
aspects, an important role in ensuring cyber security is played by the preparedness and awareness of personnel. Therefore,
increasing technical literacy and corporate vigilance become extremely important tasks.

In this context, the article suggests the use of a penetration testing procedure known as the Cyber Red Team. According
to this concept, an expert team conducts testing using external methods, carrying out attacks on the system, which allows
identifying weak points and gaps in cyber defense.

Finally, the article provides practical recommendations for conducting pentests aimed at improving the effectiveness of
cybersecurity management at the level of individual enterprises and organizations. These measures will contribute to improving
the level of vigilance and alertness of personnel, which is an important step in ensuring a high degree of cyber security.

In conclusion, the article highlights the current aspects of the development of the cyber security management system,
focusing on the importance of the "human factor” and proposing innovative approaches to increasing the level of cyber security
at enterprises and organizations.

Key words: cybersecurity, cybersecurity management, control, alertness, penetration testing.

IlocTaHOBKa mpo6JjieMH y 3araJibHOMy BUIVISAIL. Be3neka, B pi3HUX I nposiBaX, Ma€ /il Cy4acHOro Me-
He/PKMEeHTY BeJIMKe 3Ha4eHH$, OCKIJIbKU J03B0JII€ 3MEHIIUTH PU3UKU BTPAaTH aKTHUBIB, IOPYLIEHHS onepa-
i}, BTpaTu AOBipU KIIEHTIB i pemyTaril, a TAK0XK MOe AOOMOTrTH MiZIPUEMCTBY YU opraHizauii 6yTH 6ibI
CTIMKMMHU Ta YCOIIIHUMU B HellepeabadyyBaHUX yMoBax. Cepes CK/IaZ0BUX Ge3MeKH YijibHe Miclie 3aiiMaE iH-
dopmariiiiHa 6e3mneka, To6TO 3axycT iHPopMauii, JaHuX, KoHifeHilHOI iHpopManii Ta iHTe/NeKTyanbHOL
BJIACHOCTI Bi/i HECAaHKI[IOHOBAHOTO JIOCTYIy, BTpAaTH a60 BUKpa/IeHHS.

Y cBolo Yepry po3BUTOK iHPOpMalLifHUX TEXHOJOril NPU3BIB /10 MOBHOLIHHOTO BiZloKpeMJieHHs Bif iH-
dopmariiiiHol 6e3MeKH KoJia MUTAHb MOB'SI3aHUX i3 3aXMCTOM KOMIT'IOTEPHUX CHUCTEM, MEPEX, JaHUX, Ipo-
rpaMHoro 3abe3nedeHHs Ta iHpopmauii Big kibep3arpos, kibepaTak, 3JI0BMUCHUX [ill Ta HECAHKIIIOHOBAHOTO
JloCcTymy, TO6TO, HanpsAMYy Kibepbe3neku. Ha MakpopiBHi kiGep6e3neKy po3risjaloTh IK HaWBaXKJIUBIILY CKJIa-
JIOBY HalliOHaJIbHOI Ta eEKOHOMIYHOI 6e3IeKH, a/I>Ke BiJf 10YaTKy NOBHOMAacIITAa0HOI BilHU Kibep3arpo3am mij-
JISITAIOTh, B MepIy YePry, 06’€KTU KPUTHUYHOI (TpOMHUCI0BOI Ta MicbKoi) iHQpaCTPyKTypu. ATaKu TaKUX 00'€K-
TiB MOXYTb 3aB/laBaTU 3HAYHUX 30UTKIB, 10 TOTO K YACTO IXHE TexHiYHe Ta opraHizaliiiHe ocHaleHHS 260
BiicTa€, a60 3HAXOAUTHCS B IPOLIECI OHOBJIEHHS Ta MepPe6yJ0BHU.

B mporieci no6ynoBU cuCTEMU Kibep3axUCTy CYTTEBY POJIb 3aBXK/U Bifiirpae «tocbKuit GaKTOp», OCKiJb-
KU OyZb-sIKUW HeJ0anui i HefoCcBifueHUN cniBpo6iTHUK (abo, mie ripiie — ynpaBJ/iHellb) 3JaTHUM 3BeCTH
HaHiBellb 3aX0/JM TEXHIYHOT0 XapaKTepy. 3 Oy Ha Iie cepeJ; iHCTpYMeHTIB MeHeXKMeHTY Kibepbe3neky,
CIOpsIMOBAaHUX Ha MiATOTOBKY CIiBPOOITHUKIB (Ta ¥ Bciel opranisariii B nijioMmy) 10 MOXKJIUBUX BTOPTHEHD YU
He HallBaKJIMBille Miclle 3aiMa€ TeCTYBaHHS HA IPOHUKHEHHS.

AHani3 ocTaHHIX goc/igkeHb i my6uikaniil. HaBiTh B yMoBax 3arajibHOro po3yMiHHS B HAQyKOBOMY ce-
peoBUIIi BAXKJIMBOCTI A0CJiI>)KeHb B cdepi 3a6e3neyeHHs Kibep3axuCTy, Ha MPaKTUL[i 0OCHOBHA yBara 3ocepe-
JDKYETBCA Ha, Tak 3BaHil, SHN-Tpiaai («software-hardware-network»). B iboMy ceHci MOXHa, 30KpeMa, BUJAi-
JuTHy HaykoBi npani />x. boeMma, [1. Meppara, JI. lllenToHa, A. CamHepa, X. AnzaByza, k. CkinHepa, B. BeHcoHa,
. Boccapra, C. Banra Ta inmux. /leski i3 3a3Ha4yeHUX aBTOPIB JOPEYHO BKAa3yBa/Id Ha 3pOCTAHHA KiJIbKOCTI
BUINA/IKiB BUKOPUCTAHHS iIHCTPYMEHTIB COLliaJIbHOI iHXXeHepil AJis 34iCHEHHS BTOPTHEHD i BaXKJIUBICThb Bij-
noBizHOI po60oTH 3 nepcoHasoM. OHAK caMe YNpaBJaiHCbKOMY acneKTy popMyBaHHS ePeKTHUBHOI CUCTEMU
KiGep3axucTy Bce 1ie NPUAiIIAETbCSI HeI0CTaTHbO YBary.

dopmy1I0BaHHA MeTHU CTATTi. MeTa JjaHol cTaTTi MoJIsATa€E B aHaJi3i Ta OOGrpyHTYBaHHI ePpeKTUBHOCTI
TeCTYBaHHSI HA NPOHUKHEHHS SIK KJIIOYOBOrO iHCTPyMEHTY B 06J1acTi MeHeIKMeHTY Kibepbesneku. Joci-
JPKeHHO OCHOBHI aclleKTH Ta IlepeBark 3aCTOCYBaHHA TeCTYBaHHA HAa IPOHUKHEHHS, BKJIKYal04y HOro BIJIUB
Ha BUSBJIEHHS NOTEeHLiMHUX Bpa3/IMBOCTel, 3a6e3MeyeHHsI HeJOCTYTHOCT] J/1s1 3JIOBMUCHUKIB, Ta 3HUXKEH-
HS pU3UKIB KibepaTak. TakoX, CTaTTs Ma€ Ha MeTi HA/|JaTH YMTa4aM NPaKTHUYHI peKoMeH/jauii 1010 BIpoBa-
JDKEHHS Ta ONITHMa/IbHOI'0 BUKOPUCTAHHSA TeCTyBaHHSA Ha IPOHUKHEHHs AJ151 MiABUIIeHHs piBHS Kibepbesre-
KU B OpraHisarnjiax.

BukJias 0CHOBHOTro MaTepiajy. Baromictbs npo6sieMaTHKU Kibep6e3neky NiTBEPKYETbCs TUM, 1[0 NIPO-
TsiroM 2022 poky Ha YKpaiHy 6yJ1o 3ificHeHO noHa/, 7 TUC. kKibepaTak 110 y 2,8 pasiB 6isbliue, Hixk y 2021 poui.
Cepepn onpanpboBaHux npotsaroM 2022 poky daxiBusmu CERT-UA 2194 ki6epiHuugenTiB 120 cTocyBanucs
dinaHcoBoro cexkTopy, 156 - KoMepuiliHUX opraHi3zaliil Ta 92 - ceKTOpy TeJeKOMYHIiKalii i po3pobku mpo-
rpaMHoro 3a6e3nedyeHHs. Kpim Toro 3a pesyabratamu 2022 p. Ykpaina 3aiimae 2 Micle cepef, Halt6iab1 aTa-
KOBaHUX KpaiH cBiTy micss CIIA [1].

B ornisiy Ha HasiBHICTB BUIeBKAa3aHUX TPO6JIEM Ha Jlep>KaBHOMY PiBHI OCHOBHUM 3aB/JaHHSM Kibepbesmne-
KU BUCTYIIAE 3aXUCT KUTTEBO BAXKJIUBHUX IHTEPECIB JIIOAVUHHU i TPOMaJAHUHA, CYCIIIJIbCTBA Ta JAepKaBU MiJ yac
BUKOPHUCTAHHS KibepnpocTopy, 3a K01 3a6e3Meuy0ThCs CTaTUNM PO3BUTOK iHpopMaliliHOTO CycnisibcTBaA Ta
1PpPOBOro KOMYHIKAaTUBHOTO CepeI0OBUINA, CBOEYACHE BUSIBJIEHHS, 3aM06iraHHs i HelTpanisalis peaTbHUX
i moTeHLiHMX 3arpo3 HallioHa/IbHil 6e3neni Ykpainu y kibepnpocropi [2].
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B To# camuii yac AJis1 OKpeMUX MiAITPHUEMCTB Ta OpraHisarii kibep6e3neka — Iie CyKyImHiCTh 3aX0/1iB, PO-
Leayp, CTpaTerii Ta MoJIiTHK, CIPSIMOBAHUX Ha 3aXUCT BiJ] pU3UKIiB, 3arpo3 i He6e3meK, [0 CIPUIUHAKTHCA
KibepcepenoBuUILeM i MOXKYTh BIUITMBATH Ha ollepallii, akTUBH, NPaI[iBHUKIB, iMi/pK, piHaHCOBUH CcTaH, penyTa-
L0 TOIL0.

3abe3nevyeHHs eQpeKTHBHOTO Kibep3axHUCTy NOTPeOYE He TiJIbKU CyYaCHUX TEXHOJIOT{YHUX pillleHb, a ! BiJ-
MOBiAHOI yIPaBJIIHCBKOI CKJIaZ0BOI. A/kKe OCHOBHUM /pKepeJsioM 3arpo3 BCe 4acTillle BUCTYNAE «JIIOJCbKUMN
YUHHUK». SIK ynpaB/iiHCbKa KaTeropisi MeHe/P)KMeHT KibepOe3nekH - ILie Mpolec MJIaHyBaHHS, PO3POOKH,
BIPOBa/PKEHHsI Ta KepyBaHHS 3aX0JjaMH, sSIKi CIpSIMOBaHi Ha 3aXMCT KOMIT IOTEPHUX CUCTEM, MEPEX i JaHUX
Bii HAABHUX Ta MOTEHLiMHUX Kibep3arpos.

Po6oTa 3 mepcoHaoM Ta 3MEeHUIEHHS BIVIUBY «JIIOACbKOr0 GaKTOpy» Ma€ 3iHCHIOBATHCS Y BiJITOBiJHOCTI
3 OCHOBHHMMH QYHKLISIMU MEHEPKMEHTY, IKi TPAaHC/IIOIOThCS ¥ HA MEHePKMeHT Kibep6e3neku. Takumu GpyHK-
LiIMU € IIJIaHYBaHH#, OpraHi3yBaHHs, MOTUBYBAaHHS Ta KOHTPOJIb.

[lnaHyBaHHS, AK QYHKLiS MEHEPKMEHTY — I1€ MPOIeC PO3POOKU CUCTEMH 3aX0/iB, CIPSIMOBAHUX HA JJOCAT-
HEHHS NeBHUX Liisiell. OCHOBHOIO OJMHUILEIO NJIAaHYBAaHHS B MeHeP)KMEHTI Kibep6e3neKkn HalvyacTille BUCTY-
MAKTh 33/ja4a (3 TAKUMU XapaKTePUCTHKAMU SK: THII, IPiOPUTET, KOMIIOHEHTH, 3MiCT, BapTiCTh, 0OMEXKEHHS
TOLIO) Ta NOZisA (KA XapaKTePU3YEThCSA HMOBIPHICTIO Ta MOKJIMBUMH BTPAaTaMHU).

OpranizaniiitHa QyHKILisA MeHe[KMEHTY Kibepbe3meku CIpsMOBaHa Ha 3abe3nedyeHHs BIOPSAJKYBAaHHS
MpoIecy yInpasJiHHSA B L[iJIOMy. 3 0AHOT0 60Ky, MEHEKMEHTY Kibep6e3neKkyu He NpUTaMaHHi CK/IaAHI opraHi-
3anilHi cTpykTypu. HaBnaky, B HbOMY ITpeBaJIlO€ MPOEKTHUH NiAxiz, 30KpeMa, B mpoleci ynpasJiiHHS po3po6-
KO0 Ta CynpoOBOJy MPOTPaMHHUX NPOAYKTIB. 3 iHIIOro 60Ky NPOEKTH Kibepbe3neku € KOMIJIEKCHUMH i Bifpis-
HSIOTbCS TAKUMH XapaKTePUCTUKAMU SIK CKJIA/[HiCTb, MacIITaGHICTh i pisHOMaHiTHIiCTB [3, c. 107].

MoTuBauis nepesnb6ayae ynpaBaiHCBKY JisiJIbHICTB, CIIPSIMOBAaHY Ha CIOHYKaHHS 10 BUOOpY CHiBpPOGiT-
HUKaMH TOro abo iHIIOTO THUITy NMOBEJIiHKH B 3aJIEXKHOCTI Bi/i CHJIM BIJIMBY CTHMYJIiB, MOTHUBIB 1 O4iKyBaHHUX
pe3ysibTaTiB. BoHa 103B0JISIE PO3KPUTH MOTEHLiMHI MOXJIMBOCTI NepCcoOHaJLy, B TOMY YMCJi 1 KpeaTUBHI 311i6-
HOCTi, @ TaKOX 36i/IbIIMTH MPOAYKTUBHICTB npaili. Lle 06yMOBJIIOETbCS THM, 1110 pO6OTOAABEIb YCBiAOMJIIOE
CBOIO 3aJIEXKHICTh Bifj $axoBUX NpaLiBHUKIB, BiH TOTOBUH MOTHBYBAaTH i 6epertTu KOMaHAY, a TOMy BPaxOBY€
MarepiasbHi, couianpHi i kap’epHi 3anuTu [4]. [Ipu BupimeHHi nuTaHb Kibep6e3neKky BUKOPUCTOBYIOTh TaKi
iHCTpyMeHTH MOTHBALii IK pO3yMiHHS TepCOHAJIOM 3arajJbHOi METH 3aXUCTy iHPpopMaIliii, a TaKOXK MOKJIUBUX
BTpAT, y TOMY 4McJi GpiHAaHCOBUX Ta penyTaLiiHUX, CTBOPEHHS BiJITOBiIHOI KOPIOPATHUBHOI Ky/IbTYPH, 3a6e3-
NeYyeHHd iHAYMBIAYaJBHOTO NiAX0AY 10 OKpEMUX paLiBHUKIB.

I, HapeurTi, yHKIiAA KOHTpOJIIO Nepesbavae yupaBAiHCbKY AibHICTD, CIPSIMOBAaHY Ha BHUSIBJEHHS, BU-
NpaBJIeHHd Ta NonepeJpKeHHH BiJXWUJieHb JOCATHYTHUX pe3y/bTaTiB Bil HAMiYeHUX MapaMeTpiB Ta Lijaei.
JJ1s1 MeHeKMeHTY Kibep6e3neKky KOHTPOJIb epeib6adyae NOCTIHHUNA MOHITOPUHT 06’'€KTY Ta MPOIECIB 3 Me-
TOI0 NepeBipKHU BiANOBIZHOCTI MOTOYHOTO CTaHy 06’€KTa OTO MPOTrHO30BAHOMY CTaHYy, 3TiZfHO 3 BUMOraMH
KJIIEHTIB, TEXHOJIOTIYHUMH MOXXJIMBOCTSIMU Ta 3aKOHOAAaBYUMHU 06MexkeHHAMH. [1lo10 KOHKpEeTHUX iHCTpPY-
MEeHTIB sIKi BUKOPUCTOBYE MeHE/P)KMeHT Kibep6e3neKH B MpoLeci KOHTPOJIIO CJIiJl, 30KpeMa, BiJj3HAUUTH
MOHITOPHUHT NOAIN, MOHITOPUHT MepeXi, IHTpy3iliHe BUABJIEHHH, CHCTEMH BUSBJIEHHS aHOMaJlil, eTUYHUI
XaKiHT TO1I0.

Ha mikpopiBHi cy6’€KTOM MeHeKMEHTY Kibep6e3neKkHn BUCTyNaE Oy/b-siKa OopraHisanis a6o miagnpuem-
CTBO, He3aJIEXXHO BiJj po3Mipy a6o cdepu aisibHOCTI. [0/I0BHOIO 03HAKOIO € Te, 110 BOHM BUKOPUCTOBYIOTH
KOMIT'IOTEPHI CHCTeMH, Mepexi Ta 3a/1eXaThb Bifi TMPPOBUX TEXHOJOTIN Ta Mepexi [HTepHeT, a TaKoXK moTpe-
6y10Th 3axucTy iHdopmMalii, akTuBiB Ta iHPpacTpykTypH Bix kibepsarpos i kibepaTak Bifgpasy 3 Aekinbkox
BUMIpIB.

[lepminiéi BUMIp - Ije KaTeropiaJibHUNA PO3MOALT 3aX0AiB 100 Kibep3axucTty. Ake epeKTUBHUHN Kibep-
3axXUCT OYAYETbCA SIK KOMILJIEKCHE MMOEAHAHHSA KiJIbKOX MiZICHCTEM 3 Pi3HUMU «30HAMHU BiZiMOBiAANBHOCTI».
3a3Bu4all BUAIMAITH TPU OCHOBHI 30HHU BiAmnoBifanbHOCTi: pi3udHy, 30BHIHINA nepuMeTp, BHYTPilIHIH
IIPOCTIp.

Cucrtemy, 3azisiHi y isnyHi¥ 30HI, BU3HAYAOTh L0 POOUTH, 106 He JOMYCTUTH MPOTHUBHHUKA (pizndHO]
MPUCYTHOCTI MPOTUBHMKA YW 3JIOBMHUCHUKA Ha TepuTOpil opraHizauii abo Horo JocTyny [0 MaTepiabHUX
pecypciB Ta HociiB opranizauii. lle Moxxe Bk/to9aTH ik oueBHAHI ($i3nyHa 0XOpOHA NEPHUMETPA, CUCTEMHU CHUT-
Hasizauii Ta BijeocrnocrepexeHHs1), Tak i HEOUeBU/IHI aClIeKTH, HAPUKJIAJ, OXOPOHY Ta 3aXUCT KOMYHiKaLlii
Mix ¢inissMU opraHisaunii, TMTaHHS BUKOPUCTAHHSA CNiBpo6iTHMKaMU $i3WYHUX HOCITB iHpopmaril.

Croay Ma€ BXOAMTH 3aXUCT Bij BapApaiBinry (wardriving) Ta iHuux BapiaHTiB 3;10My 6€3/ipOTOBUX MEPEXK.
3 ozHOr0 60Ky, iX MO>kHa 6ys10 6 BigHecTH 0 iHpopManiiiHUX aTaK, HAa 30BHIIIHIN nepuMeTp, sKi Bi160yBaOTh-
cs1 6e3 MaTepiaJbHOTO NiAK/II0OYeHH A0 Mepexi. OiHaK, BOHU He MOXKYTb Oy TH 3p06JieHi 6e3 miK/II04eHHs [0
TOYOK 06€3/JpOTOBOTO JOCTYIY, siKe B OLIBIIOCTI BUNAIKIB 06MexXeHO Qi3MYHOI0 BiICTAHHIO, a OTXKe, BUMArae
MPUCYTHOCTI Ha TepUTOPil a60 B OKO/IHULi MepuMeTpa opraHisaril.
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KowTy Ta cvucTeMu 3aXMCTy 30HM BiZNOBiZjaibHOCT] 30BHIIIHBOTO iHOpPMaLiHHOr0 TepuMeTpa HalliJIeHi
Ha 3ano06iraHHsl TPOHUKHEHHIO 3JI0BMHUCHHKA Yepe3 30BHIiLIHIN iHpopMaLiiHuK nepuMeTp opranisanii. Hai-
6i/1bII NOLIMPEHUM, ajle He EAMHUM 3ac060M 3aXMCTY TAaKOTO0 KJacy 3a3BH4ai € cucreMa daepsouiis (firewall)
abo 6pangmayepiB (brandmauer), sika fo3BoJisie GinpTpyBaTH iHPopManiiiHuit Tpadik, 10 NPOXOJUTH Yepes
3a/laHi 3a3/jaJieriib TOYKY IepuMeTpa.

3axuCT BHYTPILIHBOI'O MPOCTOPY CHPSIMOBAHO 3MEHILEHHS BTPAT, ab0 MOBHE IX BUHSATOK Yy NPUIYIIEHHI,
mwo ¢isuyHMK 4K 30BHIiHINA iHPopManiliHUi nepuMeTp 6YB KOMIPOMETOBAHUHU i 3JIOBMHUCHUK BHUSBUBCS
“BcepenuHi” nepumeTpa. [lo 3aco6iB 3aXUCTy HacaMIiepe/] BiJTHOCSTB IMOJIITUKY MOAIIY PaB Ta poJiel, 3acobu
pe3epBHOTO0 KOMiIOBaHHA JJaHUX TOLLO.

[lepepaxoBaHi BUIlle 30HU Bi/IMOBiZaJBHOCTI 3 0JHOT0 GOKY J03BOJISIOTh PO3MOAIJIUTH PECYpPCH Ta 3a-
co0u npu opraxisanii Kibep3axucTy, 3 iIHIIOTO CJIiJ] pPO3yMiTH, 110 K 3aXUCT, TAK i aTaka MOXe 6y TH KOMII-
JIEKCHOI — HANPUKJIa/[], y KJACUYHOMY BUNIAAKYy Xxpobaka Stuxnet 6ysiu 3aJliiHi cmoco6u aTaKu OJHOYACHO
yepe3 ¢iszuuHy (3apakeHud ¢uemapaiB) i BHyTpimHoO (mpoxig kpi3p 3axucHi cucremu Windows) 30Hu
6e3mnexu [5].

KommiekcHUH MiAxiJi MoXXHa po3MIsAAATH 3 NomisAAy iHuoi kateropii cuctemu. Hacamnepen - nogin 3a-
XOZiB HA TeXHIUHi Ta opraHizaniiiHi. BiAnoBiHO, KaTeropisiMu aHaJIi30BaHOT'0 3aXUCTY MOXe€ 3 OJHOI'0 OOKY
BUCTyNaTH iHPopManifiHO-KOMyHiKal[iiHa cHCcTeMa SIK alnapaTHO-NPOrpaMHUKA KOMILJIEKC, a 3 iHIIoro - Ko-
pHUCTYBayi Ta OepaTopH LiUX CUCTEM.

Y BHyTpILIHIN 30H] 3aXHUCTy KOPUCTYBadi MOXYThb irHOpyBaTH peKOMeHJalil 0A0 pe3epBHOr0 KOIilo-
BaHHA (0C06JIMBO, IKIO0 HE BIPOBA/PKEHO aBTOMATHU30BaHy CHCTeMy GekamiB), 0OMiHIOBATHCS MapOJIsIMU
«60 Tak 3py4Hile», 3aIMLIIATH cOOi MNMapraiky 3i CKJIaAHUMU MapoJIsiMU NOpyY i3 po6ounm Micuem. Bigno-
BiZTHO [0 AOC/i/I)XEHb BUTOKIB MapoJIiB — A0Ci JOCUTH NOIIMPEHA XpeCTOMAaTiiHA TOMUJIKA, KOJIU SIK Iap0Jib
BUKOPHUCTOBYETBCS CJIOBO «IApO0JIby, «qwerty» Ta Lie KiJibKa 3aHaATO NPOCTHUX Ta PO3NOBCIOKEHUX BapiaH-
TiB napouiis [6].

Y 30BHIIIHBOMY NEpPHUMeTpPi 3aXUCTy YaCTOI MOMMUJIKOIO € HelpaBUybHA KOoHirypanis gpaeppoJsuia, abo
MMOBHA HOTO0 BiZICYyTHICTD - OCKiZIbKK onepaTopy He BUCTa4a€ kBanidikanii /151 ioro HasalTyBaHHA Ta Tec-
TyBaHHs. OGOPOTHOIO CTOPOHOK HempodecioHaNMi3My MOXYTh 6YTH 3aHAATO 3aKPUTI MOJTITUKH JIAHI[IOXKKIB
(chains), o yckazHw0OIOTE PYHKIIOHYBAaHHS opranisarii. Tako 4acTo 3ycTpidaeThCs CTEPEOTUI MUCIEHHS,
110 epeAbavae, o «air gap» — MOBHA BiICYTHICTh MPOBiAHOT0 MiZK/II0YeHHS J[0 30BHIIIHIX Mepex — 3abe3re-
4yye HaZ[iHHUH 3aXUCT Bi/Ji 30BHIIIHBOTO BTOPrHEHHS. SIK TOKa3ye NPUKJIaJ OTMCAaHOTO BHUIIe Xpobaka Stuxnet,
1110 IIIKOM YCITiTHO MO/{0/1aB 3aXUCT TAKOT0 TUIY, Lie JOCUTh HeGe3neyHa MOMUJIKA.

[Tomuiku y GismuHOMY 3aXMCTi HA NEPIIUH MOTJISAA LIJIKOM OYEeBH/IHI — HANIPUKJIAJ BiZICYTHICTD KOHTpPO-
JII0 goctymny (BaxTH) Ha BXO[i, HeJibasie CTABJIeHHs JI0 3aMKiB i KJI104iB, IpOTe, KOJIU UAEeThCs MPO KOHTPOJIb
iHpopmManifiHux pecypciB, MOXKJIMBI HOMHJIKH {HIIOT'O POAY, OCKiJIbKY Gi3U4HI cicTeMU BTOPrHEHHS iHOA{ 103-
BOJISIIOTh «BTOPraTHUCS HE BTOPralYUChb» — HANPUKJIAJ, LMIJISIXOM 3JI0My 6€3p0TOBOro poyTepa, LOCTYII [0
SKOTO € 32 MeXaMHU $i3UIHUX KOPAOHIB, KOHTPOJLOBAaHUX OpTaHi3alji€ro.

[Ipu yboMy cJ1iJi po3yMiTH, 1[0 MeXaHiYHe YCKJIaJHEHHS Ta MOCUJIeHHS 3aX0/[iB Oe3MeKH, HalPUKJIa/, IJIs-
XOM BBeJIEHHS [I0/IaTKOBHUX 3aX0/[iB 3aXHUCTY Y BUIVISI/1 YCKJIaAHEHHS 1TapoJIiB Ta 3aBAaHHS JjBopaKTOpHOI aB-
TeHTHIKaLii HallYacTie He NPU3BOAUTH [0 NoiNueHHs cuTyalii. Hanpuksiag, 3a oninkamu [7] Ha 2018 pik
6s113bK0 16 MisbHOHIB nap napoJiiB (BkJoyaoyr 30% 3MiHEHUX Mic/isi BUTOKY IIapoJliB) MOXKYTb 6y TH 3J1aMa-
Hi sivine 3a 10 cpo6. Jocaimkenas 2022 [8] BUSBHJIO BUKOPUCTAHHS B mapoJii ocobuctoi inpopmanii (56%),
MOBTOPHE BUKOPHUCTAHHSA mapoJisi (69%), BUKOpHUCTaHHSA NOIKpeHuX mabaoHiB (81,3%). Lli undpu MoxyTh
BiZipi3HATHCSA Bijg AOCTIKeHHS 10 AOCJiPKeHHS], OHAK 3araJIbHUH 3MiCT TOW caMUi — HU3bKa MoiHpopMoOBa-
HicTb | HelocTaTHSA TexHiYHA KBasidikanis KopucTyBadiB TSArHe 32 CO600 OSIBY BPa3/IMBOCTEH HaBiTh y Hal-
JIOCKOHaJIIIMX cucteMax [9].

Ctyminb i HaAiMHICTD 3ax0/iB 6e3neKy (HapUKIIaJ, CKJIAJHICTh BUKOPUCTOBYBAaHUX MAPOJIiB) 4acTO BXO-
JAUTB Y KOHQJIIKT i3 3py4HiCTI0 BUKOPHUCTaHHSA cucTeMH (Heo6XiJiHicTI0 4yacToi aBTOpH3aliii), TOMy Take Mexa-
HiYHe MMOCUJIEHHS 3aX0/liB 6e3MeKH 3a3BUYal Mpalfloe Jiulie 10 neBHoI (HalyacTille — He/JoCTaTHbOI) Mexi, 3a
SIKOI0 KOPUCTYBA4i NIOYHHAIOTb 00XOJAUTH CUCTEMY, CIIPOILYIOUH COO1 kUTTs. Hanpukiaz, € npuK/Iagy niJnpu-
€MCTB Ta OpraHisani#, B IKHX cHCTeMa Io/iJy IpaB i poJiel 6yJsia HiBeJIbOBaHA THUM, 110 BUKOPHCTOBYBaBCS
0/1MH 06JIIKOBUH 3aNIMC KOPUCTYBAYa i OAMH MapoJib Ha BCIO OpPraHisaliio - TaKUM YHHOM 3JI0BMUCHHUK OTPH-
MaB JIOCTYTI 10 OJJHOT'0 06JIIKOBOTO 3aMKCcy, OTPUMYBaB AOCTYH BiZipa3y o Bciel cucreMu.

TakuM 4MHOM, AJis1 YIIPABIiHHSA JIOACLKUM GAaKTOPOM, SIK CKJIAJ[0BOI CUCTEMU KiGEpHETUYHOIO 3aXUCTY
oprasisarnil, norpibeH ocob6MBUHN MifXiJ | BHpoBaKeHHS NPaBUJI i OJITHK po6OTH opraHisanii TyT € juie
O/IHHUM i3 acleKTiB Npo6JieMH.

OfHi€r0 3 OYEeBUAHUX i HATAIBHUX NPO06JEM Y IiH ranysi, mopsi/ i3 3araJibHUM HiBUIEHHAM TeXHIYHOI
rPaMOTHOCTI Ta MiATrOTOBJIEHOCTI IEPCOHAY, € MiATPUMKA BUCOKOTO piBHA nuiabHOCTI (vigilance) Ta anept-
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HocTi (alertness) opranizanii. ¥ TomMy 4ucsi — KyJIbTUBYBaHHS CEPUO3HOTO CTABJIEHHS /10 3aX0/iB Ge3MeKH Ta
yBaru /1o pisHOMaHITHUX {HIJM/I€HTIB, IKi HA HEPIIUH MOIJISAL MOXKYTh 6YTH HE3HAYHMMH (HANPUKJIAJ, BXiJ 10
CUCTEMH IIiJ] JIOTriHOM cHiBpo6iTHMKA, AKUH 3apa3 nepebyBa€ y BiAnycTii).

CxyIaZHICTh MiATPUMKHU TaKOTO PiBHSA MOB’sI3aHAa MO-IEPIIEe 3 TUM, 1110 3 OZHOT0 GOKY Taki AKOCTi (pexum
po6OTH MO3KY) MOKYTb BUMaraTy BUTpAT 3 norisiay pecypciB [10] i MOXKyTb BcTynaTH B KOHQUIIKT i3 mpsMu-
MU 060B’sI3KaMU CIiBpOGITHHKA 3 BUKOHAHHSI OCHOBHHUX 3aB/JJaHb Y CTBOPEHHI, i HaBiTh i3 3arajibHUMU 0CO-
6JIMBOCTSIMHM Cy4aCHOI0 XKHUTTH. fIK nmpuksaj - y po6ortax [11],[12] posrissHyTO fito AenpuBalii cHy (sleep
deprivation) Ha 3arajibHy aJIepTHICTb IpaLiBHUKIB opraHi3ail.

JpyruM mxepesioM CKJAaAHOCTI NiTPUMKH MUJIBHOCTI Ta aJepTHOCTI € 3arajbHa BJIACTUBICTb aflal TUB-
HocTi ncuxiku aoguau [13], [14]. 3aBAsKH wiil BJacTUBOCTI 6yAb-IKUH CTUMYJI TaK YM iHAaKLIE «BTPayae HO-
BU3HY», 1|0 3HIKY€E PiBEHb aJIepTHOCTI Ta yBaru npu Moro npex’siBiaeHHi. HaciigkoMm BkaszaHoi cutyarii € He-
MOXJIMBICTb MOCTIAHO NiATPUMYBaTH NUJIBHICTh HA MAaKCUMaJIbHO BUCOKOMY DiBHI.

Takoxx caim 6patu fo yBary, mo o6ujBa epekTu (KiJIbKICTb JOCTYNHOr0 pecypcy Ta 3arajJbHUM piBeHb
HOBU3HU» CTUMYJIIB) JOCHUTD CKJIAZHO OLIiHIOIOTHCS, 0COBJUBO B yMOBAX IMOBCIKAEHHOr0 GYHKIIOHyBaHHS
HNiAIPUEMCTBA YU OpraHisaLii.

B nibomy ceHci epeKTHBHUM yIpaB/IiHCbKHUM iHCTPYMEHTOM NePEBIpPKU PiBHS Kibep3axuUCTy € TECTYBAHHSA
Ha NMPOHUKHEHHs abo pentesting. BoHO MoXke MPOBOAUTHCH PI3HUMH 3ac06aMHU Ta PiSHUMU KOMaHAaMH | Bi-
JirpaBaTy BEJIMKY POJib HE TIJIbKU B CyTO TEXHIYHOMY acHeKTi, IK PO3IJITHYTO Yy 6araTb0X HAyKOBUX MpPaLsixX
[15], [16], aste ¥ IK iHCTpyMEHT MeHePKMEHTY KibepOe3neKu.

[lepiofnyHe MpoBeZieHHS TECTYBAaHHS Ha MPOHUKHEHHS MOXKE BUKOHYBATH Y TOMY YK/ GyHKLIO edek-
THUBHOI NiATPYMKU KOMIIJIEKCHOI TOTOBHOCTI IepcoHaJy. [Ipy 1iboMy cJ1ifi BUAIIMTH KiJbKa pisHUX GOopM BKa-
3aHOI0 TeCTYBaHHS — PyYHHUH, aBTOMaTU30BaHUH, BUKOHYBAaHUH BJIaCHUM IepPCOHAJIOM, BUKOHYBaHUH ¢daxiB-
ISIMHY, 3a/Ty4eHUMH i3 60Ky i Take iHIIe.

®yHKIioHa TECTYBaHHSA HAa MPOHUKHEHHS KOPUCHO PO3IVISAZIATH, IK YaCTUHY CIiJIbHOI 3a/a4i, cnpsiMoBa-
HOI Ha HiZBUIIEHHSI OpPTraHi3al[ilHO-COI[iaJIbHOTO ACIeKTy Kibep3axuCTy opradisalii: migTpuMaHHsS BUCOKO-
ro piBHA NUJIBHOCTI Ta aJIepTHOCTI NepCcoHaly oprasisanii, nifBUllleHHA TeXHIYHOI IPaMOTHOCTI IIepCOHaY,
BIIPOBa/PKeHHsI 6e3NeYHUX MPAKTHK TOL0; yBary B IEPILY Yepry Ha coljia/bHy CKIaZo0BYy (dimuHTr, coniaapHa
imxenepis, fokcuHr, OSINT), siki HaGyBarOTh BCe GI/IBIIOT0 3HAYEHHS: BEJIMKA KiTbKicTh iHpopMalii, AKy MoxK-
Ha OTPUMAaTH B Cy4aCHUX Mepexax, TexHoJoril miagpo6ku Ta imiTanii oco6ucrocti (3okpema — deepfake), ski
MO>KHa peas1i3yBaTH B aTalli TOLLO.

Y npakTuLi TeCcTyBaHHSI Ha NPOHUKHEHHS CKJIAJOCsS CBOE HallMeHyBaHHS KOMaHJ, — 32 aHaJIOTI€l0 3 BiH-
CbKOBHMMM HaBYaHHAMU: «cBosi KoMaHa» — cuHi (CBT - Cyber Blue Team), «ayxi» — uepBoHi (CRT - Cyber Red
Team). [Ipu oMy g1 CRT BUAiNSAIOTE OCHOBHI HAIPSIMKY BEKTOPA aTaKH, 110 YaCTKOBO 36iraroTbcs i mepe-
THHAIOTHCS 3 ONMCAaHUMHU BULle: ¢isuyHa aTaka — Ha ¢i3udHi pecypcu Ta MaTepiasibHi 06’'€KTH 0OMEXKEHHS —
NPOHUKHEHHS B OYAiBJIIO, IPUMIlLlleHHS | TaKe iHIIe; BEKTOP aTaK «330BHi», CIPSIMOBAaHUU Ha BIPOBa/PKEHHS
B iHpopManiiiHi cuctemMu opranisauii 30BHi; BHyTpilllHi aTaky NPUIYCKAIOTh, 110 aTaKa «330BHi» MpoHIIa
YCHilHO i OCTYN BcepeAUHy epuMeTpa BXXe OTPUMAaHO; FiGpU/IHA aTakKa, 0 NOEAHYE BCi mepesiidveHi BUAU
aTaK y pi3HUX NPONOPLiAX.

IMiTayis aTakyM peajibHUX 3JI0BMUCHHUKIB KpiM iHIIMX CBOIX IepeBar [A03BOJISIE TPUMATH NepPCOHAJ
y dopmMi — po3yMiHHA $aKTYy, 1[0 BTOPTHEHHS MOX€e WTH Pi3HUMH LIJISIXaMH 103BOJISIE POGUTH HOT0 3HAYY-
LIMM [ICUXO0JIOTIYHO, L0 y CBOIO Yepry N03HAa4Ya€E€ThCs Ha MUJIBHOCTI Ta aJIepTHOCTI NepCcoHay. Y3arajibHeHa
3arposa KibepaTaku - Ije «3BUYHUIN BOPOTr», IKMH He BUKJIMKAE HEOOXiAHOI Bigadui Ta cipuiiMaEeThCcd K
He3HayHUH. [Ipu nboMy iHdopMariiss npo Te, 1[0 BiAOYBa€EThCS peasibHE TECTYBAaHHS 3 peaJbHUMU aTaKa-
MH, OyZie CBIXKOI0 i CIPUUMAETHCS IICUXO0JIOTIYHO MO-iHIIOMY, [0 TAKOX 6e3mocepeHbO BIVIMBAE HA TePCo-
HaJl OpraHisanii.

Ak iHCTpyMeHT MeHemxMeHTY Kibep6e3neku CRT pentesting xapakTepHU3yeThbCS HACTYIIHUMHU IepeBa-
ramu:

- BukopuctaHHs CRT fgo3Bosisie BUABAATH Ta iieHTUIKyBaTH c1abKi Micl Ta Bpa3IMBOCTI opraHizauii
Ha BCiX piBHAX — ¥ TOMY YMCJIi OpraHisaniiiHo-coliaJlbHOMY;

- J,03BOJISIE IPOBOJUTH He3aJlexHe TeCTYBaHHS;

- [103BOJISIE BUSABJSTH NOTEHLIMHI PU3UKHY, SIKi B iHIIOMY BHINa/IKy 3a/IMIIMINCA 6 1032 yBarow (HaBiThb
zero day, sikito CRT € goctaTHbO KBasipikoBaHOM) i JAa€E MOKJIUBICTb CKaCyBaTH ab0 3MiHUTH NOTEHLiMHO He-
6e3neyHi pimeHHs1 (HanpUKJIaJ, BUHECEHHS Yy TJIMBUX JaHUX Y IOTEHI[iHHO He6e3NeYHUH XMapHHUH cepBic);

- TpeHye KOMaHAy «Bif 3axucty» CBT B yMoBax, MakCMMaJIbHO HaGJIMKEHUX /10 peabHUX, J03BOJISIE Op-
raHi30ByBaTH Ta MiATPUMYBATH TBOPYY Ta 3/J0POBY KOHKYPEHTHY aTMocdepy;

- [103BOJISIE yHUKHYTH PYTHHHUX aTaK i 3aCTOM0 y JIaHYBaHHI 3ax0/iB Kibep3axucty, ockisibku CRT 3a3Bu-
yal He o6MexeHi (abo cabko o6MexxeHi) y BUGODi 3aX0/iB, clieHapiiB Ta iHCTpyMEHTIB;
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- BIIIMBAE HA MUJIbHICTbD i aJIepTHICTb BCLOT'0 NIePCOHAJy OpraHisalil, afpke HacJiJKU Ta BUCHOBKHU 3 TeC-
TYBaHHS MalOTh He TiJIbKU BIJIMBAaTHU Ha CYTO TEXHIYHI pillleHHs, a 1 3MiHIOBAaTH OpraHisayiiHi nigxoau mMe-
He/PKMeHTY Kibepbesneku i popMyBaTH BifIOBiJHY KOPIIOPATUBHY KYJIBTYPY.

OpxHak, 3a BCiel MpUBaGIMBOCTI «TOBHOKOHTAKTHOTO MEHTECTY», CJIii 06MeXXYBaTH Ta MJAaHYBaTH 3a3/a-
Jeriap gisgapHicTb CRT - meHTecTepy CXMJIbHI 3aX0NJIIOBATHCS | MOXXYTbh HABMHUCHO YU HEHAaBMUCHO 3aBJaTH
opranisariii mkou. [l0BUHHI BYKUBATHUCS 3aX0AU G€3MeKH /ISl TOTO, 06 MO3UTUBHUM Pe3yJIbTaT TECTyBaHHSA
Ha NPOHHUKHEHHS He BUSIBUBCS «HAATO XOPOIIKMM» | He MPU3BiB 10 BUHUKHEHHs NMpo6JsieM (Hanpukiaz, 6J10-
KyBaHHS po6040ro0 npolecy, abo BUTOKY KoHOifeHniiHOoI iHdopMauii).

[l1aHyBaHHA NpoLeCiB TeCTYBaHHA Ha NPOHUKHEHHS Ma€ BUKOHYBATUCA 3 MAaKCMMaJIbHUM 3aJlydeHHAM
BCiX CTEHKXO0JI/IePiB, a pe3yJIbTaTH NPOBEJ€HHS MEHTECTY, X04a 6 YaCTKOBO, MalOTh CTABaTH IPeAMETOM 00T0-
BOpeHb Ta po36opy He juiie CBT, a #f ycboro KoJIEKTHUBY 32 y4acTIO BUIOTO KEPiBHUIITBA.

[lapasiesbHO i3 UM CJIif TPaBUJIBHO MiAGUPATH YaCTOTY Ta CEPHO3HICTh NPOBEJEHHS TECTYBaHb. 3aHa/-
TO piZIKiCHe MpoBeJieHHS NEHTECTIB He 403B0JIIE BUKOHATH JOCTAaTHIO KiJIBKICTh MepeBipoK, X04a BCe OJHO
Kpallle Hi>k TOBHA Bi/ICYTHICTb TECTiB HA NPOHUKHEHHS. 3 iHIIOro 60Ky, 3aHA/[TO YacTe NPOBEIeHHS IEHTECTY
MoB’si3aHe i3 BTpaTaMy NPOAYKTHUBHOCTI Ta MPOCTOSIMU OCHOBHOIr'0 po6o4yoro npouecy. To6To, BOHO NpU3BO-
JUTDb [10 IepeBUTPATH PECYPCIB, a TAKOXK 10 3BUKAHHS Ta IepeTBOPEHHSA NEHTECTY Ha «3HAaHOMYy 3arpo3y», Lo
3HMILYE BCi OpraHisaniiHo-couiaJbHi NepeBaru BiJ NpoBeAeHHA TaKUX NPOLeSyD.

Tak camMo ¥ mUTaHHS «3BUKaHHS Ta ajanTalii» poouTs 6axkaHoio porarnito CRT, amxe ko mepcoHas
CRT Buuepnae cBoi MOXKJIMBOCTI BiH Ma€ nepefaTu MakCUMyM AocBigy Ta nopaz CBT. LlinHo0 B 1jboMy ceHci
€ mpaKkTHKa purple teaming - noegHanHa ¢axiBuis i3 CRT/CBT, siki nparnorots pazom. Paxisui CBT, mjo 6epyTh
y4acThb B aTali 3MOXKYTh Kpallle BUNTHCA NPaLI0OBAaTH Ha 3axUcT. AHasoriyHo g4 CRT po3yminHA nponecis 3a-
xucTy Ta Joriku Aiit CBT fo3Bosisie 6ibln KpeaTUBHO MiAXOJUTH [0 NPOLECIB TECTyBaHHS Ha TPOHUKHEHHSI.
I came nmpaBUJIbHO MOGY/0BaHA B3aEMO/Iisl Ta OOMiH JIOCBiOM, 3HaHHAMU Ta iHpopMaljiero B3aEMHO 36arayy-
BaTHUMe 00U/IBi KOMaH/IH.

BucHoBKM. binblry yacTuHy npo6seM Kibep3axucTy 6yb-sIKOro MiJiIMIpUEMCTBA YU opraHisauii me i goci
COPUYMHSIE «JIOACBKUNA aKTOP», OCKIJIbKY TeXHiYHa HErpaMOTHICTh i HeJ0aIiCTh MEPCOHANTY MOXKe 3BECTH
HaHiBenb epeKT BiJ| 6y/b-IKHX TEXHIYHUX 3aC06iB 3aXUCTY. K 01H 3 ePpeKTUBHHUX IHCTPYMEHTIB MiiBUIIEH-
Hs piBHSA NMUJIBHOCTI Ta aJIepTHOCTI MEpPCOHaIy, MOTUBYYOro GpakTopy AJisi BIPOBa/KeHHsI ePpeKTUBHUX
MOJIITHK Ta MPAKTHK 6€3MeKH NPONOHYETHCS BUKOPUCTOBYBATH TECTYBaHHS HAa TPOHUKHEHHS, sIKe JI0Tenep
PO3MIAAETHCS WIBU/LIE SIK YUCTO TEXHIYHUM iIHCTPYMEHT KOHTPOJIIO Kibep6e3nexy.

Haii6isnbi epeKTUBHOIO MPOLeypoo TecTyBaHHsA Ha poHUKHeHHs € CRT, a6o purple teaming, o nposo-
JAUTBCS BiANOBIZHO /10 3aIpONOHOBAHMX BU1lEe peKoMeH/Jalii. BUKOpUcTaHHS 03HAa4YeHOT0 iIHCTPYMEHTY [J103-
BOJISIE 3BMEHIIMTH KiGepPU3UKH B OCHOBI IKUX 3HAaXOAUTHCS «JIIAChKA CKJIaZ0Ba» Ta, OAHOYACHO, 301/IbIIUTH
3araJibHy epeKTUBHICTb BCi€l cUCTEMU MEHeKMEHTY Kibepbe3neky.
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AJITOPUTM PO3MI3HABAHHSA TEKCTY 3 PDF-PE3IOME
JUIS1 ABTOMATH3ALII NIZABOPY KAHJU/JATIB B IT IPOEKTH

Anomayis. Y menepiwHiii uac, pozgumok mexHo.102iii ma 3pocmaHus iHdycmpii iHpopmayiliHux mexHoso02itl cynpogo-
dixcyemucsa 6e3npeyedeHMHUM NONUMOM HA BUCOKOK8AAIPIKo8aHUX iHxiceHepie ma cneyianicmisy eaaysiIT. Y danili cmammi
asmopu po3aas0aroms npobaemy asmomamu3sayii nidbopy kaHdudamie e IT npoekmu ma nponoHyeMo aa120pumm po3nis-
HasaHHA mekcmy 3 PDF-pestome, sakutl, 3a donomozoro mosu Python, 3Ha4yHO cnpoujye ma npuckopioe npoyec 8id6opy kaHou-
damis. Anzopumm gukopucmosgye cy4acHi icmpymenmu o6po6ku npupodHoi mosu (Natural Language Processing, NLP) ma
6i6.1iomeku 043 po6omu 3 PDF-gpatinamu 3 memoro gudisnenHs karo4osoi ingpopmayii 3 pestome kandudamie. Bin po3nizHae
saxcausl 0aHi, maki sk oceima, HaBUYKU, KOHMakmHa iHgpopmayis ma iHwe, i cmpykmypye ix e snezko3po3ymiauii gopmam.
Pesynbmamu Hawozo docaidxiceHHs: 8Ka3yloms HA epeKmuU8Hicmb 3anponoHo8aHoz20 aszopummy ma tiozo 30amuicme 9o
wWeudKo20 ma mo4Ho20 aHai3y 8eaAuUKoi Kiibkocmi pestome. Lle sidkpusae wupoki mMoxcaugocmi 0151 8npo8adiceHHs agmo-
Mamu308aHux cucmem nidbopy kanoudamie s IT 2a.ysi, wjo 36i1bWye NpodykmugHicms ma cnpusie eheKmusHoMy 8UKOpPUC-
maHHio pecypcig y cdpepi HR. ¥ cmammi Mu makodic 062080pr0EMO NoOMeHyiaa po3gumky 0aH020 aA20pummy, 8KANYA04U
MOXCAUBICMb pO3WUPEHHSI NIOMPUMY8AHUX MO8, B0OCKOHA/IEHHSI Npoyecy po3ni3HA8AHHS HABUYOK Ma 8paxy8aHHs cneyudi-
Ku okpemux IT-2any3seil. Mu nidkpecaioemo saxcaugicmes inmezpayii MaQwWuHHO20 HABYAHHSA 0151 NOAINWEHHS: moYHoCcmi ma
aHa.izy namepHis y pesrome kaHouoamis. Aemopu cmammi cmasasims neped co6010 3a80aHHS 800CKOHA/IEHHS Md CNPOUjeH-
Hsl npoyecy nid6opy kaHdudamie 8 IT npoekmu, wo donomodice nionpuemcmeam 6iabw eheKmu8HoO suKopucmoagygamu csitl
iHmesekmya/bHUll nomeHyiaa ma 3a6esneyumu Hasi8HicMb 8UCOKOK8anipikosaHux cneyiasicmis y cgepi inopmayitiHux
mexHo02IlL

Katouosi caoea: posniznasarHs mekcmy, PDF-pestome, asmomamusayis hidbopy kandudamis, IT, NLE HR mexHosozii.

TEXT RECOGNITION ALGORITHM FROM PDF RESUMES
TO AUTOMATE THE SELECTION OF CANDIDATES FOR IT PROJECTS

Abstract. Nowadays, the development of technology and the growth of the IT industry are accompanied by an unprecedented
demand for highly qualified engineers and IT specialists. In this article, the authors consider the problem of automating the
selection of candidates for IT projects and propose a text recognition algorithm from PDF resumes that, using the Python
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language, greatly simplifies and speeds up the candidate selection process. The algorithm uses modern Natural Language
Processing (NLP) tools and libraries to work with PDF files to extract key information from candidates’ resumes. It recognizes
important data, such as education, skills, contact information, etc., and structures it into an easily understandable format.
The results of our study indicate the effectiveness of the proposed algorithm and its ability to quickly and accurately analyze a
large number of resumes. This opens up wide opportunities for the implementation of automated candidate selection systems
in the IT industry, which increases productivity and promotes the efficient use of HR resources. In the article, we also discuss
the potential for the development of this algorithm, including the possibility of expanding the supported languages, improving
the skill recognition process, and taking into account the specifics of individual IT industries. We emphasize the importance
of integrating machine learning to improve the accuracy and analysis of patterns in candidates' resumes. The authors of the
article aim to improve and simplify the process of recruiting candidates for IT projects, which will help enterprises to use their
intellectual potential more efficiently and ensure the availability of highly qualified IT specialists.
Key words: text recognition, PDF resume, automation of candidate selection, IT, NLP, HR technologies.

AxTyanbHicTh Npo6JeMH. Y cydyacHOMY CBiTi iHpopManiiHUX TexHoJIOTiH iHAYCTpisd HAaZA3BUYAKHO U-
HaMiYHa Ta IBHU/AKO3MiHHA. 3 KOXXHUM POKOM 3'SIBJITIOThCS HOBi Te€XHOJIOTII, iIHCTpyMeHTH Ta npodeciiiHi Ha-
BHUYKHY, SIKi CTAlOTh HEOOXiAHMMMU /151 yCHilHOI Kap'epy B [bOMy ceKTopi. Ll cTifika fuHamMika BUMarae Bif
HiIPUEMCTB 3a/1y4eHHsI BUCOKOKBaJlipikoBaHux I T-gpaxiBiiB, 110 BiAMOBiZal0Th CyYyacCHUM BUMOTAM PHUHKY.

B yMoBax moBHOMacCIITaGHOTO BTOPrHeHHs p¢ ykpaiHcbkui IT puHOK MoKa3aB HeabUsIKy CTiHKICTb, po-
Te i BiH CyTTEBO BTPATHUB, 0COBJMBO B KiJIbKOCTI aKTUBHUX BaKaHCii. PUHOK KaHAWAATa 3MiHUBCA HA PUHOK
MoOIIaHiH, a 3 I[i€l0 3MiHOIO i CYyTTEBO 30iMbIINIOCH HABaHTAKeHHs Ha HR genmapraMeHTH. 3TilHO CTaTUCTHUKHU
inTepHet noprany DOU cepefHs KibKicTb BakaHCiH B mopiBHsIHHI 3 2022 pokoM BnaJia B 6isibllie HiX 2 pasy,
a KiIbKiCTh BiIryKiB HA BakaHCito 3pocsia B 5 pasiB. [5]
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Puc. 1. Kisbkicts IT BakaHci#i Ha nopTasi DOU

B yMoBax nocTtiliHOro 3pocTaHHs KiJIbKOCTi 3asiBOK Ha po6o4i no3uliii B ranysi IT, 3aBganHs Bif6opy kpa-
MX KaHAUJATIB CTA€ BKpaul CKJIaJHMM i BUMara€ HOBUX MiAXoAiB. IHTesleKTya/IbHI cuCTeMHU, 3[jaTHI aHaJi-
3yBaTH Ta OLiHIOBATH NMpodeciiiHi HABUYKU Ta JJOCBi/l KAHAU/ATIB, CTAIOTh KJIYOBUMU IHCTPyMeHTaMU JJis
onTuMisanii Lboro npouecy.

Y paHilt HayKoBiM cTaTTi MU AoCaipKyeEMo Ipo6.JieMy aBToMaTu3alii nif6opy kaHauAaTiB B IT npoekTu Ta
MPOIMOHYEMO aJIFOPUTM po3ni3HaBaHHs TeKcTy 3 PDF-pestome. Lleit anroputm 103B0oJIsI€ eGEKTUBHO BUAIATH
KJIIOUOBY iH$OpMaliiio 3 pe3toMe KaHAUJATIB, TaKy SIK OCBiTa, HABUYKH Ta KOHTAaKTHA iHopMallisi, Ta aBTOMa-
TUYHO CTPYKTYPYBaTH il /151 MOAAJIBIIOr0 aHali3y abo 36epiranus B npodisbHux HR 6a3zax.

Hama po6oTta cipsiMmoBaHa Ha BUpillleHHsSI Baxk/1MBoi mpo6sieMu B cdepi HR Ta pekpyTunry B IT ranysi. Mu
pO3rJIssHeMO AeTaJlli AITOPUTMY, HOT0 apXiTeKTypy, METOAH Ta pe3y/JbTaTU BUKOpPUCTAHHA. KpiM Toro, Mu npo-
aHaJIi3yeEMO MOXKJIMBOCTI MOAAJIBILIOr0 PO3BUTKY Ta BAOCKOHAJIEHHS L[bOTO MiX0AY AJisI onTHUMizalii Bigbopy
KaHAUAaTiB y cydyacHoMmy IT cepegoBuiii.
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MicAub
Puc. 2. CepeaHA KiJIbKiCTh HaJjic/ITaHUX pe3l0Me KaHAMaTiB

AHani3 ocTaHHIX gociaigkeHb Ta ny6Jikanii. [Ipo6semi ¢opMyBaHHS KOMaHJ, [ peasnisalii npoek-
TiB, @ TAaKOX YNpaBJIiHHIO IepCOHA/IOM NPUCBAYEHO 6araTo BiTYM3HAHUX Ta iHO3EMHUX MIpalib. 30KpeMa y po-
60Ti [1] po3rsiHYTO icHYIO4i B HAyKOBil JiiTepaTypi MeToAU PO3POOKU CTpaTeriil ylpaB/iHHS [TepCOHAJIOM,
a TaKoX 3alpONOHOBAHO METOAMYHI MOJIOKeHHS1 po3pO6OKHU 3arajbHOI cTpaTeril ynpaB/iHHS NepCcoOHaIOM.
Y ctatTi [2] aBTOpaMHU AOCJiP)KEHO Ta 3alPONIOHOBAHO NPOTOTUN MaTeMaTUYHOI MoJieJli ynpaBJ/liHHA KaApa-
MU 3 ypaxyBaHHAM crienudiku AissnbHocTi [T-koMnaHii 3 1is1boBOI QYHKIIi€I0 MOJesi CIPSAMOBAHOIO0 Ha ONITU-
Mi3aliito yacy, skuil BuUTpadaroTs HR-MeHepkepu Ha po60Ty 3 nigbopy kazpiB B IT-komaHau.

Jlocnii>keHHI0 NMTaHHIO aBTOMaTU3allil po60TH 3 TEKCTOBUMU (paiijlaMU MPUCBAYYIOTb CBOi po6OTH BCe
6inplIe HayKoBLiB. Y cTaTTi [3] BU3HauYa€ epeKTUBHICTb BUKOPUCTAHHS iIHCTPYMEHTIB 06pO6GKH NPUPOAHOI
MOBHU Ta CUCTEM IUTY4YHOI'O iHTeJIEKTY [JIl aHaJli3y TeKCTy B iHTepHeTi. ABTOp po3I/fAJaE, AKI IHCTPYMEHTHU
MOXyTb OYTH BUKOPHUCTAHI /11 BUABJIEHHSI K/JIOYOBUX CJIiB Y TEKCTi OroJolleHb, a TAaKOX AK Lii iHCTpyMeH-
TH MOXYTb OYTH NO€EAHAH] 3i creniaisoBaHUMU MOJie/IsIMM MAalllMHHOI'O0 HaBYaHHA /11 BUABJIEHHS Laxpan-
CbKOI Ta 3J10BMHUCHOI iHQpopMauii. CTaTTsa [4] npucBsiueHa BU3HAUYEHHIO 006J1aCTi MPOBeJEHHS J0C/iKEHb,
MOB’SI3aHMX 3 MiAKJI0YeHHAM 3aljikaBJeHUX 0ci6 [0 mpolecy po3po6KHU MPOrpaMHOro 3abe3neyeHHs yepes
OIliHIOBaHHA CIIPUIMaHOI IKOCTi CepBiC-0piEHTOBaHMUX CUCTEM B KOHTEKCTi IXHbOT0 BUKOPHUCTAaHHS, KOJIH 10~
YyaTKoBa clenudikalis cucTeMu 3aJjaHa IPUPOHOW MOBOIO. [IpONOHY€ETHCA BUKOPUCTAHHSA TEXHOJIOTII aHa-
JIi3y NpUPOAHOI MOBH JiJ1s1 OTpUMaHHA iH$opMalii npo 06/1acTh 3acTocyBaHHA 3 Liel cnenudikanii y popmari
cnelia/bHUX MoZieJiell nepenpoeKTYBaHHS, sIKi € CYMiCHUMU 3 OCHOBHUMH MOAY/SIMU iMiTal[ilHOTO pillieHHS.

Takoxx MUTaHHIO aBTOMaTH3allil npouecy nifdopy NpyUcBsAYeHa BeJMKa KiJIbKiCTb HAYKOBUX CTaTel, 30-
KpeMay CTaTTi [6] po3I/IiHyTa MOXJIMBICTb BUKOPUCTAHHSA NiAX0AY 3 3aCTOCYBaHHAM CKiHYeHHOI0 aBTOMaTa
Mypa g1 ctBopeHHs 3D pesioMe y npoleaypax nif6opy, cerMeHTalii Ta HaBYaHHSA KaApiB. Y AaHiil po6oTi 3D
pe3oMe PO3IIAJAETHCA K AOKYMEHT, AKUH NpeJcTaBJsie NpodeciiiHi AoCATHEHHA 0CO6H ¥ TPhOX BUMIipax.
BuKopucTaHHA aBTOMaTa NPONOHYETLCA /11 aBTOMaTH3allii Tepe6opy NUTaHb Ta 3aBJaHb iHTEPAKTUBHOIO
pes3ioMe B 3aJIeXKHOCTI Bijj monepejHix BifnoBigel pecnoHjeHTa.

MeTol0 CTaTTi € po3po6Ka Ta pe/iCTaBJeHHsA aITOPUTMY po3Ni3HaBaHHA TeKcTy 3 PDF-pestoMe A4 aBTO-
MaTu3aljii npouecy nigoopy kanauaaTiB B IT npoekTu.

BuKkJiaJ, OCHOBHOI0 MaTepiaiy.

11 po3po6Ky aAropuTMy HaMHM Gysia po3pobJieHa MoJieslb IOTOKIB JJaHUX Npoliecy Nojadi pe3toMe KaH -
JatoM. KaHuaaT nojae 3asiBKy Ha BaKaHCi10, NpUKpimiowdu pestoMe y dopmati PDE. Pestome 06po6asieThest
CUCTeMOIO i BUAi/IsI€ KI040BY iHOpMaLito PO KaHAMJaTa: KOHTAKTHY iHdopMallilo, Miclle HaBYaHHS Ta HAaBU-
yku. [l indopMauis cTpykTypyeThcst i BHOCUThCA B 6a3y fanux HR, e HR-cnenjanict Mmoxke 6a4uTH NOTpPi6GHUX
KaH/AW/aTiB, BUKOPUCTOBYIOUYH 33aHi GinbTpu. BapTo 3a3Ha4MTH, 1110 3alIpONIOHOBAHUM NPOLEC PYXY JaHUX Bij
KaHJuAaTa o HR 3HauHO onTHMi3ye 4acoBi BUTpaTH NMOPIBHSAHO 3i CTaHAAPTHUM MNiZ60poM KaHAUAATIB. BiH
BUKJII0Ya€ MexaHiuHe BUBYeHHs HR-¢axiBLem pe3toMe Bcix KaHUAATiB, SIKi MoJaiu 3asiBKU Ha BaKaHCIlo, a Ta-
KOXX 3MEeHIIY€E KiJIbKiCTh KOHTAKTIB, fIKi He Bi/|TOBiJal0Th BaKaHCIl. ¥ Lil cCTaTTi MU 30cepeJUMOCs Ha po3po6bLi
aJITOPUTMY, SIKUW 3UUTyBaTUMe HeoOxiaHy iHdopMalito 3 PDF-pe3sioMe i konBepTyBaTuMe ii B [SON-daiiau.
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Puc. 3. Cxema pyxy AaHuX Bij kanaugata g0 HR

1106 BUAIMUTH KJIOYOBI po3Aiau B pe3toMe, MU 3reHepyBaiu 30 pe3roMe, OCTYIHUX HAa calTax-arperaTo-
pax pe3toMe. ba3oBe pe3toMe MicTUTb KOHTaKTHY iHopMaLiio npo KaHAuAaTa, iHpopmaliito npo Horo nomne-
penHi focBif po60OTH, Miclle HABYAaHHS, TEPeJIiK TEXHOJIOTIH, AKUMU BOJIOZI€ KAHAU/AT, TA piBeHb BOJIOAIHHSA
iHo3eMHUMU MoBaMU. [7] BazoBuil BUIJIsS/ pe3loMe [MOKa3aHO Ha PUCYHKY 4.

Roman Zolotukha

Product Anahyst
Details
£ Profile Kyiv, +380951333017
Product analyst with fintech, foodtech, saas experience. remko 740 @gmail.com
Date of birth
& Employment History 07.02.1997
Product Analyst at Rocket, Kyiv
Mareh 2021 — Prasent skills
® | joined the compary as the first product analyst in the client area. At the o Data Studio, Tableau
moment | already have my sub-team in the structure of the whole o mySaL, Google BigQuery
analytical team.

Postgres

& Complete building product analytics from scratch. o Firebase, GA, GTM, Hotjar,

#  Building non-standard funnel types (funnel to re-subscritee to the app, DataDog
funnel with overflow traffic to retall, etc.)

o Python
# Launch and calculation of the economics of the subscription service
modal. o Adjust, Appsflyer
#»  Launch the web version of the service and its full analytical support. © M5 Excel
» Automation of daily tasks, autemation of communication, development
and Implementation of tools on health tracking analytics systems. Languages
& Constant search for user's pains and problems in the app (restaurant Ukrainian
output, user segmentation, path to purchase, navigation through the Busslan
LS5l
agp, reasons for order cancellations, etc.) , PEL optimization | redesign
of the referral program, subscription model, arder cancellation button English

Puc. 4. Ba3oBuii npuKJaj BUIVIIAY pe3l0Me B eKCIIepUMEHTI
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Jns1 po3po6KM TAKOro aJirOpUTMYy HeobxifjHe po3yMiHHA HabopiB cyyacHux IT HaBUYOK, sAKi KopHC-
TYIOTBHCSI BUCOKMM MONMUTOM i Ha fIKi 4acTO 3BepTAIOTh yBary oco6y, 1o wWykamwTbe po6oTy B IT-iHgycTpil
[8;9; 10].

Hama MeTogosorist nepes6adasa peTejibHe BUBYEHHS IUX HAYKOBUX PECYpPCiB, B X0/ IKOro MU BU3Ha-
YUJIM Ta KaTaJori3yBasu KJIO4Y0Bi c/10Ba Ta ¢pasy, 1o BKA3yOTh Ha TEXHIYHI HABUYKH, MOBU IPOTpaMy-
BaHHS#, iHCTpyMeHTH, dpelMBOpKHU Ta iHwWi peseBaHTHI IT-HaBuuku. Takui cHCTEMHUH MiJXiA L03BOIUB
HaM CKJIaCTHM BUYEPIHUU MepeJiiKk NOTEeHLiHHMX HAaBUYOK, L0 NiAJsaramTb JocaigkeHHto. [[poTe BapTo 3a-
YBaXKUTH, 1O CIMCOK XapaKTEPUCTUK HE € CTAJIUM fBULIEM Ta 3MIHIOETHCA B 3aJI€KHOCTI BiJ, AUHAMIKU
po3BuTKy IT inaycTpii Ta mosiBu TaM HOBUX npodeciit Ta chep gisabHocTi. Ha 2023 pik HaMu 6yB miAroToB-
JIEHUH CIUCOK XapaKTePUCTHUK HABUYOK KaHUJATa SKUH BKIIOYa€E B cebe 38590 ckisiB, siKi MoKe BKa3aTH
Ka”HAuAaT y cBoemy CV.

JU1s1 mocSITHEHHST METH AOCJIiPKeHHS i pO3p00OKHU aJirOpUTMYy iHCTpyMeHTOM peastisalii 3aaymy 6yJsia 06-
paHa MoBa NporpaMyBaHHs BUCOKOPiBHeBa iHTeprnpeToBaHa MoBa nporpamyBaHHs Python. Il MmoBa nporpa-
MyBaHHSI BUKOPHUCTOBYETBCS B Pi3HUX Tasy3sx, BKJIYAYH Be6-pO3p0OKY, HAYKOBI A0CTiPKeHHS, INTYIHUH
iHTesieKT, 06PO6KY IPHUPOAHOI MOBH, aHAJIi3 JaHUX Ta 6araTo iHIKUX. BoHa € 0fHi€I0 3 HAUTIOMYJIAPHIIIUX MOB
MporpaMyBaHHA y CBITi 3aB/AsIKM CBOIM IepeBaraM Ta LIMPOKOMY CHEKTPY 3acTocyBaHb. Mu obpanu ii gus
PO3pPOGKH aJITOPUTMY Ha OCHOBI PsIAY KJIIOYOBHX IEPEBAT, IKi po6ssTh Python BifAMiHHKMM iHCTpyMeHTOM 151
BUpillleHHs 33/a4i aBToMaTH3anii nigoopy kavguaaTie B IT ranysi:

- TonynsapuicTe Ta cnisibHOTa po3po6HUKIB: Python € opHi€o 3 HalMbGiIbII NONYISPHUX MOB NPOTrpamy-
BaHHSA Y CBiTi, 1[0 MPU3BOAUTH 0 HABHOCTI BEJIMKOI Ta aKTUBHOI CHiJIbHOTU PO3pOo6HHUKIB. lle o3Havdae fo-
cTyn fo 6e3.i4i pecypcis, 6i6s1ioTek Ta GopyMiB s MiJTPUMKH Ta BUPiIIeHHS TP06IeM.

- IlpocroTa: Python BizjoMuii cBo€ko MPOCTOTOO Ta YUTAbEBHICTIO KOAYy. Lle 103B0JIsIE pO3p0o6HMKaM Jier-
KO CTBOPIOBATH Ta PO3YMITH CKJIa/iHi aJICOPUTMHY, 110 € BOXKJIUBUM /11 PO3POOKH aJITOPUTMY PO3Ni3HABaHHSA
TEKCTY.

- bBararodyukuionaneHicTh: Python mMae 6araty ekocrcreMy 6i6J1ioTek Ta MOAyJiB A1 pO6GOTH 3 TEK-
cTtoM, 06po6ku PDF-¢aiiiB, 064uC/II0BaNBbHOT0 aHAi3y, Ta 6araTo iHmoro. L{s 6araTodyHKIiOHAIBHICTB J03-
BoJIslE epEeKTHBHO peasi3yBaTH BCi eTalu aiTOPUTMY.

- [opratusHicTs: Python nizTprMyeThbcs Ha 6araTbox miaaTdopmax, 10 L03B0JISIE JIETKO NEPEHOCHUTH aJl-
FOPUTM Ha pi3Hi onepaniiHi CHCTeMHM Ta cepeJloBHIIaA.

- Besuka kinbkicTb po3mupenb: Python Mae 6araTo cTopoHHiX po3mnpeHb Ta 6i6/1i0TeK, SKi CIPOILYIOTh
po6oty 3 TekcToM Ta PDF-dainamu. Hanpukiag, 6i6iorexu pdfplumber Ta spacy £03BoISIIOTE JIETKO BUTHAT-
TH TEKCT Ta BUKOHATH 06PO6KY IPUPOJHOI MOBH.

- AxTHBHHI po3BUTOK: Python mocTifiHo po3BHBaEeThCs, i HOBI Bepcii MOBU perysisipHO HaJlalOTh HOBI
byHKII Ta NOKpaleHHs.

3aBJAKM [JMM [lepeBaraM MoBH IporpaMyBaHHs Python BoHa BigMiHHO mifX0AUTH 17151 pO3POOKH aJITOPHUT-
My po3mizHaBaHHSA TeKcTy 3 PDF-pe3tome a5 aBTomaTusauii nizg6opy kanguaaTis B IT mpoekTwu.

Jna peanizanii JaHOTO aJlrOpUTMY MM BHKOPHCTAJM YHiBepCaJbHi MOXJIMBOCTI MOBHM INpPOrpaMyBaHHA
Python. Hazgifina ekocucrema 6i6s1i0Tex Python nosermunia Hami 3ycusiist B po36opi Ta BUIyuyeHHi peJieBaHT-
Hoi iH$opMarii 3i ckIaZHOI CTPYKTYypHU pe3toMe KaHAuaaTiB. [llo6 posibpaTucs B ToHkomax PDF-gokyMeHTiIB,
MM BUKOPUCTOBYBaJH 6i6stioTeky "pdfplumber”, sika ;o3Bo/1M/1a HAM TOYHO BUTSITYBATH TEKCTOBUUM KOHTEHT.
s 6i6sioTeka Hala€ MOXKJIUBICTh neperisiaaTi MakeT PDF-pe3toMe Ta BUOKPEMJIIOBATH HEOOXiAHI TEKCTOBI
CEerMeHTH JJIs1 NOJabIIOro aHatisy. [l 06po6KYU NpUPOAHOI MOBH Ta PO3Mi3HABAaHHS TEKCTOBUX IIA6JIOHIB
MU BUKOPHUCTOBYBasH 6i6s1ioTeKy "spacy”. Lle#t moTy»xHui iHcTtpymeHT HJIII 03BO/IMB TOKEHi3yBaTH, TeryBa-
TH Ta aHaJi3yBaTH TEKCT, 110 JJajlo HAaM 3MOT'Y BUSIBUTH IIA6GJ0OHU Ta CYyTHOCTI, BAXJ/IMBI /11 BUOKpEMJIEHHS
HaBHUYOK Ta ocBiTH. Moaynp "Matcher" y ckiaai "spacy” gomnomir BUIBUTH KOHKPETHI JIIHI'BiCTHYHI aTepHHY,
BINOPSKYBaBLIM HAIll TPOIieC BU3HAYEHH KJII040Bo]1 iHdopmMauii. [Ilo6 nmosermuTu opranisarito Ta 36epiraH-
HS HaUIMX Pe3y/bTaTiB, MM BUKOPUCTAJM MOAY/Ab "CSV" [IJIs1 CTBOPEHHS Ta YNPaBJ/IiHHS CTPYKTYPOBAaHUMHU
Habopamu faHux. bibsioreka "pandas” 3anpononyBana HaM edeKTUBHUH 3acib A/ MaHINy/I0BaHHSA Ta aHa-
JIi3y LUX HAOOpiB JaHUX, 110 JO3BOJIMJIO HAaM OTPUMATH YSABJEHHS Ta TeHAeHIil 3 oTpuMaHol iHpopmariil.
flk HeBix'eMHy YacTHHY Hauioi peasizanii MM BUKOPHCTaIN MOXJHUBOCTI BOy#oBaHoi 6i6sioTexn Python mig
HasBow "json". llsa 6i6;i0oTexa Hasama HaM HeoOXiZHI iIHCTPYMEHTH [J1s1 JIEFKOr'O NepeTBOPEHHS CKJIAJHUX
ctpykTyp AaHux y popmat JSON (JavaScript Object Notation), 1o f03BoJIsI€ Ge3MepenIKoHO cepiaiizyBaTH Ta
36epiraTtu mani. [11; 12; 13]

3anponoHoBaHMH HaMu npoLec nepetBopeHHst PDF qokyMeHTY, sika MicTUTb iH$opMalilo po KaHAWAaTa
B JSON ¢aiin roToBuii 0 BHECEHHS B 6a3y JaHUX MOKHA BidyasisyBaTH HAaCTyIHUM YHHOM:
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CVin the PDF
format

1

Read CW with
pdfplumber

Lot fille.

2

Parser funstions based
on spacy and re libs

it file

3 D

Creating JSON file with
extracted data from CV

——JIS0N wilh exiracted data

D HR DataBase

Puc. 5. [lIokpokoBa cxemMa aJITOPUTMY

if _name == '_ _main__':
resume_text = extracted_text

name = extract_name{resume_text)
if name:

print(“Name:", name)
elae:

print (“Nameé not found™)

contact_number = extract_contact_nusber_from_resume(resume_text)
if contact_number:

print{“"Contact Mumber:", contact_number)
else:

print{“Contact Number not found")

email = extract_email_from_resume(resuse_text)
if email:

print(“"Email:", email}
elsel

print("Email not found")

skills_list = cav_data_list
extracted_skills = extract_skills_from_resume(resums_text, skills_list)
if extracted_skills:
print("Skills:", extracted_skills)
wlse:
print(“No skills found")

extracted_education = extract_education_from_resume(resume_text)
if extracted_education:

print("Education:”, extracted_education)
[IETH

print(“No education information found")

Mame: Roman Folotukha

Contact Mumber: 3B@951333017

Email: remkoT4d@gmail.com

Skills: ["computer science’, "mysgl®, "health', 'p', 'api', 'mailchimp’, 'economics', "gmail', "automation', 'pytho
n', "subscribe’, "analytics', "google analytics', "Tirebase', '2014°, ‘communication', "improvement', '.com", "engl
ish*. "travel'. "british'. ‘data collection'. ‘web'. ‘dinital®. *navication’. ‘com'. 'facebook'. ‘russian'. 'analvt

Puc. 6. YacTuHa KOAy peasii3oBaHOT0 aJIrOPUTMY B cepeoBuili Jupyter Notebook
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J1s maHoro JociipKeHHS MM BUKOPUCTANIM cepelioBuUIlle Po3po6bku Jupyter Notebook. ¥ Hamomy gocti-
JDKEHHI MU BUKOPHUCTAJIM cepeZioBullle po3pobku Jupyter Notebook 3 KibKOX K/IF0UOBUX PUYHH:

- InTepakTHBHUH aHaJi3 faHUX: Jupyter Notebook 103BoJIsSIE HAM BUKOHYBATH KOJ, 6J1I0KaMH i 6a4uTH pe-
3yJIbTAaTH HEralHo Nic/isi BUKOHAaHHS. Lle Ha/ja€e MOXKJIMBICTb NPOBOAUTH iTePaTHUBHUU aHaJi3 JaHUX Ta IIBUJ-
KO pearyBaTH Ha 3MiHU Ta eKCIIepUMEHTH.

- O6'eHaHHSA KOJy Ta TEKCTY: Y Jupyter MM MOXeMO MOEJHYBATH KOJ, 3 MOSICHIOBAJIBHUM TEKCTOM, 1[0
po6UTH Halli JOCTiKEHHS 6iJIbII 3pO3YMIJIMMH Ta JIETKUMU AJI1 CIPUHAHSATTS.

- Bisyanizanis pesysnprariB: Mu MoxxeMo Jierko BCTaBasTH rpadiky Ta Bisyasisanii pe3ysabraTiB B Hamii
JIOKYMEHTH, 1110 poOUTh Hallli 0CTiAKeHHS 611kl iHGOpMaTHBHUMU.

Le#t J]SON-daiiys € HAOYHUM NpeACTABJIEHHSAM Pe3yJIbTaTiB HAIOT0 AOCJiPKEHHS i MOJIeTIIy€E OpraHi3oBa-
He 36epiraHHsa Ta 06MiH BifgnoBigHow iHpopmaniero. JSON-¢paiin Ma€e Kijibka OKpeMHUX OB, AKi Bifo6parka-
I0Tb KJIIOYOBI aclieKTH Npodiito KaHAUgaTa:

- Im's: lle moJsie MicTUTh OBHeE iM's1 KaHUAATA, L0 A03BOJISIE HOTO YiTKO iIeHTUIKyBaTH Ta MOCUJIATHCS
Ha HbOTO.

- KoHTtakTHU# HOMep: [loJie KOHTAKTHOT'O HOMEPA MiCTUTh HAJJAHUU KaHJUAATOM HOMep TesiedoHy, 1[0
3abe3neyvye 6e3nepebiiHUM 3B'I30K Ta KOMYHIKaIlio.

- EnexTtponHa nowra: ¥ noJii eJleKTPOHHOI NOIITH BKAa3yEThCA aZjpeca eJIeKTPOHHOI NOIITH KaHAUAATA,
sIKa CJIyTYe OCHOBHHUM 3aC060M /1151 TUCTYBaHHS.

- HaBuuku: Y nboMy noJii peTesibHO PeECTPYETHCA LiIMU pAA HaBUUYOK. L]i HABUYKM OXONJIIOIOTH pisHOMA-
HITHi TexHiYHI HABUYKH, MOBHY IIPOrpaMyBaHHs, iHCTpyMeHTH, peHMBOPKHU Ta iHIII KoMIeTeHIil, noB'sA3aHi
3 IT, AKUMHU BOJIOAIIOTH KaH AU AATH.

- OcgiTta: Cdepa ocBiTH MicTUTB iHPOpPMaLlit0 MPo aKaJeMiuHi JOCATHEHHS KaHAU1aTa.

Pe3ynbTaToM po60TH HAIIOrO AITOPUTMY € peTeJIbHO CTPyKTypoBaHuM JSON-daiii, 306pakeHni Ha pu-
CYHKY HUXKYe:

“Name": "Roman Zolotukha®,
“Contact Mumber®: "338951333817",
"Email”: "remko74dgomail. com”,
"Skills":y |
“computer science®™,
“mysql™,
“mailchimp™,
"eonomics”,
Tgmail”,
"automation™,
"python®,
"analytics",
“google analytics™,
"firebase",
"data collection”,
"web",
"digital”,
“facebook",
“analytical®,
excel”,
"data studio™,
"dashboards™,|
"sgl",
"analyzing data",
“tableau",
“mysql”,
"search”,
"models",
“data"™,
"analysis",
“computer science®,
“ms excel,
"data collection”,
"output™,
"calculations™,
“hypothesis™,
“analytical support™,
excel”,
"analytics"”,
api®,
facebook api®,
sql”,
“tableau",
"python™,

1.
“Education™: |

“PhD in Computer Science”
1

}
Puc. 7. llpukiaag JSON-¢aiiny 3 inpopmaniero 3 PDF CV
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BucHOBKM. Pe3ysbTaToOM HAIIOro AOC/Ti/PKEHHS € pOo3po6JIeHUH aIrOpMTM HAa MOBi NMpOrpaMyBaHHS
Python, sikuii nepetBopro€ AaHi, BUTArHyTi 3 PDF-pe3tome kaHu1aTiB, B arperoBaHy, roTOBY /10 BUKOPHCTaH-
He iHpopMarito. Lle#t TpaHchopMaLilHM npolec ycyBae HEOOXIAHICTD ,0/JaTKOBUX PYYHHX 3YCHJIb, CIPOLILY-
10494 iHTerpamnilo JaHuX Npo KaHAUAATIB y 6a3u gaHux HR. BukopucroByrouu nepesioBi TexHoJioril, Taki K
00po6Ka MPUPOHOT MOBM Ta aHaJIi3 JJaHUX, HAIl AJITOPUTM J0CSATa€ aBTOMaTH3allii arperamnii JaHuX.

[le#t airopuT™M Mae BesiMm4e3HUM noteHnian A HR-BigziniB, ocKijlibKY BiH He TiJIbKK PUCKOPIOE MPOLEC
PEKpYTHHTY, ajle ¥ 3MEeHLIYe Py4YHY Ipaljo, BUIIYKyBaHHs HeobxiJHoi iHdopMalLii cepes BEJUKOro TEKCTY
y pe3loMe KaHAWAATa. 34aTHICTb aJITOPUTMY CAaMOCTIHHO BUTATYBATH, KJ1acupiKyBaTH Ta CTPYKTYPYBaTH iH-
¢dopmariito mpo kaHAUAATIB Aae 3Mory HR-daxiBisgM mBUAKO OI[iHIOBATU NPUAATHICTh KaHAUAATIB. Lle 03Ha-
Yyae onTUMi3aLilo BUKOPUCTAHHSA PecypciB Ta 6ibll epeKTUBHE NPUUHATTSA pillleHb.

[TofganbmiuM poO3BUTKOM JIOC/Ii/PKEHHS I[bOr'0 aJIFOPUTMY € po3pobka inTepdeiicy ansa HR crenianicris,
a TAKOXX CTBOPEHHs Ta HAllOBHEHHs 0a3u KaHJWUJAATIiB Ta MOAIbIIOI iMIIJIeMeHTalil IIbOro aJropuTMy B po-
604e cepe/loBHILE Ta 3aCTOCYBaHHS HA IPAKTHUL.
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3ACTOCYBAHHSA AJITOPUTMIB CETMEHTALIIT
JJIA NMMOHIYKY KOHTYPIB 3AXBOPIOBAHHA HA AIVIAHKAX IIKIPU

Anomayis. Cmamms npucesiueHa 00cAi0x#ceHHI0 3aCMOCy8aHHs cezmMeHmayii, kKompa donomodxice susisumu ma sudiaumu
J10KaAni3ayiro 3axeopro8arHs Ha disHyi wkipu. 06'€ekmom docaidxceHHs € nid6ip onmuMaabHO20 aA20pummy ceemeHmayii
306pasceHHs1 3 YIMKUM 8I00KpeMAeHHAM OIISHKU ma KOHmypie Xeopobu Hesa/edxcHo 8id ii popmu. AkmyansHicms docai-
03CeHHS1 06YMO8/1€Ha MUM, WO CYYACHI Memodu ceemeHmayii ma snokanizayii 3axeopro8aHb WUPOKO BUKOPUCMOBYHOMbCS
0151 NOKpawjeHHs1 MOYHOCMi ma yimkocmi HA84aHHs HelipoHHOI Mepedici. Anrzopummu do38010Mb 8usiIBUMU ma 3agikcysa-
mu came my OJINAHKY WKIpU, Aka nompibHa 045 nodaui do HelipoHHOT Mepedici.

Mema po6omu - po3pobumu an2opumm cezmeHmayii ma nowyky KoHmypies, Akuil 3moxce guseumu ma gudisumu /0-
Ka/bHY YacmuHy X8opoou Ha 306pasxceHHi wKipu, HadaHoMy Kopucmysadem. Anzopumm nosuHer 6ymu movHum i epekmus-
HUM, He3a/1ex4cHO 810 308HIWHIX hakmopie 306pasiceHHsI.

Y po6omi npodemoHcmposaHo 3acmocy8aHHs Memodie ceemenmayii 306paxceHb, MAKUX sIK cezMeHmayist 3a nopo208um
3HA4YeHHSIM, an20pumm mopgosi02iuHoi 06pobku ma aszopumm watershed. [lis ekcnepumenmis 6y/10 8ukopucmaHo 306pa-
JiceHHs1 amunosoi podumku 3 Habopy daHux DermNet. Cezmenmayisi 306paxceHHs1 BUKOHY8A1ACL 3a JONOMO2010 6i6aiomeKu
Skimage, sska makodic 8KAIYAE 8 cebe an20pummu NOUWYKY KOHmypie.

3a pesyabmamamu nocmasieHuUx ekcnepumeHmis, de 8ci as120pumMmu ompumyeaau 00He i mexc came 306paxceHHs, 4im-
Kicmb 8usi6/1eHHs1 X80pobu 6Y/10 Npo0eMOHCMPO8AHO 3a donoMo20io ceemenmayii 3a memodom watershed, kompuii Ha 8i0Mi-
Hy 8i0 IHWUX 3Mi2 8U3HAYUMU J10KAI3ayito X80pobu, yimko 8idokpemumu 8id 3a2a/1bH020 306paXCceHHs1 ma NOMIMHO 8UKOPU-
cmamu 3amyXaHHsl, sike He nepewkodicae nodaabwiill Koaabopayii 3 an2opummom nowyky KoHmypis.

Y pesynemami docaidsxceHHs 6Y210 6cmaHos/1eHOo, wjo daHuli Memod € npudamHum 0415 supiuieHHs 3aday ceemeHnmayii ma
06po6Ku 306padceHb 8 depmamosozii. Lle nos'sizaaHo 3 mum, wjo 8iH ehekmueHo sudinsie JiAsTHKU WKIpU, ypasceHi X8opo6oto, i
He 8cmynae 8 KoH@.1ikm 3 a120pummoM Ji0Kkanizayii Konmypie Ha 6a3i 6i6aiomeku Skimage npu cmaHdapmHux napamempax.

Ilodasvwa po6oma noasizae y nodaui 0o 3a20pmKo8ux Hell[pOHHUX Mepexc y momy 8uza:0i, 8 Kompomy 6ydyms 06pobaeHi
306pasicetHst, docaidxiceHHs1 no8ediHKU anzopummie Mepedxci npu pizHUX 306pajceHb ma 8USIBAEHHsI MOYHOCMI npu pi3HUX
06po0OKax.

Knamwouoei cnosa: ceemenmayis, aokanaizayis, watershed, daHi, 06po6ka, 306padxceHHs, Mopgpoa02iuHa o6pobka, nopozose
3HA4eHHSL.
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APPLICATION OF SEGMENTATION ALGORITHMS FOR FINDING DISEASE CONTOURS ON SKIN AREAS

Abstract. This paper investigates the application of segmentation to identify and highlight the location of a disease on a
skin area. The object of the study is to select the optimal image segmentation algorithm with clear separation of the disease
area and contours, regardless of its shape. The relevance of the study is due to the fact that modern methods of segmentation
and localization of diseases are widely used to improve the accuracy and clarity of training a neural network. The algorithms
allow to identify and fix the exact area of the skin that is needed to be fed to the neural network.

The purpose of the work is to develop an algorithm for segmentation and contour finding that can identify and highlight a
local part of a disease on a skin image provided by the user. The algorithm should be accurate and efficient, regardless of the
image's external factors.

The paper demonstrates the application of image segmentation methods, such as threshold segmentation, morphological
processing algorithm, and watershed algorithm. For experiments, an image of atypical nevus from the DermNet dataset was
used. Image segmentation was performed using the Skimage library, which also includes contour finding algorithms.

Based on the results of the set experiments, where all algorithms received the same image, the clarity of disease detection
was demonstrated using watershed segmentation. Unlike others, it was able to determine the location of the disease, clearly
separate it from the overall image, and significantly use attenuation, which does not harm further collaboration with the
contour finding algorithm.

The study found that this method is suitable for solving segmentation and image processing problems in dermatology. This
is due to the fact that it effectively highlights areas of the skin affected by the disease and does not conflict with the Skimage
library-based contour localization algorithm at standard parameters.

Key words: segmentation, localization, watershed, data, processing, image, morphological processing, threshold.

IlocTaHOBKa NP06.JIeMH. Y CyyacCHY eloxy LHMpOKe NMOUIMPeHHs XBOPOO IIKipU CyTTEBO BIJIMBA€E Ha $i3ny-
HUH CTaH Ta MalOyTHE 3/]0poB's JtoJeill. baraTo Hace/ieHUX NYHKTIB YKpaiHU MalOTh 0OMeXeHHs Y JA0CTYIIi
Jl0 HeBiZiK/1aZiHOI MeJUYHOI ZI0IOMOT'M Ta aMOy/1aTOPiH, Jle oCTyNHa Jiille 6a30Ba MeJU4Ha ,ONIOMOTa, i BOHU
He 3/1aTHi npuiMaTH creljanicTiB, 30kpeMa, AiepMaToJioriB i ¢paxiBiiB 3 iHIIKX By3bKUX ranysei. Lle cTaBUTh
MHUTAHHSA PO BaXXJ/IUBICTb BIPOBa»KeHHsI Cy4aCHUX TeXHOJIOTiM AMCTAaHLiMHOI iarHOCTUKY XBOPO6 LIKipH,
1110 CTA€ Ha/I3BUYAWHO aKTyaJbHUM y Haul yaci [1].

Y To# e Yac KiJbKicTb 0ci6, 110 KOPUCTYIOThCSA cMapTdOHAMU Ta MalOTh JOCTY /10 IHTepHETY, cTabiibHO
pocte. CBiT cnocTepirae 3pocTarwyuil iHTepec 10 TeJeMeJULIUHY, IKa HAaJIa€E MOXKJIUBICTb 3AiHCHIOBATU AUC-
TaHIilHI KOHCyAbTaLil 3 JikapeM, HaJlaBaTU HEOOXiHY MeJUYHY JOMOMOTY B HEBiJKJIaJHUX CUTYyalisiX Ta
IJIAaHYBaTH NoJabllle JiKyBaHHSA. YKpaiHa pO3BUBAE TeseMeJULIMHY, IPOTe BOHA € BiJJHOCHO BUTPATHOIO, 1110
00YMOBJIEHO, 30KpeMa, BiZiICyTHIicTI0 BignoBigHoro iHpopmaliiiHoro 3a6esnevyeHHs AJis0 NIPURHATTS pillleHb
[2; 3].

Lle BKka3ye Ha HEOOXiZHICTb cTBOpeHHs iHopMaliiHOI cCUCTEMHY, SIKa JJOMTOMOXKe JII/ISIM pearyBaTH Ha pi3-
Hi CHMITOMM HWIKipHUX 3aXBOPIOBaHb i BU3HAYATH CTYIiHb iX cepH03HOCTI, 3an06iratoyu MoripiieHH0 CTaHy
naljieHTiB.

OfHUM i3 KJIOUOBUX 3aBJlaHb JOCJIX)KeHb € po3po6Ka iHpopMaliiHO-iHTe/NeKTya/lbHOI CUCTEMHU, KOTpa
6yze po3nizHaBaTH Ta KJacuPikyBaTU XBOPOOY 32 306 pakeHHSIMMU JIIJITHOK LIKipX He HaWBU1L 01 ssKoCTi. 3a1a-
4ya JaHoi po6OTH NOJIATAE B TOMY, 11106 TPOBECTH NONepe/iHi eKcieprMeHTH HaJ, 306paXkeHHAMH, KOTpi 6yAyTh
MoJiaBaTHUCS 10 HEMPOHHOI Mepexi, 3 MEeTO MiZABUIIEHHS JOCTOBIPHOCTI po3ni3HaBaHHS MIKiPpHUX 3aXBOPIO-
BaHb. A caMe MOCTaBUTH eKCIEPUMEHTH HaJ, aITOPUTMaMU CerMeHTallii Ta NOLIYKY KOHTYPIB, KOTpi 6YAyThb
BUSIBJISITH Ta JIOKaJi3yBaTHU XBOpo6y. TAKUM YHHOM SIKICTh TOYHOCTI HEHPOHHOI Mepexi Mmepeiie Ha GibII
BUCOKUU piBEHb.

3 or/isy Ha LIMPOKe BUKOPUCTAHHS MeTO/iB cerMeHTalil y cdepi MeAULMHY, HEOOXiJHO IPOBECTU HAYKO-
Bi locipkeHHA AJ1s1 BU3HAYeHHSI epeKTUBHOCTI TaKUX METO/IB.

AHani3 pgociigxens i my6sikaniil. CermeHTanil 306pakeHb 3 NposiBaMU XBOpP06 LIKipK NpUAineHo 6ara-
TO yBaru aBToOpiB. bi/b1IiCTL aBTOPiB BUKOPUCTOBYIOTH CErMEHTALil0 He IK MeTO/ JJif I0Ja/bIIOol JIoKadi3a-
il KOHTYPiB XBOPOOHY, a IK BU3HAUYeHHsI IOKPUTTS XBOpoOU. B po6oTi [4] aBTOp NpUCBAYYE yBary MeToLaM
cerMeHTalii KOTpUM NO6YAOBaHUN Ha OCHOBI KJlacTepHU3allil KoJIbOpiB.

lle He moraHui MeTOZ, 11106 BUKPECIUTH i3 AOC/i/P>KEeHHS MaKCMMaJIbHO ITonepe/iHI0 06po6Ky 306paKeHb.
AJle BBaXKa€eThCH, 1110 KJIacTepH3allis MO)Ke MaTH BeJIMKY TOXHMOKY Y BUIIaZIKy BEJIMKOT0 pafiycy xBopo6u. Jlane
JocaijxeHHs [5] npeacTaBisie aJropuTM AJisl BUpillleHHA Npo6JieMy I1o6aibHOI onTHMi3auii cerMeHTanil
paky IIKipy MeJJaHOMU. AJITOPUTM 3aCHOBaHMUM Ha 3IJ1a/KyBaHHI JonoMixkHol GyHKIl, ika 6yyeThcs 3a 0-
IIOMOTO}0 BiZJOMOT0 JIOKaJIbHOT'0 MiHiMi3aTopa Ta 3I/1a/KyeThCA 3a JONIOMOI0l0 KpUBUX be3be.

Pe3y/nbTaTy MOKa3yoTh, 1110 3alIPONIOHOBAaHUH aJIFTOPUTM JIEMOHCTPYE BUCOKY TOYHICTb, Uy T/IUBICTD i Clle-
UUQiYHICTh MOPIBHAHO 3 iHIIMMU MeToJaMU. OCHOBHOI METO J0C/IiXKeHHS [6] € MOIIYK ONTHMaJbHOTO
MeTo/ly cerMeHTallil 306pa)keHb ypakeHb IIKipH. Y 11bOMY AOCIiJHULIbKOMY JJOKYyMEHTi po3po6J/ieHO MoJeJlb,
sIKa OXOILJIIO€E Taki rpajalii, mepiuoo € nonepeAHs o6pobKa AJs 3MeHIIeHHS Heba)KaHUX YaCTHH, TaKUX K
BO0JIOCCS], OCBIT/IEHHS YM 6araTo iHILIOro, 3a J0NOMOr0l0 NOKpalLleHol TeXHIKU 3 BUKOPUCTAHHSAM I'PaHUYHUX
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i MopdostoriyHuX oneparnii AJis JOCATHEHHS BUIOI TOYHOCTI iHTEJIEKTYaIbHOI CUCTeMHU. AJie, BUXO YU 3 pe-
3y/bTaTiB, aBTOPU NOMITHJIY, 1[0 3alIPONIOHOBAHA MO/eJIb A€ CepeJHE 3HAYEeHHA TOYHOCTI BeJIMYe3HOI Kijb-
KOCTi 306pakeHb paKy. Y Lux poboTax aBTOpH [7; 8] nmpeacTaBUIN METOA BUSBJIEHHS PaKy WIKIpH HA OCHOBI
MeTo iy watershed 3 KOHTPO/IbOBAaHUM MapKepoOM.

3anmponoHoBaHa TexHika Gy/1a 3aCcTOCOBaHa Ta BUNPOOYBaHa Ha KiJIbKOX 306paKeHHAX Pi3HUX THUIIIB paKy
wKipy, AKi 6y/u 3i6paHi 3 IHTepHeTY, a TakoX i3 Habopy ganux Kaggle. [1lo6 oniHUTH LiHHICTD JOCATHYTHX
pe3ysbTaTiB, aBTOPU BUKOPHUCTAIN KiJIbKA NTOKA3HUKIB OI[iHKH, IK Yy TIMBICTb, cienudivHICTh, a TAKOXK MO-
Ji6HicTh XKakkapa, siki mokasasu xopouui Ta 3a/{0Bi/IbHI pe3y/bTaTH.

Buksiag, oCHOBHOTO MaTepiasy. Jlani /i gocsipkeHHs 6yJI0 B3STO 3 BCECBITHBOTO JIepPMAaTOJIOTiYHOTO
pecypcy DermNet. HagaHa pecypcom 6a3a 306pakeHb Ma€ 22 Kjacud XBOpoOu. Bci 306pakeHHsI MalOTh Gpop-
Mart jpg. AJte JiJis1 3p0O3yMiJioi leMOHCTpanil pe3y/IbTaTiB OY/10 B3TO aTUIIOBUN HeByc. Ha anoMy 306pakeHi
MOKHA YiTKO 3p03yMiTH Ta nMo6ayuTH ePEeKTUBHICTh cerMeHTalii Ta MOTiM, IK BOHA J0TIOMOXKe aJrOPUTMY
MOIIYKY KOHTYPiB 3HAHUTH NOTPiOHY Ai/NSHKY.

B nonepeaHix my6Jtikarisx Bxe 6ys0 TpoJAeMOHCTPOBAHO MeTO/, KJIacTepu3allii AJisi 06p0OKH 306paKeHb,
roJIOBHA 33/ia4a KOTPOro NOBHHHA OyJsia MiJHATH SKICTh MPOrHO3yBaHHA HEHPOHHOI Mepexi. [lokpaleHHs
6ynu 3adikcoBaHi, ane He 3Ha4Hi. ToMy 6ys10 MpUHHATE pilleHHS PO3LIMPUTH METOLU CerMeHTalil Ta Ha ix
¢doHi 3pobuTH Momyk KoHTypiB. [laHa 3a/1a4a 103BOJIUTH BUSBUTH HEOOXiIHY HaM AISHKY IIKipW Ha KOTPiK
€ JIOKaJli3awisa xBopo6u. Lle gonomMoxe BifciaTh HeNOTPiOHI LIyMHU Ta 3MEHIIUTH PO3MipHICTh, TAKUM YHMHOM
AKICTb HEUPOHHOI MepeXxi 361IbINTHCS.

Y nanift po60Ti BUKOPUCTOBYIOTHCS TP aJrOPUTMHU CETMEHTAILi], OJHUM 3 HUX € METO/ TPAaHUYHOTO 3Ha-
YeHHs a00, AK e Horo HasuBawTb MeToaoM Ouy (Otsu) [9]. BukopucTtaHHs royioBHoi ifei metoay Omy moJis-
ra€ B TOMY, {06 06paTH Mopir cermeHTallii Tak, o6 gucnepcis (BHyTPilIHbOT0 po3citoBaHHSA) B KJjaci 06'€k-
TiB 6yJsia MiHiMa/IbHOI0, 2 po3Ccil0BaHHS MiX K/1acaMH (Mi>k 06'ekTaMu i $oHOM) Gy/1a MaKCHMAaJIbHOIO.

lle po6bUTHCS LIISXOM PO3IVIaZKyBaHHS BCiX MOXKJIMBUX 'PAHUYHUX 3HAYE€Hb i 06YMCIeHb BHYTPIIIHBOTO
i M>XKKJIaCOBOTO PO3CiAHHA AJI1 KOXKHOTO IIOPOTY.

MixkktacoBe po3ciroBaHHS - Ije Mipa po3citoBaHHA BcepeuHi KOXXKHOTO KJiacy (06'ekTiB Ta ¢poHy). BoHa
BKa3sye, HACKIJIbKY 3Ha4YeHHs MIKCeJIiB B MeXaX KOXKHOTO KJIaCy po3Io/ijeH] BiJHOCHO cepeHbOro 3Ha4eHHA
boro kJacy. ®yHkIis A BHYTPilIHbOro po3cisHHSA (intra-class variance) oGYHC/IIOETHCS HACTYITHUM YH-
HoM [10] :

ol (t) =, (t)*op (t)+ o, (t)*ci(t) (1)

Je:

csi - BHYTPILIHE PO3CiAHHA AJId IOPOTY t;

, (t) - Bara nepiuoro kJjacy (¢oHy) st nopory t;

G, - Aucnepcis neporo kaacy (¢poHy) A5 nopory t;

o, (t) - Bara gpyroro ksacy (06'exTiB) /151 mopory t.

o} (t) - Aucnepcist Apyroro KJacy st HOpory t.

PesysnbTaTi MeToAy 3arajJbHOI FpaHUYHOI cerMeHTallil 306paxeHo Ha (puc. 1), e MoKeMOo MO0GaYUTH 06-
JIaCTb POAUMKH, ajle MOXKHa CIIOCTepiraTv HeCTaHJapTHe PO3CiI0BaHHA.

Puc. 1. CermeHTalis 3a A0NOMOro0 TPaHUIHOI0 3HAYEHHA
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Jani mepexoauMo 10 HACTYITHOTO MeToy MopdoJioridHoi 06po6ku. Mopdosioriuna 06po6Ka 306parkeHHSA
BKJIIOYAE B cebe rpyny MeTO/[iB 06p0OOKH 306pakeHb, sIKi 6a3yI0TbCS HA MaTeMaTUYHUX Ollepalisix, [0 BUKO-
PHCTOBYIOTh CTPYKTYPHI esieMeHTH (A4p0) AJ1s1 3MiHM GOpMHU Ta CTPYKTYpPH 06'€KTIB Ha 306paxeHHi [11; 12].
JaHi onepanii 703BOJISAIOTE BUOKPEMJIIOBATH OCOBGJMBOCTI 06'€KTIB, BUALIATH 1X KOHTYPH, BUJIATH IIyM,
00'eIHYBATH Ta JiIUTU 00'€KTH, TOKPAIYBATH SAKiCTb.

[lepesik onepauiit onoMoxxe BUPIIIUTH TPO6JIEMy 3 LTYMaMH, OCKIJIbKH MONepeHii MeTo ] MOXKe BUSBU-
TH Ta NIpUOPATH LIYMH Ta PO3CiIOBaHHSA, KOTPi MOXKYTh BIIMBATH HA IKiCTh cerMeHTalji.

MaremaTryHo MopdosioridyHi onepauii BUKOPUCTOBYIOTH omepario MopdosoriyHoro Bifo6pakeHHs
(morphological transformation) Haz 306pa*keHHSIM A 3 BUKOPHUCTAHHSAM CTPYKTYpHOro esieMeHTy B [13]. Ome-
paujii MoKHa BUPAa3UTU HACTYITHUM YUHOM:

(A@B)(x,y)zU*(meB A(x+i,y+J) (2)

Je:

A - e moyaTKOBe 306paXKeHHs, HaJ| IKUM BUKOHYETBCS Onepalisi pO3LUIMPEHHST;

B - cTpyKkTypHU# esnieMeHT (iHOA1I HAa3UBAETHCSA AAPOM), AIKUM BU3HAYAE PopMy i po3Mip poO3IMIHUpPEHHS;

(i,j) - koopaUHATH MiKCeJiB B CTPYKTYPHOMY eJieMeHTi B.

OTxe, pe3y/IbTaTH MeToy MopdoJsioriuHoi 06poOKH 306pakeHo Ha (puc. 2), e 4iTKO MOXKeMO NM0O6auYUTH
06J1acTh POAMMKH, HiZKpecJeHi KOHTYPH, a TAKOX JlesiKe MOoJaBJIeHHs LIYMiB.

Puc. 2. CermeHTallis 3a J0noMorow Mop¢oJioriyuHoi 06po6Ku

HaiipesynbpraTuBHimui aaropurm Watershed 3mir peasisyBaTu nocraB/ieHy 3aJaqy, 3aBAsSKA KOTPOMY
OyJ10 JOCATHYTO Pe3y/IbTaTy MOLIYKY KOHTYPiB. Byab-sike BiATIHKOBe 306paxKeHHsI MOXKe Oy TH PO3IVISIHYTO 51K
TonorpacdiyHa NOBEpPXHs, /e BUCOKHUH iIHTEHCUBHUU CBITJIOBUM CUT'HAJ BKA3y€ HA BEPIIVHY, TOAI IK HU3bKUH
iHTEHCHBHUWI CBIT/IOBUH CUTHaJ BKA3yeE Ha iHII YaCTUHU 306pakeHHs. CI0YaTKY 3all0BHIOETHCS KOXKHA OKpe-
Ma yacTuHa (JIoKa/ibHi MiHIMyMH) pi3HOKOJILOPOBUMH MiTKaMu [14].

[TocTynoBo nifHiMarw4u piBeHb MiTKH, 3a/1€3KHO Bi/Jj HABKOJIMILIHIX 'Pa/ji€EHTIB, MITKHU 3 DI3HUX YaCTUH, O4e-
BHU/IHO, Pi3HOKOJILOPOBA, MOYNHAE 06'eAHyBaTHCA. 11[06 bOr0 YHUKHYTH, CTBOPIOIOTHCS 6ap'€pPH Ha MicIsxX
00'emHaHHSA MiTOK. [I0TiM MpoA0BKY€ETbCS POOOTA i3 HAIIOBHEHHSIM Ta CTBOPEHHS 6ap'epiB /10 TUX Mip, MOKHU
BCi BepLIMHU ONUHATBCA i MiTKoo. [loTiM 6ap'epw, siki 6y/M CTBOpEHi, HAAAIOTh Pe3yJbTaT cerMeHTalil.
AnroputM watershed Ba>kko BUpa3UTH OJHiI€I0 MAaTEMATHYHOI GOPMYJION, OCKIJIBKY BiH 6a3yeEThCS Ha 00-
YHCJIEHHSIX HAa OCHOBI reorpadiyHUX aHA/IOTIH Ta AUCKPETHUX 306paxeHb. [I[poTe MoXKHA MPOJEMOHCTPYBATH
3arajibHYy iJielo Ta KPOKH ajiroputmy [15] :

1=,y +(1,) (3)
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Je:

I - noxiziHa 306pakeHHs 3a HANPSAMOM X ;

| - 300paXkeHHS;

I, - moxigHa 306pakeHHs 32 HAIPSIMOM y

Pe3synbratu Metony (watershed) 306paxkeHo Ha puc. 3, Jie YITKO MOXXeMO M06aYUTH 00J1aCTh POJUMKH,
nifKpecaeHi KOHTYpPH Gi/bLI YiTKO BUAINSAIOTHCS, HiXK TPU BUKOPUCTAHHI TONEPEHbOTO METOAY.

Puc. 3. CermeHTanis 3a gonomorom watershed aaropurmy

[licns Toro, sik 6y/10 MOCTaBJIeHO eKCIIepHMeHTH Ha 306pakeHHi 3a JJOIIOMOrol0 cerMeHTalii, HACTyMTHUM
KPOKOM € MOo6y/[0Ba aJrOpPUTMYy, KOTpUH Oy/le BKJIOYATH B cebe OAMH i3 METO/iB cerMeHTalii JJisl MOIIYKY
KOHTYpiB 3aXxBOPIOBaHHSA. AJTOPUTM MOLIYKY KOHTYPIB ClIpUMaE Bci 306paykeHHs1 B YOPHO-6i10My BUIJISA-
Ji, To6To GiHapHOMY, a MOBEPTAE BXe Yy KOJIbOpi 3 JioKasjisauiew. [ 6iHapHOro 306pakeHHs |(x,y)|, ze
|(x,y)| =0 ab6o |(X,y)| (me 0 mpeacTaBiIsie YOPHUHU KoJTip, a 1 — 6iyin# KoJtip), i moporoBoro sHadeHHs T, mpoiiec
MOUIYKY KOHTYPIiB 3[1MCHIOETHCA HACTYIHUM YHHOM. [lepiioyeproBo iHiLil0ETbCA NOPOXKHINA CIMCOK KOHTYPIB
C [16]. Ans koxHOTO miKcess |(x,y)| BiZIOYBalOThCs HACTYIHI onepanii:

1. ®opMyBaHHSI HOBOTO KOHTYDY, IKUN IpeJICTaBJsIE FPAHULI0 06'EKTA.

2. CTBOPIOETHCS TOPOXKHIM CIIUCOK TOYOK /J151 IOTOYHOT'0 KOHTYPY, AKUM [T03HA4a€ThCA AK P.

3. ByayeTbcs dyHKILis 06xX04y AJis MOLYKY 3'€4HAHUX OiJIMX MiKCeJIiB, TOYUMHAKYU 3 TiKcens (X, y).

4. 3nilficHIOETBCS 06XiA cycifiHiX miKcesiB y MOMYKY 3'€AHAHUX KOMIIOHEHTIB, SKUN MPOAOBKYETbHCS, TOKU
He GyZie 06po6JIeHO KOXeH 3'€JHaHUM 6inii mikcesb 06'€EKTA.

5. Ilicns 3aBeplieHHs: pOPMYBaHHS KOHTYPY CIMCOK TOYOK P ofaeThbes 1o criucky KOHTYPpiB C.

Lleit npotiec NoUyKy KOHTYPiB /103B0JIsIE BUAIJIUTH IpaHulli 06'€KTiB Ha 6iHApHOMY 306paXKeHHI Ta npej-
CTaBUTH IX y BUIJIsL/i HA60PiB TOUOK (KOOPAUHAT X, V), siKi OpMYyI0Th KOHTYpHU [17]. Pe3ynbTaTu NOUIYKY KOH-
TypiB micsis cerMmeHTanii MetojoM watershed 306paxeHo Ha (puc. 4). Pe3yibTaTu aAropuTMiB rpaHUYHOIO
3HayeHHs Ta MopdoJioriyHoi 06pO6KY NMOKa3a1 Bi3yaJbHO OJHAKOBUH pPe3y/bTarT.

Pe3y/nbTaTH nouyky KOHTYpiB 3060pakeHHsI 3a IIUM MeTO/I0M NI0Ka3aHo Ha pUc. 5-6.

BUCHOBKM. Y pe3y/bTaTi IPOBeEHOI0 JOC/Ii)KeHHSI BCTAHOBJIEHO, 1110 KOXKHUIM MeTo/J| cerMeHTallii Mae
CBOI IlepeBaru Ta HejoJiiku. Lle 3a/1eXKUTh Bij MocTaB/eHOI 3aa4i Ta caMoro 306pakeHHs. Y eBHUX BUNA/[-
Kax MopdosioriuHa 06po6ka Ta MeTOJ, FPAaHUYHOI'0 3HaYeHHS MOXYTb OYTH epeKTUBHUMH, ajle Ha OKPEMHUX
JiITHKaX cerMeHTalii. Ik Mo)KHa M06aUYUTH 3 pe3yJIbTaTiB 3aCTOCYBaHHS LUX METOAIB, IIyMU TaK i He Gyau
NoJaBJieHi, 6isble TOro MoXxHa MO0GAYUTH 3aTyXaHHS Ha OKpeMUX AiNAHKax 306pakeHHA. Halikpawuii pe-
3yJIbTaT NPOJEMOHCTPYBaB MeToJ, watershed, KOTpUH 3Mir 4iTKO cerMeHTYBATHU 300pa)KeHHs, 3HalTH rpa-
JIEHTH i B JlesIKMX BUIAJKax NoAaBUTH WyMU. KoHTYyp ponuMku micas metony watershed 6yso BuzisieHo
yiTko. HacTynHuM eTanom focaixkeHHs 6y/ie po3po6ka iHpopManiiiHoi cucTeMu [jiarHOCTYBaHHS MIKIpHUX
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3aXBOPIOBAHb 3 BUKOPHUCTAaHHAM HEHPOHHUX Mepex. Ha Bxiz HelipoHHOT Mepexi 6y/ie 3/jiiCHIOBATHCS ToJa4a
300pakeHHs mic/aa 06po6KU MeTomoM watershed Ta 3HaxomKeHHS KOHTYpiB. HacTynHuMU AissMU gocutipKeH-
He Oyze nepeBipka eheKTUBHOCTI HEHpoMepekeBoi MoZieJ1i IiarHOCTYBaHHSA WKIPHUX 3aXBOPIOBaHb Ha 06po-
6J1eHMX 300paKeHHSX.

Puc. 4. Pe3y/ibTaT NOWYKY KOHTYPIB mic/isi cermeHTanii Metogom watershed

Puc. 5. Pe3ynbTaT NOMIyKYy KOHTYPIB micjaa Mopdo010riyHoi 06p0o6KH Ta TPAHUYHOI0 3HAYEHHA
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OI/IAJ METO/IB TA IHCTPYMEHTIB I/l PO3POBKH IH®OPMALIIHHOTO CEPBICY
OBJIIKY OCOBUCTHUX AKTHBIB

AHnomayis. Po3po6ka ¢pyHKyioHa1bHoi Modei iHghopmayitiHozo cepaicy ma cmeopeHHs1 00damKy-noMivHuUKa, npu3Haye-
H020 011 3a0080/1€HHS NEPCOHAILHUX NOMpe6 Kopucmyeaie y KepysaHHi ocobucmumu 3anacamu, € HQyKo8o akmya/abHUM
3a80aHHAM, o 8idobpadcae cyvacHi meHdeHyii 8 o6aacmi ingpopmayitinux mexHoao2itl ma ynpasainHa. L{s npobaemamuka
donyckae npogedeHHs1 A0CAI0HCeHb, CNPAMOBAHUX HA BAOCKOHA/IEHHS Memodie po3pobKu an20pummie ynpasaiHHs 3anaca-
MU, NPO2ZHO3YBAHHA NomMpe6 ma 8ubopy onMuUMaAbHUX cmpameziil 043 kKepy8aHHs 0CO6UCMUMU 3anacamu Kopucmysauie.

Y ybomy koHmekcmi ocobausa yeaza npudinsiemsvcst aHaizy ma po3pobyi pisHOMaHIMHUX aA20pUMMI8 ynpasaiHHa 3a-
nacamu 015 0co6UCMO20 8UKOPUCMAHHS. YNPaeAIHHS 0CO6UCMUMU 3aNACAMU € 8ANCAUBOH CK/AA008010 0151 3a6e3neeHHs
egoekmugHocmi 80100iHHA MA BUKOPUCMAHHSA 0COOUCMUX pecypcis, eKa0Uavu mosapu i pecypcu e no6ymi. B daHomy koh-
mekcmi 00CcAi0HCyoMmbCcsi mexHiKu, Wo 6a3yrmbesl HQ MAMeMamuyHuUxX Modeasx, CmamucmuvyHux Memooax ma onmumisa-
YIliHUX as120pummax 3 Memoro nidguujeHHs payioHa1bHO20 BUKOPUCMAHHA ma onmumisayii ocobucmux 3anacis.

Kpim moeo, Haykoea cninbHOmMa akmugHo 8u84ae Memodu npo2HO3y8aHHsl ocobucmux nompe6 i pecypcis. Lle saxcausuii
KOMNOHEeHM ynpasAiHHs 0cO6UCMUMU 3anacamu, OCKiIbKU MOYHEe NPO2HO3YB8AHHS 00NOMA2A€ YHUKHYMU HAOMIPHO20 a60
HedocmamHb020 3anacy mosapie 04151 0co6ucmozo sukopucmatsi. Tym gukopucmogyomucsi pi3HOMAHIMHI aHAAIMUYHI Me-
modu, 8ka04arYu Memodu MaAWUHHO20 HABYAHHS MA cmamucmuYHi modedi.

Okpemoio 4acmuHow HAYyKo8020 J0CAI0NCeHHS € 8UBIP ONMUMANbHUX cmpamegill ynpasaiHHA 0cobucmuMu 3anacamu.
I]e oxon/t0€ 8U3HAYEHHS ONMUMAIbHUX nidX0die ma Memodie 0451 Kepy8aHHs 3anacamu Ha 0Co6UCMOMY pigHi, 8paxosyro4U
iHdusidyasivHi ocobausocmi kopucmyesadis.

Heegid'emHor wacmuHoio docaidxceHb € 8ubip iHcmpymenmia i cepedoguwja 045 po3apobku dodamky-noMivHUKA, cnpsi-
MOBAHO20 HA NIOMPUMKY KOpucmyeauie y kepy8aHHi ocobucmumu 3anacamu. Lle exawouae 8 cebe oyiHky skocmi, macwma-
608aHoCMi ma 3py¥yHocmi iHCmpymeHmie 3 Memor CmMeopeHHs 3pYYHOo20 ma edpeKmugHozo iHopmayiliHozo cepgicy 045
Kopucmysaduis.

Y eucHoeky, yeii Haykosuli nidxid cmagums neped co60i0 3a80aHHS CMEOPeHHsl HHO8ayiliHo20 dodamKy-noMIYHUKQA,
CNpsiMOBAHO20 HA 3a0080/eHHSI nompe6 Kopucmyseauie y KepysaHHi ocobucmumu 3anacamu. Pesyremamu docaidsiceHHs
ma po3pobku makoz2o 000amky MOXyms 3HAYHO noJie2wumu npoyecu ynpasaiHHsa ocobucmumu 3anacamu ma nideuwjumu
epekmugHicmb ynpasaiHHs 0cOGUCMUMU PeCypcamu.

Katouosi cnoea: ingpopmayiiinuti cepsgic; 000amok-noMivHUK; NPO2HO3Y8AHHS hompe6; ynpasAiHHs 3anacamu; cucmemu
npuiiHamms piweHb; hYyHKYIOHA1bHA MODenb cepsicy.
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REVIEW OF METHODS AND TOOLS FOR DEVELOPING AN INFORMATION SERVICE
FOR PERSONAL ASSET MANAGEMENT

Abstract. The development of a functional model of an information service and the creation of an assistant application
designed to meet the personal needs of users in managing their personal stocks is a scientifically relevant task that reflects
modern trends in the field of information technology and management. This issue allows for research aimed at improving
methods of developing inventory management algorithms, forecasting needs, and selecting optimal strategies for managing
users' personal stocks.

In this context, special attention is paid to the analysis and development of various inventory management algorithms for
personal use. Managing personal stocks is an important component to ensure the efficiency of owning and utilizing personal
resources, including goods and household resources. In this context, techniques based on mathematical models, statistical
methods, and optimization algorithms are investigated to increase the rational use and optimization of personal stocks.

Additionally, the scientific community actively studies methods for forecasting personal needs and resources. This is an
important component of managing personal stocks, as accurate forecasting helps avoid excessive or insufficient stocks of goods
for personal use. Various analytical methods, including time series analysis, machine learning methods, and statistical models,
are used in this regard.

A separate part of the research focuses on selecting optimal strategies for managing personal stocks. This involves
determining optimal approaches and methods for inventory management at the personal level, taking into account individual
user characteristics.

An integral part of the research is the selection of tools and environments for developing an assistant application aimed at
supporting users in managing their personal stocks. This includes evaluating the quality, scalability, and convenience of tools
to create a convenient and efficient information service for users.

In conclusion, this scientific approach aims to create an innovative assistant application aimed at satisfying the needs of
users in managing personal stocks. The results of research and development of such an application can significantly simplify
the processes of managing personal stocks and enhance the efficiency of managing personal resources.

Key words: information service; assistant application; demand forecasting; inventory management; decision support
systems; functional service model.

AKTyanbHicTh TeMu AgocaifkeHHA. [HQopMaLiiiHi cucTeMy, siki 3a6€3MeYy0Th aBTOMaTU30BaHUM 06J1iK
MaTepiaJbHUX, piHAHCOBUX Ta IHIIMX aKTHUBIB, € IIMPOKO NMOMINUPEHUMH Ta TPAAULIHHUMH Y BEJIMKUX NigIpH-
eMcTtBax. Lli cucTemMu npusHaveHi AJis1 06C/IyrOByBaHHSA MPOLIECIB 3aKyTiBeJib, CKJIaICBKOT0 rOCIO[apCTBa, 00-
JIiKy HepyxoMocCTi, piHaHCOBHUX omnepariiii Ta 6aratbox iHmux. JJo TAKUX CUCTEM MOXKHA BiIHECTH, HAPUKJIA/,
cuctemu MRP (Material Requirements Planning) Ta ERP (Enterprise Resource Planning) [1].

AHastoriuzi 3a7ja4i Ta OTpe6U € XapaKTEepPHUMU He JIUIIE JJIs BEJUKUX HiATPUEMCTB, a ¥ AJ151 MaJIUX NpH-
BaTHUX NiMIPUEMCTB, 2 TAKOXK Y MOBCAKAEHHIN AisIIbHOCTI 0COOUCTOCTI. [CHYy€ Hara/ibHA moTpe6a B 10AaTKaX,
AKi 6 JomoMaraay KOpUucTyBadaM 3 06/1iKOM epcoHaIbHUX TOBapiB. 3 NOHATTAM "0co6ucTi TOoBapu/aKTUBH"
3a3BUYal NMOB'I3yI0Tb TOBAPH, fAKi MPU3HAUYEH] /11 0COGUCTOr0 BUKOPUCTAHHSA. Lle MOXKyTb 6y TH NMPOAYKTH
Xap4yyBaHHS, O/SIT, KOCMETHKA, eJIEKTPOHIKa, KHUTH, HeMaTepiaibHi (iHpopmaniiini) npogykTu Ta iHwi ToBa-
pH, 1110 33/10BOJILHSAIOTb 0COOUCTI MOTpebu JitoAuHU. B Harozi 6yB 61 cepBic-MOMIYHUK JJ/15 CIIPOILEHHS 3aKy-
niBJsi mo6yToBUX ToBapiB. Takuii moMivHUK (MporpamMa) NOBUHEH BifC/iIKOBYBATH PErY/ISPHICTD 3aKyMiBeJIb,
fKa ICHy€ B HalLIOMY NOBCAKJEHHOMY KUTTI.

Jesiki 3 aHayorivHMX cepBiciB Bke BUKOpUCTOBYIOThCAA. Hanpukiaz, nogatok Fishka Big OKKO po3Bouisie
KOpPHUCTyBadaM BificTexkyBaTH iHpopMaIlito npo MOKymKH NaJbHOI0, BKJIIOYAKYHU ATy, 00CAT Ta i geTaJi.
llel fofaTok copsIMOBaHUM Ha AONOMOry 6i3Hecy B NPOJAXy CYNMyTHIX ToBapiB, KpiM majbHOro, i Ha CTH-
MYJIFOBaHHSI KOPUCTYBAYiB 10 NOKyHoK. KpiM Toro, ;ocuTh nmomupeHi [04aTKY, Taki AIK 6aHKiBCbKUH 10AATOK
UKRSIB ONLINE [2], noromararoTb KOPUCTYBayaM BiZicTeXyBaTH CBOI piHaHCH.

3 ypaxyBaHHSIM Cy4aCHUX IOTPeO Ta iCHYIOYHX MPONO3ULiA MU MJIAHYEMO MPOEKTYBAaHHSA Ta CTBOPEHHS
[IePCOHA/IbHOIO JOAATKY-IIOMIYHMKA 3 METOI0 CIPOLIEHHA NPOLECY NOIIYKY, IOKYIIKU [N0BCAKLEHHUX TOBAPiB
Ta 3MeHIIeHHsI Heo6XiHOCTi KOpUCTYBaYa CIiKyBaTH 3a L[UM.

IlocTaHOBKA NPOoGaeMH. 3aBJJaHHS M0OJIATAE ¥ PO3pOOIi aJITOPUTMIB AJis aBTOMATH3aLil peryasipHUX
nporeciB 06JiKy, HOWYKy Ta 3aKyniBJji ToBapiB, a TakoX ix mporpamMHoi peasisanii. [liaHyeTbcs, mo cepsic
Oyze BKJIIOYATH iIHCTPYMEHT JJIs HaraZlyBaHHsI Ta NOBiJOMJIEHHSI KOPHUCTYBa4yeBi Npo HEOOXiJHICTh KyHiB-
JIi TEBHUX TOBApiB y BifnoBifHUH Yac. [y JoCATHEHHA Lisiel cepBicy He0OXiJHO peasizyBaTH HACTYIHI
byHKIIIT:

1) IIporHo3yBaHHs noTpe6: Heo6xigHO MPOTHO3yBaTH Yac Ta 0OCAT 3aMOBJIEHHS BiANIOBiAHUX TOBapiB.
MeTop Ta aropuT™M BUpilleHHs Liel 3a1a4i MOBUHHI 6y TH MPOCTUMHU Ta epeKTUBHUMHU, HE IEPEBAHTAXKyBaTH
cuctemy. Po3paxyHoK noTpebu BiOyBaTHUMeThCSA IIOJ€HHO IiC/Is aKTyaJsli3anii 3a/JInIIKiB.

2) OnTuManbHUK BUGip: CepBic MOBUHEH 3aCTOCOBYBATH BiAnoOBiAHI MeToAM onTuMisanil s dopmyBaH-
HS ONITHMAaJIBHOIO IJIaHY 3aKymniBeJib. Bubip Moxxe 6a3yBaTHCcsl HA HAMHMKYMX [[iHaX, BUILiHA IKOCTi TOBapiB
abo Ha momepejHiX MOKYNKax KopuctyBada. KopuctyBad Mae MaTH MOXKJIMBICTh HaJAMITYBAaTH CBOI BIIOJ0-
0aHHS B JOAATKY.
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3) Ynpasuinnag 3anacamu: KopuctyBay 3a/jae MiHiMaJIbHY Ta MaKCHUMaJIbHY KiJIbKICTb TOBapiB, sKa HOMY
HeoG6xifgHa. CepBic aHasi3y€e O eHHI NOTPEOH Ta NPONOHYE ONTHMAIBHY KiJIbKICTh TOBApiB /I 3aKyMHiBJIi.
/151 po3paxyHKy ONTUMaJ/IbHOI KiJIbKOCTI BUKOPHUCTOBYIOThCS JUHAMIUHI AaHi Ipo 3a/IMIIKUA Ta 3aMOBJIEHHS
Ha NpOTHA3i KI/IbKOX LIMKJIIB 3aKyIiBJIi TAa BAKOPUCTAHHS.

4) [puitHATTA pileHb: CepBic npuiiMae pilieHHs PO CTBOPEHHS HOBOTO 3aMOBJIEHHSI HAa OCHOBI iH$opMa-
il Mpo 3aJIMIIKK TOBapy, NepioJ BUKOPUCTAHHSA Ta N06aKaHHS KopUcTyBada. Hanpukiiaz, KOpucTyBad MoXKe
BiIMOBUTHUChH BiJ| 3aMOBJIEHHS IIEBHOT'O TOBApY.

14 BUpilleHHs [JUX 3aBJaHb BUKOPHUCTOBYIOTBCSA METOU AOCJIIPKEHHS, TaKi K CIOCTepeKeHHd, aHali3
JlaHUX Ta MOJeJII0BaHHs. [I/1aHyeTbCsA OTPMMATH BiJITYKH KOPUCTYBaviB Ta 316paTy cTaTUCTUYHI JjaHi, sKi fj0-
MOMOXYTb PO3yMiTH ixHi moTpe6bu. MojeI0oBaHHS J0MOMOXEe CTBOPUTH MaTeMaTHUYHY MoJelb QYHKIiOHY-
BaHHS CepBIiCY 3 BUKOPUCTAaHHAM MeTOAIB NiATPUMKU NPUHHATTA pilleHb. MeToAM MiATPUMKHU NPUAHATTA
pileHb Z03BOJISAIOTh NPUHAMATH OGI'PYHTOBaHI pilleHHS B yMOBaxX HEBU3HAYEHOCTI, CKJIaIHOCTI Ta 6araTo-
KkpuTepianbHOCTI. [yl MoZestoBaHHS QYHKLiOHYBaHHS CEPBICY Ta 3aCTOCYBaHHS METOZIB MiATPUMKU NpU-
WHATTA pilleHb MOXYTb 6yTH BUKOPUCTAHI TaKi miaAxoau:

1) AnaniTuyHa iepapxiuna npoueaypa (Analytic Hierarchy Process, AHP): BukopucTtoByeThbcs A1 po3pa-
XyHKY BaroBux KoeQillieHTiB KpUTepiiB Ta a/ibTEpHATHUB AJI51 IPUHHATTS 0OI'PYHTOBAHUX pillleHb Ha OCHOBI 1X
3HAYYLOCTi Ta B3a€EMHOrO NMopiBHsAHHA [3].

2) AnaniTnuHa Mepexa nporeciB (Analytic Network Process, ANP): Posmupena Bepcist AHP, sika BpaxoBye
3B'SI3KM Ta B3a€EMO3aJIEXKHOCTI Mi>k KpUTEPISAMH Ta a/ibTepHAaTUBaMU [4].

3) MyabTukpuTepianbHui aHaniz (Multi-Criteria Decision Analysis, MCDA): Bkiitoyae Ha6ip MeTofiB A5
MOPiBHSIHHSA aJbTEPHATHUB Ha OCHOBI pi3HUX KpUTePiiB Ta ix Baromocri [5].

3 oy Ha iCHYHYM MOTpPe6H Ta HasiBHI MPOMO3UILil, NIPONOHYETHCS NMPOEKTYBAHHSA Ta CTBOPEHHS Iep-
COHAJIBHOI0 JJOAATKY — MOMiYHMKA. Takui AOJATOK Ma€E Ha METi CIPOCTUTH NMpPOLeC MOUYKY Ta KyMiBJi Ho-
BCAKZEHUX ToBapiB. Takox 6y/ile BUKOPHUCTAaHUN iIHCTPYMEHT JJs1 HaraJyBaHHs, HoTUdiKaLii KOpHUCTyBayy.
[Iporpama Hagiuwie nopigoMieHHs 3 iHQopMaLi€r0: KO/, Ta B AKOMy 06’eMi He06XiZJHO 3pOBUTH MOKYIIKY TO-
Bapy. [loMiuHMK Mae HaraZyBaTH KOPUCTYBa4y Npo MOTPi6HI TOBapH, siKi paHille KynyBaB KOpUCTyBay, ¥ BiJi-
noBiJHUH Yac. [lofaTok NoOBUHEH O6YTH 3i cpoleHUM PyHKI[iOHA/IOM, Ta MiHIMaJIbHUM HAaGOPOM eJIEMEHTIB.
Ile Ha1aCcTb MOXKJIUBICTh KOPUCTYBATHUCH A0JATKOM GisbIii ayguTopii. /logaToK Mae Oy TH «He HaB'I3JIUBUM»
B IJIaHi HaraZyBaHb. [loAaTOK Ma€ MicTUTH KoMOpPTHY rpadidyHy Ta TEKCTOBY CKJIaZoBYy. CXeMaTH4YHO, MO-
JleJTb TPOIeCy 0OpO6KHU JaHUX MOXKHO 300pa3vUTH TAKUM YHNHOM:

Puc. 1. CxeMaTH4YHA MO/ €eJ/Ib MPOLECY 06POOKH AAHUX

BujijieHHA HeJOC/HTiA)KeHUX YaCTHUH 3arajbHoi npo6sieMu. Ha cborofHimHii JeHb HeMa€ MoJiGHUX
nporpam, siki 64 BOJIOJi/IM CX0KUM QYHKI[IOHAJIOM Ta CIPSIMOBAHICTIO AoCaikeHb. B 1iiomy, GyHKkioHa b-
HICTB, sIKa 6 JjolloMarasa KOpUCTyBayaM y MOBCAKJEHHOMY XXHUTTI, € JOCUTh 0GMeXeHO0I0. B 0cCHOBHOMY;, icHY-
I0Th IPOTPAMH, L0 OXOILIIOIOTh TaKi HANPSIMKH, IK CHOPT, 6aHKIHT, po3Bary Ta 3aMoBJIeHHs nocayr. [IpoTe,
caMe CTBOpPeHHs JA0AAaTKy-MOMIYHMKA 301/IbIIYE KiJIbKiCTh MpOrpaM, CIpsSIMOBaHUX Ha CHPOLIEHHS Ta MOKpa-
LIeHHS NMOBCAKAEHHOI0 XKUTTS 3BUYalHUX JitoZel. Po3po6ka Takoro J0AaTKy Ma€ BEJWKUHM MOTeHLian AJis
iHHOBail. Hanmpuksaz, MOXJINBICTb aBTOMAaTUYHOTO 3aMOBJIEHHS TOBApiB, 10 6a3yEThCsA HA BJIACHUX YIIO-
Jl00AHHSX Ta MoNepeAHiX MOKYNKax KOPUCTYBaya, MOXKe 3HAYHO CIIPOCTUTH NMPOLEC WIOMHTY Ta 36 KOHOMHUTH
Woro 4ac. /logaTok Takok Moke 3a6e3MeYyruTH peKoMeH/jallii 1[0/10 ONTUMAaJbHUX NMPOAYKTIB a60 MOCAyT Ha
OCHOBI aHaJ1i3y BeJIMKOI KiJIbKOCTI JaHUX.

MeTo10 po6GOTH € aHaJIi3 MaTepiaJiB, AKi OyAyTh BUKOPUCTOBYBATHCS NMPU PO3POOIIi 10AaTKY-IOMIYHUKA,
a TaKOX aHaJli3 JOCTYMHUX Ta AKICHUX iIHCTPYMEHTIB [IJ11 CTBOPEHHS aJFOPUTMIB aBTOMAaTUYHOI'0 3aMOBJIEH-
Hs ToBapiB. OnMcaHuil ajJirOpuUTM Nepef0ayae BUKOPUCTAHHS B A0JATKY-IIOMIYHUKY, IKUH 30MpaTUMe JlaHi
JUIsl lepepaxyHKy Ta YA0CKOHAJEeHHs pO3paxyHKiB NOTpe6 KopuctyBaya. /[y nosinueHHs GpyHKLiOHAIbHOC-
Ti 6yAyTh BUKOPUCTAHI NPUHIUIIU TeOopil NPUHAHATTS pillleHb.
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BuKJ1aZ, OCHOBHOI'O MaTepiaay

1. Inpopmaniiinuii orsaj pe3ybTaTiB A0CAiKEeHb Ta pO3p060K

CTaTTs Ma€ OVIAA0BUM XapaKTep, TOMY Hajiali MU po3IJIAAaEMO HayKoBi ny6sikauii Ta iHCTpyMeHTH, fKi
KOPHCHI Ta HeoOXiaHi /151 BUpillleHHS 3aB/JaHb POOOTH.

[luTaHHSA ynpaB/iHHA MaTepia/IbHUMHU 3allacaMy Ta MOJieJi ONTUMa/IbHOTO BU3HAUYEHHS 006CATY aKTHUBIB
JL1s1 36epiraHHs Ta MOMOBHEHHS PO3IJIsAAIUC B poboTax [6], [7].

Bararto focnimkeHb B cdepi iHBeHTapu3arnii Ta 06J1iKy 3BOAATHCA [0 TEMH, SIK IOKPALIUTH Ta CIPOCTUTH
06J1iK MaTepiaJbHUX LiHHOCTEH AJis1 6i3Hecy: 06po6Ky Ta aHasi3 iHpopManii /151 BEJIMKUX 06'€MiB 3aKYyIIOK,
AK MOKPALUTH 001K 3aKyIJIEHUX TOBapiB Ta IX epenpoax.

Jesiki 3 1Mx MeTOZIB Ta aJITOPUTMIB MOXKYTh G6YTH BUKOPHUCTAHI B Halliil po3po6ui. Ak npukaaz, goci-
xeHHs Development of Decision Support System for Ordering Goods using Fuzzy Tsukamoto [8] po3rsisigae
npo6JieMy ONTHUMaJbHOI KiTbKOCTi pi3HOMaHITHUX TOBapiB A/ nignpueMcTBa. B ctaTTi po3risgaeTbes npo-
6s1eMa onTHUMi3alii 3aKymnoK 3a J0MOMOTO0I0 aITOPHUTMIB Ta MPOrpaMHOro 3abe3nevyeHHs.

TeMor0 11bOTO JOCITIPKEHHS € PO3POOKA CUCTEMH MiJTPUMKH NPUUHATTS PillieHb JJisi 3aMOBJIEHHS TOBApiB
3a AomnoMoror HeyviTkoi jioriku TcykamoTo. Lle 03B0oJIsi€ MOJle/IF0BAaTU HEUITKICTh Ta HEOAHO3HAYHICTb NMpPHU-
WHATHUX pilleHb. 3aCTOCYBaHHS HEUYiTKOI JIOTIKH [J03BOJISIE CUCTEMI BPaxOBYBaTH Pi3HOMaHITHiCTh paKTOpiB
NPUUHATTS pillleHb Ta 3a6e3neyyBaTH epeKTHUBHE 3aMOBJIEHHS TOBApiB 3 ypaxyBaHHSAM Pi3HUX KpUTePiiB.
J1s1 po3po6KHU cMcTeMH Gy BUKOPUCTAHI METOAM aHaJIi3y Ta MOJEJIIOBAaHHS MPOLECiB NPUUHATTSA pillleHb,
a TaKOoX NpOrpaMyBaHHs Ta TeCTyBaHHA cucTeMU. CucTeMa NiATPUMKHA NPUHHATTS pilleHb AJis 3aMOBJIEHHA
TOBApiB 3a ZJONIOMOT0I0 HEYiTKOI JIOTiIKK MOKe JONOMOI'TH KOMIIaHisIM B eQeKTUBHOMY yIpaBJiHHI 3amacaMu
Ta 3aMOBJIEHHAMHU. [l/1s1 po3pO6KH Ta CTBOPEHHSI HALIOTO CEPBICHOTO JOAATKY, CUCTEMA MPUHHATTSA pillleHb
Mae CTaTH HeBiJ'eMHOI0 ii YacTHHOIO, i po3rIsiHyTHH y po6oTi [8] airopuTM MOXKe GYTH BUKOPHUCTAaHUM Ta
JL03BOJIMTB NMOJINIINTH QYHKIIOHATBHICTh HAIIO] pO3POG6KH.

HaykoBa cratTs «Online Procurement and Inventory Technology Based on Cloud Computing System» [9]
HaJIeXXUTh [0 Tany3i iHpopMaLiiHUX TEXHOJIOTH Ta ynpaBliHHSA 3amacaMu i IpucBsYeHa po3po61i TexHoJI0Til
OHJIAWH 3aKyliBeJsb Ta yIpaBJiHHSA 3allacaMy Ha OCHOBI CHCTeMH XMapHHUX 004HC/IeHb. Po3po6JieHa TexHOJ10-
risi BKJIt04Yae B cebe MoyJ1i [1/1s1 3aMOBJIEHHS TOBApiB, yIPaBJiHHSA 3alacaMy Ta KOHTPOJIIO IKOCTi MPOAYKTIB.
Bysnu BUKOpHCTaHI MeTOAM NPOrpaMyBaHHs Ta TeCTYBaHHS XMapHUX CUCTeM, a TaKOXX METOJH YNpaBJiHHA
3amacaMH Ta ImpouecaMu 3akyniBii. OTKe, 3arajibHa MeTa CTaTTi MoJisArae B po3pobui TexHosorii oHIalH 3a-
KyIiBeJIb Ta yIpaBJIiHHS 3allacaMy Ha OCHOBI CUCTEMH XMapHUX 064YHCJIeHb, [0 MOXKe JOTMOMOTTH KOMITaHisIM
36epiraTy Ta ynpasJsTH 3anacaMy, 3a6e3neyyyy Npu boMy epeKTHBHE BUKOPUCTAHHS PECYPCiB Ta 3MEH-
LIeHHS BUTPAT Ha yNpaBJliHHA 3anacaMu. ls ctaTTs 6ysa o6paHa sik rapHUH NPUKJIaJ BUPilIeHHS TPO6JIeMHU
HaBaHTAXXEHHS Ha KiHLeBOTO CII0KMBA4a, MOXKJIMBOCTI MPUCKOPUTH POBGOTY A0JATKY Bifj 3aBaHTaKeHHS CTO-
piHOK, 10 06p06KHU JaHUX. AJle pecypcy Ha PO3pO6KY JJ0AATKY Ta BapTiCTb PO3POOKH 3pOCTYTh, TOMY IJIaHY-
€ThCS BIIPOBAAUTH Ha APYTiH cTafii po3pobku A 1 yA0CKOHAIEHHS.

HaykoBa crarTts «Demand forecasting tool for inventory control smart systems» [10] nmpomnoHye MeTo-
JLOJIOTII0 JJ11 NPOTHO3YBAaHHA MOMUTY HAa TOBapy B iHBEHTApHUX CHCTeMaX. ABTOPU BUKOPHUCTAIU TEXHIKY
rnbuHHOTOo HaB4YaHHA (Deep Learning) Ha ocHOBI HEHPOHHUX MepeX /sl IPOTHO3YBAaHHSA MOIUTY Ha Pi3Hi
TOBapH B MarasvHax. Jloc/aify)keHHA MOKa3aJo, 10 3alpONOHOBAaHUM MeTO/, ,03BOJISIE 3 TOYHICTIO IPOTHO3Y-
BaTH IOMUT HAa TOBApH 3 Pi3HUX KaTeropii Ta 3 ypaxyBaHHSM BILJIMBY Pi3HUX GaKTOPiB, TAKUX SIK CE30HHICTB,
peKJIaMHI akujii, 3MiHH y ClIOKMBaLbKOMY NONMUTI i T.A4. KpiM TOro, BUKOPUCTaHHA TaKOl MeTOZ0J10Tii J03BO-
JISIE IOKPAIUTH IJIAaHYBaHHS 3alaciB TOBApiB, 1110 MOXKe NO3UTUBHO BIJIMHYTH Ha ONTUMIi3alilo JIOTICTUKHU Ta
3MeHILIEeHHs BUTPAT Ha 36epiranHsa ToBapiB. [laHi 3i cTaTTi NOKa3yrOTh BUKOPUCTAHHS [MTMOMHHOT'O HABYAHHS
JUIs1 IPOTHO3YBAHHSA MONUTY Ta € epeKTUBHUM MeTO/O0M JJis yIPaBJ/IiHHS 3amacaMy TOBapiB B iHBEHTApPHUX
CUCTEMaX, | MO’Ke MPU3BECTH /10 3HAYHOTO NMOKpallleHHsI B epEeKTUBHOCTI WX CUCTeM. AJie TaKi TexHoJIOTi] Ta
LliHa IX BUKOPUCTAHHA 3aBeJIUKI /I HALIOro IPOEKTY AO0AATKY- IOMIYHUKA.

B npaui «TeopeTu4Hi Ta npakTHYHi acCEKTH po3pO6OKHU J0AaTKy NOMiYHHUKa AJ1s1 cMapTdoHiB» [11] po3rus-
JLaETHCSI MPOLIEC PO3POOKU Ta CTBOPEHHS aJITOPUTMIB 1110 MAIOTh y/JOCKOHAJIUTH NPOLleCH BUKOHAHHSA 3aBJaHb
Ta CKOPOTHUTHU YacC Ha BUPIilleHHS LUX 3aBAaHb. CTAaTTA Gi/bLI HalliIeHa HAa M0/[0J1aHHS MTP06JieM BUKOHAHHSA
3aB/laHb B cdepi arpapHOro 6i3Hecy, ajie Ma€ JesKi LikaBi ifiei a1 Hamoi po6oTH. Sk npuKJaj, 1e roJjocoBUr
MOMIYHHK, 1110 JOIIOMara€ CTBOPIOBATH 3ajadi [/l npaniBHUKIB. Taka ifies1, MoXxe COPOCTUTH NpPOLECC CTBO-
peHHs 3aMOBJIEHb 3a JJOIOMOIOK0 TOJIOCOBUX MOBiJJOMJIEHb B [IOAATKY, ajle CEpPBICH TAKOTO THIy 3a3BUYai
miatHi Ta gopori. CaMe 3a oruisj, Ta BUKOPUCTAHHS r'0JI0COBOT0 NOMiuHMKa 6yJ1a o6paHHa I CTaTTs 0 PO3-
miany. Sk onnis, nedl pyHKIioHAN MOXKHA nepenb6adyuTy B IJIATHIN Bepcil gogaTKy noMivHuKa. TakoX, Taky
dyHKIIi10 MOXKHA BUKOPUCTATH /151 CTBOPeHHS rpadikiB Ha 3aMOBJIEHHsI KOPUCTYBa4a He Yepe3 HaTUCKaHHSA
KHOIIKH, a 32 r0JIoCOBOI0 KoMaHAow. PyHKuioHan A1 cTBopeHHs rpadikiB BUKOPUCTAHHS, BUTPAT 3Q/IHIIKIB
Ta iHIIOTO 6yAYTh NPUCYTHI B 0AaTKY.
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B craTTi «/luCKpeTHO-KOHTEKCTya/IbHA MOJe/Ib YIPaBJIiHHA 36yTOM y peajbHOMY MamTabi yacy» [12]
JOCTI/KYETBCS CTpaTeTisl AMHAMIYHOTO YIpaB/IiHHS LiHAMU NpH peasnizanii npoaykuii Ha ¢ikcoBaHoMy iH-
TepBasi yacy. BpaxoBywoThcs ABa GaKTOPH MOMUTY: MOTOK MOTEHLIMHUX CIOXXKUBAYiB 32 3akoHOM [lyaccoHna
Ta iHAUBiAya/NbHI COXXUBaYi, AMOBIPHICTb KyMiBJIi AKUX 3aJIeXXUTh BiJ [[iHU. CIOXKKBadi MalOTh 0O6MeEXeHY
MoTpeOy B OAWMHHUII TOBApY i He3asIeXKHi OI[iHKK HOTO CHOXKWBYOI BapTocTi. ONTHMa/bHA I[IHOBA CTpaTeTid
dopmMani3yeThcs K 3aa4a ONTUMAJbHOTO YIIPABIiHHS, 110 BUPIIYETHCSA 3a JONOMOTrOI0 AUHAMIYHOIO Ipo-
rpaMyBaHHS. Pe3ysnbTaTh AaoTh cucTeMy AudepeHIiHHNUX piBHAHb TUy PikKaTi, 110 BU3HAYalOTh ONTHMAaJIb-
HYy LiHOBY IOJIITUKY 3a/I€KHO BiJ| yacy i piBHA He peas1i3oBaHOI IPOAYKLI.

JlonaTok MoMiYHUK He MOTpebye pO3paxoBYBATH LIiHY, aj/le MM MOXXEMO BUKOPHUCTOBYBATH MO/iesIb po3pa-
XyHKy. HanpukJiaz, Micuem A5 AMHAMIYHOTO pO3PaxyHKy Ma€ 6yTH oTpuMaHHs iH$opMalii 3 pisHUX cepBiciB
PO IiHy OZHOTO TOBApYy, Ta HaAaBaTH NPiOPUTET JelIeBIINM, a60 aKLiHHUM TOBapaM, IPH CTBOPEHHS 3aMOB-
JieHHs. Takui niaxig NiiBUIIMTh KOHKYPEHTHICTh NPOJaBL{iB TOBApiB, Ta 3MEHILUTb BUTPATH KOPUCTyBaya
AOJATKY.

Takoxx ornsiarouu cratTio «[IpoekT iHpopMauiiiHoi cucTeMu A5 360py, 06pO6KHU Ta aHAJI3y METALAHUX»
[13] 6yn0 3HaleHO AeKinbKa [[iKaBUX | KOPUCHUX peueil. MeTolo cTaTTi € po3po6ka npoekTy iHpopmaniriHol
CUCTEMH 151 360py, 06PO6KH Ta aHATI3y MeTeO0JaHUX BeJIMKOro o6¢csAry. Peasizawis mocraBieHoi MeTH nepej-
6ayae BUpilIeHHS] HU3KU 3aB/laHb:

1) BU3HAYEHHS Ta XapaKTEPUCTHUKA crienupiky MoO6YZA0BH METEOPOJIOTIYHUX NPOTHO3iB Ta 06PO6GKH CTa-
TUCTUYHUX JaHHUX;

2) po3po6ka KoHIenii po60TH cucTeMH Ta ii apxiTeKTypH;

3) dopmauizanis Ta NpoBeJEeHHS TECTOBOK 06POOKU JJaHUX /151 BUSIBJIEHHS CUJIbHUX CTOPiH Y CTBOPEHIN
inpopmauiiHiit cucremi.

CraTTs 6ys1a 06paHa 3aB/AsIKM KOPUCHIN onuii /151 06po6KH Ta 36epiraHHs AaHUX. Y CTAaTTi po3MisAaETh-
€1 MOXKJIUBICTb BUKOPHUCTAHHSA HU3KH aJrOPUTMIB MallMHHOIO HaBYaHHA, 30KpeMa MoJeJiell ITyYHUX Hel-
POHHUX Mepex Pi3HUX apXiTeKTYpPHUX THUIIIB, [JI1 aBTOMaTHU3aLii Ipouecy BUpilleHHA 3aBJaHHA perpecii Ta
npy po6GOTi 3 YACOBUMHM psi/laMU JaHUX. [laHa KOHLEMNLisl € NePCHEKTUBHOIO, ajie CKJIAHOI Ta BUTPATHOIO
JU1 iMIieMeHTanil Ha JaHWH Yac i 6ye BUKOpHUCTaHa B MAHOYTHbOMY /151 YA0CKOHA/IEHHS HAIOl pO3PO0KH.

2. Ornap iHCTpyMeHTa/IbHUX 3aC06iB pO3pO6GKH

Hapasi a5 mporpaMmyBaHHS Ta peaJisanil J0oAaTKiB icHyl0Tb 6araTo pi3HOMaHITHUX MOB Ta CEpPEeOBUIIL]
nporpamMyBaHHs. [JyisT po3po6OKH BEJIMKHUX 33 MacCIITab0M, KiJIbKiCTIO KOPHUCTYBaviB, KiNbKICTIO KJIEHTIB, 10-
JlaTKiB 4aCTO BUKOPUCTOBYIOTH JleKiJibKa MOB ITporpaMyBaHHs. B3arasi, Benukuil Ta cepesHiil 6i3Hec Kynye
pi3HOMaHITHI migcucremy, noaatku, APl Toio, Ta nok/aZae TexHiYHY YaCTUHY Ta NiATPUMKY FOTOBOIO MpPO-
JyKTa Ha BUKOHaBLd. CaMe BUKOHaBellb, NOTOAMBLIM Lie 3 3aMOBHUKOM BHUPIIYE, AKy MOBY NIpOrpaMyBaHHSA
BUKOPHUCTOBYBATH.

Po3ryisiHeMo JieKiJibKa MOXKJIMBUX MOB IPOrpaMyBaHHS fKi 611bLI HiZX0AATh AJ151 pO3pO6KH HAIIOI0 CepBi-
cy. [lng Hamoi po3po6Ku He TOTPiGHEe MOCh MPUHIUIIOBO HOBe. Hapasi MaeMo ABi MoBU siki HAMGibII migX0-
AaThb aus nporo. Lle PHP Ta JAVA. 3a matepianamu «Top 4 Software Development Methodologies» maemo Taki
MOPiBHAJILHUYN aHaJi3 MoB [14]:

PHP - e MoBa nporpamyBaHHs, 3aBJjaHHAM skoi € HTML-cTopiHOK Ha cTopoHi Be6 cepBepa. € ofHi€l0
3 HaAWMOLIMPEHIIMX Ta NOMYJISAPHUX MOB IporpaMyBaHHA. Jlo mepeBar AKoi BiJHOCATb WIBU/KICTh 3aBaHTa-
YKeHHs CTOPiHOK, pi3HOMaHITHI MOXKJIMBOCTI J10 MiAK/II0YEHHS K 6a3aM JaHUX, 6araTo JJOBiIKOBUX MaTepiasiB.
Sk iHCTpyMEHT pO3pO6KHU MOXKe Oy TH BUKOPHUCTAHUMU /I CTBOPEHHSI NOMIYHHKA.

JAVA - MoBa nporpaMyBaHHS#, sika nigrpumye npuHuunu OOIl, Ta Mae icTopito po3BUTKY MoHaz 25 pokiB.
Morke 6yTH BUKOPHUCTAHA SIK [JIsI pO3PO6OKHU MPOCTHUX Ta BEJUKUX NPOeKTiB. Takoxk J06pe MifX0AUTh SIK MOBa
JU1s1 po3po6KY MOMiyHUKA. Po3r/isiHeMo nepeBary Ta Hel0JIiKM IUX MOB JJIsI PO3PO6KH JJ0AATKIB Ta mporpam.

1) BBaxkaeThcs 110 Java € 6ibi mBuU KO0 Hixk PHP.

2) Java 6inp1I MpUCTOCOBAaHA AJIs BAKOPHUCTAaHHS 6araTbMa KopucTyBadyaMmu Hix PHP.

3) Java mMae 6e3.1i4 GpelMBOPKIB, 5IKi € 6€3KOLITOBHUMHU Ta MalOTh AyXKe LIMPoKUi GyHKIioHa1. Tomy BU-
6ip naB caMe Ha Java Ik OCHOBHOI MOBM IPOTPaMyBaHHS.

AK JoTOMIXKHUM 3BEHOM /[IJIs1 PO3POOKH A0/1aTKA MOMiYHHMKA MHOIO O6y/10 o6paHo Spring Framework [15].
lle moTyXHUH iIHCTPYMeHT po3poOHUKaA HaA Java. BiH fjomomarae, ciipoiye peasizamniro gocTyny o 6a3 gJaHUX
3a gonomoroto JDBC a6o ORM. Takox HaJlae MOXKJIMBICTh yIPaBAiHHSA TPaH3aKLiIMH Ta KOOPAUHYE onepariil
Mix Java objects.

Spring Security HaZjae 3py4HUH Ta NOTYKHUH iIHCTPYMEHT /Jis1 po60TH 3 6e3IeKo0 (aBTOpHU3alli€l0 Ta ay-
TeHTU}iKaLli€El0 KOpUCTyBadiB). MexaHi3M Ma€ 6e3J1i4 pi3HOMaHITHHUX HaJAUITyBaHb, 1[0 JOMOMara€e GyTu
FHY4YKHM B peasizaril 6e3nekoBoi 4aCTHHHU [JOATKY.
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Spring MVC [15] e Be6-ppeiiMBOpPK, CTPYKTYypa AJisi CTBOPEHHS €/1a60 MOB'sI3aHUX BeO-/[0/1aTKIB, 1110 po3-
JLiJISIE OCHOBHI acneKTH iXHbOI po3p0o6KH: 06'€KTH, 6i3HEC-JIOTIKY Ta 30BHILIHIN BUI/ISA/ TporpaMu. Bin 103Bo-
Jisie CTBOproBaTHU Beb-caitu a6o RESTful cepBicu (Hanpuksiazg JSON/XML) Ta 06pe iHTerpyeThCSA B €KOCHUCTE-
My Spring.

BucHoBKM. Po3risiHyTO nigxoau /0 BUpileHHs Mpo6ieMu eheKTUBHOTO YIPaBJIiHHSA 0COOUCTUMH aKTH-
BaMM, HallpHUKJIaJ, 3anacaMMu TOBapiB AJi1 OKPeMOro KOpUCTyBada. 3alJIaHOBAaHUM cepBic 0NIOMOXe KOPUC-
TyBady NpUUMaTH OBI'PyHTOBAHI pillleHHs 1[0/10 BUGOPY 06'€My TOBapiB [J/1s1 3aKyMiBJI, JO3BOJUTH iM CKOPO-
TUTH 4ac Ha BUPilleHHA LUX 3aBJaHb Ta NOKpALIMTH NpoLiec ynpasJiHHA 3anacaMu. Ha ocHOBI npoBeseHnx
JOCJIiPKEHb MOKEMO 3pO0OHUTH BUCHOBOK, 1[0 BUKOPHUCTAHHS BiJIIOBIJHUX aITOPUTMIB Ta METO/IB JJ03BOJIUTh
OTPUMYBATH ONTUMAaJIbHI pe3yJbTaTH 3 TOYKH 30py BUOOPY 06'€My TOBapiB /s 3aKyMiBJIi.

B craTTi npoBeseno iHpopMaLiiHUI OMIA/ Ta PO3ISHYTO Pi3Hi acneKTH iHBeHTapu3auii Ta KOHTPOJIIO
3amacaMu, MPOTHO3YBaHHS NMONUTY AJIS aBTOMATH3allil mpoIeciB ynpaBJ/iiHHSA 3anacaMu. 30KpeMa, 6yJio mpo-
BeJIeHO aHaJli3 iCHYyIOYMX CUCTEM YIIpaBJIiHHA Ta NPOTHO3YBAaHHSA, BU3HAYEHO IXHI IlepeBaru Ta HeAOJIKU.
BusHauyeHi KOpHUCHI [J19 3aCTOCYBaHHSA METO/JH, TaKi AK MEeTOAU CTaTUCTUYHOTO aHasi3y, HEUPOHHI Mepexi
Ta aaropuTMmu. Ha ocHOBI npoBezieHOr0 aHai3y, 6yzAe po3pobJieHO CHCTEMY YIpaBJIiHHSA 3anacaMy, sika Jj03-
BOJISIE 3JiHCHIOBATH ePEeKTUBHUN KOHTPOJIb 3a 3anacaMu. bysie BUKOpUCTaHO METOAM NMPOrHO3yBaHHS, 30-
KpeMa, aaroputM TcykaMoTo Ha OCHOBI HEYITKOT JIOTiKH, IKUH J03BOJISIE OTPUMATH 6i/bII TOYHI pe3y/bTaTH
MPOTrHO3yBaHH:A. PO3po6Ka iHCTPYMEHTIB MPOrHO3yBaHHS € BOXKJIMBUM KPOKOM Y OKpalLieHH] eGeKTUBHOCTI
yIpaBJliHHSA 3amacaMu. BUKOpHUCTaHHS XMapHUX TEXHOJIOTIM TaKOX MO)Ke 3a6e3MednTH WBUAKUHN Ta HaJil-
HUU JOCTYI 10 JaHUX PO 3anacH.

OTxe, 3 OISy HAa IPOBE/IEH] AOC/IiPKEHHS, MOYKHA 3pOGUTH BUCHOBOK, 1[0 PO3P0O0Ka CUCTEM 3aKyIliBeJb
€ BaXXJIMBUM 3aB/IaHHSM JJis1 6i3Hecy Ta MOXKe OYTH BUKOPHCTAHA SIK 3pa3oK MpHU po3pobiii 061Ky Ta 3aKy-
niBJi TOBapiB AJIs OKPEMUX CIOXKMBadiB. BUKOpUCTaHHSA iHHOBAL[iMHUX TEXHOJIOTiH, TAKUX SIK XMapHi 064uc-
JIEHHSI Ta METO/IM IPOTHO3YBAHHS NNOMHUTY, TAKOXK MOKE IONMIOMOTTH MMiJIBUIIUTH ePEeKTUBHICTb UX CUCTEM Ta
3HU3UTHU BUTPATH Ha yIIPaBJiHHA 3allacaMM.

Po3risgfaoTecsl po3LMIMPEHHS AOAATKY Ta NOKpaueHHs ¢yHKUioHasny. [l1aHyeTbcsl AoJaTH roJIOCOBE
yIpaBJliHHSA, 3aJy4YdTH GisbIl AAKicHI Ta MOTYXHI MexaHi3Mu. Ik npukaf, 1e moxe 6yTu chatGPT API. Takox
€ MOXJIMBICTh IPOaHaJi3yBaTH AaHi Ta BUKOPUCTOBYBATH iX J1/1s1 pO3POOKH 6i/bll SIKICHUX a/JITOPUTMIB, AKi
3MOXKYTb BpPaxOBYBAaTH iHAMUBiJlya/lbHi NOTPe6U KOpPUCTYBavya. TaKMUM YMHOM 3BIJIBHUTH Yac JJis 6ijgbll Ha-
raJIbHUX Mpo6JieM KOPUCTYBayYa.
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APPLICATION OF BLOCKCHAIN TECHNOLOGIES FOR PRESERVATION AND DISSEMINATION
OF CULTURAL HERITAGE THROUGH NFT

Abstract. Non-fungible tokens (NFT) represent one of the most important technologies in the space of Web3. Thanks
to NFTs, digital or physical assets can be tokenized to represent their ownership through the use of smart contracts and
blockchains. The first generation of this technology, called NFT 1.0, considers static tokens described by a set of metadata that
cannot be changed after token creation. The static nature prevents their wide spread as they do not support any meaningful
user interaction. For this reason, its evolution, called NFT 2.0, has been proposed to make tokens interactive and dynamic
and enhance user experience, opening the possibility to use NFTs in more ways and scenarios. Cultural heritage assets are in
danger of extinction or damage due to lack of publicity and financial problems. Technological advances can play a role in their
preservation and promotion.

The preservation and dissemination of cultural heritage is a serious challenge, especially in the age of digital technologies.
Non-fungible tokens (NFTs) offer a promising solution for managing and authenticating digital assets. Using blockchain
technology, NFTs can help preserve and promote the visibility of these important cultural artifacts.

This research aims to create a blockchain-based cultural heritage protection system. Cultural assets are transformed into
unique digital items using NFT technology. An autonomous working system is provided by smart contracts. Supporters of the
project make donations to receive their share of the rights to protect and maintain cultural heritage sites.

The use of NFT in this field raises important issues of preservation, digitization, and promotion of Ukrainian culture. The
purpose of the article is to analyze the blockchain technology used for NFT, developing a unique collection of digital assets and
publication it on the marketplace.

Key words: Non-fungible token, blockchain technology, cultural heritage of Ukraine, digital assets.
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3ACTOCYBAHHA BJIOKYEMH - TEXHOJIOTIH /141 3BEPEXKEHHA
TA IOIIUPEHHSA KY/IGTYPHOI CIAZIIIIMHU YEPE3 NFT

AHnomayis. Hesaminui mokenu (NFT) npedcmaeastoms 00HY 3 Hatlgaxcaugiwux mexHoAo2ili y npocmopi Web3. 3agdsaku
NFT yugpposi abo gizuuni akmueu MoxcHa mokeHizygamu, wob npedcmagasimu ix 84AacHicms 3a 0onomMo20t0 cMapm-KoHmp-
akmie i 6.10kuyelinis. [lepwe nokoaiHHA Yiei mexHoo02ii nid Hazeorw NFT 1.0 po3easidae cmamuyHi moKeHu, ONUCaHi Ha6opoMm
MemaoaHux, IKi HEMOXHCAUBO 3MIHUMU NicA51 cM8opeHHs: mokeHa. CmamuyHUll xapakmep nepewkooxcae ix wupokomy po3nos-
CHOJCEeHH10, OCKI/IbKU 80HU He hidmpuMyomb H#co0HOI 3Ha4yujoi 83aemodii 3 kopucmysauem. 3 yiei npuyuHu 6y21a 3anponoHo-
eaHa tiozo esontoyis, ska Hazueaemwvcst NFT 2.0, ujo6 3pobumu mokeHu iHmepakmueHuUMu ma OUHAMIYHUMU ma noKpawumu
83aemo0ito 3 kopucmysaueM, gidKkpusarw1u mMoxcaugicms sukopucmosysamu NFT y 6iavwiil kiabkocmi cnocobis i cyeHapiis.
06’ekmu Kyn1bmypHoi cnadwuHu 3Haxo0simwcsl nid 3a2p03010 3HUKHEHHS1 60 NOWKOOX¥CeHHs Yepes gidcymHicmb nybaiuHocmi
ma giHaHcosi npobaemu. TexHo02iuHULl npozpec Modice 3izpamu he8Hy poJib Y iX 36epesceHHi ma NpoCy8aHHI.

36epesiceHHs: mMa NOWUPEHHS Ky/IbMmypHOI cnadwuHu € ceplio3HUM 8UKAUKOM, 0CO6.1UB0 8 enoxy yugdposux mexHo02itl.
HeezaemosaminHi mokenu (NFT) nponoHylombs 6azamoobiysitoue piuleHHs 015 ynpasaiHHa ma aesmenmugikayii yugposux
akmusis. Bukopucmogyruu mexHosozito 610k4eliH, NFT moxcymb donomoemu 36epecmu ma cnpusimu 8u0UMocmi Yux eaxic-
AUBUX KynbmypHux apmegpakmis. Lle docaidsicenHs cnpsimosaHe HA CMBOPEHHS CUCMEMU 3aXucmy Ky/abmypHoi cnadwuHu
Ha ocHosi 6.10kYeliHy. KyabmypHi akmueu nepemeopioombsCsi HA YHIKAAbHI Yugposi eseMmeHmu 3a donomozoio mexHoaA02ii
NFT. Cmapm-KoHmpakmamu 3a6e3nevyeHa agmoHOMHA po6o4a cucmema. [IpuxunbHuUKu npoekmy pobsme noxcepmeu, uo6
ompumamu c8or Yacmky npas Ha 3axucm i niompumky obekmie KynbmypHoi cnadwuHu.

Bukopucmanus NFT y yiti chepi cmagumo 8axcausi numaHHs 36epexceHts,, oyu@py8aHHs ma nonyasapusayii ykpaiHcbkoi
Kynbmypu. Memoto cmammi € ananiz mexHo02ii 610K4eliH, sika sukopucmogyemucs 451 NFT, po3apo6ka yHikabHOT Kosiekyii
yugposux akmugie ma po3miujeHHs ii Ha mapkemn.elici.

Kaiouoei croea: HegzaemozamiHHUll mokeH, 610K4eliH mexHo12is, Kya1bmypHa cnadwuHa Ykpainu, yugposi akmueu.

Introduction.

The use of non-fungible tokens (NFTs) to preserve and disseminate Ukrainian cultural heritage is an innova-
tive and promising approach that can improve the visibility and accessibility of these important cultural artifacts,
as well as raise funds for the restoration and rehabilitation of cultural sites damaged during the Russian-Ukrain-
ian war. Non-fungible tokens (NFTs) have emerged as a way to collect digital data as well as a means of invest-
ment. Despite being popularized only recently, NFT markets have witnessed several high-profile asset sales and
a huge increase in trading volumes over the past year [1]. The study of the NFT phenomenon, the study of key
concepts and principles related to the metaverse, blockchain, decentralized programs and user interaction, and
the analysis of NFT trading platforms are described in [2]. An interesting approach to analyzing the market dy-
namics and security issues of the multibillion-dollar NFT ecosystem is described in [1]. The author examines the
NFT ecosystem and identifies three main participants: markets, external organizations, and users.

Literature review.

Non-funny token (NFT) is a data unit stored in the blockchain. From the technical point of view, we can find
that art is facing unprecedented virtual and realistic problems [3, 4]. Through the discussion of digital identity,
fair trade and gameplay, this paper regards NFT art as a Metaverse pointing to the future, and discusses the
generation and evolution of NFT as a digital mechanism from the creation and acceptance of NFT art.

Public attention towards NFTs has exploded in 2021, when their market has experienced record sales, but
little is known about the overall structure and evolution of its market. In in the article [5] made analyse data
concerning 6.1 million trades of 4.7 million NFTs between June 23, 2017 and April 27, 2021, obtained primarily
from Ethereum and WAX blockchains.

Interesting approach in investigate the predictability of NFT sales using simple machine learning algorithms
and find that sale history and, visual features are good predictors for price described in works 5-6.

Undoubtedly, the digitization of cultural heritage is the next step in the digitalization of people, society, and
the state, and the use of blockchain technologies in this area will significantly accelerate this process. In In pa-
per 7-9 provided an overview of this technology in the sale of digital art and how it influences both the process
itself and what are the challenges and risks of using it today.

Based on the value co-creation theory, in paper [10] studies the motivation of adopting gamification in art
NFT, analyzes its connection with user engagement, loyalty and self-brand connection, and provides a theoret-
ical basis and future development direction for the development of gamification in art NFT.

The study [11] describes the construction of a cryptographic method of interaction Museum Art Exchange
Protocol (MAXP) for museum digital collections based on blockchain technology. Using this method, a digital col-
lection exchange system on Ethereum is created to implement an online exchange of digital collections between
two museums. Blockchain technology also has a significant impact on the transportation of cultural heritage,
offering dynamic real-time remote control for the transportation of cultural relics [12, 13, 14], as well as provid-
ing regulation of the exchange of transportation of physical collections. Traditionally, there are three ways to use
blockchain technology to record copyrights. The first is to record copyrights for off-grid design schemes [15],
using a decentralized data management structure to protect user privacy. The second is to control the copyright
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of user data protocol records under a master-slave paradigm [16] to realize digital copyright management. The
third is a copyright-aware encryption algorithm [17], which uses digital watermarking technology to enhance
the reliability of the encryption algorithm, creating a digital copyright blockchain management scheme. Although
a number of digital copyright schemes for museums have been proposed based on blockchain technology, the
regulatory mechanism for sharing digital collections is not ideal. Three typical methods are relatively mature
in blockchain regulatory technology research: a blockchain transaction tracking mechanism [16], a blockchain
address collection mechanism [18], and a blockchain certificate management mechanism [19, 20].

Problem statement. Preserving and disseminating Ukrainian cultural heritage is a serious challenge, es-
pecially in the digital age. Non-fungible tokens (NFTs) offer a promising solution for managing and authenti-
cating digital assets. Using blockchain technology, NFTs can help preserve and promote the visibility of these
important cultural artifacts. The use of NFTs in this area raises important issues of preservation, digitization,
and promotion of Ukrainian culture.

The purpose of the study. The purpose of the article is to analyze the blockchain technology used for NFT.
Development of NFT tokens for the preservation and promotion of the cultural heritage of Ukraine.

Anatomy of the NFT.

Non-fungible tokens (NFTs) are digital representations of data that contain digital authenticity and owner-
ship and support the creation of intangible assets. NFTs are recorded on a blockchain, but not all NFTs are the
same in terms of how they are stored. In this article, we will take a deeper look at the technical side of NFTs
and how they are stored. Generally, content such as files and metadata can be stored on or off the blockchain.
While it is a common understanding that blockchain technology allows NFTs to be immutable and permanent,
this is not entirely true for all NFTs. This is where the difference between on-chain and off-chain NFTs becomes
important. Before we begin, there are a few important concepts we should take into account.

A server is a computer or computer program that manages access to a centralized resource or service on a
network. NFTs are sometimes stored on servers. Nowadays, it is more common to place them on IPFS or Arweave.

Hosting is the storage of a website on a server or other computer as a service for accessing it via the Internet.

Metadata is a set of data that describes and provides information about other data. Metadata helps servers
find, process, and host data more efficiently. In the case of NFTs, metadata provides more information about the
characteristics of the digital asset, such as the token name, the token description, and any special properties the
creator wants to add (e.g,, size, color, etc.).

A hash is the result of applying an algorithmic function to information to transform it into a random string
of numbers and letters. This acts as a digital fingerprint of that information. Hash is commonly used to encrypt
data in an efficient and verifiable manner.

Smart Contracts — A smart contract is a contract in which the terms of the agreement between the parties are
directly written into code. The code and the terms of the contract stored there exist on a distributed, decentral-
ized blockchain network. The lines of code ensure execution, and transactions are traceable, transparent, and
irreversible. Without the need for a central authority, legal system, or external enforcement mechanism, smart
contracts allow for trusted transactions and agreements. NFTs are minted and exchanged using smart contracts.

On-Chain NFT. NFTs exist entirely on the blockchain and have all the metadata and smart contracts stored
on the chain. This means that the data of these NFTs is stored on the blockchain.

On-chain NFTs include two important data components:

- metadata, which is the basic information of a particular NFT - the name of the token, special properties
of the NFT, where the digital copy is stored, etc. Since this metadata is integrated with networked NFTs, the
information itself also lives on the blockchain.

- smart contracts that can generate digital assets on the network.

Since the metadata, smart contract, and NFT are stored on the blockchain, we eliminate the need to rely on
external systems or a third party. Therefore, if the blockchain is up and running, the NFT collection will always
be available. However, storing entire image files requires significantly more computer memory. It is therefore
extremely expensive and therefore not yet widespread.

Off-Chain NFT. While on-chain NFTs exist entirely on the blockchain, off-chain NFTs do not. They exist in
two parts - the smart contract and the metadata for the actual illustration. Most often, the smart contract of
an NFT that is deployed on the blockchain does not store the digital work/image of the physical work or any
metadata on the blockchain, but only stores a pointer to a storage location outside the blockchain, hence these
NFTs are called Off-Chain. The pointer is basically a link that leads to a file containing the relevant metadata of
the NFT. This metadata file contains, among other information, a link to an image file of the represented digital
work or an image of the represented physical asset. The smart contract exists on the blockchain containing a
set of rules that assist the transaction and serve as a digital description of the content. The smart contract also
contains a link that points to a server that stores digital artwork, which may be stored offline rather than on
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the blockchain. While such off-chain NFTs are currently the most common way to link NFTs to the assets they
represent (e.g., an image file), this approach is technically quite risky. There is no guarantee that the file will
not be replaced or overwritten by a file with the same name in the future. There is also the potential risk that
the link leading to the work or even the metadata file will be tampered with, as the server hosting the image
or metadata may no longer be operational. The record on the blockchain will still exist and the NFT holder will
still own the NFT as it consists of the tokenID and the alphanumeric address of the smart contract. However, the
NFT holder will only have the token ID, but will not have an image of the physical asset or metadata. In this case,
the NFT will no longer fulfill its purpose and will not be able to associate the NFT with the represented asset.

There is indeed a risk of communication failure. This can happen if a web server company can no longer
operate its servers due to bankruptcy or other reasons. Even today, there are links to NFTs that lead nowhere.
To avoid the risks associated with this type of technical setup of an NFT, there are alternatives to linking an
image to an NFT. For example, the NFT can point to an IPFS (Interplanetary File System) location. IPFS is a peer-
to-peer network. This means that uploaded files are stored and shared on multiple computers, allowing the
network to operate in a decentralized and secure manner. Each file uploaded to IPFS is assigned a unique URL,
a "fingerprint" of the file. This means that pointing an NFT to a specific IPFS URL ensures that the asset behind
the NFT cannot be modified (as the modified asset will be assigned a different IPFS URL). When using IPFS, any
user can access a file and compare the hash value of the file with the hash value of the NFT. Therefore, anyone
can verify that the NFT refers to the original file. Another solution is to use Arweave. At its core, Arweave is a
decentralized storage network (DSN) that connects people who have extra available disk space with those who
need more storage. It is designed to provide scalable, cost-effective, and persistent data storage, and it is built
on a blockchain-like data structure called blockweave.

There are several other options for offline storage, such as Google Drive, AWS, iCloud, or centralized storage
on a hardware server. However, there are some problems with this approach. First, we rely on the work of third
parties, just like any centralized server or storage. Secondly, there is a security risk as these servers can be
hacked and their information can be tampered with. Nevertheless, IPFS provides a more secure method of data
storage because it is a P2P, distributed and decentralized storage network with no central point of failure. In the
event that a storage location fails, it will be backed up by a peer. But if the NFT holder decides to delete the NFT
file from off-chain storage, it will break the connection between the file and the blockchain.

Research results.

Using non-fungible tokens (NFTs) to preserve and disseminate Ukrainian cultural heritage is an innovative
and promising approach that can improve the visibility and accessibility of these important cultural artifacts,
preserve their digital copy, as the real object may be destroyed during the fighting in the Russian-Ukrainian war.
Also, the digitization of cultural monuments and their conversion into non-fungible tokens (NFTs) allows for
the creation of a certain ecosystem for the management and authentication of digital assets that can be used to
restore and rebuild damaged and destroyed cultural monuments. The study by Dipanjan Das [1] considers the
NFT sector as a certain ecosystem with markets, external organizations, and users. Users. NFTs are often used
to sell digital collectibles and works of art. Users in the NFT ecosystem can fall into the following categories:
content creator, seller, and buyer (Fig.1).
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Fig. 1. Ecosystem of NFT functioning
Source: [1]
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Content creators, in turn, create and upload artwork to hosting platforms where it is published and to-
kenized. In this ecosystem, hosting platforms play the role of external organizations that act as intermediaries
between sellers and buyers. Hosting platforms are a combination of a web interface and smart contracts con-
cluded between users.

Considering NFT as one of the tools for preserving and popularizing Ukrainian cultural heritage, we have
developed a collection of NFT art aimed at preserving cultural and architectural monuments that were dam-
aged or destroyed during the Russian-Ukrainian war. Similar projects have already been implemented and have
shown their effectiveness. For example, the National Art Museum of Ukraine (NAMU), the oldest museum in
Kyiv, created the NAMU NFT collections to support two goals: to raise funds for the NAMU and other museums
in Ukraine that were affected by the war, and to promote Ukrainian culture around the world (Fig. 2). This
project involved extensive consultation with Ukrainian cultural communities and included clear provisions to
protect confidentiality and cultural sensitivity.

Fig. 2. Cossack Mamai as NFT at Patron-of-art NFT marketplace
Source: https://collect.patron-of-art.com/release/2

The collection we have developed includes 5 architectural monuments that have been damaged and need
to be restored. In particular, the Holy Dormition Sviatohirsk Lavra, the first mention of which dates back to the
15th century as a monastery complex that began to form in these places during the period of settlement of the
"Wild Field" by the Cossacks and the creation of the first watch fortifications (Fig. 2).

Fig. 3. NFT Sviatohirsk Lavra

Source: compilete by authors

The next project was the Donetsk Drama Theater in Mariupol (Fig. 4).

The center of cultural life and the only professional theater in Mariupol, which since March 16, 2022 has
been a symbol of the humanitarian catastrophe caused by Russia. The theater became a mass grave for hun-
dreds of people who hid within its walls from Russian shelling. The building of the Mariupol Drama Theater was
built in 1956-1960 in the style of monumental classicism.
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Source: compilete by authors

Fig. 5. NFT Regional Youth Library in Chernihiv
Source: compilete by authors

Regional youth library in Chernihiv. The neo-Gothic building was built in the late nineteenth century. It
housed the premises of an orphanage and the Vasyl Tarnovsky Museum of Antiquities, which kept items from
the Cossack era and Taras Shevchenko's personal belongings. Since 1978, the library has been housed here.

Fig. 6. NFT Local History Museum in Okhtyrka Sourse: compilete by authors

The building of the local history museum in Okhtyrka was built in 1861 and is a cultural landmark of local
significance.

The manor was built in 1762 in the neoclassical style with Baroque elements.

Digital art in combination with blockchain technologies forms a specific cultural practice, depends on the
development of technology, and responds to the Internet not only as a medium, but also as a technologically de-
pendent, socio-cultural, political, and economic ecosystem that broadcasts cultural codes [11]. The developed
collection History_Memory_and_Identity aims to preserve cultural and architectural monuments destroyed
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during the war in the digital space. The proceeds from the sale of tokens are planned to be used for social pro-
jects to restore Ukraine's cultural heritage.

Fig. 7. NFT The estate of L.E. Koenig in Trostianets
Source: compilete by authors
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Fig. 8. The NFT collection is available on the OPENSEA marketplace
Source: compilete by authors

Conclusion.

Cultural heritage sites, especially monuments of architecture and urban planning, are of great importance
and value as authentic documents of history. They are a source of information on history, cultural and socio-eco-
nomic development, philosophy of perception of the world; they also convey the level of artistic and scientific
thought of different generations. That is why the preservation of architectural and urban heritage sites is a very
relevant issue for today, given the realities of today.

The introduction of digital blockchain technology is a promising area for the development of creative col-
laborations. The resource allows not only to preserve the cultural heritage object in a digitized form for future
generations, but also opens up new opportunities, serves as a model for restoration work, helps to track the pro-
cess of their loss, etc. The digital system is best suited for obtaining and registering rights to a digitized unique
immovable object, its creation in the form of NFT tokens, and blockchain technology allows us to develop prom-
ising strategies for further interactive use of cultural heritage monuments. The available experience allows us to
recognize the creation of NFT tokens based on a cultural heritage object as an act of popularization of Ukrainian
castles and fortresses far beyond its borders, expansion of target audiences and involvement of those segments
of the population that have never been interested in the topic of Ukraine's real estate heritage in general.

However, the problem raised requires further in-depth theoretical and practical research, in particular: the
creation of a platform for digitized domestic immovable cultural heritage, a regulatory framework for the reg-
ulation of digital technologies and the crypto market.
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ACTIVE ANTI-ENTROPY MECHANISM BASED ON SPECTRAL BLOOM FILTER
AND PH-2 HASH ALGORITHM FOR RECONCILATION OF REPLICAS
OF NOSQL DISTRIBUTED DOCUMENT ORIENTED DATABASES

Abstract. Information systems are used in many areas of human activity, which are not limited to one country or continent.
This may require horizontal scaling for the system to function properly. Ignoring this can affect performance and availability,
which in turn can lead to a loss of reputation and users.

Horizontal scaling increases the number of database replicas, which creates the need for data reconciliation, since writing
operations to different nodes increases entropy. There are various technologies aimed at reducing it, including Active Anti-Entropy.
Its essence is to detect inconsistencies and start the reconciliation process between replicas. It is actively used in a database such
as Riak and uses the Merkle Tree data structure, which is based on the use of hashing algorithms. The speed of inconsistency
identification depends on the chosen hashing algorithms and the number of documents in the collection. An increase in the number
of documents or even their size can worsen the even distribution and lead to an increase in the number of collisions. The occurrence
of collisions increases the time period of data inconsistency, because the system cannot detect the inconsistency in time.

In addition to the collisions that can occur, you need to consider the delay due to data transfer over the network when nodes
interact, and remember that such verification is not a one-time operation, but requires constant computation on replicas and
sending for verification. Minimizing the time of these operations will speed up the data reconciliation process.

Critically important data must be reconciled with minimal delay, as an untimely or incorrectly made decision can lead to
material or even human losses. To prevent this, there must be a solution that will minimize the delay of matching such data.

Key words: NoSQL, distributed system, Active Anti-Entropy, Spectral Bloom Filter, consistency, PH2 hash algorithm.

MEXAHI3M ACTIVE ANTI-ENTROPY HA OCHOBI CIIEKTPAJIbHOI'0 ®L/IBTPY BJIYMA
TA PH-2 AJITOPUTMY XELHIYBAHHA IJ14 Y3Iro/AKEHHA PETVIIK'Y HEPEJIANIMHUX
PO3IOAVTIEHUX JOKYMEHTO-OPIEHTOBAHHUX BA3AX IAHUX

Anomayis. IHgpopmayitiHi cucmemu sukopucmosyomscsy 6azamvox cgpepax dissAbHOCMI NH0OUHU, SKI He 06MeHcyromb-
cs1 00Hi€W KpaiHoto a6o KoHmuHeHmoM. Lle modce npuseodumu do HeobxidHOCMI 20pU30HMANBLHO20 MACWMABY8AHHS, W06
cucmema Mo21a HOpMaabHO yHKYioHysamu. I2HOpy8aHHs ybo20 Modce 8naugamu Ha weudkodito ma docmynHicms, wo y
c8010 uepey npusgede do empamu penymayii ma kopucmyeadis.
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IIpu 2opuzoHmanbHOMy MacwumabyeaHHi 36i1bUWYEMbCS KibKicmb penik 6a3u daHux, Wo cmeopre HeobxioHicmb 8 y3-
200xceHHI daHux, OCKinbKu onepayii 3anucy do pizHux 8y3.ie 36iabuye enmponiro. € pisHi mexHosozii, ski HanpaeaeHi Ha if
3MeHueHHsl, ceped sikux Active Anti-Entropy. Cymb ii nosasizae y momy, wo6 8uss8umu HeKOHCUCMEHMHICMb ma posnoyamu
npoyec y3200xceHHs1 Mixc penaikamu. Bona akmueHo sukopucmogyemucsl y makill 6asi daHux, ik Riak ma eukopucmosye
cmpykmypy daHux Merkle Tree, sika 6a3yemubcsi HA BUKOPUCMAHHI asnzopummie xewlyeaHHsl. llleudkicmo idenmughikyeanHs
Hey320dxceHoCcmi 3a1excums 8i0 06paHuX a/120pUMMie Xewy8aHHs ma KiibKocmi doKyMeHmie 8 Ko1ekyii. 36i1bueHHs Kilb-
Kocmi dokymeHmie abo Hagime ix po3mip Modce nozipuysamu pisHomipHull po3nodin ma npuzeodumu 0o 36iAbWeEHHS Kilb-
Kocmi Koi3ill. BuHUKHeHHs1 K0Ai3itl 3611buye NpoMIiNCOK uacy Hey3200xceHocmi daHUX, OCKIIbKU cucmeMa He Modice 84aCHO
8UABUMU HEKOHCUCMEHMHICMb.

Okpim KoAi3ill, AKi MOJCymMb 8UHUKaMU, NOMpIi6HO 8paxogysamu 3ampuMKy yepe3 nepedady 0aHUX Mepexceio npu 83ad-
eModii 8y3/1i6 ma nam’sasmamu, Wo maka nepesipka He € n0OJUHOKOI onepayieo, a 8uMazde nocmitiHo2zo 06YUCAEHHs HA
pensiikax ma gionpaeku 015 nepegipku. MiHimizayisi uacy 8UKOHaHHS Yux onepayitl 00380.1umsv hpuweudwumu npoyec y3-
2003ceHHs1 0aHUX.

KpumuuHo eadcauei daHi noguHHi 6ymu y3200ceHi 3 MIHIMA/ILHOW 3AMPUMKOI0, OCKI/IbKU HE8YACHO a60 Henpasu/ibHO
nputiHame piweHHs Modce npusgecmu 00 MamepiaabHux, abo Hasime A00CbKUX empam. A5 3anobi2aHHA YboMy, NOBUHHO
icHysamu piweHHs, ke 00380.1uMb MIHIMIZy8amu 3ampuMKy y3200H#CeHHS MaKux 0aHUX.

Kniouosi cnoea: Hepeasyilina 6aza daHux, po3nodisieHa cucmema, akmueHa aHmieHmponis, cnekmpaasHuil ginemp
bayma, KoHcucmenmmuicms, an2zopumm xeuly8aHHs PHZ.

Problem statement. Horizontal scaling of information systems increases speed and availability due to
increased computing power, but in turn, creates additional tasks. One of these tasks is the reconciliation of data
on different replicas of a distributed database [1].

Since digitalization permeates almost all spheres of human activity, there may be completely different
cases that emphasize the need to pay attention to it. It can be the coordinates of objects in space, and various
financial transactions that can be carried out in different point of the Earth. Given the development of
mobile technologies, which cause an increase in bandwidth and radius of coverage, the opportunities for
automating processes that could not be automated before are increasing. In addition, such a direction as the
Internet of Things is actively developing, which requires a large number of sensors, which in turn increase
the amount of information in cyber-physical systems. It should be noted that technologies are actively being
implemented in the goverment sector of countries and information about citizens should be consistent for all
public services from different sources. In addition, the consistency of certain data on citizens can be useful
for partner countries to simplify the work of border services, perhaps even to find the necessary qualified
engineers or scientists [2].

Latest research and publications analysis. Distributed databases can use different techniques to maintain
consistency. They can represent not only additional mechanisms, but be provided at the level of the architecture
of the database itself and its CRUD operations [3].

One method may be to centralize write operations, which guarantees synchronous writing to replicas. Data
is read from replicas, which significantly reduces the load from the central node. In addition, the presence of
replicas improves the availability of the database, because if one node goes down, it is possible to continue
work using copies.

BeneHHs Bepcili 3anKCiB TaKoX € METO/IOM BUpilleHHS KOHQIIIKTIB, iKe BUKOPHUCTOBYE BEKTOP 4acy. Bek-
TOP 4Yacy - lie NOC/IiI0BHICTh Nap, SIKa OMKCYE MOPS0K MOHOBJIEHHS LbOro 3anucy. [lepeBaraMu BeKTOpY 4acy
€ BiICYTHICTb €IUHOI TOYKH BiJMOBHU CUCTEMH, TOMY 110 TP BUKOPUCTAHHI TUMYaCOBUX MITOK B 3alucax
HeoOXiZTHO BUKOHYBATH TOYHY CUHXPOHi3allilo Yacy 3 OJHUM eTaJIOHOM. HeloslikaMu BEKTOPY 4acy € BifcyT-
HiCTb MOXX/JIMBOCTi aBTOMAaTUYHO BUPIllyBaTH KOHQJIIKTH, a TAKOXK 361/IbIIeHHS JOBXHUHU BEKTOPY Yacy npu
6araTopa3oBoMy oHOBJieHHi 3anucy. OgHak B NoSQL icHy10Th MexaHi3MM ypisaHHS BeKTOpy 4acy. Hampukiaz,
B cucteMi Riak MoxHa 3aZjaBaTi 4acTOTy 0Opi3aHHS BEKTOPY Ha PiBHI CErMeHTa, a TaKOXK MaKCUMaJIbHUH
po3Mip (ZoBxKHHY) BeKTOpa Yacy [4].

Active Anti-Entropy mechanism consists in detecting and correcting inconsistency. The active antientropy
process involves periodically comparing and synchronizing data between nodes to detect any differences.
This ensures that copies of data on different nodes of a distributed system always remain consistent with each
other [5].

A Merkle tree is a data structure used in distributed systems to effectively check the integrity of data in
the Active Anti-Entropy mechanism. It is created by recursively hashing pairs of data, creating a tree-like
structure where each leaf represents a particular piece of data and each non-leaf represents the hash of its
children. The highest level of the tree, known as the root node, contains a single hash value, often called the
root Merkle hash [6].

Merkle trees are often used to ensure data integrity in blockchain technologies. By comparing root Merkle
hashes between different nodes, it is possible to effectively determine whether the data between these nodes is
consistent or whether there are differences.
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Bloom filter is a probabilistic data structure that is used to efficiently determine whether a certain element
belongs to a set of data. Use this filter to quickly respond to queries about the presence or absence of certain
data in a set without having to store all of that data separately [7].

One of the varieties of this data structure is the Spectral Bloom filter, which is a vector of counters. The value
of the counter increases when it is accessed accordingly. The peculiarity is that it becomes possible to add and
remove elements that have been added to the filter, unlike the classic Bloom filter [8].

Aim of the research. The main goal of the research is to present the proposed Active Anti-Entropy
mechanism for matching critical data in distributed NoSQL document-oriented databases, as existing methods
are vulnerable due to insufficient collision resistance in the context of critical data.

Active Anti-Entropy mechanism based on Spectral Bloom Filter and PH-2 algorithm. The Active Anti-
Entropy mechanism is a process that occurs in the background of a running distributed database. The essence
of the mechanism is to search for entropy and perform the process of matching data between different replicas.

The diagram of the Active Anti-Entropy mechanism using the Spectral Bloom filter and the PH-2 algorithm
is shown in Fig. 1.
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take

snapshot send
v  snapshot
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~ send y snapshots

timestamp
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\ document
\ compare
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y  Write

Fig. 1. Scheme of operation of the proposed Active Anti-Entropy mechanism

The essence of the mechanism is that there is a constant exchange of snapshots between the nodes, which
are compared with each other. Consider the mechanism on the example of a distributed NoSQL document-
oriented database, which consists two replicas.

The first replica takes a snapshot for a particular document and sends it to another replica. When the
second replica received this snapshot, it calculates the snapshot of the same document by the document ID and
compares it with what it received. If the snapshots are the same, the second replica simply ignores the received
snapshot. In this case, this node can send a certain message to the 1st node that the data is agreed and no
additional actions are required. If the snapshots are different, the second node sends the document identifier
and the timestamp of its last modification. This is necessary so that the first node can determine which replica
stores the most recent data. If, after comparing the timestamps, it turns out that the first replica contains a
newer document, then the document is taken from it and sent to the second node. The second node receives
the document, compares the timestamps, and writes it to the database if the time of the last modification of the
local document is older than the time of the received document.

If the first replica contains an outdated document, it simply ignores that the timestamps are different
because the second node performs the same actions in parallel, providing simultaneous monitoring.

Since the exchange of messages occurs continuously, the following requirements for messages arise:

- the snapshot must be collision-resistant;

- the snapshot calculation speed should be maximum;

- the size of the snapshot should be minimal to reduce the time required for transmission between nodes
over the computer network;
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Collision resistance is a critically important indicator, as it depends on how quickly the mechanism can
detect inconsistencies and start the data reconciliation process.

Alternatively, cryptographic hashing algorithms could be applied, but these have more security-related
properties. For consistency purposes, this is irrelevant, but can negatively affect the needs of fast computation
and size. In other words, they do not meet the second and third requirements. In this case, non-cryptographic
hashing algorithms can be used, but the issue of collision resistance remains open for them.

Another possible option is to use a spectral Bloom filter. In its classic form, it is a vector of counters that
is formed from input data. The counter is an unsigned integer. Each input block of data is hashed, a digest is
obtained and the position in the vector is calculated using it. When addressing a certain element of this vector,
the value of the counter is increased by one.

It would be advisable to use it if you change the algorithm of forming this filter and avoid usage of hash
functions. Also, it would be advisable to use such an algorithm, which would target data that in most cases is
stored in databases to increase collision resistance.

In addition to the snapshot, the message may include the operation ID, document ID, PH2 hash, and
timestamp. The structures of possible messages are shown in figures 2 and 3.

39 bytes

1 byte 24 bytes 8 bytes 6 bytes

OpCode ObjectID Spectral Bloom Filter | PH2-48 hash

Fig. 2. Structure of message to check documents

52 bytes
1 byte 24 bytes 27 bytes
OpCode ObjectID UTC Timestamp

Fig. 3. Structure of message to compare timestamps

The operation identifier is 1 byte in size and can take three values:

- if a message is sent to terminate the process, the field is set to 0;

- if a message is sent with a snapshot, the field takes the value 1;

- if a message is sent with a timestamp, the field takes the value 2.

These identifiers allow you to identify the type of message and process it in the appropriate way.

In the figures, there is an ObjectID that identifies a particular document in the database. Its size and format
depends on the database for which mechanism is applied.

Figure 3 has a UTC Timestamp, which represents the time stamp when the last changes were made to the
document. It is needed to determine the document that is newer on replicas. Its size and format can also be
represented differently and depends on the precision with which time is described. For example, you can use
a timestamp with seconds only, or you can also include microseconds or nanoseconds. Since not all databases
have a dedicated API to retrieve this value, the mechanism must store it separately, or developers must add it
to those documents that comply.

There is also a field for PH2-48 hash value, which is required to avoid collision situations. This algorithm is
sensitive to changes in the size of the input data, which makes it useful in cases where the filters are the same
when formed from different data arrays, but they are differ in size [9].

It should be noted that there is also a process termination operation when there is no need for negotiation,
but the message in this case will consist only of the operation code, which is equivalent in size to 1 byte.

The mechanism uses UDP and TCP transport layer protocols for communication, which reduces the
processing time of messages on the sender and receiver side. The use of such protocols as HTTP, HTTPs is
impractical, as it creates an unnecessary load when encapsulating and decapsulating packets [10].
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The UDP protocol is used for all operations. The TCP protocol ensures reliable transmission of documents
when inconsistencies are detected. For the mechanism to work, you need to listen two ports at the same time
to ensure operation state.

Discussion of the results and conclusions. Thus, the proposed method of the Active Anti-Entropy
mechanism can solve the problem of consistency of critical data in distributed NoSQL document-oriented
databases. The next step is the implementation of this mechanism for the existing NoSQL document-oriented
database with the search for optimal means that will allow to achieve maximum collision resistance, message
calculation speed and minimize message size for less delay due to transmission by computer networks. The
implementation of such a subsystem will allow conducting experimental studies and identifying the strengths
and weaknesses of the method itself.
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BIL/IMB IH®OPMALIIITHUX TEXHOJIOT'TA HA EBOJIIOLII0 CUCTEMH OCBITHU

Anomayis. Ocgima mae HatidasHiuty icmopito ceped 8cix ckaadosux HAYKU, HA npomsi3i eciel icmopii atodcmea ceped 8cix
gepcm Hace/ieHHs 0c8ima maJa ocobausuti cmamyc i do Hei 6y8 ocob.ugull nidxio. Axkujo eso0Yito ocgimu nodiaumu yMo8HO
Ha 7 emanie poamsazHymi Ha 6 mucs pokie, mo ocmarHi 3 oxonaoeamumyms mpoxu 6invwe 100 pokis, 8i0mak MoxicHa 3po-
6umu 8UCHOBOK, W0 €80.110Yis1 0C8IMU 3HAYHO NPUCKOPUAACA. SHAYHOI MIPOK Ye N08’A3AHO 3i CMPIMKUM PO38UMKOM HAYKU
ma mexHo.102ill, ase IKujo 8UCOKA OUHAMIKA 8 HAYKU Ye Oi/lblle h03UMUHULl npoyecc, mo 8ucoka OUHAMIKA y oceimu ye He-
cmabinsHicms | HegnegHeHicmb, mobmo kpu3a. Jas oceimu 3apas 6azamo sukaukis. Ceped HUX 2/100601bHI 8UKAUKU — MAKI,
51K 3MiHA €8IM08020 NOpsI0KY, | maki, sIKi He 3MIHU/UCS Ha npomsi3i icmopii atodcmea - coyianbHa HepigHicmb i docmynHicmb.
Jlesiki ukuKU no8’s13aHi 3 nepedosuM mMexHO102isIMU, d came 3 BUCOKOH QUHAMIKOK iX po38UMKY — mexHo102ii, wo 3ano3u-
yyromuvCcsi o 0C8IMHBLO20 Npoyecy MOpa/AbHO 3acmapisaroms 3 mer xHe weudkicmro, wo Ui cami mexHo02ii, mo6mo 3aHadmo
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weudKo. 3a dessKUMU meHOeHYIIMU MOXHCHA AUWe cnocmepieamu, a 0esKi 8ixce 6axcaHo sukopucmogysamu. O0Hy 3 makux
npobsiem, Ha cmuky iHgpopmayitiHux mexHoo02ill ma oceimu i poszaasdae daHa po6oma.

Memoio po6omu € npugepHymu ygazy 0o Moxcaugocmetl po3no8cr0HCeHUX MmexHo102il, IKi MoxcHa | nompi6Ho 3aayy4a-
mu esce Cb0200HI.

Tany3ws iHopmayiiliHux mexHo.102itl 3 Had38U4aiiHO BUCOKOH QUHAMIKOK 2eHepy€e HO8I MexHO/102i4HI nidxodu, momy wy-
Kamu piwieHb 01 npob.iem 2aay3i oceimu y HOBIMHIX MeXHO/102i5X 102i4HO | AKMYAAbHO.

BucHosKku. [lesiki npobaemu cy4acHoi oceimu MOXcHa sUpiuiumu 8UKOPUCMAHHAM pO3N08CIOOXCeHUX mexHO0102ill, i eap-
mye dodamu 00 ix BuKopucmauHs 6i1bule 3yCcub.

Katouosi caoea: ocsima, iHpopmayitiHi mexHoA02ii.

THE INFLUENCE OF INFORMATION TECHNOLOGIES ON THE EVOLUTION OF THE EDUCATION SYSTEM

Abstract. Education has the oldest history among all components of science, throughout the entire history of mankind,
among all segments of the population, education had a special status and there was a special approach to it. If the evolution
of education is conventionally divided into 7 stages spanning 6,000 years, the last 3 will cover a little more than 100 years,
so it can be concluded that the evolution of education has accelerated significantly. To a large extent, this is related to the
rapid development of science and technology, but if high dynamics in science is more of a positive process, then high dynamics
in education is instability and uncertainty, that is, a crisis. There are many challenges for education today. Among them are
global challenges - such as a change in the world order, and those that have not changed throughout the history of mankind -
social inequality and affordability. Some challenges are associated with advanced technologies, namely with the high dynamics
of their development - technologies borrowed from the educational process become morally obsolete at the same speed as
the technologies themselves, that is, too quickly. Some trends can only be observed, and some are desirable to use. This work
examines one of these problems at the junction of information technologies and education.

The purpose of the work is to draw attention to the possibilities of widespread technologies, which can and should be
used today.

The field of information technology with extremely high dynamics generates new technological approaches, so it is logical
and relevant to look for solutions to the problems of the field of education in the latest technologies.

Conclusions. Some problems of modern education can be solved by the use of widespread technologies, and it is worth
adding more efforts to their use.

Key words: education, information technologies, software licenses.

Hayka, 3a BU3Ha4eHHAM, 1ie cdepa AisJIbHOCTI JIIOAWHY, CIPSIMOBaHA Ha OTPUMaHHSA (BUPOOJIEHHS i cuCTe-
MaTH3allil0) HOBUX 3HAHb PO HABKOJIMIIHIHN CBIiT.

OcBiTa, 32 BU3HAYEHHsM, L€ Npolec HAGYTTs Ta BJAOCKOHAJEHHS 3HaHb, HABUYOK, L[IHHOCTEH, MepeKo-
HaHb | 3BMYO0K. HaBiTh 32 BU3HAYeHHAM 3p03yMiJIO, 10 OCBITA — Lie YaCTUHA CBITY HAyKH, K4, 0 TOIO X, Ma€
HalJlaBHily icToOpio.

Lle¥i mpouec nepeabadvae, 1o € BYUTEb Ta yueHb. OfuH nepejae indpopmarito, Apyruii cnpuiimae. Kpim ot-
puMaHHs iH$opMauii, Tpeba ii BipHO 3acTOCYBaTH Y KOHTEKCTi pO3yMiHHS AiHICHOCTI, TOGTO 3HATH 1110 POOUTH
i 1K pobuTH. Y disnocodpcbKoMy ceHCl MOXKHA MPUIYCTUTH, 1110 BYUTE/b NEepeiae Cy6' eEKTUBHY KapTHHY CBOTO
0adeHHA CBIiTY. BigTak ocobucTicTh BUMTESA AyKe BakauBa. [I[puHaliMHi Tak 6yJsio paHiie.

EBoJttoniisio cBiTH 6yJ1a AMHAMIYHUM MPOLECOM, HA SKUH BIJIMBAJIM PiI3HOMAaHITHI iCTOpUYHI, KyJbTYpHI,
TEXHOJIOTiYHi Ta conjanbHi GaKkTOpyu. AHTUYHUHM | KJIACUYHUH Nepiofin — Yy CTapoJaBHiX LUBiIi3alifX, TAKUX
Ak Erunet, Meconorauis, ['penisi Ta PuM, ocBiTa 6y/1a mpeporaTrBoro esiTy, i 6ys10 3ocepemxeHo Ha dinocodii,
puTopuni, MaTeMaTuli Ta ¢isMIHOMY BUXOBaHHi.

CepenHBOBIYHMH Nepiof — OCBiTa 30cepeKyBaJjacsad HaBKOJIO peJiriiHUX yCTaHOB, TAKUX K MOHACTHPI
Ta KadeapasbHi KO, OYJI0 CYTO PeJliriiHol0, 3 HaroJI0COM Ha 6OTOC/I0B'T Ta HABUYKAX JIATUHCHKOI MOBH.

Biapomxenss i [IpocBiTHUITBO — 1151 enoxa (BigpomkeHHS ) BUKJIMKaJIa Bi[HOBJIEHHS iIHTepeCy [0 KJIacuy-
HOT'0 HaBYaHHS, L1[0 IPU3BEJIO 0 3aCHYBAHHA I'YMaHITapHUX WKL, AKi 30cepepKyBaJIMCA Ha IIpeJMeTax [1o3a
TeOJIOTIENO.

[IpoMuc/IOBa peBOJIIOIIiSI Ta MacOBa OCBiTa — moTpe6yBasia 6iJibIl 0CBiYeHOT po60Y0i CHI, 1[0 TPU3BEJIO A0
NPUAHATTS 3aKOHIB PO 060B’sI3KOBY, MacOBY OCBIiTy B 6araTbox KpaiHax.

[IporpecvBHUI OCBITHIN pyX, 0 BUHUK HanpuKiHLi 19-ro Ta Ha no4aTKy 20-ro CTO/iTh HAaroJolyBaB Ha
[IPAaKTUYHOMY i iHAMBiya/IbHOMY HaBYaHHI Ta IPAaKTUYHUX HABUYKaX.

OcsiTa micisg [lpyroi cBiToBOi BiHH, TOOGTO BiJ cepeiuni 20-ro CTOJIITTS — OCBITHS eKCIIaHCid 6ys1a cipsiMo-
BaHa Ha pO3IIMPEHHA JOCTYNY [0 OCBITH JJIf1 BCiX COLia/IbHO-€eKOHOMIYHUX IPyIL.

Hanpukinni 20-ro cTosiTT4 | Hafaai nporpec Npy3BiB [0 iHTerpauii TexHOJI0TiH B OCBITY, 1[0 3MIHHUJIO CITO-
ci6 HaBYaHHSA Y4YHIB i HABYaHHS BUUTEJIiB — OHJIalH-HaBYaHHS, BUPOBi pecypcu Ta AUCTaHIilHA OCcBiTa cTa-
JIM BOXK/JIMBUMU KOMIIOHEHTAMH CY4YaCHUX OCBITHIX CUCTEM.

CTpiMKHH PO3BUTOK IUTYYHOTO iHTEJNEKTY [03BOJISIE MPUIYCKATH, L0 TaHJAEM “BUMTEJb — YYE€Hb’ BKe
MOKe He 6yTH HACTiIbKU 060B’I3KOBUM aTPHUOYTOM OCBITH BXe Y JOCSXKHOMY Mal6yTHbOMY. PO3BUTOK Tex-
HOJIOTIH BHIiC CBOIO YaCTKY Yy CUCTEMHY KpH3y OCBIiTH, i BiH e i miZI1TOBXye Ha NEBHI MIJISXU PO3B’A3KY, i€l
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kpu3u. OKpiM TEXHOJIOT{YHOTrO MIJISAXY KOPEKIil KpU3H, TEXHOJIOTYHUI nporpecc (Ta npouecH riobasnisanii)
i IITOBXHYB i afiMiHICTpaTUBHY JiJITHKY OCBITHBOI CHCTEMU; OCBITHI CHCTEMH No4aau GOKYCYyBaTH 3yCHUJLISA
Ha TaKUX HaBU4YKax (yMOBHO Ha3BeMO Li $OKycoBaHi HAaNpsSAMHU HaBHYKaMH 21-ro CTOMITTA), AK KPUTUYHE
MUCJIEHHS, KPEAaTUBHICTB, CHIBIIpaI Ta CIJIKyBaHHS; Lled MepioJ; OCBITH 3aCHOBAaHUM Ha “KOMIeTeHIisaX”
i nepcoHasizoBaHOMY HaBYaHHi, 1110 HAGYJIM MOMY/IIPHOCTI Mif racjioM “ONpUCTOCYBaHHS OCBiTH A0 iHAUBIAY-
aJIbHUX NOTPeD CTyAeHTa”

EBoJttoLiist OCBiTHIX cuCTeM € 6e3nepepBHUM NPOLECOM Mif| BIVIMBOM KYJBTYPHUX 3MiH, TEXHOJIOTIYHOTO
poTrpecy, OCBITHIX Aoci/pKeHb i cycniJibHUX NOTpe6. Xo4eMo 3BepHYTH yBary (i TaKMM LIUHOM ITi/IBECTH pPH-
CKY), 1[0 Y iCTOPHUYHIN peTPOCIEeKTUBI Cy4acHHUH CTAH OCBITH HaJIEXKUTh 0 BiTHOCHO MaJIeHbKOI'0 YaCOBOTO
Biipi3Ky (MeHLIe JBYXCOT POKIiB), 4epe3 Ije MOKHA 3pO6GUTH BUCHOBOK PO HA/I3BUYaHHO BHUCOKY AUHAMIKY
IbOTO MpoIecy. 3BificH MoCTiHA HeCTabiIBHICTh OCBITHBOI crcTeMH B 1isiomy. [lo Tenep pi3Hi kpaiHu Ta pe-
riOHY NepeXUBAIOTh BJIACHI yHIKa/JIbHI TPA€EKTOPI, 110 NPU3BeJIO A0 NOSABU Pi3HOMaHITHUX OCBITHIX MoJesnei
i IpaKTHUK y BCbOMY CBITI.

Cy4acHi OCBITHI CHCTEMH CTUKAIOTHCA 3 Pi3HUMH pobyieMaMy, sIKi MOXKYThb BIVIMHYTH Ha eQeKTHUBHICTh
BUKJIaZlaHHS Ta HaB4aHHs. Te 110 6ibIIicTh [UX MPOG6JIEM HOCATH NOMIUPEHUH Ta I106aJIbHUN XapaKTep CBiJ-
YUTB NPO HAsIBHY CUCTEMHY KpU3y B ocBiTi. KopoTko npo nomwupeHi (rnobasibHi) npobaemu:

1. BiacyTHicTb inAuBigyanisanii: HAABHUM CHUCTeMaM OCBITH BaXKKO NMPUCTOCYBATHUCA 0 Pi3SHOMAHITHUX
CTHUJIIB | TeMIIiB HABYaHHA OKPEMHUX YYHIB.

2. InTerpania TexHoJIOTiH, a caMe IX HECUCTEMHe BIIPOBA/PKEHHS: X04a TEXHOJIOTII MOXYTb MOKPAIUTH
HaBYaJIbHUH JOCBi/J, IX iHTerpaljis B HaB4aJIbHHUH NPolLiec MOXKe 6yTH HEPiBHOMIPHOIO, a OT)KEe HE CUCTEMHOIO.

3. BianoBigHiCTh pea/lbHUM HaBUYKaM — O HE 3 KpUTUYHUX 3ayBaKeHb Jj0 CYy4YaCHUX CUCTEM OCBIiTH He Bij-
MOBIJHICTE OTPUMYBAHUX OCBITHIX NPAKTUYHUX HABUYOK Ta 3HaHb BUKJIMKAM PeaJbHOI0 CBiTY, HApUKJIAJL
¢diHaHCOBa rpaMOTHICTh, 260 HABUYKH BUPilIeHHSI MP0o6JieM Yy CIiJIKYBaHHI Ta CriBIIpaLi.

4. HepiBHicTb i fOCTYyNHICTB: 36epiraoTbcs po361KHOCTI B OCBITHIX pecypcax, diHaHCyBaHHI Ta OCTyTi 10
AKICHOI OCBITH — HACJIiJOK COLia/IbHOI Ta €KOHOMIYHO1 HEPIBHOCTI, OCKIJIBKM CTYZEeHTH 3 HELOCTATHBO YCHill-
HUX CiMel MOXKYTb HE OTPUMATH THX CAMUX MOXKJIMBOCTEH, 1110 ¥ iXHi 6i/1b11 mpuBisefioBaHi O4HOJITKH.

5. Tuck i ncuxiyHe 37,0poB’s: AKaJleMiYHUH THUCK, KOHKYPEHLis Ta BUCOKi OYiKyBaHHSI.

6. IIporasinHa B iHHOBALiSIX: CEKTOp OCBITHM MOXe MOBUJIbHO BIPOBAa/»KyBaTH iHHOBaLlillHi MeTOAHU Ta mij-
XOJ1 10 HaBYaHHS, BEJIMKOI MipOI0 Yyepe3 JOTMAaTUYHICTb CUCTEMU B L{IJIOMY.

7. Imo6aJnisanis Ta KyJbTYpHe pO3MaiTTs: Y CBITi, 1o Aefasi 6isiblie ry106a/1i3yeThCs, 3pocTaEe norpeba
y CyIpOBOZi KyJIbTYyPHOT'0 PO3MaiTTA Ta 3abe3NeYeHHi OCBITH, IKa € aKTYaJIbHOI Ta BKJIIOYAE Pi3HI TOYKH
30py Ta [0CBiAiB.

KpiM Toro, okpemMo i KOpOTKO OKpecJnMO ZesiKi I7106anbpHi Mpo6JieMy, 110 ¥ HallioHaJIbHIN cucTeMi MamOTh
(Ha HaIy JYMKY) BaromMy 4acTKy:

1. CTaHAapTHM30BaHe TECTYBaHHS Ta HaJAMipHE 3HAYeHHS OLIiHOK: 6araTo OCBITHIX CHCTEM 3JI0BXXKHBAIOTh
CTaHAAPTHU30BAaHUM TECTYBAHHAM Ta OLiHKaMHU, K MipHUJIOM YCIILIHOCTI Y4YHIB.

2. 3akocTeHinicTh HaBYa/IbHOI cucTeMU: QiKCOBaHi Ta HErHY4YKi HaB4a/IbHI HIPOTrpaMH MOXKYTh (SIK IpaBU-
JIO) He BCTUTaTH 3a LWIBUAKUMH TEMIIAMU CYCHiJIbHUX 3MiH i mporpecy B pi3HUX chepax.

3. [Ipo6sieMa HU3BKOI KOHKYPEHTHOCTI HaljioHa/IbHUX BY3iB, kaxky4u npocrilue, ix 3a6arato. 3a inpopma-
niero Jlepxcraty, craHoM Ha 2018-2019 HaB4asibHI poKM B YKpaiHi HaslidyBasiocsa 282 yHiBepcuTeTH, aKafeMil
Ta IHCTUTYTH, Ae HaB4yasiucs 1,3 MJH cTyfeHTiB. [lopiBHIOI0YH 3 KijibKicTi0O BY3iB y po3BUHYTUX KpaiHaxX €B-
ponw, B YkpaiHi (Ha Ayury HaceseHHs, KO paxyBaTu 40 MisibioHIB) By3iB Gisiblie B ciM pasiB, Hix B Besnukii
BpuraHii i HimeuuuHi, B 5 pasiB 6isnbiue Hix y Ppanuii.

HagiTp, AKI0 He JOKJAAaTH KOAHUX 3YCUJIb A0 MOJAOJAaHHA KPU3HU Yy CUCTEMi OCBITH, CHUCTEMa, 1Ka Ma€
TaKy JIOBTY iCTOpil0 eBOJIIOLIIIOE HA HACTYHUH piBeHb, a60 1e TPHU3Be/ie 10 MeBHUX PEBOIOLIMHUX 3MiH. Bci
MU crocTepiraemo icTopu4Hi 3MiHH, IKi MO’XXHa Ha3BaTH NePeOYL0BOI0 CBITOBOTO MOPSAKY, i Lie He 3MOXKe He
BIJIMHYTH Ha Nojajblli 3MiHi 1 y ocBiTi. CHporHo3yBaTH IX BaXkKKa 3a/ja4a, ajie MOXHa MiAroTyBaTHUCA 0 YUX
3MiH, a60 ZjonoMaraTy NO3MTUBHUM TeH/EHIisIM.

Jeski TeHAeHLii MO’XKHa OTOBOPIOBATH fIK TaKi, 1o pakTriHO opopmurcs. Hanpukiaz, SBHUM € HaflaH-
Hs yrnozo06aHb MOJIOALIOTO MOKOJIIHHA [0 cMapTdOHIB, Ta 3acTOCyBaHHA IX 6i/lbIIOI0 Mipol0 y BUKOHAHHI
3a/ady, fAKi me 5 pokiB mepeJ TUM OYJIM IPePOraTUBOI MEePCOHANBbHUX KOMIT'10TepiB. Tak caMo MO)XHA KOH-
CTaTyBaTH ix 6isbIl “mpoxosiofgHe” BiHOLIEHHS 10 Tesle6adyeHHs, Ta ¥ B3araJi 0 opMaTy BeJTUKUX eKpaHiB.
OcKi/bKH I7106a/IbHUNA PUHOK NPoAaxy cMapToHiB 3a 2022 pik mokasas npupicty 12%, a npogax TeseBizo-
piB 3a ocTaHHi 4 poku Braau Ha 4%, Mo>XHa ONIOCEPeKOBAHO 3pO6GUTH BUCHOBOK, L1I0 1ie TPOSIBY IVI06aJbHUX
TeHJeHIIiN.

Ille BapTo 3ragatu Al (Artificial intelligence) - rTyuyHu iHTeseKT, AKUH MPSIMO 3apa3 BPUBAETHCS y 6arato
Pi3HHUX aCIEKTIB JIIJICHKOTO0 KHUTTS, i B’)Ke BUSIBUB BILJIMB Ha OCBiTHIM mpoljec. Xo4a i paHo 1je po6UTH TPOTHO-
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34 PO BIJIUB CaMe IUTYYHOTO iHTEJEKTY Ha OCBIiTY, ajle BXKe MOXKHa NM0OAuYUTH NMepPCIeKTUBU 3aCTOCYBaHHS
LbOT0 SIBUIIQ, i caMe y OCBIiTi BiH MOKe IO3UTHUBHO ceOe MPOSIBUTH.

3po6uMo BUCHOBKHU. HaBiTb He 3MiHIOIOYM HaZMipHE 3aCTOCYBaHHS TECTOBUX CUCTEM Ta OLiHOK, MOXKHA
NepEeHECTH aKIEHT 3 TECTYBaHHS Ha MepCOHAJbHUX KOMIT'I0Tepax [0 TeCTyBaHb Ha cMapTdoHax. B npomy
€ SIBHI IUTIOCH, OCKIZIbKK cMapT}OH € TOTOBUM 3aco60M ifieHTHdikanii kopucTyBaya, 0 € BXKJIUBUM, NPU
npoBeieHHi TecTiB Ta ek3aMeHiB. KpiM Toro, BUKOpuCTaHHS cMapTHOHY CbOTO/IHI BXKE € eKBiBaJIeHTHO y4acTi
y MiHIMyM oZiHi¥ conjiasnibHil Mepexi. To6To Bke € roTOBi i 3BUYHI A1 MOJIOZi MporpaMHi pileHHs A1 miABU-
L eHHS iIHKJIF03UBHOCTI OCBITHBOTO MPOLECY.
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ABTOMATH3ALIIA ITPOLIECY AHAJII3Y TA IEPEBIPKH CTYAEHTCbKUX KBATI®IKAL[IMHUX POBIT

Anomayis. lIpo6aemamuka. [lowupeHor opmoro amecmayii 3006y8auie auujoi oceimu € BUKOHaHHs keaaigikayiiiHoi
pobomu, Hegid eMHOI0 cK1adoso siKoi € if mekcmosa uacmuna. Ha cbo2o0Hi npoyec nepesipku mekcmosoi yacmuHu € npax-
MUYHO HE A8MOMAMU308AHUM [ TDYHMYEMbCA HA 3YCUNISAX NPAYyi8HUKIE sunyckHux kagedp. Mema 00caidHCeHHA. 3MeH-
Wumu noKasHuk cepedHvoi Kiibkocmi noMu/iok y keaaigpikayilinux po6omax 3a paxyHoK Moxc/Au80cmi 8UKOHAHHsI NepesipKu
cmydeHmamu camocmitiHo, nid 4ac HanucaHMs pobim, wasIxom asmomamu3sayii npoyecy nepegipku. Memoduka peasizayii.
TlomusKu, wo Moxcyms donyckamucsi cmydeHmamu npu HanucaHHi keaaigikayiilinux po6im, poanodiseHo Ha mpu a2pynu: no-
MUAKU MEXHIYHO020 0hOPMAEHHS, NOMUAKU N1021HHO20 0POPMAEHHS, 2DAMAMUYHI NOMUAKU. []A51 KOXCHOT 2pynu po32/5iHymo
icHyroui iHcmpymeHmu, sIKi MoXCyms 3anobizamu ma susieAsmu NOMUAKU Yiei 2pynu, i gusHa1eHo mi KAacu noMuJ10K, Ha 3a-
nob6izaHHi ma 8usi8/eHHI IKUX IHpOpMayiliHi cucmemu asmomamuyHoi nepegipku marome cneyianizyeamucs. B skocmi npu-
K/1ady, 3a 00NOMO20H0 XMAPHUX MEXHO/102il, po3pob.ieHo maky iHgopMayiliHy cucmemy, o peanizogye 9 npagu.i 8UsA6/1eHHS
nomusok. Peayremamu docaidxiceHHs. OyiHweaHHs epekmusHocmi asmomamu3sayii npoyecy nepegipku keanigikayitiHux
po6im 8UKOHAHO HA npukaadi po3pobaeHoi iHopmayiliHoi cucmemu 3a AonomMo20 aHanizy wicmaoecssm 4omupbox sunyc-
KHUX po6im 080X MUHY/IUX POKI8, W0 8UKOHY8AIUCL cmydeHmamu 080X pi3HUX cmpykmypHux nidposdiais. /]ast nepesadsicHoi
6ibwocmi peanizosaHux npasu. (cim iz deg’ssmu) ompuMaHo HeHy/1b08y KibKicmb icmMuHHUX cnpayto8aHs. [Ipu Yybomy, Kiib-
Kicmb icmuHHUX cnpaylo8aHb MeHule KIIbKOCMI XUOGHUX cCnpayoeaHs auule 04151 00H020 npasu.Jia ceped yux cemu. BucHosku.
ExcnepumenmasbHa nepegipka po3pobsieHoi ingpopmayitinoi cucmemu dokasana efpekmueHicms (3a Kpumepiem 3MeHWeHHs
NOKA3HUKA cepedHboi Kibkocmi noMui0K) asmomamusayii npoyecy avanisy keasigpikayitiHux pobim, adxce eci gusigneHi
NOMU/AKU MO2/U 6U 6ymu 8usi8eHUMU uje nid 4ac HanUCaHHs pobim cmydeHmaMu camocmitiHo.

Kawuosi cnosa: keasigikayitina po6oma; aHaniz keanigikayitinux po6im; nepegipka epamamuKu; nepesipka ogpopm-
JIeHHS1; HOPMOKOHMPO1b; XMAPHI mexHo/102il; 6e3cepsepHa apximekmypa.

AUTOMATION OF THE PROCESS OF ANALYSIS AND CHECKING OF STUDENT QUALIFICATION PAPERS

Abstract. Background. A common form of attestation for students of higher education is the performance of
a qualification work, an integral component of which is its textual part. Today, the process of checking the text part is
practically not automated and is based on the efforts of employees of graduate departments. Objective. To reduce the
average number of errors in qualifying papers due to the possibility of self-checking by students during the writing of papers,
by automating the checking process. Methods. Errors that can be made by students when writing qualification papers are
divided into three groups: errors of technical design, errors of logical design, and grammatical errors. For each group, the
existing tools that can prevent and detect errors of this group are considered, and those classes of errors are defined, on
which prevention and detection of automatic verification information systems should be specialized. As an example, with
the help of cloud technologies, such an information system was developed that implements 9 error detection rules. Results.
The evaluation of the effectiveness of the automation of the process of checking qualification papers was carried out on the
example of the developed information system through the analysis of sixty-four qualification papers of the past two years,
which were performed by students of two different structural units. For the vast majority of implemented rules (seven out
of nine), a non-zero number of true activations was obtained. At the same time, the number of true activations is less than
the number of false activations for only one rule among these seven. Conclusions. The experimental verification of the
developed information system proved the effectiveness (according to the criterion of reducing the average number of errors)
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of the automation of the process of analysis of qualifying papers because all the detected errors could have been detected
even during the writing of the papers by the students themselves.

Key words: qualification paper; analysis of qualification papers; spell checking; design checking; normative control; cloud
technologies; serverless architecture.

Bctyn.

OpHieto i3 dopM aTecTaliii 3400yBayiB BUILLO] OCBIiTH, 1110 BUKOPUCTOBYETHCS B YKpaiHi, € BUKOHAHHS KBaJli-
dikanifinoi po6oTu. «KBanidikarjifina po6oTa - 11e 3aci6 JiarHOCTUKH cTyneHs CGOPMOBAHOCTiI KOMIIETEHTHO-
CTel 110/10 BUpillleHHs TUIIOBUX 3aBJlaHb JisJIbHOCTI 3rilHO 3 BUMOTraMU CTaHJAAapTiB BUILLOI OCBITH. Bugamu
kBastidikaniiHUX po6iT €: AUTIJIOMHUN IPOEKT, AUILJIOMHA po60Ta, MaricTepcbka gucepTanisa» [1]. BukoHaHHs
kBastidikaniiHoi po60TH NepeabavacE «... CACTEMaTH3alli10, 3aKPilJIeHHS, pO3LUIMPEHHS TEOPETUYHUX i MpaK-
TUYHUX 3HaHb 3i ClleliaJIbHOCTI Ta 3aCTOCYBaHHA IX IPU BUPillleHHI KOHKPETHUX HAaYKOBUX, TEXHIYHHUX, €KO-
HOMiYHUX BUPOOHUYMX Ta iHIIUX 3aBJaHb» [2]. Bubip popmu aTecrauii 3106yBayiB BUILOI OCBITU V¥ BUIIAI
HalnvcaHHs KBasidikaliliHol po60TH BUSHAYAETHCH OCBITHBOK MPOrpaMor0, Ha 0CHOBI BUMOT CTaHAAPTIB BU-
11101 OCBITH.

0O60B’sI3KOBOI0 CKJIaZI0OBOI0 BUKOHAHHS KBaslidikaliiiHOl po60TH € HaMKUCcaHHS Ta 0pOpPMJIEHHS TeKCTOBOI
YAaCTUHU — NOSICHIOBAJIbHOI 3allMCKHU Ta iHIIOI cynpoBigHOi fokyMeHTauii. Ha cboroaHi, AKicTb TEKCTOBOI 4a-
CTUHU (BiANOBiAHICT 0pOpPMJIEHHS i 3MiCTY BCTAHOBJIEHUM BHMOTaM) 3a6€e3Me4yeThCs NMpaler caMoro CTy-
JleHTa, KOHTpoJieM Horo KepiBHHMKa Ta HOPMOKOHTPOJIIOBAaHHAM. EJMHUM NpolLiecoM 3abe3neyeHHs SKOCTi
JoKyMeHTanii kBasidikauiiiHoi po60TH, AKUI Hapa3i LIMPOKO aBTOMAaTU30BaHUH, € MpolieC epeBipKU JO0TPU-
MaHHS NPUHLUIIB akaJleMidyHOI 06pOYeCcHOCTI 3a J0NOMOrol0 crelianizoBaHux iHpopmaliiHUX cucteM [3;
4]. Bci iHwi npolecy BUKOHYIOTbCS BPY4YHY, TOMY [IOTPeOYIOTh 6araTo JIIO[CbKUX 3YCHJIb Ta Yacy, € He 3aXu-
LleHWMH Bii noMuJIOK. Takox Ije MPU3BOAUTD JJ0 BEJIMKOI 3aTPUMKHU HaJlaHHS 3BOPOTHOTI'O 3B'I3KY CTYAEHTY:
MPOMIXKOK 4acy Mi>k HallMCaHHSIM TEKCTOBOI YaCTUHU Ta BUSIBJIEHHSIM IOMUJIOK Y Hill B HAUKpaI0My BUNIAJ Ky
CKJIQJIa€ AHI, a B HAUTIpLIOMY BUIA/IKy MOXe CAraTH MicsliB (SKILO MeBHI MOMUJIKU OyAyTh 3Hal/eH] Juie
i/ yac 3aBeplIaibHOI0 HOPMOKOHTPOJIIOBAHHS ).

TakuM 4yHHOM, PO3po6JIeHHS crelianizoBaHUX iHGopMalifHUX CUCTEM JJis aBTOMAaTH3allil nmpouecy mne-
peBipku kBasidikalilHUX po6IT € aKTyaJIbHOO 33/ja4€el0, BUPillleHHS SKOI MiIBULUTD SKiCTh POOIT, a TaK0XK
3MEeHUIMTh HaBaHTaXXEHHSI Ha HAayKOBO-NEeJJarorivHux npaniBHUKIB Nifpo3ainis, ski € kepiBHUKaMu Ta/abo
BUKOHYIOTb HODMOKOHTPOJIIOBAHHS.

IlocTranoBKa 3agaui.

MeTo10 po60THU € YJOCKOHAIEHHS MIPOLECY MepeBipKU CTYAEHTChbKUX KBasTiQikaliiHUX pobiT M/IsIXOM aB-
TOoMaTHU3alil bOro MpoIecy, [0 3MEHIIUTb MOKAa3HUK CEPeIHbOI KiJIbKOCTI MOMUJIOK y Po60TaxX 3a paxyHOK
MOXKJIMBOCTI BUKOHAHHS NePEBIPKU CTyZleHTaMH CaMOCTilHO, i/ Yyac HanKMcaHHs pobiT, Ta 32 paxXyHOK 3MeH-
LIEHHS JIIOJICbKOTr0 GpaKTopy.

TeopeTnyHi acneKkTH aHa/1i3y KBaaidpikaniiiHUX poGiT.

Bci moMusiky, IKi MOXKYTh OYTH HasBHUMH y KBaslipikaliiHUX po60Tax, MOKJIMBO PO3JIJIUTH HA TPHU I'py-
MW: TOMUJIKU TE€XHIYHOT0 0pOpMJIeHHSs], IOMUJIKU JIOTITYHOr0 0pOpMJIEHHS Ta IpaMaTU4YHi MOMUJIKH. Po3ras-
HEMO KOXHY i3 rpyn IOMHUJIOK Ta MPOTpPaMHi 3ac00H, siKi MOXKYTb 3aCTOCOBYBATHCS AJ1s1 3an06iranHs Ta/a6o
BUSBJIEHHS TAKUX IOMUJIOK.

Jlo moMuoK TexHiYHOT0 0POPMJIEHHS MOXKJ/IMBO BifIHECTH BCi MOMUJIKY, SIKi MOB’sI3aHi 3 MOpyLIeHHAM
TeXHIYHUX BUMOT /10 JoKyMeHTalii kBasidikariiHoi po60TH - po3Mip Ta 1noJist CTOPiHOK, BiAcTyny, mpudTHy,
MiDXKpsAKOBI iHTepBasu i Tak faui. /laHi BUMOTH 33/]al0ThCsl TaJy3eBUMU CTaHAApPTaMH, po3p0o6JeHUMH Ha
iX OCHOBI OJIOXKEHHSIMU OKPEMUX BUIUX HaBYaJbHUX 3aKJaAiB abo ixX miipo3/iuiB, Touo. s 3anobiranas
TAKHUX IOMHUJIOK MOXXYTb 3aCTOCOBYBATHCS 1a6JI0HU opopMIeHHs KBastipikauiiiHux po6iT (Hanpukiazg, Word
a6o TeX), gxi 6yayTh MiCTUTH IpPaBUJIbHO 33/iaHi CTUJI BCiX CTPYKTYPHUX eJIeMEHTIB Po6OTH, Ta AKi OYAYTH
HajaBaTucs cTyAeHTaM. [IpoTe, ik oka3ye aHaJ1i3, MpaKTUKa NiZJrOTOBKU TaKUX 11a6JI0OHIB He € OIHPEHOI0;
TaK0oX, HaZlaBaHHA 11a6JIOHIB He rapaHTYE Te, 1110 CTYJeHT OyZe Horo NpaBU/IbHO BUKOPUCTOBYBATHU UM BUKO-
PUCTOBYBATH B3araji — TOMy Lie IOTPeOYE 10AAaTKOBOI py4yHOi mepeBipKHU.

Jlo moMuJioK JiorivyHOTOo 0pOpMJIEHHS] MOXKJ/IUBO BiZJHECTU BCi MOMUJIKY, sIKi TOB’sI3aHi 3 NOPYyIIEHHAM
BCTAHOBJIEHUX BUMOT /10 obopMJIeHHS AoKyMeHTalil kBasidikaniiHoi po6oTH, aie sAki He MOB’s13aHi 3 Tex-
HiYHUMU BUMoTraMu. HanpukJ/aj, TakKMMU BUMOTaMU MoXe 6y TH HassBHICTb IEBHUX CTPYKTYPHHUX eJleMeH-
TiB JoKyMeHTallii, ix iMeHyBaHHA a60 NPUCBOEHHSA MUPPIB, HAABHICTb MOCUJIAHb Y TEKCTI po60TH Ha BCi
JKepesia i3 CIMCKY BUKOPUCTAHUX [KepeJi, Touo. [CHy04i Ha cboro/iHi nporpamHi 3aco6u 34aTHi 3amno-
6iraTu a60 BUSIBJSATH JIHILIEe He3HAYHY YACTKY BiJl MOXJIMBUX MOMUJIOK Ii€l rpynu. Cepes HUX MOXKJIUBO
BUJIJIUTU HACTYIHE:
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e (CucTeMHU NlepeBipKU Ha IJIariaT MOXYTb [lepeBipATH IPaBUJIbHICTb LUTYBaHHS JpKepeJl, HasgBHICTb I10-
CWJIaHb Ha CIMCOK BUKOPUCTAHUX JKepeJ, ajle Lie He € IX OCHOBHOIO QYHKIJi€l0 Ta NepeBipKa 3a J0NOMOI00
TaKUX CUCTEM BUKOHYETbCA B KiHIli HAlMCAaHHS POOOTH.

e Jlesaki TeKCTOBI NpoLeCOPU HaAAIOTh MOXK/IMBICTb KepyBaHHSA JpKepesaMy, 110 BKJIOYA€E y cebe aBTO-
MaTHU4YHe CTBOpeHHS Ta ¢opMaTyBaHHA 6i6siorpacdii, mocunaHb, NifiCBITKY HEBUKOPUCTAHUX JIXKePeJT; TAK0XK
JU14 IbOTO iCHYE cllellia/li3oBaHe NporpaMHe 3ab6e3neyeHHs.

e Tako0 TEKCTOBI MpoLecopu MOXyTb HaJlaBaTH iHIII pyHKIiOHANbHI MOXKJIMBOCTI, 1110 MOXYTb 3al06ir-
TH BUHUKHEHHIO MIOMUJIOK JAHOI IPYyNH, TaKi Ik aBTOMaTU4YHE CTBOPEHHS 3MICTy, MiIUCIB pUCYHKIB (3 ix
HyMepali€lo), TOILO.

[IpoTe, Ha NpakTULi 3a6e3MeYUTH BUKOPUCTAHHSA BHUIE ONUCAHUX QYHKIiOHAJBbHUX MOXJIUBOCTEN TeK-
CTOBHUX NpoliecopiB (abo cneliasizoBaHOro NporpaMHoro 3abesneyeHHs) Moxe 6YTH HEMOXXJ/IMBUM 3 Pi3HUX
NPUYMH: BiACYTHICTh MiATPUMKH Yy BCiX TEKCTOBHUX MPOLeCOpax, HECYMIiCHICTb HasiBHOTO y CTY/leHTa anapar-
HOT'0 UM NPOTPaMHOro 3a6e3MeyeHHs 3 TEKCTOBUM NPOL€COPOM, TOIL0.

Jlo rpaMaTUYHUX TOMMJIOK MOXJ/IMBO BiZiHECTH BCi MOMUJIKY, sIKi TOB'I3aHi 3 NOpyIIeHHSAM IpaBUJ Ipa-
Bonucy (opdorpadii Ta myHkTyauii), ctuictuuHi noMuakd. Ha cboropHi 6i/b1icTh TEKCTOBUX MPOLLECOPiB
Ha/laloTb BOY/0BaHI MOXJIMBOCTI NepeBipKM NPaBOIHUCY, y TOMY YMCJi YKPAaiHCbKOI MOBOIO, a /11 CUCTEM
koMm'oTepHoi Tunorpadii (takux sk TeX) icHyroTb BifjoBigHI po3mupeHHs. [lepeBipka NpaBONUCY Yy TeK-
CTOBHUX NpoLiecopax BBIMKHYTa 3a 3aMOBUYYBaHHAM, TOMy BOHa 3/laTHa 3aMo6irTH 6iJbIIOCTi TOMUJIOK AaHOI
rpynu (Xo4ya BOHA TaKOX MOXKe MaTH NeBHi HeJO/MiKU — HAlPUKJIa/J, He BiIOBiAaTU OCTaHHIN NpUNHSATIN pe-
Jakuil npaBonucy).

Ha ocHoBI faHoro orsily MoxeMo 3p06UTH BUCHOBOK, 1110 Y iHopMaliiiHiil cucteMi aHasni3y kBaJsidika-
LiMHUX POGIT AOLINBHO 30CcepeAUTHUCh HA NiATPUMLI BUSIBJIEHHS IOMUJIOK ePLINX JBOX IpyIl. Takox J01i1b-
HOI0 € NiTPUMKA BUABJIEHHA NOMUJIOK TPEThOI IPYIIH, ajle He y TOBHOMY 00CA3i: BapTO 30CepeUTHCh Ha CIle-
uudiyHUX /g IpeJMeTHOI ra/iy3i NpaBUJIax Ta NpaBUJ/ax, AKi He NiATPUMYOTbCA TEKCTOBUMHU MPOLLECOPAMHU
(HanmpukJaA, BiANOBiAHICTL OCTaHHIN pefakiii mnpaBonucy).

3a HasBHOCTI iHopMaliliHOI cucTeMU aHa/i3y Ta NepeBipKU KBajidikaLiliHUX pob6iT, pobounuil mporec
JUIJIOMHOT0 KepiBHUKa i3 CTyleHTOM MO)Xe OYAyBaTHCs HACTYITHUM YUHOM:

1. CTymeHT 3aBepllye HaNMCaHHSA JOKyMeHTalii kBasidikauiiiHoi po60oTH abo ii yacTUHU (HaNpUKJIaJ,
MeBHUHN po3Ain).

2. CTyzeHT caMocTiliHO MepeBipsie cBill.docx ¢aili 3 TekcTOM 3a fonoMororo iHpopMaLiiHOI CUCTEMU aHaMTi3Yy.

3. CTyaeHT BUNPABJISIE 3HANJeHi MOMUJIKU.

4. CTypeHT Haacuaae daill KepiBHUKY Ha epeBipKy.

5. KepiBHUK BCTaHOBJIIOE QaKT NePeBiIpKHU CTYAEHTOM CBOTO TEKCTY.

6. KepiBHUK nepeBipsie JOKyMeHTallil0 QOKYCyl0UMCh Ha TUX aclleKTax poO0TH, 1110 aBTOMAaTHUYHO He Nlepe-
BipAIOTbHCA.

[lepen npoxoAxeHHSIM HOPMOKOHTPOJIIO, Mic/isl 3aBeplueHHs KBalidikaniliHoi po6oTH, Moxe BigdbyBaTuUCA
dinasnbHa nepeBipka.

Omiag po3po6ieHoi iHpopManiiHOI CUCTEeMH aHAJTi3y Ta NepeBipKH.

B sixocTi npukiany iHbopManiliHoi cucTeMHy aHali3y Ta nepeBipKU KBanidikauiiHUX po6iT po3TJIsTHEMO
cucteMy, po3pobJieny aJjis po6it 3 IT cnenjanbHOCTER.

Apximexkmypa.

Po3pob6JieHa indopMaliilina cucTeMa peasisoBaHa y BUIISA/i KJIaCUYHOT0 Be63acTOCYHKY. [laHu# BUGip 06-
I'PYHTOBAaHO THM, 1110 Be63aCTOCYHOK B3araJi He IOTpe6ye OKpeMOro BCTAHOBJIEHHA CTyJeHTaMHU (1MOoTpibeH
JIMIe CydacHUH Be66pay3ep), TOMy NOMHUJIKK CYMiICHOCTI 3 HAsABHUM Y CTYZeHTa alapaTHUM Y4 IPOrpaMHUM
3abe3neyeHHSAM BUHUKHYTH He MOy Tb. KpiM Toro, y BUnaZiky Be63acTOCyHKY 3HAa4YHO CIPOILYEThCS MpoIec
OHOBJIEHHS, OCKIJIBKH € JIM1lIe OfiHe Miclie po3ropTaHHA (cepBep).

IHpopManifiHa cucTeMa po3pob6sieHa 3 BUKOPUCTAaHHSAM XMapHUX TeXHOJIOTiH Ta 6e3cepBepHOi apXiTeKTy-
pu (Tak 3BaHi 6e3cepBepHi 06UKUCIeHHS). B KOHTEKCTI peAMeTHOI ranysi aHanisy fJokyMeHTalii kBasidika-
LiMHUX pOOiT, 6e3cepBepHa apXiTeKTypa Mae€ K TEXHiYHi (COpolleHHs anapaTHOi iHppacTpyKTypH Ta onepa-
Lji{ 3 Helo, CIIPOIleHHs] PO3TOPTaHH:A), TaK | EKOHOMIYHI NepeBaru (OCKIJIbKYU CIJIAYYIOThCA JHIe Ae-PaKTo
CHOXKUTI pecypcH IiJi yac BUKOHAaHHS aHasizy) [5; 6].

OcHoBHa Jiorika aHasi3y peasnizoBaHa Ha miaTdopmi.NET moBoio nporpamyBanHs C#. 'padiunuii intep-
delic kopucTyBaua peasizoBaHo 3a gonomorow HTML/CSS, 3 iHTepakTUBHOIO JIOTiKOI0 peasi3oBaHOI0 Ha MOBI
nporpaMmyBaHHA JavaScript. CxeMaTH4YHe 306paKeHHS1 pOo3p06JIeHOI CUCTeMH, po36UTOI Ha KOMIIOHEHTH, Ha-
BeJleHOo Ha puc. 1.

[os10BHOM0O OAMHUIEI0 PO3OUTTS JIOTiKU aHaJli3y Ta epeBipKU HA KOMIIOHEHTH € cepBic. B koHTekcTi pos-
pob6JieHOr0 NpOrpaMHOro 3abe3nedyeHHsl, CEPBIC — Lie KOMIIOHEHT, IKUH peasli3oBye ofiHe abo eKijJibKa IpaBUJI
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aHaJtidy, 00’€JHAaHUX OJAHUM IIPeMETOM, 0 aHAMI3YEThCA. Hanpukiiaz, e Moxke OYTH cepBic aHasi3y MOCH-
JIaHb, CepBic aHai3y nyHKTYyarii, Tomo. CepBicu Mi>k CO6010 He B3aEMOZIIOTh, TOMY JIJIsl CIPOIIEeHHS TOBTOP-
HOT'0 BUKOPHCTAHHSA 3arajJlbHOr0 KOAY M cepBicaMM, TaKUU KOJ, BUHECEHO B OKpeMi KOMIIOHEHTH.

KoxxHoMy cepBicy aHani3y BiamoBizae ogHa 6e3cepBepHa QyHKIL s, AKa CAYrye My6aiYHO JOCTYIIHUM iH-
TepdericoM 0 HhOro. KoxkHa 6e3cepBepHa QyHKIisS 3aMyCcKaeThbCs 3a gonomorow HTTP-3anuTy, B Tisi ikoro
nepegaeTbcs.docx daia s aHasizy.
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Puc. 1. CxemaTH4He 306pakeHHsI KOMIIOHEHTIB pOo3p006JIeHOI CUCTeMU

BpaxoBy1o4u BullleonrcaHi 0COGJUBOCTI cepBepHOi YacTUHMU, KJIieHT (rpadiuHuil inTepdeiic) He MicTUTB
064U CII0BAIbHO CKJIAJHOI JIOTiKU: JTULIe BUKJIUKAE KOXKHY 6e3cepBepHy QYHKIL 0 (HaAcUIal0uu 06paHUil KO-
puctyBayeM.docx ¢aiiy) Ta Bifobpaxkae oTpuMaHi pe3yJbTaTH.

CepBepHa YacTHHa po3pobJieHol iHpopMaLiiHOI CHCTeMU PO3rOpHYyTa 3a JJOIOMOr0l0 XMapHOIo MpoBai-
Zepy Azure [7], a KJIIEHTCbKY YaCTHHY PO3rOPHYTO Ha cepBici po3MillleHHsI cTaTUYHUX cTopiHok GitHub Pages
[8]. O6uABI YaCTUHU PO3rOPTAIOTHCSI ABTOMATUYHO NPU BHECEH] 3MiH /10 TOJIOBHOI TJIKK PeNO3UTOPiI0 KOAY,
Jle BeJleTbCsl po3po6JieHHs iHopMariiiHoi cuctemu [9].

PeasizosaHi npasuia.

Ha MoMeHT HanucaHHs JaHOI po60TH, po3pobsieHa iHpopMaliiiHa cucTeMa aHali3y Ta nepeBipKU KBatidi-
KaliiHUX po6iT 3 IT cnenjasbHOCTelN peai3oBye AeB’ATh IPaBUJI, 3rpyIOBaHUX [0 CEMU CepBicaM.

Cepegic aHani3y nocuiaHs. CepBic aHanisy nocunanb peasnizoBye ofgHe npaBuyio REF01, sike nepeBipsie
HasIBHICTh MOCUJIaHb Ha BUKOPUCTAHI JpKepesia y TEKCTI po3Ainy uM kBadidikaliiiHoi po6oTu 3arasnoM. [Ipa-
BUWJIO MiATPUMYE nocuaaHHsA 3a crangaptamu JCTY [10] ta APA [11], BUKOHYIOUH iX MOIIYK 3a JONOMOTOI0
pery/sspHUX BUpasiB.

Cepegic ananizy po3mimku doKymeHnmy. [lanuii cepBic peasizoBye ABa npaBua LAY01 ta LAY02, aki ne-
peBips0Th 6a30Bi Ha/MAIITYBaHHS PO3MiTKH JOKyMEHTIB — BCTaHOBJIeHi po3Mip (BignoBiaHicTs popmaTy A4)
Ta M0Jisl CTOPiHKHU (BifMOBiAHICTE BCTAHOBJEHUM BUMOraM).

Cepegic ananizy npasonucy 2019-20 poky. [lanuii cepsic peanizoBye npaBuyio ORTO01, sike nepeBipsi€ Bij-
NnoBiAHicTh TekcTy KBasidikaniiiHoi po60TH 3MiHaM, 1[0 O6y/U BHECEHI 3 HOBUM YKpPalHCbKUM NpPaBONKCOM
2019-ro poky [12]. JouinbHicTh peanisalii JaHoro npaBusa 3yMoBJ€Ha THUM, 1110 3 HOBUM IIPaBOIKCOM OY/IU
BHeCeHi 3MiHU Y HallMCaHHSA C/iB «[IPOEKT» Ta npedikcy «Be6-», Ki AyKe 4acTo 3yCTPiualoThCA Y JOKyMeHTa-
uii kBasidikauiiHux po6iT 3 IT cnenianbHocTel. [lowyk 3acTapisioro HamKcaHHSA CJ1iB BUKOHYETLCS 3a J0I0-
MOTOI0 CIUCKY Pery/JsipHUX BUpasiB.

Cepegic aHai3y BUKOPUCMAHHA KAAbKU AH2/10MO0BHUX c/i8. [laHuiil cepBic peanizoBye npasusio ORTO02Z,
siKe TepeBipsi€ BiZCYyTHICTb KaproHiaMiB y TeKcTi kBasidikauiiiHoi po6oTu. Taki xaproHiamMu - yTBopeHi 3a
JLOIIOMOTr010 KaJIbKU aHTJIOMOBHHUX CJIiB, HAIPUKJIaJ, «[el0oi» — mouiMpeHi B ycHil MoBi B iHaycTpii IT, npoTe
JUJ1S1 TMCbMOBOI JJOKyMeHTallil IX BUKOPUCTaHHA € HenpunycTUMUM. [lomyk »kapronismis peasizoBaHo 3a Jj0-
MIOMOTOI0 CIIUCKY PeTyJIipHUX BUPas3iB, 1110 JONOBHIOETLCS NPU 3yCTpidi HOBUX GOPM Ha MPAKTUILL.

Cepeic aHai3y 6UKOPUCMAHHA CAi8 Y NPABUAbHOMY KOHmMekKkcmi. [lanuii cepBic peasizoBye npaBu-
jio ORTO3. /lane npaBuso € nofi6Hum go npasuna ORT02, asne TyT nepeBipsAlOTbCS NeBHi YKpaiHOMOBHI
CJI0Ba, fIKi 4aCTO BXXUBAIOTbCA CTYJeHTaMU y HeIPaBUJIbHOMY 3HaueHi ab60 KOHTeKCTi (HalpuK./1aJ, CJ1I0BO
«Jl0JAaTOK» ¥ 3HaUYeHH] «3acTocyHoK»). Ha flaHui Yac, 1je npaBUJ/IO peasli3oBaHO TiJIbKM 3a JJOIOMOI010 pe-
T'yJsIpHUX BUPa3iB.

Cepsic aHanizy 3miulygaHHsA cumaoie pizHux aaghasimis. [Januii cepsic peanizoBye npasuso ORT04,
siKe TepeBipsi€ BifCYyTHICTb 3MilllyBaHHSI CUMBOJIIB pi3HUX a/1$aBiTiB y 0HOMY CJOBi (HapuKJ/aJ, BUKOPU-
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CTaHHS «a» JATHHHULE 3aMicTb Kupwiauli). Take 3MillyBaHHSI MOXe BUHUKATH 3 Pi3HUX NPUYHUH (Le He-
060B’13K0BO € CTP060I0 06MaHYTH CUCTEMHU IIEPEBIPKU IIariaTy), TOMY € A0LiJIbHUM BKJIIOYEHHS TaKol nepe-
BipKH 710 po3po6sieHoi iHopMmauiiiHoi cucTeMy, s monepeHboI nepeBipky. /laHe mpaBuJIo peasi3oBaHO 32
JOIOMOI0X0 pery/sipHUX BUpasiB.

Cepegic anani3y nyHkmyayii. [lannuii cepBic peanizoBye fBa npasuia PNCO1 ta PNCO2Z, axi nepeBipsawTh
BUKOPHUCTaHY y TeKCTi kBasidikaniiiHoi po60TH MyHKTYaLilo, a caMe: KOPEKTHE BU/[iJIEHHS PO3/iJI0BUX 3HAKIB
Mpo6isiaMHi; BUKOPHUCTAHHS JIANOK-SIJIMHOK, SIKi € HAaW6i/bII MOIIMPEHUMH B YKPaiHCbKiN MOBI.

ExcnepyMMeHT.

Onuc ekcnepumeHmy.

s ekcriepyuMeHTa/IbHOI NepeBipkHu epeKTUBHOCTI po3pobJieHoi iHpopManiiiHoi cucTeMu BUpilIeHO BU-
KOHATH NepeBipKy po6iT MUHYIMX POKIB. fKIO Taka nepeBipka 3zaTHa BUSBUTH J0CTATHIO KiJIbKICTb MOMHU-
JIOK ¥ BXKe lepeBipeHux JoAbMU po60Tax, TO, BiAOBiAHO, po3po6/ieHe mporpaMHe 3a6e3neYeHHs 3JaTHE BU-
SIBUTH BCi I}ji HTOMHJIKM B aBTOMAaTUYHOMY PeXXHMi Ii/; 4ac HanmucaHHs po6iT, TAKMM YHHOM 3an06iriy ix nossi.

Henos1ikoM Takoro eKCliepuMEHTY € Te, 110 PO3MO/iJ BUSBJIEHUX MOMUJIOK MK paBUJIaMu Oyze Bifpis-
HATHCA Bif TOro, AKUH Oye OTpUMaHUK 3 BUKOPUCTAHHAM po3pobsieHoi iHpopMauiiHoi cucTeMu iz yac Ha-
MUCaHHA KBaTiQikamiiHuX po6it. lle moB’A3aH0 3 THM, 1110 E€BHI TUIIU TOMHUJIOK JIIOAWHI BUSBUTH JIETIIIE, HI2K
iHwIi; BiAMOBiAHO, Yy BX)Ke MPUHHATHUX po60TaX TaKi TUIM MOMUJIOK OYAYTh 3ycTpivaTucs pigwe. [IpoTe, gaHui
Hesl0JIiK He Ma€ BEJUKOT0 3HA4eHHs, a/pKe LIJIJII0 eKCIIEPUMEHTY € IPUHLMIIOBA NepeBipka eGeKTUBHOCTI
pPO3p06JIEHOT0 TPOrpaMHOro 3abe3ned4eHHs, TO6TO 3/4aTHICTb 3HAXOAUTH TIOMUJIKH B IIiJI0MY.

Jis1 mpoBeJileHHs1 eKCIIEPMMEHTY BUKOPHUCTAHO aKTyaJbHy Ha TOW MOMEHT BepCiro po3po6JieHOoro mpo-
rpamMHoro 3a6e3nedeHHsa 1.0.0-beta.2.2.1.

ExcnepumenmanwHi daHi ma ix nidcomoska.

B sikocTi BXifHUX JJaHUX JJ1s1 TPOBEJEHHS eKCIIEPUMEHTY BUKOPUCTAHO 64 6aKaJaBPChbKUX JAUIJIOMHHUX
MPOEKTIB, 10 BUKOHyBaauca y 2021 ta 2022 pokax y BOX Pi3HUX CTPYKTYPHUX NiJipo3/iaax.

Ockinbky 6aKasaBpChKi AUIIOMHI TPOEKTH GyJ/10 NpejcTaBieHo y ¢opmari.pdf, aHani3 sskoro He migTpu-
MYETBCS po3po6JieHor iHpopMaliifHO cHCcTEMOIO (apKe HOro MeTOI € aHasli3 BUXiAHUX QaliiB mifg 4dac
HanucaHHA KBaJji¢ikaliHoi po6oTy, a ¢opmar.pdf € kiHueBUM PopMaToM s MOJAaHHA pe3y/bTaTiB), BCI
¢daitsiu KoHBepTOBaHO y dopmMaT.docx 3a LOMOMOTOI CTOPOHHBOI'O 3aCTOCYHKY. TaKoX 3 OTpUMaHUX (aiiiB.
docx 6y/10 BUAA/IEHO eJIEMEHTH, SIKi He MiJJIAralTh aHali3y peasi3oBaHUMU MTPAaBUJIAMHU — TUTYJ/bHI apKyli,
CIHACKH BUKOPHUCTAHUX JpKepeJl, J0AATKH, TOLIO.

Pe3yarsmamu.

OTprMaHa CTaTHCTHKA 110 KiJIbKOCTI CIpaIjloBaHb KOKHOTO i3 MATPpUMyBaHUX po3po6ieHoo iHpopmManiii-
HOIO CUCTEMOI0 IIpaBUJI HAaBeJEHO Ha pUC. 2.
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Kon npaemna

Puc. 2. PesyasTaTH aHaj1isy
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Jani KoxkHe cpalfoBaHHS MPaBUJI OYJI0 MPOaHali30BaHO i po3MoiiieHo /10 oAHi€el 3 TPbOX HACTYHUX Ka-
Teropiu:

e icTtunHe cripauroBaHHA (1);

e XHOGHe CIpaIl0BaHHS, BUKJINKAaHE HeZ0/1iKaMHU po3po6ieHo] mporpamMHoi cucrtemu (X1);

e XHOGHe CIpall0BaHHS, BUKJINKAaHE HeZ0/1iKaMH BXiAHUX AaHUX (X2).

HagBHicTh TpeTboI KaTeropii BUKJIMKaHa THUM, 10 AaHi AJig NPOBeJAEHHA eKCIIepUMEeHTy KOHBEPTOBAHO
3 KiHueBux ¢aitniB popmarty.pdf, a He BUKOpUCTOBYBaIMCsA BUXifHI ¢aitin opmarty.docx. [Ipouec koHBep-
TaLil He 3aBX/AY MOXe [IPAaBUJIBHO BiITBOPUTU OPUTiHAJIIbLHY CTPYKTYPY AOKYMEHTY, TOMY 33 YMOBU BUKOPU-
cTaHHA BuxigHuX dainiB dpopmarty.docx, [UxX cripanoBaHb He Oy/10 6U OTpUMaHO B3araJi (JeTajlbHUH 0nuC
TaKHUX CpanioBaHb HAaBeJEHO AaJli).

OTpuMaHi pe3ysnbTraTH Kaacudikalii Bcix cnpaljoBaHb 3a ONMCAaHUMHU KaTeropisiMu HaBeJJeHO Ha pUC. 3.
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Puc. 3. Po3noAij oTpUMaHMX ClIpalll0OBaHb 3a TPbOMA KaTeropiaMu

062080peHHsA pe3yabmamie.

PosrisiHeMo oTprUMaHi pe3ysibTaTH AJi KOXKHOTO i3 peasi3oBaHUX MPaBUJIL.

BidcymHicmb nocuaaus (REF01). KinbKicTh OTpHMaHMX CIpall0BaHb JAHOTO MpaBUJIa JOPiBHIOE HYJIIO.
HysboBa KinbKicTh cripantoBaHb aHOTO MPaBUJIa HAa BXKe MPUHHATHUX po60Tax € 04iKyBaHOO, a/pKe BiJICyT-
HICTh Y TEKCTi MOCHJIaHb Ha BUKOPHUCTAHI /pKepesia JIETKO NepeBipseTbCs JIOAUHOIO, 1 Taka po6oTa He Oyze
JLOMYIEHOI0 10 3aXUCTY.

Po3mip cmopinku (LAY01). IlepeBipka po6iT Ha BiAIIOBiIHiCTb po3Mipy cTopiHKH PpopmaTy A4 cripaitoBa-
Ja 19 pasiB. [licsis aHani3y maHi cipaifoBaHHs BijHeceHO 10 KaTeropii «X1», TO6T0 BUKJIUKaHUX HeZoTiKaMU
po3pobsieHoi iHpopmariifHoi cucTeMu. lle MoOB’s13aHO 3 0COGJIMBOCTAMHU BHYTPIIHBOTO NMoAaHHA.docx dairy,
y SKOMY PO3MipH CTOPiHKH 36€epiraroThes y ABaALIATHUX YaCTHHAX MyHKTY [13].

OCKiJIbKY OfHA ABaAIATA YaCTHUHA MYHKTY Mpu6au3Ho AopiBHIoe 0.0017 cantumeTpa (1/1440 mroimy),
po3pobIieHe porpaMHe 3a6e3neyeHHs] TOBUHHO NEPEBIPSTH BiJITOBiIHICTb pO3Mipy CTOpPIHKHU 3 JJOCUTH Be-
JINKUM JONyCTUMHUM BiXUJIeHHAM (Y ABaJLATHUX YaCTUHAX MyHKTY) Bi/Jl 3Ha4Y€Hb, 110 BiZNOBial0Th po3Mipam
dopmaTty A4.

Iloss cmopinku (LAY02). [laHe mpaBuUJIO CITPAIIOBaJIO AJisl KOXKHOI po60TH i3 Hab0opy eKcliepuMeHTaJIbHUX
JlaHuX. Bci cripanoBaHHSA BiZjHECEHO 10 XMOHUX CIIpall0BaHb, BUKJIWKAHUX HeJ0JIiKaMHU BXiJHUX JAaHUX (Ka-
Teropis «X2»), OCKiJIbKY, SIK I0Ka3aB aHaJli3, BUKOpHCTaHe [ KoHBepTalii 3.pdf y.docx mporpamHe 3a6e3re-
YeHHS HellpaBUJIbHO PO3Mi3Haso N0/ JOKYMEHTIB.

IIpagonuc 2019-20 poky (ORT01), sukopucmaHHs Ka/1bKu aH210M08HUX caie (ORT02). Bci oTpumaHi
CHpanloBaHHA [BOX IPaBUJI € ICTUHHHUMH.

BukopucmaHnHsa ciaie y HenpaguibHOMYy kKoHmekcmi (ORT03). BisiblicTb OTpUMaHHUX CIpaIloBaHb Ja-
HOTO IpaBuJja € ictThHHUMHU. HeBesnka yactrHa (6s113bko 2%) cripalloBaHb BifjHeceHO A0 KaTeropil «X1»,
TO6TO BUKJIMKAHUX HEJOTIKAMH PO3P0G6JIEHOT0 MPOrpaMHOro 3a6e3nevyeHHs.
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i BUNIpaB/IeHHS 3a3HaUYE€HUX XMOHUX CIPAll0BaHb, HEOOXIHO YAOCKOHAJIUTH BUKOPHUCTOBYBaHUM pe-
TYJASIpHUE BUpPa3 AJs CJI0BA «A0AATOKY», BiZicikalour MOCU/IaHHS Ha J0AATKHU 10 PO6OTH, L0 MPOHyMepoBaHi
JiTepaMHu.

3miwyeanHa cumeosie pizHux aagpasimie (ORT04). binzbko 33% cnpalBaHb JaHOTO MpPaBUJIA BU-
KJIMKAHO HeJloJ1iKaMHU NMPOrpaMHOro 3abe3neyeHHs, BAKOPUCTAHOrO s KoHBepTalil ¢pannis.pdf y.docx, ski
NIPU3BeJIM [0 CKJIEIBaHHA JEKIJIBKOX CJIiB y OJHe CJI0BO.

Budinenna nynkmyayii (PNC01). CipaijtoBaHHs, BilHECEH] 10 KaTeropii «X2», BUKJIMKaHI BUIIle OMUCa-
HUM HeJl0/1ikoM KoHBepTalii ¢paiiB y popmaT.docxk, SKUH NPHU3BOAUTB JI0 CKJIEI0BAHHS CJIiB. 3a IX BUKJIIOYEH-
HAM, lepeBaXkHa GisbIIicTh cnparjoBaHb (98%) BizHeceHo A0 KaTeropii «X1», y 3B’3Ky 3 XUOHUM CHpaljio-
BaHHAM NpaBUJIa Ha UG PHU PoOiT, 1[0 HABOAATHCS HA KOXKHIHM cTOpiHL.

Bukopucmati aanku (PNC02). biu3bko 40% cnpanoBaHb JAHOT0 MpaBUJia BigHeceHO A0 KaTeropii «X1».
1li xu6Hi ciparjoBaHHsA BUKJIMKAHI JIICTUHraMU KOAy, IKi aBTOPH PO6IT HABOAW/IN ¥ TEKCTI — OCKiJIbKM MOBH
NporpaMyBaHHs NiATPUMYIOTb JIMLIE OJAWH BUJ, JANOK JJs PSAKOBUX JIiTepasiB, ie IPU3BOAUTE 0 XUOHUX
cnpaloBaHb. BUNIpaBUTH 1je MOXKJIMBO 32 JOMOMOTOI0 [[0[aTKOBOTO aBTOMATUYHOIO IOINEpPeJHbOr0 06po-
OJIEHHSI TEKCTY POOOTH, 110 Oy/e 3HAXOAUTH Ta BUAAJSTH JIICTUHTH KOAY.

BHCHOBKM.

[IpoBeeHni aHa/i3 OTOYHOIO CTaHY aBTOMAaTH3alil mpouecy nepeBipku kBaaidikaLifHUX pobiT Moka-
3aB JIOLJIbHICTb pO3p06JIeHHS Crieljia/li3oBaHUX iHPopMaLiiHUX CHUCTEM JJIs1 aBTOMATHU3aIlil I[bOT'0 MPOLECY.
Y panbHil nepcnekTuBi Taki iHQopMaLiitHi cucTeMH, Y TOMY YHCJI, MOXKYTb IOBHICTIO 3aMiHUTH NPOLEC Pyd-
HOI'0 HOPMOKOHTPOJIIOBaHHS /151 KBasTidikaliHHUX pooiT.

B faHoMy mociimkeHHi po3risiHyTO Kiaacudikalilo MOMUJIOK, [0 MOXYTb JONYCKAaTHUCS CTYAEHTaMH Py
HanucaHHi KBamidpikanifiHUX po6iT, Ta MOKJIMUBICTD {X 3aM06iraHHs Ta BUABJEHHS iCHYIOUYMMHU iHCTpyMEHTa-
mu. Ha fjaniit ocHOBi cdopMyiboBaHO BUMOTH /10 iHGOpMaLiHHUX CUCTEM aBTOMATHUYHOI MepeBipKU KBaJIi-
dikaniiHUX po6iT, a caMe BU3HAYEHO Ti KJIaCH MOMUJIOK, Ha 3amno6iranHi Ta BUsBJIeHHI SkuX Taki [C MawoTh
crenianisyBaTuUcH.

B sixocTi npukJagy po3pobsieHo iHpopMaLiiHy cucTeMy aHasi3y kBasiidikaninHux pobit 3 IT cnenianb-
HOCTeH, 1[0 peasi3oBye 9 npaBuJ BUSBJIEHHS MOMUJIOK. [HpopMarliiliHa cucteMa no6y0BaHa y BUIVIAAI KJa-
CUYHOTO Be63aCTOCYHKY, 3 BAKOPHUCTAHHAM XMapHHUX OGe3cepBepHUX TexHoJsorid. Takuil BuGip o6rpyHTOBa-
HUHM TeXHIYHUMHU (CHPOIIEHHS PO3TOPTaHHSA, BiJICYTHICTb HEOOXiAHOCTI B HaJalITyBaHHI Ta MOHITOPUHTY
cepBepy), opraHizaliiHUMU (CTyZleHTaM He MOTPiGHO BCTAHOBJIIOBATU NMpOrpaMHe 3abe3nedyeHHs [Jis aHa-
J1i3y, HEMa€e HeoOXiZHOCTI y BUpiLIeHH] npo6sieM cyMicHOCTi) Ta eKoOHOMIYHHUMH (6isbiicTh yacy IC He BUKO-
PHCTOBYETHCS, a 6e3cepBepHa TEXHOJIOTA JJa€ MOXKJ/IUBICTb CIJIAYyBaTH JIMIIE 32 aKTUYHO CIOXKHUTI pecypcH)
repeBaraMu TakKol apxiTeKTypH.

[IpoBeseHa ekcriepuMeHTa bHA NepeBipka epeKTUBHOCTI po3pobsieHoi iHpopMarifiHol cucTeMu aHasi3y
kBasidikaniiHux pobiT nossiraja y BUKOHaHHI aHaJi3y KBasidikalilHUX po6iT MUHY/IMX pokiB. [lepeBipka
WicTAecAT YOTUPbOX POBIT, BAKOHAHUX CTYI€HTaMH MPOTArOM JBOX POKIB y IBOX Pi3HUX CTPYKTYPHUX IiJ-
po3isax, BUsIBUJIA JOCTATHIO KIIBKICTh iCTUHHUX CIIpalloBaHb 6i1b1IOCTi peasizoBaHux npaBuJl. Lle o3Hauag,
10 BUKOPUCTaHHSA crneniasizoBaHoi iHpopManiiiHoi cucTeMu epeKTUBHO BUSIBUJIO i 3a106iryio 6U LIKM IO-
MUJIKAM Ie Nif Yac HanucaHHA KBatidikaliiHuX poobiT.

Po3po6JieHa iHdpopMariiHa cucTeMa aHati3y KBasidikal[ilHUX po6iT Mae 3HAYHHUHN MOTEHLiaa AJis IMOo-
JaJIbLIOTO PO3BUTKY, HAIPUKJIAL:

® 3MeHIUEHHS KiJIbKOCTI XMOHUX CIpaLlOBaHb iCHYIOUHX MPaBWJI, HAPUKJIAJ, 33 PaxyHOK po3po6JeHHS
MeXaHi3My aBTOMaTH4YHOTrO BUKJ/IIOYEHHS NPOrPpaMHOTro KOAY 3 aHaJi3y;

® P03po6JIeHHS HOBUX ITPaBUJI JJIs BUSIBJIEHHS Ta 3a106iraHHs MOMUJIOK 0pOpPMJIEHHS, FPaMaTUYHUX I10-
MUJIOK, Y TOMY YHMCJIi, 31 3aCTOCYBaHHSIM MeTO/iB 06p06IeHHS IPUPOLHOI MOBY;

e BIIPOBa/PKEHHS HOBUX TUIIB aHaJi3y — HANPUKJIAJ, BUABJIEHHS TEKCTiB, HAIMCaHUX 3a AONOMOIOI0 3a-
c06iB IITYYHOIO iHTENEKTY;

® pO3LIMpPEeHHs CYNpPOBiJHOI 10 aHaMi3y QYHKI[IOHAJIBHOCTI — HANMPUKJIAJ, aBTOMAaTU4YHe BUIPABJIEHHS
JesIKUX IOMUJIOK.
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MOJE/JIIOBAHHA BIIVIMBY YAT-BOTIB HA OCHOBI LITYYHOTO IHTEJIEKTY
HA AKICTb BULIIOT OCBITH METOJAMU CUCTEMHOT'O AHAJII3Y

Hare docaidxncenHs do38045€ oyiHUMU 8NAUE 2eHEPAMUBHUX Yam-60mie Ha OCHO8I WMYy4HO20 [HMeeKkmy Ha AKicmb
suujoi oceimu, epaxosyryu ik akademiuHo do6povecHy, mak i akademiyHo HedobpouecHy HA84abHI JisiabHOoCmi. OCHO8HA
Mema docaidxceHHs noasieae 8 momy, wjob 3anponoHysamu epekmusHi cmpamezii 045 nokpaujeHHs skocmi suwjoi oceimu e
YMO08ax CmpiMKO20 po38UMKY WMY4HO20 [HMe1eKmy.

Y docaidxcenni sukopucmano deoemantuti Memod ModugikosaHozo MopHo102iuH020 aHai3y ma .mMemod KO2HIMUBHO20
Modeat08aHHsL. L]i cucmemHi nidxodu 3a6e3neyunu KOMNJAEKCHY 0CHOBY 0151 AHA/I3Y CKAAOHUX 83AEMOOiUl Mide cmydeHmamu,
2eHepamMueHuUMU Yam-6omamu ma oceimHimu npakmukamu. BukopucmaHns kom6iHosaHoz20 nidxody cnpusiio gyHoameH-
Ma/abHOMY PO3YMIHHIO NP0o6.1eM, W0 po32110armucsl, 0038051H04U 611bW pemebHO 8USHUMU NOMeHYIliHI piuleHHs.

YHikaabHicmb daHo20 00cAIdxHceHHS hoasiea€e Y 8UBHEeHHI KOHKpemHOo20 enaugy 4am-6omis Ha sikicms euwjoi ocgimu ma
enposadiceHHi KOHkpemHux cmpameziil 01 nidsuweHHs pisHs1 oceimHbo20 npoyecy. llikagoio i ka10108010 ocobausicmio €
me, wo 04151 060X Memodie CUCMEMHO20 AHANI3y UKOPUCMO8Y8AIUCL Mallxce IdeHmuy4Hi 6a308i daHi. Hesgajxcarouu Ha 8UKO-
puUCmMaHHs pisHuUXx nioxodis, pesyabmamu 060X Memodie 8UA8UAUCS AUBOBUNCHO CXOHCUMU, W0 8IOKpUBAE W1AX 00 KOMOIHY-
8QHHS MA NOPIBHSIHHS PIZHUX MAMEMAMUYHUX Memodig8 CUCMEeMHO20 aHAAI3Y 0151 00caidxceH s 6Yydb-sKUX THWUX 2aay3etl
3HaHb. 06udea Memodu 8Kasau HA Matixce ideHmuyvHi cmpamezii 04151 nokpaweHHs skocmi suwjoi ocgimu, ujo niomeepaoicye
BUCOKY sIKicmb po3pob.ieHux Modeell | dae MoxcAu8icms 00HO3HAYHO nputimamu edpeKmueHi piuleHHs1 HayKo8o-nedazoziu-
HOMY NepcoHa/y 8UWUX HABYAAbHUX 3aKAA0I8.

Y pesyabmami docaidxiceHHs1 6yn0 nobydosaHo epekmusHi cmpamezii 04151 nokpawjeHHs ikocmi suwoi oceimu wsaXom
MiHIMI3ayil HezamueHUX HACAIOKIB, N08’A3AHUX 3 3/108MHCUBAHHAM YamM-60mamu cmydeHmamu, i makcumizayii HaA84aIbHUX,
npakmMu4Hux i HQyKosux nepesae, siki MOJ¥CHa ompumamu 8i0 83aemMo0ii y4acHUKi8 HA84a/IbHO20 Npoyecy 3i WMyvHUM iHme-
J1leKmom yam-6omia. Pezysomamom mModea08aHHs € p03po6Ka 080X 83AEMON08’I3aHUX Modeell, SKI 8US8UU YUCEAbHY iE-
papxit egpekmusHocmi 0c8imHix empyuaHs 0151 NOKpaweHHs skocmi euwjoi oceimu. 15 iepapxis 0iti Moxce cayxcumu yiHHUM
iHcmpymeHmoMm 0415 nedazozie i Gymu pekoMeHA08aHOK 0151 BNPOBAOHCEHHS 8 cucmeMy suwoi ocgimu.

Kawou4osi caoea: sikicms suwjoi ocgimu, mopgoio2ivHull aHai3, koeHImusHa kapma, KO2HimugHe Mo0ea8aHHS, Npu-
liHamms piwieHb, cucmeMHull AHAI3.

MODELING BY METHODS OF SYSTEM ANALYSIS THE IMPACT OF CHATBOTS
BASED ON ARTIFICIAL INTELLIGENCE ON THE QUALITY OF HIGHER EDUCATION

The given research allows assessing the impact of artificial intelligence-based generative chatbots on the quality of higher
education, taking into account both academically ethical and academically unethical educational activities. The primary aim
of the study is to propose effective strategies for enhancing the quality of higher education in the rapidly developing landscape
of artificial intelligence.

The research employs a two-stage method of modified morphological analysis and cognitive modeling. These systematic
approaches provide a comprehensive foundation for analyzing complex interactions among students, generative chatbots, and
educational practices. The use of a combined approach contributes to a fundamental understanding of the addressed issues,
enabling a more thorough exploration of potential solutions.
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The uniqueness of this research lies in the examination of the specific influence of chatbots on the quality of higher education
and the implementation of specific strategies to elevate the level of the educational process. An intriguing and key feature is
that both methods of system analysis utilized nearly identical basic data. Despite employing different approaches, the results
of both methods turned out remarkably similar, paving the way for combining and comparing various mathematical methods
of system analysis in researching other knowledge domains. Both methods indicated almost identical strategies for improving
the quality of higher education, affirming the high quality of the developed models and providing clear guidance for effective
decision-making by the scientific and pedagogical staff of higher educational institutions.

As a result of the research, effective strategies were formulated to enhance the quality of higher education by minimizing
the negative consequences associated with students' misuse of chatbots and maximizing the educational, practical, and
scientific benefits derived from the interaction between participants in the educational process and artificial intelligence
chatbots. The modeling outcome involves the development of two interconnected models that reveal a numerical hierarchy of
the effectiveness of educational interventions for improving the quality of higher education. This hierarchy of actions can serve
as a valuable tool for educators and is recommended for implementation in the higher education system.

Key words: quality of higher education, morphological analysis, cognitive map, cognitive modeling, decision making,
system analysis.

1. IlocTaHOBKa Np06GJieMH Ta MeTa AOC/TiAKEeHHS.

Buia ocBiTa € KpUTUYHO BaXKJIMBUM KOMIIOHEHTOM CYCHIJIBHOI'O PO3BUTKY, 1110 Ha/IA€ JIIOAAM 3HaHHS, Ha-
BUYKHU Ta KBaJidikauiro, HeoOXifgHi A5 ocobucToro ta npodeciiinoro 3pocranHsa. OAHUM i3 BU3HAUYHUX ac-
MeKTiB rajsysi BULIOI OCBITH, sIKa pO3BUBAETHCS, € iHTerpallisi TEXHOJIOTiN B OCBiTHI poLecu.

YaTt-60TH, 10 6a3y0ThCA HAa TeXHOJOriAX mTy4yHoro inTesnexty (1UII) i 06po6ku npupoanoi mosu (NLP),
CTaJ/I¥ LiHHUMU iHCTPyMeHTaMU B pisHUX cdepax, BKJIOYAIUU BULLY ocBiTy. YaT-60TH - Lje KOMIT' I0TEpHi Ipo-
rpamu, Npu3HaydeHi AJid iMiTalii Jito/]cbKOI pO3MOBHU Ta HaZJaHHS aBTOMAaTUYHUX BiiNOBiZiell Ha 3aNKUTH KOpPUC-
TyBayiB. 3HAaUHUU TEXHOJIOTIUHUM NPOPHUB 3/[iIICHUIN Ir'eHEPATHUBHI YaT-60TH HA OCHOBI IITYyYHOTO iHTEJIEKTY,
taki sik Chat GPT (OpenAl), Bard (Google), Bing Chat (Microsoft), Perplexity Al, YouChat, Chatsonic, Aria Ta 6a-
raTo iHmux. Xo4ya 0CHOBHOI QYHKI[i€l0 reHepaTUBHUX 4aT-00TiB € iMiTallist cIiBpO3MOBHUKA-I0JUHH, BOHU
MOKyTb BUKOHYBATH Aiy»ke 6araTo 3aBAaHb. Hanpukiaz, nucaTy i HaJarofpkyBaTH KoJ, IporpaM; BiAnoBsizaTu
Ha TeCTOBi MUTaHHS 3 MOSICHEHHSIMU; TeHepyBaTH Oi3Hec-ifel; mucaTu Bipuii, TBOpH, CTATTi, TEKCTH IiCEHb;
NepekKJa/laTy, IepenycyBaTH Ta pe3loMyBaTH TEKCT; eMyJII0BaTH cUcTeMy Linux; MogestoBaTH 1iiji 4aTy; rpa-
TH B TaKi irpy, IK «<XpeCTUKHU-HYJIMKW»; 3MOZeJII0BAaTH OaHKOMAT; HaZlaBaTH MICUXOJIOTI4HI KOHCY/IbTaIil; po3-
nisHaBaTH 300paykeHHs; BUPIiLlyBaTH MaTeMaTH4Hi 3a/ayi Ta 6araTo iHmoro [1-5].

3B’s130K 4YaT-60TiB Ha OCHOBI LITYYHOT0 iHTEJIEKTY 3 BUILOIO OCBITOI0 € HEMUHYYUM, TOMY iCHY€ TOTpeba Kpu-
TUYHO BUBYMTH iXHIH BIJIUB Ha AKiCTh ocBiTH. Lle mociimkeHHs nparHe HaJaTH iHpopMallilo Ta peKoMeHAAIil
JUIsl HaBYa/IbHUX 3aKJIAZiB, IKi, XOUyTb LIbOT'0 YU Hi, 3MyIlIeHi B3aEMOZIAATU 3 HOBOIO pPeasbHICTI0, KOJIM CTYJIeHT
CTa€ OJHUM LIiJIUM 3 4aT-60TOM, i CTa€ He 3p03yMiJIo, Jie CpaBXKHi 3HAHHA CTY/AEHTA, | B YOMY BOHH NOJIATAIOTb.

2. Buksiasy 0CHOBHOI0 MaTepiajy JOC/iJKeHHs.

2.1.1llkaj1a BUMipIOBaHHS B3a€EMOBIIJIMBY a/IbTEPHATHUB.

Yci BIMBU BePIIMH OJjHA Ha OJHY Bifj0yBaloThbCs Ha iHTepBaJi [-1; +1]. Bary ko>KHOro BIJIUBY GYyZeMO
po3ymiTu Tak (Tab. 1):

Ta6aung 1
Mipu BILIUBY

Jly>ke CUJIbHO HEraTUBHUI BILJIUB [-1;-0.8)
CHUJIbHO HETaTUBHUU BILJIUB [-0.8; -0.6)
JlocuTb HeraTUBHUH BIJIUB [-0.6; -0.4)
[ToMipHO HeraTUBHUM BIJIUB [-0.4; -0.2)

Jlerko HeraTUBHUU BIJIUB [-0.2; -0)

[IpsiMoro BILJIMBY HEMAE {0}

Jlerko no3UTHUBHUU BIJIUB (0; +0.2]
[ToMipHO NO3UTHUBHUI BIJIUB (+0.2; +0.4]
JlocuTh NO3UTUBHUI BIJIUB (+0.4; +0.6]
CHUJIBHO MO3UTHBHUN BIJIUB (+0.6; +0.8]
Jly>ke CUJIbHO NO3UTUBHUH BILJIUB (+0.8; +1]

2.2.Mopae/ib Ha OCHOBI MeTOAy ABOeTanHOro Moau¢ikoBaHoro Mop¢o10ridyHoro aHaaisy.

2.2.1. Onuc napameTpiB Mop¢oI0riYHUX TAG/IMLb.

Jis mocutipKeHHST HaIlol TEMAaTUKHU 3aCTOCYEMO METO/I ABOETAMHOTO MOANiKOBaHOT0 MOPOJIOTIHHOTO
a”asizy (MMMA) [6-9]. EkcnepuMeHTasbHa MOJiesib 06'€KTa 6ye 3acHOBaHa Ha MOPQOJIOTIUHUX TabIULISAX
3 [IBOX XapaKTepUCTUYHUX NIapaMeTpiB, KOXKeH 3 IKUX Ma€ CBOi aJIbTepHAaTHUBHI clieHapil.
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Yci napameTpu MopdosioriyHoi TabuIi € AKICHUMHU 33 CBOEI MPUPOAOI, TOOTO aJbTEPHATHUBU TaKUX
napaMeTpiB NPUHIUIOBO (AKiCHO) BiApPi3HAIOTHCA MiX 06010, i Mi’K TAKMMH aJbTEPHATUBAMH HEMOXKJINBO
BCTAaHOBUTHU BiJHOLIEHHA IlepeBary, K AJid KIJIbKICHUX IapaMeTpiB.

Yci mapameTpu € pesieBaHTHUMH, TOOTO apaMeTp NOBUHEH 3aJieXkaTH abo BIJIMBAaTH HAa X04a 6 OJMH iH-
MK mapaMeTp. Y paMkax JAeTasisalii, ika o6panHa Jijis 33/1a4i, 3 mapaMeTpiB, HA OCHOBI IKMX BU3HAYAETHCSA
BIJIMB Ha SIKiCTb BHILOI OCBiTH, 6YJI0 BUIY4YEHO yCi HepeJieBaHTHI aJIbTepHATHUBH.

Y nep)kaBHUX Ta YHIBEPCUTETCHKUX JOKYMEHTAX, MiApyYHUKaxX Ta iHIIUX [pKepesiax [10-12] moxkHa 3HalTH
JleKiIbKa IeCATKIB mapamMeTpiB AJis OI[iHKH SIKOCTi BUINOI OCBITH, ajie B KOHTEKCTI Haloi 3aa4i 6ysio migiopa-
HO TPUHALSTh peJIeBaHTHUX NOKAa3HUKIB ePEeKTUBHOCTI CTYZEHTChKOI HaBYaIbHOI AisinbHOCTI (Tab. 2).

Tabaung 2
Mopdonoriyna Ta6auns nepmoro etany MMMA (Mop¢osioriyHa Ta6/ 1ML cueHapiiB)

BriuB 4aT-60TiB Ha OCHOBI IITYYHOIO IHTEJIEKTY Ha SIKiCTh BULILOI OCBIiTH

MeTa BUKOPUCTAHHS 4aT-60TiB CTyAeHTaMHU CTyZleHTCbKi NOKa3HUKHU ePeKTUBHOCTI HaBYaJIbHOI AiIIbHOCTI

1.1. CucyBaHH4 i XaJlaTHICTb Y HABYaHHI 2.1. OniHKU CTyAEeHTIB

1.2. CaMOpO3BUTOK, HaBYa/IbHA KOMYHiKalid, |2.2. Po3yMiHHA HaBYaJbHOTO MaTepiaay
YAOCKOHaJIeHHS] HABUYOK

2.3. ba3oBi npakTUYHI HaBUYKH, 34006YTi Mij Yac HaBYaHHS

2.4. HaBruuku KPUTHUYHOTI'O, TBOPYOI'0O Ta HE3aJIEXKHOI'O MUCJIEHHSA

2.5. 3anam’saToByBaHHA iHpopmanil

2.6. llIBUAKiCTh BUKOHAHHS HaBYaJIbHUX 3aB/laHb

2.7. locnijHunbKa MalCTEPHICTb

2.8. BigBiyBaHiCTb 3aHATH Ta aKTUBHICTb HAa HUX

2.9. 3naTHicTb edeKTHBHO NepesiaBaTH JYMKH YCHO i TMCbMOBO

2.10. CniBnpans Ta KoMaHHa po6oTa

2.11. AZanTUBHICTb Ta CTIMKICTb /0 HOBUX CUTYyaLlill Ta BUKJUKIB

2.12. Opranisanis yacy (TaiiM-MeHe/>KMEHT)

2.13. TexHosiOTiYHA KOMIIETEHTHICTh

Ha ocHoBI mpxepen mpo reHepaTHBHI 4aT-60TH Ha ocHOBI LI [3-5] Ta ekciepTHOTO aKTya/JIbHOTO HAaBYaJlb-
HOT0 CTYJIeHTChKOTO JIOCBily OYJ/I0 Bi1i6paHO AeB’sTh CIOCO6iB KOHTPOJIIO IKOCTi BUL[OI OCBITH (Tab. 3) B KOH-
TEKCTi BUKOPUCTAHHA CTYeHTaMH 4aT-60TiB. AJIbTepHATUBY NapaMeTpiB € B3AaEMOBUKJ/IIOUHUMHY, 110 GyJI0
BpaxOBaHO NPU MPOBEJIEHHI MPOIeypU EKCIIEPTHOTO OL[iHIOBAaHHS I0YaTKOBUX HAOJ/IM>KEHb TapaMeTpiB pH
eKCIIepTHOMY OL|iHIOBaHHi MOMapHUMH NOPiBHAHHAMU. MHOXHHA a/IbTEPHATHUB € TIOBHOIO.

Tab6aung 3
Mopdonoriyna Taéauns gpyroro erany MMMA (MopdoJioriyHa Ta6/IMIA cTpaTerin)

Cnoco6u KOHTPOJIIO IKOCTi BUIILOI OCBITH B KOHTEKCTi BUKOPUCTAaHHA CTYAE€HTaMHU 4YaT-6GOTiB

3.1. BukopucTaHHs 4aT-60TiB B HAaB4YaJIbHUX IpOrpaMax NpejMeTiB

3.2. 3a60poHa BUKOPHUCTAHHS I'a/PKETIB Mifl 4ac 0YHUX KOHTPOJIBHUX POGIT i CYBOPHUI KOHTPOJIb

3.3. YcHi onuTyBaHHA BiY Ha Bid

3.4. OniHI0BaHHS 32 TBOPYUMHU iHAUBIAyaIbHUMHU YHIKaJbHUMU po60TaMU

3.5. BukopucTaHHS cHeliaJbHOT0 KOHTPOJIIIYOro IPOrpaMHOro 3a6e3neyeHHsl B YMOBaX AUCTAHILIHOI0 HAaBYaHHS
niji Yac KOHTPOJIbHUX POBIT

3.6. YcyHeHHd ryMaHiTapHHUX ab0 TeCTOBUX 3aBJlaHb B IKOCTi C1IOCOG6IB OIiHIOBaHHSA CTYZ,eHTIB

3.7. Bumora JJoTpUMaHHs CHeljaIbHOT0 CTUIII0 0QOPMIIEHHS POGIT, AKUN 4aT-60TH He 3MOXKyTh IOBTOPUTH

3.8. HanrcaHHsI KOHTPOJIbHUX POGIT BiJi pyKH Nepesi KaMepolo, sika QiKCYe pYKH Ta 06JIUYYs

3.9. CyBopi yacoBi 06MexeHHSs JJisl HAallMCaHHS KOHTPOJIbHUX POOiT

2.2.2. llepmimii etan MMMA.

JlJ1s moYaTKy OI[iHMMO MOYaTKOBi HMOBIpHOCTI aJibTepHATHUB. [0JI0BHA MeTa IepIIoro eTany Mop¢oJioriy-
(i)
j
), j€1l,n napamerpa «MeTa BUKOPUCTAHHS 4aT-60TiB CTY-

HOT'0 aHaJli3y — OTPUMAaTHU NO0YAaTKOBI HaGIMKEHHS pf') JlJIs UMOBIpHOCTEN KOXKHOI 3 a/IbTEPHATUB a;  Xapak-
M icln

> 9

JIeHTaMH» eKCIIepTaMU HaJJa€ThCs OL[iHKa pg') . lns anbrepHaTuBU «1.1» o6pasu 3HayeHHs 0.8, 3HAIOYH 11[0

B OCHOBHOMY CTYZI€HTH BUKOPUCTOBYIOTb YaT-00TH /JIs1 CIUCYBaHHS i XaJTypH, AJIs1 «2» Bi/INOBiAHO 3HA4YEH-

TEePUCTUYHUX NapaMeTpiB. [l1g aibTepHATUB a
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Hea 0.2. [na anbrepHaTuB napaMmetpa «CTyAeHTCbKI MOKa3HUKU ePEKTUBHOCTI HaBYa/lIbHOI Ai/IbHOCTI» BU-
KOPHUCTAIU PiBHOMIPHUH PO3MOALI, TOGTO OAHAKOBY UMOBIPHICTB ZJIs1 KOXKHOI HOT0 a/ibTepHATHUBU. OCKiJIbKU
MU He MO>KeMO allpiopHO OTPUMATH afleKBaTHI OL[iHKY HMOBIpHOCTEH, BAKOPUCTAHHA eKCIIepTHOI NpoLueaypHy
JUISl IbOTO HE € paljioHaJbHUM 4Yepe3 3HAaYHYy HEBU3HAYEHICTb OIiHOK i 4epe3 ix 6/U3bKicTh. Y TakoMy BHU-
najKy pesysabraT po6otru MMMA Haj napamMeTpoM «CTyAeHTChbKi MOKa3HUKK epeKTUBHOCTI HaBYaJIbHOI [i-
SAJIBHOCTi» Oyzie 6a3yBaTUCh BUKJIIOYHO Ha BUKOPHUCTAHHI MaTPHUIli B3aEMO3B'sA3KiB a/IbTEpPHATHUB NMapaMeTpiB
i cTaHe OHUM i3 BaXKJIMBUX pe3yJIbTaTIiB JAHOT0 JOCHipKeHHS.
HaBegeMo orjiHeHy y»xe HOpMOBaHy MopdosoridyHy Tabauno (Tab. 4).

Ta6bauus 4
IloyaTKoBi HMOBiIpPHOCTI a/JIbTEPHATUB
MeTa BUKOPUCTAHHS 4aT-60TiB cTygeHTaMu | CTyaeHTChbKi NOKa3HUKH ePeKTUBHOCTI HaBYaJIbHOI AisIJIbHOCTI
Homep aspTepHaTHBU HmoBipHicTD Homep anpTepHaTuBU HMoBipHicTb anbTepHaTHBY
aJIbTEPHATHUBU

1.1 0.8 2.1 0.076
1.2 0.2 2.2 0.077
2.3 0.077
2.4 0.077
2.5 0.077
2.6 0.077
2.7 0.077
2.8 0.077
2.9 0.077
2.10 0.077
2.11 0.077
2.12 0.077
2.13 0.077

Jasni oniHMMO MaTpUI(l0 B3a€EMO3B’A3KiB NapaMeTpiB NEPIIOro eTamy.
[ BpaxyBaHHA 3B’s13KiB Mi>k mapameTtpamu MopdoJioriunoi Tabauni (MT) Ha ocHOBI Tabsnui 1 no6yaye-
MO YMCJIOBY MaTPHIIIO B3aEMO3B'sI3KiB aJIbTepHATHUB apaMeTpiB (Tab. 5).

Tab6auug 5
MaTpuis B3a€EMO3B’sI3KiB NapaMeTpiB NEPIIOro eTamy

1.1 1.2
2.1 0.4 0.5
2.2 -0.8 0.3
2.3 -0.5 0.15
2.4 -0.3 0.15
2.5 -0.7 -0.2
2.6 0.8 0.2
2.7 -0.7 -0.2
2.8 -0.4 -0.2
2.9 -0.25 0.05
2.10 -0.35 -0.1
2.11 0.4 0.4
2.12 0.15 0.3
2.13 0.5 0.8

HaperuTi, npoBeseMo npoueaypu 3 po3paxyHKy HMOBipHOCTEN ajbTepHATUB i KoHirypanii. o6 oT-

pUMaTH OCTATOYHI 3HAaYeHHSI UMOBIPHOCTI, HEOOXiZTHO PO3B'A3aTH 337ja4y PO3pPaxyHKy MMOBipHOCTeH ajib-
TepHaATUB napaMmeTpiB. [loAi6HI po3paxyHKU MOBTOPHEMO AJis BCiX 26 KoHQIrypaliid, OTpUMyEMO pPe3yJIbTaT
nepiuoro etamny Mop$oJioriyHoro aHasi3y — oliHKU UMOBipHOCTe!N aJIbTEPHATUB 3 ypaXyBaHHIM 3B’I3KiB Mixk
HuMU (Tab. 6).
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Pe3ysnkTaT nepmoro erany MMMA

Tabsuug 6

MeTa BUKOPUCTAHHA YaT-60TiB CTyJeHTaMH

CTyJeHTChKi NOKa3HMKH e(peKTUBHOCTI HaBYa/ILHOI JifA/IbHOCTI

2.2.3. Apyruii etan MMMA.
Cnenudika gpyroro erany MMMA noJisirae B TOMY, 1110 BUGIp anbTepHAaTUB napaMeTpiB MopdosioriyHol
TabJIMLi CTpaTeriil 3a/IeXXUTh He BiJi BUNIaJKOBUX 30BHILIHIX $aKTOPiB, a Big 0cobH, 1110 NpHUiIMaEe pilleHHs.
Tomy Ha gpyroMy eTari /151 OLiHKH ajJibTepHAaTUB i KOH}irypauiil BUKOPUCTOBYETbHCS BeJIMUUHA 04iKyBaHOL
pe3y/NbTaTUBHOCTI, TOGTO BiporiAHOCTI TOro, 1o BUGip Lji€i ajbTepHaTUBU abo KOHiryparnii npusBese A0

Ga)KaHHX pe3yJIbTaTiB.

HoMmep aspTepHaTUBU HmosipHicTs HoMep anbTepHaTHUBU VMOBipHiCTb aN1bTepHATHBH
aJIbTEPHATHUBU
1.1 0.74806734 2.1 0.11668415
1.2 0.25193266 2.2 0.03496632
2.3 0.05244948
2.4 0.06576998
2.5 0.03330126
2.6 0.13986528
2.7 0.03330126
2.8 0.05328201
2.9 0.06743505
2.10 0.0582772
2.11 0.1165544
2.12 0.09823871
2.13 0.1298749

MaTpuus 3B’3KiB, fiKa CIIBCTABJISIE KOKHY apy aJbTepHAaTHUB MEPIIOro i Jpyroro etaniB HaBeJeHa

B TabuuLi 7.

Tabauus 7
MaTpuus 3B’s13KiB a/IbTEPHATUB NEPIIOro Ta APYyroro eTramis
3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9
1.1 0.5 1 1 0.65 0.9 0.6 0.15 1 0.4
1.2 0.5 0 0 0 0 0 0.1 0 0
2.1 0 -0.5 -0.4 0 -0.4 0 -0.1 -0.5 -0.5
2.2 0.3 0.5 0.4 0.6 0.3 -0.1 0 0.5 0.3
2.3 -0.25 0.7 0.3 0.5 0.3 -0.1 0 0.5 0.3
2.4 -0.15 0.2 0.3 0.6 0.1 0.2 0 0.2 -0.45
2.5 -0.35 0.5 0.3 0.15 0.3 0.2 0 0.4 0.2
2.6 0.7 -0.5 0 -0.25 0 -0.2 -0.2 -0.4 0.5
2.7 -0.1 -0.2 0.4 0 0.3 0 0 0
2.8 0.2 0.5 0.8 -0.2 0 0 0.1 0 0
2.9 -0.2 0 0.45 0.4 0 -0.25 0 0 0
2.10 0.2 0.3 0.15 0 -0.1 0 0.1 0 -0.4
2.11 0.6 0.35 0.4 0.1 0.1 0 0.1 0.25 0.45
2.12 0.55 0.3 0.25 0.3 0 0 0.2 0.7
2.13 0.85 -0.1 0.4 0.15 0 0.15 0.05 0

Y pesysnbTaTi IpolelypHu 3 pO3PaxyHKy OI[iHOK aJIbTEPHATUB APYTOT0 eTany OTPUMYEMO TaBJIHIIO 8.

84

Inpopmayitini mexnonozii ma cycninbcmeo. Bunyck 3 (9). 2023



Information Technology and Society. Issue 3 (9). 2023

Tabsung 8
Po3spaxosaHi Ha gpyromy etani MMMA oLiHKHU a/ibTepHAaTUB
3.1. BUKopHUCTaHHA 4YaT-60TiB B HABYa/JIbHHUX IpOorpaMax npejaMeTiB 0.13713944
3.3. Ycui onuTyBaHHA Bi4 Ha Bi4 0.129650906
3.4. OuiHIOBaHHS 32 TBOPYUMH iHMBiAyaIbHUMHU YHIKaJbHUMU PO60TaMHU 0.116804045
3.2. 3a60poHa BUKOPUCTAHHS Ia/KETIB Mifl 4aC 0OYHUX KOHTPOJIbHUX POBIT i CyBOPUH KOHTPOJIb 0.116340931

3.5. BukopucTaHH4 CHeliaJbHOr0 KOHTPOJIIIYOro MPOrpaMHOro 3abe3neyeHHsl B yMOBax

o . . 0.114872605
JUCTaHLIHHOTrO HaBYaHHA I1iJ| Yac KOHTPOJbHUX POOIT

3.8. HanvcaHHS1 KOHTPOJIbHUX POGIT BiJi pyKU Nepes KaMepoto, sika GiKCYe pyKU Ta 06JIUIYSs 0.112691262
3.6. YcyHeHHS ryMaHiTapHUX 2060 TECTOBUX 3aB/aHb B AKOCTi ClIOCO6iB OLiHIOBaHHSA CTYZEHTIB 0.096571773
3.9. CyBopi yacoBi 06MeXeHHsI /1J1s1 HAKCAaHHS KOHTPOJIbHUX POOIT 0.096144714

3.7. BuMora foTpUMaHHS CHeliaJbHOT0 CTUJII0 0POpPMIEHHS POGIT, AKUK 4aT-60TH He 3MOXKYTh
NOBTOPHUTHU

0.079784324

2.2.4. Pe3ynbTaTu MojeroBaHHd MMMA.

Y pe3syabTaTi nepumoro erany MMMA oTpuMa/ii NOYaTKOBI HaGJMKEHHSA [/ UMOBIpHOCTEH KOXXHOI
3 anbTepHaTuB «1.1-1.2», «2.1-2.13». 3 oTpUMaHUX JJAHUX MOXXHAa 3POOUTHU BHUCHOBKH, 110 NPUOLIHU3HO
TPU BUKOPUCTAHHS CTYJEeHTAaMHU reHepaTHUBHOIrO 4aT-60Ta i3 YOTUPbOX BiAOYBa€EThCA AJIS COUCYBAHHSA
i xanTypu. Bysio oTpuMaHoO pi3HOMaHITHY iepapxilo MOKa3HUKIB CTyAeHTCbKOI epeKTUBHOCTI HaBYaJIbHOI
JisIIBHOCTI caMe B KOHTEKCTi BUKOPHUCTAaHHS 4aT-60TiB cTyseHTamMu (puc. 1). [lam’saTaemo 1m0 BubipkoBe
cepeZiHe piBHOMIpHOro po3mnoAiny nmosiBU 6y/b-KOr0 napaMeTpa ajbTepHAaTUBHU «CTyAeHTCbKi MoKas-
HUKHU ePeKTUBHOCTI HaBYa/IbHOI AisabHOCTI» AopiBHIOE 0,077. 3rigHo 3 TabuuLew 8 MoXHA 3pOOUTH
BUCHOBOK, 110 BUKOPUCTAHHSA 4aT-00TiB CTyJeHTaMHU NO3WTHUBHO BIIMHYJIO HA IIBUAKICTD BUKOHAHHSA
HaB4YaJIbHUX 3aBJaHb, TEXHOJIOTIYHY KOMIIETEHTHICTb, OLLiHKH CTYJEHTIB, aJalTUBHICTb Ta CTiUKICTb 0
HOBHUX CUTYyallil, opraHisauito yacy. | HeraTUBHO - Ha 3anaM’siTOBYBaHHA iHpopmanii, zocaigHULbKY Mall-
CTEepHiCTb, pO3yMiHHA HaBYaJIbHOr'0 MaTepiasy, 6a30Bi NpakTU4YHi HABUYKH, BiJ|BilyBaHICTh 3aHATH Ta
aKTHUBHICTb Ha HUX, CHiBIpal0 Ta KOMaHJHY PO6GOTY, HABUYKH KPUTHUIHOTO, TBOPYOTO Ta He3aJeKHOro
MUCJIEHHS, 3[,aTHICTh epeKTHBHO NepeJiaBaTH AYMKH YCHO i TUcbMOBO. [lopiBHSABIIY KOXHE YU CI0BE 3HA-
yeHHs ePeKTUBHOCTI 3 TOYaTKOBUM BUGIPKOBUM cepeiHIM piBHOMIpHOro po3no/iny, MoXKHa nopaxyBaTH
NpUOGJIM3HO, Y CKIJIbKY pa3iB Mmokpaluaacs abo noripmusacs cCUTyalis 3 BijIOBiJHUM TOKa3HUKOM CTY-
JleHTCbKOi epeKTHBHOCTI.
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E®PEKTUBHOCTI HABYANIbHOT
DIANBbHOCTI

Puc. 1. [lopiBHAHHSA UMOBipHOCTEH a/ILTEPHATHUB 3a PiBHEM NO3UTHBHO-HETaTUBHOTO BIUIMBY
reHepaTHBHHUX YaT-6G0TiB HA CTYJeHTCbKi NOKa3HUKHU e(PEeKTUBHOCTI HABYAJILHOI JiIbHOCTI

Y pesyabtari gpyroro etany MMMA oTpuMaJ/id peHTHHT ClI0C06iB KOHTPOJIIO IKOCTi BUILOI OCBIiTH (puc. 2).
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Puc. 2. [lopiBHAHHSA HMOBipHOCTEH pe3y/IbTATUBHOCTI a/IbTEPHATUB
JAJISI CIOCOGIB KOHTPOJII0 SIKOCTi BUILOI OCBITH

3 piarpamu MoxeMoO 6auMTH, 10 MaiiXKe yCi BEJIMYMHHU OYiKyBaHOI pe3yJbTaTUBHOCTI 6JIM3bKi /10 BUGIp-
koBoro cepesnboro 0.(11), To6To yci cnocobu MawTh AeIKUI MO3UTUBHUHN BIIMB HA SKICTh BUILOI OCBITH
B YMOBax BUKOPUCTAHHS 4aT-00TiB cTyfeHTaMu. [IpoTe MoxkeMo BUAiMUTH 6 HalledeKTUBHIMIKMX CIOCO6IB
KOHTPOJIIO SIKOCTi BUIIOI OCBITH B KOHTEKCTi BUKOPHUCTAHHS CTY/IeHTaMU 4aT-00TiB, a caMe: BUKOPUCTaHHS
4aT-60TiB B HABYAJIbHUX NpOrpaMax Npe/IMETIB, YCHi ONUTYBaHHs Bid Ha Biy, OLiHIOBaHHS 32 TBOPYUMH iH/IU-
BiflyaJIbHUMH YHiKaQJIbHUMU P060TaMH, 3a00pOHa BUKOPUCTAHHS Ia/PKeTiB Mi/i 4aC OYHUX KOHTPOJIbHUX POBIT
i cyBOpU#1 KOHTPOJIb, BAKOPHUCTAHHS CIleliaIbHOr0 KOHTPOJIIOI0YOTO MPOTPaMHOTo 3a6e3neYeHHs] B YMOBax
JUCTAHL[iHHOT0 HAaBYaHHS MiJ] YaC KOHTPOJIbHUX POGIT, HallMCaHHSI KOHTPOJIbHUX POGIT Bif pyku nepen ka-
Mepolo, sika pikcye pyku Ta 06sn4yst. To6To 4 i3 6 HaliepeKTUBHILIKX CIOCO6IB € CTOCO6aMU-00MeKyBadaMHy,
SKi cIpsIMOBaHi HAa MOCUJIEHUH KOHTPOJIb CTyAeHTa. Coci6 BUKOpUCTaHHS 4aT-60TiB B HABYAJbHUX MPOTpa-
Max NpeJMeTiB HAOpaB BUCOKHH piBeHb epeKTUBHOCTI Yepes Te, 1110 Ha BiAMiHY Bij iHIIKMX c0CO6iB BiH Ma€
3HAYHUU BIJIMB HA aJIbTEPHATUBY «1.2»: CTYAEHTH aKTUBHO BUKOPUCTOBYIOTh YaT-60TH HA OCHOBI LITY4YHOTO
iHTeJIeKTy [1/1s1 CaMOPO3BUTKY, HaBYaJIbHOI KOMYyHiKallil i yZJ0CKOHaJIEHHSI CBOIX HABUUYOK, TOOTO TaKe pillleH-
Hs He JIMIIIE JOIOMAra€ 3MeHIIUTH MIKiJJINBUH BIJIUB 4aT-00TiB, a TAKOXK HAJIA€ MOXKJ/IMBICTb OTPUMYBATH Bif,
HUX 3HAaYHY KOPUCTbD.

2.3.KorHiTuBHE Moje0BaHHA [13-16].

Bepuminaun korniTuBHOI kaptu (KK) noBHicTio cniBmazaioTh 3 ajbTepHAaTHBAMH MapaMeTpPiB METOAY
MMMA 3 fonaBaHHAM OZJHI€I LiIbOBOI BepIIMHU «4. AKicTb BUILL0I OCBITU», HyMepallis BepLIKH TaKOX CHiBII-
anae (puc. 3).

B3aemoBmimBY Mix BepminHaMu KK 3acHoBaHi Ha gaHux 3 Tabuauns 5, 8. Jlo maTpuni cymixkaocti KK
(puc. 4) 6ysnu nogaHi B3aemozii napameTtpiB 2.1 - 2.13 3 mapameTpou 4.

Yci ByacHi uucia orpuMaHoi MaTpuli cyMmixkHocTi piBHi 0, Tomy faHa KK € iMmnysnbcHo cTiiikoro i cTilikoro
3a 3HaYeHHAMHM (a6co0THO). Hasy oTprMaHO010 KOTHITHBHOIO MOZIEJLTIO GYJI0 MPOBE/IEHO eKCIIEpUMEHTAIbHE
TeCTyBaHHS LJISIXOM HalpaBJ/eHHA Ha KOXKHY Kepytody BepiiuHy 3.1 - 3.9 ofMHUYHOI0 0AATHOIO iMIY/IbCY

(puc. 5).
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Puc. 3. KorHiTuBHA KapTa BIUIMBY CIOCOGiB KOHTPOJIIO SIKOCTI BUIILO1 OCBiTH
Ha CTYJeHTCbKi I0Ka3HUKU e(peKTUBHOCTi HaBYa/JIbHOI JifA/IbHOCTI, sIKi B CBOI0 Yepry BILUIMBAlOTh
Ha if1boBU# napameTp «SKicTb BULIOI OCBIiTH»
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Puc. 4. MaTtpunsa cymickaocti KK

OTKe, cTBOpeHa KOTHITUBHA MO/ieJIb pearye Ha 30BHILIHI 3MiHU aleKBaTHO, aJiXXe IIpY MOJe/II0BaHHI BOHA
MoKasaJia IiJIKOM peasliCTUYHi 3aKOHOMIpHOCTI. 3a pe3y/bTaTaMy MO/|eJII0OBaHHS MOXKeMO BUAIIUTH 5 Halle-
deKTUBHIIINX C1O0CO6IB KOHTPOJIIO IKOCTi BUIIO1 OCBITH, a CAMe: BUKOPUCTAHHS 4aT-00TiB B HABYAJIbHUX IIPO-
rpaMax npejMeTiB, yCHi OUTYBaHHSA Biu-Ha-Biy, 3a60poHa BUKOPHUCTAHHA I'a/PKETIB MiJ YaC 0YHUX KOHTPOJIb-
HHUX POGIT i cyBOpUI KOHTPOJIb, BAKOPUCTAHHS CleLia/IbHOTO0 KOHTPOJII0I0YOT0 IPOrpaMHOro 3a6e3nedyeHHs
B YMOBAx JUCTAaHLiMHOr0 HaBYaHHS MiJl 4ac KOHTPOJbHUX POGIT, HallMCAaHHS KOHTPOJBHUX POOIT Bif pyKH
nepej KaMepolo, sika QiKcye pyKy Ta 06J1u4us.
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MipBULLEHHA AKOCTI BULLOI OCBITH

3.7. BUMOTA JOTPUMAHHA CMNELIA/IBHOIO CTUMIO
O®OPMJIEHHA POBIT, AKMIN YAT-EOTU HE 3MOXKYTb...
3.9. CYBOPI HYACOBI OBMEXEHHA ANA HAMUCAHHA
KOHTPOJIbHUX POBIT
3.6. YCYHEHHA I'YMAHITAPHUX ABO TECTOBUX 3ABJAHL B
AKOCTI CIOCOBIB OLIHKOBAHHA CTYEHTIB
3.4. OLIHFOBAHHA 3A TBOPYUMW IHOUBIAYA/IBHUMU
YHIKAJ/IbBHUMW POEOTAMU
3.5. BUKOPUCTAHHA CMELIANTBHOTO KOHTPOJ/IHOKOHOTO
NMPOrPAMHOTO 3ABE3MEYEHHA B YMOBAX...
3.8. HANMNCAHHA KOHTPOJIbHUX POBIT Bl PYKM MEPE/,
KAMEPOIO, AKA ®IKCYE PYKWM TA OB/INYYA

0,6578

3.3. YCHI ONMTYBAHHA BIY HA BIY

3.2. 3ABOPOHA BUKOPUCTAHHA TAAMETIB Mi4 YAC O4YHUX
KOHTPOJIbHUX POBIT | CYPOBWIA KOHTPO/Tb
3.1. BUKOPUCTAHHA YAT-BOTIB B HABYA/IbHUX NMPOrPAMAX
NPEAMETIB

0 o1 02 03 04 05 06 07 08 09

Puc. 5. Iepapxis BIUIMBY ci0CO6iB KOHTPOJIIO SIKOCTi BUIOI OCBITH B KOHTEKCTi BUKOPMCTaHHA
CTyAeHTaMH 4aT-60TiB Ha ocHOBI 1111

3. Pe3ynbTaTH A0CTIAKEHHS.
PesysnbpraTi po60TH [JBOX METO/IB /1151 HOPiBHSHHSA i HAOUHOCTI OyJi 3Be/ieHi B €quHy Tabsuio (Tab. 10),
B AKii MoxeMo 6a4uTH iepapXilo cmoco6iB MakcHMi3anii MO3UTUBHOIO BIUIMBY 4aT-60TiB Ha ocHoBi LI Ha
SAKICTb BHUII0I OCBIiTH.
Tab6auiga 10
IlopiBHAHHS pe3y/abTaTiB MOAE/JTIOBaHHS MeTOAAMU MOPdoJIOriYHOr0 aHaTi3y
Ta KOTHITUBHOT'O MO/e/II0BaHHS

lepapxis Memod dsoemanHoz2o modugpikoeaHozo .
. . . . Memoo koeHIMu8Ho020 MOOeNEAHHS
npiopumemuocmi MOpg0102i4HO20 AHANIZY
1 BukopucraHHs 4aT-60TiB B HABYaIbHUX BukopucTaHHs 4aT-60TiB B HABYA/IbHUX
nporpamax npejMeTiB nporpamax npeJiMeTiB
2 YcHi onuTyBaHHA BiY Ha Bi4 YcHi onuTyBaHHA BiY Ha Bi4
3 OuiHIOBaHHS 3a TBOPYMMM iHAUBiAyalbHUMU | HamuvcaHHS KOHTPOJIbHUX POGIT BiJl pyKU
YHiKaJIbHUMH PO6OTaMU nepeJ KaMeporo, iKa piKCye pyKH Ta 06JUI4Us
3a60poHa BUKOPUCTAHHSA TaPKETIB mif 3a60poHa BUKOPUCTAHHS TaPKETIB i/
4 Yac 0YHUX KOHTPOJIbHUX POOIT i cypoBuUit Yac 0YHUX KOHTPOJIbHUX POOIT i cypoBUit
KOHTPOJIb KOHTPOJIb
BukopucTaHH4 cnenjaIbHOro KOHTPOJIIOI0YOro | BukopucTanHs cneliaJbHOro KOHTPOJII0I0YOT0
5 nporpaMHoOro 3abe3neyeHHs B yMOBax porpaMHoro 3abe3neyeHHs B yMOBax
JUCTaHLiHHOI0 HaBYaHHS IiJI yac JYCTaHLIiIHHOr0 HAaBYaHHS IiJl Yac
KOHTPOJIbHUX POGIT KOHTPOJIbHUX POGIT
6 HanucaHHS KOHTPOJIBHUX POGIT BiJ| pyKH OuiHIOBaHHA 32 TBOPYUMHM IHAUBIAyaIbHUMU
nepej KaMepor, sika Gpikcye pyku Ta 06J1M4Usl | YHIKaJbHUMU po60OTaMu
YcyHeHHs ryMaHiTapHUX a60 TeCTOBUX YcyHeHHsI TyMaHiTapHUX a60 TECTOBUX
7 3aB/laHb B IKOCTI CITIOCO6iB OI[iHIOBAaHHS 3aB/laHb B IKOCTI CIIOCOGIB OI[iHIOBaHHS
CTYZAEHTIB CTYZ,eHTIB
8 CyBopi 4acoBi 06MexxeHHS AJ1s1 HAUCaHHS CyBopi 4acoBi 06MexXeHHSs AJ151 HAalUCaHHS
KOHTPOJIbHUX POGIT KOHTPOJIbHUX POGIT
Bumora foTprMaHHA clieliaJIbHOTO CTUJIIO BuMora foTpuMaHHA cliellia/IbHOT0 CTUIII0
9 odpopMJIeHHs poO6iT, AKKUi YaT-60TH He odopMJieHHs pOOGIT, AKUI 4aT-60TH He
3MOXXYTb IOBTOPUTH 3MOXYTb IOBTOPUTH
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4. BUCHOBKM

OTpuMaHi pe3y/bTaTH € JOCUTh pealiCTUYHUMH, X04a i 3aCHOBaHi Ha Cy6'eKTUBHIM ouiHni. JlaHe mocJi-
JDKEeHHS € ZJOCUTh HAOYHUM i aKTyaJIbHUM, a/Ke MO6y/[0BaHe Ha OIiHIIi CTyJeHTa, IKUH CaM 3HaXOAUThCS
y PO3IJISSHYTiM cuTyallil i 3Hag, AK Ile Mpanioe 3cepeAuHH. Bysa po3pobsieHa Mozesb, iKa MOXe JO0TIOMOTTH
MpoaHasi3yBaTH COCO6U KOHTPOJIIO SIKOCTi BUILOI OCBITH B KOHTEKCTi BUKOPUCTAHHSA CTyJ€HTaMU reHepa-
THUBHUX 4aT-60TiB Ha ocHOBI L.

HoBu3Ha po60TH NOJISITa€ B TOMY, 110 6YJ10 OCTiP)KEHO KOHKPETHY CKJIa0BY BILJIMBY 4aT-60TiB Ha SIKICTh
BUIIOI OCBITH i 3aCTOCOBAHO KOHKpPETHI pillleHHs], sIKi J03BOJISTh MABUIIUTH SKICTh BUILNOI O0CBiTH. OCO6JH-
BicTI0 jlaHOI pO6GOTH € Te, 1[0 B Hil JJ1s BOX Pi3HUX METO/iB CUCTEMHOI0 aHaJi3y 6yJI0 BUKOPHUCTAHO Mai-
’Ke OHAKOBi 6a30Bi JaHi. Pe3ynbTaTH BUABUJIKCA BpaXkaloye MOAIOHUMH, HE JUBJISYMCh Ha Pi3HI cocobu
ix orpuMaHHsa. O6H/ABa METOAM MMOKA3a/IM MaiKe OJHAKOBi MPiOPUTETHI HANPSIMU [J1s1 TOKPAIeHHs SKOCTi
BUIIO1 OCBIiTH. TaKOTO pe3y/IbTaTy BJAJIOCS JOCATTH Yepe3 eKCllepuMeHTaIbHe KOMGiHyBaHHS BJIAaCTUBOCTEHN
KOTHITHBHOI i MopdosioriuHoi MoJiesiel. 3aBsIKM KOMILJIEKCHOMY Mi/IX0Ay BU3HAYeHHS i OI[iHKM mapaMeTpiB
pe3ysabTy04i MofeJsi CTaqyd GuIbII CTPYKTYPOBAaHUMH, pelnpe3eHTAaTHUBHUMMU, MOBHOI[IHHUMH, JIOTIYHHMH,
3pO3yMIJIMMU i aeKBATHUMHU.

Pe3ynbTaTy AAaHOTO AOCAIKEHHS [03BOJISITh BUKJaJayaM NOCTABUTHU MPIOPUTETH B TOMY, IKi MeTOAHU
B3a€eMO/|i 3i cTyAeHTaMu 6yAyTh HAWGiIbI epEKTUBHUMH [IJ1s1 TIOKPAIleHHS SIKOCTi BULO] OCBIiTH.

[i Mozesi MOXKHA NOKPALUTH LIJISIXOM YTOYHEHHS OYaTKOBUX OLIIHOK 33 JJOMOMOTOK BEJIUKOI KiJIbKOCTI
KOMIIETEHTHHX Y JJaHil 00J1aCTi eKcIepTiB, a60 3a JONMOMOIr0I0 BUKOPUCTAHHS IEBHUX CTATUCTUYHUX JAHUX.
Y meTtozi MopdoJsiorivHOro aHasidy MoXKHa I0JaTH HOBi KOHTEKCTHI mapaMeTpu. Y MeTo/ii KOTHITUBHOTO MO-
JeJIIOBAaHHA MOXJIMBO 3aCTOCYBAaTH METOAU KepyBaHHSA iIMIIYJIbCHUMU NIPOLIECAMH.
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