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SOPMAJIIBALIIA BUMOT A0 IHTEJIEKTYAJIbHUX CUCTEM NIATPUMKU YXBAJIEHHA PIINEHb
Y 3AIAYAX ONTITHUMI3AILLIl XMAPHUX PECYPCIB

AHomayis. Y koHmekcmi cy4acHUX XMapHUX 064UCA08AAbHUX cepedosull 3p0cmae Heob6xidHicms enposaddceHHs asmo-
MAMUu308aHUX MEXAHI3MI8 yNpasAiHHS pecypcamu 3 Memoro 3abe3neveHHs Ha/1eXCH020 pisHs NpodyKmugHocmi ma onmumi-
3ayii sumpam. [HmeaekmyaavHi cucmemu nidmpumKu nputiHIMms pilleHb 8UCMynarme KAO4Y08UM KOMNOHEHMOM MAaKux
MeXaHI3Mi8, 0CKiNbKU 3a6e3nevyoms aHa1i3 OUHAMIYHUX MempUK [ NpO2HO3Y8AHHS 3MIH HABAHMAXCEHHS 01 adanmugHo20
Macuima6yeaHHsl.

Mema. Po3po6ka ghopmasnbHoi Modei aumoz 00 iHmesseKmyaabHUX cucmem niompumKu nputiHammsi piuieHs y 3ada4ax
onmumizayii pecypcie xmapHoi iHgppacmpykmypu.

Memodosozin. Y medxcax docaidscenHs 30ilicHeHO aHaiz icHyouux nioxodie do aemockeliniHgy ma iHmMeaeKmyaabHuXx
piweHb 04151 Kepy8aHHs XMapHUMuU cepedosuwjamu. 3acmoco8aHo Memoodu cucCmemHo20 aHAI3y 0151 BUOKpeMAEHHs Kame-
2opiii sumoz ma no6ydosu oHMo102iuHOI Modei, sika eKkao4ae maki cymHocmi: CloudResource, MonitoringAgent, MLModel,
ScalingPolicy ma DecisionRecord. ExcnepumeHmassHa 8aidayisi BUKOHAHA WsXOM peadizayii npomomuny e cepedoguuyi
Kubernetes i3 3acmocysanHsim Prometheus 0151 360py Mempuk.

Haykoea Hosu3Ha. Haykoea HOBU3HA po60MuU noas2ae y KOMNAEKCHIll hopmanizayii eumoz 0o iHmesekmyaabHUX cuc-
mem nidmpumKu nputinamms piuieHs 3 ypaxysaHHAM K GyHKYIOHAAbHUX, maK | HedhyHKYiOHA1bHUX acnekmig. 30kpemd, 00
PYHKYIOHANbHUX BUMO2 8iI0HECEHO MOHIMOPUHE PI3HOPIOHUX MemPUK, MeXaHI3MU NPO2HO3yB8AHHS, 2eHepayito pekomeHdayitl
wodo macwmabysaHHs ma aydum yXea/leHux piuleHb.

BucHoeku. OmpumaHi pesyremamu ceiduams, wjo ¢popmanizayis 8umoz € Heo6XiOHOK YMOB0H CMBOPeHHS HAOIUHUX |
npo3opux iHmMeseKkmMyaabHUX cCucmeM asmockeliiiHey 8 XMApHUX cepedosuwax. 3anponoHo8aHa Modesb 3abesneyye egek-
mueHull 6a/1aHC Mixc NpodyKmMueHICMIo ma sumMpamamu Ha iHpacmpykmypy, cnpusrodu onmumaabHOMy 8UKOPUCTAHHIO
pecypcie 6e3 nozipuieHHs1 skocmi 06¢1y208y8aHHs1. Y nepcnekmusi doyiabHO po3wupumu 0HMoA02it0 0151 MyAbMUXMAPHUX i
6e3cepsepHUX cyeHapiis, po3pobumu Memodu onepamueHo20 0Hos1eHHs1 modeeli (Concept Drift) ma edockoHaaumu mexa-
Hizmu Explainable Al 045 3a6e3neveHHs 6i1bw NPpo30p020 06T PYHMYB8AHHS peKoMeHIayill.

Kawuosi caoea: [nmesekmyanvHi cucmemu niompuMKu yxea/eHHs1 piuleHb, onmuMizayist XMapHux pecypcis, gopmai-
3ayist suMoz, agmockelisiiHz, OHMo/102iYHa MOJeb.

Oleksandr ARTAMONOV, Mpykhailo LUCHKEVYCH. FORMALISATION OF REQUIREMENTS FOR
INTELLIGENT DECISION SUPPORT SYSTEMS IN CLOUD RESOURCE OPTIMISATION TASKS

Abstract. In the context of modern cloud computing environments, there is an increasing demand for automated resource
management systems to ensure optimal performance and cost efficiency. Intelligent decision support systems are a vital part of
these mechanisms, providing analysis of dynamic metrics and forecasting of load changes for adaptive scaling.

Objective. The objective is to develop a formal model of the requirements for intelligent decision support systems for
optimising cloud infrastructure resources.

Methodology. This study analyses existing approaches to autoscaling and intelligent solutions for managing cloud
environments. System analysis methods were employed to identify categories of requirements and construct an ontological model
comprising the following entities: CloudResource, MonitoringAgent, MLModel, ScalingPolicy and DecisionRecord. Experimental
validation was performed by implementing a prototype in a Kubernetes environment and using Prometheus to collect metrics.

Scientific novelty. This work is scientifically novel due to its comprehensive formalisation of requirements for intelligent
decision support systems, considering both functional and non-functional aspects. The functional requirements include
monitoring heterogeneous metrics, forecasting mechanisms, generating scaling recommendations and auditing decisions.

Conclusion. The results obtained show that the formalisation of requirements is a prerequisite for the creation of reliable
and transparent intelligent autoscaling systems in cloud environments. The proposed model strikes an effective balance
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between performance and infrastructure costs, ensuring the optimal use of resources without compromising service quality.
Future work should focus on extending the ontology to cover multi-cloud and serverless scenarios, developing methods for
rapidly updating models (concept drift) and improving Explainable AI mechanisms to provide more transparent justification
for recommendations.

Key words: Intelligent decision support systems, cloud resource optimisation, requirements formalisation, autoscaling,
ontological model.

IlocTaHOBKa Nmpo6seMH. Y cydyacHUx iHpopMaliiHUX cMCcTeMaxX XMapHi cepBicu Jefasi Jyacrime BUCTY-
MalTh OCHOBOIO JJIsI PO3TOPTAaHHSA J0AATKiB, 36epiraHHs JaHUX Ta BUKOHAHHS 0GYMC/IEHb. 3aBASAKU eJac-
TUYHOCTI Ta BUCOKIiH gocTynHocTi, miaTgopmu laa$, PaaSiSaaS [10] 3a6e3ne4yoTh MOXKJIUBICTb JUHAMIYHOTO
MacimTabyBaHHs pecypciB BiIMIOBiIHO 10 3MiH HABaHTaXKeHHs. BogHOYac 3pocTaHHS KiJIbKOCTi KOPUCTYBadiB
i yckslaiHeHHA 6i3Hec-IIPoLeciB MOPOPKYE HU3KY 3aBJaHb L[0/I0 ONTHUMAJbHOTO PO3MO/iNy BipTyaJbHUX Ma-
IIVH, KOHTeHHepiB a6o 6e3cepBepHUX QYHKILIM 3 MeTOI0 MiHiMi3awii BUTpaT, 36epexeHHs] HaJIeXKHOT0 PiBHSA
MPOAYKTUBHOCTI Ta rapaHTyBaHHs HEOOXiJHUX MOKAa3HUKIB IKOCTi 06C/yroByBaHHS.

[Ipo6sieMa HabyBa€E 3HAYHOI Baru siK y NPUKJIaJHOMY, TaK i B TEOPETUYHOMY acleKkTax. 3 0JHOro GOKY,
oprasisanil nparuyTe 3MeHIWUTH GpiHAHCOBI BUTPATH HA YTPUMAHHA XMapHOi iHPpacTpyKTypH, YHUKHYTH
Ha/AMipHOTO pe3epByBaHHS 0GYHCAIOBAJBbHUX NMOTYKHOCTEH i CKOPOTUTH Yac MPOCTOI0 KPUTUYHHUX CEPBICIB.
3 iHoro 60Ky, HAyKOBa CIiJIbHOTA CTUKAETHCS 3 PsAZI0M HEBUPIlIEHUX TUTaHb: IKUM YHHOM OGY/[yBaTH MO-
JleJib TOBeJiHKY XMapHoi 11aTgopMu 3a yMOB Henlepe[6a4yBaHol IMHAMIKY HaBaHTAXXeHHS; SIK iHTerpyBaTH
QJICOPUTMH MAlIMHHOI'O HABYAaHHS ¥ IITYYHOTO iHTEJEKTY AJis aJallTUBHOr0 HaJALITyBaHHs KoHiryparii;
SAKUM YUHOM $opMasizyBaTU BUMOTH JI0 iHTEJIEKTYaJbHUX CUCTEM MiJTPUMKH yxBasieHHs pimeHb (ICITYP)
[5], 1m0 BUKOHYBAaTUMYTh QYHKIiI0 «iIHTEJEKTYyaJIbHOTO AApa» ¥ 3a6e3MeyyBaTUMYTh aHAIi3 IOTOYHOIO CTa-
Hy CUCTEMH Ta reHepaniio ONTUMaJIbHIUX PEKOMEH/Ialii [0/10 pe3epByBaHHSA U MaclITabyBaHHS.

HasBHicTh HeuiTKO OKpecseHnx a60 HEMOBHUX BUMOT YCKJIQAHIOE poLec po3pobku epektuBHux ICIIYP:
[e TPU3BOAUTD A0 GparMeHTapHOTO 3aCTOCYBaHHS aJITOPUTMIB, HEZOCTAaTHBOI iHTerpauii 3 icHy4om0 iHO-
PacTPYKTYpPOIO U, IK HACII0K, /10 3HMKEHHS 3arajibHOI epeKTHBHOCTI onTuMi3alil xMapHuX pecypciB. OTxe,
aKTyaJIbHUM 3aBJIaHHSIM € 4YiTKe BU3HAYEHHS KJ/IIYOBUX XapaKTEPUCTHUK TAKHUX CHUCTeM, GOPMY/TIOBAHHS
¢dyHKIioHAIPHUX Ta HePYHKI[IOHAJbHUX BUMOT, a TAKOXK BCTAHOBJIEHHS KPUTEPIiB AKOCTI, 1[0 3a6e3ne4aThb
HaJiiHy, ajlanTUBHY ¥ mpo3opy po6oTy ICIIYP B yMoBax AMHAMIYHUX XMapHUX CEpPEeJIOBHIL,

AHani3 ocTaHHIX gocaiaXKeHb i ny6Jikaliil. Y ocTaHHI pOKM CIIOCTePIiraeThbcs 3Ha4YHe MOXKBaBJIEHHS J10-
CTiPKeHb, TPUCBIYEHUX PO3po6Li iIHTENeKTyaJbHUX pillleHb JJIs YIPaBJIiHHS pecypcaMHy XMapHHUX CepeJio-
BU1I. Y HAyKOBIi# JiTepaTypi MOXXKHa BUOKPEMUTH TaKi OCHOBHI HallpsIMU AOCJiPKEHD.

[lepnii HAaOPsIM CTOCYETHCS METO/IB aBTOCKEHJIIHTY, sIKi 6a3ytoThbcs Ha PID-peryntoBaHHi Ta alanTUBHUX
aJIropuTMax 3BOPOTHOTO 3B’s13KYy [2]. 3acTocyBaHHs kiacuyHux PID-koHTpoOsIEPiB K0O3BOJISAE BiZHOCHO mpo-
CTO peaslizyBaTH MeXaHi3MH aBTOCKEHMJIIHTY, 0flHaK ePEeKTHUBHICTh TaKUX MiZX0/[iB 3HAYHOIO MipOI0 3a/I€KUTh
Bi/i TOYHOTO HaJIALITYBaHHS apaMeTpiB KOHTpoJsepa [6]. Y 6inbiocTi BunaKiB 1 nponeaypa 34iHCHIOETb-
csl Bpy4Hy a60 3 BUKOPUCTAHHSIM €BPUCTUYHUX METO/IB, [0 00MEXYE MaclITaboBaHICTh i aBTOMaTHU3aLiI0
yIpaBJiHHA.

Jpyruii HanpsiM NOB’s13aHUH i3 MO/Ie/IIMU TPOTHO3YBaHHS 3aBaHTAXKeHH, Y SIKUX IepeBAXKHO BUKOPHCTO-
BYIOTBCSl METO/IM aHaJIi3y 4yacoBux psafiB (3okpema ARIMA [4], Prophet Ta inmi). Li nigxonu f1eMOHCTPYIOTh
00HaZiHJIMBI pe3y/nbTaTH 11[0/10 TPOTHO3YBAaHHS MalOYyTHHOTO HABAHTAXXEHHS HA OCHOBI iCTOPUYHUX JaHUX,
poTe IXHS TOYHICTb 3aJIEKUTh Bifl CTabiIbHOCTI KOPUCTYBALbKUX MATEPHIB Ta 3MiH 30BHIlIHIX yMOB. Bugi-
JIEHHSI KOPEKTHHUX TPEH/IB i Ce30HHUX CK/IaJl0OBUX Y JAHUX YaCTO YCKJIaJHEHe HeOAHOPIJHICTIO HAaBaHTAXKEH-
Hfl Ta HasIBHICTIO Pi3KMX, Henepe0adyBaHUX CTPUOKIB y 3aIMTaX.

TpeTili HAaNpPsAM OXOIJIIOE CTBOPEHHS IHTEJIeKTyaJIbHUX CUCTEM MiATPUMKH YXBaJe€HHA pillleHb i3 3aCTOCy-
BaHHAM METO/iB MAallMHHOTO HaBYaHH#A [1; 7]. ¥ Takux cucTeMax nepeBaXKHO BUKOPUCTOBYIOTb HEHpoMepe-
keBi apxiTektypu (LSTM, GRU, CNN) 11 mporao3yBaHHS IONKUTY HA PeCypcy Ta onTUMi3alii MoJiTHK po3mno-
Ainy. OKpeMi foCaiJHUKY MPONOHYIOTh TiGpH/HI pilleHHs, sIKi TOEHYIOTb €eBPUCTUYHI MPaBUJIa 3 METOAAMH
MIMOMHHOTO HaBYaHHS, IO J03BOJISE MOEAHATH TOYHICTh MPOrHO3yBaHHS 3 HEOOXiJHOIO IBUJKOZIEI NPU
yXBaJIeHHI pillleHb.

YeTBepTHI HANPSIM NPUCBSYEHUH po3pobui GpelMBOPKIB A1 CTBOPEHHS iHTEJEKTYyaIbHUX CUCTEM ITiJ-
TPUMKH yXBaJIeHH pillleHb Y XMapHUX cepefoBuiax [8]. [Ipukiaagamu takux pimenb € OpenStack Telemetry
(Ceilometer) Ta Kubernetes HPA (Horizontal Pod Autoscaler), siki HafgaloTb 6a30Bi MOXKJIMBOCTI MOHITOPUHTY
Ta aBTOCKeMJIiHTy. [IpoTe BOHM He 3aBXK/U 3a6€3Me4y0Th JOCTATHIO THYYKICTh JIJIS peasi3alil CKJIaJHUX clie-
HapiiB yxBaJIeHHS pillleHb, TOMY B Cy9aCHUX po0O0Tax Jie/iajli yacTilie o6roBOpOITb HEOOXiAHICTE iHTEerpaii
6araTopiBHEBOI0 aHaJi3y i METOAIB LITYYHOTO iHTEJEKTY 3 6a30BUMHU METPUKAMH NPOAYKTHUBHOCTI.

[I'aTuil HanpsM cToCcyeThbcsA popMastizanil BUMOTr A0 iHTeJeKTyaJIbHUX CUCTEM NiATPUMKH yXBaJIeHHS pi-
meHb [3]. Jeski ny6Jikanii TponoHyOTh PO3pOo6KY clielliajJi3oBaHUX MOB (HalmpuKJaj, JoMeH-crenupidyHux
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MOB) [JIsl OTIKCY TOJIITUK aBTOCKeHIiHTY [9], oAHaK NUTaHHSA KOMILIEKCHOI ¢dopMaJtizanii Bcix GpyHKIioHa b-
HUX i HepyHKIioHaTBHUX BUMOT ICITYP foci 3anuinaeTbcs HeJOCTaTHBO BUCBIT/IEHUM.

AHasi3 cydacHOTo cTaHy JOC/i/PKEeHb OKA3YE, [0 GiJbIIIiCTb PO6IT 30cepe/PKeHa NepeBaXKHO abo Ha Po3-
poO6Ii Ta BAOCKOHA/IEHH] aJIFOPUTMIB MPOrHO3YBAaHHS Ta aIallTUBHOTO KOHTPOJIIO, a60 Ha peaJizanii ICITYP
y paMKax KOHKpPeTHUX perMBOPKIiB XMapHUX miaTdopM. BogHouac cUCTEMHOr0 y3araJibHEHHSI BUMOT 10
TaKHX CUCTeM, siKe 6 MO€EAHYBAJIO MOTPEOH SIK HAYKOBOI, TaK i MPUKJIAJHOI CHIJIbHOT, IIOKH 1[0 HEJOCTATHBO.
CaMe 11e OGIPYHTOBYE HEOOXiHICTh MOJAIBIIOTO MOTHOJ/IEHOTO BUBYEHHSA Ta PpopmMaJtizanii BUMOT 10 iHTe-
JIEKTYaJIbHUX CUCTEM NIATPUMKHU yXBaJleHHd pillleHb y 3afa4ax ONTUMIi3alil XMapHUX pecypciB.

MeTo10 cTaTTi € po3po6Ka GopMasbLHOI MOZEJIi BUMOT 10 iHTEJIEKTYaIbHUX CUCTEM MATPUMKH YXBaJIEH-
H pillleHb y KOHTEKCTi onTUMi3aLii XMapHUX pecypciB. 30KpeMa, epei6adyaeTbCs BUKOHATH TaKi 3aB/IaHHS:
no-nepuue, 34iMCHUTH Kaacudikauio Ta iepapxisaniro ¢pyHknioHanpHuX | HepyHKIioHaIBHUX BUMOT [0 [CITYP
JUIs1 XMapHOi iHppacTpyKTypH; no-Apyre, 3alpONOHyBaTH GpopMasi3oBaHMUN OMHUC LUX BUMOT i3 3aCTOCYBaH-
HAM OHTOJIOTIYHOIO MiJAXOAY, L0 OXOIIFOBAaTUMeE MOJeJli pecypciB, MOJITHUK Ta CLeHapilB yXxBa/IeHHA pillleHb;
M0-TPETE, BUSHAYUTH Habip 6a30BUX KpUTEPIIB AKOCTI (K/II090BUX NOoKa3HUKIB edpekTuBHOCTi, KPI), siki mo3-
BOJISIIOTH OLiHIOBaTH poboTy ICIIYP y pexxMi peasibHOTro 4acy; o-4eTBepTe, IPOAEMOHCTPYBATH NPAKTUYHE
3aCTOCYBaHHS Po3po6sieHOI MoJiesli BUMOT IJISX0M cTBopeHHs npoToTuny ICIIYP i3 BUkoprcTaHHAM MeTO/iB
MaIIMHHOTO HaBYaHHA JJi NPOrHO3yBaHHA HaBaHTaXeHHA. OTxe, 3aBJaHHA [JOC/IPKEHHS MOJAraloTh He
JIMIEe B TEOPETHUYHIN NMo6yAoBi MoJesi BUMOT, a i y nepeBipui Il KOPEKTHOCT] Yepe3 NPOTOTHUIIHY peasiza-
L[if0 Ta eKCIIEPMMEHTAJIbHY BaJliJlaliro B cepeoBHILi Kubernetes 3 BUKOpUCTaHHAM iHCTPYMEHTIB TesieMeTpii
Prometheus.

BuKJIaZ, OCHOBHOro MaTtepiaJy. [HTeseKkTyalbHa CUCTeMa MiATPUMKU YXBaJleHHA pillleHb A/ ONTHMi-
3anii XMapHUX pecypciB peasi3yeTbcs Y BUIVIAAI TpUpiBHeBOI apxiTekTypH [lepmuii piBens — «lllap 360py
Ta arperaiii meTpuk» (Monitoring Layer) — 3a6e3mneuye 36ip JaHHX 32 JONIOMOTOI areHTiB, SKi MOHITOPATH
MOKa3HUKHU epeKTHBHOCTI: 3aBaHTakeHHs1 CPU, cno>xvBaHHSA onepaTUBHOI TaM’sITi, MPOIYCKHY 3aTHiCTb Me-
pexi, BAKOPHCTaHHS AMCKOBOTO IPOCTOPY, @ TAKOXK METPUKHU PiBHA J0JAaTKIB (3aTpuUMKa BiAmnoBizi, JoBxKuU-
Ha 4epru 3anuTiB Tomo). OTpuMaHa iHpopMalis HaAXOAUTh [0 EHTPANi30BaHOr0 CXOBUILA YACOBUX PAMAIB
(Time-Series Database), e 36epiraeTbcs 151 MOAAIBIIOT 06POOKH.

Jpyruii piBennb — «Illap aHaniTuku ¥ nporuo3yBaHHs» (Analytics & Prediction Layer) — BignoBinae 3a mia-
FOTOBKY JJaHUX Ta MOOY/I0BY MPOTHOCTUYHUX Mojesel. JlaHui map BKJIOYa€E MOYJIi onepeAHboI 06pOOKH,
SKi 3iMCHIOITL HOpMaJiidaniro, GiibTpalio Ta arperaniro MeTpUK BiATIOBIIHO [0 33laHUX YACOBUX iHTEP-
BaJiiB. Ha ounineHnx JaHUX HABYaHHS MPOXOAATH AJITOPUTMH MAllMHHOTO HaBYaHHS (HampukJiaza, LSTM a6o
Prophet), mo nepen6ayaoTs Mali6yTHE HABAHTAXKEHHS Y BU3HAYEHi TOPU30HTH ITPOTHO3Y.

Tperiii piBenb — «Illap yxBasienHs pimeHsb i 3acTocyBaHHs noJiTuk» (Decision & Control Layer) — renepye
pexkoMeH/aLii mo/j0 MacmTabyBaHHA Ta KoH}irypariii pecypciB Ha 0CHOBi MporHo3iB nonepesjHLOTO PiBHS.
30KkpeMa, Ha I[bOMY PiBHiI BU3HAYAETHCS JIOLIJIbHICTb TOPU30HTAIBLHOTO (36i/IbIIEHHS Y¥ 3MEHIIIEeHHS KiJIbKO-
cTi ek3eMILIsApiB) a60 BepTHKanibHOro (3Minu mapamerpiB CPU/memory) MacurrabyBaHHS, NOJITUKU PO3Mi-
IleHHS KOHTeWHepiB i BipTya/JbHUX MaIlWH, a TAKOXK aJlaITUBHI NapaMeTpu 6a/laHCyBa/IbHUKIB HaBaHTaXeH-
Hs. CbopMoBaHi pilleHHS nepejaloThCs 10 KOMIIOHEHTA OpKecTpyBaHH#A (HanpukJaj, Kubernetes Controller),
KU 6e3mnocepeHbO0 BUKOHYE 3MiHM KOHirypanii iHdpacTpykTypH.

Bumoru no ICITYP noainstoTecs Ha ABi ocHOBHI rpynu (puc. 1): dyHKLioHaNbHI Ta HeQYHKIIOHAIBHI.

Cucrema Mae 3ab6e3nedyBaTH 36ip MeTPHK i3 pi3HOPiAHUX AKepeJ1, 30KpeMa 3 piBHSA rinepsizopa, rocTbo-
BoI onepaninHoi CUCTeMH, KOHTeNHePiB Ta J0AaTKIB, i3 NOAAIBIINM arperyBaHHAM JaHUX Ha Pi3HUX 4aCOBUX
iHTepBasax (CEKYHAHOMY, XBUJIMHHOMY, TOAMHHOMY). OTpUMaHi MOKa3HUKH 36epiraroTbcs B icTOpUYHIK 6a3i
JlaHUX [JIsI TPOBEeJeHHsl aHaJiTUYHOI 06pPOOKHU Ta HaBYaHHS NMPOTHOCTUYHHUX MozeseH. IHTerpanis 3 ¢pe-
WMBOpKaMH MallMHHOTO HaB4YaHHA (HanpukJaj, TensorFlow, PyTorch, scikit-learn) mo3Bouisie 3zificHI0OBaTH
HaBYaHHA MoJiesiel Ha iICTOPUYHHUX JJaHUX 3 YPaxXyBaHHSAM CE30HHUX Ta TPEH/0BUX 3MiH, a TAKOX aJlallTUBHO
OHOBJIIOBATH iX y pEKMMi peasIbHOr0 4acy abo MOoTOKOBOi 06pO6KH HOBUX METPHK.

MexaHi3MU MaciiTabyBaHHS peasi3yl0ThCs y ABOX BUMipax: FTOPU30HTAJbHOMY (3MiHa KiTbKOCTI pemnik)
Ta BepTHUKaIbHOMY (perysaoBaHHs napameTpiB CPU i mam’sTi). [Ipyu dopMyBaHHI pekoMeHAaLil 11040 MaCII-
TabyBaHHS HeOOXiIHO BPaxOBYBATH iCHYIOYi KBOTU Ha peCypcy — 06MeXXeHHS 00JIiIKOBUX 3alHKCiB Ta MJIaTiK-
HUX IJ1aHiB. KpiM Toro, Mae 6yTH BH3HAY€HO MOJIITUKYU JUHAMIYHOr0 pebajaHCyBaHHSI HaBaHTAXKeHHS MiX
00YMCTIOBAJIbHUMH PeCypCcaMy Ta 3a6e31me4eH0 MOXKJIUBICTD Ti6pUAHOT0 PEXKUMY YXBaJIeHHs pillleHb i3 yJac-
TIO «JIIOJUHHU B IIUKJIi» (human-in-the-loop).

Jis ayauTy Ta TpacyBaHHs BCiX 3MiH iHYpacTpyKTypH nepe6adeHo JIOTYBaHHSA BiZjTOBiJHUX peKOMeH/a-
i i Ai#, 1[0 32aCTOCOBYIOTHCSA [0 LIVILOBUX 06'€KTiB. Mae 6yTu 3a6e3mnedeHa MOXKJIUBICTh BiJICTEXXEHHS MOTH-
BiB yXBaJIeHHSI KO>KHOTO pillleHHsI Ha ocHOBI npuHnuniB Explainable Al, a Takox 36epeXeHHs CTaHy CUCTEMHU
Jlo ¥ micsisi BUKOHAHHSA peKOMeHallil 1010 MaclITabyBaHHS.
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Puc. 1. Bumoru J0 iHTe/JleKTyaJlbHUX CUCTEM NiATPUMKHM YXBaJIEHHA pilleHb

3aTpuMKa 06p0o6KHM HOBUX METPHUK i reHepallil pekoMeH/alill He NOBUHHA ITlepeBUIYBAaTH BCTAaHOBJIEHOT'O
piBHA cepBicy (HanpukJaJ, O4HY XBUJIMHY 3 MOMEHTY OTPUMaHHs 0CTaHHbOI MeTpUKH). [lifcucTeMu MoHiTO-
PUHTY ¥ aHaJiTUKU NOBHUHHI OyTH BiMOBOCTIMKMMHU Ta 3JaTHUMU aBTOMAaTHYHO MacliTabyBaTHCs Y Biano-
BiZib Ha 36i/b1IeHHS] HABAaHTAXXeHHS a60 KiJIbKOCTI KJIIEHTCHKUX BY3JIiB.

Jlns1 3a6e3neyeHHs HAiMHOCTI Nepei6ayeHO 36epexeHHs KOHCUCTEHTHOCTI JaHUX ¥ pa3i BTpaTH 3B’A3Ky
3 OKpeMHMH By3J/laMH Ta BIPOBA/PKEHHSA MeXaHi3MiB pe3epByBaHHs KPUTUYHO BaXKJIMBUX KOMIIOHEHTIB (30-
KpeMa KJacTepHoro 36epiraHHs 6asH JaHUX i pe3epBHUX CepBiciB MallMHHOTO HaBYaHHA). be3sneky cucre-
MU rapaHTYIOTh ayTeHTUdiKallisl Ta aBTOpHU3allifi KOPUCTYBauiB JJisl AOCTYMy Ji0 iHTepdeiiciB MOHITOPUHTY
¥ ynpaBJ/iHHA NOJiTHKaMU, IMPPYBaHHSA KaHa/iB 3B’sI3Ky MiXK areHTaMHU MOHITOPUHTY Ta cepBepoM 360py
JlaHuX 3a Agonomoroto TLS, a Takox i30/1411i KpUTUYHUX KOMIIOHEHTIB 3 MeTO10 3al106iraHHs1 HeCaHKL[iOHOBa-
HOMY J,0CTyIy a60 BUKOHAHHIO LIKiAJIMBOTO KOAY.

[Ipo3opicTh yxBasieHUX pillleHb 3a6e3Me4yeEThCs HalaHHAM J0CTYIy [0 icTopii pekoMeH/auill i3 feTasb-
HUM onucoM $aKTOoPiB, 1110 BIVIMBAJIU Ha iX GopMyBaHHS, a TaK0XK iHTerpaui€io 3 iHCTpyMeHTaMu Bi3yasisauii
(Grafana, Kibana) gs151 aHani3y TpeHiB MeTpPUK Ta B3a€EMO3B’sI3KiB MiXK IOKa3HUKaMHU pecypciB i 3areHepoBa-
HUMU peKkoMeHJanisiMu. KpiM Toro, pilleHHs HOBUHHO HiATPUMyBaTU MyJbTUXMapHi Ta ri6puAHi cueHapii
po3roptaHHs (AWS, Azure, Google Cloud, on-premises) i 3a6e3nedyBaTu yHidikoBaHU iHTepdeiic B3aeMofii
3 pi3sHUMU XMapHUMHU NpoBalgepaMu yepe3 APl-ajanTepy, 10 copollye iHTerpartito Ta rapaHTy€e NOpTaTUB-
HICTb CUCTEMHU.

Jus yHidikoBaHoro onucy Bumor Jo [CIIYP BUKOPUCTOBYETBCSA OHTOJIOTIYHA MO/IeJIb, sIKa BKJII0YA€ OCHOBHI
CYTHOCTI: XMapHHUH pecypc, areHT MOHITOPHHTY, MO/ie/Ib MallMHHOT'O HaBYaHHS, NOJIiTHKa MaclITabyBaHHs Ta
3alKC yXBaJIeHOTO pilleHHA. XMapHUI pecypc XapaKTepU3yeTbCsl TUIIOM (BipTya/ibHa MalllMHa, KOHTelHep 260
byHKILisA) Ta BiAnoBigHUMEU MeTpukaMu (Hanpukiag, CPUUtilization, MemoryUsage, NetworklIO). AreHT MoHi-
TOPUHTY MICTUTb Ha/IalITyBaHHA 300py MeTpHK, iHTepBaJ ONMUTYBaHHA Ta popMaT nepefadi gaHux. Mozenb
MalllMHHOI'0 HaBYaHHS onucyeThes apxiTekTyporo (LSTM, RandomForest, Prophet), HabopoMm rinepnapameTtpis
i mepiogom oHoBseHHs. [loniTHKa MaciiTabyBaHHS BU3HAaYa€ YMOBU Tpurepy (Hanpukiaag, CPU > 70 % mnpo-
TACOM I'SITU XBUJIMH), TUIl MaclITabyBaHHS (TOPHU30HTa/lbHE ab0 BepTUKaIbHE) Ta MexXi KisbKocTi pecypciB
(MiHiManbHI Ta MakcUMaJibHi 3HaUYeHHs). 3alllC YXBaJeHOTO pillleHHs 36epirae mo3Havyky 4yacy (timestamp),
Habip BXiIHMX MeTPHUK, IPOrHO30BaHe 3HAYeHHsI HaBaHTa)XKeHHs1, pEKOMEeH/10BaHy Jiil0 Ta CTaTyC BUKOHAHHS.

KoxkHa 3 1jux cyTHOCTell Ma€ BJIacHI aTpuUOYTH Ta 3B'A3KU. Tak, XMapHUH pecypc MICTUTb aTpUOyTH
resourcelD, resourceType i currentMetrics i noB’si3aHui i3 areHTOM MOHITOPHUHTY Yepe3 3B’s130K monitoredBy. 3i
CBOr0 60Ky, NOJIiTHKa MacCIITabyBaHHS acOL{I0EThCA 3 MO/IeJIJII0 MAIIMHHOTO HaBYaHHsI 3a JONIOMOTI 010 3B’ A3KY
usesModel i BU3Hauae nepeJiik 11i1boBUX pecypciB yepes 38’130k appliesTo — CloudResource. Taka cTpykTypa
MozeJi 103BoJsI€ popMastizyBaTH He JiMlle CTPYKTYPHI, a 1 yHKIioHA/NbHI acIeKTH JOMEHHOI JIOTiKU: y pasi
BUSIBJIEHHS aHOMaJlil HAaBaHTa)XKeHHsI 3a J0OMOrolo BifjnoBigHoi Moaeni-anomalii (ANOMALY_DETECTOR) cu-
CTeMa MOoKe aBTOMAaTUYHO aKTUBYBATH pe3epBHY NOJIITHUKY, 3a/1y4alody aJbTepHaTUBHI HA00pH pecypciB.
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J1s1 06'€KTUBHOI OIIiHKM AisI/IbHOCTI iHTE/IEKTYa/bHOI CUCTEMHU MiATPUMKH YXBaJIeHHS pillleHb MPONOHY-
€ThCS 3aCTOCOBYBATH HU3KY KJIIOUYOBUX OKAa3HUKIB epeKTUBHOCTI. [lepiinM TakMM [MOKa3HUKOM € TOYHICTh
nporuo3y (Accuracy of Forecast), sika 064HC/II0€TBCS HAa OCHOBI cepejHbOKBaApaTUiHOiI moMuiku (RMSE) a6o
cepefHbOI abcotoTHOI BigHOCHOT momuiku (MAPE) mix nepefg6aueHuMu Ta GakTUYHUMH 3HAYEHHSIMU Ha-
BaHTaKeHHs. llell iHAMKATOp Z03BOJISIE OL[iHUTH, HACKIJIbKM KOPEKTHO MO/ie/Ib MAallMHHOTO HaB4YaHHs ¢op-
MY€E NMPOTHO3U M Y TAKUH CNOCi6 BIJIMBAE Ha SIKICTh yXBaJIeHUX PillleHb.

Jpyruil nokasHUK BU3HAYA€E 3aTPUMKY yxBaJieHHs pimeHHs (Decision Latency), 1m0 BUMipo€eTbCS AK iH-
TepBaJ 4Yacy Mi>K MOMEHTOM OTPUMaHHA OCTAaHHbOIO NMaKeTa METPUK i 4aCOM reHeparii peKkoMeHauii 1mon0
MacuTabyBaHHsA. 3HaYEHHS IbOT0 OKAa3HUKa 6e3MocepeHbO BIIMBAE HA 3/JaTHICTb CUCTEMH pearyBaTH Ha
3MiHy HaBaHTa>X€HHA B peaJlbHOMY Yaci.

TpeTim iHAMKATOPOM BUCTYTIA€E MOKpaleHHs BUKOpHUCTaHHSA pecypciB (Resource Utilization Improvement).
Moro orjiHka 3iHCHIOETHCS LIAXOM NMOpiBHAHHSA cepeJHbOro KoedinieHTa 3aBaHTaxxeHHs CPU Ta onepaTus-
HOI maM’ATi [10 i mic/isi BIPOBA/PKeHHs {HTEJIeKTYa/lbHOI cucTeMU. [JlaHUi OKa3HUK JIeMOHCTPYE ePeKTHUB-
HicTb 6aJJaHCYBaHHS PECYPCiB Ta 3MeHIIEeHHs HaZAMipHOTO pe3epByBaHHS.

YeTBepTUM BaXKJIMBUM KpUTepieM € 3HmKeHHS BUTpaAT (Cost Reduction), ike BUBHAYaETHCS SIK MPOLIEHTHE
CHiBBiZiHOIIEHHSI 3MEHIIEHHS] BUJATKIB Ha XMapHY iHQPaCTPYKTYypy Y HOPiBHSAHHI 3 PEKUMOM CTAaTHYHOIO
MaclTabyBaHHS MPOTATOM KOHTPOJIBHOTO nepiofy. Bucoka epeKTHBHICTh yXBajleHUX peKOMeHJaliid Mae
CHOPHUATH 3MEHUIEHHIO 3araJlbHUX BUTPAT Ha 00YHCII0BAJIbHI pecypcu.

OcTaHHIM 3a3HavyaeThbcs BiAnoBiAHICTH piBHAM o6cayroByBanHs (Service Level Compliance), mo o64uc-
JIIOETHCA SIK YaCcTKa BUIMAJKiB NepeBULEHHS AONYCTUMOro 3Ha4eHHs SLA, HanpukJ/aj, 3aTPUMKH BiANOBiAl
cepsicy noHaz 200 Mc. MOHITOpPHHT IIbOT0 MOKa3HUKA J03BOJIIE KOHTPOJIIOBATH AAKICTh KiHIIEBOTO KOPUCTY-
BalbKOTO JIOCBiZly ¥ CBOEYAaCHO BUSIBJISITU MOTEHIIMHI Mpo6ieMHU.

[locTiitHU# cynpoBij 3a3HaYeHUX MOKA3HUKIB JJa€ 3MOT'Y CBOEYACHO KOPUTYBATH KOHQIrypariro nporsoc-
TUYHUX MOJeJIeld Ta MOJIITUK MaclITabyBaHHs, a y pa3i KpUTUYHUX BiJIXHJIEHb — ONlepaTUBHO iHQOpMyBaTH
aJiMiHicTpaToOpiB Npo HEOOXiAHICTD BTpyYaHHS.

[ neMoHcTpanii mpakTHUYHOI JOIiJIBHOCTI 3amponoHoBaHol ¢popmasizoBaHOl Mojesli BUMOT po3pobJie-
HO NMPOTOTHII iIHTEJIEKTYaTIbHOI CHCTEMHU MiATPUMKH YXBaJIEHHS PillIeHb i3 BUKOPUCTAHHSAM IJIaTGOPMU KOH-
TelHepHOI opKecTpanil Kubernetes, MexaHi3My 360py Ta 36epeKeHHsI 4acoBUX psfiB MeTpUK Prometheus,
3aco6iB Bisyausisanii Grafana i cepBepa MalIMHHOTO HaBYaHHSA 3 MONEPeAHbO HaBYeHUMH Mozensamu LSTM
i Prophet fjy11 nporHo3yBaHHs HABaHTAXKEHHS.

BUCHOBKM. Y cTaTTi NponoHyeThcs GpopMasizalis BUMOT 10 iHTeJEeKTyaJIbHUX CUCTEM MiJTPUMKH YXBa-
JIEHHS pillleHb y 33/a4ax oNTHUMizalil xMapHUX pecypciB. BukoHaHo kiacudikanio ¢pyHKLiOHANIBHUX i He-
dyHKIiOHaIbPHUX BUMOT, BU3HAYEHO KJII0Y0Bi KpUTepii IKoCTi Ta po3p0o6JiIeHO OHTOJIOTiUHY Mozeb s pop-
MaJIBHOTO ONUCY OCHOBHUX cyTHOCcTeH [CITYP.

BogHoyac cJiiji 3a3Ha4YUTH NEBHI 06MeXXeHHs: 06paHa OHTOJIOTisA MOTpeOye afganTauii AJsi MyJIbTUXMap-
HUX 1 ri6puiHUX cepenoBull, ockiabky He Bci APl nmpoBaiepiB yHipikoBaHO mogatTe MeTpukH. Kpim Toro,
eKCIepUMeHTaJIbHI pe3y/IbTaTH BKa3yl0Th Ha HEOOXiZHICTb PO3p06KH MeXaHi3MiB /i1 OHJIaWH-aanTaLii Mo-
Jlesied 3 ypaxyBaHHAM KOHIENTYaJbHOTrO 3CYBY, OCKIJIbKM 3MiHHI NaTepHU HaBaHTAXXE€HHSA MOXXYTb 3MeHIIY-
BaTH TOYHICTb MPOTrHO3yBaHHSA. TaK0XK aKTyaJbHOIO 3a/UIIAETHCA Mpo6ieMa 3abe3nedeHHs IPO30poCTi pe-
KOMeHJalLiH, 110 CIpUATUME J10Bipi 3 60Ky agMiHicTpaTOopiB, i nuTaHHA iHTerparii 6e3cepBepHUX cepesOBHIL
(Serverless), e MeTpuku QYHKIIOHYBAHHS BiZ[pi3HAIOTHCS BiJi KITACHYHUX KOHTEHHEPHUX CEPBICiB.

OTxe, dopMaJtizaliiss BUMOT J10 iHTeJIeKTyaIbHUX CUCTEM MiJTPUMKH YXBaJIEHHS PillleHb € BOXKJIMBHUM KPO-
KOM [IJIs1 CTBOPEHHS HaAiHUX i mpo3opux pileHb y cdepi ontumisanii xmapHux pecypcis. [loganbi 3ycu-
Jisl IOLJIBHO CIPSIMYBAaTH Ha BJOCKOHAJ/IEHHS alalTUBHOTO HABYaHHS Mo/esied i pO3IIMpPEHHS OHTOJIOTIYHOT
6a3u 3 ypaxyBaHHAM crenudikyd MyJIbTUXMapHUX Ta 6e3cepBepHUX iHPPACTPYKTYD.
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MOAHUPIKALIA METOAY RECIPROCAL RANK FUSION /11 IMOJIIITIIEHHA PE3Y/IBTATIB
T'IBPU/IHOTO MOIIYKY Y IH@OPMALIIMHUX CUCTEMAX 3 BEKTOPHUMU BA3AMH JIAHUX

Anomayis. Memoio daxoi po6omu € ydockoHaneHHs1 memody Reciprocal Rank Fusion (RRF) 0.5 nidsuweHHss moyHocmi
06'€0HaHHs1 pe3yrbmamis 2ibpudHo20 nowyky 8 iHghopmayiliHux cucmemax, Wo 8UKOPUCMOBYHOMb 8eKmopHi 6a3u daHux. ['i-
6pudHull nowyk nepedbayae iHmezpayiro pe3yabmamis, OMpuUMaHux 3d donomMozoio pisHuUx cmpameziti NOWyKy — 1eKCUYHUX,
CeMaHmMu4Hux, 8izyaavHux mowo. O0Hak mpaduyiiina gpopmyaa RRF He 8paxosye cmyniHb pesesaHmHocmi doKymeHmis, wo
Modice npu3godumu do cumyayitl, Koau HU3bKO peae8aHmMHI pesysabmamu o0Hiei nowykosoi cmpamezii eniuearoms Ha 8UCO-
Ko pesiegaHmHi pezynbmamu iHwoi. Y pesyromami 8id6ysaemuvcsi 3MiujeHHs1 6aHCaH020 NopsioKy 0OKyMeHmi8 y PiHa1bHOMY
CnUcCKy pe3ysibsmamis.

Memodosoc2ia docaidxrceHHs TPYHMYEMbCS HA AHAAI31 OYIHOK pesaeeaHmMHOCMi, OMpUMAHUX y Npoyeci 1eKCU4H020 ma
CeMaHMuU4HO20 NOWyKy. 3anponoHogaHo nioxio do kaacugikayii pesyribmamie 3a 2pynamu pese@aHmHocmi Ha 0CHO8I no-
emanHoi dezpadayii nouamkosozo 3anumy. [laai 3anponoHosaHo modugikosaHy opmyay RRE e skili paneu dokymenmis
KOpu2ytombuCs 3 ypaxy8aHHAM epynu peAesaHmHocmi yepes ekChoHeHyiaabHy PyHkyiio. Lle do380a5€ 3meHwumu enaue pe-
3yn1bmamis, Wo MarmMs HU3LKY pesae8aHmHicms, Ha JOKyMeHmu 3 8UcOKor0 gidnogidnicmio. /[lns ekcnepumeHmasibHoi nepe-
gipku 6ys10 sukopucmaro damacem MS MARCO, wo micmumb peaabHi nowykosi sanumu Ui py4Hi oyiHKuU pesesaHmHocmi.
IopieHsHHS KAaacuyHo20 ma Mmodugikosarozo RRF 3diticHiosanocs 3a mempukoto MRR@10.

Haykoea HO8U3HA po6omu no/si2ae y BUKOPUCMAHHI OUHAMIYHO20, KOHIMEKCMHO-3a1e34cH020 nidxody do gpopmye8aHHs
epyn peaesaHmuocmi 6e3 Heob6xioHocmi 8 noemopHuUX 38epHeHHAX do 6a3u daHux 4u iHdekcayii daHux. 3anponoHosaHe pi-
WeHHs 06MeNCYEMbCA AUWe MeKCMOoM 3anumy, wo 3abesneyye 1io2o efhekmusHicmo i He 8umazae 8i0HOCHO 8eAUKUX 064Uc-
A08aabHux eumpam. Ha gidminy 6id icHyrouux modugikayiil RRF, 3anponoHosanuii nioxid do3gossie eHyuko adanmysamu
842U PAHHCY8AHHS HA OCHOBI CEMAHMUYHO20 MA JAEKCUYHO20 OUHAMIYHO20 AHAANI3Y.

BucHoeku docaidiceHHs nidmeepdicyroms, wjo sanponoHosaHa modugdikayis memody RRF nokpawye nosuyito pesegaHm-
HO20 dOKyMeHma y pesysbmamax 2ibpudHozo nowyky. Modugikosaruii memod demorcmpye suuly mempuxky MRR@10 (0.1880
npomu 0.1718 y kaacuuHomy RRF), wo ceiduums npo 3mMeHWeHHs1 He2amugHOo20 8NU8y Hepes1e8aHMHUX pe3y/abmamis.

Kawouosi croea: cemanmuyHuli nowyk, Aekcu4Huli nowyk, 2i6pudHuli nowyk, KoM6iHO8aHUU NouwlyK, 6eKMopHi 6a3u da-
Hux, iHgpopmayiiiHi cucmemu.

Mykola BILY], Ievgen KRYLOV. MODIFICATION OF THE RECIPROCAL RANK FUSION METHOD TO IMPROVE
HYBRID SEARCH RESULTS IN INFORMATION SYSTEMS WITH VECTOR DATABASES

Abstract. The aim of this study is to improve the Reciprocal Rank Fusion (RRF) method to enhance the accuracy of result
merging in hybrid search systems that utilize vector databases. Hybrid search involves the integration of results obtained
through various strategies, including lexical, semantic, and visual search. However, the traditional RRF formula does not take
into account the degree of document relevance, which may lead to situations where low-relevance results from one retrieval
strategy affect the high-relevance results from another. As a consequence, the desired ranking of documents in the final result
list may be distorted.

The methodology of this research is based on analyzing relevance scores obtained through lexical and semantic search.
A relevance-based classification approach is proposed, where search results are grouped according to their level of relevance
using a stepwise degradation of the original query. A modified RRF formula is introduced, in which document ranks are
adjusted based on relevance group membership using an exponential function. This approach helps reduce the influence of
low-relevance results on highly relevant ones. For experimental validation, the MS MARCO dataset was used, which contains
real user queries and manually annotated relevance judgments. The effectiveness of the original and modified RRF methods
was compared using the MRR@10 metric.

The scientific novelty of this work lies in the use of a dynamic, context-sensitive approach to forming relevance groups
without requiring repeated access to the database or index. The proposed solution operates solely on the query text, ensuring
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computational efficiency and minimizing resource consumption. Unlike existing RRF modifications, the proposed method
allows for flexible adjustment of ranking weights based on lexical and semantic analysis.

The findings of the study confirm that the proposed modification of the RRF method improves the ranking position of
relevant documents in hybrid search results. The modified method achieves a higher MRR@10 score (0.1880 compared to
0.1718 for the classical RRF), indicating a reduction in the negative impact of irrelevant results.

Key words: semantic search, lexical search, hybrid search, combined search, vector databases, information systems.

IlocTaHOBKa Npo6JieMu. BekTopHi 6a3u JaHUX € CyYacCHUM Pi3HOBUOM iHGOpPMaLiHHUX CUCTEM, 110 3a-
6e3nedyloTh 30epiraHHs, iHAEKcalio Ta NOIIYK JAaHUX Y BUIVIAJI YMCJIOBUX BEKTOPiB, cPOpMOBaHHUX 3a [0-
MIOMOTOI0 MO/ieJiell MallMHHOTO HaB4YaHHsA. KoxkeH BeKTOp Bifjo6pakae 06'eKT y BUIJISA/i HAGOPY YMCIOBUX
03HaK, fIKi KiJIbKICHO XapaKTepHU3yIOTh HOT0 BJIacTUBOCTI. HanpukJiaz, 306pakeHHsI aBTOMOGI/I MOXKe 6y TH
nepeTBOpeHe y BekTop BUay [0.85, 0.6, 0.3], ;e KOMIIOHEHTH ONMUCYIOTh, BiATIOBI/IHO, ICKPaBiCTh Ky30Ba, OK-
PYIJIiCTh CUJIyeTy Ta iHTEHCHUBHICTD CBIT/IOBUX esieMeHTiB. Takui NifxiZ BUKOPUCTOBYETHCS 1151 36epiraHHs
Ta MOIIYKY 00'€KTiB pi3HOT0 THUIY, IPe/ICTaBJEeHUX y BUIJIA/I BEKTOPIiB 03HaK [6].

Y nopiBHAHHI 3 TPAJULIMHUMHU PeANiHHUMH 6a3aMU JaHUX, Y SKUX MOMYK 34iHCHIOETHCS Yepe3 TOUYHY
BiAMOBiAHICTh 3HAYEHDb, Y BEKTOPHUX 6a3ax JaHUX Peasi3yeThCs MOUIYK 32 MPUHIIUIIOM CXOXKOCTi Mi>K BEKTO-
pamu. [y onjiHIOBaHHSA NOJi6GHOCTI Mi>k BEKTOPHUMHU ITOJAHHSIMHU BUKOPHUCTOBYIOTHCSI METPUYHI Ta KBa3ime-
Tpu4Hi PyHKIi, 30KpeMa eBKJIi/J0Ba BiZicTaHb Ta KOCHMHYCHA cxoxXicThb [1]. Hampukiaz, Ko fBa BEKTOPH
300pakeHb Pi3HUX MOZeseld B3yTTs pPO3TallOBaHi JOCUTh GJIM3bKO Y BEKTOPHOMY NMPOCTOPi i po3paxoBaHa
BiicTaHb MiXX [[UMH BEKTOPaMH BiJHOCHO HEBEJIMKA, CUCTEMA iHTEePIPETYE iX K N0/i6Hi 06’ €KTH.

Y cyyacHux iHpopManiiHUX cUCTEMaX, 30KpeMa B eJIEKTPOHHIN KoMep1ii, BeKTOpHi 633U JaHUX 3aCTOCO-
BYIOTbCS AJ151 36epiraHHs MyJIbTUMOZAJbHUX IaHUX — TEKCTOBHUX OIKCiB TOBapiB, IXHIX 306pakeHb, ay/io a6o
Bizeo. /lis npukJay, onuc ToBapy BKJIOYAE IK TEKCTOBY iHpopMaliito (Ha3By, XxapaKTEPUCTHUKH, OIUC), TAK
i BisyasibHe npejcTaBjeHHs. YCi 1ji e/leMeHTH KOHBEPTYIOThCA Y BiANOBIAHI BEKTOPH 3a A0NIOMOI010 Mo esel
IMOWHHOTr0 HaB4YaHHA (HampukJiaz, CLIP a6o BERT), mo mo3BoJisie 3aidcHIOBAaTH TiOpUIHUNA (KOM6GiHOBA-
Hui#) nowmyk [10].

['6puaHUI NOLIYK 103BOJISIE epEKTUBHILIE 0GPOGJIATH 3alUTH KOPUCTYBayiB MOEAHYIOUH KilbKa CcTpa-
Teriil NoulyKy, HanpuKJ/Ia/ JeKCUYHUH, CEeMaHTUYHUN Ta MOMWYK 32 300paykeHHAM. JIEKCUUHUH NOLIYK Opi€H-
TOBaHWH Ha QiNbTpalil0 pe3y/bTaTiB 32 KIIOYOBUMU CJIOBAaMHU, SIKi MICTATBCS B TEKCTOBOMY OMMCi 06'€KTa.
CeMaHTUYHWH MiAXiJ 103BOJISIE 3HAXOUTU 06'EKTH, MOZAIOHI 32 3MiCTOM, HaBiTh AKIIO yV pOpMy/IIOBaHHI 3a-
MUTY BUKOPHUCTOBYIOThCS iHIII c/I0Ba, HiX y 6a3i gaHux. Hanpukiaz, 3anuT «B3yTTs [AJs FipCbKUX MTOXOZiB»
MOKe IOBEPHYTH PE3YJIbTATH, /i€ 3ra/lyl0ThCsl «TPEKIHTOBi YepeBUKU» a60 «TpeKiHroBi KpociBku». [Tlomyk 3a
300pakeHHSM 3a6e3Meyye BUsBJIEHHS Bi3yaJbHO CX0KUX 00'€KTIB, HaBiTh 3a Bi/ICYyTHOCTi MOBHOTO a60 4acT-
KOBOTO TEKCTOBOr0 onucy. Hampukiaz, nomyk «dyT60sKa KoMaHAM ApceHas» JO03BOJIUTh 3HAWTH BCi CX0XKi
¢dyT6OKM 3 eM6JIEMOI0 KOMAaH/IM, HaBiTh AKILO B ONKCAX He 3raJlyl0TbCsd KOHKPETHI GpeHN YU KIyOHu YU
HaBITb CJI0BA i3 NOLIYKOBOI'O 3aMUTY.

Y 3ajjayax ri6pu/{HOro NOLIYKY aKTyaIbHOIO IPOGJIEMOIO € 3aB/IaHHS Y3r0o/PKEHOTr0 06'eJHAHHS pe3yJibTa-
TiB, OTPUMaHMX 3a JJONIOMOI0I0 Pi3HUX CTpaTerid MOILIYKY, 3 MeTOI0 NMiJABUILEHHSA AKOCTi OCTaTOYHOI'O CIUC-
Ky BianoBizeil. OHMM i3 IIMPOKO BUKOPHUCTOBYBAaHUX MeTO/iB Takoro o6'exHaHHs € Reciprocal Rank Fusion
(RRF) [5]. Horo MaTeMaTHyHe BU3HAYEHHHA 33JaETHCA GPOPMYIIOI0:

1
“* k+rank,(d)

e RRF(d) - NiZICyMKOBa OLliHKa JoOKyMeHTa d ; S — MHOXHHa OLIYKOBUX CTpaTeriii; rank, (d) - MO3HIList
JIOKyMeHTa d y CIMCKY pe3yJbTaTiB NOMyKy S; k — nocTilHa A 3m1aZKyBaHHA (3a3Buyail k = 60).

CyTb MeToZly OJISITA€ B IPUCBOEHHI KOXKHOMY pe3yJbTaTy OL[iHKH, siKa 3aJIeXKUTh BiJj 3BOPOTHOI0 3HaY€EH-
He Moro no3ulii y BignoBifHOMYy cnucky. Ilic/is 1poro Bci oTpMMaHi OLiHKY MiACYMOBYIOThCS, 1[0 [J03BOJISIE
BUBOJMTH Ha 104ATOK 06'€JHAHOI0 CIIUCKY Ti pe3y/IbTaTH, AKi N0CijaloTh BUCOKI MiClifl ¥ KiJIbKOX MOLIYKOBUX
BU/la4aX, HaBiTh SIKIL0 He 04OJIIOIOTh JKOHY 3 HUX.

OcHOBHa CKJIaAHICTh IbOT0 NiZX0y NOJATA€ B TOMY, 1110 CUCTEMHU PaHXKyBaHHS 3aBX/M I0BEPTAlOTh NeB-
HY KIJIbKiCTb pe3y/bTaTiB, He3aJeXKHO BiJ] TOT0, Y4 MalOTh BOHU peJjieBaHTHUH 3B’s130K i3 3anuToM. Lle ocobiu-
BO XapaKTepHO JJis NOLIYKY 3a BEKTOPHOIO CXOXICTIO, ie CUCTeMa oBepTa€ HalbJIMX4i 06'€KTH, HaBiTh AKIO
BOHU He MAlOThb CyTTEBOI0 3MiCTOBOTO 36iry 3 3anUTOM.

Hanpuksag, y ciicKy pes3ybTaTiB MOLIYKY 3a 300paXkeHHAM, Neplle 306pakeHHs Moxke 6y TH JilicHO pe-
JIeBAHTHHUM | NOciJilae neplie Miclie, ToAi K HACTyNHi (Apyre, TpeTe TOLI0), 3 TOYKU 30py JIOJUHH, He Ma-
I0Tb 3MiCTOBHOTO 3B’AI3Ky 3 iHpopMaLiliHMM 3anuToM. He3Bakalouu Ha lie, CUCTeMa PaH>XyBaHHs 300paXkeHb
BCe OJIHO MPUCBOIOE IM BUCOKI no3ulii (paHru 2, 3 Tomo). ¥ pasi BukopuctanHs metoay RRF 3 mapameTpom
k = 60, nepie 306paxkeHHs oTpuMae ouiHky 0,01639, a apyre - 0,01611. TakuM YMHOM, HAaBiTb HEpeJIeBaHTHE

RRF(d)=X (D
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300paKeHHs, 10 BUIAJKOBO OIMMHMJIOCSA Ha JApYrid Mo3uliil, OTpPUMYE OLiHKY, fIKa JIMIIe He 3HAYHO MOCTY-
MAETHCSA OLIHII COpaB/i peJieBaHTHOTO JAOKyMeHTa. lle 3HMXKY€e TOUHICTb 06'€fHAHHS Pe3yJIbTaTiB, OCKIJIbKU
BUCOKI OI[iHKY HepeJIeBaHTHUX 06'€KTiB MOXKYTb 3MEHIIUTH BIJIUB GiJIbII TOUHUX PE3YyJIbTATIB 3 iHIIKX CTpa-
Terid NoMmyKy nij 4ac iHTerpauii cnuckis.

[IpointocTpyeMo NpUHIUN 06’€JHAHHS Pe3y/IbTaTiB CEMAaHTUYHOIO Ta JIEKCHYHOTO MOLIYKY Ha OCHOBI Me-
Tozy RRF, BUKoprcTOByl0UM IpUKIaA, HaBeJeHUH y (Tab61. 1). 3 MeTOoI0 CIpOLeHHS aHali3y IPUILYCTUMO, 1110
pe3y/abTaTH JIEKCUYHOTI'0 Ta CEMaHTUYHOTO MOLIYKYy HOpMaJli3oBaHi B Mexax Big 0 go 1.

Tabaung 1
BB HU3BKO pejieBAHTHUX OL[iHOK Ha BUCOKO peJieBaHTHI OLLiHKU
Oninka P:am' OuniHka PaHr 3rigHo PaHr
Homep 3rifHO .
CEMaHTHUYH. JIEKCUYH. JIEKCHYH. RRF 3rigHo
JAOKYMEHTY nomyxy CEeMaHTHYH. nomyKy nomyxy RRF
MOIIYKY

1 0.95 1 0.1 5 0.031778 1
2 0.94 2 0.2 3 0.031754 3
3 0.93 3 0.25 3 0.031746 5
4 0.92 4 0.29 2 0.031754 4
5 091 5 0.3 1 0.031778 2

Bucoke 3HayeHHs OL[iHKU 3 IEBHOTO TUIY [TOMYKY CBIYUTDb PO CUJIbHY PeJIeBaHTHICTb JOKYMEHTA 10/0
3aMUTY, HAaBITh AKLIO iHIII TUIM NOLIYKY NIPUCBOIOIOTH [[bOMY K JJOKYMEHTY HU3bKIi OL[iHKU. 3HaUeHHS ceMaH-
TUYHOTO MOIIYKY B [[bOMY MPHUKJIaZi BKa3ylOTh Ha Te, 1[0 3HAN/IeHi JOKYMeHTH J00pe BiJ[IOBiJal0Th 3MicTy
KOPUCTYBAIbKOTO 3anuTy. BogHoYac HU3bKI OI[iHKH, OTPUMaHIi 3 JIEKCHYHOTO IMOIIYKY, BKa3ylOTh Ha CJIa0Ky
TEKCTOBY BiANOBiAHICTb 32 dopMasbHUMH MeTPUKAMHU, TAKUMH sik BM25 [11] a6o TF-IDF [7]. Ha ocHOBi 06-
yuciaeHHs RRF 151 koxkHOTO IoOKyMeHTa 6yJI0 OTPUMAHO HAaCTYNHUH NMOPSAA0K ¥ 3B€JJEHOMY Pe3ysIbTaTi mo-
WYKY: JOKYMEHT 1, TOKyMEHT 5, JOKyMEHT 2, JOKyMEHT 4, JOKyMeHT 3. {Ik BUZIHO, OTpUMaHe BIOPSAAKYyBaHHS
He BiJj[IOBiZja€ nepBiCHOMY NMOPSAAKY 32 CEMAaHTUUYHUM MTOUIYKOM, 1110 NOSICHIOETHCS BIJINBOM HU3bKUX OLIHOK
3 6OKY JIEKCUYHOTO MOUIYKY Ha BUCOKi CEMaHTH4YHI OL[iHKU. 30KpeMa, JOKyMEHT 3, HE3BaXKalo4YX Ha HOro BU-
COKY peJIEeBAaHTHICTb Y CEMAaHTHUYHOMY IOLIYKY, OyB MepeMillleHUH Ha OCTAaHHIO MO3UIliI0 Yepe3 HeJOCTAaTHIO
JIEKCUYHY BiZinoBiAHicTh. TakMM YHMHOM, C1a0Ki OLIHKY JIEKCHYHOTO aHaJi3y MOXXYTb BHOCHUTH JI0AATKOBI MO-
XUOKHU B iIHTErpOBaHY OLIiHKY.

AHasi3 ocTtaHHiX JocaifkeHb i ny6Jikanii. 3rifHo opuriHasbHOrO AoctimkeHHs [5], Ae Bnepiie 6yB
3anmponoHoBaHui MeTo/ Reciprocal Rank Fusion, BapitoBaHHs 3ru1a/iKyBasibHOTO KoedinieHTa k mo3BoJs€ pe-
T'YJIIOBATH BIJIMB Pe3yJbTAaTiB i3 BUCOKUMU paHTaMHU Ha OCTAaTO4YHe paH)KyBaHHA. [I[poTe HaBiTh 3a onTUMaJlb-
HOT'0 HaJIALUITYBaHHS LbOTO NMapaMeTpa He BJAAETbCS YHUKHYTH eeKTy mnepeMilllyBaHHs, KOJH pe3yJbTaTH
3 HU3bKOI0 GAKTUYHOIO PEJIEBAHTHICTIO, aJle BUCOKUM PAaHTOM y NEBHiHM BUAaui, 3MillyIOTh JIiHCHO peJieBaHTHI
JIOKYMEHTH iHIIKX MOIIYKOBUX CTPaTerii y piHaIbHOMY CHUCKY.

Y nocnimxenHi [4] 3a3HavaeThes mo MeTo RRF irHopye pakTryHMi po3noais JoKyMeHTIiB irHOpyto4i cupi
OIiHKH i CTAaBUTHCS Mi/Ji CYMHIB Y1 paHT CIIpaBJi € 6i/1bII HAZ[IHHUM iH/IUKATOPOM peJIeBaHTHOCTI, Hi>K 3HAa4eH-
Hs OLIiHKH, sIKe BiZJoOparka€ BiZiIcTaHb Y METPUYHOMY NIPOCTODI, i€ 151 Bi/ICTaHb Ma€ CyTTEBE 3HaYeHH. [Ipuny-
CKA€ETBCS, 10 TaKe BUKPHUBJIEHHsI IPOCTOPOBHUX BiJIcTaHEN MOKe MPU3BECTH /10 BTPATH BaXK/IUBOI iHpopMarii,
siKa MOTeHIiHHO MoKpaluia 6 AKICTh MiICYMKOBOTI'0 PaHXKyBaHHS.

Meton Inverse Square Rank (ISR), mpeacraBnenuit y po6oTi [9], moeaHye miaxis 3BOPOTHHOTO paHTy
3 YaCTOTOIO MOSIBU JJOKYMEHTA B JIeKIJIbKOX CIHUCKaX, 110 3a6e3mnedye npioputeT y GiHATbHOMY CIHCKY AJIS
peJIeBaHTHUX Ta IIOBTOPHO Bijlo6pakeHUX IOKYMEHTIB. Y BloCKOHaJseHil Bepcii — logISR, BuKkopucraHo Jsiora-
pudMiuHy WIKaTy AJ151 3MEHLIEHHS BIIUBY PE3Y/IbTATIB, 110 3’IBJISIOTHCS JIMIIE OJWH pa3. Lle 103BoJIsIE HiBe-
JIIOBAaTH BUIAAKOBI 36iru Ta HaAATH NepeBary JOKyMeHTaM, SIKi CTaGiJIbHO BUSBJISIOTHCS KiJIbKOMA IOLIYKO-
BUMH MiAICUCTEMAMHU.

Y KOHTEKCTi MyJIbTUMO/Ja/IbHOTO MOLIYKY Y po6oTi [12] 3anponoHoBaHo mMogudikaniro RRF - Weighted
Reciprocal Rank Fusion (WRRF). Lleit MmeToA 3acTOCOBYEThCS AJis1 0G’€JHAHHS pPe3yJbTaTiB TEKCTOBOTO Ta Bi-
Jleo TOUIYKY 3 BUKOPHUCTAHHSAM BaroBUx KoedilieHTIB, siki BU3HA4YalOThCA mif vac iHgekcanil. Takui migxiz
ZL03BOJISIE TOYHIllle MOZIe/II0BAaTH BILJIUB KOXKHOI MOJJaJIbHOCTi, BPaXOBYIOUH II BAXJIUBICTb Y KOHKPETHOMY BU-
naJiKy, i € 0co6nBO ePpEeKTUBHUM Y 33/5a4ax riOpUAHOTO MOMIYKY.

Y pob6ori [3] 3anpononoBaHa Mogudikanisa mig Ha3zBowo Weighted Hierarchical Reciprocal Rank Fusion
(WHRRF). BoHa BpaxoBye cuTyaliii, KoJ1 KiJIbKiCTh 3alyCKiB BiJi pi3HUX MOUIYKOBUX CTPATerill CyTTEBO BiA-
PI3HSETHCS, 1110 MOXKE NPU3BOAUTH /10 JIOMiHYBaHHS Pe3y/IbTaTiB CTpaTeril i3 6iJbLIOI0 KiJIbKICTIO 3aMycKiB.
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Juis moM’siKuIeHHs 1boro edeKkTy peasi3oBaHO i€papXiYHUU MiJxXiJ - CIOYATKY 06'€QHYIOTHCS Pe3y/IbTaTH
B Me)KaxX KOXXHOI OKpeMoi cTpaTerii, a NoTiM BUKOHY€EThCA IX MiX cTpaTeriyHa arperaunid. /lofaTKoBO 3acTo-
COBaHO BaroBi koedil[ieHTH A KOXKHOI cTpaTerii, TpUYOMy 6iJbllli 3HAYeHHS HAJAIOThCS CTPATErifM, 1[0
BUKOPHUCTOBYBAJIM OLiHKM peJIEBaHTHOCTI 3 MONepeAHIX eKcepuMeHTiB. TakMM 4MHOM, 3alpONOHOBAaHUM
eBPUCTUYHHUHI MeXaHi3M [J03B0JIsI€ 30a/1aHCYBATH BILJIMB JpKepes 6e3 NoTpebu y NepeHaBYaHHI Mogesiel, 1o
€ aKTyaJIbHUM IIPU 0OMeXeHil KiJIbKOCTi HaBYaJIbHUX JJAHUX.

Y nocnipxensi [8] 3anpomnonoBaHo 11e oguH HanpsaM Moaudikanii Metoay RRF - agantuBHe Barose 3/uT-
TS, IPY IKOMY 3HA4eHHS Bar 3a/1eXaTh Bi/i IPUCYTHOCTI JOKYMeHTa B 060X CIMCKAX MOIIYKY, a TAKOX BiZHOC-
HOI BaXKJIMBOCTI KO>KHOI CcTpaTerii /11 KOHKPETHOTrO 3anuTy. TakWi MeXaHi3M [03BOJIIE HAAATH NPIOPUTET
JOKyMeHTaM, L0 MiITBePIKeHi eKiIbKoMa pKepesiaMy, i cipusie opMyBaHHIO GiJIbII pesieBaHTHOTO 06'€/-
HAHOTO CIIUCKY.

[IpoBeneHnii aHasi3 BUIlle HaBeJleHUX AOCJIiPKeHb CBiIYUTh 1[0 pi3Hi Mogudikarii meTony RRF mpormo-
HYIOTb BUKOpPHCTaHHs KoedilieHTiB, iKi MOXKyTb 6yTH miAibpani eMniprnyHo a6o BU3HAYATHUCSH AUHAMIYHO Ha
eTari iHZeKcanii JaHuX a60 BUKOPUCTOBYIOUYH CTATUCTUYHUH pO3MoAia JaHuX. /laHi Moaudikanii He 103BOJIsA-
I0Tb BUPIILIKUTH BIJINB HU3bKO PeJIeBAHTHUX Pe3yJIbTAaTiB Ha BUCOKO peJieBaHTHI pe3yJIbTaTH, OCKIJIBKYU HasB-
HiCTb CTaTUYHO YM JJUHAMIYHO BU3HAYEHUX KOeDil[iEHTIB He /{03BOJISIE IMHAMIYHO BUSHAYHUTH PEJIEBAHTHICTh
pe3y/bTaTiB 3 pi3HUX CTpaTerik NOUYKy BifJHOCHO OAUH A0 ogHOro. CTaTUCTUYHUHI PO3MOLIJ JAHUX MPaLI0€e
BiIHOCHO eEKTHUBHO TINIBKH [J151 IEKCUYHOTO MOLIYKY.

IlocTaHOBKa 3aBAaHHsA. MeTor BUpilleHHs 3a3HavyeHOi mpobJsiemu € mogudikauis Metony Reciprocal
Rank Fusion 3 MeTo0 mifgBULIEHHS IKOCTI pe3y/bTaTiB ri6pUAHOro MOIMIyKY, 30KpeMa IIJISIXOM 3MEeHILIEeHHS
BILJIMBY MEHII peJieBaHTHUX OLIIHOK Ha BUCOKO peJIeBaHTHI OLiHKH, OTPMMaHi piSHUMHU CTpaATEriAMU MOLIYKY.

BuksiaZ, OCHOBHOTO Martepiasy. /[y Toro mjo6 OiiHUTH, SIKi OI[iHKY peJIeBaHTHOCTI, OTPUMaHi B pe3yJib-
TaTi JIEKCUYHOI'0 Ta CEMAaHTUYHOIO IOIUYKY, MOXYTb BBaXaTHUCA NOPIBHAHHUMU Ta JOLIJIBHUMHU JJIA IO-
Jasblioro BpaxyBaHHsA y popmysi RRE npononyeTbcs kacudikyBaTy pe3ysbTaTy MOIIYKY 32 piBHEM peJie-
BAHTHOCTI. 3 [i€I0 MeTOW0 Habip BiANOBiel MOAiNSETHCA Ha KiJibKa KaTeropié 3a cTyneHeM BifnmoBigHOCTI,
HaNpUKJaJ A/ COPOILEeHHS — «BUCOKUI piBeHb BiJOBIJHOCTI», «cepeiHil piBeHb» Ta «HU3bKUU PiBEHbY.
Hanpuxksag, pe3ynbpTaTH 3 oLiHKaMH B Aiama3oHi 0,91-0,95 MoxyTe 6yTH BijHeceHi fj0 KaTeropii «<BUCOKO] pe-
JIEBAHTHOCTI», TO/i sIk 3Ha4YeHHs B Mexkax 0,1-0,5 - 1o kaTeropii «kHU3bKOi pesieBaHTHOCTI». 3allpONOHOBAHUI
nigxig nepes6adae GopMyBaHHS 3a3HAYEHUX KaTEropiki HA OCHOBI aHaJIi3y MOYaTKOBOTO 3aMUTY KOPUCTYBada
LIJISIXOM Horo noeTamnHoi peaykuii (zerpazanii) 3 nogaapuiMM NOPiBHAHHAM HOBUX BapiaHTIB 3alUTY 3 OpH-
riHaJbHUM 3anuToM. Taku# miaxiJ 03BOJISIE€ eMIIIPUYHO BU3SHAYUTH MeXi Ipyn pesieBaHTHOCTI. Hanpuknag,
JUISL 3aIIUTY «B3YTTS AJI TiPChKUX MOXO/iB» MOCTiZJOBHO 0GYHUCIIOETHCSA CEMAaHTHYHA Ta JIEKCUYHA CX0XKICThb
3 BapiaHTaMHu 3amUTYy, 10 OYyJIM OTPUMAaHI IIJIIXOM MOCTYIOBOTO BUAAJNEHHs CJiB. BianoBigui pe3ysnpraTtu
npejcTaBJ/ieHi B (TabJr. 2).

Tabaung 2
Jlekcu4HI Ta cCeMaHTUYHI OLliHKM JerpajoBaHOro 3anuTy
3anuT OniHKa ceMaHTHYHOI CX0XKOCTi OniHKa JIEKCMYHOI CX0XKOCTi

“B3YTT# AJIs1 TipCbKUX MOXOZIB” 0.9547 49191
“B3yTT AJIS TipCbKUX’ 0.912 3.9352
“B3yTTH A5 0.877 1.9676
“B3yTTA” 0.8204 0.9838
0.7655 0.0

Ha ocHoBi nmpoBe/ieHUX 064YMCIEHb MOKHA BUOKPEMHUTH YOTHPHU TPYNH pesieBAaHTHOCTEH, 110 MpeJCTaB-
JieHi B (Ta6J1. 3). KoxkHa 3 [UX rpyn XapaKTepU3y€eThCsl IEBHUM /lialla30HOM 3Ha4Y€Hb pPesIeBAHTHOCTI, 10 Ja€
3Mory kJacudikyBaTu 3Hal/ieHi JOKYMEHTH 3a piBHEM BiJINOBIAHOCTI Z10 BXiIHOT'0 3aMUTY KOPUCTyBaya.

Tab6auuga 3
CeMaHTHYHI Ta JIeKCUYHI Jiala30HU Ipyn peJieBaHTHOCTeN
l:;yMl;I: Jliana3oH OLiHOK CeMaHTUYHOI CX0XKOCTi Jliana3oH OLiHOK JIEKCUYHOI CX0KOCTI
1 0.9547-0.912 4.9191-3.9352
2 0.911-0.877 3.9351-1.9676
3 0.876-0.8204 1.9675-0.9838
4 0.8203-0.7655 0.9837-0
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3 mMeTo1o iHTerpauii inpopmaLii mpo Ha/NeXHICTb JOKYMeHTA JI0 IEBHOI I'PYNH PeJeBAHTHOCTI ¥ GopMyI1y
Reciprocal Rank Fusion, mponoHyeTbcsa Monudikamiss MeToay, ifies AKoi mosira€ B HACTYIIHOMY — YUM JaJi
Irpyny 3HaX0AATHCS OAMH Bifi 0HOTO TUM MEHIIWH BIJIMB OJMH HAa OJJHOI'0 BOHU NOBUHHI MaTH. To6TO pe3ysb-
TaTH, SIKi HaJIeXKaThb /10 OJHi€l rpyM NOBHMHHI NOPiBHIOBATHCA MiXK c06010 B nepiy 4epry. Kosiv BOHM MaloTh
O/IHAKOBi 3Ha4YeHHH, TO TOAI BPaxOBYIOTbCA NO3MLII 3 iHIKX rpyn B iXHbOMY nopsafky. Lle MmoxxHa gocartu
LIJISIXOM BUKOPHUCTAHHS €KCIIOHeHIiaJbHOI QYyHKILii, apryMeHTOM sIKOi BUCTYIla€E HOMep BiJMOBiJHOI rpynu
peseBaHTHOCTi. MogudikoBany ¢popmyny RRF MoxkHa nogaTu y BUTJIsAAL:

1

RRF ()= 2 (k+rank, (d))"

(2)

Jle n - HoMep IpyIu.

EdekTuBHicTb 3aniponoHoBaHoi Moaudikanii MeTony Reciprocal Rank Fusion oniHeHo 3a fonoMoroto gaTta-
cety MS MARCO [2]. e Beiukuil BiiKpUTHUI Habip AaHUX, CTBOpeHUH KoMnaHieo Microsoft aJis gocaifxeHb
y ranysi inpopmManiiHOro nouryKy Ta MallMHHOTO po3yMiHHS TeKCTY. /laTaceT MiCTUTb peasibHi KOPUCTYBallb-
Ki 3alIMTH 3 OIYKOBOI cucTeMU Bing, noB’si3aHi 3 BiiNOBifHUMU Naca’kaMu ab0 JOKyMeHTaMU 3 Mepexi. 3aB-
JASIKU HassBHOCTI BUCOKOSIKICHUX PYYHHUX OLiHOK pesieBaHTHOCTI, MS MARCO mupoKo BUKOPHUCTOBYETLCSA AJIs
3a/la4 paHXKyBaHHS, BiZilIOBiZilel Ha 3alUTaHHSA Ta CEMAaHTUYHOTO MOMIYKY. [l/IsT KOXKHOTO 3allUTy 3a3HaueHo,
SIKUH Macax € peJleBaHTHUM, TOOTO HallKpallle BiANOBiAa€ 3MiCTy 3alHUTY.

MeToo gaHOTrO AocaifpkeHHs € ynockoHaseHHs MeToLy RRF sk cnocoby edpeKkTUBHOro 06'€JHaHHA pe-
3yJIbTATIB pi3HUX cTpaTerii nouyky. [liABUILIEHHS IKOCTI OKpeMHUX CTpaTerii NOWYyKy He € Li/LII0 MTOTOYHOL
po6oTH. OCHOBHe 3aB/JaHHS N0JIATA€E B OLiHIOBaHHI TOTO0, YU 3aiiMa€ Bpy4HY N0O3HAYeHUH pesieBaHTHUH JOKY-
MEeHT BUIIY 03ULiI0 y pe3y/bTaTaX, OTPUMaHUX 3a MoJUbiKOBaHUM METOA0M, NOPiBHAHO 3 KJaacuuHUM RRE
To6TO, OLIHUTH Ha CKiJIbKA 3MEHIUNBCSA BIJIUB €/1ab0 pejieBaHTHUX JOKYMEHTIB Ha BUCOKO peJsieBaHTHI. [lid
LbOI'0 BUKOPUCTOBYETbCA MeTprka MRR@10 (Mean Reciprocal Rank), sika BUsHa4a€TbCA AK:

MRR@lO(d):% ZqEQ% (3)

Ze Q — KiJIbKICTb 3aNUTIB, a N — MO3ULi NepIIOro peJeBaHTHOIO JOKYMEHTA y CIUCKY pe3yJabTaTiB [
3anuty q cepef, Ton-10. ko pesieBaHTHUM JOKYyMEHT 3HAaXOAWThCS Ha MepIliil Mo3ulii, HOro BHECOK y Me-
TPUKY JopiBHIOE 1, Ha Apyri# - 0.5, To1o.

Jis ekciepuMeHTy 6ys10 BUkopuctano 500 3anuTiB Ta 2 601 270 nacaxiB 3 gatacety MS MARCO. Pe3yuib-
TaTH HaBeJleHO B (TabJ1. 4).

Ta6bauug 4
IlopiBHAHHS MeTPHUK opHUriHaabHOro i MoaudikoBaHoro metoay RRF
MeTop, MRR@10
RRF (opuriHanbHui) 0.1718
RRF (MogudikoBaHui) 0.1880

Ak BuAHO 3 pe3ysbratiB, MoaudikoBaHuil MeTo RRF 3a6e3neuye Bully cepeHIO MO3ULLiI0 /151 peJieBaHT-
HUX JOKYMeHTiB. Lle cBigzuuTh npo Te, 1110 BiH 6i/1b11 epeKTUBHO MOEAHYE pe3yabTaTH Pi3HUX CTpaTeTiH noury-
ky. KpiM Toro, nizg yac aHani3y po3nofiny 6yJi0 BUSBJEHO, 1[0 31 3pOCTaHHAM pi3HUL MiXK OLliHKaMHu OJHOTO
¥ TOTO0 3K JIOKYMEHTa, OTPUMaHUMHU 3 Pi3HUX cTpaTerii nomyky, MoAudikoBaHUN MeTo/| TOKa3ye Kpaily edek-
TUBHICTb: 3poCTa€ pisHULA MK 00’ JHAHUMU paHTaMH, OTPUMAaHKMMHU 32 OPUTiHAJBHUM Ta MOAM(IKOBAHUM
MeTtonaMu RRE lle nigTBepaKye 3MeHILIeHHA BIJIMBY HU3bKO peJIeBaHTHUX OLIIHOK Ha BUCOKO peJIeBaHTHI
OIL[iHKH.

BucHOBKM. 3anponoHoBaHe yoCKoHaseHHs1 MeToAy Reciprocal Rank Fusion 3a6esneuye edekTuBHie
06’efHAHHSA pe3y/IbTaTiB ri6pUAHOr0 MOUIYKY IIJISIXOM YpaXyBaHHS CTYIIeHs peJieBaHTHOCTI JOKyMeHTiB. 3a-
MPOIOHOBAaHa MpoleAypa Aerpajarii BXiJHOTo 3anuTy Ta GOpMyBaHHS IPyI PeJIEBAaHTHOCTI € 00UHUCTIOBAJIb-
HO MaJIOBUTPATHOIO, OCKIJIbKM BUKOHYETBCS JIOKAJbHO Ha CTOPOHI cepBepHOI YaCTHHU CUCTEMU 6e3 HeobXif-
HOCTI Z10/IaTKOBUX 3BEPHEHD /10 6a3U JaHUX YU NepefaBaHHsA iHpopMallii Mepexero. 06po6ka moTpebye Juiie
TEKCTY 3aIUTY, 10 3a3BUYal MiCTUTb 06MeXeHY KiJIbKICTb CJIiB.

PekoMeHAyeTBCA 3AIMCHIOBATH NMOCTYIIOBE CKOPOYEHHSA 3allMTY 3 MOro KiHIf, OCKIJIBKM Cy4acHi Mojeni
BeKTOopHU3alii TeKCTIB leMOHCTPYIOTh BUCOKY YYTJIMBICTD IO MOYAaTKOBOI YacTUHU 3anuTy. Kpim Toro, nomny-
JIIpHi aITOPUTMHU JIEKCUYHOTO PaHXKyBaHHs, 30kpeMa BM25, Ha/jal0Th BUIIi OLIHKY TUM JJOKyMEHTaM, y SKUX
KJIIOYOBI CJI0BA 3'ABJISIIOTHCS HA T0YATKY, 1110 TAKOX MiITPUMYE TaKy CTPATEril0 CKOPOYEHHS.
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Y nopanbuvx AOCAIAKEHHAX JOLIJIbHO BUBUMTH aJlbTEPHATUBHI NMiAX0oAuW A0 Aerpajauil TekcTy. 30KpeMa,
MepCHeKTUBHUM € BUKOPUCTAHHS CTaTUCTUYHUX XapaKTepucTUKk BM25 s mpiopuTeTHOTrO BUJIyYeHHS 3 3a-
MUTY CJIB, 110 HAHYacCTille TPamJIsIIOThCSA B KOPNYCi JOKYMEHTIB, OCKiJIbKY iXHS iHOPMaTHBHICTb 3MEHLIY-
€TbCA 31 3pOCTAHHAM 4aCcTOTHOCTI. Tak0ok BapTO PO3IJISHYTU MOXJIMBICTb Aerpajalii caMux JOKYMEHTIB Ha
eTani iHfiekcauii Ta nonepeHe reHepyBaHHA KMOBIpHUX MOIIYKOBUX 3aNUTIB A/ JOKyMeHTa. lle 103BOIUTH
3/JliICHIOBATH MOLIYK HAa OCHOBI CX0XKOCTI 3aMTIB 32 MPUHIUIIOM OCTYNOBOI Aerpajarii.

Kpim Toro, pe3ysbTaT eKCHEPUMEHTIB 3aCBiYUI/IY, 10 JOBLUII 3alIUTH MICTATH 6i/blle KOHTEKCTY, 110
€ KOPHMCHUM [/11 KOHTEKCTHO Yy TJMBUX CTpaTerii nomyky. ToMy, AKI0 KOPUCTYBad BBOJUTb KOPOTKUH 3a-
MUT, JOLIJIbHUM € MONepeJHE HOr0 KOHTEKCTya/lbHe PO3IIUPEHHSA 3 BUKOPUCTAaHHAM MOJeJiell MalllMHHOTO
HaBYaHHSA a060 icTopii 3anuTiB KOpHUCTyBaya.
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NIAX0AU DESIGN SCIENCE RESEARCH 10 IOBY10BH
IHTEJIEKTYAJIbHOI CACTEMH KOHTPAKT-TECTYBAHHA

AHnomayis. Y cyvacHux ymosax 3pocmaroyoi ckaadHocmi mikpocepsicHux iHgpopmayitiHux cucmem 0cob.1u8020 3Ha4eHHs
Ha6ysae po3pobka ehekmusHux nioxodie do 3abe3neveHHs ixHboi HadiliHocmi ma cmabiabHoCMI.

Mema po6omu. Y cmammi o6rpyHmogaHo nidxodu memodoo2ii design science research (DSR) 045 po3pobku inmesek-
mya/bHOI cucmeMu KOHMpAaKkmM-mecmy8aHHs MikpocepgicHux iHgpopmayitinux cucmem. OCHOBHUM 3a80AHHAM € CIMBOPEHHS
apmegpakmy, 30amHo20 a8MoOMaAMUu4Ho 2eHepysamu, onmumizysamu ma aHanizysamu inmepgeticii KOHMpaKmu Ha OCHOBI
peasnbHUX ekcnayamayitiHux 0aHux i mesemempii, 3 MemMor 3HUNCEHHs 06Cs12y PYMUHHUX hepesipok i nidsuujeHHst HadiliHoc-
mi cucmemu.

Memodoozis. Bukopucmano kaacuuHy DSR-pamky, ujo noedHye emanu idenmudbikayii npobaemu ii momueayii, popma-
sizayii umoe, 8usHaueHHs yiaell piuwieHHs, dusaliHy Ui po3pobku apmegpakmy, liozo deMoHcmpayii ma oyiHWBAHHs 8 peaJib-
HUX YMO08AX, d maKoXi¢ NOWUpeHHs pe3yabmamis. Ynpoyeci peasizayii 6y/10 cnpoekmogaHo Yomupu 83aEMON08°’13aHi Modyi:
36ip mesnemempii, ceHepamop koHmpakmis, aHaaimuyHuii deuzyH ma DevOps-inmepdelic.

Haykoea Ho8U3HA. 3anponoHo8aHO yHikabHe noedHaHHs DSR-napaduemu 3 iHmenekmyansbHUMU MexaHizmamu adan-
MUBHO20 MecmyeaHHs: ynepuie peai308aHo asmomamuyHe 8usi8/eHHs1 3MIH KOHmMpakmig i3 moynicmio = 95 %, 3acmocy-
BaHHSI AKMUBHO20 HABYAHHS 0151 npiopumu3sayii mecmiag i3 36epexceHHsIM 2 95 % nokpummsi KpUMuU4HUX cyeHapiie ma iH-
mezapayito Npo2HO3Y8AHHS «2APAYUX» MOYOK 83AEMO0IT 3 NOMUIK0B0I0 mMpugodcHicmio < 5 %. I1idxodu akmueHo20 HABYAHHS
3a6e3ne4uu ckopoueHHs Habopy mecmis Ha 30-40 % i 3mMeHweHHA Paabwusux npoeais iz 8 % do 3 %.

BucHoeku. [Iposedeni ekcnepumenmu Ha cmeHdi 3 15 mikpocepsicamu ii 3000 konmpakm-mecmamu niomeepouau egek-
mueHicmb cucmemu: yac Cl-natinaatiHy ckopomuecs Ha 25 %, o6¢csie mecmie — Ha 30 %, 36epizwiu 98 % nokpummsi KAKY08UX
koHmpaxkmis. [lodanvwi docaidxceHHs nepedbauarms po3wWUpeHHs1 Modeai aKMU8HO20 HABYAHHS 3 YPAXYBAHHSIM HeAiHIll-
HUX 3a/1e)cHOCmetll Mide KOHmpakmamu, inmezpayiro npozHo3yearHs 3miH APl Ha ocHogi aHanizy icmopii komimis y Git ma
3acmocysaHHs reinforcement learning 048 onmumisayii cmpameziii 3anycky mecmig y peasibHoMy uaci. 3a2a10M, BUKOPU-
cmaHHs1 DSR-nidxody sidkpueae wupoki moxcaugocmi 04151 CmeOpPeHHsl «PO3YMHUX» 3Ac06i8 mecmy8aHHs MIKpPOCep8iCHUX
apximekmyp, wo cnpusimume nidguwjeHH1o ix HaditliHocmi ma 3HUMCeHHI0 eKcnyamayitiHux eumpam.

Kawuosi caosa: Design Science Research, inmesnekmyaabHa cucmema KOHmMpakm-mecmyeaHHs,, MikpocepgicHa apxi-
mekmypa, mesaemempis cepsicis.

Oleh HARASYMCHUK, Mykhailo LUCHKEVYCH. DESIGN SCIENCE RESEARCH APPROACHES TO BUILDING
AN INTELLIGENT CONTRACT TESTING SYSTEM

Abstract. In the current climate of growing complexity in microservice information systems, developing effective approaches
to ensuring their reliability and stability is particularly important.

Objective. This article substantiates the application of the Design Science Research (DSR) methodology to the development
of an intelligent system for testing microservice contracts. The main objective is to develop an artefact that can automatically
generate, optimise and analyse interface contracts based on real operational data and telemetry, thereby reducing the number
of routine checks and enhancing system reliability.

Methodology. We employed the traditional DSR framework, combining the stages of identifying and motivating the problem,
formulating requirements, defining solution objectives, designing and developing an artefact, demonstrating and evaluating it in
real conditions, and disseminating the results. During the implementation process, four interconnected modules were designed: a
telemetry collection module, a contract generator module, an analytical engine module and a DevOps interface module.

Scientific novelty. For the first time, a unique combination of the DSR paradigm and intelligent adaptive testing mechanisms
is proposed, offering automatic detection of contract changes with = 95 % accuracy, prioritisation of tests using active learning
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while maintaining > 95 % coverage of critical scenarios, and prediction of interaction 'hot spots' with a false alarm rate
of < 5 %. Active learning approaches have reduced the test suite by 30-40 % and decreased false failures from 8 % to 3 %.

Conclusions. Experiments conducted on the bench with 15 microservices and 3,000 contract tests confirmed the system's
effectiveness: Cl pipeline time was reduced by 25 % and test volume by 30 %, while maintaining 98 % coverage of key contracts.
Further research will involve extending the active learning model to account for nonlinear dependencies between contracts,
integrating API change prediction based on Git commit history analysis and applying reinforcement learning to optimise real-
time test run strategies. Overall, adopting the DSR approach provides significant potential for developing «smart» testing tools
for microservice architectures, thereby enhancing their reliability and reducing operating costs.

Key words: Design Science Research, intelligent contract testing system, microservice architecture, service telemetry.

IloctaHoBKa mpo6jemu. CyyacHi po3noZisieHi iHpopmMaliiiHi cucteMy, peasisoBaHi 3a NpUHIMIIAMH Mi-
KpOoCepBicHOI apXiTeKTypH, BUABJAIOTh 3pOCTal0OYy CKJIAAHICTD, 110 YCKJIQAHIOE rapaHTyBaHHs IXHbOI HaJil-
HOCTI Ta CTiMKOCTi 32 YMOB JMHAaMi4HUX 3MiH CcepeAoBUIA pO3ropTaHHs. IcCHyIOUi NiAXoAu 0 TeCTYBaHHA
4aCTO BUSABJSIOTHCSA HEJOCTATHBO ePEKTUBHUMHU /151 BpaxyBaHHS YHUCJEHHUX TOYOK B3a€EMOJII MiX cepBi-
caMU Ta IXHbOI eBOJIIOLil. Y IbOMYy KOHTEKCTI KOHTPAaKT-TECTyBaHHS MPOIOHYE MeTo/o0rit0 dopmasizariil
¥ nepeBipku iHTEPDENCHUX «KKOHTPAKTIB» Mi>k KOMIIOHEHTaMH CUCTEeMHU. BogHOYac BUKOPUCTAHHS CTaHAAPT-
HUX KOHTPAKT-TeCTiB 6€3 iHTeJIeKTyaIbHUX MEXaHi3MiB CynpoBOAY NPU3BOAUTH 0 HAAMIPHOTO 06CATY py-
THUHHUX [IepeBipOK, 3pOCTaHHA BUTPAT Ha IXHIO MiJTPUMKY Ta NOTEHLIHHOI BTPATH FHYYKOCTI apXiTEKTYpH.

OTe, aKTyaJIbHUM € CTBOPEHHA iHTeJIeKTyaJbHOI CHCTEMU KOHTPAKT-TeCTYBaHH4, 34aTHOI aBTOMAaTUYHO
reHepyBaTH, ONTUMI3yBaTH ¥ aHai3yBaTH KOHTPAKTHU Ha OCHOBI peaibHUX eKCIJIyaTaliiHUX JaHUX Ta icTo-
pii B3aeMogaiii MikpocepsiciB. /]y 3a6e3neyeHHsI HAYKOBOI OGI'PYHTOBAHOCTI Ta NMPAaKTHUYHOI ePeKTUBHOCTI
PO3pOO6KH Z0LiNbHO 3aCTOCyBaTH MeTozoJ10Tii0 design science research (DSR), sika iHTerpye npouec cTBopeH-
He apTedaKTiB i3 IXHbOIO CUCTEMHOIO OL[iHKOI0 B YMOBaX peaJIbHUX MPUKJIaIHUX 3aB/jaHb.

AHaJi3 ocTaHHIX Aoc/iAXKeHb i my6JtiKkanii. Y cyyacHill HayKkoBiH criibHOTI MeTogo10ris design science
research (DSR) po3risagaeTncs ik epeKTUBHUM iIHCTPYMEHT /111 TOEHAHHS iHXKEHEPHOT'0 TPOEKTYBAHHS ap-
TedaKTiB i3 IXHIM CHCTEMHUM OLiHIOBaHHSIM Y MPUKJIAJHUX YMOBaxX [2; 5; 6; 8; 10]. B 1l ocHOBi JiexxuTh ifes
LUKJIIYHOTO NPOXO/KEeHHS eTaliB: Bif ifeHTHdiKanil 1 06rpyHTYBaHHS NPOGIEMH 0 PO3POOKH TPOTOTHILY,
eKCIepUMEeHTAJIbHOTO TECTYBAHHSA U MOMMpeHHs pe3ynbTaTiB [1]. Takui miaxizs Bxke 10BiB CBOIO XKUTTE3AAT-
HICTb y HU3Ii AOCJiPKeHb, MPUCBIYEHUX PO3POOIi CKIaJHUX iHpopManiiiHuX cucteM [9], mpoTe goci He OT-
pPHMaB I0CTaTHbBOr'O MOIIUPEHHS Y chepi KOHTPAKT-TECTYBaHHS MiKpOCepPBiciB.

Y ranysi nepeBipku B3aeMozii Mi>k cepBicaMy HalvacTillle 3aCTOCOBYIOThCS pillleHHs, sAKi popMatizyoTh
KOHTpAKTH Ha piBHIi iHTepdeiiciB [3] i BuKOHyIOTH ixHI0 Basiganito nig yac CI/CD-npouecy. IcHyroui dppeiim-
BOPKH /I03BOJISIIOTh aBTOMAaTHU3yBaTH 6a30BY nepeBipky cyMmicHocTi REST- Ta message-opieHTOBaHUX BUKJIU-
KiB, 0OlHAaK BOHH He BpaXxOBYIOTb aIalITUBHI 3MiHU MOBEJiHKHU CEPBICIB y peaJibHOMY cepeZ0BU1Ii Ta 3a3BUYaAN
06MEXYITbCS CTATUYHUMH HabOpaMH TECTIB.

[lapasiesibHO 3i CTaHZAPTHUMH NiZAX0JaMH IOYaJX 3'SIBJASTHUCA pillleHHs, fKi 3aCTOCOBYIOTh aJrOPUTMHU
KJactepusanii [7] o rpynyBaHHS TeCTOBHUX CIleHapiiB 3a CXO0XKICTI0O BHKJIMKIB ab60 06CATOM TpPacOBaHUX
MapuipyTiB. Taki METOAM J03BO/ISAIOTh 3MEHIUUTH [y6JII0BAaHHS NEePeBipOK i BUAIIUTH HANOI/IbII penpe3eH-
TaTHUBHI KeHcH. [HIIi po3p06KY BUKOPUCTOBYIOTh TEXHIKM aKTHUBHOI'O HaBYaHHS, KOJIM CUCTEMA HAaBYAETHCS
BUOMPATH Ti TECTH, AKi NPHUHECYThb Halb6inbIy iHGOPMaLiHHY LiHHICTb, BUX0OASYM 3 icTopii ycmimmHOCTI Ta
npoBaJiB [4]. [IpoTe npakTU4Hi peasizamii MuX miaxoiB BUABJSIOTH CKJIAHOLII 3 iHTerpani€o B CTaHJapTHI
CI/CD-iHCcTpyMeHTH Ta 3 MiJTPUMKOIO BEJTMKHX 00CATIiB TeseMeTpii.

TakuM 4YMHOM, iCHYE OYEBUJHUI PO3PUB MDX iHXXeHEpPHOW cTporow MeTtogoJorieto DSR Ta cyyacHuMu
iHTeJleKTyaJIbHUMM NiAX04aMU [0 TeCTyBaHHS, Ki BpaXOBYIOTb JUHAMIKy peaJbHUX eKCIJIyaTaliHUX Ja-
Hux. [logoaHHsA bOr0 PO3PUBY NOTPEGYE PO3POOKH €JUHOr0 GPENMBOPKY, 110 MOEAHYE 06M/BiI CKIaA0BI:
CHUCTEMHE CTBOPEHHS ¥ yocKoHa/IeHHs apTedakTy 3a DSR-npolecoM Ta aganTUBHe reHepyBaHHSA W ONTHUMI-
3allilo KOHTPAKT-TECTiB HAa OCHOBI MAalllMHHOTO HAaBYaHHS U aHaJ1i3y TesJieMeTpil.

MerTo10 1i€l cTaTTi € po3po6Ka Ta 06rpyHTYBaHHA DSR-mapagurmMu /151 CTBOpeHHS iHTerpoBaHoOi iHTeIeK-
TyaJIbHOI CUCTEMHU KOHTPAKT-TECTYBaHHS, sika 00’€ZjHy€e popMasizoBaHi KOHTPAKTH, aHaJi3 eKCITyaTaliiHUX
JaHUX Ta METOAY MAIIMHHOIO HABYaHHA.

BuKkJIaJ, OCHOBHOTO Martepiajy. Y Xozi AocimxeHHs GyJI0 BUSABJIEHO HMU3KY KJIIOYOBUX BUKJIMKIB, 1[0
CTOATH IlepeJ, iCHYIUMMHU CUCTEMAaMM KOHTPAKT-TeCTyBaHHS B MiKpocepBicHUX cepefoBuilax. [lo-nepuie,
3araJIbHUH 06cAT KOHTPAKTiB nepesuuye 500 inTepdericaux cnenudikaniit Ha MicsLb, 1[0 3yMOBJIIOE HEOG-
XigHicTh aBTOMaTH3aNii reHeparii Ta migrpumku. [lo-gpyre, cepenHsa yacrora 3MiH API cTaHOBUTB 6JIM3BKO
15-20 % ImoTHKHS, 1[0 TPU3BOAUTH JI0 «PO3PHUBIB» y epeBipkax cyMicHOCTi. [lo-TpeTe, TpaguLiiiHi MeTpUKH
NOKpUTTA (coverage) 3ab6e3neuyroTh jauine 60 % BUABJIEHHS KPUTHUYHHUX NOPYLIEHb B3aEMOJIN, 110 He Bif-
noBiJlae iHAYCTPiHHUM BMMOTraM 10 piBHS NOMUJIKOBHUX pedisiB (< 1 %). Bigrak 6ysno cdopmMmysboBaHO Taki
¢dyHKIioHaMBHI Ta HePyHKI[iOHA/IBbHI BUMOTH 10 IPOEKTOBAHOT0 apTedakTy:
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e ABTOMaTHYHE BUSBJ/IEHHS 3MiH KOHTPAKTIiB Ha OCHOBI pi3HUIi Bepciil cnenudikaliil i3 TouHicTIO He
MeH1Ie Hix 95 %.

e AfanTUBHUIA BiAGip TecTiB, 1[0 103BOJISIE 3MEHUIUTH 3arajbHy KiJbKicTb 3anyckiB Ha 30-40 % 6e3
BTPATH KPUTUYHOI'O NOKPUTTSL.

e [IporHo3yBaHHs «rapsa4Yux» TOYOK B3a€EMO/II (3 BUCOKUM PU3UKOM 360iB) i3 IOMHUJIKOBOIO TPUBOXKHi-
cTIO He GinbLie 5 %.

BinnoBifHO 10 BU3SHAYeHHUX BUMOT O6Y/I0 pO3p0o6JIeHO MexaHi3M aHasli3y eKCILIyaTaliiHUX JIOTiB, IKUH 110-
JleHHO arperae noHaj, ouH MiJbMOH 3aMuciB 3aUT-BiANOBiAb Ta 3 TOYHICTIO Kjaacudikauii He MeH1e 92 %
reHepye peKoMeH/Jalii 1110/10 CTBOpPeHHs a0 KOPUT'YBaHHsI KOHTPAKTIB. KpiMm Toro, iHTerpoBaHO MeTOAM aKTUB-
HOTO HaBYaHHA JJIs1 IpiopUTHU3allil TeCTiB 3a NOKa3HMKaMHU PU3HKY, 1110 [03BOJISIE CKODOTUTH HAbip BUIIPOOY-
BaHb 10 40 % Bij 104YaTKOBOI'0 06CATY 3a YMOBU 30epekeHHs lloHaiMeHIe 95 % MOKPUTTA KPUTUYHHUX CLieHa-
piiB. Po3po6JieHo yHiBepcanbHuil API-iHTepdelic i3 nigTpuMKoio Tpbox npoBigHux maatdopm CI/CD (Jenkins,
GitLab CI Ta GitHub Actions), skuii 3a6e3neuye Jierky iHTerpartito 3a gonomoromw craHgapTHux REST-3anuTis.

ApxiTekTypa cucteMu (puc. 1) ckJ1afjaeTbCsl 3 YOTUPbOX OCHOBHUX KOMIIOHeHTIB. [lepmuii — Moaynb
360py TeseMeTpii — I10/JeHHO aKyMyJ/II0O€E MacUBM 3alUTiB i BiAnoBifel cepesHiM ob6csarom 6su3bko 50 Kb
B Elasticsearch, 110 rapanTye mBuKu{ NOLyK Ta arperauito AaHuX. /Ipyruil KOMIIOHEHT, TeHepaTop KOHTPaK-
TiB, Ha OCHOBI OTpUMaHoOi TesieMeTpii popMye noHaz cto cnenudikauiit OpenAPI/Pact Ha 06y Ta aBTOMATHY-
HO BUSIBJISIE 3MiHU LJISAXOM NopiBHSAHHA JSON-cxeM i3 BUKOpUCTaHHAM 6i6JioTeku jsondiffpatch. AHaniTuy-
HUH JIBUTYH BUCTYIA€E TPETIM KJIIOUOBUM eJ€EMEHTOM CUCTeMHU: 3a fonomoroto anroputmy DBSCAN (e = 0,5;
MinPts = 10) BiH 014 iieHTUiKYE Bif I'ITH 0 ceMU HETUIIOBUX MapILPyTiB BUKJIUKIB, a MOAYJ/Ib aKTUBHO-
ro HaB4YaHHA Ha 6a3i Scikit-Learn aganTuBHO Bigbupae Hal6inbi iHGOpMaTHUBHI TecTOBI cueHapii. HaperrTi,
DevOps-inTepdelic peanizoBaHo y BUIJIsAAi ariHiB A Jenkins, GitLab CI Ta GitHub Actions, siki iHTerpytoTb-
cs1 yepe3 Webhook i CLI Ta 703B0/ISIIOTE CKOPOTHUTH Yac NepBUHHOI0 HaJaUITyBaHHA Ha 20 %.

Monyns 300py TenmeMeTpil

1t

I'eneparop DevOps-
KOHTDAKTIR <: Cucrema ContractSense inTepeiic

v

AHaTITUYHUHN BUTYH

Puc. 1. ApxiTeKTypa CUCTEMH

B (Ta6.1. 1) HaBeJeHO y3arajbHeHY XapaKTepUCTHKY YOTHPbOX KJIUYOBUX KOMIIOHEHTIB iHTe/IeKTyaJbHO1
CUCTEeMU KOHTPaAKT-TeCTyBaHH$, iXx 0CHOBHI QYHKIiI Ta 3acTOCOBaHi TexHOJIOTii Y1 aAropuTMu. Taka CTPyKTy-
poBaHa Iojiaya 03B0JISIE HA0YHO MOPiBHSATH POJIi KOXKHOI'0 MOJYJIS1 Ta OLiIHUTH BUKOPUCTaH] pillleHHs B KOH-
TEeKCTi peasizauil apXiTeKTypH.

Ta6aunga 1
OCHOBHI KOMIIOHEHTH iHTeJ/JIeKTYa/IbHOI CUCTeMHU KOHTPAKT-TeCTYBaHHA Ta IX XapaKTepUCTUKHU
KoMnoHeHT OcHOBHi QyHKIIii TexHoJiorii / AIropuT™Mu
36ip TesieMeTpil | Arperailis 3anMT-BiANOBiAb; iHAEKCAIis JAHUX JJIsI Elasticsearch; Logstash
NO/AJIbLIOTO aHaJli3y
leHepaTop ®opmyBaHHsa cnienundikanin OpenAPI Ta Pact; aBTomaTuuHe | jsondiffpatch; OpenAPI Generator
KOHTPAKTIB BUsIBJIEHHSI 3MIH KOHTPAKTIiB
AnaniTuyHUR Knacrepusaniss MapupyTiB BUKJIMKIB; aKTUBHUU BiZ6ip DBSCAN (e=0.5, MinPts=10); Scikit-
JIBUTYH TECTIiB Learn (active learning)
DevOps- InTerpauis 3 CI/CD-naiinsialiHaMy; aBTOMaTUYHUM 3aIycK Jenkins Plugins; GitLab CI; GitHub
iHTepoeiic TecTiB yepe3 Webhook/CLI Actions
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CucreMa Oy/1a mepeBipeHa B eKClIepUMeHTaJIbHOMY CEpeJIOBUIIi eJIeKTPOHHOI KOMePIlii, 10 CKIaZanocs
3 I'ATHAALSATH MiKpOCEPBIiCiB Ta TPhOX THUCAY KOHTPAKT-TeCTiB. [lic/is1 BIpoBa/pKeHHs iHTeJIEKTYaJbHUX Me-
xaHi3MiB 06cAr BUKOHYyBaHUX TecTiB ckopoTuBcs Ha 30 % (3 3000 mo 2100), BogHOYac BAasocs 36epertu
98 % MOKPUTTA KPUTUYHUX KOHTPAKTIB. CepeniHil yac BukoHaHHA Cl-mainiaiiHy 3MeHIUBCA 3 12 XBUJIUH
30 cexyHp no 9 xBuiuH 20 cekyH[, To6TO Ha 25 %. Kpim Toro, 3aBAsiku afjlanTuBHil koHdirypanii BizcoTok
XUOHO NO3UTHUBHUX pe3ynbTatiB («false fails») 3Hu3uBcsa 3 8 % xo 3 %.

Y nopiBHAHHI 3 6a30BUM HiZx00M Ha 0CHOBI Pact-ppeliMBoOpKYy, iHTe/IeKTyaIbHA CUCTEeMa N0Ka3aJjia 6i1bir
CTabisbHI pe3ysbTaTH 3a BCiMa KJIIOYOBUMH METPUKAMH.

BUCHOBKM. Y pe3y/bTaTi JOC/TiX)KEHHS] TPOJEMOHCTPOBAHO, 1110 3aCTOCyBaHHS napagurmMu design science
research cnpusie iHTerpauii iHxeHepHOro niAxoAy A0 po3po6KH apTedakTy i3 HOro CUCTEMHUM OIiHIOBaH-
HSIM B YMOBAXx peajibHOr'0 MPOEKTY, 1110 J103BOJISIE HOEAHATH IHYYKICTh eKCcllepruMeHTalbHOI Basiganii Ta gpop-
MaJIbHY CTPOTICTb MEeTOJ0JI0Til. 3anpONOHOBaHa IHTe/JeKTya/lbHa CUCTEMA KOHTPAKT-TECTyBaHHA BUSBUJIA
3[aTHICTh He TiJIbBKM aBTOMAaTHU3yBaTH NepeBipKy BignmoBigHocTi iHTepdeliciB MikpocepBiciB BumoramM, ane
¥ 3[iHCHIOBATH aJlalTUBHY ONTHUMi3allilo Ha6opy TecTiB Ha OCHOBI aHaJi3y eKCIUIyaTal[iiHUX AAHUX, 110 3a-
6e3me4ynsIo 3MEHILIEHHS 3arajJbHOro 06cAry TecToBUX nporoHiB Ha 30 % npu 36epexeHHi 98 % MOKPUTTS
KPUTHYHUX KOHTPAKTIB i ckopoyeHHs yacy Cl-nalniaiiny Ha 25 %.

CTpyKTypOBaHa apxiTeKTypa NPOTOTHILY, 1[0 BKJIIOYAE MOAY/Ib 360py TeseMeTpii, reHepaTop KOHTpPakK-
TiB, aHaiiTHyHuM ABUrYH i3 DBSCAN i aKTUBHMM HaBYaHHAM, a Takok DevOps-iHTepdeiic ans iHTerpanil
3 Jenkins, GitLab CI Ta GitHub Actions, goBesia cBoto edekTHBHICTB y cueHapii 3 15 MikpocepBicamu. BogHovac
BiZI3HA4Y€HO, 1[0 MOTOYHA iMIIJIEMEHTALlisl 00MEeXY€ETbCS JIIHIMHUMU MMiIX0JaMH aKTHUBHOT'0 HABYaHHSA Ta CTa-
TUYHUM aHasli30M icTopii 3miH APL

[lonanbiia po6oTa nepesbayae po3UIMPEHHS MOJesi MallMHHOTO HAaBYaHHS LIJISIXOM BpaxyBaHHsS HeJi-
HiMHUX 3aJIe)KHOCTEN Mi>K KOHTPAKTaMU Ta aJlalTallilo aJirTOPUTMIB [0 KOMIJIEKCHUX B3aEMO/i, a TAKOX iH-
Terparjilo MeTo/iB NporHo3yBaHHs 3MiH iHTepdeliciB Ha ocHOBI aHani3y icTopii komiTiB y Git-perno3uTopisx.
KpiM Toro, mepcneKTUBHUM € 3acTOCyBaHHS reinforcement learning a1 ynpaBiiiHHS cTpaTerisiMu 3amycKy
KOHTPAKT-TECTIiB Y pEXHUMI peasibHOI0 4acy, 10 MOXe J0AaTKOBO MiABULIUTH AKICTb epeBipOK Ta 3MEHIIHU-
TH OllepaliliHi BUTpATH Ha MiATPUMKY TECTOBOrO cepenoBulIa. ¥ nisioMy, BUkopuctanHsi DSR-meTogmosorii
pPO3KpHUBa€ 3HAYHUM NMOTeHIial /I CTBOPEHHS «PO3YMHHUX» IHCTPYMEHTIB TeCTyBaHHS MiKpOCEpBICHUX ap-
XiTEKTYD, 34aTHUX MiZBUILYBAaTH HAAIMHICTb Ta MacuITaboBaHICTh CyYaCHUX PO3IOAiITeHUX iIHpopMariiHUX
CUCTEM.
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A FRAMEWORK FOR EXPLAINABLE AI (XAI) IN MACHINE LEARNING-BASED FAKE NEWS
DETECTION SYSTEMS: ENHANCING TRANSPARENCY, TRUST, AND USER AGENCY

Abstract. The subject of this article is the critical need for interpretability in machine learning (ML) based fake news
detection systems and the proposal of a novel conceptual framework for the systematic integration of Explainable Al (XAI) to
address this.

The purpose is to enhance transparency, user trust, and effective moderation, thereby improving the fight against the
significant threat of online disinformation.

The proposed methodology involves delineating key architectural components for integrating XAl into fake news detection
workflows, mapping diverse XAl techniques (e.g., LIME, SHAP, attention mechanisms) to the specific explainability needs of
various stakeholders (end-users, journalists, moderators, developers), and considering the challenges of multimodal fake
news. The potential benefits and operational characteristics of this framework are illustrated conceptually through mock
experimental scenarios and illustrative case studies.

The scientific novelty of this work lies in its comprehensive, stakeholder-centric XAl framework specifically tailored for
the complexities of fake news detection. Unlike ad-hoc applications, this framework offers a systematic approach addressing
multimodal content, outlining architectural considerations for integration, and linking explanation types to differentiated user
requirements, aiming for a more holistic solution to the «black-box» problem in this domain.

Conclusions from this conceptual study suggest that the proposed XAl framework provides a structured pathway towards
developing more trustworthy, accountable, and effective Al-driven fake news detection systems. Its implementation is projected
to enhance transparency, improve user agency in information assessment, facilitate model refinement, and support robust
human-Al collaboration, thereby contributing a foundational approach for future empirical validation in combating online
disinformation.

Key words: Fake News Detection, Explainable Al (XAI), Machine Learning, Trustworthy Al, Conceptual Framework,
Software Engineering, Misinformation, Disinformation.

Muxaiinio THATHIIHWH, Onekciii HEAAIIKIBCbKUW. CTPYKTYPA MOACHIOBAJIBHOIO IITYYHOI'O
IHTEJIEKTY (MIII) B CACTEMAX BHUABJEHHA ®EMKOBUX HOBUH HA OCHOBI MAIIMHHOIO
HABYAHHA: IIOCUJIEHHA ITPO30POCTI, JOBIPU TA CYB'EKTHOCTI KOPUCTYBAYIB

Anomayis. [Ipedmemonm yiei cmammi € kpumuvHa nompeba 8 iHmepnpemogaHocmi cucmem gusi81eHHs pelikogux HO8UH
Ha ocHO8I MaWUHHO20 Hag4aHHs (MH) ma npono3uyisi Ho8oi KOHYenmya/abHOI cmpykmypu 04151 cucmemamuyHoi iHmezpayii
HosicniosanvHozo LImyuHozo Inmeaexkmy (I11111) das ii eupiwieHHsL.

Memoio € nocunenHs npo3opocmi, dogipu kopucmyeauie ma epekmusHoi Modepayii, mum camum nokpauyrovu 60pomuoy
31 3HAQUHO0 3a2p03010 OH/ALH-0e3iHgopMmayii.

3anponoHnosana Memoado0.102ia nepedba4de 8UIHAYEHHS KAOYOBUX ApXimMeKmypHUX KoMnoHeHmis das inmeepayii IT1LI1
8 poboul npoyecu gusiaeHHs (pelikosux HOBUH, cniegioHeceHHs pizHomMaHimHux memodis Il (Hanpukaad, LIME, SHAP,
MeXxaHiamu yeazu) 3i cneyugiyvHumu nompe6amu 8 NOSICHEHHsIX PI3HUX 3ayikas/ieHux cmopiH (KiHyesux Kopucmyeauis,
JcypHasicmis, mModepamopis, po3po6HUKi8) ma 8paxy8aHHss npobaem MyabmumodanavHux getikosux HosuH. [lomeHyitiHi
nepesaau ma onepayiiiHi xapakmepucmuku yiei cmpykmypu KoHYyenmyaabHo i10cmpyomuscs 3a 00noM02010 M00e1b08AHUX
eKcnepuMeHmaJ/1bHUX cyeHapiie ma HaoYHUx npukaadis.

Haykoea Hosu3Ha yiei po6omu nossieae 8 ii komnekcHill, opienmosaHili Ha 3ayikasseHux cmopid cmpykmypi I111],
cneyianbHo adanmosaHili do ckaadHowjie suseneHHs elikosux HosuH. Ha 8idmiHy 8i0 cumyamusHux 3acmocysaHs, Ys
cmpykmypa nponoHye cucmemamuyHul nioxio, wo OXONAeE MyAbMuMOoOdAbHUL KOHMEHM, SU3HAYAE apXimeKmypHi
MIpKy8aHHs 04151 iHmezpayii ma nog’s3ye munu nosicHeHb 3 dugpepeHyilio8aHUMU BUMO2AMU KOpucmyeayis, Maroyu Ha memi
6inbW YinicHe gUpIiWEHHS npo6aemMu «40pHOI CKpUHbKU» 8 Yill 2ay3i.
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BucHo8Ku 3 Ybo20 KOHYenmya/nbHo20 00CAI0XCeHHA ceiduamb, wo 3anponoHosaHa cmpykmypa I 3a6e3neyye
cmpykmyposaHutl wisix 0o po3po6bku 6inbw HadiliHuX, nid38imHux ma epeKmu8HUX cucmeM 8usig/eHHs Pelikogux HOBUH Ha
ocHosi LI [IpozHo3zyemubcs, wjo it enposadiceHHs nocu1ums npo3opicms, NOKpawums cy6'ekmuicmes Kopucmyeauie 8 oyiHyi
iHgopmayii, nosneczwiums 8dockoHaseHHs modesell ma nidmpumae Haditiny cnienpayto atoduHu ma LI, mum camum pobastuu
8Hecok y gpyH0ameHmaavHuli nioxio 011 malieymHwvoi emnipuyHoi eanidayii y 6opomu6i 3 oHAalH-0e3iHgopmayiero.

Knawouosi caoea: suseneHHs gelikosux HOBUH, nosicHogaabHull wmyyvHutl inmeaekm (I1LII), mawuHHe HABYAHHS,
dosipenutl llll, koHyenmyabHa cmpykmypa, npo2pamHa iHxceHepis, deiHgopmayis.

Introduction. The proliferation of fake news, encompassing both deliberate disinformation and unintention-
al misinformation, presents a formidable global challenge in the digital era [4]. Amplified by online platforms, it
erodes public trust, disrupts democratic processes, and can have severe societal consequences, underscoring the
urgent need for effective countermeasures. Machine learning (ML) has become a primary tool in detecting such
content, with models (e.g., deep learning, NLP-based approaches) achieving notable accuracy [4].

However, many advanced ML detectors operate as "black boxes", their internal decision-making processes
opaque to users [6]. This lack of transparency critically undermines their utility in the sensitive context of fake
news. It breeds mistrust among users and moderators, complicates the identification and mitigation of model
biases, hinders effective human oversight in nuanced cases (like satire), and leaves systems vulnerable to so-
phisticated adversarial attacks. This fundamental challenge of opacity in conventional ML systems versus the
goal of transparent, explainable systems is visually summarized in (Fig. 1).

(a) Current "Black Box" Fake News Detection N (b) Proposed XAI-Enhanced Fake News Detection
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Fig. 1. Conceptual Illustration of (a) The "Black Box" Challenge in Traditional ML-Based Fake News
Detection versus (b) The Transparency Offered by an XAI-Enhanced Approach

Consequently, there is a pressing need for Explainable Al (XAI)-methods that can, as illustrated in Figure
1(b), render ML decisions understandable to humans by providing insights into their reasoning [3]. Integrating
XAl is essential for transforming these detection tools into more accountable, robust, and ultimately trustwor-
thy systems [10] in the ongoing effort to combat online disinformation.

Analysis of Recent Research and Publications. Research in automated fake news detection has rapidly
advanced [4], alongside a growing interest in Explainable Al (XAI) to address the "black-box" nature of complex
models [6]. ML approaches have evolved from traditional models (e.g., SVMs, Naive Bayes) relying on feature
engineering to sophisticated deep learning architectures, particularly Transformer-based models (e.g., BERT),
which excel at understanding textual nuances. Recognizing the multifaceted nature of fake news, current re-
search increasingly focuses on multimodal systems that analyze text, images/videos (often with CNNs or Vision
Transformers), and network propagation patterns (using GNNs) [2]. Despite progress, challenges persist in
dataset quality, model adaptability to evolving tactics, and handling nuanced or culturally specific content [4].
The trend is towards more complex models, which often exacerbates the explainability challenge.

Prominent Explainable Al (XAI) Techniques. XAl offers methods to interpret ML model decisions [7]. Key
categories include:

® Model-Agnostic Methods: LIME [9] and SHAP [8] are widely used to explain individual predictions by
identifying critical input features, offering both local and global perspectives.
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@ Model-Specific Methods: Techniques like attention mechanism visualizations (for Transformers) or gradi-
ent-based methods (for neural networks) provide insights into model-specific internal workings. Other approaches
include counterfactual explanations [11] (showing what input changes would alter a decision) and example-based
explanations [5, 6]. The goal is to provide human-understandable justifications for model outputs [3].

Existing Applications of XAl in Fake News Detection: The application of XAl in fake news is emerging [4].
Studies have utilized LIME and SHAP to identify influential textual features in classifications and to interpret
deepfake detection models [2]. Initial findings suggest XAI can improve users' ability to assess news trustwor-
thiness. However, these applications are often focused on specific XAl techniques or data modalities rather than
integrated systems.

Highlighting Unresolved Parts of the General Problem (Identifying the Gap): Despite progress, critical gaps
hinder the effective use of XAl in combating fake news:

@ Lack of Comprehensive Frameworks: Most XAl applications are ad-hoc, lacking holistic frameworks for
systematic integration across diverse data types and detection stages [4].

@ Challenges in Explaining Multimodal Fake News: Generating coherent explanations for sophisticated,
multimodal fake news remains difficult [2, 4].

@ Inadequate Evaluation of Explanation Effectiveness: Robust, context-specific methods for evaluating how
XAl impacts user understanding and decision-making in the fake news domain are underdeveloped [3, 5].

@ Operationalization Hurdles: Integrating XAl into real-world, scalable fake news detection systems pre-
sents significant software engineering and ethical challenges [10].

This paper seeks to bridge these gaps by proposing a structured, stakeholder-aware XAI framework tailored
for fake news detection.

Formulation of the Purpose of the Article (Statement of the Task). Addressing the identified gaps in cur-
rent research, particularly the need for a more integrated and stakeholder-focused approach to explainability
in fake news detection, this article sets out to propose a novel conceptual framework. The primary purpose is
to detail a systematic approach for integrating Explainable Al (XAI) techniques within machine learning-based
fake news detection systems, with the overarching goal of enhancing transparency, user trust, and overall sys-
tem effectiveness.

To achieve this, the article will first delineate stakeholder-specific explainability needs pertinent to the di-
verse actors in the fake news ecosystem. Following this, it will map suitable XAI techniques to various compo-
nents of fake news detection models and these distinct user requirements. A key aspect of this work involves
outlining a modular software architecture conducive to the flexible integration of these XAl components. Fur-
thermore, the potential benefits and operational utility of the proposed framework will be illustrated through
a combination of illustrative case studies and mock experimental scenarios. Finally, the discussion will extend
to key ethical considerations and inherent limitations associated with such a framework, thereby providing a
comprehensive exposition of the proposed solution.

The Proposed XAl Framework for Fake News Detection. This section details the proposed conceptual
framework for integrating Explainable Al (XAI) into machine learning-based fake news detection systems. The
framework aims to transform opaque detection models into transparent tools, enhancing user trust [10] and
providing actionable insights to combat the pervasive challenge of online disinformation.

Conceptual Foundations and Guiding Principles. The development of this framework is rooted in the
understanding that effective explainability in the complex and sensitive domain of fake news detection must be
robust and user-focused [3, 5]. An explanation is deemed valuable if it is:

@ Faithful: Accurately reflects the underlying model's decision-making process [5, 7].

® Understandable: Comprehensible to the target stakeholder, considering their varying levels of technical
expertise and specific informational needs [3].

@ Actionable: Empowers the stakeholder to make informed judgments or take appropriate next steps.

® Timely and Context-Aware: Provided efficiently and incorporating relevant contextual information to
maximize its utility.

The framework's design adheres to several core principles:

1. Modularity and Extensibility: The architecture is designed to be modular, facilitating the integration of
various XAl techniques [7] and allowing for future adaptation to new ML models or evolving fake news charac-
teristics.

2. Multimodality Support: Given that fake news often leverages a combination of text, images, video, and
network propagation patterns, the framework is conceptualized to support explanations that can account for
these multimodal signals [2, 4].

3. Transparency of Explanations: The framework aims to clearly communicate not only the model's rea-
soning but also the capabilities and limitations of the XAl methods employed [1, 5].
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4. Facilitation of Human-Al Collaboration: Positioning XAl as a bridge that enables more effective part-
nership between human expertise and Al capabilities in addressing disinformation [10].

The Proposed XAI Framework: Architecture and Functionality. The proposed XAl framework, illustrat-
ed in Figure 2, is envisioned as a multi-layered system. It integrates with an underlying fake news detection
model (or an ensemble of such models) to systematically generate, synthesize, and deliver insightful explana-
tions [1].
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Fig. 2. Compact Architectural Diagram of Proposed XAI Framework

The primary layers and components are:

@ Layer 1: Data Input & Preprocessing: This initial layer is responsible for ingesting a wide array of in-
puts, including raw news content (text, images, video URLs, associated metadata such as headlines, authorship,
and publication dates), user interaction data (e.g., shares, comments, reports, if accessible), and source infor-
mation. It then performs necessary preprocessing tailored for both the subsequent fake news detection model
and the specific requirements of the XAl analysis techniques.
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@ Layer 2: Fake News Detection Model(s): This layer houses the core ML model(s) - for instance, ad-
vanced Transformer-based architectures for textual analysis, Vision Transformers (ViTs) or CNNs for image/
video content, and Graph Neural Networks (GNNs) for analyzing propagation patterns or source relationships.
These models provide the primary classification (e.g., "fake," "legitimate," "misleading") along with a confi-
dence score. Crucially, this layer can also expose internal model states (like attention weights or intermediate
feature vectors) that are valuable inputs for certain XAI techniques.

@ Layer 3: XAl Engine: As the central nervous system for explainability, this layer contains a diverse toolkit
of XAl methods. These include model-agnostic techniques like LIME and SHAP (for local and global feature attri-
butions), model-specific methods such as attention visualization (for Transformer models) or gradient-based
explanations (for deep neural networks), counterfactual explanation generators [11], and techniques like GN-
NExplainer for graph-based models. The engine selectively applies these techniques based on the input data
modality, the type of ML model used, and the specific nature of the explanation being sought.

@ Layer 4: Explanation Synthesis & Aggregation: Raw outputs from the XAl Engine (e.g., feature impor-
tance scores, saliency maps, rule sets) are often too complex or fragmented for direct consumption [6]. This
layer’s critical function is to process, refine, and synthesize these raw explanations into forms that are coher-
ent, understandable, and directly relevant to different stakeholders. Key processes include fusing explanations
from multiple XAl methods or across different data modalities, employing Natural Language Generation (NLG)
to create human-readable summaries, and adapting the level of detail and technical complexity based on the
target user's profile.

@ Layer 5: Presentation & Interaction: The final layer is responsible for delivering the tailored expla-
nations to users or other systems. This can occur through various user interfaces (Uls) such as interactive
dashboards, browser extensions, or embedded notices within news platforms. It also includes provisions for
API-based delivery to integrate with external content moderation tools. Conceptually, this layer incorporates
a feedback mechanism, allowing users to provide input on the clarity and utility of explanations, which can
inform iterative improvements to the XAl system.

Conclusions and Prospects for Further Exploration. This article addressed the critical challenge of
"black-box" machine learning models in fake news detection by proposing a novel conceptual framework for
integrating Explainable Al (XAI). The core contribution is a stakeholder-centric, modular, and multimodal XAl
architecture designed to enhance transparency, user trust, and decision-making in combating online disinfor-
mation. The illustrative scenarios presented highlight its potential to provide clearer, more actionable insights
than current non-explainable systems.

Future work must prioritize the empirical validation of this framework through prototype development
and rigorous testing with real-world datasets and diverse user groups. Key research directions also include ad-
vancing XAl techniquestailored for sophisticated and multimodal fake news (including generative Al content),
addressing the scalability and real-time performance challenges for practical deployment, and conducting us-
er-centric studies to assess the real-world impact and usability of tailored explanations. Continued investiga-
tion into adaptive explanations and the ethical implications of XAl in this domain will also be crucial for evolv-
ing this conceptual blueprint into a robust and responsible tool.
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ABTOMATU3ALIA PETYJIIOBAHHA BOJIOTOCTI IIJL YAC OCYLLIYBAHHA YT®EJIIO

AHomayis. Y cmammi 3'acoeaHo, wjo asmomamusayis npoyecy pezyareaHHs os102ocmi ymgearo € 00HUM i3 Hatieaxc-
Ausiwux 3a80aHb cy4acHoi xapyoeoi npomucaosocmi, sike gidkpusae Ho8I Mocausocmi 045 nidsuujeHHs1 egpekmusHocmi
8upo6bHUymea, HedocmynHi 015 mpaduyitiHux cucmem Kepy8aHHs. AkmyaabHicmb 00CAI0HCEHHS 3yM081eHA WBUOKUM PO3-
BUMKOM MeXHO102ili agmomamu3ayii CywiHHs, KI Marome nomeHyian 045 pegonroyiliHux 3MiH y 2a1y3i nepepobKu xap4o-
sux npodykmie. BusiesieHo, o ukopucmaHHs 080KAHAAbHUX CUCMEM Kepy8aHHs 3HA4HO nidsuwye egpekmugHicms npoyecis
pez2y/n8aHHs 801020cmi, onmumisayii eHep2ocnoxcugaHHa ma cmabinizayii skocmi 2omogozo npodykmy, uwjo € Kpumu4Ho
8ANHCAUBUMU YMOBAMU NIOBUUEHHS KOHKYDEHMOCNPOMOXCHOCMI nidnpuemcms.

Mema po6omu nossizae 8 docaidxceHHi efpekmusHocmi 3acmocy8aHHs 080KAHANbHOI cuCmMeMU A8MOMAMU4YHO20 Kepy-
8QHHMS 3 HEATHITHUMU YHKYIIMU HOPpMAAI3ayii NOMUAKU 0151 pe2ya08aHHs 8o1020cmi ymgbeto 8 6apabaHHUX CyuuAbHUX
YCMAaHoB8Kax, aHa/1i3i 0CHOBHUX nepesaz makozo hidxody ma po3pobyi npakmuvHux pekomeHoayiil 0451 8npo8aAOHCEHHS YUuX
mexHo102ill y 8upo6HUYI npoyecu xap4oeoi npomucaoeocmi.

Memodosoczia. Y cmammi npoaHaniz08aHo KAKWY08I NPUHYUNU A8MOMAMU308AHO20 KePYBAHHS NPoyecamu CYUiHHS,
BK/104AK04U NPONOPYIliHO-IHMezpabHe pegyato8aHHs, HeAlHiliHI @yHKkyil Hopmaaizayii nomuiku ma adanmusHutl po3no-
di/1 Kepyi04020 8NAUBY MIdC BUKOHABYUMU MEXAHIZMaMU. 30ilicHeHO mamemamuyHe MO0eA08AHHS MPbOX MUNI8 HeAIHITHUX
@yHKyiii: n02zicmuyHoi, 2zinep6oaiuHo20 maHeeHca ma payioHaabHoi GyHKYIT da5 onmumizayii napamempis cucmemu Kepy-
8aHHs. BukoHaHo nopieHs/bHUll aHaai3 ehekmusHocmi 3anponoHo8aHoi cucmemu 3 mpaduyitinumu PID-pesyssmopamu
ma iHmenekmyaasHUMU A120pUMMAaMU KepyeaHHs. Bukopucmano memodu cucmemHo20 aHaidy 045 docaidxceHHs enaugy
Koegbiyienma KpymusHu Ha QUHAMIYHI Xapakmepucmuku cucmemu ma Komn'romepHe modeao8aHHs 045 eepudikayii meo-
pemuyHuUx pe3yabmamis.

Haykoea Hogu3Ha. Haykosa HosUu3Ha po6omu nosszae 8 po3pobyi Hosoz2o nidxody do no6ydosu cucmemu agmomamuy-
HO20 Kepy8aHHsl NpoyecoMm CywiHHs ymdgenaio, o noedHye npocmomy peanizayii mpaduyiiinux PID-pezysasmopie 3 adan-
mueHicmio He/iHiliHo20 po3nodiny Kepyiouozo enaugy. Bnepwe 3anponoHosaHo sukopucmanHsi koediyienma KpymusHu
HeAiHilHOT hyHKYIT 04151 adanmueHo20 po3nodiny dii mixc MexaHizmamu 3 pi3Hoto iHepyilinicmto. YOocKoHa/1eHo po3y MiHHA 3a-
CMOoCy8aHHs1 080KAHANbHUX CUCMeEM KePYBAHHS 8 MEXHO102{YHUX Npoyecax CYWIHHS, Wo 00380./15€ eheKmUBHO KOMNEHCysa-
mu pi3HUyt 8 QUHAMIYHUX XapaKkmMepucmukax BUKOHABYUX MEXAHI3MI8 ma onmumi3y8amu eHep2oCcnoHCUBaHHs yCMAaHOBKU.

BucHoeku. Y pezyromami docaidoceHHs1 dogedeHo, Wo 3anponoHo8aHa 080KAHA/NbHA CUCMeMd Kepy8aHHsl MAE 3HAYHULL NO-
meHyian 015 nidsuujeHHs edhekmugHocmi pe2y1108aHHs 80.1020cmi ymdbeto, 3a6e3neyvyrovu 3HUHCEHHS eHep20CNOHCUBAHHS HA
15-20 % ma nokpauwjeHHs1 cma6insHocmi npoyecy Ha 35 %. ExcnepumeHma/ibHO nidmeepdiiceHo, Wo 8UKOPUCMAHHS HeIHIli-
Hux @yHKYili Hopmanizayii noMuku 003680/15€ ONMUMANLHO PO3N00IASIMU HABAHMANCEHHS MIHC WEUOKUM KOHMYPOM pe2y/io-
BAHHSI NOMOKY nogimpsi ma iHepyitiHuUM MeXaHi3MOM 3MIHU Kyma Haxuy 6apabaxa. 3anponoHo8aHo npakmuyHi pekomeHoayii
wodo subopy Koe@iyicHmMa Kpymu3Hu 3a/1e1CHO 8i0 muny mexHo/102i4H020 npoyecy ma xapakmepucmuk 061a0HaHHs. Okpecsie-
HO nepcnekmueu nodanbwux 00CAi0HceHb, WO 8KA0YAI0Mb PO3po6KYy adanmugHuUX a/120pUmmie asmoMamuvHo20 Haaaumy-
BAHHs napamempis cucmemu ma 8npoeaodHCeHHs XMAPHUX MeXHO/102ill 04151 8i00a1eH020 MOHIMOPUH2Y NPOYECi8 CYWITHHA.

Katouosi cnroea: asmomamusayisi cywiHHs, pe2ya08aHHs 8o1020cmi, PID-pezyasimop, 6apabaHHa cywapka, eHepao3be-
DeXCeHHsl, HeAlHilIHe Kepy8aHHSI.

© I. T'puropuyk, JI. 'puropuyk, B. Banaypa, 2025

CTaTTsA NOIHMPIOETbCA HAa yMoBax JineHsii CC BY 4.0

30 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

Galina GRYGORCHUK, Lyubomir GRYGORCHUK, Viktoriia BANDURA. AUTOMATION OF MOISTURE
CONTROL DURING MASSECUITE DRYING

Abstract. The study establishes that automation of moisture control processes represents a significant advancement in
modern technology, providing new opportunities to solve problems that are unattainable for classical control systems. The
relevance of this research stems from the rapid development of quantum control technologies, which hold the potential to
revolutionize drying processes. It has been revealed that the use of quantum computers significantly increases the efficiency
of optimization processes, analysis of large data volumes, and modeling of complex systems, which are critically important
conditions for rapid information volume growth.

The purpose of the article is to study the effectiveness of quantum computing in solving complex problems, analyze
the main problems of their implementation, and develop recommendations for integrating these technologies into high-
performance computing infrastructures.

Methodology. The article analyzes key principles of quantum computing, such as superposition, quantum entanglement,
and interference, evaluates the potential of Shor's and Grover's quantum algorithms. A comparative analysis of theoretical
and practical aspects of quantum computer implementation in various fields such as finance, chemistry, materials science, and
cryptography has been conducted. Systems analysis approaches were used to identify problems and prospects for quantum
computing technology implementation.

Scientific novelty. The scientific novelty of the work lies in a comprehensive analysis of applied aspects of quantum
computing usage, including highlighting new innovative and infrastructural problems faced by this development. The
understanding of quantum algorithm usage in new fields such as medical diagnostics, climate change prediction, and creation
of highly efficient management systems has been improved.

Conclusion. The research has proven that quantum computing has the potential to significantly increase the efficiency
of solving complex problems, but their large-scale implementation is limited by technical and practical challenges.
Recommendations have been proposed that include hardware improvement, development of new error correction algorithms,
creation of standards for quantum and classical system integration, and development of cloud services to ensure quantum
computing accessibility. Prospects for further research have been outlined, covering the expansion of quantum technology
applications and training of specialists capable of working with quantum systems.

Key words: drying automation, moisture control, PID controller, drum dryer, energy saving, nonlinear control.

Beryn. [loctaHoBKaA npo6/ieMy B 3araJibHOMYy BUIIAJI Ta ii 3B'A30K i3 BAXKIMBUMU HAYKOBUMH YU
NPaKTUYHUMH 3aBAAHHAMM. Cy1lIiHHSA BeJIMKUX 06'eMiB yTdesiro Ha NiJIpUEMCTBAX Xapy0BOi IPOMUCI0BOC-
Ti 3AilCHIOETBCA 3a 0NOMOr010 6apabaHHUX CYLIMJIbHUX yCTaHOBOK. EQeKkTHBHICTB 1jboro npouecy 6e3noce-
pe/iHbO BIJIMBAE Ha SAKICTb TOTOBOTO0 NPOAYKTY, EHEPTOCNOXKMBaHHSA Ta eKOHOMi4Hi NOKa3HUKHU BUPOOHULTBA.
KoHcTpykuis 6apabaHHOl cylapky nepej6adyae HarpiBaHHs CAPOBHMHU IOJaHUM 330BHi TENJIUM MOBITPAM Ta
nepeMilllyBaHHs CHPOBUHMU B IIpolieci CyLiHHS AJis 36i/1bIleHHS MJI0Li B3a€MO/ii KpUCTAJIIB i3 TEMJIUM CYXUM
noBiTpaM [3]. Yac cyliHHS 3a/eXUTh BiJf 3JJaTHOCTI NMOBITPs MOMJIMHYTH i BiJBECTU BOJIOTY, a TAKOX 4acy
B3a€EMO/Iii CHPOBUHH 3 TEIVIUM CyXHUM NOBITpsAM. [Ipu o6epTaHHi 6apabaHy CyLIMJIbHOI yCTAHOBKU CUPOBHHA
nepeMillyeTbCcs Mif Ai€l0 CUJ TSXKIHHA 31 WUBUAKICTIO, KA 3a/IeXKUTh Bif, TekydocTi MaTepiany. llIBugKicTh
MPOCYyBaHHS CHPOBUHH B3/I0Bk 6apabaHy M0>KHa 3MiHIOBaTH LLJIIXOM 3MiHU KyTa HaXUJIy OCi CylIUIbHOrO 6a-
pabaHy ycTaHOBKH [3]. BnpoBakeHHs cucTeM aBTOMaTH3allil TEXHOJIOT{YHUX NPOLeciB HAa OCHOBI Cy4acHUX
pery/asTopiB J03BOJIUTb iCTOTHO CKOPOTHUTH €HeproclnoXKUBaHHS, 3MEeHIIUTH BTPATH NMPOAYKTY i MOJIMIIUTH
SIKiCTb TOTOBOI POAYKLIi [6].

AHani3 ocTaHHiX AocaigXKeHb i ny6iiKaniii, B AKMX 3al0YaTKOBAaHO PO3B's3aHHA AAaHOI Npo6/ieMu
i Ha AKi cnupaeTbCca aBTOp, BUAJIEHHS HeBUPilleHMX paHillle YacTUH 3arajbHoOI npo6seMu. Bukopu-
ctaHH4 PID-perynsiTopiB [i/is onTUMi3alil eHeprocnoXXx1UBaHHs B TEXHOJIOTIYHUX Mpoliecax 6y/10 A0CTiPKEHO
B po6oTi Grygorchuk G., Grygorchuk L., Bandura V., Tsareva O. [9]. ABTopu nokasa/d epeKTUBHICTb 3aCTOCY-
BaHHA Y0CKOHaJIEHUX CUCTEM aBTOMaTHYHOIO KepyBaHHs. Pery/ioBaHHs NpoleciB CyLiHHS 3 BUKOPUCTaH-
HSIM iHTeJIeKTyaJbHUX aliropuTMiB BUBYasoch Cai J., Chen X.D., Mujumdar A.S. [7]. B po6oTi «Drying control
and optimization using soft computing techniques» npeacraBsieHo niaxoau Ao onTuMisalii npoueciB cyuriH-
HSl Ha OCHOBIi HeuiTKoI Jioriky Ta HelpoHHUX Mepex. Zhang Y., Tang J. [12] B cTtaTTi «Control strategies for
microwave drying processes» J0C/Ii/[>KyBaJI OITUMi3allito NpoleciB OCYyIyBaHHS IIJIIXOM aKTUBHOTO pery-
JIIDBaHHS NMapaMeTpiB cywiHHA. AcTpboM Ta XerrayH/, [1] B cBoiit pyHaaMeHTanbHiN po6oTi «Advanced PID
Control» npeacTaBuU/Iu TeOPEeTUYHI OCHOBU YA 0CKOHa/leHUX PID-perynsaTopis, ki 3Hal /1M IUPOKE 3aCTOCY-
BaHHA B IPOMUC/JIOBHX CUCTEMaxX KePyBaHHS.

AHaui3 siTepaTypHUX JKepeJl IOKa3YeE, 110 iCHYI4i CUCTEMU KepyBaHHS NpOLiecaMy CYLUiHHA MalThb PAJ,
HeJl0J1iKiB: cTaHAapTHI PID-cucTeMu He BpaxoBYIOTh Pi3HUILO B JUHAMIYHUX XapaKTepUCTUKAX Pi3HUX BUKO-
HaBYMUX MeXaHi3MiB; iHTeJIeKTya/IbHi aJropuTMH, X04 i 3a6e3MeuyoTh BUCOKY ePeKTUBHICTb, € CKJIaJHUMU
B peaJiizallil y IpOMUCJIOBUX YMOBAX; BiZiICYyTHI pillleHHA [Ji1 aJallTUBHOTO PO3IO/iJNy KEPYIOUOT0 BIIUBY MixX
MexaHi3MaMH 3 pi3HOI0 iHepLiiiHicTIo.

dopmy/1I0BaHHA METHU CTATTi (IOCTAaHOBKA 3aBAaHHsA). MeTa po60TH MoJsATaE B po3pobui Ta Aoci-
JPKeHHI epeKTUBHOCTI CUCTeMH aBTOMATHU4YHOI'O KepyBaHHS IpOLeCOM peryjloBaHHA BOJIOrOCTi yTdesro
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3 BUKOPUCTAHHSM JBOX He3aJIeXKHUX BUKOHABUYMX MEXaHi3MiB Ta HesTiHIHHUX QYHKLIM HopMastizaril ToOMUIKH
JJis ONITUMI3alii po3nojisy Kepyr4oro BILJIUBY.

OcHOBHI 3aBJaHHS AOC/I/P)KEHHS: ONITUMIi3yBaTH PO3MNOALJI il Mi>K BAKOHABYMMH MexaHi3MaMH; KOMIIEH-
CcyBaTH iHepLilHICTD GiJbLI MOBIILHOTO BUKOHABYOTO MPUCTPOIO; MiBUIIUTH CTabiIbHICTh CUCTEMH 3a pa-
XyHOK 3MEHUIEHHS KOJIMBAaHb Ta NepeHacTPOIOBaHb; PO3PO6UTH MaTeMaTUYHI MoJe i HesiHIHHUX QyHKIiH
HOpMaJtizalii TOMUJIKY; TPOBECTH NOPiBHSAJIbHUHN aHaIi3 epeKTHBHOCTI 3aIpONOHOBAHOI0 HiAXOAY.

BukJias 0CHOBHOTrO MaTepiay JOC/IiAKeHHs 3 IOBHUM OGI'PYHTYBaHHSIM OTPMMaHUX HAyKOBUX pe-
3y/abTaTiB. Llykop MiCTUTB 3BOJIOKEHI KpUCTaIU. BujaseHHa BOJIOTM NPOXOAUTDH LIJISAXOM BUNAPOBYBAaHHS.
BoJiora B razonosi6HOMY BH/Ii BiIBOAUTHCS B MOBITPS. BiZjBe/leHHS BOJIOTOT0 MOBITPS 3/[iHCHIOETHCS MIPUMY-
coBuM 06 yBaHHAM. [ iHTeHcudikanil nporecy BUNapoBYBaHHS NOBITPSIHUH NOTIK Ma€ BUILy TeMIepaTy-
py 3a cupoBuHy [3]. [Ipy KOHTaKTi NOBITPS 3 CAPOBUHOIO YaCTUHA eHePTil nepejaETbCcs CUPOBHHI. 3 HAarpiToi
CUPOBMHH BOJIOTA BUNIAPOBYETHCS iHTEHCHUBHIlLIe. B HarpiTe moBiTps mifHiMaeTbcs 6isibIla YacTKa BOJIOTH
HiX B XosiogHe. OZiHaK HarpiTa CHpoBHHa riplie 36epiraeTbcs.

KinbkicTh BUnapyBaHOI BOJIOTH 3a/1€XKUTh BiJi: IHTEHCUBHOCTI BU/IiJIeHHSA BOJIOTH Ha IOBEPXHI KPUCTAJIiB
CUPOBHHH; aiCOPOYI0Y0I BJIACTUBOCTI OTOUYIOYOr0 MOBITPS; Yacy B3a€MO/ii BOJIOTM Ha OBEPXHI i3 ocyuryto-
YUM NOBITPAHUM IIOTOKOM.

CTpyKTypa CUCTEMHM aBTOMAaTUYHOIr'0 KepyBaHHs. Pery/itoBaHHA BOJIOTOCTI 341MCHIOETBCA JJBOMa BUKO-
HaBYMMH MeXaHi3MaMU NpU OAHOMY BXiiHOMY napaMeTpi. [l KepyBaHHSA KO>KHHUM i3 BUKOHAaBYMX MeXaHi3-
MiB BUKOPHUCTOBYETBHCA NPONOPLiHHO-IHTETpa/IbHUY 3aKOH peryJl0BaHHA OKPEMO /11 3MiHU NOTOKY TEIJIOTO
MOBITPs Ta 3MiHU KyTa 6apabany [10]. Po3ryissHeMO CTPYKTYypHY CXeMy TaKoi CHCTeMH KepyBaHHS, 1110 HaBe-
JeHa Ha (puc. 1).

e;t)

N e(t)

es(1) 7 1+

Puc. 1. CTpyKTypHa cxeMa KepyBaHH# I0TOKOM TeIlJIOro MOBITPA i KyTOM Haxuay
ocCi cylInIbHOT0 6apa6aHy

Ha cxemi BxifHU# curHaJj Bifj 6J10ka HOpMyBaHHS CUTHAJy IIOCTYIAE Ha BXif, cyMaTopa, Ae BiHIMaeThcA
Bil KOHCTAHTH 1, 3aZjaHOI A1 MiJTPUMAHHSA CUCTEMOIO KepyBaHHs. PisHUIleBUI cUTHa/I TOCTyNA€ Ha GJIOKU
dopMyBaHHS MOMUJIKU 2 i 3, IKi OKpEMO HOPMYIOTh CUTHAJ HOMUJIKU JIJ151 PO3Ji/eHHs Kepyto4oi fii Temioro
MOBITPA i KyTa Haxu/1y 6apabaHHOl ycTaHOBKH. B moaibioMy curHa/iM MOMUJIKY TOCTYNAaOThb Ha 6JI0KU NPo-
nopuiiHi 4 i 6, Ta iHTerpytoui 5, 7. BuxifgHi curHasu onucaHux 6JI0KiB MOCTyNnamTh HAa BiANOBIHI cymaTopy,
Akl GOpPMYIOTb CUTHAJIM BIIMBY Ha NMOTIK TENJIOro MOBITPsl Ta KYT HaxU/y 6apabaHHOi yCTaHOBKH. 3006paXkeHa
cnpoleHa CTPYKTypHa cxeMa JJBOKaHa/bHOI CUCTEMU KepyBaHH4, Jie OAMH HOpMaJli3oBaHUH BXiIHUI CUTHaJ
N(t) po3zinsieTbcs Ha ABa He3aleXkHi KOHTYpU BIIUBY — Y, (t) (HarpiB) Ta Y,(t) (Haxun 6apabaHa). s Kox-
HOTo0 3 HUX POPMYEThCS CBill CUTHA/I MOMUJIKU Yepes3 GJIOKU 2 Ta 3 i3 HesiHilHOI0 nepejaTOuHOI0 XapaKTe-
PUCTHUKOIO (pUC. 2), 1110 A03BOJISIE peasi3yBaTH NPiOpUTETHICTD il 0JHOr'0 3 KOHTYPIB y 3aJIeKHOCTI Bif| Besu-
YUHU BiaxuueHHs [3]. Baoku popMyBaHHS IOMUJIKY 2 i 3 MalOTh He/iHIKHUM BIUIMB HA CUTHa/I MOMUJIKU. Ha
BXO/i 6JI0KY CUTHaJl IOMUJIKK HOPMYETbCH 3TiJHO popMynn:

e,()=, W

Crax
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Je e,,, — MaKCMMaJIbHO JONyCTUMe 3Ha4YeHHA NOMMUJIKK. HopMOBaHe 3HaYeHHA NOMMJIKK € apTyMEHTOM
HeJiHIMHUX QYHKII, SKi BU3HAYAIOTh NOBEAIHKY BiANOBiJHOTO BUKOHABYOI'0 MeXaHi3My: iHTEHCUBHOCTI OCy-
IIYI0YOro MOTOKY, YA KyTa Haxuiy 6apabaHy CyUIMJIbHOI ycTaHOBKHU. [lic/s mporo, onpanboBaHi HOpMoBaHi
CUTHAJIY BiIHOBJIIOIOTHCS [[0 CUTHAJTY OMUJIKH 32 JIONTOMOT 010 GOpMy.JI:

el(t): elN(Z)'eMAX: ez(t): ezN(t)'eMAX

I'padiunmnit Burnsag HeniHinHUX QYHKLiN i HaBeeHo Ha (puc. 2). KoedilieHT g BU3HA4Ya€ KPYyTU3HY Xapak-
TEepPUCTHUKHU.

3anemHiCTe HOPMOBAHOI NOMWIKW Bifl BXIAHOMD 3Ha4YeHHA (YopHo-bBinwi rpadik)
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Puc. 2. 3a1e:KHiCTh HOPMOBAHOI NOMWIKH A0 Jiana3oHy 3MiHM BiJ, BXiJHO'O HOPMOBAHOI'0
3HA4YeHHS NOXUOKM JBOX 3aKOHIB KepyBaHHSA

Ha (puc. 2) npointocTpoBano BB koedinieHTa q Ha popMy He niHiNHOT GyHKLiTI HOpMyBaHHS. Lle 103-
BOJISIE aJANITUBHO 3MiHIOBATH BIIJIMB 060X KOHTYPIiB Ha CUCTEMY 3aJ/I€KHO BiJi TUNY MOXHUOKHU: AKIIO0 TOXUOKa
HeBeJIMKa — Jil0Tb 00M/JBa KOHTYDPH, AKILO BeJMKa — lepeBa)Ka€ KOHTYP TemnJoro nositTpa. Takui miaxiz
KOMIIeHCY€ iHepLifiHicTh MexXaHi3My 3MiHU KyTa Haxuay. 3MiHIOIOUYU el KoedilliEHT ¢ MOXXHa 3MiHIOBAaTH
He JiHiliHicTh yHKUil. [Ipu HysbOBOMY KoedilieHTi BuxiaHi ¢yHkii € siHikHUMU. 3i 3pocTaHHAM Koe-
¢iuienTa kpyTusHM QyHKIUIi f, f, cTal0Th Bce 6inblie HeJNiHIHHUMU. BukopucTaHHs 6J10KiB GopMyBaHHSA
NOMUJIKU 2 i 3 103BOJIsIE 3MIHUTHU CTYNiHb BUKOPUCTAHHS KOHTYpiB. [Ipu HynboBoMy koedinieHTi q Ba
KOHTYDHU pearyoTb Ha MOXUOKy ofHovacHo. [Ipu 36isblieHH] KoedillieHTa q moxubKa Ha BXOJi KOHTYpY
peryJiloBaHHA TeIJIOro NoBiTps OyZe 3poCTaTH WBH/LIE HiX MOXKMOKA Ha BXOA1 KOHTYPY pery/loBaHHA KyTa
HaxXxWjy CylIUJabHOTro 6apabaHy. MexaHi3M nepeMileHHs oci Haxuay 6apabaHy 6iibu iHepTHU#. Tomy Ta-
KUH MeToJ, opMyBaHHS NOMUJIKHU J03BOJISIE KOMIIEHCYBAaTH BiIMiHHOCTI B LIBUJKOCTi BUKOHABYMX MeXa-
Hi3MiB CyHUIN/IBHOI yCTaHOBKHU [3].

[To6bynyemo rpadik, IKUM JEMOHCTPYE, IK 3MiHIOETbCSI HOPMOBaHa peakllis BUKOHaBYUX MeXaHi3MiB B 3a-
JIeXKHOCTI Bifi 3Ha4eHHs BXifHOI NOXUOKH e, ikoedilieHTa kpyTU3HH q. ['padik BiAnoBigae pyHKIiOHANBHIN
nmoBeJiHIi, CX0XKUH A0 Ti€l, 110 306pakeHo Ha (puc. 2).

Ha (puc. 3) 306paxkeHo HeniHiMHI QyHKIi] HOpMaJti3anil cMrHa/ly IOMUJIKY, sIKi BAKOPUCTOBYIOTBCS Y CUC-
TeMi KepyBaHHA [/ IOAiJy BIJIMBY Ha JiBa BUKOHAaBYi MexaHi3MU: NoJjayy TeMJIOro MOBITPs Ta 3MiHY KyTa
Haxuiy 6apabaHy.

Bick abcuuc Bifjobpakae BXiJHy HODMOBaHYy NOXUOKY, sIKa € pe3y/IbTaTOM Biixu/eHHs GpaKTUYHOIO 3Ha-
YeHHs BOJIOTOCTi CUPDOBUHH BiJ| 3a/laHO] BeJIMUMHU. Bich opAHAT Bifobpakae 3HaueHHSI HOPMOBAHOI BUXiJ-
HOI TIOMUJIKH, IKa BUKOPUCTOBYETHCS SIK BXiJ AJ151 BiANOBiAHOTO pery/asaTopa.
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HopmanizoBaHi 3Ha4YeHHA NOMWAKK ANA Pi3HWK g
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ein(g) — HOpMOBaHe 3HaYeHHA NOMUIKW

Puc. 3. 3asexxHicTh HOpMOBaAHOI peakii Big BXiZHOT MOXUGKH

3o06pakeHi KpUBi JJ1s1 pi3HUX 3HaYeHb KoeQilliEHTa KPYTU3HU ( BU3HAYAIOTh, 1110:

- npu q=0 GyHKUIi 3a1KUIIaOThCs JiHIHHUMU - 1le 6a30BUM BUNAJ0K, KOJIK 00M/[Ba KOHTYPHU KepyBaHHS
(Temsio Ta HaxXMJI) pearyoTh 0OJJHAKOBO CUJIbHO Ha 3MiHy [TOXUOKHY;

- 3i 30i/IbIIEHHAM ( KPUBi CTAlOTh BCe GiJIbII «KPYTO BUTHYTHMH», III0 CTBOPIOE ACUMETPUYHY peakKIliio:
OIMH MeXaHi3M (HampuKJiaJ, TeIJIONoCTa4YaHHs) pearye mBH/IIe, a iHIUH (Haxua 6apabaHy) — MOBiJbHiIIeE,
a60 HaBIAKH.

[le n03BoOJIsIE: ONTUMI3yBaTHU PO3MOAIJ [ii Mi’>K BAKOHABYMMH MeXaHi3MaMH; KOMIIEHCYBaTH iHePLilHICTb
6i/1bII MMOBITBHOT'O BUKOHABYOT'O MPUCTPOIO (Y [[bOMY BUIIAAKY — MeXaHi3My 3MiHM KyTa Haxuy 6apabaHy);
MiBUIIUTH CTabi/IbHICTh CUCTEMH 32 PaXyHOK 3MeHIIeHHs KOJIMBaHb Ta [lepe HaJaluITyBaHb. [Ipoanasnizyemo
JIiHiI rpadika 306paxkeHoro Ha (puc. 3):

- cynuinpHa JgiHisg (q=0.5) - M'IKU# peXxuM: peaknis ciabka, 061/ IBa KOHTYPH (MOBITPSA i HAXWJI) TPaLOIOTh
MaiKe piBHOMIpHO, HEMAE NPiopUTETY;

- myHKTUpHA JiiHig (q=1) - cepesHill peXuUM: BKe € IPiOpUTET WBU/IOr0 pearyBaHHs MOTOKY MOBITpS,
MeHIl iHepliiiHa Ais;

- IITPUX-TIYHKTUPHA JIiHiA (q=2) - pi3KU# peXXUM: CHCTEMaA Ia€ MPiOpUTET HArpiBaHHIO, a 3MiHa KyTa HaXH-
Jly 6apabaHa aKTUBYETHCS JIMIIE IPU CYTTEBIN MoxuOLi. Lle KOoMITeHCy€e NOBIJIbHY AMHAMIKY HAXUJY.

KpuBa 3 manum 3HayeHHsM ( (Hanpukaaz, q=0.5) € maiixke JiHiliHOM. Lle 03Havag, 1m0 061/1Ba KOHTYPHU —
KepyBaHHs [10/Ia4€el0 TEIJIOro NOBITPs i KyTOM HaxuJy 6apabaHa — pearymTb OJHOYACHO ¥ MocTynoBo. Takui
PEeXUM MiAXOAUTD JIJISl CHCTEM i3 M'IKOI0 IUHAMIKOI0, /le BXKJIMBA MJIaBHICTh PEryJII0BaHHS.

Kpuea 3 6ibmiuM q (Hanpuk/iaaz, q=1) mokasye HeJsiHIAHICTb: MPH MaJlik MOXUOIi BXiJHUH CUTHAJI TIe-
PETBOPIETHCA Y MaJIMH BUXIZHUH, ajle IPU BeJIMKIN MOXUOI peakIlis pizko 3pocTae. lle no3BoJisie BiggaTu
MpiOpUTET OJHOMY 3 KOHTYPIB — HalpUKJIaJ, IOBITPAHOMY.

KpuBa 3 Be/TMKUM 3HaYeHHSM =2 03HauaE, 110 32 MaJIUX BiJXUJIEeHb CUTHAJI MakxKe 6JIOKyeThbCs (peakuis Mi-
HiMaJIbHA), aJle IPY BeJIMKiN MOXuUObLi cucTeMa MIBUAKO pearye. Takui pexxrM KOPHUCHHUH, KOJTH OZTH BUKOHABYHH
MexaHi3M (HalpuKJIaZ, 3MiHa KyTa HaxuJly 6apabaHa) Ma€e Gisblly iHepIiiHICTb, i HOro CJIiJ aKTUBYBAaTH JIUIIE
y BUII3/IKaX BEJIMKOI MOXUOKH. [IpaKTUYHO Lie 03HAYAE, 1110 /1JId LIBUJKUX KOHTYPIB (HapUKJIAJ, IOBITPs) — BU-
KOpPUCTOBYIOTh GiJibllle 3HAYeHHS ( — MBUJIKUH BiAryK. /I iHepTHUX KOHTYpIiB (HalpUKJIal, MexaHika 6apaba-
Ha) - MeHIlle J - MOBIIbHUH IIaBHUH Bifryk. @opma PpyHKLii BUGUPAETHCSA HA OCHOBI €KClIEpUMEHTA/IbHUX [1a-
HUX | TUIY curHaUTy. Y JaHOMy BHIAJKY, 06pe cebe MOKa3yTh paljioHasbHa QYHKIA Ta GYHKIiA CTBOpEHa Ha
OCHOBI Tinep60JIiYHOTO TAaHTeHCa, SIKi IVIAaBHO 3MiHIOIOThCS, He CTBOPIOIOYM Pi3KUX MEPEXO/IiB. 3aBASKHA TaKOMY
MiX0Ay, MOXKHA aZJlalTUBHO KePyBaTH CTYIIeHEM BIJIUBY KOXKHOTO BUKOHABYOI'0 MeXaHi3My i KOMIIeHCyBaTH pi3-
HULIO B IXHIX JMHAMIYHUX BIACTUBOCTSX. Lle mokpalye cTabibHICTh CHCTEMU Ta 3HIKYE PU3UK NTEPEBUIIEHHS
pery/Jb0BaHUX apaMeTpiB.
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Tabaung 1
IopiBHAHHA HeMiHIHMX QYHKLiH
e e;N (pauionansbHa, q = 0.5) e;N (pauionansbHa, q = 1.0)
-1.00 -1.0000 -1.0000
-0.75 -0.6667 -0.6000
-0.50 -0.4000 -0.3333
-0.25 -0.1818 -0.1429
0.00 0.0000 0.0000
0.25 0.1818 0.1429
0.50 0.4000 0.3333
0.75 0.6667 0.6000
1.00 1.0000 1.0000

Tabanus 1 1eMOHCTPYE 3a/1eXKHICTh HOPMOBaHOI peaklii BAKOHABUMX MexaHi3MiB BiJi BxiZjHOI MOXMOKU 3a
pisHuMU KoediljieHTaMU KpyTU3HU GYHKIIII TepeTBOpeHHs. MU MOXXeMO MOPiBHATH, IK 3MiHIOETHCS MOBE/[iH-
Ka CHCTEeMHU NPU Pi3HUX 3HAYeHHAX KoedillieHTa q:

- IpYU MaJIMX 3Ha4eHHAX q — QYHKIiA NepeTBOPeHHs € NPaKTUYHO JiHiliHO0. 061/iBa BUKOHABYi MexaHi3-
MM pearyoThb Mailke 0ZJHO4acCHO i piBHOMipHO;

- [IpU 3pOCTaHHI q - PYHKIif cTa€ pi3Killolo, i BUKOHABUYi MexaHi3MU BMUKAIOTbCS IIOCJIiJOBHO: CIOYATKY
KOpEeryeThcsl IOTIK TeNJIoro NoBiTps (IBUAKUN KOHTYD), IMIIe IPU 3HA4YHiN NOXUO1i TOYMHAE aKTUBHO JiITH
3MiHa KyTa Haxu1y 6apabaHa (MoBiJIbHUM KOHTYP).

Y (tab6s. 1) Mu 6auyrMo BIIMB KoedilliEeHTa KPYTHU3HU ( HAa PO3MOJiJ PETyJI0IY0ro BIJIMBY MiX JJBOMa
BUKOHaBYMMH MexaHi3MaMU. KOHKpeTHO, B 3aJIeXKHOCTI BiJj BeJIMYMHU (, CHCTeMa aJlalTUBHO 3MiHIO€E iHTeH-
CHUBHICTB y4acTi:

- KOHTYPY peryJ/iloBaHHs IOTOKY NMOBITps (IIBUAIINI),

- Ta KyTa HaxuJy 6apabaHny (iHeEpTHUM MexaHi3M).

[Ipu 3HaueHHAX q—0 061jBa KOHTYPH pearyoTb 0/JHOYACHO Ta JiHiHHO - 1ie A0LiJIbHO JIJIsl CUCTEM 3 6JIU3b-
KHMH 3a iHepLiHHICTIO eJleMeHTaMHU.

[Ipu q=1-2 noMiTHoO, 1110 KOHTYP pery/JI0BaHHA KyTa pearye 3HauyHo MOBiJIbHIlle, i 1le 3a6e3nedye eHep-
rosbepexeHHs, 60 BMUKAETHCs JIMIIIe Y BUIIaZIKax 3HAYHUX BiZiXu/ieHb BosiorocTi. Lle 03B0JISI€ yHUKHYTH Ile-
peBaHTa)XeHHs IPUBOAY HaxU/y 6apabaHy, CKOpPOTUTH HOT0 3HOC Ta 3MEHIIMTH BTpPATH eHepril Ha Heedek-
THBHEe KOPUT'yBaHHS. TaKUM UYMHOM MU 6a4MMO JIOTi4YHY AOLiNIBHICTb BBeleHHs KoedilieHTa siK iHCTpyMeHTa
6aJlaHCyBaHHS MiX MIBUKO/i€I0 Ta eEKOHOMIYHiCcTI0. OTKe 3aB/[sIKM 3MiHAaM KPYTHU3HU XapaKTEPUCTHK dyepes
napaMeTp g, CHCTeMa OTPUMYE MOXKJIMBICTh: THY4YKO pearyBaTH Ha HeBeJIMKI BifjxuieHHs 6e3 3aiiBoi iHep-
IHHOCTI, i JIKIIle IPY CyTTEBUX MOXUOKAX MiAK/II0YAaTH iHepTHINHA MexaHi3M (Haxus 6apabaHa). OTxke 3MiHa
KoedillieHTa KPYTHU3HU J103BOJISIE ONITUMAJIBHO PO3NOAIISATH HaBaHTaXKEHHS MiXK MexaHi3MaMH, 1110 3MeHIIYe
€HeproCcnoXKMBaHHA i NOKpallye CTabiJbHICTb NPoLiecy OCyIIyBaHHS.

PosrisiHeMo $yHKil, 1110 BU3HAYAOTh BiANnoBiJHI rpadiku 3 koedilieHTOM KpyTU3HU. CUrMoifa TO6TO
JorictuuHa QYHKIis siKa 33JJa€ThCS SK:

(e ) @

Jle: q - BU3HA4Ya€ KPyTU3HY nepexoay, a e N — HopMoBaHa Moxu6Ka.

Y Bunagky kosu q=0 ¢ynkuis f(e_N)=0.5 - npsma (s1iHiliHa, piBHaA peakiis). Yum 6inblni q, TUM pi3sKilie
3MiHIOETbCS 3HaYeHHs QYHKII 6isifg Hyssa (piskilna peakinisi BAKOHABYOr0 MexaHi3My HpH MaJslili moxXuoii).
@yHKIif, 1110 BU3HAYAE Tinep6bo/IiYHUNA TaHTeHC:

f(e, )=tanh(q-e,) (3)

B ubomy Bunazky npu Majomy q - tanh(q-e_N) 3pocTtae M’siko - TO6TO M'sika peaklisi. A IpU BEJIUKOMY (,
bYHKIiS CTa€ CX0KO010 Ha JIiHiI0 3 HacuueHHAM (cxoxe Ha PWM-iMnysibc), TOGTO pi3Ke BKJIIOUEHHS 3 00MeXKeH-
HaM. Po3risiHeMo i paljioHasibHY QYHKIIiIO, siKa 3a/laHa IK apKTaHIreHC, a60 QYHKI[isi Ha OCHOBI pO3TATHYTOl
CTelneHeBOI KpUBOI:

e
f(ey)= 137 4)
N

Y cuctemi KepyBaHHS CyIIiHHAM yTde 10 BUKOPUCTOBYIOTHCS iBa BUKOHABYi MEXaHI3MH Pery/Ir0BaHHSA 10-
TOKY TEIJIOTO NMOBITPsl TO6TO IBHUAKA Aifl, IKA J03BOJISIE OTIEPATUBHO pearyBaTH Ha 3MiHY BOJIOI'OCTi Ta 3MiHa
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KyTa Haxwiy 6apabaHa - MOBiIbHILIAG, iHepLiiiHa Jid, KA 3MiHIOE Yac nepe6GyBaHHS CHPOBHUHU B CYIIUJIBHO-
My 6apabaHi. l1[o6 yHUKHYTH HaAMipHOTO a60 AyOGJIIOIYOr0 peryrBaHHS, BUKOPUCTOBYETHCS PO3/IiJIeHHSA
BIUIMBY LMUX ME€XaHi3MiB 3a /J0MOMOrol HesdiHiHHUX QyHKIi HOpMoBaHOI MOoxuOKU. Po3risiHeMO OCHOBHI
nepeBary Takoro miJxoay npu ekoHoMii eHeprii. Ko o6uBa MexaHi3MU MOYHYTh OAHOYACHO HaMaraTHCs
KOMIIEHCYBAaTH NMOXWOKY Ha MOBHY MOTYKHICTh, Iie NPU3Be/ie A0 HaAJUIIKOBOI0 BUKOPUCTAaHHSA eHeprii. Ha-
MPHUKJIAJ, MOTIK NOBITPS 36i/bIIYETHCS, 2 6apabaH 0JHOYACHO 3MiHIOE HAXWJI, a ePeKT MOXKHA OY/I0 JOCATTH
MEHUIOK0 KOPEKIIIEI0 JIUIIEe OAHOTO 3 MeXaHi3MiB. Takox NpH YHUKHEHHs IepeBaHTaXeHHS Ta pO3roi/lyBaHHA
cucteMu. [Ipy oJHOYaCHOMY O/JHAKOBOMY pearyBaHHI KOHTYPiB M0Ke BUHUKHYTH NeperyJl0BaHHs — Cllo4aT-
Ky MepecyliyBaHHs, IOTiM NOBTOPHE 3BOJIOKEHHS TOL0. lle cTBOpIOE HABaHTA)KEHHS HAa MeXaHiKy 6apabaHa,

110 He6a)kaHO Yepe3 Horo iHepTHICTE.
EdeKxTuBHICTD 3aIPONIOHOBAHOTO pillleHHS MOKaXeMOo Y BUIVIAAI HacTymHoi (TabJr. 2).

Tabaung 2

IlopiBHAHHS edpeKTUBHOCTI 3aIPONOHOBAHOT0 MiAX0AY

Kpurepiit

CranjgapTHi
PID-cuctemu

IHTe/IeKTya IbHi aJITOPUTMH
(Soft Computing)

3anponoHoBaHe pilleHHA

KepyBaHHS KisibKOMa
BUKOHaBYHUMU
MexaHi3sMaMu

3a3BHYal OJHOIIEIHE,
okpeMi PID-perynsatopu He
B3aEMOJiI0Th MiXK CO6010

MoxxsinBa KOOpAWHAILLif,
aJsie noTpe6ye CKJIaIHOTO
HaJIaIITyBaHHSA

PeanizoBaHO afjlanTUBHUMN
po3nogin ail Mixk JBoMa
MexaHi3sMaMu

ApanTanisa 1o 3MiHK
MOXUOKH

dikcoBaHi koedillieHTH,
HEeYyTJIUBICTb 10 AUHAMIKU
3MiH

®as3zi-sorika UM Helpomepexi
3a6e3MevyyoTh aJlanTallio, ajie
CKJIaZHI B peaJtizanii

Heuninifina pyHknis
HOpMaJlizaljii J03B0oJIsSIE
3MIHIOBATH peakLilo 3aJ1eKHO
BiZ| MOXHOKHU

KomneHcanist
iHepuifiHOCTI MOBiJILHOTO
MeXaHi3My

Hemae cnenjianbHux 3acobis
IJ1s1 KOMIIeH callil

Moke 6yTH BpaxOoBaHO B
MozeJIi, aje 1e noTpebye
BEJIMKOI KiJIbKOCTI JaHUX

3anponoHOBaHUN MeTO/,
epeKTHUBHO po3/iJsie Jito:
LIBM/IKA peakKliisl — MoBiTp4,
MOBiJIbHA - KyT 6apabaHa

EHepros6epexxeHHs

Hemae onTumizanii
€HeproBUTpaT

Mo2kJIMBa, IK1I0 BOYJOBAaHUM
6JIOK onTHUMIi3alii

3MeHIlIeHHs 3aBOr0
HaBaHTAXKEHHs, yHUKHEHHs
NyOJIF0BaHHS JIid — MeHIIi
BTpaTH eHepril

CrilfikicTb npu 36ypeHHSX

3asiexuTh Bifj IpaBUJIbHO
nigi6panux PID-mapameTpiB

YacTo 6iabll CTiHKI, ane
CKJIAZHILI B HaJIalITyBaHHI

[TokazaHa CTabiNbHICTb ¥
MOJIeJII0BaHHI HAaBiTh IpHU
BeJIMKUX BiIXUJIEHHAX

Peanizanifina ck/agHiCTb

Husbka

Bucoka: noTpi6Hi 3HaHHS
3 ML/AI

CepefiHA - J1eTKO
peaslisyBaTH Ha iCHYIOUMX

PLC a60 koHTpoOJIepax

JlaHe nopiBHSAAHHSA 6y/10 MpoaHa i30BaHO 3rifjHO HacTynux npaik: Cai J., Chen X.D., Mujumdar A.S. (2001) -
BUKOpPHUCTaHHA soft computing (HelipoHHI Mepexi, HeuiTKa Jiorika), BUCOKa epeKTUBHICTh, aJie BaXKKa peauti-
3anig y npomuciaoBux ymoBax i Zhang Y, Tang]. (2009) - iHTesieKTya/ibHe KepyBaHHS MiKPOXBUIbOBUM CYIliH-
HaM. CkJaiHe B Mo/ieJii, He MiAXOAUTh AJist 6apabaHHOro CylliHHA 6e3 3HaYHUX 3MiH. 3allpOMOHOBaHAa HaMU
CcHCTeMa NOEHYE NpocToTy peadidanii PID 3 aganTUBHICTIO HeJIIHIKHOrO pO3MOAiNY Ail; Ja€ 3MOry peaJisy-
BaTH alalTUBHe KepyBaHHS 6e3 CKJIaJHUX 064YHCII0BaJIbHUX MO/lesIelt; Ma€e HUKUY peaJlisaliliHy CKIaJHICTB,
HiX IHTeJIeKTYa/IbHi aJITOPUTMY, | BUILY eHepreTU4HY ePeKTUBHICTD, Hixk KiaacuuHui PID.

MaTemaTH4He MO/ e/JII0BaHHA HeliHiMHUX QyHKLii. bioku ¢popmyBaHHS mOMUIKM 2 i 3 MalOTh HeJli-
HiHUI BIJIMB HAa CUTHAJI NOMUWJIKH e(t). HopMoBaHe 3HaueHHsI NIOMUJIKYA BU3HAYAEThCA 3TigHO popmynu (1).

[licnss 06po6KY HOPMOBAHI CUTHAJU BiJHOBJIIOIOTBHCA [0 CUTHAJNY MOMMJIKH, L0 BU3HAYAETbCS $OpPMY-
Jioto (2). [lns peanizanii HeniHiHHUX QYHKIiN 6Y/10 AOCIiIKEHO TPU TUIH 3aJI€KHOCTEMN: JIoricTUYHA QYHKIIis
(curmoiga) (3); rinep6ostiunuil TanreHc (4) i panionanbHa ¢yHKLid (5), Ae q - KoediliEHT KPYyTU3HHY, L0 BU-
3HaYa€ XapaKTep HeJIiHIMHOI 3a/1eXKHOCTI.

AHani3z BiMBY koedinieHnTta kpyTu3Hu. KoedilieHT KpyTHU3HU ( [03BOJISIE aJJallTUBHO 3MiHIOBATU
BILJIMB 060X KOHTYPiB Ha CUCTEMY 3aJIEXKHO Bif] BeIMYMHU NMOXUOKU. ['padivyHuit BUrIs HesliHinHUX QYyHKIIN
fi(e_N)if;(e_N) HaBezneHo Ha (puc. 2).

[Ipu masiit noxubLi Ait0Th 06MBa KOHTYPH, IPH BeJIUKIN MoXUO1i nepeBaXka€ KOHTYpP TEIJIOTO MOBITPA.
Takuit migxig koMneHcye iHEPLiIMHICTh MeXaHi3My 3MiHU KyTa Haxuay [4].

AHauni3 noka3sye:

o 1pu q = 0 ¢yHKIIl € JTIHIHHUMU — 06UIBA KOHTYPU pearyoThb 0/JHAKOBO;

e 1pu q = 0.5 (M'akuil pexxum) - peakuis ciabka, 06UBa KOHTYPHU NMPAIIOI0Th MaiiKe piBHOMIpHO;
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e 1pu q =1 (cepeaHiil pexxuM) - € NpiopUTET WIBUALIOIO pearyBaHHs IOTOKY NOBITpS;
e 1pu q = 2 (pi3kuil pexuM) - cucTeMa Jja€ NpiopuUTeT HArpiBaHHIO, 3MiHA KyTa aKTUBYETLCS JIULIE IPU

CYTTEBIN MOXUOL.

Pe3y/bTaTH eKCNIEPUMEHTAIbHOr0 AOCAiJKeHH . [l/1s olliHKY epeKTUBHOCTI 3alpONOHOBAHOI0 MiAX0-
Zly 6y/10 IpoBeJieHO NOPiBHAJBbHUN aHai3 3 iCHYIOUMMHU CUCTeMaMu. Pe3y/ibTaTu npesicTaBieHo B (TabJ. 3).

IlopiBHAHHA e(PEeKTUBHOCTI CUCTEM KepyBaHHSA

Tab6sung 3

Kpurepiii CranpgaptHi PID IHTe/IeKTya/IbHi aJITOPUTMH 3anponoHoBaHe pilieHHs
KepyBaHH# KisibkOMa OkpeMi perysnsiTopu He | MoXk/IMBa KOOp/IMHAIL s, TOTpe6ye PeanizoBaHo ajanTUBHUN
MexaHisMaMu B3a€EMO/IiIOTh CKJIAZJZHOT'O HaJIalUTYBaHHA po3nogia aii
Apanrariis 10 3MiHU ®dikcoBaHi daz3i-sorika 3a6e3neuye aganTayito | Heninifina GyHkuis

MOXHUOKU

kKoedilieHTH

HOpMaJiizanii

KomneHncariis
iHepuifiHOCTI

Hemae crienjianbHUX
3aco6iB

Moske 6yTH BpaxoBaHO B MoZeJIi

EdekTuBHO po3ainse aito

EHepros6epexxeHHs

Hemae onTumiszanii

MoxksinBa npu BOY0BaHOMY GJI0IT

3MeHIeHHs Ha 15-20%

CTilKicTh py 36ypeHHSX

3asiexxuTh Bif PID-

YacTo 6isblr cTiKi

[TokazaHa cTabibHICTh

napaMeTpiB

Husbka Bucoka

Peanizanifina ckJaJiHiCTb CepesHs

MogentoBaHHSA 0Ka3aJi0 HACTYIIHI pe3y/n1bTaTH:

e 3MeHILIEeHHs Yacy nepexifHoro npouecy Ha 25-30 %;

® [i/|BUIeHHS CTabiIbHOCTi pery/JtoBaHHs;

® 3HUKEHHS eHeprocrnoXXuBaHHsg Ha 15-20 %;

e 3MeHILIEHHS CepeJHbOKBaAPATUYHOIO Bi/[XUJIEHHS peryJboBaHoro napamerpa Ha 35 %.

IIpakTUYHa peasi3alnisa cucreMH. 3a A0MOMOrow KoedilieHTa KpyTHU3HH q POpMYEThCS HeJliHiHHA 3a/1ex-
HICTB, 1110 326e3Me4ye po3yMHe po3/isieHHsI 060B'sI3KiB Mi>k BHKOHAaBYMMH MexaHi3MaMu. [Ipu HeBesnKil noxu-
0L nepeBaka€e peryJIl0BaHHS MOTOKY NMOBITps (LIBU/IKE, eHeproedeKTUBHE), IPU TPUBAJIiK a60 BeJIMKIiH MoXH-
O1li aKTUBYETHCS KOHTYP KyTa HaXuJIy 6apabaHa (3MiHIOE IMGIIKI NapaMeTp NpoLecy — TPUBAJICTD CYLIiHHSA).

TexHiuHa peaJsizanis nmepez6aya€ BUKOPUCTAHHS MPOTrpaMOBaHUX JioTriYHUX KoHTposepiB (IIJIK) 3 Mmox-
JIUBICTIO MporpaMyBaHHs HesJiHiHHUX QyHKLiNA. CucTeMa Moxe 6yTH iHTerpoBaHa B icHyto4i SCADA-cuctemMu
MiAMNPUEMCTB.

BHCHOBKM 3 JaHOTO0 AOC/AiA)KeHHA 1 NepcrneKTUBY NO0AAJIbIINX PO3BiJOK Y AAHOMY HAaNPAMKY. Po3po-
6JieHa cUCTeMa aBTOMaTUYHOTO KepyBaHHs MPOLECOM PeTYJII0BAHHS BOJIOTOCTi yTde0 1eMOHCTPY€E 3HAYHI
nepeBary NOpiBHAHO 3 TPAAULIMHUMHU MigX0AaMU:

1. EHeproeeKTHBHICTb: 3HMKEHHS eHeprocrnoXuBaHHsA Ha 15-20 % 3aBAAKH ONTUMaJbHOMY PO3IOJi-
JIy Kepyl4oTro BIJIMBY Mi>Xk MeXaHi3MaMH.

2. lligBumeHa cTa6i/IbHICTh: BUKOPUCTAHHSA HesMiHIHHUX QYHKLIM HopMastizanii 3a6e3meyye 6isbin cTa-
6i7IbHY PO60TY CUCTEMHU Ta 3MEHIIYE KOJMBAaHHS PeryJboBaHOro napamerpa Ha 35 %.

3. KomneHcanis iHepniiiHOCTi: ajlan TUBHUH PO3MO/iJ BIUIMBY MiXK IIBUJKHUM (TOTIK MOBITPS1) Ta MOBiJb-
HUM (KyT 6apabaHa) MexaHi3aMaMH MiABUIIYE WBUAKOAiO cucTeMH Ha 25-30 %.

4. IlpocToTa peasisanii: cucrema noe/jHye eGeKTUBHICTb CKJIAJHUX aJITOPUTMIB 3 IPOCTOTOIO TPAAULLiH-
Hux PID-perysnsTopis, 1110 3a6e3nevye cepe/iHIO peasi3aliifHy CKJIaJHICTb.

PesysibTaTu fJOCHiIX)KEHHSI MOXKYTb 6y TH BUKOPHUCTAHI AJI1 MOJlepHi3aliil iCHyI0UHX CyINIbHUX YCTAaHOBOK
Ha MiIPUEMCTBAX Xap4y0BOi MPOMUCIOBOCTI, pO3pO6KH HOBUX CHCTEM aBTOMAaTH30BAaHOTO PeTyJII0BAaHHS BO-
JIOTOCTi MPOAYKTY Ta CTBOPEHHS eHeproepeKTUBHUX CUCTEM KepyBaHHS TEXHOJIOTIYHUMHU NPOLECaMHU.

IlepcneKTHBY NOJA/IBIINX AOC/TiAKEeHb BKII0YAI0Th PO3POOKY aIallTUBHOTO aITOPUTMY aBTOMAaTUYHO-
ro niz6opy KoedinieHTa KPyTHU3HH, AOCTi)KEHHS 3aCTOCYBaHHs 3alIPONIOHOBAHOTO Mi/[XOy B iHIIHUX TEXHO-
JIOTIYHHUX [poLecax, BIPOBaJ»KEHHSA CUCTEMH B IPOMUCJI0BUX YMOBaX Ta eKCllepUMeHTa/IbHe MiATBepKeHHS
pe3yJIbTaTiB MO/eJII0OBaHHS, a TAKOXK PO3POOKY XMapHUX CEPBIcCiB /151 Bi/jJaJIeHOr0 MOHITOPUHTY Ta KEPYBaH-
HA NpoLecaMU CYIIiHHS.
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XepcoHcbkuil HayioHabHUll mexHIYHUT yHisepcumem
ORCID: 0009-0000-2729-2865

JAOCJIIPKEHHA IHTETPALIT IT B YIIPABJIIHHI COHAYHOIO EHEPTETHUKOIO

Anomayisa. Cmamms npucesiueHa KoMnaekCHoMy 00caidxceHHIo iHmezpayii iHgopmayiiiHux mexronozitl (IT) y cucmemu
YNpasAiHHA COHSIYHOI0 eHep2emuKoro.

Memoto po6omu € idenmudbikayis iHHosayitiHux iHcmpymenmie i Memodis, siki cnpusitombe nidguweHHI0 ehekmusHocmi,
onmumizayii onepayitinux npoyecie, a makodc nidguuwjeHHs1 pieHs1 KOHMPOJII0 Md NPO2HO308aHOCMI YHKYIOHYBAHHS CUC-
mem COHAYHOI eHep2emuKu.

Y emammi poseasinymo pisHi acnekmu 3acmocysarHs IT, 6K/A0YHO 3 BUKOPUCMAHHAM NPO2PAMHO20 3a6e3neyeHHs 015
MOHIMOPUH2Y Ma ynpasiHHs, cucmem 8eAuKux 0aHuX, MAWUHHO20 HABYAHHS MA XMAPHUX 064uUC/aeHb, ONUCAHO CYy4acHI
piweHHs1, Kl 8KAI04A0Mb iHMe2posaHi cucmemu ynpasaiHHs, ujo 0038015910me nidsuwumu agmomamusayir, aMeHwumu
PU3UKU AHICbKUX NOMUOK [ MIHIMI3ysamu ekcnayamayitini gumpamu.

AKkmyaavHicmb yb020 docaidsiceHHs 3yM08.1eHa 2/106AAbHUM nepexodoMm Ha 8I0H08.1H08aHI ddicepena eHepeail, siki gidiepa-
10Mb KA0408Y pO.Jib Y 3a6e3ne4eHHi cmasi020 po3gumky ma 60pomub6i 3i 3MIHOW KaimMamy. 3pocmaroua ckaadHicms Cy4acHux
cucmeM COHsIYHOI eHepaemuKU 8UMA2ae HOBUX Nidxodie 00 ynpasaiHHs, AKI MOX*CYymb 3abe3neyumu 8UCOKY npodyKmueHicmb
30 MIHIMA/AbHUX BUMpam.

OcHogHI pe3ynbmamu 0ocaidxceHHs1 8Ka4arms idenmugikayio Kaw04o8ux mexHo02il i Memodis, siKi cnpusiloms
ehekmugHOMy ynpasaiHHIO COHSIYHOI0 eHepzemukoto. [IposedeHuli aHaniz npodemoHcmpyeas 3HAYHUll nomeHyias asmoma-
musayii 015 3HUNMCeHHS onepayiliHux gumpam i nidguwjeHHs: cmabiibHOCMIi po6omu cucme.

Haykoea Ho8U3HA po6omu nojisi2ae y po3pobyi KoHyenmya/ibHo2o nidxody 0o enpoeadiceHHs iHHogayitiHux IT-incmpy-
MeHmis, sIKi opieHmosaHi Ha cneyu@iyHi 8UMO2U COHSUHOT eHepzemuKu.

IIpakmuyHa 3Ha4ywicms po6omu noAsI2a€ y MOXCAUBOCMI 3ACMOCY8AHHS 3aNPONOHOBAHUX pilleHb HA PeanbHUX 06 eK-
max coHsYHOI eHepeemuku. L]e do3soaumb He auwe onmumizyeamu saumpamu, aie U nidsuwumu HadiliHicms cucmemu, 3a-
6e3neyyroyu cmabisbHe eHep2oNoCMayaHHs 8 yMo8ax 3MIHHO20 NonUMy ma KAIMamuyHUX yMoa.

BucHogku. TeopemuuHa 3Hayyujicms 00CAI0NHCEHHS NPOSIBASIEMbCS 8 PO3WUPEHHI HAYK08020 Ysi8/ieHHs npo pob IT e
eHepzemu4HoMy cekmopi. Pesyibmamu docaidsiceHHs MOJCymMb C/ay2y8amu 0CHOB0H0 0151 N00AIbWUX HAYKOBUX PO3POOOK Y
cpepi ynpaenainHs 8i0HO808aHUMU Oxcepeaamu eHepzii ma cnpusimu po3po6yi HO8UX Memo0do.102ill ynpasaiHHs 8UCOKO-
MEXHO/A02IYHUMU eHep2eMUYHUMU CUCMEMAMU.

Kawwuosi caoea: IT-iHcmpymeHmu, MAWUHHE HABYAHHS, MOHIMOPUHE, NPO2HO3Y8aHHS, asmomamu3zayis, 10T, coHaYHa
eHepzemuka.

Oleh ZHVALIK. ADVANCED INTEGRATION OF IT IN THE MANAGEMENT OF SOLAR ENERGY INDUSTRY

Abstract. This article is devoted to a comprehensive investigation of the integration of information technologies (IT) into
the solar energy management system.

The purpose of this work is to identify innovative tools and methods that enhance efficiency, optimize operational processes,
and improve control and predictability in the functioning of solar energy systems.

The article examines various aspects of IT implementation, including the use of software for monitoring and management,
big data systems, and computational technologies.

Current solutions are described, including integrated management systems that enable greater automation, reduce human
labor risks, and minimize operational costs.

The relevance of this research is driven by the global transition to modern energy sources, which play a key role in sustainable
development and combating climate change. The increasing complexity of modern solar energy systems necessitates new
management approaches that ensure high productivity with minimal investment.

The main results of the research include the identification of key technologies and methods that support the effective
management of solar energy. The analysis demonstrated the significant potential of automation in reducing operational costs
and increasing system stability.

The scientific novelty of this work lies in the development of a conceptual approach to the creation of innovative IT tools
tailored to specific applications in the solar energy sector.

The practical significance of this research is reflected in the potential for implementing the proposed solutions in real-world
solar energy projects. This not only optimizes expenditures but also enhances system reliability, ensuring a stable energy supply
in the face of climate change and increasing environmental awareness.

The theoretical significance of the study lies in expanding scientific knowledge about the role of IT in the energy sector. The
research findings may serve as a foundation for further studies in modern energy resource management and the development
of new methodologies for managing high-tech energy systems.

Key words: IT tools, machine learning, monitoring, forecasting, automation, IoT, solar energy.
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IloctaHoBKa npo6yeMu. CoHsIYHA eHePTreTHKa € OJHUM i3 HalepCNneKTUBHIIINX HANPSAMIB y rajaysi BiJ-
HOBJIIOBAHUX JPKepeJi eHeprii, a/pke BOHa 3a0e31edye CTIHKMI PO3BUTOK i CIpUsi€ 3MEHILEHHIO 3a/I€KHOCTI Bif,
BUKOMHOTO0 nasuBa. O6’€KT JOCTIPKEHHS — CHCTEMH COHSIYHOI €eHEPreTHKH — Ma€ KJII04Y0Be 3HaYeHHs B 3a6e3-
MeveHHi I1I06aJILHOTO Mepexo/ly 0 eKOJIOTIYHO YHCTHX JpKepes eHeprii. BogHodac nmpeaMeT A0C/TiKeHHS —
iHTerpanis iHpopMaLiHHMX TEXHOJIOTIH B yIIpaB/IiHHSA IUMHU CHCTEMaMHU — BiJlirpa€e BUpillaJbHY POJib y MiABHU-
meHHi epeKTUBHOCTI IXHBOI pO60TH, 3MEHIIEeHH] eKCIIyaTaliiHUX BUTPAT i afjanTtanii 0 3MiHHUX yMOB.

Ha cboroaHi ninpueMcTBa CTUKAOTHCS 3 HU3KOK BUKJIMKIB, CepeJ, IKUX MiJ|BUILLEHHS CKJIAJHOCTI yrpaB-
JIIHHS Yyepe3 3MiHU KJIIMaTUYHUX YMOB, HEPIBHOMIpPHICTh €HEProCcloXKHUBaHHSA Ta HEOOXiAHICTh BignoBigaTH
eKoJIOTiYHUM cTaHAapTaM. TpaaguniiiHi MeToAu yripaBJ/iiHHS BXKe He 3[jaTHI 3a6e31e4YnTH Heo6XiJHy THYYKiCTh
i MPOAYKTHUBHICTH, 1[0 3yMOBJIIOE OTPEOY y BIPOBa/pKeHHI iIHHOBALiMHUX pilleHb. [HTerpanis cyvyacHux IT
y CUCTEMH COHSIYHOI eHepreTHKH J03BOJISIE PO3B’SA3aTH Lii MP0o6IeMH 3aB/AsIKM aBTOMaTH3alii, TOKpaleHHI0
MOHITOPHHTY Ta ONTHUMi3anii mpoueciB BUpOGHHUI[TBA Ta PO3MO/iay eHeprii.

Anasi3 ocTaHHIX AoCaiZKeHb i mMy6aiKanii. Y cBiTi akTUBHO BelyThCs JOCIiKEHHS y cdepi BifHOBIIO-
BaHoI eHepreTukH [1; 2]. baraTo HayKoBIiB BUBYAIOTh NUTAHHS MPOrHO3YBaHHSA MPOAYKTUBHOCTI COHTYHUX
CTaHIIif 332 JOMOMOr0I0 LITYYHOrO iHTEJIEKTY Ta MAlIMHHOTO HaBYaHH#A [3]. 30kpeMa, 3aCTOCYBaHHS METO/iB
aHauti3y BeJIMKUX JaHuX i TexHosorii [oT [4] [0o3BoJIsSIE CTBOPIOBATH iHTENEKTYalbHI CHCTEMH yIPaBJIiHHS.
OpHak, He Bci acriekTH iHTerpanii IT gocTaTHRO JociimxkeHi. IcHye o6MexeHa KiJIbKICTh poGiT, [0 PO3TJIs-
Jal0Th KOMILJIEKCHY iHTerparito iHHoBaliiHUX IT-pimeHs y BCi eTanu — Bifg BUPpOGHUIITBA A0 CIOXXHUBAHHS
eHepril.

Oco6/1MBY yBary npu/iJissioTb BUKOPUCTAHHIO XMapHUX M1aTdopM [5] /15 eHTpati30BaHOT0 yrpaBJIiHHS,
Ta aBTOMaru3anii npoieciB 3a gonomoroio [oT. [lonpwu 11e, icHye AedinUT AOCAIIKEHD, 0 BPAaXOBYKOTh TaKi
¢dakTopuy, K iHTerpanis kibep6e3neku, ynpaBaiHHS CKJIaJJHUIMHU CUCTEMaMU 3 BUCOKUM CTyleHeM 3MiHHOCTI
Ta CTBOPEHHA aJJallTUBHUX MOJieJiel, AKi 3MOXKYyTh NTpall0BaTH B YMOBax IBUAKO 3MIHHOTO cepeJl0BHLIa.

Tema inTerparii iHdopManiltHUX TEXHOJIOTIH B yNPaBJiHHI COHIYHOIO EHEPTeTHUKOI € MIKAUCIUILIIHAP-
HOIO 1 OXOITIOE TOC/TiKEHHS Y TaTy3sX Bi/[HOBJIIOBAHOI eHePTeTUKH, iHQOopMaI[iHHUX TEXHOJIOTiH, MallMHHO-
ro HaBYaHH#, aHAJITUKHU BEJIMKHUX JAHUX Ta ONTUMIi3aLil MpoLeciB.

Ochb pmesiki AOC/AiIAHUKY, AKi MPamIOTh HAJl MPOO6JEMATHKOI COHSYHOI eHepreTukwu: lllaxix HaBas Xan
(Shahid Nawaz Khan et al.) [12], JlenBap XycceitH (Delwar Hussain et al.) [11], Munsu Jlu (Mingli Li etal.) [13],
l0ced Jnomapu (Youssef Elomari et al.) [10], Amund Moxammayz, (Ashif Mohammad et al.) [14].

BinbmiicTh AoCAIAXKeHb 30Cepe/KYI0ThCS Ha OKPeMUX acleKTax: IPOrHO3yBaHHI, MOHITOPUHTY YUY ONTUMI-
3anii. BizcyTHicTh iHTerpoBaHuX MO/ieJieH, 1[0 BPaXxOBYIOTh B3aEMO/IiI0 BCiX KOMIIOHEHTIB CUCTEMH, € TPOHJIe-
Mmoto. [lonepesHi po6otu [1-5] HejoCTaTHRO NPUALIAIM YBary 6e3neli iHTErpoBaHUX CUCTEM, 110 € KPUTHYIHO
BaXKJIMBUM Y KOHTEKCT] ix nu¢posizauii. BisbmicTh icHy1ounx Moziesiell He BpaXoOBYIOTh IIBU/KI 3MiHM KJiMa-
TUYHUX YMOB | HEepiBHOMIpDHHUU NIONUT Ha €HePrilo.

[Tonpu 3HayHMH mporpec, noTpeba y BAOCKOHAJIEHHI MoJesiel iHTerpanii iHpopMaliiHUX TeXHOJOTiN
y COHSIYHY €HEepPreTHKY 3a/IMIIAETbCA BUCOKOI0. [loganbii focaimkeHHs1 MalOTh 6yTH CIpsIMOBaHi Ha CTBO-
peHHA iHTerpoBaHUX pillleHb, IKI BpaXOBYIOTh K TeXHI4YHI, TaK | EKOHOMIYHI aclleKTH.

dopMya0BaHHA MeTH A0CaiJKeHHA. [0/I0BHOI0 MeTOI0 pO6OTH € CTBOPEHHS iIHTETPOBAHOTO MiJX0AY [0
BUKOpHCTaHHA iHPOopMaLiHUX TEXHOJIOTIM B ynpaB/iHHI COHIYHOIO EHEPTEeTHUKOI0, SKUH 3a6€3Me4YuTh Iij-
BUIIeHHS epEKTUBHOCTI, CTabi/IbHOCTI Ta aAaITUBHOCTI TaKUX cucTeM. [lJisl ZOCATHEHHS] METH B JOCJIiPKeHHI
BUKOPHCTOBYIOTBCS Cy4YacHi MeTO/IH, BKJIIOYAIOUX aHaJIi3 KJIIMaTUYHUX JJAHUX, TPOrHO3yBaHHS BUPOGHUIITBA
eHeprii, po3po6Ky aJropuTMiB JIJisl aBTOMAaTH3allil yIpaBJiHHSA Ta iHTerparito XMapHUX TexHoJ1oTil. OcobJin-
BY yBary npu/iijieHo afanTallii TexHOJI0TiH 10 crieriupivHUX YMOB eKCITyaTallii, 1o BKJIKYalTh 3MiHHUHN 10-
IIAT Ha eHeprilo Ta HeoOXiAHICTh 3a6e3nedyeHHs 6e3mepe6iiHOr0 eHepronocTa4aHHs.

Buk/iaseHHs1 0OCHOBHOTO MaTepiay AocaifxeHHs. [laHa npobyieMaTrKa 6ysia o6paHa yepes Il akTyaslb-
HICTb ¥ KOHTEKCTI I7106a/IbHOTO TIEpeX0/y Ha BiZIHOBJIIOBaHI /Kepesia eHeprii Ta 3pocTaHHS NOTpe6U y BIPO-
Ba/PKEeHHI cy4acHUX iHQopMaLiiHUX TEXHOJIOTIH A1 yIpaBJ/IiHHSA CKJIaJJHUMH €HEPTeTUYHUMHU CHCTEMaMHU.
YHiKaJbHICTB IIbOTO AOCTIAKEHHS NOJIATa€e y po3pobui iHTerpoaHoro nigxony A0 Bukopucrtanss IT B ynpas-
JIIHHI COHAYHOIO eHepPreTUKOI0, IKUH BPAax0OBYE Cy4acHi BUKJIMKH Ta MOKJIMBOCTI aBTOMaTHU3alii, IpOrHO3Y-
BaHHS Ta ONTUMI3aLii onepaLii.

HaykoBo0 KOHIIEMIi€0, TOKJIaZIEHO B OCHOBY JIOC/i/KEHHS, € iIes CTBOPEHHS aIalTUBHUX i MacmTabo-
BaHUX CUCTEM yIpaBJIiHHS, 1110 IHTETPyOTh TEXHOJIOTI MallMHHOTO HaBYaHH4, BesiMKi faHi Ta loT. [la koHuen-
st 03BOJIsIE 326€3MeYUTH THYYKe Ta ePeKTUBHE YNPABJIiHHS eHepreTUIHUMU PecypcaMu 3 ypaxyBaHHSAM
3MiH KJiIMaTUYHHUX YMOB, HEPIBHOMIPHOCTI MOMUTY Ta BIJIUBY 30BHIIIHIX ¢aKTOpiB. Y Mexax AOC/Ii/pKeHHS
6ys10 po3p0o6JIeHO MO/Jie/ib IHTErPOBAHOI CUCTEMH, KA MOEJHYE MOKIUBOCTI MOHITOPUHTY, IPOTHO3YBaHHS
Ta onTuMi3anil /yig 3a6e3neyeHHs cTabiIbHOCTI YHKLIOHYBaHHSI EHEPreTUYHUX cUcTeM. BoHa cK/1afaeTbCs
3 OCHOBHMX KOMIIOHEHTIB, siKi HaBeieHO Ha (puc. 1).
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Mopeab iIHTErpoBaHol CHCTEMHU

Ilincucrema Ilincnmecrema Higcucrema
MOHITOPUHTY NPOrHO3yBaHHSA onTHMi3zamii

o 30ip gmaHmx |y o Bwukopucranus o AJNropuTMH PO3MOALTY
peassHOMY dHaci 3 LITYYHOTO HABAHTAXKCHHSI  MiXK
CEHCOpiB Ha IHTENCKTY pi3HUMH  JDKepenamMu
COHSYHUX aHEIsX, (MammHHe €Heprii (conie,
aKyMYJISATOpax, HaBYaHHSA, HEHPOHHI aKyMyJIATOPH,
iHBEpTOpaXx. Mepexi) JUTSE MEpEKa).

o Buxopucranns —N\ MPOTHO3yBaHHS o BnpoamxeHHns
IoT-npuctpoiB nis —1/ reHepaii eHeprii Ha crparerii
Oe3nepepBHOro OCHOBI  TOTOJHUX €HEeproe(peKTUBHOCTI
CIIOCTEPEKEHHS 32 YMOB. Ha OCHOBI
CTaHOM MEpPEeXi. o AHami3 iCTOpHYHHX IUHAMIYHOTO

o Amnamni3 SIKOCTI JaHUX JUISE Tapu(pHOro
eNeKTpoeHeprii  Ta BU3HAYCHHS peryJroBaHHs.
BUSIBIICHHS CIIO>KUBYUX o banancysanns
aHOMAJTi. TPEH/IIB. CIIOKUBAHHS Ta

o AnanTtuBHe reHepartii gepes
MPOTHO3yBaHHS CMapT-KOHTPAKTH  Ta
MIOIIUTY Ta OJIOKYCHH-TEXHOJIOT 1.
BUPOOHHLITBA
eHeprii.

InTepdeiic kopuctyBaua

Bizyanizauis naHuX y peajbHOMY 4aci depe3 BeO- ab0 MOOLIbHI JOAATKY.
HanamrtyBaHHS ~ aBTOMAaTHYHHMX CIEHApiiB  KepyBaHHS (HANpHKIAL,
BIJKJTFOUEHHSI JPYTOPSAHUX MPUCTPOIB Y MIKOBI TOANHH).

o CroBinieHHs PO KPUTUYHI 3MIiHHU V CTaHI CHCTEMH.

Puc. 1. MoaeJib iHTEerpoBaHoi cucTeMu

Ll Mosiesib 3a0e3ne4ye eheKTUBHE YIIPaBJIiHHS eHEPTeTUYHOI0 CUCTEMOIO, TiABULIYE HAAIHICTb Ta 3MeH-
LIy€E BTPaTH eHeprii.

[l nporHo3yBaHHS BUPOOJIEHHS eHepPTii BUKOPUCTOBYEThCS perpeciiiHa Mo/ieslb Ha OCHOBI KJIIMaTUYHUX
JlaHUX.

Hanpuksiaz, cnporHo3yeMo BUPOOHHULITBO COHSYHOI eJIEKTPOeHeprii Ha HaCTyMHUM Nepiofi, IPYHTYIOYHCh
Ha JlaHux YkpeHepro [11].

®opmyna niHiAHOI perpecii Mae BUTIAL;

y=ax+b (D

3Hatouu ABi Touk (3,56 BT B 2019 poui Ta 5,36 'BT B 2020) M0o>kHa N06YAyBaTH JiHilO-TpeH/, sIKa OKa-
3y€e TeH/|eHI1il0 3pOCTaHHs BUPOOHUITBA COHSAYHOI esieKkTpoeHeprii B HacTynHoMy (2021) poui.

Po3paxyHok nmokasaB o4ikyBaHHs Ha 2021 pik 7,16 I'BT. ®akTuuHo, 3a fanuMu YkpeHepro [12] - 7,59 I'BT.
To6To noxubka BUaABUIACA 6 Y%, 1110 XapaKTepU3ye AaHUHU MeTo/, IPOrHO3yBaHHS, SIK J0BOJIi TOYHHUH.

Jauni, ockinbKU cOHSIYHA iHCOJIALSA y>Ke 3a/eXKUTh Bii OpPU poKy, 3p06iMo noMicsuHil po3paxyHOK BU-
POOGHUIITBA COHSAYHOI eHeprii 3 ypaxyBaHHAM KoedilieHTiB ce30HHOCTI. Maemo Tabsuio (TabJ. 1) iHconsuii
o mictam Ykpainu [13].

JinuMo cepeAHbOPiYHY iHCOJISALiI0 HA cepeHIO M0 BiANMOBiJHOMY MicsiL[10, OTPUMY€EMO KoedillieHTH ce30H-
HocTi (Tab6J1. 2).
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IHTErPALIA BAE

B EHEPFOCUCTEMY ypaiHy | U8 YKPEHEFTO

5,36

+1,9
BT

BCTaHOBNEHOI
NOTYXHOCTI
CEC 1a BEC

Puc. 2. CTpyKTypa BUpOGHUIITBA eJIeKTpoeHeprii B YKpaiHi Ta AuHaMiKa 3pocTaHHS
BCTAaHOBJIEHUX NOTYKHOCTeM

[Tporuo3 Bcranosienoi notyxHcti CEC, 'BT

8
7
6 y=1,8x+1,76

5

4

3

2

1

0

2019 2020 2021
Puc. 3. [Ipornos BcranoBjieHoi notykHocTi CEC B YKkpaiHi
Tao6aunga 1
Ta6/nus cCOHAYHOI iHcoAnii mo micram Ykpainu, 1985-2005 pp.

ciu | ymor | Gep | kBi | Tpa | yep | sum | cep | Bep | kOB | Juc | rpy | pik
1 2 3 4 5 6 7 8 9 10 11 12 13 14
Cimdeponosb 1,3 2,1 31 | 43 54 58 6,2 53 | 41 2,7 1,6 1,1 3,6
BiHHHLA 1,1 1,9 29 | 39 | 52 53 52 4,7 | 3,2 2,0 1,1 09 | 31
Jlyubk 1,0 1,8 28 | 39 | 51 51 4,9 46 | 3,0 1,8 1,1 08 | 3,0
JHinpo 1,2 2,0 30 | 41 5,6 5,6 5,7 51 3,7 2,3 1,2 1,0 | 3,4
JloHenbK 1,2 2,0 29 | 40 | 55 5,6 5,7 51 3,7 2,2 1,2 1,0 | 3,3
Kuromup 1,0 1,8 29 | 39 | 52 52 5,0 4,7 | 31 1,9 1,0 08 | 3,0
Yxropoz 1,1 1,9 30 | 40 | 50 53 53 48 | 33 2,0 1,2 09 | 32
3anopixoKs 1,2 2,0 29 | 4.2 5,6 5,7 59 5,2 39 2,4 1,3 1,0 | 3,4
IBaHO-PpaHKiBChK 1,2 1,9 2,8 3,7 4,5 4.8 4,8 4,4 3,1 2,0 1,2 0,9 2,9
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3akiH4yeHHd TabJ. 1

1 2 3 4 5 6 7 8 9 10 11 12 13 14
Kuis 1,1 1,9 3,0 | 4,0 5,3 5,2 5,3 4,7 3,1 1,9 1,0 0,9 3,1
KponuBHULIbKUT 1,2 2,0 3,0 4,1 55 5,5 5,6 4,9 3,6 2,2 1,1 1,0 3,3
JlyraHcbk 1,2 2,1 3,1 4,1 55 5,6 57 5,0 3,6 2,2 1,3 0,9 3,3
JIbBiB 1,1 1,8 2,8 3,8 4,7 4,8 4,8 4,5 3,0 1,9 1,1 0,8 2,9
Muko.iaiB 1,3 2,1 3,1 4,4 5,7 5,9 6,0 5,3 39 2,5 1,4 1,0 3,6
Opeca 1,3 2,1 3,1 4,4 5,7 59 6,0 5,3 3,9 2,5 1,4 1,0 3,6
[osTaBa 1,2 2,0 3,1 4,0 5,4 5,4 5,5 4,9 3,4 2,1 1,2 0,9 3,3
PiBHO 1,0 1,8 2,8 3,9 51 5,2 5,0 4,6 3,0 1,9 1,0 0,8 3,0
Cymu 1,1 1,9 3,1 4,0 53 5,3 5,4 4,7 3,2 2,0 1,1 0,9 3,2
TepHOMiJIb 1,1 1,9 2,9 39 4,8 5,0 4,9 4,5 3,1 1,9 1,1 0,9 3,0
XapkiB 1,2 2,0 3,1 3,9 5,4 5,5 5,6 4,9 3,5 2,1 1,2 0,9 3,3
XepcoH 1,3 2,1 3,1 4,4 5,7 5,8 6,0 53 4,0 2,6 1,4 1,0 3,6
XMeNbHULbKUH 1,1 1,9 2,9 3,9 51 5,2 5,0 4,6 3,1 2,0 1,1 0,9 3,1
Yepkacu 1,2 1,9 29 | 40 54 55 5,5 4,9 3,4 2,1 1,1 0,9 3,2
YepHuris 1,0 1,8 29 | 4,0 5,2 5,2 51 4,5 3,0 1,9 1,0 0,8 3,0
YepHiBii 1,2 1,9 2,8 3,7 4,5 4,8 4,8 4,4 3,1 2,0 1,2 0,9 2,9

Tab6auuga 2
KoedinieHTH ce3oHHOCTI
ciu | slor | Gep | KBi | Tpa | yep | Junm | cep | Bep | kOB | JMC | Tpy pik

Ce30HHICTB 0,36 | 0,60 | 092 | 1,25 | 1,63 | 1,67 | 1,68 | 1,50 | 1,06 | 0,66 | 0,37 | 0,28 1,00

Haknapmaroun koedillieHTH ce30HHOCTI Ha JiHito (puc. 4), OTPpUMYEMO AaHi NOMicIYHO 32 MUHYJII nepiogu
2019-2020 pp. Ta nporHo3oBaHuil 2021 p. y NpUNyLieHHI, 1110 TeHJeHIisl 10 3pOCTaHHSA He 3MIHUTbCS.
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Puc. 4. [lomicA4Hi AaHi BUPOGHHMIITBA COHAYHOI esieKTpoeHeprii, TBT*rog,

CoHsAYHA pajfialis — OCHOBHUM mapaMeTp, 10 BIJIMBAE HA BUPOOHUIITBO eJIeKTpoeHeprii. Ase icHyIOTb
i iHmi kyiMaTHUYHI QaKTOPH, 10 BIVIMBAKTH, TaKi K TeMIlepaTypa HaBKOJIMIIHLOTO CEPEOBHUILA Ta BOJIO-
rictb nosiTps [14].

151 BU3HayeHH i MiHiMi3aLil Ten/I0BUX BTpaAT eHeprii mif yac il nepegadi ckopuctaeMoch 3aKoHOM /Ikoy-
ns-Jlenna:

Q =I’'RAt =IUAt (2)
Je:

e Q- BTpaTu eHeprii B Mepexi;

e |, U-BianoBifHO cuia CTpyMy Ta Hallpyra;

e R - omnip NpoBiJHUKA;

e t-4Yac IpoTiKaHHA CTPYMY.

3a gonomMoroo 3akoHy OMa MoxHa HOro nepeTBOPUTH i IpeA,CTaBUTH Y BUTIALI:
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N
Q=P R[Fj (3)

Ockinbku At i U pns ycix BapiaHTIB MepexXu MocTayaHHS eHeprii € cTaIMMU BeJIMYUHAMHU, OYZeMo 3Ba-
>KyBaTH Jivlle Ha 3MiHy P i R:

Q~PR (4)

OTxe A/ MiHIMi3anil TenJ10BUX BTpAT eHeprii nij Jyac il nepefiayi Ta po3mno/iisly BAKOPUCTOBYEMO LiJIbOBY
dyHKI10:

Min—>Q =Y PR, (5)

i=1

Je:

e (Q - BTpaTHu eHepril B Mepexi;

e P - NOTYyXHiCTb lepeJjlaHa Yepes JIiHII i;
e R, - omip JiHil i;

® n - KiJIBKICTb JIiHiN nepefaui.

1 IpUKJIaly pO3IVIAHEMO MEpEexy:

Puc. 5. Cxema HUISXiB 0CTaBKU eJIEKTpOeHepril Bij BUPOGHUKIB /10 CIOXKMBaYiB

Je:

A,,A, - xepesa (1I0CTavaIbHUKH) eHeprii;

B,,B,,B; —cnoxuBaui eneprii;

X, —BTpaTH eHeprii Ha BiANOBIAHOMY MapIUpYTi.

3azaemMo noTpibHI 0OMexeHHs /151 CIOXKUBAviB Ta BUPOOHUKIB.

Tab6auug 3
MaTpuus 3Ha4YeHb A/ TeIJIOBUX BTPAT LJIAXIB epejayi eHeprii, BT’OM
CrnoxuBay BHUPOGHUIITBO MOCTAaYaIbHUKOM,
IlocTaya/IbHUK %
B1 B2 B3 KBT*roz.

Al 6000 5000 2000 2500

A2 5000 7000 4000 3100

[ToTpeba cnoxuBaya, KBT*rog,. 1500 1600 2500 min

3a ponomoroo iHcTpyMeHTa MS Excel «Ilomyk pimieHHS» OTPUMYEMO ONTUMAaJIbHI IIJISAXU MOCTAa4aHHA
eJleKTpoeHeprii (Ta6J. 4).

Bauumo, o Mmapmipytu A1-B1 Ta A2-B2 HaliMeHIl BUTiAHI.

Jlo cucTeMu ynpaBJIiHHA COHAYHOI eHepreTUKOI0 BXOAATh TaKi KOMIIOHEHTH: COHAYHI naHeJi, loT-gaTyu-
KH, [JeHTpaJibHa cucTeMa 300py JaHUX (cepBep), aHaIi3 JJaHUX, IPOTHO3YBaHHs reHepauii Ta ontumisanis
posmnoginy eHeprii, 36epiraHHs eHeprii (aKyMy/nsiTOpH), CoxKuBadi (6yJUHKH, MiJMIPUEMCTBA, Mepexa).
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Tabauugs 4
PesynbTaT onrumisanii, kBT*roga,
l'l Cnokueay BUpOGHHULTEBO
ocTavya/IbHUK
B1 B2 B3 nocTa4yaJlbHUKOM
Al 0 1600 900 2500
A2 1500 0 1600 3100
[ToTpeba cnoxkuBaya 1500 1600 2500 min

Puc. 6. Cxema 3’¢AHaHHSA KOMIIOHEHTIB €eHEPreTUYHOI CCTEeMH 3 BIpPoBaKeHHAM IT

[HTeseKTya/IbHa COHSIYHA CUCTeMa Ma€E HU3KY NepeBar NOpiBHAHO 3 TPaAULiHHUMU NigxoJaMU. 30KpeMa,
y TpaAuLiiHi}i cucTeMi KepyBaHHS 3/iCHIOETbCA BPYyYHY, @ HAaBaHTa)KeHHS 3a/MIIAEThCS PpiKCOBaHUM, 1110
o6Mexye i alal TUBHICTD | epeKTUBHICTh. HaTOMiCTh iHTe/IeKTyabHa CUCTeMa IPYHTYEThCS Ha 3aCTOCYBaHHI
MPOTHO3YBaHHS, aBTOMAaTU30BaHOT0 Ha/lalITYBaHHS TapaMeTpiB ¥ peaJlbHOMY 4aci Ta TexHoJIoTiH IHTepHeTy
peueii (IoT), 1o 3a6e3neyye rHyYKiCTh, ONTHUMi3allil0 pOGOTH Ta MiABUILEHY eHeproepeKTUBHICTb. 3anpono-
HOBaHUH NiAXiz Mae cyTTEBI NepeBary HaJ, TpaAULiMHUMHU MeTO/aMH, 30KpeMa 3abe3neyye MWBU/LIY aJanTa-
L[if0 10 3MiH 30BHIIIHIX yMOB i miAgBUIYE ePeKTUBHICTL BUKOPUCTAHHS eHEPreTUYHUX pecypciB. [HTerpanis
iHpopMauifiHKUX TeXHOJIOTiH y cMCcTeMy yNpaBJliHHA J03BOJISIE JOCATTH ONTUMAJbHOTO 6aJJaHCy MK IOMUTOM
i mpono3suliero eHeprii, 1[0 € KPUTUYHO BAXKJIUBUM JJis1 CTabL/IbHOr0 QYHKI[IOHYBaHHS eHepreTU4YHoi iH-
pacTpyKTypHu. Pe3y/nbTaTu [OCAIMXKEHHA TAaKO0X 3aCBiAYYIOTh, L0 3aCTOCYBaHHS aJrOPUTMIB MAalUIMHHOTO
HaBYaHHA CNPUsE€ TOYHILIOMY IPOTrHO3YBaHHIO reHepallil, SHWXKYI0UM PU3UKHU K AePiluTy, TakK i HaAJIUILKY
eHepril. HaykoBa HOBU3HA po6OTH MOJISATAa€E B pOo3p0o6JIeHHI KOMIIJIEKCHOTO MifxoAy o iHTerpanii iHpopMma-
LiHHUX TEXHOJIOTIH i3 ypaxyBaHHSM 0COGJIMBOCTEN COHAYHOI eHepreTUKHU. 30KpeMa, 3allpOIIOHOBAHO MO/eJlb,
siKka 3abe3Mneuye iHTerpalimo pisHUX TEXHOJIOTIYHUX pillleHb B YHiQiKOBaHY CUCTEMY 3 BUCOKUM piBHEM THYY-
KOCTI Ta afanTUBHOCTI. [IpesicTaBJieHi iHXKeHepHI pilleHHs BiAKPUBAKOTb IePCIEKTUBU Ji1s CTBOPEHHA iHTe-
JIEKTya/IbHUX CUCTEM YIpaBJIiHHS, 34aTHUX JUHAMIYHO pearyBaTH Ha 3MiHy YMOB eKCIlyaTalii Ta pUHKOBUX
BUMOT. [IpakThYHa LiHHICTb OTPUMAHUX Pe3y/IbTATiB MOJIATAE Y MOXKJ/IUBOCTI IX 3aCTOCYBAHHA B peaJlbHUX
yMOBax eKcILIyaTallil. 3anpornoHoBaHi TEXHOJIOTIUHI MiIX0AW CIPUSAIOTh 3HXKEHHIO eKCIIyaTallilHUX BUTPAT
i miHimi3anii BIIMBY JII0CbKOT0 YUHHUKA HA MPOLECHU YIIpaBJaiHHS. Po3po6JieHi MeTOAUKH MOXYTb OYTH BU-
KOpHUCTaHi Ik 0CHOBA /i1 CTBOPEHHS HOBITHIX pilleHb y cdepi eHepreTUKH, OpiEHTOBaHUX Ha 3abe3MeyeHHs
CTaJIOro PO3BUTKY Ta epeKTUBHOI0 BUKOPHUCTAaHHS pecypciB.

[lepcnieKTUBY MOAANBUINX JOCAIKEHD NTepe/i6auyaloTh po3po6JieHHS HOBUX Mo/ieslel yIIpaBJIiHHA 3 ypaxy-
BaHHAM iHTerpauii iHIIKX JXKepeJl BiAHOBJIIOBAHOI eHepril, 30KpeMa BiTpoBoi Ta rizpoeHepreTuku. Kpim toro,
NpiOPUTETHHUM HaNpsIMOM € 3abe3MeyeHHs] BUCOKOTO PiBHA Kibep6e3neKku 3 MeTOH 3aXMUCTY iHTerpoBaHUX
eHepreTUYHUX cucteM. JloAaTKOBY yBary caif IpUAIIUTY NiBUILEHHIO eHeproepeKTUBHOCTI Ta onTUMi3alii
pPO6OTH eHepreTU4HOI iIHPPaACTPYKTYPU B yMOBAX 3pOCTaHHS BUMOT Ji0 ii HaAiliHOCTi Ta cTifikocTi.

BHMCHOBKM. Y CcTaTTi NpoaHa/i30BaHO MOXJIUBOCTI iHTerpauil IT-pinieHs y cucTeMu ynpaB/iHHA COHAY-
HOIO eHepTeTHKOI0 3 MeTOI0 MiJiBUIlleHHs eQeKTUBHOCTI iXHboro GpyHKIioHyBaHHA. Ha ocHOBI npoBesieHOr0
Jlocii>KeHHs1 cpOpMyIbOBAHO TaKi OCHOBHI BUCHOBKH:

1. ABToMaTru3anisa Ta uudposisalis npoleciB ynpaBaiHHA CIPUSAIOTh 3HIKEHHI0 eKCIJIyaTaliiHUX BU-
TpaT, NiZBUILEeHHIO IPO30POCTi ¥ BUKOPUCTAHHI eHepreTUYHUX PecypciB i 3abe3MneyeHHI0 ollepaTUBHOI aJamn-
Talii /10 3MiH y CHOXXUBaHHI a60 KJIiMaTUYHUX yMOBaX.

2. IHTerpalist aIrOpUTMiB MallMHHOTO HaBYaHHs [IJIsl IPOTHO3YBaHHSA BUPOOJIeHHS Ta CIOXKUBaHHS eHep-
rii 3a6e3neyye BUIY TOYHICTb MJIaHYBaHH4, 1110 JJa€ 3MOTY ONTHUMi3yBaTH BUKOPUCTAHHSA PeCYpPCiB i 3MeHLIu-
THU 3aJIEKHICTH BiJi HEBIJJHOBJIIOBAHUX JiXKepeJl eHepril.
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3. BukopucTaHHA iHTe/IeKTyaJbHUX CUCTEM HAKONHWYEHHH eHeprii Ta afalTUBHOIO PO3MOJiJy HaBaHTa-
YKEHHS MiJ|BUILY€E CTabiNbHICTh eHepronocTayaHHs, 30KpeMa 3a yMOB NiKOBUX HABAaHTAXKEHb 200 PanTOBOTO
3HKEHHS BUPOOJIeHHS eHepril.

4. IT-pimeHHs 3a6e3Me4y0Th MOBHillle BUKOPUCTAHHS MOTEHIialy BiJHOBJIIOBAHUX JKepeJ eHepril, 1o
CIIPUSIE 3MEHIIEHHIO BUKU/IiB TAapHUKOBUX I'a3iB i BiZjIOBiZja€ 3aBJlaHHAM CTAJIOTO PO3BUTKY.

5. He3Bakaroun Ha YHCJIEHHi NepeBary, NoBHOLiHHA iHTerpanisa IT-pimienp moTpebye mojonaHHA BU-
KJIMKiB, TOB'I3aHUX i3 3a0e3ne4yeHHAM KibepOe3neKy, MaclITabyBaHHIM iHQpacTPyKTypH Ta HEOOXiJHICTIO
3HAYHUX CTAPTOBUX iHBeCTHLiN. BogHouac ouikyBaHa epeKTHBHICTD [JMX 3aX0/iB y JOBIOCTPOKOBIH Nepcrek-
TUBI NiATBEPPKYE AOLIJIBHICTD IXHbOI'O BIPOBA/PKEHHH.

TakuM yrHOM, BpoBaj>keHHd IT-pilleHb y cucTeMHU ynpaB/iHHA COHAYHOI0 €HEPreTUKOK € BaXKJIUBUM
YUHHUKOM 3ab6e3nedeHHs ii KOHKypPEeHTOCIPOMOXHOCTI, PpyHKIioHaNIbHOI edpeKTUBHOCTI Ta cTiiikocTi. [lo-
JasblIi AOCTiPKeHHS ¥ [bOMY HampsAMi MaloTh OYTH 30Cepe/KeHi Ha BJIOCKOHAJIEeHHI MeTO/iB MPOrHO3yBaH-
Hf, CTBOPEHHI ONTUMa/JIbHUX AJITOPUTMIB KepyBaHHA Ta 3HMKEHHI BUTpAT HA iHTerpauiro BiANOBIJHUX Tex-
HOJIOTIH.
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AHAUJII3 PEJIEBAHTHOCTI IOIIYKOBOT BUJAYI HAYKOMETPUYHUX BA3 IAHUX

Anomayis. BukoHaHHA Haykosux docaidxceHb 8i0Kpusae Hoei Modxcausocmi nowyky Haykoeoi iHgopmayii 3 3acmocy-
B8AHHAM HAYKOMempuYHUX 6a3 daHux ma dicepen Haykosoi ingpopmayii y eidkpumomy docmyni. Hezeascarouu Ha nocmiliHe
800CKOHA/1EHHS1 NOWYKOBUX A/120pUMMi8 iCHylomb hpobaeMHI NUMAHHS 3 DOPMYBAHHAM pese8aHmMHOI howykogoi sudaui y
Haykomempu4Hux 6asax daHux. Lje 06ymoe110€ Heob6xiOHIcmb nposedeHHs1 AHAi3y 8nU8y NOWYKO8UX A120pUmMie HayKome-
mpuyHux 6a3 daHux Ha pe3yabmamu nowykoeoi audaui Haykosux ny6aikayiil.

Memoto cmammi € oyiHka pesegeaHmHocmi nowlykogoi eudaui Haykogux ny6aikayill HaykomempuyHux 6a3 daHux Scopus,
Web of Science, IEEE Xplore, ResearchGate, Google Scholar.

Haykoea HOBU3HA no/s12a€ y KOMN/AEKCHOMY OYiHI08aHHI 00CAIOHUKOM pesieeaHMHOCMI HAYKO8UX Ny6AiKayill 3 mouku
30py X KiabKicHUX ma sIKiCHUX nokasHukie e npoyeci nowyky dcepen iHpopmayii.

Memodos0zis. Y docaidxiceHHi 3acmoco8aHo Memod NOpieHANbHO20 AHAI3y pe3y1bmamis nouykoeoi sudaui Haykosux
ny6aikayiti 0451 06paHoi epynu kaw4o8ux caie «complex systems», «digital systems», «artificial intelligence», «data analysis».
3agikcosaHi kinbKicHI nOKasHUKU HAYKOBUX Ny6Aikayill y nowykosiii audayi 3 0608’13K08UM YPpAXy8AHHSM iX 3a2A16HOI Kisib-
Kocmi y HaykoMempuyHux 6azax daHux. [lpoeedeHo aHa.i3 chopmosaHux pe3yabmamis noulykogoi sudaui HaQykosux nyo6i-
Kayitl y 3a3Ha¥eHux HaykoMempu4Hux 6asax. BusHayeHo Hallbinbw pesesaHmHi Haykoei nybaikayii y koxcHitl nowykositl
sudaui 3 mouku 30py 8idnogidHoCcMi iX KOHMEKCMya/AbHO20 3MicCmy KAHY08UM C08AM Y NOWYKOBOMY 3anUmi.

BucHogKu. BUKOHaHO nopigHAAbHUL aHAi3 peaesaHMHOCMI HAyKosux ny6aikayill 3 0608°13K08UM YPaxy8aHHSM X no-
3uyiti y cgpopmosaHiti noulykositl eudaui HaykomempuyHux 6a3 daHux. Ha ocHogi ompumaHux pesysbmamis cghopmynbosaHi
npakmuyHi pekomeHoayii 00cAiOHUKAM 0151 OMPUMAHHS HAUOILAbW SIKICHUX pe3y/ibinamie nowyky Haykogux nyoaikayitl.

Kaiouoei caosa: pesnesanmuicms Haykogux nybaikayitl, peaesaHmHicmb nowykosoi sudaui, Haykomempu4Hi 6asu da-
HUX, NOWyK Haykoeoi iHghopmayii, aHaai3 pesesaHmHoOcmi HAQYKO8UX Ny6aikayili.
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Olexander ZADEREYKO, Svitlana YELENYCH, Nataliia LOGINOVA, Olena TROFYMENKQO, Volodymyr HURA.
ANALYSIS OF THE RELEVANCE OF SEARCH RESULTS IN SCIENTIFIC METRICS DATABASES

Abstract. Conducting scientific research opens up new opportunities for searching for scientific information using
scientometric databases and open-access sources of scientific information. Despite the constant improvement of search
algorithms, there are problematic issues with the formation of relevant search results in scientometric databases. This
necessitates the analysis of the impact of search algorithms of scientometric databases on the results of search results of
scientific publications.

The purpose of the article is to assess the relevance of search results of scientific publications in scientometric databases
Scopus, Web of Science, IEEE Xplore, ResearchGate, Google Scholar.

The scientific novelty lies in the researcher's comprehensive assessment of the relevance of scientific publications from the
point of view of their quantitative and qualitative indicators in the process of searching for information sources.

Methodology. The study used the method of comparative analysis of the results of search results of scientific publications

"o

for a selected group of keywords "complex systems”, "digital systems", "artificial intelligence", "data analysis". Quantitative
indicators of scientific publications in the search results were recorded, taking into account their total number in scientometric
databases. An analysis of the formed results of the search results of scientific publications in the indicated scientometric
databases was conducted. The most relevant scientific publications in each search result were determined in terms of the
correspondence of their contextual content to the keywords in the search query.

Conclusions. A comparative analysis of the relevance of scientific publications was performed, taking into account their
positions in the formed search results of scientometric databases. Based on the results obtained, practical recommendations
were formulated for researchers to obtain the highest quality results of the search for scientific publications.

Key words: relevance of scientific publications, relevance of search results, scientometric databases, search for scientific
information, analysis of the relevance of scientific publications.

Beryn Ta mocraHoBKa Npo6sieMH. Y 11uppoBOMy CyCHisibCTBi MOIIYKOBI CHCTEMU NMEPETBOPUJIMCS HA
He3aMiHHUM iHCTpPyMeHT JJis1 HayKOBLiB, AOCJAiAHUKIB Ta BCiX, XTO NparHe OTPUMAaTH AOCTYI [0 HAYKOBUX
3HaHb. EQekTHBHICTb NoLIyKy HaykoBoi iHpopMalil GopMyETbCS aJropuTMaMu po6OTH HAYKOMETPUYHUX
6a3 JjaHuX. 3a X I0MOMOT0I0 MOXKHA 341ICHUTH MOIIYyK HAYKOBUX My0JIiKaLliii: KHUT, TJIaB KHUT, CTaTeH, MaTe-
piasiB KOHepeHLil, Te3 HAYKOBOI'0 CIPSIMyBaHHS TOII0.

Lludposi TexHoIOTIi Ta AIrOPUTMH NOLIYKY HAayKOBOi iH$opMaLii, 6e3yMOBHO, 3p0OUIM 3HAYHUU KPOK
BIepe/], y MiIBULIEHHI peJIeBaHTHOCTI MOMYKOBOI BUAa4i HAyKOBUX NyGJikaniil. B mpoueci BUKOHaHHS moO-
LIYKOBOTO0 3aIUTy BU3HAYAETHCS NOPALO0K BUJAYi pe3y/bTaTiB 3a KJIOUYOBMMHU CJI0BaMHU, Pi3BUILEM aBTODPa,
3aroJioBKaMu, KOHTEKCTHUM aHasli30M 3MiCTy HayKOBUX MyOJIiKalii, iXx pOKOM BUJAHHS Ta IIUTYBaHHAM. Lle
MOTEHLITHO NPUBOJHUTD JI0 3POCTAaHHS KiJIbKOCTI IUTYBaHb HAYKOBUX My6JiKalii i miABULIYE iHIEKC UTY-
BaHHS HAayKOBUX MyOJTiKalLiil Joc/liIHIUKA, HOr0 HAYKOBUHM PEUTHUHT Ta PEUTHUHT 3aKJIa/ly BUILOI OCBITH.

3pocTaHHs poJsi UMPPOBUX IHCTPYMEHTIB K JOMOMIXKHOTO 3ac06y y chepi HAYKOBUX JTOCITiPKEHb, 0XO-
IJIIOE MakXKe BCi eTany HAyKOBO-A,0C/iAHOI AiIbHOCTI Ta BiAKpHUBa€ HOBI MOXJIMBOCTI 151 TeHepaljii HOBUX
izel, momyky HaykoBoi iHpopMaliil y HayKoMeTpUYHUX 6a3ax JaHUX Ta HAYKOBUX JPKEPeJIax BiIKPUTOrO J10-
cTyny B Mepexi [HTepHeT. BjockoHa/leHHS NOIYKOBUX aJITOPUTMIB HQYKOMETPUYHUX CUCTEM CIIPSIMOBaHe Ha
JIOCSITHEHHSI MaKCUMaJIbHO MOKJIMBOTO CHiBNaiHHSA KOHTEKCTY HAaYKOBUX MyOJIiKaniil y pe3yapTaTax mouy-
KOBOi BU/1aui, IKa GOPMYETHCS 3Ti/JHO 3aMUTIB JOCTiJHUKIB.

He3Bakatouu Ha PO3BMHEHUH MOTEHLia/ iCHYIOUUX HUPPOBUX IHCTPYMEHTIB i MOLIYKOBUX aJITOPUTMIB,
3aJIMLIAIOTHCS HeBUPILIEHUMH NMPOGJIEMHI MUTAHHS 3 MPUCYTHICTIO HAYKOBUX NyG6Jiikalil, ix iHgekcanii Ta
PEeHTHHTYBaHHS Yy HAYKOMeTPUYHHUX 6a3ax gaHux Scopus Ta Web of Science (WoS), Google Scholar [2; 5]. Tomy
BaXKJIMBO 3’ICYyBaTH Ta MPOaHasli3yBaTH, 1K QyHKI[iOHYBaHHS MOLIYKOBUX aJITOPUTMIB HAYKOMETPUYHUX 6a3
JlaHUX BILJIMBAE Ha pe3yJIbTaTH MOLIYKOBOI BUA4i HAYKOBUX My6JIiKaliH.

Anasi3 ocraHHIiX AocC/IiAKeHb Ta ny6Jiikaniil. B ocBiTHIN cdepi cnocTepiraeTbcst iHTEHCMBHE BUKOPU-
CTaHHSA IMGPOBUX TEXHOJIOTIH, 110 pO6GUTH OiIbII iIHHOBAI[iIHHUM caM MPOoIeC HaBYaHHS Ta IiIX01 10 OpraHi-
3anii AifIbHOCTI HAYKOBLiB, AOCAIAHUKIB, BUKJIa1a4yiB Ta 3/106yBayiB BUIL0I 0CBiTH. BukoprcTaHHS UdpOBUX
TEXHOJIOTIH Ta iX iIHCTpyMeHTIB miiBULIYE epeKTUBHICTb NPOBEJEHHS TEMAaTUYHUX JOCTi/PKEHb raly3eBOro
COpsIMyBaHHs Ha OY/ib-SIKOMY eTani HayKOBO-Z0CJIi/JHOT'0 IIPOLIECY.

B HaBuasibHOMY noci6HUKY [10] po3rysgAaeThcsi METO/0JIOTis Ta OpraHi3anis HayKOBUX JIOCTi/PKEHb B Ta-
Jy3i iHpopmManiliHux TexHoJsorii. [locnioBHO onrcaHi 0co6JUBOCTI PO6OTH 3 Pi3HOMAHITHUMH JPKepesiaMHu
HayKoBoi iH¢opMalii Ta ix cucTeMaTusanis A popMyBaHHS TeopeTUYHOI 6a3u AociimpkeHHs. KpiM Toro,
MOCIGHUK HAJla€ MPAaKTUYHI peKkoMeHal i 1110/10 MOLIYKY pesieBaHTHOI HayKoBoi iHdopMalii 3 BUKOpUCTaH-
HAM HayKoMeTpU4HHUX 6a3 fanux (Google Scholar, Scopus, WoS, ResearchGate Ta inmux pecypcis), ¢pinbrpa-
il pe3y/sbTaTiB NOIYKOBOI BUAa4yi 3HAW/JeHUX HAYKOBUX MyOJIiKaLil, IKi CTaHYTb y HArofi AJsl NpOBeleHHs
SIKICHOT0 HayKOBOT0 JIOCJIiPKeHHs. PekoMeHAalil ik onaHyBaTH eTanu MouyKy Ta 360py HaykoBoi iHpopma-
il 3 pi3HUX /KepeJi, BHKOPUCTOBYIOUN MOXKJIMBOCTI MepeXi [HTepHeT Ta urndpoBoro cepej0BUILA /151 HAYKO-
BO-Z0CJIiAHOT [iSIBHOCTI HAZAIThCA B myoJtikanii [3].
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[TocTiHUY PO3BUTOK Ta aKTUBHE OHOBJIEHHS NMOLUIYKOBUX aJrOPUTMIB PO3LIHMPIOE MOXKJIUBOCTI BUKOHAH-
HS CKJIaZJHUX MOIIYKOBUX 3anuTiB. [IprksajoM 30BHiHIX iHcTpyMeHTiB WOS € miiatrdopma Publons [20], sika
BUKOPHCTOBYEThCS /I/Is1 OLiHIOBAaHHS NOKA3HUKIB pe3y/IbTaTUBHOCTI HAYKOBOI Jisl/IbHOCTI [6].

EdexTuBHICTD aqiropuTMiB NouIyKy HayKoBoi iHpopMarnii oLiHIOETbCS 3a IX pesieBaHTHICTIO. Y po6oTi [4]
po3mIAaIThCs MeTOAM iHPopMaIiiiHOTro MOLIYKY Ta BUGOPY [pKepes iHpopMaliil, mepepaxoBaHi aJrOpuTMH
MOILIYKY, OXapaKTepPHU30BaHa OILjiHKa PeJIeBaHTHOCTI pe3y/IbTaTiB noiyky (popmMmasibHa pesieBaHTHICTb, OHTO-
JIOTi4YHa pesIeBaHTHICTh, IEPTUHEHTHICTB), IKY MPONOHYETHCS BUKOPHUCTOBYBATH /1JIs1 TOPiBHSAHHSA Pi3HUX I0-
IIYKOBUX CUCTEM. Y AocipkeHHI epeKTUBHOCTI BUiayi pe3y/IbTaTiB noiyKy [9] 3BepTa€ThCs yBara Ha KpyuTe-
pii indopmaniiHoro 3anuTy, AKi K1acUPiKyOThCSA 3a YiTKICTIO, YMCETBHUM CKJIAJIOM CJIiB, LiJISIMH, 4aCTOTOIO
i T.n. IHpopMarifiHO-OMYKOBI CHCTEMH BHU3HAYaIOTh PEJEBAHTHICTh HAYKOBUX MyOJiKallid BHYTPIiLIHIMU
YUHHUKAMU PAaHXKyBaHHSA. BiacHi YMHHUKY, Ki MOB’A3aHi i3 anroputMamu Search Engine Optimization (SEO)
HayKOBUX My6JliKallii 34aTHI 3a6e3Me4nTH IX BiporiZiHy pesieBaHTHICTD y pe3yJibTaTax MOoLIyKOBOI BUadi Ha-
YKOMEeTPUYHUX 6a3 JaHUX | MOXKYTh BIUTMBATH Ha IX paHxKyBaHHA [13; 22; 25].

B my6sikanii [11] focaiKyoThCsl MOXKJIMBOCTI BUKOPUCTAHHS iIHCTPYMEHTIB HAYKOMETPUYHHUX 6a3 JaHUX
(Google Scholar, Consensus Al, Iris Al) B HaykoBo-ZocCaiiHIM Ta ocBiTHIH AisnpHOCTI. [IpeacTraBaeHi iHcTpy-
MEHTH J0NIOMaramTh IPOBECTH MOUIYK Ta CUCTEMATH3aLiI0 HAYKOBUX [KepeJl, ONTUMI3yBaTH eTan 360py Ha-
ykoBoi iHpopmanii Ta 3ailicHUTH 11 noganbni aHati3. B my6aikanisax [12; 23; 16] nopiBHIOIOTHCS MJI1aTGOPMHU
Ta iHCTPYMEHTH, SIKi 3aCTOCOBYIOTHCS /151 aHAIi3y HAYKOMETPUYHUX JJAHUX HAYKOBUX MyO6Jiikalil, ix iHgek-
cauii Ta nuTyBaHb, cepef skux: Google Scholar, Scopus, Web of Science. Takum 4MHOM, HAQyKOMETPUYHI AaHi
HayKOBUX My6JiiKaliil al0Th 3MOTY IOLIYKOBUM a/JIrOPMTMaM BH3HA4YaTH | HaZlaBaTU HANUGIIbLI pesieBaHTHI
pesyJIbTaTH.

OxpeMoi yBaru norpe6ye NopiBHSAJIBHUM aHaJi3 pesieBaHTHOCTI pe3y/IbTaTiB MOIIYKOBOI BUAA4Yi HAYKO-
BUX Ny6JliKalnii 3po6JieHUX y HAyKOMeTpUYHUX 6a3ax gaHux Google Scholar [15], Scopus [24], Web of Science
[26], IEEE Xplore [18], ResearchGate [21]. [IpoBe/jeHHs TaKOT0 aHa/Ii3y HalaCTh 3MOT'Y BUSBUTH 0COBJIMBOCTI
¢dopMyBaHHS pe3yJbTaTiB MOUIYKY HayKoBoi iHopMauii, aki Hal6ibLI BiporiAHO BiANOBiAAOTE 3aIUTY KO-
pUcTyBaya.

MeToM0 CTaTTI € OL[iHKA PeJIeBaHTHOCTI MOIIYKOBOI BM/ja4i HAyKOBUX MyOJIiKaliii HAQyKOMeTPpUIHHUX 6a3
nanux Scopus, Web of Science, IEEE Xplore, ResearchGate, Google Scholar.

3aBJaHHAMM CTaTTi €:

e BH3HAYEHHS MOPSAKOBOr0 HOMepYy HalbiibIll pesieBaHTHOI my6utikamii y mouykoBil BUAadi KOXKHOI Ha-
YKOMEeTpHUYHOI 6a3H JJaHUX;

® [pPOBE/IeHHs NMOPiBHAJBHOTO aHaJi3y MOIIYKOBOI BUAA4Yi HaWGiJbIl pesieBaHTHUX HAYKOBUX IMy6Jlika-
Lii;

® 3pOOUTH OLiHKY SIKOCTi pOGOTH MOIIYKOBUX aJIOPUTMIiB HAYKOMETPUYHHUX 0a3 ZJaHUX Y KOHTEKCTi 3a-
6e3nedeHHs peJieBaHTHOCT] iX MOLIyKOBOI BUAAYI.

BukJias OCHOBHOTro MaTepiasy AocCaifKeHHA. [HCTpyMeHTapiil cydacHUX HayKOMEeTPUYHHUX 6a3 JaHUX
Ha/la€ THYYKiI MOKJIMBOCTI TEMAaTHYHOI0 MOMWYKY Ta GOpPMyBaHHs NepCcoOHai30BaHOI NMOLYKOBOi BUAAYi pe-
JIeBaHTHUX HAYKOBUX NMyOJIiKalii AJI1 MPOBeJAEeHHS OCIipKeHb. PesleBaHTHICTh HAYKOBHUX my6JIiKaLii BcTa-
HOBJIKOE BiJANOBIAHICTb MIXX pe3yJIbTaTOM IOLIYKOBOI BUAAYi Ta 3a/jaHUM MOIIYKOBUM 3allMTOM JOCJIiAHUKA.
To6TO pe3ysbTaTH NOIyKOBOI BUa4di HAYKOBUX My6JIiKaliii cdopMOBaHi KOKHOI HAQyKOMETPHUYHOIO 6a3010
JaHUX, MalOTh MAaKCUMaJIbHO MOXKJIMBO BiJIMOBiZaTH JOCTIAHULBKINA Npo6ieMaTHIli Ta 6yTH KOPUCHUMH JJIS
JOCATHEHHS METHU JOCJiIKeHHs.

PesneBaHTHicTh HaykoBOi iHpopMaLii BU3HAYAETHCA HACTYITHUMHU KPUTEPIAMHU:

e TouHiCTIO (CrTiBIAiHHAM KOHTEKCTY);

® aKTYyaJIbHICTIO (32 pPOKOM BU/AHHS);

® aBTOPUTETHICTIO [Kepesa iHpopmaliii, ska BUSHAYAETbCS HAYKOMETPUYHUMHU NoKasHukamu (h-iHgekc
lpuia, iMnakT-gakTop, KBapTiJieM Ta KaTeropiero nepioAUNIHOro BUAAHHSA Ta iH.);

® BIiJANOBIJHICTIO 3aIUTY LOCJAILHUKA.

[Ipornec momyKy i OI[iHKY HAYKOBUX MyOJIiKaIlil, 103BOJISIE NOCAIJHUKY BUSHAYUTH PeJI€BAHTHICTD MONIY-
KOBO{ BH/iaui HAYyKOMETPUYHUX 6a3 JaHuX. BiH ckyagaeTbes 3 yoTHpbox etamiB (puc. 1) [10, c. 101-102]:

® TeMaTUYHUU KOMILJIEKC MOIIYKY;

CTpaTerisi momykKy HaykoBoi iH$opmMauii;

OLIiHIOBaHHS peJIEBAaHTHOCTI [pKepeJs1 HayKoBoi iHdopMaii;

aHaJIi3 pe3y/abTaTiB MOMYKOBOI BUJAYi.
. TemaTnyHUi1 KOMIJIEKC MOLIYKY BPaxoOBY€E rajyseBe CIPsIMyBaHHs], METY Ta Npo6JIeMaTUKY HAayKoO-
Boro gocuifkeHHs. Taki yMOBU CTBOPIOIOTH GibTP, AKUM 00MEXKY€E HAsIBHICTb HepesleBaHTHUX MyOJIiKaLii
B pe3yJibTaTax NOUIyKOBOI BUayi.

- o e e
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Puc. 1. [Iponec nomyKy Ta OLiHKM HAQyKOBUX Ny6J/IiKanii

2. Ctpareria nomykKy HaykoBoi iHpopmanil nepenbayae noeTanHUM pyx Bif 3araJibHUX TepMiHiB 0
6i/71b1I1 By3bKHX Ta KOHKPETHUX, 11106 MAaKCMMabHO TOYHO 3HAUTU MOTPiOHY iHopMariito.

[TomyKkoBUHM 3aIUT BUKOHYETHCS AOCAIAHUKOM 3 ypaxXyBaHHSAM YMHHUKIB, AKi JJHUHaMi4HO BIJIMBAIOTh Ha
peJsieBaHTHICTb. /10 BaXK/IMBUX YMOB OLIiIHKH POGOTH MOLIYKOBUX aJITOPUTMIB HAJIEXKUTh [4, c. 48]:

e MpsIMUN NOUIYK 32 TEKCTOM HAyKOBOI Ny6Jlikanil (30kpeMa, KJII040Bi C/I0Ba);

e iHJeKCyBaHHs (monepeHs 06po6Ka HAyKOBUX MyOJIiKalii);

e curHartypa (MHOXHMHa Xelll-3HaueHb CJIiB).

TouyHicTh BU3HAYEHHS KJIIOUOBUX CJ/1iB HAYKOBUX NMy06JIiKalliil 06yMOBJIeHa IPOLleCOM aHasli3y TepMiHiB, sKi
BUKOPHCTOBYIOTbCS 6a3aMU JaHUX AJ4 iX iHAeKcalii Ta paHKyBaHHs. [[paBUIbHUN BUGIp KJIIOYOBUX CJIiB CyT-
TEBO BIJIMBAE Ha NOPAJKOBHUIM HOMep HaykoBoi my6Jiikaliil y NOIYKOBil BUAadi HAYKOMETPUYHUX 6a3 JaHUX.

[TomykoBUM 3aNUT 3iHCHIOETHCS JOCAIHUKOM B MEBHIiM MOC/AiJOBHOCTI, IKa OYUHAETHCSA i3 BBeZleHHS
3araJIbHUX KJIH0Y0BUX CJIiB, 11J0 ONMCYIOTb OCHOBHY T€MY HayKOBOTO JIOC/i/[P)KeHHS Ta BU3HAYal0Th HANPSIMOK
nouyky. HactynHuit etan - 11e BBe/JeHHs Cllellia/IbHUX KJII0OYOBUX CJIiB (IpodeciiHUX Ta TEXHIYHUX clleliaib-
HUX TePMiHiB, CKOpOYEeHb, CJIOBOCIOJIyYeHb, abpeBiaTyp, CHHOHIMIB), SIKi jooMaraloTh 3By3UTH KOJIO MOIY-
Ky Ta BigdinbTpyBaTH HepesieBaHTHI HaykoBi ny6.rikauii. ETan yTouHeHHS MOLUIYKOBOrO 3aMUTY AOCAiIHUKA
3/[iICHIOETBCS i3 BUKOPHUCTAHHSAM JA0JaTKOBUX QYHKIIH, joriyHux onepatopiB nmomyky (AND, OR, NOT) Ta
crenjiaJbHUX NOLIYKOBUX CHMBOJIIB, 1110 00YMOBJIIOIOTh IepCOHA/IbHI Ha/lallTYBaHHA IOUIYKOBOTO 3anuTy. i
Jil 1al0Th 3MOTy AOCHIJHUKY:

e 00MexXyBaTH KiJIbKICTb HAYKOBUX My0JIiKallili B pe3yjbTaTax MOIIYKOBOI BUa4i 3a TEMOIO 10C/TiPKEHHS;

® BpaxOBYBATH XPOHOJIOTIUHI paMKU Ta OTPUMYBATH Halb6inbLI pesieBaHTHI HayKoOBi my6JrikaLii.

3. OuiHIOBaHHA peJIeBAaHTHOCTI A)Kepes HaykoBoi iHpopmanii popMyeThbcs aBTOMaTUYHO 3a J0MO-
MOTOI0 aJITOPUTMIB BHYTPILIHbOr'0 PAHXKYBAaHHS HAYKOMeTPUYHUX 6a3 AaHuX. [loTiM BiAOYBa€EThCS OLiHIO-
BaHHA J0C/AiAHUKOM HAayKOBUX My6JiKaliil y pe3y/nbTaTax MOMIYKOBOI BUAAuYi Ha NpeJMeT BU3HAYeHHs ix
peneBaHTHOCTI. [lig yac aHani3y 3HalIeHUX HAYKOBUX NyOJiKaniil oliHIOIThHCS iX KijlbKicHI 3a sikicHI no-
Kas3HUKHU (puc. 2).

' N\ ' N\
.. PIBEHb MOBHOTUTA
KINTbKICHUX NOKA3HUK TOYHOCTI MOLLYKY
PE3Y/IbTATU NOLLUYKY N / \ J
HAYKOBUX NYBAIKALIX - ~ - ~
.. PIBEHb 3A40BOJIEHHOCTI
ARKICHIAR NOKAHMK PE3Y/IbTATOM NOLUYKY
\. J \. J

Puc. 2. [Ioka3HUKM peJIeBAaHTHOCTI pe3y/bTaTiB NOIIYKY HAyKOBHMX My IiKaLin
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[Ipu oniHIOBaHHI pe3y/bTaTiB MOLIYKY HAyKOBUX MyOJIiKaliil Ha pesieBaHTHICTb, AOCTIAHUKY BaXK/JHMBO
BPaxoBYBAaTH BiIMiHHOCTI pi3HUX HAayKOMETPUYHHX 6a3 ZaHuX. lle moB’A3aH0 3 THUM, 1[0 KOXKHA 6a3a JAaHUX
OXOIJIIOE BJIACHUM NepeJsliKk HAyKOBUX BU/aHb.

4. AHaJ1i3 pe3y/IbTaTiB NOMIYKOBOI BUAAYI 3/iiCHIOETBCA /1 CTPYKTypHU3allil 3HalleHUX HAYKOBUX My-
Oustikarii, ki 6yyTh BUKOPUCTAHI MiJ] Yac mpoBeAeHHS A0CTimKkeHHs. Ha ocHOBI 11i€i BUGipK#H, BiimoBigHO 10
BUMOT IIUTYBaHHs Ta 6i6s1iorpadivyHoro onucy, ykaafaeTbcs CIMCOK BUKOPUCTAHOI tiTepatypu [1].

[HCTpyMeHTapiil HAYKOMETPUUYHHUX 6a3 JaHUX 3HAYHO NPHUCKOPIOE MOIIYK HAYKOBUX My6Jikaniil. B me-
’)Kax IbOT0 AOCJIJ)KeHHs NMpOBeJM aHaJjli3 pe3y/bTaTiB NMOIIYKOBOI BUJa4l Ta 3AIMCHUIN OLIHKY TOrO,
HaCKiJIbKY pesieBaHTHUMHU € 3HaljeHi HayKoBi nmy6Jiikanii, ki 6y/iM 3anponoHOBaHi MOMYKOBUMH aJIrO-
pUTMaMM HayKOMeTpUYHHUX 6a3 faHux Scopus [8], WoS [7], ResearchGate [19], IEEE Xplore [17], Google
Scholar [14]. [IpoTe nocTae nUTaHHA U[OA0 KiJIbKICHOTO Ta sIKICHOT'O OI[iHIOBaHHS I[UX PE3yJIbTATiB 3 TOY-
KU 30py AOC/AiJHUKA.

PesieBaHTHICTB 3HAWAEHUX HAYKOBUX My0JIiKaLli BifHOCHUTHCS 10 MOKAa3HUKA TOTO PE3y/IbTATY NMOIIYKOBOT
BHU/Ia4i HAYKOMETPUYHUX 6a3 JaHUX, AKUH 3 MAaKCUMaJIbHOIO iMOBIpHICTIO BiANOBiAa€E MOMIyKOBOMY 3aNmuTy
Jocaigauka. ToMy, OLliHIOBaHHS pesieBaHTHOCTI HAYKOBUX MyO6JIiKalill MPOMOHYETHCS PO3I/ISJATH SIK NPOIIEC,
10 NOEAHYE Ail JOCHIJHHKA 3:

e oOinbTpanii HayKOBUX My6JTiKaLii, AKi BiANOBiAAOTE KPUTEPIsIM PESIEBAHTHOCTI;

® CEMaHTHUYHOIO aHaJi3y 3MiCcTy 3HalJeHUX HayKOBUX MyO6JlikaLil, fKi BiANOBijal0Th TEMaTUYHIN mpo-
GJ1eMaTHUII TOC/Ti/PKEHHST Ha Yac MPOBeIeHHS OIIYKY;

® [POBE/IEHHSM [J0/IaTKOBUX (YTOYHIOIOYHX) MOLIYKOBHX 3aIUTIB [JIJIs1 OTPUMAaHHS OHOBJIEHOI MOIIYKOBOT
BHU/Ia4i HAYKOBUX My6JTiKaLil;

® peTesbHOI NepeBipKU NOBHOTHU BiZj00py HayKoBUX my6Jiikaliid Ta To4HOCTi 6i6siorpadiyHoro omucy
LUX JpKepeJt.

KinbkicHi mokazHUKHM 06GYHCITIOIOTHCS aJFOPUTMAMH MOIIYKOBOI CHCTEMH Ha OCHOBi GOpMaJIbHUX 03HAK,
TaKHUX K KiJIbKICTb BUKOPHUCTAaHHA KJII0Y0BUX CJIiB, HAABHICTIO IX y 3aroJI0BKax, aHOTALifX, a TAKOX KIJIBKICTIO
UUTyBaHb. [loKa3HUKaMHU AJ1s €l OIIHKK € TOYHICTh — YacTKa peJieBaHTHUX My6JIiKaii cepes ycix 3Han1e-
HUX, Ta IOBHOTA — YaCTKa 3HAW/IeHUX peJIeBaHTHUX NyOsriKaniil Big 3arasibHOI KiJIbKOCTI pesieBaHTHUX y 6a3i
JaHuX. Mix [MMH JBOMa TOKa3HUKAaMH iCHY€ 3BOPOTHIiH 3B’A30K: cipo6a MiABULIMTH MOBHOTY YaCTO MPHU3BO-
JUTH 10 3HMXKEHHS TOYHOCTI, i HABIaKH.

KinbkicHUI NOKa3HMK OLiHIOBAaHHSA pe3y/IbTaTiB MONIYKOBOI BUAAYI 3/1iICHIOETHCS KOPHUCTYBayeM 3a
JIOIIOMOT 010 BUKOPHUCTAaHHSA BOYA0BaHUX QibTpiB HAYKOMETPUYHUX 633 JaHUX. 3aCTOCyBaHHS GiabTPiB MOXKE
SK 3MEHIIUTH 06CAT Ta MiABULUIMTH TOYHICTb OTPUMAHMX Pe3y/bTaTiB, TaK i 36I/bIIUTH KibKICTh HAYKOBUX
ny6Jtikanid. TakuM YMHOM, KOXKHE YTOYHEHHS, IKe J0JAETHCS 0 MOLIYKOBOTO 3aIUTY, 3BYKYE KOJIO MOLIY-
Ky. UuM 6isibllle KOHKPETHUX YMOB BKa3aTH, TUM MEHIIOK OyZie 3arajibHa KibKiCTh 3HAAEHUX Pe3y/IbTaTiB.
| HaBnaky, Jy>ke 3araJibHUH MOMIYKOBUH 3aNUT 6e3 10AaTKOBOI ¢isibTpalil MoxKe BUJIATU BEJUKY KiJIBKiCTh
HayKOBHUX MyOJIiKaIlil, [0 3HAYHO YCKJIAAHIOE MOIIYK JOCTiAHUKA.

Jo dakTopiB, siKi BILIMBAIOTh HA PeJI€BAaHTHICTh MOLIYKY HAYKOBUX My6JIiKal[iil MOXHa BijHECTH:

® BiANOBiAHICTH KJIIOYOBHUX CJIiB IPOBEAEHOMY AOC/iPKEHHIO rapaHTye ePEeKTUBHICTh MOIIYKY HAyKOBOT
inpopmauii;

® OHOBJIIOBAHICTh HAYKOMETPHUYHHUX 0a3 JaHUX 32 YMOBHUM MPOMIXKOK 4acy MOKe iCTOTHO NO3HAUYUTHCS
He TiJIbKM Ha pe3y/ibTaTax MOIIyKOBOi BU/ayi, a 1 Ha MOpsiIKOBOMY HOMePi HayKoBoi my6JtikaLii y momyKoBii
BUIAYi;

® pery/sipHiCTb OHOBJIEHHS aJITOPUTMIB IMOLIYKY BHOCHTb 3MiHM [0 PAaHXXKUPYBAaHHSA HAayKOBUX My6.JIi-
Kalii.

llo6 oTpUMaTH TOYHY KiJIbKiCTb pe3yJIbTaTiB [/ aHaJIi3y, AOCAIHUKY HeoOXiaHO:

e YiTKO CPOPMYJIIOBATH NMOMIYKOBUH 3aIUT 32 KJIOYOBHUM CI0BOM;

e BU3HAYUTHU HAYKOBI KaTeropii nomyky;

® 00paTH «THUI JOKyMEHTa» — KHUTa, YaCTHHA KHUTH, CTATTsA, KOHpEepeHLis;

® 3aNMyCTUTH NOLIYK HAYKOBHUX MyOGJIiKarjii.

Pe3sysnbTaT noumykoBoi BUadi 3 po3noAizioM 3a KJIOYOBUMH CJI0BaMU 3 3a3Ha4Y€HUX BUILe HAYKOMeTpHUY-
HUX 0a3 JJaHuX HaBeseHi B (Tab6u. 1).

Caip 3BepHyTH yBary, o B Tabuanni 1 BifobpakeHi KiJIbKiCHI pe3y/ibTaTH NMOLIYKY HAyKOBUX My6JTikaLin
B 3a3HAaYEHUX HAYKOMETPUYHUX 0a3ax JaHUX HA MOMEHT npoBeeHHs focaimkenas 01-25.07.2025 poky.

3arasioMm focaifHUK neperasajgae Big 5 go 10 cTopiHOK pe3ysbTaTiB MOIyKoBOI BUJA4Yi a60 mepuinx
100 3HalAeHUX HAYKOBUX MyO6JiiKaLii. K0 KOpUCTyBay BBaXKAE, 1[0 KiNbKiCTh 3HalJeHUX HAYKOBUX My-
6Js1ikalil € JOCTAaTHBOIO | BOHU BiJINOBiZal0Th KPUTEPISAM pesieBaHTHOCTI AOC/IiAHUKA, TO BiH NIPUIIMHSE NO-
WyK i mepexofuThb A0 iX aHai3y. SIKI0 NpY BUKOHAHHI aHasi3y 3HaleHi HaykoBi my6Jikarii He B MOBHIH
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Mipi BiZjlTOBiZal0Th BCTAaHOBJIEHUM KPUTEPisIM pesieBaHTHOCTI AoCaiJHMKA abo pe3y/JbTaTH MOIMIYKY He 3a-
JlOBOJIBHSIIOTh KOr'0 BUMOTH, BiH IPOAOBXKYE NOIIYK. /I OTpUMaHHs 6i/bll pesieBaHTHUX Pe3y/bTaTiB 110-
LYKy NiJ 4ac NpoBeAeHHA HAaCTYIIHOIO MOLIYKOBOr'0 3alUTY, BATPO 3MiHUTH KJIIOYOBI CJI0Ba, 3aCTOCYBaTH
pi3Hi BOYZ0BaHi iIHCTPYMEHTH NMOLIYKY HAYKOMETPUYHHUX 6a3 JAaHUX, YU BUKOPUCTATH iHIII HayKOMepHU4Hi
0asu JaHUX.

Tabaung 1
KinbKicHi noka3HUKU pe3y/ibTaTiB NOMYKOBOI BUAa4i HayKOBUX Myo6 IiKanii
y HayKOMeTPUYHUX 6a3ax JaHHX

3arasibHa KiJIbKicTb ny6 riKanin
HaykomeTpuyHa 6a3a (KHUTM, YACTUHHU KHMI, CTaTTi, KOH}epeH1ii)
AQHmX complex systems | digital systems inig;?gcéﬁlce data analysis

Scopus 1,657,460 843,848 717,257 6,988,030
WoS 43847 521,648 683,424 5,235,311
IEEE Xplore 149828 445,143 294,796 786,920
ResearchGate He HaJla€ AaHi

Google Schoolar 9560000 | 6900000 | 7070000 | 8310 000

BogHouac pe3ysibTaTiB NOIYKOBOI BUa4i HAYKOMEeTPUUHUX 6a3 JaHUX HeJOCTAaTHbO [J1s1 IOBHOI OL[iHKU
peJieBaHTHOCTI HayKOBUX Ny6JIiKalLlil, OCKiIJIbKM BOHU MOXYTb He BpaXoBaTH Cy6'€KTUBHY iHoOpMaliiHy no-
Tpeby JocniiHNKa. Pe3ysbTaTH NOLYKY MOXYTb 6YyTH GOpPMalbHO peJieBaHTHI MOIyKOBOMY 3alUTY (HaNpH-
KJaJi, MICTUTH KJII0YOBI cJI0Ba), asle A5 AOCAiJHUKA Ha/laHa IOLIYKOBa BUia4ya Oy/ie He peJieBaHTHOIO.

SAKicHMI NOKa3HMUK OLIHIOBAHHA peIeBAHTHOCTI NOLIYKOBOI BUAAYi 3/1ilICHIOETHCS KOPUCTYBaueM ca-
MOCTiHHO.

Cy6'eKTUBHICTD OL[iHKU pesieBaHTHOCTI HAyKOBUX My0JliKalil J0C/aiAHUKOM 0O6yMOBJIIOETbCS:

BJIACHUM piBHEM 3HaHHA NpeAMeTHOI TeMaTHUKH A0C/ipKeHHs;

CIPOMO>KHiCTIO cGOpMyBaTH KOHTEKCTHI NOLIYKOBI 3alIUTH;

nepcoHasisali€eo MOMYKOBUX 3aNUTIB (MonepeAHiM i KiHIJeBUM BUGOPOM KJIOUOBHUX CJIiB);
JLOCBIJIOM 3aCTOCYBaHHA NOUIYKOBUX iHCTPYMEHTIB HayKOMeTPUYHUX 06a3 JaHHUX;

e BMiHHAM OLiHIOBATH pe3y/JbTaTH NOIIYKOBOI BU/JIa4i HAYKOMETPUYHUX 633 JaHUX.

3 Touyku 30py npodeciiiHOro AOCAiIIHUKA, iCHYe HEOOXiIHICTh ¥ BU3HAUYeHH] Hallbi/bIlll peJileBaHTHUX Ha-
YKOBHUX MyO6JiKalill 3Hall/leHuX Y 3a3HaueHHUX BUIlle HAYKOMeTPUUHUX 6a3ax JaHux [18; 26; 21; 15; 24]. Le
IPONOHYETHCSA 3pOOUTH ILIAXOM dikcallii TOpALKOBOro HOMepy peJleBAHTHUX HAyKOBUX NMyOJiKaliil BU3Ha-
YeHUX aBTOpPAMU LbOro JocaifxeHHs y pe3ysbraTax TOII-1000 nomykoBoi BUJa4i KOXKHOI HAYKOMEeTPHUYHOI
6a3u JaHux. Jlasi noTpi6bHO NpOBECTU NOPiBHAJBHUM aHaJli3 Ha peAMeT HasiBHOCTiI BU3HAYEHUX peJIeBaHT-
HUX HAayKOBUX MyO6JliKalill y KOXKHill HayKOMeTpH4Hil 6a3i i 3adikcyBaTu oTpuMaHi pesynbTatu. Kputepiit
BU3HauyeHHs peJieBaHTHUX HAYKOBUX MyOJliKaLil cJ1iJi 06IPyHTOBYBAaTH TOYHUM CIiBNaZiHHAM 3 KJII0YOBUMHU
CJI0BaMHU Yy MOIIYKOBUX 3alIMTaXx Ta ix HasfABHICTIO Y Ha3Bi, aHOTALii Ta KJIIDYOBHUX CJI0BaX HAyKoBoi myo6Jtikarii.
Pe3ysnbTaTu NOPiBHAIBHOTO aHaIi3y pesieBaHTHOCTI HAYKOBUX Ny06JiKaLill y pe3yabTaTax NOLIYKOBOI BUAaui
3a3HayeHUX BUIE HAYKOMETPUYHUX 6a3 JaHUX HaBeJleHO Y (Tab1. 2).

Pe3synbTaTu HaBefeHi B Tabsnui 2 cdopMoBaHi, BUuxoAsa4uu 3 aHasnizy TOII-1000 nomykoBoi Bujavi HayKo-
BUX Ny6Jtikauiil. /[l HA0YHOr O ysIBJIEHHS pe3y/bTaTiB IPOBEeHOr0 A0C/iI)KeHHs Ha (puc. 3) npeAcTaBAeHO
rpadiuyHy iHTepnpeTaliio NOPiBHAJbHOIO aHai3y pesieBaHTHOCTI MOIIYKOBOI BHU/Aaui HAYKOMETPUYHHUX 6a3
JlaHUX, HA OCHOBi OTPUMaHUX pe3y/abTaTiB JoCaigKeHHS (JUB. Tab1. 2).

[TomykoBa BUauya HAYKOBUX MyOJliKallid B HAYKOMeTPUYHUX 6asax AaHUX popMyBasacs BiMOBIAHO 10
TaKUX KpUTepilB:

e Scopus -y pexxHMi «3a pejieBaHTHICTIO», TUII JoKyMeHTa - «Conference paper», «Article», «<Book chapter»,
«Book», «Keywords»;

o WoS -y pexxumi nouyky «Web of Science Core Collection», Tun fokymeHnTa - «Article», «<Book chapter»,
«Book», «Conference», kareropui - «Title», «Abstract»;

e [EEE Xplore - B pexumi «Adwanced Search», kateropii - «Document title», «Abstract», «Author
keywords»;

e ResearchGate - y pexXuMi «3a pesIeBaHTHICTIO», THUIl JOKyMeHTa - «Articles», «Books», «Conference
papers»;

e (Google Scholar -y pexxuMi «3a pesieBaHTHIiCTIO», TUIl AoKyMeHTa — «All articles», «Include patents».
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Tabaung 2
Pe3y/ibTaTH NOIIyKOBOI BH/a4i HAYKOBHMX NyG6JIiKaLiid y HAYyKOMeTPUYHMX 6a3ax JaHUX

IlopsaaxkoBuii HoMep HaykoBoi ny6Jiikanii B TOII 1000 nomykoBoi BUgayi
Ki : - - - @ - 5 -
1011081 Ha3Ba Haii6inbm T T o T £ T = T
cJIoBa A1 . * < < 5 < 8 = e <
nomyky peJjieBaHTHOI ] 2 n 2 = A = 2 = 2
HayKOBoOI ny6.Jrikanii g' ] o ] fo 2 2 2 A =
HayKoBHX | _ ° . . S £ = £ & = s = o £
. . LiHKOI0 aBTOPiB A ' ' = : o ; = ;
ny6JiKanin /@ @ = ® @ 8 0 g
8 g | = g | & g g 3
- - = = S =
complex Complex sy§tem 11 . 0 . 0 i 0 0
systems reconstruction
digital systems | Evolution of Enterprise
Architecture for
Intelligent Digital 12 + 4 + 234 + 424 + 367 +
Systems
artificial The use of artificial
intelligence intelligence in the 6 + 0 ) 0 ) 287 + 0 )
modern world - An
overview
data analysis | A cognitive
interpretation of data 2 + 176 + 0 - 0 - 0 -
analysis
i= 450
I
g
= 400
S
2 350
]
o 300
o — complex systems
> .
] 250 — didital systems
‘Z’. 200 artificial intelligence
s .
T 150 data analysis
S
=
@ 100
x
& 50
Q
o
= 0
Scopus WoS IEEE Xplore Research Gate Google Schoolar
HaykomeTpuuHa 6a3a AaHUX

Puc. 3. I'padiyHa iHTepnpeTanisa NnoMyKOBOi BUJa4i HAYKOMETPUYHUX CUCTEM

BHCHOBKM Ta NepCcrneKTUBU NOAAJAbIINX J0C/TiJKeHb. AHaJi3 OTPUMaHUX pe3y/bTaTiB IOUIYKOBOI BU-
Jlayi HaykoMeTpUYHUX 6a3 faHux Google Scholar, Scopus, Web of Science, ResearchGate, IEEE Xplore nokaszas
HasIBHICTb 3HaYHUX BiIMiHHOCTeN Y GOpMyBaHHI OIIYKOBOI BUJa4i HAyKOBUX NyOJIiKaLliii, a came:

e B pe3y/abTaTax nourykoBoi Buzaudi Google Scholar miciis 450 nopsiikoBOoro HoMepa MiCTATbCSA HAayKOBI
ny6sikani, B AKUX KJII0YOBe CJI0BO IPUCYTHE TiJIbKU B TEKCTI aHOTaLlii;

e B pe3y/abTaTU noutykoBoi BuAadi Google Scholar TOII-100 ¢opmMytoThcs 3 KHUT Ta/ab0 3 pO3ijiiB KHUT;

e B pe3y/bTaTax MOLIYKOBOI BUAaui Researchgate npe/craByieHi HaykoBi my6Jikariii, B IKUX KJIOYO0Bi cJ10-
Ba YaCTKOBO CMiBIa/al0Th 3 IX 3ar0JI0BKaMU;

® KOXXHA 3 PO3IJISTHYTHUX HAYKOMEeTPUUYHUX 6a3 JaHUX MA€ BJIACHI BHYTpIillIHi 00Me>xeHHs1 Ha yMOBH BKJIIO-
YeHHs /10 HUX HayKOBUX MyOJIiKaLliif;

® peJIeBaHTHICTb HAYKOBUX My6JliKallill BU3HAYAETbCSA BJACHUMHU MOIIYKOBUMH a/ITOPUTMaMH 6a3 AaHUX,
AKI BIUIMBAIOTh Ha BiANIOBIAHICTb 3alIUTY AOCAiJHUKA.
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[IpoBeeHMi aHai3 NOMIYKOBOI BUAa4i HAYKOMETPHUYHUX 6a3 JJaHUX J03BOJIMB 3pOOUTH TaKi BUCHOBKH:

® DpeJIeBAaHTHICTh MOLIYKOBOI BHUZAYi MOKPAILYETHCS, SIKIO MOLIYKOBUW 3alUT JAOCJAIAHUKA MiCTUTbCS
y 3aroJioBKy my6Jiikalii, aHoTalii Ta KJIF0OUOBUX CI0BAX;

® edeKTHUBHICTb MOIIYKY HAYKOBHUX MyOJIiKallill 6e3mocepeHbO 3aJI€XKUTh BiJl TOr0, HACKIJIBKH TOYHO 3a-
r0JIOBOK Ta KJIIOYOBI CJIOBA HAYKOBOI my6J1iKauii BiZjioBifa0Thk i1 3MicTy;

® Il IOCATHEHHS] MAaKCUMaJIbHOI TOBHOTH peJIeBaHTHUX HAYKOBUX My 0 TiKaLiH, A0CaiJHUKY peKOMEeH/10-
BaHO BUKOPHCTOBYBATH JJIsI IOIIYKY SIKOMOTa Gi/blile HQyKOMeTPUYHUX 6a3 JaHUX;

e [i/ICYMKOBe pillleHHs 1010 BiZiTOBiTHOCTI HAYKOBUX My0OJIiKalLiil MOLUIYKOBOMY 3alIMTY HaJIEXXUThb NPH-
WMaTH CaMOMY JOCJIiAHUKY MiCJIsI peTEJbHOr0 aHali3y KOHTEKCTY nmy6Jrikarii.

B nisiomy ¢popmMyBaHHS Ta NoJaNbIINHF aHali3 MOMYKOBOI BUJA4i HAYKOMEeTPUYHUX 6a3 JaHUX HaJla€ 3MOT'Y
JOCJiJHUKAM:

® ONTHMIi3yBaTH HAyKOBY POGOTY;

IIBU/IKO Ta ePEKTUBHO 3/iICHIOBATH MOLIYK pesieBaHTHUX HAyKOBUX MyO6JIiKaLlii;
BUSIBJISITH POBiZAHMX aBTOPIB Ta HAyKOBi yCTaHOBY B MOTPi6HIN rasysi focifKeHb;
BiZICTEeXKYBaTH aKTya/IbHi TeHAEHLII Ta NepCneKTUBHI HAIPAMKHU JOC/iPKEHB;
3HAXOAWUTH HOBI iziel AJ1s JOC/TiPKEHB;

OLiHIOBATU KOHKYPEHTOCIPOMOKHICTb BJIAaCHUX [lOCJIi/>)KEHb;

3/JIICHIOBAaTH MOHITOPUHT BJIACHUX HAYKOMETPUYHHUX NNOKAa3HUKIB;

dopmyBaTH cTparerii BiacHoi my6tiKaniiHoi AisiabHOCTI;

NOCTIMHO NMOKpAlyBaTH BJaCHI HAYKOMeTPHUYHI TOKa3HUKHU.

[IpoBeeHni MOPiBHANBHUN aHaJIi3 peJIeBAaHTHOCTI NMOIIYKOBOI BH/ja4i BUSBUB, 1[0 HAYKOMETPUYHI 6a3u
JaHux, 30kpeMa Scopus, Web of Science Ta IEEE Xplore, xapakTepu3yoTbCsl BUIIUM piBHEM cTabibHOCTI Ta
To4YHOCTI pe3ysibTaTiB. BogHouac BigkpuTa miatdopma Google Scholar 3a6e3nedye mupiie oxonjaeHHsI HAYKO-
BUX JKEpeJI, 0COBJINBO 3 BIAKPUTHUM JOCTYIIOM.

CaMe TOMy AOCJIJHUKY PEKOMEHAYETbCA BUKOPUCTOBYBAaTHM CUCTEMHHM MiJXiA [0 HAyKOBOIrO MOIIYKY,
MOEAHYIOYH MaKCHMaIbHO MOJIMBY KiJIbKiCTh HAYKOMETPUYHHUX 0a3 JaHUX /J1s1 3a6e3MeyeHHs] TIOBHOTH Ta
peJsieBaHTHOCTI iHpopManiiiHOTO MOKPUTTS.

AHani3 pesieBaHTHOCTI NMOIIYKOBOI BHZAa4i HAYKOMETPUYHUX 6a3 JaHUX HiATBEPAKYE HEOOXiHICThb MO-
CTiHHOTO BJAOCKOHAJIEHHSI IOLIYKOBOI CTpaTerii ocaifHUKa Ta METO/AIB OLLiHKU peJieBaHTHOCTI HAyKOBOI iH-
¢dopmariii. OTpumaHi pe3ysbTaTH MOXXYTb OYTH BUKOPHUCTaHI /11 PO3pO6KU peKOMeHAaIil 1[040 OITUMi3allii
MOIIYKOBUX CTPATEriy AOCAiHUKA, 110 IIIKOM 6y/ie CIPUATH MOKpalleHHIO PiBHSA SKOCTi HOro HayKOBUX J10-
CJAiIKeHb.
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METOAU BUABJIEHHA TA BOPOTbBH 3 AE3IH®OPMALIEIO
3A IONIOMOTr0I0 TEXHOJIOTIH IITYYHOTO IHTEJEKTY

Anomayis. Y cmammi poszasadaromuvcs cydacHi memodu gusisneHHs ma 6opombbu 3 desiHgopmayieio 3a donomMozor
mexHo102ill wmyyHoz2o iHmesekmy. OCHO8HA y8aza npudiasiemucs asmomamu3ayii aHanizy mekcmoeoi, 8izyasbHoi ma 8i-
deoingopmayii, sBukopucmosyoyu a120pummu MaWUHHO20 HABYAHHS, 06POOKU NpUPOOHOT MOBU Mma KOMN 1OMepHo20 30py.
PozzaaHymo incmpymeHmu 0451 MOHIMOpUHay coyianbHUX mepedxc, nepesipku paxkmie i 8Us8AeHHA MAHINYAAYIll y MediaKoH-
meHmi. Okpemo npoaHai308aHO BUKAUKU, N0O8’A3AHI 3 MOPANbHUMU dchekmaMu, dediyumom 0aHuX i po38UMKOM MeXHOA0-
2iili 02151 cmeopeHHs elikie. 3anponoHosaHi nidxodu cnpsimMoeaHi Ha nidsuweHHs ehekmusHocmi 6opomuou 3 de3iHgopmayi-
€10, 3a6e3neyeHHs iHopmayiliHoi 6eaneku ma cmitikocmi cycninbecmea 0o MaHinyAayiil.

Mema po6omu. [JocaidxceHHs cyyacHux memodis susig/ieHHss ma 60pomuv6u 3 de3iHhopMayiero 3a doNOMo20H0 MEXHO10-
2ill wmy4Ho20 iHmMeseKkmy, 30Kpema MAwWUHHO20 HABYAHHS, 06POOKU NPUPOJHOT MOBU MA KOMN'IOMEpHO20 30py, 015 nidsu-
WeHHs iHgopmayitiHoi 6e3neku cycnisbemaa.

Memodoozis. Y po6omi UKOpUCMAHO A120pUMMU MAWUHHO20 HABYAHHS, MAKI sik 320pmkoai HelipoHHi mepedci (CNN)
ma mpaucgopmepHi modeni (Hanpukaad, BERT), oas ananizy mekcmogozo konmeumy. [las idenmudgpikayii maninyasiyitl y
8i3ya/1bHOMY KOHMeHMi 3acmoco8aHo mexHo102ii komn'tomepHo20 30py, a 04151 aHaAi3y nowupeHHs desiHgpopmayii e coyi-
a/abHUX Mepedrcax — 2pagosi HelipoHHi mepesici (GNN).

Haykoea Hogu3Ha. 3anponoHog8aHo iHmezpo8aHull nioxio, wo 8KAI4AE aHAI3 MeKCMo8020, 8i3ya1bHO20 MA 8i0e0KOH-
meHmy odHovacHo. JlocaidxiceHo enaug emoyiliHo2o 3a6aps/ieHHs: KOHMeHmy Ha cnpuliHamms @elikosux HOB8UH I enepuie
BUBYEHO PO/Ib MYAbMUMOOANbHUX cucmeM y 60pomu6i 3 desiHgopmayiero.

BucHoeku. TexHosoz2ii wmyyHozo iHmesaekmy 3abesneyyioms egpekmusHe 8usig/eHHs desiHpopmayii wasxom aHanisy
ge/luKux 06c¢s2ie daHux y peasbHoMy vaci. [nmezpayis myabmumodanvHux nioxodie

cnpusie nidsuweHHo cmilikocmi iHghopmayiliHo2o npocmopy, Xoua 3aAUAEMbCsl HE06XIOHICMb p038°s13aHHs npob.iemu
dedpiyumy siKicHUX Ha84aAbHUX OAHUX [ BPAXYBAHHS eMUYHUX ACheKmie.

Kawuosi caoea: desingopmayis, wmyyHuill iHmesnexkm, o6pobka npupodHoi Mo8u, MawuHHe HABYAHHS, nepesipka (ak-
mie, maHinyasimusHuil konmenm, deepfake, kibep6e3neka.

Volodymyr KARABCHUK. METHODS FOR DETECTING AND COMBATING DISINFORMATION USING
ARTIFICIAL INTELLIGENCE TECHNOLOGIES

Abstract. The article examines modern methods for detecting and combating disinformation using artificial intelligence
technologies. The primary focus is on automating the analysis of textual, visual, and video information through the use
of machine learning algorithms, natural language processing, and computer vision. Tools for monitoring social networks,
fact-checking, and identifying manipulations in media content are discussed. Challenges related to ethical aspects, data
scarcity, and the development of technologies for creating fake content are also analyzed. The proposed approaches aim
to enhance the effectiveness of combating disinformation, ensure information security, and increase societal resilience to
manipulation.

Purpose. To study modern methods for detecting and combating disinformation using artificial intelligence technologies,
particularly machine learning, natural language processing, and computer vision, to enhance societal information security.

Methodology. The study employs machine learning algorithms, such as convolutional neural networks (CNN) and
transformer models (e.g., BERT), for textual content analysis. Computer vision technologies are applied to detect manipulations
in visual content, while graph neural networks (GNN) are used to

analyze the dissemination of disinformation in social networks.

Scientific novelty. An integrated approach is proposed, combining the analysis of textual, visual, and video content
simultaneously. The study investigates the impact of emotional coloring on the perception of fake news and explores the role of
multimodal systems in combating disinformation for the first time.

Conclusions. Artificial intelligence technologies provide effective disinformation detection by analyzing large volumes
of data in real-time. The integration of multimodal approaches enhances the resilience of the information space, though
challenges such as the lack of high-quality training data and ethical considerations remain.

Key words: disinformation, artificial intelligence, natural language processing, machine learning, fact-checking,
manipulative content, deepfake, cybersecurity.
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Beryn. [lesindopmaliis 3aMIIa€ThCS OHIEI0 3 HAUBAXK/IMBIIIMX 3arpo3 iHpopMarnifiHii 6e3neli, BIJIMBA-
1094 Ha NOJIITUYHI BUOOPH, COLlia/IbHY CTabIIbHICTD i EKOHOMIYHMN PO3BUTOK. Hanpukiaz, nig yac nanaeMii
COVID-19 3HauHa KifbKicTh GpeHKOBUX HOBHH PO BaKLMHHU BUKJIMKaJ/Ia MacOBY /le30pi€HTallil0 FPOMa/iCbKOC-
Ti, o0, 3a fanumMu BOO3, mpusBeso 1o 3HMKEHHS PiBHA BaKLUHALil B OKpeMUX perioHax. IHpopmaniiiui Bili-
HH, SK-OT Ti, 110 PO3ropTalThCA Mif, Yac Mi>XHApoAHUX KOHQJIIKTIB, MiAKPECTI0I0Th, HACKIIbKH BaXKJIMBOIO
€ WIBM/IKA Ta TOYHA IepeBipKa JOCTOBIPHOCTI JaHHUX.

JocnixkeHHs B 1iH ranysi BKa3yooTh, [0 LITYYHUH iHTEJEKT 34aTHUH epEeKTUBHO NPOTUAIATH fe3iHdop-
Mauii. Hampuksaz, anroputmMu 06po6ku npupogHoi MmoBu (NLP) Bxke 3aCTOCOBYIOTBCS /11 aBTOMAaTHU30BaHO-
ro aHaJi3y TEKCTiB y peasibHOMY uaci. [locnimkeHHs, [2] ony6sikoBaHe B )KypHaui Information Sciences (2022),
JleMOHCTDYE, K Mozesi Tpancdopmepis, Taki ik BERT Ta GPT, MoKy Th aHasi3yBaTH MiJIbHOHU TEKCTIB [
BUSIBJIEHHS] MaHINy/aaLid i ynepespxkeHux TBepAKeHb. Y BidyasbHil cdepi TexHos0TII KOMI'IOTEPHOTO 30Dy,
Taki K MeTOAM aHaJi3y mikcesiB i MeTaJaHUX, BAKOPHUCTOBYIOThCA AJis ifeHTUdiKanil deepfake-306pakeHs,
0 mATBepKYEThCA [4, 10] pesynpraTamu npoekty DeepFake Detection Challenge.

BopHouac icHye HU3Ka BUKJIMKIB, SIKi YCKJIAJHIOIOTh epeKTUBHE 3aCTOCYBaHHS IITYYHOTO iHTEJIEKTY A5
6opoThbu 3 AesiHdopmaliero. 30KpeMa, CIIOCTEPIra€TbCs HEJOCTATHICTh SAKICHUX HaBYAJIbHHUX JAHUX, SAKi
HeoOXifHi /i1 CTBOpeHHs YHiBepcaJbHUX MOJie/iel, 3JaTHUX MPANI0BAaTH B 6araTOMOBHHUX i KyJIBTYPHO pi3-
HOMaHITHUX cepeJioBHILax. KpiM Toro, mBHKe BJOCKOHAJEHHS TEXHOJIOTIH CTBOpeHHS PelKOBOro KOHTEH-
Ty, Takux sk deepfake, 3HaYHO yCKJ/IaAHIOE X CBO€YacHe BUsABJIeHHA. OKpeMy Mpo6JieMy CTAaHOBJSATH €TUYHI
acnekty BuKopuctaHHd I, 30kpeMa pu3uk XMOHOro MapKyBaHHs NpaBAuBoi iHopmauii Ak ge3iHdopMa-
1ii yepe3 KOHTeKCTHI mMoMUJIKYU. Hampukian, pociaimpkeHHss [9] moOKasyoTh, 0 aBTOMATU30BaHi CUCTEMU
MOXYTb HENPABUJIBHO iHTEPIPETYBATH CapKa3M abo caTUpY, 10 MPU3BOJUTH 0 IIOMUIKOBUX Pe3yJIbTATiB
(Mazurczyk et al., 2023).

Y uiit po60Ti aKkIeHT 3p06JIeHO HAa CTBOPEHHI iHTErpoBaHOro MiAX0Ay /0 BUABJIEHHSA Ae3iHpopmallii, mo
BKJIIOUAE aHaJIi3 TEKCTOBOI'0 KOHTEHTY, MOHITOPHHT COljiaJIbHUX Mepex Ta ijeHTudikaniro MaHinyasuin y Bi-
JeoMaTepiasax. BUKopUcTaHHS Cy4yacHUX MoOJieJled MallMHHOro HaB4aHHA Ta NLP cipusTuMe niABULIEHHIO
edexTuBHOCTI aHani3y, 3a6e3neuyroun CTiHKicTh iHPopManiiiHoro npocTopy Jo 3arpos Ae3iHdopmarii.

IlocTaHOBKa Npo6seMHU. Y cydyacHoMy iHopMaLiiHOMY ITPOCTOPI, Zie KO’KHA CEKYH/la Ma€ BUpilIaJbHe
3HaueHHs, Je3iHdopmallis cTasa cepho3HOK 3arpo30K0 AJIs COLia/bHOI CTAa6GiIBHOCTI, MOJITUYHUX MPOLIECIB
i noBipu 0 Mezia. [lomupeHHs GpeKOBUX HOBUH, MaHINY/JIITUBHOTO KOHTEHTY Ta BidyasbHUX QpelKiB (Hanpu-
kJ1af, deepfake) cTBopro€ 3HAa4YHI pU3UKH /1 FPOMA/ICHKOI0 NOPSJKY Ta 6€3MeKH.

BUKOpHUCTAHHS TEXHOJIOTIN IUTYYHOTO iHTEJIEKTY, 30KpeMa MAIlMHHOTO HaBYaHHS Ta 06POOGKU NMPUPOJ-
HOi MOBH, cTaJI0 eQeKTUBHUM IiIX0Z0M 0 BUSABJIeHHs Ae3iHdopmanii. OHaK BUHUKAE HU3Ka MPo6JieM, AKi
YCKJIaZHIOIOTh peaJsi3aliio Lux pimeHb. Cepe; 0CHOBHUX BUKJIMUKIB:

@ Hecrava AKiCHUX HaBYa/IbHUX JAaHUX JJI1 PO3Mi3HABaHHS MaHINyJIALiH;

@ Bruicoka mBU/KICTh CTBOPEHHS HOBUX TEXHOJIOTIH i Ae3indopmanii, Takux sk deepfake;

@ Heo6xigHicTh aHaIi3y BEJMKHX 06CATIB JaHUX y peajbHOMY 4aci.

Oco6.1uBYy yBary npuBepTae eMoniiHUM BIUIUB Ae3iHdopmMauii. JocaimpkeHHs [12] nokasytoTs, 1o ¢pelko-
Bi HOBMHHU 4aCTO CTBOPIOIOTHCS 3 METOI BUKJIMKATH CTPAX, HEHABUCTb abo iHLIi cuibHi eMoriil, iKi po6JaTh
ayauTopiro 6inbIn Bpa3aMBOO 0 MaHimy/asani. IcHyrodi migxofu, Taki sk BUKOPUCTAaHHS 3TOPTKOBUX HEH-
poHHHX Mepex (CNN), aHaii3 HacTpoiB Ta ifeHTUIKAIiA eMOI[iMHUX aTepHiB, € eQeKTUBHUMU, ajle IXHSA
peasizanisg BUMarae nojajbloro BLOCKOHAJIEHHH.

[Ipo6sieMa moJsiAra€e y po3po6ui iHHOBaiiHUX MEeTO/[iB BUABJIEHHSA Ae3iHdopMarii, Aki 6 3a6e3medyBanu
BHUCOKY TOYHICTb Ta epeKTUBHICTb HaBiTh 32 YMOB 00MeXeHOCTi pecypciB i BUKHUX 3MiH TEXHOJIOTIH.

AHasi3 ocTaHHIX gocaifKeHb i my6ikaniil. 3acTocyBaHHS TEXHOJIOTIH ITYYHOTO iHTEJEKTY /ISl BUSB-
JIeHHS Ta MPoTHUAii fe3iHdopmallii aKTUBHO BUBYAETHCA B OCTaHHI pOoKU. 30KpeMa, JOCTIAHUKY TPUIIAIOTh
yBary BUKOPUCTAHHIO aJIFOPUTMiB 06po6ku mpupogHoi MoBH (NLP), MamiMHHOro HaBYaHHS Ta KOMI'FOTEPHO-
ro 3opy. OfHUM i3 K/JII0OYOBUX HAIPSIMKIB € aHaJIi3 eMOLiHOTO BIIUBY Zie3iHopMaLiifHOr0o KOHTEHTY, OCKi/lb-
KU GeMKOBI HOBMHHM YacTO COIPSIMOBaHi Ha BUKJIMKAHHS CUJIbHUX €MOLiH, TAKHX SIK CTPaX, HEHaBUCTb a60 r'HiB.
lle migTBEpAKEHO AOCTIPKEHHAMU [5], IKi BKa3yIOTh, 1[0 TaKi eMOIii MiABUINYIOTh AOBipy 0 HENPaBAHUBOTO
KOHTEHTY.

HayxoBi my6.iikanii akTHBHO JOCTIKYIOTh [6] aBTOMaTH3al{I0 BUsIBJIeHHs Ae3iHdopmariii, 30kpema 3acTo-
CyBaHH$ 3ropTKOBUX HeHpPOHHUX Mepex (CNN) g knacuoikarnii TekcTiB Ta aHasIi3y Bi3yaJbHOrO KOHTEHTY.
JocnimxenHs feMoHcTpyoTh [15], mo CNN edekTruBHO BUsBASAIOTE PpeliKOBi HOBUHU Yepe3 aHaJli3 CTPYKTYp-
HHX 0COBJIMBOCTEH TEKCTY Ta BidyaJbHUX MaHINy/IALil. [HTerpanis no/BiiHIUX eMOLiHHUX 03HAK i3 TpagULiKi-
HUM aHaJli30M HaCTPOIB 3HAYHO MiABUIIYE TOYHICTh BUSBJIEHHS MaHiMy/JIATUBHUX TeKCTiB. KpiM Toro, rpadosi
HelpoHHI Mepexi (GNN) mokasyrTh nepcrekTUBH y BUSBJIEHHI KOOPJAUHOBAHUX Je3iHpopManifHUX KaMma-
Hil y conia/IbHUX Mepexax, MOKPaLy0Yd aHa/Ii3 CTPyKTYPOBaHHUX B3aEMO/iH y [HPpoOBOMY IPOCTODI.
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Oco6/1MBHMH iHTEpEC BUKJIUKAIOTD MMiAX0H 10 aBTOMaTUYHOT0 aHaJIi3y Bi3yaJbHOTO KOHTEHTY. TexHoJ10Tii
KOMII'FOTEPHOTO 30py, HANPHUKJIAJ, CUCTeMH /s BUusiBjeHHs deepfake-306paxeHsb i Bileo, BHKOPHUCTOBYIOTb-
csl AJ1s po3Mi3HaBaHHA MaHINy AL y mikcensx i MmetagaHux. JlocaimpkeHHsa [14] nigrBepmpxye epeKTUBHICTD
LMX TEXHOJIOTIN Yy pea/lbHUX YMOBax.

[Tonpu goCArHEHHS, AOCAIAHUKY 3a3HAYa0Th NPO6IEMH, 30KpeEMa HECTAvy AKiCHUX HaBYaIbHUX JAHUX Ta
TpyJHOLLi aHa/Ii3y 6araTOMOBHOr0 KOHTEHTY. B po6oTax [11, 13] 3anponoHOBaHO CTBOPEHHS YHiIBEPCATBHUX
KOPIMYCiB IaHUX AJISI HABYaHHS MOJieJieH, 110 [03BOJIAIOTh aZJallTyBaTH PillleHHs A0 crienu ik nNeBHUX perTi-
OHiB 260 MOB.

MeTa. MeToO0 CTaTTi € AOCJTi/PKEHHSI CYyYaCHUX METO/IiB BUSIBJIEHHS Ta 60poTh6U 3 e3iHdopmarliiero 3a

JIONIOMOT 010 TEXHOJIOT{M LITY4YHOT0 iHTEJIEKTY, 30KpeMa MallMHHOI0 HaBYaHHS, 06p06KH MPUPOJHOI MOBH
Ta KOMIT FoTepHOTO 30py. /i1 JOCATHEHHS i€l METH HEOOXi/JHO BUPIIIMUTH HACTYIIHI 3aBJaHHS:

1. [IpoBecTH aHaJi3 OCTAaHHIX JOCIi/KEHb Ta MyO6JIiKaLlii 010 3aCTOCYBAaHHS IITYYHOTO iHTEJIEKTY AJIS
BUSIBJIEHHS Ae3iHdopMalii.

2. locnignty epeKTHUBHICTh aITOPUTMIB MAlIMHHOI'O HaBYaHHS, TAKUX SIK 3rOPTKOBI HEMPOHHI Mepexi
(CNN), Ta ix poJib y po3nizHaBaHHi ¢peHKOBUX HOBUH.

3. BuB4yuTH migxoau A0 aHaJi3y eMOILIMHOI0 BILIMBY TEKCTiB, 306pa’KeHb i BiZIEOKOHTEHTY SIK OZHOTO
3 KJIIDYOBUX YMHHHUKIB pO3Ni3HABaHHA MaHIMyAALIN.

4. OuiHUTH BIJIUB IKOCTIi Ta 006CATY HaBYAJIbHUX JJaHUX HA TOUYHICTh METO/iB BUABJIEHHS Je3iHdopMariil.

5. 3anponoHyBaTH NepCHeKTUBHI HaNpsIMU BIOCKOHAJIEHHS] TEXHOJIOTIH IITYYHOTO IHTENEeKTY AJ1s NiJjBU-
1meHHs epeKTUBHOCTI 60poTHOU 3 Ae3iHdopMalii€ro.

PesysnbraTy fOCHiKEeHHS CIPUATUMYTh KpPalloMy PO3yMiHHIO POJIi LITYYHOrO iHTEIEKTY Y 3a6e31e4eHHi
iHpopmaniiiHoi 6e3neku Ta MiJABUIEHHI CTIHKOCTI cycnijibcTBa A0 Ae3iHopMaLiifHUX 3arpo3.

BuksiaZ oCHOBHOro MaTtepiaJy. /lezindpopmaris, abo cBifjoMe nmomMpeHHs HeMpaBAuBoi iHdopmarii, € o11-
HIi€I0 3 TOJIOBHUX 3arpo3 Cy4yacHOro IudpoBOro nNpoctopy. 3aBAsAKH JOCTYIHOCTI TEXHOJIOTIH Ta CTPIMKOMY
PO3BUTKY COIiaJIbHUX MepexK, GeHKOBI HOBUHU CTa/IM HEBiZl' EMHOI0 YacTUHOIO iHQOpPMaIiHHOTO cepeioOBHU-
wa. [xHg 3paTHICTD BIVIMBATH Ha JAYMKH MiJIbUOHIB JIIOAEeW TPU3BOAUTD [0 CEPUO3HUX COLiaIbHUX, OJIITHY-
HUX | EKOHOMIYHUX HACJIAKIB.

Taki miatdopmuy, sik Facebook, Twitter Ta TikTok, 103B0/IAI0TE KOpUCTYyBadyaM MIBUAKO AITHUTHCSA iHOp-
Marii€to, yacTo 6e3 il monepegHbOI epeBipkH. lle cTBOPIOE ifjeanbHe cepeiOBUILE AJis TOMIUPEHHS MaHIMyJIs-
THUBHOTO KOHTEHTY, 30KpeMa TaKuX THIIiB Je3iHpopmarii:

@ OeiikoBi HOBHHU: CTATTi a60 MOBiZOMJIEHHS, 1[0 CBi/[OMO BUKPUBJISIIOTh GaAKTH.

@ BizyasibHi deliku: 306parkeHHs a60 Bifieo, 3MiHeHi 3a JOIOMOTOK TEXHOJIOTIH, TakuX K deepfake.

@® MaHinynaTUBHI noBijoMaeHHS: KOHTEHT, CTBOpeHUH [Ji1 BUKJIWKAHHS CUJIbHUX €MOLil, TaKuX SIK
CTpax, HEHAaBUCTh YU THIB.

Lli Buau pesindopmarii 4acTo nomuproThHCI Yepe3 60T-Mepexi abo LisecnpsMOoBaHi KaMnaHii, cipsiMo-
BaHi Ha MmiJipuB 0oBipu Ao odinifiHux mrepen iHpopmanii.

Cy4acHi BUKJIMKH Y 60p0oTh6i 3 Zie3iHdopMaliero BUMaraTh 3aCTOCYyBaHHS iHHOBAL[iHHUX TEXHOJIOTIH, Ta-
KUX K IUTYYHUN iHTEJIeKT. 3aB/AsIKM PO3BUTKY aJICOPUTMIB MAaLTMHHOT'O HABYaHHS1, 06pOOKH MPUPOHOI MOBU
(NLP) Ta xoMn'toTEpHOTO 30Dy, 3'ABJAATHCSI HOBi MOXJIMBOCT ZJIsT aBTOMaTHYHOTO BUSIBJIEHHS Je3iHpop-
Mariii. HampukJiaz, aHasi3 eMoLiiiHOTro 3a6apBJIeHHS] TEKCTiB Zj03BOJISE iIeHTUPIKyBaTH MaHIMyJIATHUBHI eJie-
MEHTH, TOZi SIK TeXHOJIOTii KOMII'I0TEPHOr0 30Py YCHiLIHO 3aCTOCOBYIOThCS 151 po3mnizHaBaHHsA deepfake-30-
OpakeHb Ta Bijieo.

TakuM unHOM, 60pOTHGA 3 Ae3iHdopMalli€l0 € KJIIOYOBOIO CKJIaI0BOI0 3abe3neyeHHs iHpopmaniiiHoi 6e3-
neku. li ebekTHBHE BUpilIeHHA BUMara€ KOMIJIEKCHOTO MiZIXO/Y, 10 BK/II0YA€ BUKOPUCTAHHA Cy9aCHUX TeX-
HOJIOTIH, Me/lia0CBITH Ta M>XXHapOoHOI ciBIpar.

IHCTpyMEeHTH Ta aJIrOPUTMHU GOpOTHLOHU 3 Ae3diHPopmaniero. OgHUM i3 KJIIOYOBUX IHCTPYMEHTIB y 60-
poTh6i 3 Ae3iHdopMaLiero € aBTOMaTH30BaHi cucteMu nepeBipky ¢akTtiB. Hanpukaaz, ClaimBuster [7] Bu-
KOPHUCTOBYE aJITOPUTMU 06po6ku npuposaHoi MoBu (NLP) ans izenTudikanil TBepAKeHb y TEKCTax, AKi Mo-
TpeOyIOTh nepeBipku. Lig cucTeMa MoXke MpaIlOBAaTH B peajibHOMY 4aci, aHaIi3yroun myoJTikalii moyiiTUKIB 4u
HOBUHHUX peCypciB.

Ille oAHMM BaXKJINBUM HANPSIMKOM € aHaJli3 Bi3yaJlbHOTO KOHTeHTY. TexHoJ0Ti{ KOMIT' I0OTEpPHOTO0 30Dy [103-
BOJISIIOTh BUSAIBJISITH MaHinmyJsnil y 306paxkeHHsx Ta Bisgeo. Hanpukiazg, DeepTrace [3] 3acTocoBye aaropur-
MU 3ropTKoBuX HelipoHHUX Mepexx (CNN) aus1 posnisHaBaHHs deepfake, aHami3y04u Taki XapaKTEPUCTHUKHY,
SK TEKCTypa WKipH, CHHXPOHi3aLia pyxiB ry6 i3 ayzio, a Takoxx MeTazaHi ¢paiaiB. CX0KUM YUHOM NPALIOIOTh
iHcTpymeHTH Ha KurtaaT Amped Authenticate [1], siki 3ocepe/ikeHi Ha epeBipIi MeTaJjaHuX Ta ixeHTHiKa-
1ii mipo6oK y BisyaIbHOMY KOHTEHTI.
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CounianbHi Mepexi, Taki ik TikTok, Instagram yu LinkedIn, € ki1ro4oBuMHU miatdopMamu JJisl MOUTUPEHHS
inpopmauii, BkItoyHO 3 Ae3iHndopmaLieto. [HcTpyMeHTH, sik-0T Hoaxy [8], aHas1i3y0Th MapLIpyTH NOMKPEHHS
KOHTEHTY, Bi/jo6paXkarouy Mepei KOpUCTYBauiB, Ki AiATbCA MaHinyasaTUBHO iHpopManierw. [lnatdopmu
Ha KwtaaT Hootsuite yu Brandwatch 103Bo/ISII0TE BificTeKyBaTH Ta aHaIi3yBaTH BIJIMB KOHTEHTY, BKJIOYHO
3 fe3iHpopMarii€ro, BUKOPUCTOBYIOUHU CydacHi aJroputMu o6po6ku nprupoanoi mosu (NLP).

KoMmiekcHUH miiXi/g TaKoXK BKJIIOYA€E MYJIBTUMOaNbHI cucTeMH, Taki sk DeepMind Gopher [16], siki moea-
HYIOTb MOXJIMBOCT] B€JIMKMX MOBHUX MO/eJIel Ta aJIFTOPUTMIB MAallIMHHOI'0 HaBYaHH4A JIJ1 BUAABJIEHHS, aHali-
3y ¥ npoTuii ge3indopmarnii. Lle 103BoJIsi€ edeKTUBHO MPALFOBAaTH 3 TEKCTOBUM, Bi3yaJIbHUM i BiJIEOKOHTEH-
TOM OZJHOYaCHO, BUKOPUCTOBYIOUYH [lepefi0OBi METOAU IUTYYHOIO IHTENIEKTY.

OCHOBHI BUKJIMKM B 60pOTHOGi 3 Ae3iHpopmanieio

He3Ba)karouu Ha 3HAYHUM MpoOTpec Y po3po6bLi TEXHOJIOTIH Ji/is BUABJEHHs Ta NpoTUzii AesiHdopmarii,
icHye HM3Ka BUKJIMKIB, IKi YCKJIAJHIOIOTh JOCATHEHHsI BUCOKOI edekTUBHOCTI B 1iit cdepi. L|i BuKIuKU 0x0-
IJIIOIOTh 9K TEXHIYHI, TaK | €TUYHI aClleKTH, 1110 BUMararTb KOMIIJIEKCHOT'0 NiJAX0AY 10 iX BUPILIEHHA.

HepocTaTHiCTh AKiCHUX HaBYa/IbHUX AAHUX

AJITOpUTMH MaIIMHHOIO HABYaHHS Ta 06pO6KHU MPHUPOAHOI MOBY 3HAYHOO MipOI0 3aJ1eXaTh Bij JOCTYIHO-
CTi AKICHUX | penpe3eHTaTUBHUX HaBYaJbHUX JaHUX. [IpoTe CTBOpeHHSA TaKUX KOPNYCIB € CKJIaJHUM 3aBJaH-
HAM 4epes:

@ BiscyTHicTb fjocTyny 0 nepeBipeHUx JKepeJ1, 0C06/IMBO B perioHax i3 06MexeHOor CBOO60O/ 010 C/I0Ba.

@ IIpoGsieMy 6araToacneKTHOCTI Ta 6araTOMOBHOCTI Ae3iHdopmalii, [0 BUMarae CTBOPeHHs Mo/JieseH,
aallTOBaHUX JI0 PI3HUX KYJIbTYPHUX KOHTEKCTIB.

@ Hecrauy cTpyKTypOBaHUX HAOOpiB JaHUX /il HABYAHHSA aJTOPUTMIB aHaJi3y Bi3yaJbHOrO KOHTEHTY,
Takux sk deepfake-3o6paxeHHs.

PO3BHTOK TEXHOJIOTil CTBOPEeHHA Ae3iHdopmanii

3JI0BMMCHUKH aKTUBHO BUKOPUCTOBYIOTb HOBITHI TEXHOJIOTII AJ11 CTBOPEHHS CKJIaAHOTO MaHINMy/JIATUBHO-
ro KoHTeHTY. Hanpuksaz, reHepaTuBHi MogeJti, Taki sk GPT, 103B0JISAIOTE CTBOPIOBATH MPABAONOAI6OHI TEKCTH,
AKi BaXKKo BiZipisHUTH Bij gocToBipHux. TexHosorii deepfake, 3 iHIIOro 60Ky, yCKJIaIHIOIOTb BUSIBJIEHHS 3Mi-
HEeHUX 300paKeHb Ta BiZjeo yepes IXHI0 BUCOKY SKICTb. Llel mocTiiHUI PO3BUTOK TEXHOJIOTIN CTBOPIOE «TOHKY
030POEHDY, ie iIHCTPYMEHTH AJis 60pOTHOU 3 Ale3iHdopMaIi€r0 MOBUHHI TOCTIHHO BAOCKOHATIOBATHC.

ETHyYHi acnieKTH Ta NIOMUJIKOBI MapKyBaHHsA

ABTOMaTH30BaHi cUCTEMY, TaKi K paKTIEKIHTOBi M1aTGOPMH, PU3UKYIOTh IOMUIKOBO MapKyBaTH IIPaB-
AuBy iHdopMaLi sk Aesindopmariio. Lle Moxxe MaTu cepiio3Hi HacaiAKY, 30KpeMa:

@ [lizgpuB 0BipHu A0 cucTeM 60poTHOH 3 Ae3iHdopMauiero.

@ BukJ/imkaHHS coljia/ibHOI Hanpyry 4yepe3 CIOTBOPEHHS A0CTOBipHUX AaHuX. KpiM Toro, BUHMKAIOTh NU-
TaHHS KOHQIAEHIIHHOCTI JaHUX, OCKUIBKH aJITOPUTMHU YaCTO BUMArarTh JJOCTYITY /10 BEJMKOI KiIJTbKOCTI 0CO-
6ucToi a60 4y T/INBOi iHpopMarllii A/ HAaBYaHHS MOJIesIeN.

IIBuAKicTh NomupeHHs ge3iHndopmanii

Jesindopmariisi MOMKMPIOETHCA 3HAYHO LIBU/LIE, HIXK IHCTpyMeHTH ii BUSIBJIEHHS] BCTUTAIOTh 3pearyBaTHy.
ConjanbHi Mepexi HaJlaloTh MOXKJIMBICTb OXOIJIEHHS LIMPOKOI ayAuTOpil y Ay»e KopoTKi cTpoku. Hanpuknag,
¢delikoBa HOBHMHA MOXeE JOCATTH MIJIbHOHIB KOPUCTYBAYiB YIPOJOBXK KiJIbKOX rofuH. Lle cTBOprO€ 3HAYHUM
BUKJIMK JJI1 CUCTEM, AKI IPALIOI0Th Y PEXKHUMI peaJbHOro 4acy.

IIpo6sieMu Mi>KHapOAHOI KOOpAUHALLT

Jesindopmariis yacTo Mae ro6aTbHUN XapakKTep, aje 60poTh6a 3 HEI0 YCKJIAAHIOEThCA Yepe3 Pi3Hi mij-
XO/IM [I0 Pery/oBaHHs Ta o6MexxeHHs iH$opMaLii B pisHux kpaiHax. Bpak koopauHanii Mix Aep:xaBaMH Ta
MiXKHApOJAHUMU OpraHizanisiMmu o6Mexye eGeKTUBHICTD IJ106aIbHUX 3aX0/iB MPOTHUJII.

3anponoHOBaHMH iHTerpoBaHM miaXxiz,

Juis ebekTUBHOI 60pOTHOU 3 Zie3iHdopMaLi€ro MPONOHYETHCA iIHTErpOBaHUH MiJXi/, KU OXOILIIOE aHAIi3
TEKCTOBOTO KOHTEHTY, MOHITOPHHT COL{iaJIbHUX Mepex Ta izeHTudikanio MaHinyanii y BisyasnpHOMY i Bije-
OKOHTeHTi. OCHOBHI KOMIIOHEHTH MiJIX0y BKJIOYalOTh:

MOHITOPUHT cOLia/IBHUX Mepex:

@ 3acrocyBaHHs NLP-anropuTmiB A/11 aBTOMaTUYHOTO BUSIBJIEHHS KJIIOYOBUX CJiB i ¢pas, fAKi curuamisy-
I0Th [P0 MOXKJ/IMBE NOIKpPEeHHS GEeNKOBUX HOBHUH.

@ BukopucraHHs rpadoBUX MoZesIed /151 BUSABJIEHHS 60T-Mepex Ta KOOPAMHOBAHMX KaMIaHiH i3

nomrpeHHs Je3inpopmanii.

AHani3 Bi3yaJIbHOroO Ta BileOKOHTEHTY:

@ TexHOJIOTII KOMIT'IOTEPHOT'0 30PY [103BOJIAIOTh BUABJIATH deepfake-300pakeHHs Ta Bifieo MIJISTXOM aHa-
JIi3y MiKCeJIbHUX NMAaTEPHIB, MeTaZlaHUX Ta CHHXPOHI3alii ayzio 3 Bieo.
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@ ANropuTMU 3ropTKOBUX HeHpoHHUX Mepex (CNN) ebekTHUBHO po3ni3HaOTh BidyasibHi MaHinyasji, 30-
KpeMa 3MiHEHY TEKCTYpy 300pakeHb Ul HENPUPOAHi pyxH B Bizeo.

IHTerpanisa MyJIbTUMOAQ/ILHUX JaHUX:

@ [loeiHAHHS aHATi3y TEKCTY, 306paKeHb Ta OBE/iHKOBUX NAaTEPHIB Y €UHY CUCTEMY J03BOJISIE HE JINILE
inenTudikyBatu fesinpopmariito, asie ¥ OLiHUTH il MOTEHIIHHUH BIUIMB Ha ayiUTODPII0.

@ BukopucTaHHA MyJbTUMOJAA/IBbHUX HEMPOHHUX Mepex AJi O4HOYAaCHOr0 aHaJli3y KiJIbKOX TUIIB KOH-
TEHTY.

IlocTiiiHMI1 MOHITOPUHT Ta BJOCKOHA/IEHHS:

@ BrnpoBa/pKeHHsS MeXaHi3MiB aBTOMAaTHYHOT0 360py 3BOPOTHOTO 3B’sI3KY BiJi KOPUCTYBauiB JJ1s1 BJJOCKO-
HaJIeHHS1 MoJiesiei.

@ [locTifiHe OHOBJIEHHS aJITOPUTMIB A1 afanTalii 10 HOBUX ¢popM Ae3iHpopmaii.

3anponoHOBaHUM MiJXiJ J03BOJISIE CTBOPUTH KOMIJIEKCHY CUCTEMY, sika e(EeKTHUBHO MPOTHU/Ii€ NOMLHUPEH-
HI0 Ae3indopmauii, migBuyoun cTifikicts iHpopMaLiiHOrO MpocTopy A0 MaHinyAaLid. IHTerpanis pisHUx
TEXHOJIOTIH IITYYHOTO {HTE/NEKTY CIPUSATHME 3MEHUIEHHIO BIVIMBY GelKOBUX HOBHH i 3a6e3meyeHHI0 iHpOp-
MalliiHOl 6e3MeKH.

IlepcieKTUBY PO3BUTKY

PO3BUTOK TEXHOJIOTIH IITYYHOrO iHTEJIEKTY BiKpMUBa€ HOBI rOPU30HTU Yy 60POTHOI 3 Je3iHdopMallieto,
JI03BOJISIFOYM CTBOPIOBATH iIHHOBALiMHI MiAX0U Ta CUCTEMH JJis 11 BUSIBJIEHHS U 3anob6iranHs. [IpoTe 3pocTan-
HS CKJIaZJHOCTi MaHINMy/IITUBHOTO KOHTEHTY NMOTPe6ye He Jidie BJOCKOHAJIEHHS iCHyI0YMX MEeTO/IB, a ¥ BIpo-
Ba/PKEHHS CTpaTeTiH, ki BpaXxoByOTb Mal Oy THI BUKJIUKH.

1. IHTerpanis MyJIbTUMOJAIbHUX CUCTEM

Maii6yTHE 60poTHOU 3 Jje3iHpopMariiero nossirae y CTBOpeHHi iHTErPOBAaHUX CUCTEM, SIKi aHAJII3YIOTh TEK-
CTOBMH, Bisya/IbHUI Ta NOBEJiHKOBUM KOHTEHT OJHOYACHO. [loeAHAaHHS MOXJIUBOCTEH 06POOKH MPUPOAHOI
moBH (NLP), koM’ roTepHOTO 30py Ta aHaJIi3y MOBeAiHKU KOPUCTYBadiB J03BOJIUTH CTBOPUTH GiJIbII KOMII-
JIeKCHi pileHHs, siki 6yAyTh afanToBaHi 0 HOBUX GpopM MaHimyIsIii.

IIpukiaaj: IHTerpanis AaHux i3 conianbHUX Mepex, GaKTUeKiHrOBUX MIaTPOpM i Bi3yaslbHOrO KOHTEHTY
B €/JMHY CUCTEMY MOHITOPUHTY 3HAYHO MiJBUIIUTL ePeKTUBHICTb BUsIBJIEeHHS Je3iHpopmanii Ha paHHixX eTa-
nax Il NoIKUpPEeHHA.

2. Po3BMTOK a/IrOpUTMiB reHepanii KOHTpHapaTUBiB

3amMicTb 6/10KyBaHHs Je3iHdopmariil eGeKTHUBHUM MiIX00M MOXKe CTATH CTBOPEHHS KOHTPHAPATHBIB, AKi
MOSICHIOIOTh ayAuTOpii HenmpaBAUBUHN XapakTep MaHinmy/Anii. lle 03BoUTh He JHIle 3an06iraTy MOMmUpeH-
HIO QeliKiB, a i miABULIMTH piBeHb Me/[iarpaMOTHOCTI CyCITiJIbCTBA.

IlepcnekTuBa: BukopucTaHHs reHepaTUBHUX Mojiesiel, Takux K GPT, aJig cTBOpeHHs TEKCTiB, fIKi mosic-
HIOIOTB ayAuTOPil He6e3neky Ae3iHopMauii Ta HaZalOTh AOCTOBIpHY iHPopMariiio.

3. BukopucTtaHHs 6JI0KYEeHH-TEXHOJIOTii

ByiokuyeiiH Moxe cTaTH eGeKTUBHUM iHCTPYMEHTOM y 3abe3neyeHHi mpo3opocTi mxepes inpopmarii. Tex-
HOJIOTis 103B0OJIsIE 30epiraTy icTopito 3MiH ¥ KOHTEHTI, i TBep/PKyBaTH HOTO aBTEHTUYHICTh i HaZ@BaTH Ko-
pHCTyBayaM MOXJIMBICTb NepeBipsATH JOCTOBipHicTh iHpopManii.

Ilpukiaaj: BukopuctaHHs G6JIOKYEHHY [AJI1 CTBOPEHHS CHCTEMU LHUGPOBOTO MiATBEPKEHHS aBTEH-
TUYHOCTi HOBUHHUX CTaTeH, e KOXKHA 3MiHa 6y/ie 3adikcoBaHa y po3MO/ijIeHOMY PEECTPI.

4. 3a;1yyeHHsI KOPUCTYBayYiB /l0 Ipo1ecy BUsABJAeHHA Je3iHpopmanii

CucreMmy, 110 J03BOJIFAIOTh KOPUCTYBa4aM MapKyBaTH NiZj03Pi/IMil KOHTEHT, MOXKYTh CTaTH BaXXJIMBUM iH-
CTPyMeHTOM y 60poTh6i 3 dpelikamu. Taki migxoau He M1 3a/1y4a0Th AyJUTOPII0, @ ¥ CTBOPIOIOTH A0J4ATKOBE
JKepeJsio JaHUX AJi aBTOMaTU30BaHUX CUCTEM aHaJli3y.

IniniaTusa: [lnatdopmy, 10 CTUMY/IIOIOTE KOPHUCTYBAYiB 10 MapKyBaHHS KOHTEHTY, MOXYTb 6yTH iHTe-
rpoBaHi i3 cMcTeMaMU WITYYHOTO iIHTeNEeKTy JJifl I0Ja/bILIOro HaBYaHHS MoJesei.

5.IliagBuIeHHs piBHA MeiarpaMOTHOCTI

OcBiTHi mporpamMy, cnpsiMOBaHi Ha PO3BUTOK KPUTUYHOTO MUCJEHHS Ta aHali3y iHpopMmauii, 3a1umanThb-
sl OAHIEIO 3 HAWGI/IbII epCHEKTUBHUX CTpaTeTii. BipoBamxeHHs KypciB i3 LndpoBoi rpaMOTHOCTI y WKiJIbHI
Ta yHiBepCUTETChbKI IPOrpaMu J03BOJIUTh 3MEHIIUTH BILUIMB Jie3iHpopmarii Ha cycrijbCcTBO.

IIpukaaz: [Iporpamu A1 MoJIoA], ikl BUaTh po3ni3HaBaTH $eWKOBI HOBUHM 3a JOTIOMOI0I0 aHAI3y JKe-
peJi, pPUTOPUKH Ta eMOLiTHOTO 3a6apB/IEHHSI KOHTEHTY.

6. MixkHapojHa ciniBnpans

Jesindopmariisi Mae ri106a1bHUM XapaKTep, 1o NOTpebye KoopAHUHALl 3ycHJb MiXk KpaiHaMu. CTBOpeHHS
MiXKHApOAHUX MJIATPOPM [J/is1 06MiHY JAHUMH Ta TEXHOJIOTISIMHU J03BOJIMTD LIBU/ILIE pearyBaTH Ha HOBi BU-
KJINKH.
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IMpuknaaz: Ininiatusy, noxi6Hi g0 EUvsDisinfo, cipsiMoBaHi Ha 06'e;HaHHS pecypciB i crisibHe po3po6JieH-
HS TEXHOJIOTiH /11 BUSIBJIEHHA Ae3iHdopMariii.

BucHOBKM. CydacHi TeXHOJIOTI] IUTYYHOrO iHTeJIeKTy BiAKPUBaIOTh 3HAYHI MOXKJIMBOCTI [iJ11 BUSABJIEHHS
Ta npoTuAii gesinpopmanii. AIropuTMHU MalIMHHOTO HaBYaHHS, 0OPOOKH MPUPOJHOI MOBHU Ta KOMIT IOTEp-
HOT0 30pYy A03BOJIAIOTh aBTOMATU3yBaTH aHaJ/i3 TEKCTOBOTO, Bi3yaJIbHOTO Ta MOBEAIHKOBOIO KOHTEHTY. IH-
Terpamnis [ux MeTOAiB MOXXe 3HAYHO MiIBUIUTH ePEKTUBHICTh 60POTHOM 3 MaHINMYJIATUBHOIO iHQOpMAIIi€lO.

OfHak iCHYIOTBh YMC/IE€HHI BUKJIVKY, IKi YCK/IaJHIOIOTb BOPOBa/PKEeHHA TaKUX cucTeM. CepeJ HUX — HecTada
AKICHMX HaBYaJIbHUX JJAaHUX, IIBUAKICTh NomMpeHHs Ae3iHpopmanii Ta po3BUTOK TeXHOJIOTIH, fKi ii cTBOpIO-
10Th. BaXk/IMBUMH 3a/MLIAI0TECSA i MOpasibHi aceKTH, 30KpeMa 3abe3nedeHHs] TPO30POCTi Ta KOPEKTHOCTI
PO6OTH aBTOMaTU30BAHUX CUCTEM.

Y nepcnekTtuBi epekTUBHA 60poThOa 3 Ae3iHdopMalielo BUMarae noejHaHHs TEXHIYHUX pilleHb i3 ocBiT-
HiMU iHigiaTuBaMu. [lifBUlLEeHHA piBHA MeJiarpaMOTHOCTI cepej, HaceJIeHHs, BIPOBaJ»KeHHSI Mi>KHapOJHOI
chiBmpani Ta po3BUTOK iHHOBAL[iMHUX TEXHOJIOTIM MOXYThb CTaTH KJIOYOBUMH (QaKTOpaMH y 3MeHIIEHH]
BIVIMBY GeMKOBUX HOBHH.

[Tofanbmnii pO3BUTOK Lii€i chepr MOXKe BKJIIOYATH CTBOPEHHS MyJIbTUMO/AJIbHUX CUCTEM, 1110 TOEAHYIOTh
aHaJli3 TeKCTiB, 300paXkeHb i MOBEIIHKOBUX JAaHUX, & TAKOXX BUKOPUCTAHHS TEXHOJIOTIH 6JIOKYeHHY AJIs mij-
TBep/PKeHHs aBTeHTUYHOCTI iHdopmanii. Lli migxoau 3paTHI cipusti popMmyBanHHI0 cTifikoro iHopmaLiiHo-
ro NpoCTOpY, L0 BiZiOBifa€E Cy4aCHUM BUKJIMKaM.
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EBOJIIOLIIA MOHATH PU3HUKY TA IX B3BAEMO3B’A30K I3 3ABE3NEYEHHAM AKOCTI IT-MPOAYKTIB

AHomayis. Memoilo 00cAi0XCeHHA € 8USIB/EHHS] 83AEMO38’A3KI8 MIdC KAU0BUMU KAMe20pisiMu pusukie y po3pobyi
IT-npodykmie ma nokasHukamu ix skocmi, 3 n00a/1bWOW po3pobKoio y3azaabHeHol Kaacugikayii pusukis i demoHcmpayiero
Ki/IbKICHO20 8n/1U8Y HA MEMPUKU PpOo2paMHOI skocmi. Y cyuacHux ymoeax yugposoi mparcgpopmayii ma 3pocmarovoi ckaad-
Hocmi iHpopmayiiiHux cucmem KaacuyHi nioxodu do ynpagaiHHs pusukamu empayaroms epekmueHicms yepes oO6MedxHceHy
30amHicmb 8paxogysamu OUHAMIYHI 83A€MO3a1eXCHOCMI Midic hakmopamu pusuKy, a makodxc Yepes ppazmenmapHicmo aHa-
/i3y OKpeMux munie 3azpo3. Y 36’s13Ky 3 yum 00CaidxHceHHs 30cepediceHe Ha CMpPYKMypHOMY aHAI31 meXHIYHUX, op2aHi3ayili-
HUX [ 308HIWHIX pu3ukie y npoekmax cmeopeHHs [13, 3 BUKOpUCMAHHAM OaHUX OCMAHHIX eMNIPUYHUX | NPUKAAOHUX NyOAiKayill.

Memodooz2isa docaidsceHHs1 6a3yembCst HA CUCMeMHOMY Nidxodi 3 BUKOPUCMAHHIM KOHIMeHM-aHai3y Haykosux daice-
pes, popmanizayii munosozii pusukie ma modea8aHHs ix enaugy Ha sikicms IT-npodykmy. /[las 06rpyHMy8aHHS 8naAu8y
Kamezopill pusdukie Ha Kar4osi xapakmepucmuku 13 (HadilinHicmb, nidmpumyeaHicms, npodykmueHicmb moujo) 3acmoco-
8aHO NOPIBHANbHUU AHA/I3 pe3yabmamis, OmpuMaHux i3 peyeHzosaHux dxcepes. Okpemy ysazy npudiieHo MO0eaA08aHHI0
PU3UKOBUX 83AEMODIT, MyAbMUAZEHMHOMY Ni0X0QY, MAWUHHOMY HABYAHHIO 0151 NPO2ZHO3YBAHHS CUCMEMHUX pU3uKie ma as-
momamu308aHuM 3acob6am OYiHH8AHHS 3MIH IKOCMI Yy YUK/i OHOB/1€Hb.

Haykoea Ho8U3Ha nossizae 8 npono3uyii yHigpikoeanoi mpukomnoHenmuoi kaacugikayii pusukie (mexHiuHi, opaaHisa-
YiliHi, 308HIWHI) siIK OCHOBU 0151 Y3a2a/AbHEHHS MA NOPIBHSHHS CYYACHUX nidxodie do ynpasninHs pusukamu 8 IT-npoekmax.
Ha g8idmiHy 8id icHytouux nidxodis, 3anponoHogaHa kaacugikayis do3e0/s5€ iHmezpysamu siK KiAbKIiCHI, mak [ iKicHI OYiHKU,
a makodic 8idobpadcae mixckamezopiaabHi 83AEM0O38’93KU Y CKAAOHUX iHX#CeHepHUX cepedosuujax. [Jodamkoso HadaHo dop-
MasizoeaHutl onuc Mmemody ho6ydosu mabauyi nopieHsIbHO20 8NAUSY PU3UKIB, Wo 6a3yembesi HA mpaHcdopmayii daHux 3
eMnipuyHux docaidxiceHb y 8i0COMKo8i Mempuku 8n/uU8y Ha sAKicmb.

Y pesyabmami nposedenozo aHaizy niomeepdiceHo, wjo mexHiuHi pusuKu, No8’s3aHi 3 apximekmypHum 6opzoMm, dy6.i-
Kayiero kody ma HecmabinbHICMIo 3MiH, YUHSAMb ICMOMHUI 8n/1U8 HA CMPYKMYpPHY ma ekcnayamayitiny sikicmo I13. Opzani-
3ayiliHi pu3uKu nposieasilomucs y 8u2as0i noeaHoi KoMmyHikayii, HeegpekmueHozo sidepcmea ma HecmabibHO20 YNPasAiHHSI.
308HIWHI pU3UKU 3yMO0B/1EHI 8NAUBOM Pe2yAsIMOPHO20 cepedosulyd, PUHKOBUX KOAUBAHbL | 308HIWHbBOI nosimuku. 3anpono-
HogaHuli hidxid 00380/5€ chopmysamu KoMNJAeKCHe 6a4eHHsl CmpyKkmypu pusukie ma ixHb020 ynpasiHHs sIK Hegid EMHOT
ck/1a0d080i 3a6e3neveHHs skocmi IT-npodykmie y NnO8HOMY HUMMEBOMY YUKII.

Kawuosi cnosa: pusuk, sskicmv npozpamHozo 3abe3neveHHst, Kaacugikayisi pusuKie, mexHivuHi pusuku, opeaHizayitiHi pu-
3UKU, 308HIWHI pu3uku, ynpasainusa IT-npoekmamu.

Yurii KISH, Thor LIAKH. EVOLUTION OF RISK CONCEPTS AND THEIR RELATIONSHIP TO IT PRODUCT
QUALITY ASSURANCE

Abstract. The purpose of the study is to identify the relationships between key risk categories in the development of IT
products and their quality indicators, with the subsequent development of a generalized risk classification and demonstration
of a quantitative impact on software quality metrics. In today's conditions of digital transformation and the increasing
complexity of information systems, classical approaches to risk management are losing their effectiveness due to the limited
ability to take into account the dynamic interdependencies between risk factors, as well as due to the fragmentation of the
analysis of certain types of threats. In this regard, the study focuses on the structural analysis of technical, organizational, and
external risks in software development projects, using data from the latest empirical and applied publications.

The research methodology is based on a systematic approach using content analysis of scientific sources, formalization of
the typology of risks and modeling of their impact on the quality of the IT product. To substantiate the impact of risk categories
on the key characteristics of software (reliability, maintainability, performance, etc.), a comparative analysis of the results
obtained from peer-reviewed sources was used. Special attention is paid to risk interaction modeling, a multi-agent approach,
machine learning for predicting systemic risks, and automated tools for assessing quality changes in the update cycle.
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The scientific novelty lies in the proposal of a unified three-component classification of risks (technical, organizational,
external) as a basis for generalizing and comparing modern approaches to risk management in IT projects. In contrast to
existing approaches, the proposed classification allows for the integration of both quantitative and qualitative assessments,
and also reflects intercategorical relationships in complex engineering environments. Additionally, a formalized description of
the method of constructing a table of comparative impact of risks, based on the transformation of data from empirical studies
into percentage metrics of impact on quality, is provided.

As a result of the analysis, it was confirmed that technical risks associated with architectural debt, code duplication and
instability of changes have a significant impact on the structural and operational quality of the software. Organizational risks
manifest themselves in the form of poor communication, ineffective leadership and unstable management. External risks are
caused by the influence of the regulatory environment, market fluctuations and foreign policy. The proposed approach allows
us to form a comprehensive vision of the structure of risks and their management as an integral part of ensuring the quality of
IT products in the full life cycle.

Key words: risk, software quality, risk classification, technical risks, organizational risks, external risks, IT project
management.

IlocTaHOBKa mpo6JieMHU. Y cydyacHOMy LMbpoBOMYy cepeAoBHlLli iHPopMaliiiHi TEXHOJIOTII CTaJu OCHO-
BOI0 QYHKLIOHYBaHHsS He JIMILe TeXHIYHUX CUCTeM, a W CcOljia/IbHO-eKOHOMIYHUX MpPOLECiB, 1[0 3YMOBJIIOE
3pOCTaHHA BHUMOT [0 IKOCTI IPOrpaMHUX NPOAYKTIB. 31 3pOCTaHHAM CK7IIJIaJHOCTI apXiTeKTyp, AUHAMIKU
BUMOT KOPUCTYBauiB, THYYKOCTi >XUTTEBOTO IIMKJY PO3pOOKHU Ta iIHTEHCUBHOI iHTerpauii iHTe/seKTyalbHUX
MexaHi3MiB (ML, DevOps, aBToMaTH3aljis TeCTyBaHHs ToILo) fAKicTh IT-npoAyKTy AenAani Gijblie 3a71€XKUTh
BiZ epeKTUBHOTO BUABJIEHHS, OLIHKU ¥ NOM sIKIIeHHs PU3UKIB. Llell 3B’30K Mix fIKICTIO Ta pU3MKaMHU € He
JIMIle omnepaliiHUM, a CTpaTeriyHUM: ynpaB/iHHA PU3UKaMU BUCTYNAE PyHAaMeHTaIbHOIO IepelyMOBOIO
SIKOCTI Y CKJIaJJHUX, BIAKPUTHUX, aJalTUBHUX CUCTEMAX.

3araJIbHOBUM3HAHO, 1110 PU3UK Yy cdepi po3po6bKH NMporpaMHOro 3abesneyeHHs Ma€ 6araToBUMipHy Hpu-
poAy — BiH OXOIJIIOE TEXHIYHI aclleKTH (HalpHKJIaJ, 3aCTapilicTb apxiTeKTypu abo KoJy), opraHisauiiiHi (He-
y3TO/PKEHICTb MpoLeciB, Ka/|poBi KOJIMBaHHS ), 30BHilIHI (eKOHOMIYHI, re0NnoJIiTUYHI YUHHUKH ), 2 TAKOXK B3a-
€MO/i0 IIUX KOMIOHEHTIB. flk noka3aHo y po6oTi Olayinka et al. [9], pu3uku 6e3neku BUMaralmThb He Julle
JIiHiAHOI OI[iHKY, a ¥ THYYKUX iHTeJIeKTyaJbHUX CUCTEM — TAKUX SIK HeUPO-HeuiTKi Mofei - ski 34aTHI agan-
TYBaTHUCS L0 MiHJIMBOTO KOHTEKCTY, L0 MiJKPeC/I0€ BiXi/ BiJi KJIACUYHUX, CTATUYHUX iAXOAiB. AHAJIOTIYHO,
JocaigpxeHHss Dewi Ta Dharmawan [10] akieHTy0Th Ha HEOOXiZJHOCTI BKJ/IIOUEHHS NPONOPLil pPU3UKY y MO-
JleJli OL[iHKHY 3yCHJIb Mifl 4ac po3po6KH, 110 AeMOHCTPYE INIM60KY BOY0OBAHICTb PU3HKY Y KJIIOYOBi METPUKH
MPOEKTHOTO MJIaHyBaHHS.

HaykoBa i1 NpaKTHU4Ha Ba>X/IMBICTb Np06JeMaTUKU YNIPaBJiHHA pU3uKaMu B IT-IpoeKTax 3yMoBJieHa TUM,
1110 HeBpaxoBaHi a60 HeJ0OLiHEHI pU3UKH IPSAMO NPU3BOJATD [0 SHMKEHHsI NPOJYKTHUBHOCTI, AKOCTI Ta XKUT-
TE3/AATHOCTI IPOTPaMHOT0 NPOAYKTY. Y IIbOMY KOHTEKCTI pU3HK BUCTYIIAE He JIMIIE 1K 3arPpo33a, a IK CUCTEMHA
3MiHHa, 1110 MOAYJIKOE piBeHb BiANOBIHOCTI KiHL[eBOrO NPOAYKTY OYiKyBaHHSAM KOPHUCTYBayiB i cTaHAapTaM
SIKOCTI. 3riIHO 3 JocaimKkeHHsM Gustavsson et al. [14], nponecHa 3a6oproBanicTb (process debt) — akyMysibo-
BaHI BilXWJIeHHs y Npoliecax — MAa€ CUJIbHUIN HeraTUBHUM BIJIMB Ha 33/l0BOJIEHICTb PO3POOHHUKIB, 1110 onoce-
pe/IKOBaHO BIJIMBA€E Ha AKICTb Yepe3 3HMWKeHHsI KOTHITUBHOI CTIHKOCTI KOMaH/,

BoaHouac, k1acu4uHi MiJX0AH [0 pUSHK-MeHeP)KMEeHTY, 30KpeMa CTaHAapTHU30BaHi MeTOJUKHU 3 yIIpaBJliH-
Ha pusukamu (PMBOK, ISO 31000), MaloTh o6MexkeHy npugaTHIcTh A0 IT-cepegoBuma. Ix JinikiHicTh, Haz-
MipHa JleKJIapaTUBHICTb Ta HEYYTVIMBICTb 0 AMHAMIKHU PO3BUTKY NPOrpaMHOr0 3abe3ne4eHHs 3HUKYIOTb iX
edeKkTUBHICTb y npakTuLi. Ik BKa3yoTb Lesum et al. [12], came afanTHBHe NpoeKTHe ynpaBJliHHS, T06YA0Ba-
He Ha NPUHIUNAX THYYKOTO JIilepCTBa, 03BOJISA€E MiABULUIUTH 3[4aTHICTb KOMaH/J Y 10 PAHHBOTO BUSIBJIEHHS
PHU3UKIB i cBO€EUACHO]I peakl]ii Ha HUX, 3MEHIIYIOYU KOJUBAHHA V IKOCTi BUNLYCKIB. Y cBolo yepry, Moussa et al.
[1] eMOHCTPYIOTH AOLiIBHICTE BUKOPHUCTAHHS aITOPUTMIB MallMHHOTO HAaBYaHHSA [/1s1 BUABJIEHHS CUCTEM-
HUX pU3UKIB B iHQpacTpyKTypHUX [T-npo€KTaX, 1110 NOCUIIOE TOTEHLia/l IPeAUKTUBHOTO aHali3y B yIpaBJliH-
Hi AKicTIo.

CyuyacHi gocJii>xeHHs BKa3yl0Th Ha IOTpeOy iHTerpoBaHOro MiIX0AY, 110 IOEAHYE MO/Ie/II0BaHHSI PU3UKIB,
ix MixkB3aEMo3asiexkHicThb i BIIMB Ha siKicTb [13. Hanpuknag, Guan et al. [6] 3anponoHyBaiyd AUHaMidyHy Mo-
JleJIb MepekeBOl B3aEM03a/1eXHOCT] PU3HKIB, sIKa [03BOJISIE BiJICTEXKYBAaTH KackaJHi eQeKTH NPOTArOM XKHUT-
TEBOTO LJUKJY NPOEKTY. Saiz et al. [8] 4oNOBHIOIOTH Liel MifXiJ CHMIeBpUCTUYHOIO ONTUMIi3alieto nopTdein
IT-npoeKTiB, IeEMOHCTPYIOYH, 110 PO3IJIA], PU3UK-KOPesLiid J03BOJsE€ AOCATaTH KpalLoro 6ajaHCcy Mix Lii-
JIbOBUMHU METPUKAMU AKOCTI, CTPOKIB i BApTOCT!I.

JocnimpxeHHs, IpUCBsAYeHe eBOJIIOLII KOHLeNTiB pu3MKy B IT Ta IXHbOMY BIIJIUBY Ha SKICTb, 3HAXOAUTHCA
y dokyci MixkaAUCIUIIiIHAPHOI NPO6/JIeMaTUKU: BOHO 06'€JHYE METOA M IHTEJNeKTYyaJIbHOTO aHali3y JaHUX, MO-
JeJIIOBaHHA JUHAMIKU CUCTeM, CTpaTeril yIpaBJ/iHHA AKICTIO Ta pU3UK-MeHepKMEeHTY. BupilieHHd nnoctasJie-
HOI 3a/iaui COPUATHME BJOCKOHAJIEHHIO IPUHHATTA pillleHb y CKJaJHUX IIMPPOBUX CepelOBUINAX, AAKI BUMa-
ralThb BUCOKOI aJallTUBHOCTI, HaZ[iHHOCTI Ta NPO30POCTi NpU JOCATHEHHI] Lijiel IKOCTI.
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Anasi3 ocTaHHIX AoCaiAKeHb Ha ny6Jikanii. [[po6ieMaTrka ynpasJiiHHS pU3vKaMu y chepi po3po6ku
nporpamMHoro 3a6e3mneyenHs (I13) Bxxe TpuBaIui yac € npeAMETOM NMUJIBHOI yBaru HayKoBIiB. I3 3pocTaHHAM
cknagHocti IT-npoayKTiB, AMHAMIKK cepeloBUILA PO3POOKH Ta BUCOKOTO CTYNEHsI HEBU3HAYEHOCTi Y BUMO-
rax, came epeKTUBHe BUSIBJIEHHS, KJaacudikalis Ta MiHiMi3alis pu3uKiB CTalOTh LEHTPATbHUMHU YNHHUKAMHU
3a6e3nevYeHHs IKOCTi IPOrpaMHOro MPOAYKTY.

Y pocaimpxenHi Olusanya et al. [9] 3anponoHOBaHO HEUPO-HEYITKY CUCTEMY OLiHKM PU3HUKIB 6€3MEKH y Me-
Kax XKUTTEBOTO IIUKJIY po3pobku [13. CucTteMa BpaxoBye 6araTOBUMipHY MPUPOAY 3arpo3, IKa BKJIIOYAE TEX-
HiyHi, opranizarifiti Ta JogcbKi pakTOpU. ABTOPHU aKLEHTYIOTh YBary Ha cKjiagHocTi popmanizanii pusukis
y AvHaMivHOMY IT-cepefoBuLli ¥ NpONOHYIOTH MiAXiJ, 110 J03BOJISI€ BPaXOBYBAaTH HEYITKICTh AaHHUX i MTOBe-
JIHKOBI XapaKTepHUCTHUKH PO3POOHHUKIB Ta KopucTyBauiB. Lle# migxis € npuk/iaagom iHTerparil KJ1aCHYHUX MO-
JleJiell OLiHKH 3 iHTeJIEKTYaJbHUMHU aJITOPUTMaMH, L0 IJII0CTPYE 3arajbHy TEHJEHIIiI0 epexosy Ao ribpusa-
HUX CUCTEM aHaJli3y pPU3UKY.

[HIIMM acreKToM JocCTimKkeHHs pusuKiB y [13 € B3aEM03B’130K MiX polecCHUMH 60pramu (process debt)
Ta fIKicTIo nmpari B KoMaHzi. Gustavsson et al. [14] [oc/iKyIOTh, IK HAKOIMYEHHS TEXHIYHOT0 Ta opraHisanin-
HOro 60pry B rHyYKuX (Agile) koMaHax BIUIMBA€E Ha 33/I0BOJIEHHS Bii pOGOTH, a OTKe — i Ha AKICTb TPOAYKTY.
ABTOpPH OKA3yI0Th, 1110 HENPSMi PU3UKHY, OB’ s13aHi 3 yIIpaB/JIiHCbKMMH PillIeHHSIMH, MAlOTh NPSIMUH BILJIMB Ha
KiHIIeBUH pe3y/bTaT Po3po6KU. Lli pe3y/ibTaTH MiIKpeCaII0Th BAXKJIUBICTb YPaxyBaHHS JIIOJCbKOT'0 YUHHUKA
B OIIiHI]i pU3UKIB Ta HEOOXiJHICTb peryasspHoro pepakTOPUHTY HE TIIbKU KOAY, ajie ¥ MPOLeciB.

[luTaHHAM KinbKicHOI OI[iHKM pU3UKiB npucBsiyeHo po6oTy Dewi Ta Dharmawan [3], ne po3po6.JieHo Mo-
JleJIb BpaxyBaHHs NPONOpLil pU3UKY B OLiHIOBAaHHI TPYAOMICTKOCTI MpOrpaMHUX NPOEKTIB. ABTOPU [IeMOH-
CTPYIOTh, 0 BpaxyBaHHA PU3MKIB Ha eTalli [JIaHyBaHHA [A03BOJIAE MiJBUIIATU TOYHICTh OLIHKHU BUTpPAT
i cTpokiB. llel nmigxiz € 0COG/MBO BaXKJIUBUM [JIsI Cy9aCHUX aZJalITUBHUX JKUTTEBUX LIUKJIIB pO3POOKH, Jie 00-
CAT pOOGOTH YaCTO 3MiHIOETHCS HA OCHOBI 3BOPOTHOIO 3B’SI3KY.

3 morsiAAy ynpaBJiiHCbKUX MAX0/IB /10 MpiopUTe3anii pu3nuKiB BApTO BUAIUTH AoCTimkeHHs Ayesha Ziana
i Charles] [3], B ikoMy 3acTocoBaHO MeTO/ aHaJi3y iepapxiit (Analytic Hierarchy Process - AHP) ns151 BU3Ha4eH-
Hf BIUITMBOBUX QakToOpiB pu3uky B Agile-npoexTax. Lle# migxiz fo3BoJisse opMastizyBaTH Cy6’ €KTUBHI OLIHKH
eKCrnepTiB Ta Bijo06Pa3UTH CKJIaJ{Hi B3aEMO3B’A3KH MK YUHHUKaMU. Pe3y/ibTaTH CBif4aTh NPO MepeBaXKHUU
BIUIMB OpraHi3aliiHMX pU3uKiB (HanpUKJ/aJ, 3MiHa NpiopuTeTiB 3aMOBHHKKA) y NOPiBHAHHI 3 TeXHiYHUMU. Lle
1Ile pa3 HaroJIollye Ha He0OXiAHOCTI MKAMCIUMILIIHAPHOTO NiAX0AY Z10 YIIpaBaiHHSA pusnKaMH B IT-npoekTax.

Y cBoto uepry, gocaimpkeHHs Lesum et al. [12] akLeHTye yBary Ha poJti jliiepcTBa Ta ynpaBJliHCbKOI KyJIbTY-
pu B eQEKTUBHOMY 3HM>KEeHHI pU3HKIB. ¥ cTaTTi 3anponoHoBaHo ¢pelMBOPK MPOEKTHOIO YIIPaBJIiHHSA, IKUH
Jl03B0OJIsSIE MOANGIKYBaTH BIVIMB YMHHUKIB PU3HUKY 3a PaXyHOK iHTerpaujii NpaKTHK JIilepCTBa, TAKUX SK IPO-
30picTh KOMYHiKaljil Ta NiTPYMMKa KOMaHAHOTO cepeZlOBUILA. ABTOPH JIeMOHCTPYIOTH, 1[0 CaMe YNPaBJIiHChKI
pilleHHSI MOXKYTb OYTH KJIIOYOBHUM MO/IepaTOPOM BIJIMBY PU3HMKIB Ha ycnimHicTh [13. 3 orisaay Ha 1e, dokyc
3MILYETHCA 3 CYTO TEXHIYHUX aceKTiB Ha OpraHisaliiHo-KyJbTYPHI, [0 BiAKPUBAE HOBI HANPSAMHU AJS J0-
CJAiIKeHb.

[HCTUTYILiiHO-OpraHi3alifHUNA KOHTEKCT TaK0X PO3IJIAAAEThCA y AocaifpkeHHi Mohammed et al. [2], ge
MpOaHaJi30BaHO BIUIMB KYJIbTypU opradizauii Ha epeKTUBHICTh IT-po€eKTiB y HOpAAHCBKUX KOMIIaHifAX.
OTpuMaHi AaHi MiATBEPKYIOTH, 10 HU3bKUH piBEHb aJallTUBHOCTI KYJbTYPH, 6pak JoBipu J10 3MiH abo Bij-
CYTHICTb MOTHBALiHOI MiATPUMKH NOCUJIIOIOTh PU3UKHU peastis3alii, HaBiTh 3a HAABHOCTI JJOCTATHIX pecypciB.
OTxe, pusuk B IT-npoaykTax Ma€ He JIMIIe TeXHIYHY, ajle ¥ coLiaJIbHy NPUPOLY.

OxpeMy yBary B JiiTepaTypi NpU/iJIeHO apXiTeKTYpHUM pakTopaM pu3uKy. ¥ ctartTi Jolak et al. [11] emmi-
PUYHO AOC/i/PKEHO BIUIMB «apXiTeKTypHUX 3anaxiB» (architectural smells) Ha migTpumMyBanicts I[13. ABTOpH
BUSIBUJIY, 1110 JiesKi NaTepHH MOPYyIlIeHb apXiTeKTyPHUX MPUHIMIIIB — TaKi K HaZAMipHa 3B’s13aHicTb a60 nopy-
IIeHHS TPUHLMIIB MOAY/IBHOCTI — MPSIMO BIJIMBAIOTh HA YCKJIAHEHHS TOAAJIbIIO0] MATPUMKH Ta 36i/1bIIEHHS
TexHiuHOTO 60pry. Lle moc/i»KeHHS 3aI0BHIOE BaXKJIMBY IPOTAJIMHY MiX AAIKiCHO apxiTekTypoto I13 i pusuka-
MM Aerpajauil 1KoCTi B JOBrOCTPOKOBIM MepPCNEKTUBI.

OTxe, oI, CydacHUX JOCTIP)KeHb IeMOHCTPYE HAasABHICTb LIMPOKOTO CNEKTPY MiXOAIB 10 aHaAJi3y pU3H-
kiB B IT-cdepi: Big iHTerpanil mry4yHoro inTesexkTy Ao ¢opmasisarnii eKCiepTHUX OLIHOK i JoCIipKeHHS Op-
raHisaniiiHol noBeAiHKU. BogHo4ac, monpy BeJMKy KinbKicTe Mogesed i GpelMBOPKIB, 3a/IMIIAETHCSI HU3KA
HepO3B'si3aHUX IUTaHb: 30KpeMa, MpobseMa 00'€JHAaHHS TEeXHIYHUX, OpraHi3amiiHUX i 30BHIIIHIX PU3UKIB
y EAVHY alallTUBHY CUCTeMY yIpaBJ/iHH4, [0 34aTHa JJUHAMIYHO pearyBaTH Ha 3MiHy cepezfoBuiia IT-npoexTy.

MeToM0 cTaTTi € 3/ifCHEHHS I'PYHTOBHOTO aHasi3y eBOJIOLil MOHATh PU3UKY B KOHTEKCTI PO3POOKHU
i 3ab6e3neyeHHs SKOCTi MPOrpaMHOro 3abe3nedyeHHs], 30KpeMa B YMOBaxX cy4acHUX IT-mpoekTiB, 1m0 Xapak-
TEPU3YIOTbCA BHUCOKOI0 JWHAMIKOW0, CKJIAAHICTI0O Ta MibxAucnuiiiHapHicTio. OcobanBy yBary HpufijeHo
BUSIBJIEHHIO TUIIOBUX KaTeropii pu3ukiB (TeXHIYHMX, OpraHi3alilHUX, 30BHILIHIX), AKi MalOTb HAWGIIbIINHA
BIIMB Ha AKicTb [T-mpoayKTiB, Ta KpUTUYHOMY aHaJi3y icHYIOYMX NigxXoAiB Lo iX Kiacudikarii, oLiHIOBaHHS
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¥ ynpaBiiHHs. Ha ocHOBI cvHTe3y siTepaTypHUX [KepeJl i pe3y/IbTaTiB NOPiBHAJIBHOTO aHali3y cpopMoBaHO
KOHIIENTyasIbHi 3acaiu ajanTalii MoJiesiel pu3uK-MeHeKMEHTY 0 creludiky nudpoBUX MPOEKTIB.

Buksias ocHOBHOro MaTepiajy. Y chepi 3ab6e3nedeHHs AKocTi IT-mpoAyKTiB ofHIEO 3 IIeHTPAIBHUX NEpe-
ZIyMOB e(EKTHUBHOTO YIPaBJIiHHS € He IPOCTO MeXaHiYHe 3aCTOCYyBaHHS iHCTPYMEHTIB KOHTPOJIIO, & CUCTEM-
He pO3yMiHHSl IPUPOAU PU3UKIB — IX pKepeJi, AUHAMIKA BUHUKHEHHS, B3aEMO3aJIEXKHOCTEN, KYMYJISITUBHUX
edekTiB i JOBrocTpOKOBHUX BIJIMBIB Ha MOKAa3HUKU IKOCTi. Y cy4acHOMY cepeioBUILi LIPPOBOTO BUPOOHU-
UTBa, e IT-npoAyKTH XapaKTepU3yITbCS BUCOKOIO CKJIAJAHICTIO, MOAYJIbHICTIO, LUBUAKICTIO peJi3iB Ta iHTe-
rpaniiiHO0 Yy T/IMBICTIO, TPAAULIMHI MiAX0AU 0 OLIHKY PHU3UKIB 4acTO He 3a6e3MeYyITh HAJIEXKHOTO PiBHSA
iHpopMoBaHOCTI AJ11 TPUUHATTS pilleHb.

AkTyasnpHi JOCTiIKeHHS1 BKa3ylOTh Ha HEOOXiJHICTb MepeoCMUCIEHHS KJIACUYHUX MOJeed pU3uK-Me-
HePKMEHTY B OiK MDKIMCIUIIIHAPHOTO Ta JUHAMIYHOTO migxoay. 3o0kpeMa, y mparni Guan et al. [6] 3ampo-
MMOHOBAHO KOHIEMNLiI0 AUHaMiuyHOI Mepexi B3aeMo3asnexHocTel pusukiB (Risk Interdependency Network-
Based Model), jo BpaxoBye He jinie IMOBIpHICTb OKpEMUX NOA{H, a 1 iX KackaAHi epeKTH B MeKaxX IPOEKTHOT
€KOCUCTEeMU. ABTOPHU JIeMOHCTPYIOTh, 110 MPOEKTHI 3601 4acTO € HACJIIIKOM He OJZHOTO PU3HKY, a CKJIAJ[HOI
B3a€EMO/i JIaAaTeHTHUX, BTOPUHHUX 260 OlocepeaKOBaHUX 3arpo3. Takui miaxig BiKpUBaE MOXKIUBOCTI JJIs
npiopuTesarnil ynpaBJliHCbKUX IHTepBeHL N i3 ypaXxyBaHHAM CUCTEMHOTO BIJIMBY PU3UKIB Ha KiHILEBY fAAKICTb
nporpamMHoro 3a6e3sneyeHHs (QyYHKIIOHANIbBHICTh, HAZAiHHICTB, 6e3MeKa, NiATPUMYBaHICThb TOIO).

Ha ocHOBI cucTeMHOro aHasni3y pejieBaHTHOI HAyKOBOI JIiTepaTypH Ta NOPiBHAHHA eMNIPUYHUX MOJeseH,
JOLJIBHO BUAIIUTH TpU 6a30Bi KaTeropii pusuKiB, 110 HAWGIIBII YACTO 3ra/lyl0TbCs B KOHTEKCTI BIJINBY Ha
akicTb [T-npoAyKTiB: TeXHIYHI, opraHi3aniliHi Ta 30BHilIHI. Taka TUIOJIOTiS He JIUIIE CIPOILYE iHTEpIpeTaLio
pe3y/IbTaTiB, a ¥ 103B0JIsIE YHIQIKyBaTH MiIX0AM [0 YIPABIiHHS PU3HMKAMU Y Pi3HUX $a3ax )KUTTEBOTO [IUKJIY
MporpaMHOTro 3abe3nedyeHHs — BiJf iHiniaIii 10 ekctyaranii.

TexHiuHI pU3MKM OXOILJIIOIOTH 3arpo3u, NOB’si3aHi 3 apxiTekTyporo [13, sKicTio Koxy, TeXHIYHUM 6oprom,
C/1a6K010 iIHYPACTPYKTYPHOI CYMiCHICTIO, HECTAY€el0 TECTYBaHHS ab0 CKJIAJHICTIO BIIPOBA/XKEHHS 3MiH. Y J0-
cnimxenHi van der Zwaag et al. [4] emnipryHO MoKa3aHo, 110 HaAMipHe TOBTOPHE BUKOPUCTAHHSA KoAy (cross-
project code duplication) y npoyKTOBuUX JiHifIX NPU3BOAUTH [0 HAKONHWYEHHS apXiTEKTYpHOro 6opry, 1o,
CBOEI0 YEPIO10, HETaTUBHO BIJIMBAE HAa NiATPUMYBaHICThb i MaciiTaboBaHicTh cucTeMH. Taki pU3uKH 4acTo 3a-
JIMIIAIOTHCS 11033 30HOI0 YBaru MeHe/PKePiB Yepe3 CBOI0 PUXOBAHy NPUPOAY, TPOTE MAlTh [VIMGOKUH BILJIUB
Ha JOBIrOCTPOKOBY AKICTb.

OxpiMm Toro, sk ZoBoAATh Saadatmand et al. [7], y mpoekTi SmartDelta aBToMaTn30BaHUM aHaIi3 3MiH MiX
Bepciamu I13 103BoJIS€ He TMLIe BUABJIATH NOPYLIEHHS SKOCTI, ajle ¥ IPOrHo3yBaTH PU3UKH IX ecKajaLii npu
posropTaHHi HOBUX pyHKIioHaIbHOCTEH. Takuil miJxiJ J03B0OJISIE peasli3yBaTH iHTErpOBaHUM KOHTPOJIb SIKO-
cTi Ha piBHi DevOps-nponecis.

OpranisaniiiHi pu3vKH BKJIIOYAOTh IPO6JIEMHU B yIPABIiHHI, KOMyHiKaLisIX, KyJbTYPi IPOEKTY, POJIsX i Bif-
MOBiAANbHOCTSAX, @ TAKOX Y MPUUHSATTI pileHs. Y gocaimkenHi Moussa et al. [1] mpogeMoHCTpoBaHO 3acTOCy-
BaHHA MAllMHHOTO HaBYaHHA AJIA MOJeJIIDBaHHA CUCTEMHUX PU3UKIB HA OCHOBI JaHUX B3aEMOZI1 MiX miZpo3-
JiJaMu B iHGPaACTPYKTYPHUX NPOEKTAX. X04a KOHTEKCTOM BUCTyINA€ OYAiBHUIITBO, JIOTiKa MO/iesi J03BOJISE
ajantyBarti ii go [T-cepefoBulla, /e aHAJIOTIYHO iCHYE Mepeka 3a/IeXXKHOCTEN MiXK TeXHIYHMMHU KOMaHJaMH,
MeHe/PKMEHTOM i 3aljikaBJIeHUMH CTOPOHAaMU. AITOpUTMiYHa Ki1acudikalis pU3uKiB Ta BUSIBJIEHHS «BY3bKHUX
MiCLib» Y KOMYHIKal[iiHUX NMOTOKaX HaJalTb HOBI IHCTPYMEHTH [Ji1 PaHHbOTO BUAABJIEHHA OpraHi3aliliHol
HecTabiNbHOCTI.

Takox y gocnimkeHHi Wang et al. [5] peasizoBaHo My/ibTHareHTHe MO/IeJIIOBaHHSA, IKe MOXe OYTH TpaH-
chopMoBaHe AJis1 ONUCY MOBEAIHKM KOMaH/ pO3p06KH B YMOBaxX CTpPecy, lepeBaHTaXKeHHS a60 3MiHU Npiopu-
TeTiB. Hanpukiaz, areHTH MOXKYThb pepe3eHTyBaTH Pi3Hi posii B KoMaH/i (pO3pO6GHUK, TECTYBaJbHUK, TPO-
JlaKT-MeHepKep), a X B3aeMOoZisl — MOZie/II0BaTH PU3MKOBI CUTYyaLil Ha KIITAJIT pesi3y miJ TUCKOM Jie/I1alHiB.

30BHILIHI PU3MKH OXOIJIIOIOTh BIVIMB GAKTOPIB CepesioBHIIA, PUHKY, MOJITUKH, HOPMaTUBHOTO PETyJII0-
BaHHSA a00 coliaibHUX TpaHcopmarii. ¥ po6oTi [15] Ha nmpukIazi 3esieHUX OyiBeIbHUX MaTepiajiiB moKa-
3aHO, IK NOJBIMHUM THUCK (BUMOTH PUHKY + Jep:KaBHi ekoJsioriydi HopMu) GopMye pU3MKH A1 CTabiIbHOCTI
Ta NMPOrHo30BaHOCTi 6i3Hec-nporeciB. Y koHTeKcTi IT Taki pU3MKU MOXKYTb NPOSIBASATUCS SIK 3MiHH B 3aKO-
HOJABCTBI 1[0A10 06POOKHU MepCoOHANbHUX JaHUX (Hanpukiaz, GDPR), BiuiuB caHKIil, 3601 B JIaHIIOrax Io-
CTavyaHHS XMapHOI iHQpacTPyKTypH ab0 HEOUiKyBaHi TpeH U KOPUCTYBaLbKOI moBeAiHKH. [1oAi6HI BUKIHUKHU
MarTh CTpPATeriyHy Bary AJs1 KOMIaHiH, 1m0 po3po6ssoTe IT-TpogyKTH y BUCOKOPETY/IbOBAHUX rany3sx abo
Ha IJ106a/IbHUX PUHKAX.

Ha nepeTuHi kaTeropiii BUHMKaE CKJIaiHA 6araToBUMipHa KOHIrypanisi pusukiB, ika He MiAAa€ThCS MPO-
CTOMY iHTYITUBHOMY OLIiHIOBaHHIO. Y IIbOMY KOHTEKCTI JjocIiKeHHs Saiz et al. [8] 3ac/iiyroBye Ha ocobinBy
yBary. ABTOpY NPONOHYIOTh CUMI€BPUCTUYHUM MifXiJ 10 mopTdespHOro ynpaBaiHHS PU3UKaMH, L0 HOEA-
HY€E ONTHUMIi3aLiio AKOCTi, BUTpAT Ta rpadikiB y 6araTonpoeKTHOMY cepeloBUILi. BpaxyBaHHs KopeasiLii Mix
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pU3MKaMH, a TaKoXK ePeKTiB epeprBaHb i 3aTPUMOK J03BOJISIE AZANTYBATH MO/IEJb /10 AUHAMIYHOI'O XapaK-
Tepy IT-po3po6ky, 0co6MBO B yMOBax Hy4KUX MeTozoJi0TiH (Agile/DevOps).

3anponoHOBaHe TpUPiIBHEBE CTPYKTYPYBAaHHA — TeXHIYHI, OpraHisaniiHi Ta 30BHIlIHI pU3UKHU - € pe3yJib-
TAaTOM CHHTE3y MiAX0AiB, anpo60BaHUX Y MPOBIAHUX MDKAWCIUIJIIHADHUX AOCHiKeHHAX. BoHO 6a3yeTbcs
He Ha abCTpaKTHiM kjaacudikalii, a Ha eMnipyUYHO MiATBEPAKEHUX 3aKOHOMIPHOCTSAX BIIMBY Pi3HUX THIIIB
pHU3UKIB Ha fIKICTh MporpaMHoro 3abesneyeHHs. 3aCTOCYBaHHS TaKOi THUMOJIOTI JO3BOJISIE MTOELHATH SIKicC-
HUH eKCEPTHUH aHaJIi3 3 KiJIbKiCHUM IPOrHO3YBaHHSM BILJIMBY PU3HUKIB, GOPMYIOYM OCHOBY AJIsI CTBOPEHHS
epeKTUBHUX MoJiesiell TPUUHATTS pillleHb Y CKJIaJHUX LUPPOBUX EKOCHCTEMAX.

3 MeTol0 3abe3neyeHHs MOPIBHIOBAHOCTI Ta y3araJbHEHHSI pPe3yJsbTaTiB, OTPMMAHUX 3 Pi3HUX JKepeJ,
y MeXaxX JaHOT0 JOCTiIKeHHsS 6y/Io po3po6JieHO MeTOAUYHY MPOLeAYPY OL[iHIOBAaHHS BIJIMBY PU3UKIB pi3-
HOI NpupoAM (TeXHIYHUX, OpraHi3anifiHMUX Ta 30BHILIHIX) Ha K/AO4Y0Bi napameTpu sikocti IT-npogykris. Taka
npoueAypa BKJIK4Yasia AK HOpMaJli3alilo NepBUHHUX JAaHUX, TAK | eKCIIepTHe IIKaJI0BaHHA y BUNIAZIKaX, KOJIU
npsami KinpkicHi 3HaYeHHs B my6JiKanisix 6y/iu BiACyTHI, ajle HAsBHUH SIKICHUH ONKC BILJIUBY.

OcHOBHI KpOKHU NpoLeAypHy BKIKOYAJIU:

1. BugineHHs1 pesieBaHTHUX NPUKJIAAIB i3 HAyKOBUX My6JIiKalii: A1 KoXKHOI KaTeropii pusukiB 6ys10 06-
paHo 1o JieKiJbKa KeNCiB, ie aBTOpU NMpsiMOo ab0 ornocepeJKOBaHO BKa3yBaJd Ha 3MiHU ¥ NIPOEKTHUX METpPH-
KaX, TaKUX fIK MATPUMYBaHICTBh, KiIbKICTb iedeKTiB, 3aTPpUMKa pesti3y, NPOAYKTUBHICTb TOLIO.

2. [lepekJaz AKiCHUX NOKa3HUKIB Y KinbkicHy ¢opmy. HanpukJiaj, «<3Ha4yHe 3pOCTaHHsA KiabKocTi fedek-
TiB» iHTepnpeTyBasocs fAK 36iabieHHS Ha 225 %, «CyTTEBA 3aTPUMKa peti3y» — K BifTepMiHyBaHHs NIOHAJ,
20 % Bij 3an/1aHOBAHOTO TEPMiHY, «IOTipLIEHHS NiATPUMYBaHOCTI» — Yepe3 NPUPICcT Yacy Ha 3MiHy a6o ycy-
HeHHsI MOMUJIoK 230 %.

3. Y3ara/bHeHHd BIJIMBY Ha TPU OCHOBHI METPUKMU KOCTI: TEXHIYHA Li/iCHICTh, 4aCcOBi BTpATH, 3pOCTaH-
HS BUTPAT Ha HiATPUMKY. [JIs KOXKHOTO THIY PU3UKY NPOBOAMJIOCH EKCIIEPTHE OLiHIOBaHHS M 0064YMCJIIOBaA-
JIMCb YMOBHI cepe/iHi BiZjCOTKOBI 3MiHH.

4. Hopmauisarnis mkas i 3Be/ieHol Tabuili. 3HavYeHHs Oy/Iu npuBefeHi o eaguHoi mkaau 0-100 %, xe
100 % - MakCcMMa/JIbHUH BIVIMB PU3UKY B aHa/li30BaHOMY NpuKaafi, a 0 % - BiACYTHICTb BUABJIEHOTO BILJIUBY.

151 3a6e3nedyeHHs 06’ EKTUBHOCTI 6YJI0 3aCTOCOBAHO TPHUETAIHY BaJTiAAIi0:

® MiX/pKepesbHY (MepeBipKa MTOBTOPIOBAHOCTI OLiHOK y KITBKOX /pKepesiax),

e BHyTpilHIO (cHiBBiZHECEHHS SIKICHOTO ONKCY 3 YMC/I0BOO IIKaJIO0I0),

e JoriyHy (onjiHKa BHYTpiIIHBOI BiAMOBiAHOCT] BIUIMBIB Ha pi3Hi aCeKTH SKOCTI).

Y pesynbrarti i€l nponeaypu 6ysio moO6yA0OBaHO y3arajbHeHy Tabuio (Tab. 1) 3 npuK/IaZjlaMu pU3HUKIB
3a KOXKHOIO KaTeropie€lo, o eMOHCTPYE He JIMlIe IX XapaKTep, a ¥ KiJIbKICHUH BIJIMB HAa NPOEKTHY AKICTH 3a
THUNi30BaHMMU OKa3HUKaMU. Taku# miAxiJ A,03BOJISIE MePEUTH BiJ ONMCOBOI TUNOJIOTII 10 oneparnioHasi3zo-
BaHOTO iHCTPYMEHTA /JIs aHaJ1i3y pu3ukoBuX npodiniB IT-npoekTiB Ha pi3HUX da3ax KUTTEBOTO LIUKITY.

Tabaung 1
Knacudikanis pusukiB y npoekTax po3po6ku IT-npoaykTiB Ta ixHiil KiJIbKiCHMI1 BILIUB Ha AKICTh
BnuiuB Ha 3pocTraHHA 3aTpuMKa
KaTeropis pusuky KoHKkpeTHM pU3HK TeXHiYHY BUTpAT HA TepMiHiB
nijicHicTh NiTPUMKY pPo3po6KHU
TexHiyHUN l'IOBTopHe BUKOPHUCTAHHSA 25% 20% 15%
3actapisioro kogy
Apx1Te_KTypHa HecyMicHicTb 30% 18% 20%
MOJYJIiB
OpraHizanidHu# HecTabinbHicTb ynpaBiHHSA 10% 25% 30%
HPOEKTOM
BlﬂcyTHICTb KOMYHIKaIll MI>K 15% 22% 25%
KOMaH/iaMu
3oBHiIHIH PerysisiTopHa HeBU3HAYEHICTh 5% 10% 12%
Pi3ki KOJIMBaHHS MOIUTY 10% 12% 18%

[IpefcraBiieHa TaGaHIA IJIIOCTPYE Pe3y/IbTATH y3arajJbHEHHS KiJbKICHOTO BIUIMBY TUIIOBUX TEXHIYHHX,
opraHisal[iiHUX Ta 30BHIIIHIX PU3UKIB HA KJIIOYOBi aCleKTH SKOCTi IPOTPaMHOro 3abe3neyeHHs. 30KpeMa,
OyJ10 TpoaHaJsi30BaHO HAYKOBi JOC/TiIKeHHS, 0 MiCTATh eMIIipuYHi a60 3M0/Ie/IbOBaHi JlaHi 1010 BIJIMBY
KOHKPETHUX YMHHUKIB PU3HMKYy Ha TaKi METPHUKH, K MiJTPUMYBaHiCTh, CBOEYACHICTD peJiidy, cTabiNbHICTh
¢dyHKIioHa/MBHOCTI Ta BifgnmoBigHicTe BuMoraM. /s yHidikanil migxoay BHKOpUCTaHO cepesiHi 3HaUYEeHHS
BTpaTH [NOKa3HUKIB AKOCTI, oLjiHeHi 3a wkauow 0-100 %, Ha 0cHOBi BUSIBJIEHUX 3aKOHOMIpPHOCTEH.
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AHauni3 nokasas, 1[0 TeXHiYHi pU3HKH, 30KpeMa apxiTeKTypHi JedpekTH Ta HagMipHe AyOG/I0BaHHSA KOLY,
3aaTHi 3MeHIINTH nigTpuMyBaHicTh [13 Ha moHay 25 %, CyTTEBO BIJIMBAaOYM Ha HOTO AOBrOTPUBAIY SKICTh.
OpranisaniiiHi pu3uky, NOB’s13aHi 3 JIilepCTBOM, KOMyHIKaI[i€l0 Ta POJIIMU B KOMaH/i, MOXXYTb IPU3BOJUTH
Jl0 3aTpUMOK peunizy (0 40 %) Ta 3HMKEHHS NPOAYKTUBHOCTI. 30BHIIIHI PU3UKH, SIK-OT BIJIUB PETYJASTOPHOI
MOJITUKH 260 3MiHM PUHKOBOTO MOIHUTY, XapaKTePHU3YIOTbCS MEHII NPSIMHUM, ajle CACTEMHUM epEeKTOM, 30-
KpeMa 3HWKeHHSM BifgnoBigHocTi BuMmoram a0 20-30 %.

OTpuMaHi pe3y/bTaTH J03BOJISIOTH He JIMLIE PO3PI3HATH PU3UKHU 3a JpKepeJsioM, a U KiJIbKICHO oLiHI0Ba-
TH iXHIO 3HAUYIiCTh y KOHTEKCTI NPUUHATTSA pillieHb 1[0/10 ynpaB/iHHA skicTio [13 Ha pisHUX daszax KUT-
TEBOTO LIUKJIY.

BMCHOBKM Ta NepCNeKTUBHU. Y3araJbHIOIOYM pe3yJbTaTH NPOBEJEeHOr0 aHasli3y, MO>KHa CTBepP/AXKyBa-
TH, 1[0 PU3UKH B LUPPOBOMY CepeOBHUILIi MOCTAIOTh He JHIlIe sIK PaKTOpPH, AKi YCKIAAHIOITDb peaJslianito
IT-npoeKTiB, a ¥ IK CTPYKTYypOyTBOPIOIOYi eJleMeHTH, 110 GOPMYIOTb CaMy JIOTIKY yIpaBJiHHA fKicTio. Cy-
yacHi migxoau, mo 6a3yrThCA HA i30/IbOBaHIN OLHII KMOBIPHOCTI Ta BIJIUBY, HE BiZiMOBial0Th CKJIaAHOC-
Ti Mi>kpaKTOpHUX 3B’SA3KiB, XapaKTEePHUX AJis AUHAMIYHUX NPOrpaMHUX cucTeM. CamMe TOMY aKTyaJbHUM
€ mepexis 40 TaKMX MeTOJiB OLHIOBAaHHSI PU3UKY, IKi BPaXOBYITb 6araTOBUMipHY NMPUPOAY PHU3UKOBHUX
B3a€EMO/IiH, 4acOBY 3MiHHICTb IX 3HAYYL[OCTi Ta MOXKJIMBICTb KYMY/JIITUBHOTO epeKTy BIJIMBY Ha sIKicHIi xa-
PaKTEePUCTUKHU NIPOAYKTY.

BcraHoBJI€HO, 1[0 pU3UKH B IT He MOXKHA 3BOAUTH [0 OJJUHUYHUX MO YU aHOMaJIii — BOHU POPMYIOTh
uisicHi koHiryparil B3aeMozil, siki MalOTh JIaTEHTHY iHEpIilo Ta 34aTHi 3MiHIOBAaTH KPUTUYHI METPHUKH He
Jivie 6e3nocepeHbO, a i Yepe3 onocepeIKOBaHi BIVIMBH. Y IbOMY KOHTEKCTi Ha/[I3BUYalHO BaXKJIMBO BPaxo-
BYBaTH He TiIbKU GopMasIbHi KaTeropii pu3uKiB, a i Ix 3aTHiCTb TpaHCHOPMyBaTHCS MiXK JOMEHAMU — HALIPU-
KJ1aJ], TeXHiYHi lepeKTH MOXKYTh TOPOPKYBaTH OpraHi3aniiiHi Kpu3y, a 30BHILIHI 06MeKeHHS — TPOBOKYBAaTH
apxiTeKTypHI KOMIpOMicH. 3pOCTa€ poJib aANTUBHHUX MiAX0AIB, AKi NOEAHYIOTh CTPYKTYPHE KapTyBaHHS pU-
3UKIB, CLleHapHe NPOTrHO3yBaHHSA | aBTOMAaTU30BaHe BUABJIEHHSA 3MiH y AJMHaMILi AKICHUX IOKAa3HUKIB.

[lomanbiui focaimKeHHS B il MJIOLIMHI JOLIJIbHO OPIEHTYBATH Ha PO3POOKY riOpUAHUX MoJe el AKi 103-
BOJIAIOTH IHTETPyBaTHU AKICHI 3HAaHHA PO IPUPOAY PU3UKY 3 KiJIbKICHUMU [TapaMeTpaMU NPOEKTHUX METPUK.
Oco6sinBOi yBaru norpebye popmaJtizanisi afanTUBHUX MeXaHi3MiB pearyBaHHs, [0 BPaxOBYIOTb He JIHIIE
3HauYeHHA PU3UKY B MOMEHTI, ajle ¥ Moro icTopilo, 4aCTOTHICTb NOBTOPEHb, TUINOBI CleHapii NoIKUpPEeHHA Ta
CTIMKICTb [0 30BHIIIHIX BTpy4aHb. O4eBU/IHUM TAKOX € 3allUT Ha CTBOPEHHS CUCTeM, IKi aBTOMAaTH4HO Bij-
CTAKOBYIOTH NEpexiJiHi CTaHU MK ¢pa3aMu >KUTTEBOTO LIUKJIY PO3POOKH M acOLiI0I0Th iX i3 pUSUKOBUMH KOH-
dirypauisiMy, 103BOJIAIOYY 3a34aJ1€riAb iieHTUIKyBaTH Bpa3/InBi JiJITHKU IPOEKTY.

EBouttoniist po3yminHa pusuky B [T-chepi Bege 10 3MileHHS aKLeHTIB — Bif TpaJULiliHOTO KOHTPOJIIO 10
NepeJUKTHBHOIO MUCJIEHHS, BiJj peaKTUBHOI'0 YCYHEHHA HACAiAKIB [0 IPOAKTUBHOI'O MOZEJIIOBAHHA CKJIA/J-
HUX cuTyanii. Came Lie BiIKpUBAE IJISX 0 CTBOPEHHS OibII CTIMKUX, MAaCIITA60BAaHUX i AKICHO KEPOBAaHUX
iHpopManifiHUX cucTeM y BiAOBiZAb Ha BUKJIUKU Cy9aCHOTO TEXHOJIOT{YHOTO CEpeOBUILA.
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APXITEKTYPA IH®OPMAIIITHOT TEXHOJIOTIi OCBITHhOI AHAJIITUKH
3 BUKOPUCTAHHAM IHTEJIEKTYAJIBHOT'O AHAJII3Y JAHUX

Anomayisa. Y cmammi po3aasiHymo nioxodu do no6ydosu apximekmypu iHgpopmayitinoi mexHoso02ii oceimubvoi anani-
muku 3 iHmezpayiero Memodie iHme/s1eKmya1bHo20 aHaizy daHux. 3anponoHO8aHO KOHYenmyaabHy Modeab aHaAimu4Hoi
cucmemu, sika 00380451€ BUSIBASIMU 3A1EHCHOCI MidC aKMUBHICMI0 cmydeHmie y Hag4a 1bHOMY cepedogulyi ma iXHbOH aka-
demiyHOKW ycniwHicmio, a makoxc eusHayamu 4acosi namepHu eidgidysarocmi. 3acmocy8aHHs KAacmepHo20 aHanizy 0aao
3Mo02y 8UOKpeMumu munosi nogedinkosi epynu cmydeHmis, Wo 8idkpusae nepcnekmugu 0151 nepcoHaizayii Hag4aHHs ma
PAHHb020 8USI8/AEHHS PU3UKIB. Pe3yabmamu 00CAI0HCEeHHS MOXHCYMb 6yMuU BUKOPUCMAHI 0151 pO3p06KU edheKMUBHUX cucmem
niompumku nputiHsmms piweHs y 3ak1adax euujoi oceimu.

Mema po6omu. Po3po6ka koHyenmya/avHoi apximekmypu iHgopmayitiHoi mexHoa02ii oc8imHboi aHasimuku, sika
iHmezpye Memodu iHmes1eKMyaabH020 AHAAI3y JAHUX 0151 8USIB/IEHHS NPUXOBAHUX 3AKOHOMIpHOCMell y nogediHYyi cmy-
deHmis, npo2HO3y8aHHA akademivHoi ycniwHocmi ma niompumku npuliHimms ynpasaiHcbKux piweHs y cgepi suujoi
ocsimu. Ocob.augy ysazy npudizieHo 3acmocy8aHHI0 a120pummie MawWUHHO20 HA8YAHHS, KAACMeEPHO20 aHANI3Y, peape-
CiliHo20 Modeaw8aHHs ma ei3yanaizayii daHux y koHmekcmi no6ydosu eekmugHoi, macuwmabosaHoi ma adanmugHoi
aHaaimu4yHoi cucmemu.

Memodosoz2isn. Memodoio2iuHy ocHo8Y 00CAi0KHCeHHSI cmaHo8umb MixcducyunaiHapHutl nioxid, wo noeoHye npuHyunu
0c8IMHbOI aHaiMuKu, iHmeseKmyaabHo20 aHanizy daHux ma apximekmypHo20 npoEKMY8aHHs iHopmayitiHux cucmem.

Haykoea Ho8U3Ha 00cAid2#ceHHA nosi2a€ 8 iHmezpayii Modynie 8izyanizayii, npozHo3y8aHHs ma nidompumKu nputiHam-
msi piweHs y eduHy apximekmypy, opieHmogaHy Ha nompe6u 3axkaadie suwoi oceimu ma npakmuyHitl anpobayii Mmodesi Ha
peasbHux daHux 3 LMS, wjo niomeepdixcye ii epekmueHicms ma adanmugHicmb 0o yM08 CyuacHo20 0C8imHb020 cepedosuiyd.

BucHosku. /[losedeHo, wo po3pobka iHpopMayitiHux mexHo.102ill Ha OCHO8I BUKOPUCMAHHS Memodie iHme1eKmya1bH020
aHasizy 0aHux npu enpoeaodHceHHi cucmem e1eKMpPOHHO20 HAGUAHHSA CNPUSIE BUPIWEHHI0 3a0aY, NO8 A3AHUX I3 PO3YMIHHAM
nosediHku cmydeHmis, noAINWeHHAM IKOCMI e/leKMPOHHUX Kypci8, B00CKOHA/IEHHAM MeMOJUK HA8YAHHS, 3MEHUEHHSIM 8U-
mpam Ha opzaHizayito npoyecy HA84aHHs Ma 8U3HAY A€ NOOA/IbWI HANPSAMU 0C8IMHbBOI AHANIMUKU 8I0N08IOHO 0 3a2a/1bHO-
ceimogux meHdeHyitl.

Kamwouoei cnoea: ocsimus aHanaimuka, iHmesekmyanvHull aHaniz daHux, apximekmypa iHgopmayitiHoi cucmemu, ma-
WUHHe HABYAHHS, KAacmepu3ayis, Npo2H03y8aHHS YCNIWHOCMI, HA84A1bHA AKMUBHICMb, cucmeMU NiIOMPUMKU npuiiHamms
piweHny, 8izyanizayis oceimuix danux, Learning Management System (LMS).

Yevhenii KLYMENKO, Olena HLAZUNOVA. ARCHITECTURE OF EDUCATIONAL ANALYTICS INFORMATION
TECHNOLOGY USING DATA MINING METHODS

Abstract. The article explores approaches to designing the architecture of educational analytics information technology
with the integration of data mining methods. A conceptual model of an analytical system is proposed, enabling the identification
of relationships between student activity in the learning environment and their academic performance, as well as the detection
of temporal attendance patterns. The application of cluster analysis made it possible to distinguish typical behavioral groups
of students, opening prospects for personalized learning and early risk detection. The research results can be used to develop
effective decision support systems in higher education institutions.

Purpose of the Study. To develop a conceptual architecture of educational analytics information technology that integrates
data mining methods to identify hidden patterns in student behavior, predict academic performance, and support decision-
making in higher education. Special attention is paid to the application of machine learning algorithms, cluster analysis,
regression modeling, and data visualization in the context of building an effective, scalable, and adaptive analytical system.

Methodology. The methodological basis of the study is an interdisciplinary approach that combines the principles of
educational analytics, data mining, and information systems architecture design.

© €. Knnmenko, O. [a3yHoBa, 2025

CTaTTsa NOIHMPIOETbCA Ha yMoBax JineHsii CC BY 4.0

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 69



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

Scientific Novelty. The scientific novelty of the study lies in the integration of visualization, forecasting, and decision
support modules into a unified architecture tailored to the needs of higher education institutions, as well as in the practical
validation of the model using real LMS data, which confirms its effectiveness and adaptability to the conditions of the modern
educational environment.

Conclusions It has been proven that the development of information technologies based on data mining methods in the
implementation of e-learning systems contributes to solving tasks related to understanding student behavior, improving the
quality of online courses, enhancing teaching methods, reducing the cost of organizing the learning process, and defining
future directions for educational analytics in line with global trends.

Key words: educational analytics, data mining, information system architecture, machine learning, clustering, performance
prediction, learning activity, decision support systems, educational data visualization, Learning Management System (LMS).

IlocTaHOBKa mpo6JieMHU. Y cydacHUX yMoBax LuppoBoi TpaHcdopmalii ocBiTHU 3pocTae noTpeba y BIpo-
Ba/>KeHHi iHHOBaLiiiHUX iHpOpMaLiiHUX TEXHOJIOTIH, 3JaTHUX 3a6e31eYuTH ePpeKTUBHE yIpaBJiHHS OCBIT-
HIM IPOIIECOM, MOHITOPHHT aKaZeMidyHoI yCIilIHOCT] Ta NPUIHATTS OGI'PYHTOBAHHUX pillleHb HA OCHOBI Ja-
HuX. OJHUM i3 KJII0YOBUX HaNpPsIMIB y LIbOMy KOHTEKCTi € OCBITHSl aHa/IITHUKa, SIKa MOEAHYE METOAHU 360Dy,
00pOOKHM Ta iHTepHpeTalii OCBITHIX JAaHWUX 3 METOIO MMiIBUIIEeHHS IKOCTi HABYaHHS Ta YIPaBJIiHHSA OCBiTHIMHU
cucteMaMu. Oco6JIMBOI aKTyaIbHOCTI HabyBa€e po3pob6Ka apxXiTeKTypu iHpopmariiiHol TexHo 0Tl OCBITHBOL
aHaJIiITUKHY, fKa 6 iHTerpyBaJsia iIHCTPYMEHTH iHTeJIeKTYaJbHOI0 aHa/li3y JaHUX Y €UHY CUCTEMY MiATPUMKHU
NPUHHATTA pilleHb. TakUK MiAXif 03BOJISA€ He JIMIIe BUABJATH IPUXOBaHI 3aKOHOMIPHOCTI y NOBe/iHLI CTY-
JleHTiB, a il NPOrHO3yBaTH PU3UKHU aKaZeMidyHOI HeyCNilIHOCTi, ONTUMi3yBaTH PO3KJaJ 3aHATb, IePCOHaNI3y-
BaTH HaBYaJ/IbHi TPAaeKTOpil Ta miBUILyBaTH ePEKTUBHICTb OCBITHIX CTpaTeriH.

3 oAy Ha cTpiMKe 3pOCTaHHS 06CATIB OCBITHIX JJaHUX, 1110 TeHEPYIOThCS B CUCTEeMaX yIpaBJ/iHHS HaB-
yaHHAM (LMS), esleKTpOHHUX KypHasax, 1aTGopMax JUCTAHLIHHOrO HaBYaHHS TOIL0, I0CTAE HEOOXiJHICTh
y CTBOpeHHi rHy4Koi, MaciiTaboBaHoI Ta 6e3MeyHol apxiTeKTypH, 3//aTHOI 3a6e3Me4YnTH MOBHUM LIUKJI aHai-
THUYHOI 06p06KU JaHUX — Bizi 360py A0 Bizyasizauii pe3ysbraTiB. TakuM YnHOM, JocaigkeHHs y cdepi apxXiTek-
Typu iHpOpMaLiHHUX TEXHOJIOTIH OCBITHBOI aHA/ITHKY € HAA3BUYAWHO aKTYaJbHUM i Ma€ BaroMe NpakTUYHE
3HaYeHHA [AJi PO3BUTKY Cy4acHOI OCBITH.

AHasti3 ocTaHHIX JOC/HiKeHb Ta NMyG6JnKalii. YIpoJoBX OCTAaHHBOTO AECSATWIITTA OCBITHS aHaJiTHKA
(Learning Analytics, LA) Ta iHTesekTyasbHUM aHasi3 ocBiTHiX AaHux (Educational Data Mining, EDM) ctanu
KJII040BUMH HaNpsIMaMu JoCixeHb y cdepi nudpoBoi TpaHcpopmanii ocsiTy. [x MeTa nosisirae y BUsIB/IeHH]
3aKOHOMIpPHOCTeH y MMOBeAIHIi CTYAEHTIB, IPOrHO3YBaHHI akaZleMiYHOl YCIIIIHOCTI Ta MATPUMLi IPUNHATTA pi-
LIeHb Ha OCHOBI AaHuX. Tak, Romero i Ventura [4] y cBoeMy or/isifii MiZIKpeC/II00Th, 1110 Cy4acHi CUCTEMU OCBITHBOL
aHa/ITUKM Aefali yacTille iHTerpyoThb a/ITOPUTMHU MAallIMHHOI'O HaBYaHHS, 30KpeMa KJIacTepH3allilo, perpeciiine
MOJIe/IIOBaHHS Ta HEMPOHHI Mepexi, /151 aHaJ1i3y BEJIMKUX 00CATIB OCBITHIX JaHUX. BiTYM3HSAHI HAyKOBIi TaKoX
aKLeHTYIOTb YBary Ha BaXKJIMBOCTI NOGY/J0BU aallTUBHUX apXiTEeKTYp, 3JJaTHUX JI0 MacIITabyBaHHA Ta iHTerpa-
uii 3 LMS-niatrdopmamu [1-3] Papamitsiou Ta Economides [9] npoBesiv cucTeMaTUYHUN aHali3 eMIipUYHUX J0-
caimxeHs y ranysi LA Ta EDM, BUsBUBLIY, 1110 Oi/bIIICTL POOIT 30cepeKeHi Ha aHasi3i BifjBilyBaHOCTI, aKTHB-
HocTi B LMS Ta onjiHroBaHHs1. BOoHM Haro/o1myo0Th Ha IOTPe6i y CTBOPEHHI THYYKHUX apXiTEKTYD, AKi 03BOJISIIOTh
MOEAHYBATHU Pi3Hi [pKepesa JaHUX Ta 3a6e3Mevy0Th Bidyasisaliito pe3yabTaTiB AJ1s1 BUK/IaAadiB i agMiHicTpaTo-
piB. [HIIi mociigHuKY, 30KkpeMa [7-8; 10-11] po3risiaroTh BUKOPUCTAHHS aHAITUKHY JJIsI MiITPUMKY aKaJieMid-
HoI ycmilmHoCTi y BUILiK OCBITi. ¥ cBOIX po60Tax BOHM HAaBOAATb NPUKJIAJH BUKOPUCTAHHS iHTE/EKTYaJlbHOrO
aHasli3y OCBITHIX JJaHUX, IPOIIOHYIOTb KOHLIENITya/IbHY MOJieJIb apXiTeKTYPH OCBITHBOI aHaJIITUKH, AKa BKJIIOYaAE
MozyJli 360py, 06p06KH, aHaIi3y Ta Bisyastizanii janux. Oco6/IMBY YBary npu/iJieHO MUTaHHAM e TUYHOCTI, KOH}i-
JeHIiiiHOCTi Ta inTepnpeToBaHocTi Mozeneit. Kpim Toro, IEEE Ta Springer [5; 10] perynsipHo ny6/iKy0Tb pe3y/ib-
TaTH J0CTiKeHb, IPUCBIYEHHUX apXiTEKTYPHUM pilleHHAM y cdepi 0CBITHBOI aHAIITHKY. 30KpeMa, y MaTepiaiax
koHdepeHLil ICDM [6] npeacTaB/ieHo MPUKJIALU peastizalil aHaIITUYHUX I1aTHOPM, 1[0 BUKOPUCTOBYIOTD aJl-
ropuTMHU Kiacudikailii, KJacTepusaril Ta NporHo3yBaHHs JJ1s1 aHAi3Y TOBEJiHKU CTY/I€HTIB.

TakuM 4YWHOM, aHai3 JliTepaTypH CBiAYUTH NPO 3pOCTalduil iHTepec /10 N06y0BU apXiTEKTYP OCBITHBOI
aHaIITHKHY, 10 6a3yI0ThCA HA METO/axX iHTeJleKTyaJbHOr0 aHalidy gaHux. [IpoTe, 3a/1ua€TbCA BiKPUTUM
MUTAHHA 1o/0 YHipikanil nizxoiB 10 apxiTeKTypHOTO MPOEKTYBAHHS TAKUX CUCTEM, 110 1 06YMOBJIIOE aKTY-
JIBHICTD NOAANBIUNX AOCAIKEHDb Y IbOMY HaNPSMI.

MeTo10 cTATTi € po3p0o6Ka KOHILENTYaJbHOI apXiTeKTypH iHpopManiiHoI TeXHOJIOTil OCBITHBOI aHAMITH-
KU, fIKa IHTerpye MeTOJU iHTeJIeKTyaJIbHOT0 aHa/li3y JaHUX /Jisl BUSIBJIEHHS PUXOBAaHUX 3aKOHOMIpPHOCTEN
y MOBeJiHLi CTy/leHTiB, IPOTHO3yBaHHSA aKaJleMi4HOI YCHIIIHOCTI Ta NiATPUMKH NPUUHATTSA YIPaBAiHCbKUX
pimens y cdepi Buioi ocBiTH. Oco6MBY yBary npuziieHo 3aCTOCYBaHHIO aJI'OPUTMIB MAalIMHHOI'O HABYaHHH,
KJIaCTepHOTr0 aHaJli3y, perpeciiHOro Mo/le/1Il0BaHHA Ta Bisyasisalil aHUX y KOHTeKCTi N06y0BU epeKTUBHOI,
MaclITaboBaHOI Ta aJalTUBHOI aHAJiTUYHOI CUCTEMH.

BukiiaJ, OCHOBHOIr0 MaTepiasay. BiinoBijHO A0 cy4acHUX MiXKHapOAHUX TeHJeHLild A0 6inbLIol aBTO-
HOMii 3aKJIa/liB OCBiTH, BUKOPUCTAHHS OCBIiTHIX JaHUX AJs1 iHopMyBaHHS NpPO MPUNHATTS pillleHb L[0A0
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MPOrHO3yBaHHS OCBIiTHIX TpaeKTOpiH 3106yBaviB OCBiTH, Mi/I3BITHOCTI Ta CAMOBAOCKOHA/IEHHS € KDUTUYHUM
MUTAHHSM. [HTeJIeKTyaJbHUHM aHaJli3 OCBITHIX JaHUX CTaB 0G0OB’SI3KOBUM HAMpPSIMOM AOCJiP)KeHHs 3aBJSIKU
6araTbOM IepeBaram, IKUX MOXKyTb JOCATTH HaBYaJ/IbHi 3aKJ/1a/i¥, BUKOPUCTOBYIOUM iHpopManiiiHi TexHo10-
rii OCBITHBOI aHAJNITUKHU.

3aBAsIKM MTOSIBi HOBUX CUCTEM, TEXHOJIOTIH, MPUCTPOIB i 3ac06iB 3B's13KY KIIBKICTb JaHUX, 1[0 BUPOOJISIOTh-
cs1, CTPIMKO 3pOCTaE€ 3 KOXXHUM POKOM. BesiMKi aHi BK/II0OYalOTh AaHi, CTBOPEHi pi3HUMHU NPUCTPOSAMH Ta IPo-
rpaMaMy, SIK-OT ZjaHi OCBiTHiX cepBiciB Ta miaTdopM ynpasJiHHS HaBYaHHAM abo0 AaHi MOIYKOBUX CHUCTEM.
3o0KpeMa, [pKepesia HaAXoPKeHHs JaHUX NPOo OCBITHIHM npolec y3arajapHeHo Ha (puc. 1).

Ve BIACOTOR MPMEYTHOCT] 3108yRaYIE OCRITM K3 LIHATIRX
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Puc. 1. KaHaiv HagXoA)KeHHsA JaHMX PO OCBITHI# npouec

Y Hawomy gocsiZpKeHHi /1 aHaiTUKHA OCBITHBOTO MPOLLeCy BUKOPUCTOBYBAJIUCh JaHi 3 3 [pKeper:

- Ilporpamuuii kommiekc EJEBO MicTUTh AaHHI npo 3706yBava ocBiTH (mepcoHanbHi gaHi ocobu - [11b
Ta AlaTa Hapo/pKeHHs, jaHi JOKyMeHTa, 1110 NTOCBijuye 0co0y, JOKYMEHTIB IIPO OCBITY, peecTpaliiHUIl HOMep
006J1iK0BO1 KapTKku miaTHUka nozaaTkiB (PHOKIII), ctpoky HaB4YaHHS, OKYMEHTH IPO OCBITY, MOCIi0BHICTD
3/100yTTS OCBIiTH.

- LMS 3zakusaay ocitu (Learning Management system - moodle) 36uparoThb i 36epiraioTh AaHi, MoB’s3aHi
3 OIaHYBaHHSAM CTYJ€HTAaMHU 3MICTY KypCiB, OL[iHIOBaHHSIM | 06rOBOPEHHSIMH, HaAAI04H JJaHi PO 3a/1y4eHiCTh
CTY[EHTIB, pe3yJIbTaTUBHICTb OCBITHBOTO MPOLECY | HABYa/IbHY [1OBE/IHKY.

- IHdopmaniiiHa cucrema «/lekaHaT» — aHa/MITUKA iHAWMBiAYyaJbHOI OCBITHBOI TpaeKTOPil Ta ycmimHoOCTi
CTY[EHTIB.

MeTotro 3aKJ1aZiB OCBiTH B paMKax HaZlaHHA OCBITHiX nocayr, 3okpeMa i HYBIII Ykpainu € nigBuieHHA KO-
cTi ocBiTH Ta ycnimwHoCTi 3406yBayiB. ToMy nif6ip iHCTpYMeHTIB /151 aHAMITUKHU OCBITHIX AaHUX 3 LUPPOBUX
J1IaTPOPM OCBITHBOTO Cepe/lOBUILA € BaXK/IMBUM eTanoM iHPopMaliiHUX TeXHOJIOTIN Ta 3allOpyKOI0 OTpH-
MaHHA Ba/liAHUX IPOTHOCTUYHUX MOJeJen.

[IpoekTyBaHHA apxiTeKTypH iHpopMaliiiHoi TexHoJIOril 0CBITHBOI aHAMITUKU 3A4iCHIOETHCS 3 ypaXyBaHHAM
BUMOT /10 pyHKIiOHAJIBHOI TOBHOTH, MaclITab0BaHOCTI, iHTeponepabesIbHOCTI Ta 3pyYHOCTI 06PO6GKH JJaHHUX i3
pi3HUX OCBITHIX MKepeJ1. 3arajbHa apXiTEKTypa CUCTEMHU 6a3yETHCA HAa MOJY/JIBHOMY MPUHLHII, 110 [J03BOJISIE
He3aJIeXHO PO3pO06JIATH, BIPOBAPKyBaTH Ta OHOBJIIOBATH il KOMIIOHEHTH 6€3 NOpyLIeHHs LiIJTiICHOCTI CUCTEMM.

CucTreMa BKJIIOYA€E HACTYIHI OCHOBHI Moayui (puc. 2):

1. Moayns 360py Ta iMOoOpTy AaHUX 3abe3nevye MiJK/JAOUYEHHS A0 30BHILIHIX JKepeJs JaHUX: CUCTeM
ynpaBJiiHHA HaBYyaHHSAM (LMS, 3okpema Moodle); equHol nep:kaBHOI e/leKTPOHHOI 6a3u 3 MUTaHb OCBITH
(EAEBO); aBTOMaTHU30BaHOI CUCTEMU yNPaBJAiHHA «/ekaHaT»; BIAKPUTUX AepKaBHUX ab60 BHYTpIlIHIX pee-
ctpis 3BO.

2. Moaynb 36epiraHHs Ta 06pOOKM AJAHMX BUKOHYE 3aBJlaHHS 3 OYMIEeHHS, HopMasisanii, arperarii Ta
MiITOTOBKM JaHUX JJ151 NOAAJIbIIOr0 aHali3y. PeanidyeTbcs Ha 6a3i 6a3u faHux Tuny Data Warehouse.

3. Moay/b iHTe/1eKTya/JIbHOTO aHaJIi3y peasisye aJropuTMU MAlIMHHOTO HaBYaHHA (kyacudikanis, pe-
rpecis, KJacTepu3allis,, acoljiaTUBHUI aHaJi3) Ta iHTepnpeTaniiHi mogeni (SHAP) a5 BUsBJIEHHS 3aKOHO-
MipHOCTe Ta IPOrHO3yBaHHS OCBITHIX pe3yJbTaTiB.
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4. AHa/iTUYHMU MOAYb Bisyaaisaunii no6ysoBaHuil Ha ocHoBi ilatdopmu Power BI. 3aificHIoe mo6yzo-
BY JambopAiB, iHTepakTUBHUX rpadikiB, KapT, 3Be/IeHUX TAOJIHUIb i3 MOKa3HUKAMH YCIIiITHOCTi, aKTUBHOCTI
Ta AKOCTI B3a€MOJIIl y HaBYa/JIbHOMY CepeJlOBHIL.

5. Moaynb ynpaBJ/IiHHS AOCTYNIOM i 6e3MeKH Bi/|0oBi/jae 32 aBTeHTHdiKaLiI0 KOPHUCTYBauiB, ynpaBJIiHHSA
pPOJIAMH, KOHTPOJIb AOCTYIY 10 OKPEMUX NOKa3HUKIB Ta epCOHAII30BaHUX JJAaHUX.

6. InTepdeiic inTerpanii 3 kopucrysadyamu (Dashboard/API) - Hasjae MOJIMBOCTI B3aEMOZIT 3 Kopuc-
TyBadeM JiJI1 30BHILLIHIX CUCTEM.

[IpoToTuB BiANOBiAHOT apXiTEKTYpH 3aIpONOHOBaHUH Ha (pHC. 2).

3 AHANITHYHHA piEeHL
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Puc. 2. I[Ipororun indopmaniiiHoi TexHos10rii OCBITHBOI aHATITHKH

TyT, ockizibKM HalIOIO BiATIPaBHOIO TOUYKOIO € BesTUKI AaHi, 3i6pani 3 LMS, €/IEBO Ta iHpopmanifiHux cepsi-
ciB Ta cucteMm HYBIII Ykpainy, BUKOpUCTaHHA IHCTPYMEHTIB aHAJIITUKK € HEMUHYYUM [/ OCATHEHHA Halol
KiHI[eBOI MeTH — BUSIBUTH HEZOJIIKH B ITPOIecaXx HAaBUYaHHS Ta CIpPoOyBaTH HA/aBaTH 3BiTH Ta HPOTHO3U AJIS
3/100yBadviB OCBITH.

lleHTpa/JIbHUM €JIEMEHTOM CUCTEMHU € BIaCHE aHAJIITUYHUI piBEeHb, HA IKOMY Bii6yBa€eTbCs BCsl po6oTa 3 Aa-
HUMM. AHAJI3 JaHUX — []e MPOLIEC AOCTiHKEHHS, OUHLIEHHS], IEPETBOPEHHS Ta MOZE/I0OBAaHHS BEJTMKUX HAbOPiB
JlaHMX 3 METOI0 BUSIBJIEHHS IPUXOBAaHMX 3aKOHOMIPHOCTEH, HEBIZOMUX KopeJisiLii i 360py KopucHol iHpopMaril.

[HpopmMarifiHa TexHOJIOTis aHAMITUKY HaBYaHHS, AUHAMIYHUH iHCTPYMeHT y cdepi ocBiTH, IBUJKO PO3-
BUBAETHCA | CTAE HE3aMIHHMM €eTaloM OCBITHIX CTpaTerii y cy4acHMX 3akKJjaZax ocBiTH. llg koHLenuis, gaxa
3aryIM6JII0ETHCS B aHAJII3 i 3aCTOCYBaHHS JJaHUX ¥ HaBYaHHI, € TpaHCGOpMaLiHUM MiJIX0/0M /10 MOKpaLleH-
HA pe3yJbTaTiB HaBYaHHA. [[porHo3yBaHHA akaJleMi4HOI yCMIIHOCTI CTYAeHTIB € BaX/IMBUM 3aBJaHHAM [/
6y/ib-SIKOi YCTAHOBH [IJIsl IPUHHSATTS OGI'PYHTOBAHUX DillleHb L[OJ0 NMPOrpecy CTYJEHTIB y HaB4YaHHi. Asro-
PUTMHU iHTEJIEKTYaJbHOTO aHAIi3y JaHUX MOXYTh 6yTH BUKOPHUCTAHI JJis MPOrHO3yBaHHS YCHIIIHOCTI CTy-
JIeHTiB Ta BU3HAYeHHs QaKTOpiB, 110 BIUIMBAKTh HAa TOYHICTh MporHo3y. Ha (puc. 3) moka3zaHO MeTOZ0JI0TiI0
peastizarii 3amponoHOBaHOI pO6OTH.

Y Mexax JocCJiP)KeHHd, CIPAMOBAHOI'0 Ha aHaJli3 OCBITHBOI JiSJIBHOCTI Ta NIPOrHO3yBaHHA aKaJeMidyHOI
YCHILIHOCTI CTYJEHTIB, 6Y/I0 BUKOPUCTAHO eMIipHUYHi JaHi, OTpMMaHi 3 CUCTeMH yNpaBJiHHSA HaBYaHHAM
(Learning Management System, LMS) ¢akynbrety iHpopmanifinux TexHosoriii HanionaneHoro yHisepcure-
Ty 6iopecypciB i mpupoAOKOPUCTYBaHHS YKpaiHu. BubipKa OXOIJIIOE CTYZ€eHTIB 3 MepIIoro mo YeTBEPTUH
KypC, fIKi HaBYaIOTbCA 32 Pi3HUMH OCBiTHIMH mporpamMaMu Qaky/abTeTy, i Hasiuye 74 427 3anwucis. 3i6pa-
HMH MacHB JJaHUX BKJIIOYAE LIHPOKUN CIIEKTP 3MiHHUX, 30KpeMa: iZleHTUdIKaTOpH CTyieHTiB Ta HaBYaJIbHUX
rpym, npi3Buine, iM’st Ta Mo 6aTHKOBI, KOZ, i Ha3By AUCLHUIIIHY, JATYy Ta HOMep 3aHATTSA, iHpopMaLio mpo
BiABifyBaHHA, HOpMaJsi3oBaHUHU imeHTUdiKaTOD, CTaTh, MAKepeso diHaHCYBaHHS HaBYaHHA (6romKeT abo
KOHTPAKT), KypC HaBYaHHS, KOHKYPCHUM 6as npu BCTyHi, KiAbKicTh BXoAiB 7o LMS-Kypcy, a Tako NOTOYHi
aKa/ZieMiyHi pe3y/IbTaTH.

CTpyKTypa Ta 06Csr JaHUX 3a6€e3eYyI0Th MOXKJIMBICTb MPOBEJEHHS SIK OMMCOBOT0 CTATUCTUYHOTO aHaJIi-
3y OCBITHBOT'0 MPOIIECY, TAK i MOGYAOBU MOJeJIel MPOrHO3yBaHHSA aKaZeMiqHoi yCHiIHOCTI i3 3acTOCyBaHHAM
Cy4JaCHHX MeTO/1iB MalIMHHOI'0 HaBYaHHA. Y X0/ foc/iKeHHS 6y/10 cGOPMOBAHO MepUly aHATITUYHY MOZEJIb,
METOI KOl € BUABJIEHHS 3aJIE2KHOCTI MI>XK piBHEM aKTUBHOCTI CTYJEHTIB Y CUCTEeMI yIIpaBJliHHA HaBYaHHAM
(BU3HAUEHUM 3a Ki/NIbKICTIO BXO/iB Ha KypC) Ta OTPUMaHUMH HUMH NiZICYMKOBHUMH 6ajlaMU 3 JUCIUTIIiHHU.
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Puc. 3. By1ok-cxemMa MeT0A,0J10rii N10GYA0BU NPOrHOCTUYHOT0 MO e/II0BaHHS
AJI1 IPOTHO3YBAaHHA aKaJAeMiYHOI ycHilIHOCTi CTyJeHTiB

3 MeTOl0 NiZABUILEHHS] TOYHOCTI OLiHIOBAaHHS MOJeJli 3 aHaJli3y OY/IM BUKJIIOUEHi 3alUCH CTYAEHTIB i3 Hy-
JIbOBUMHU 6a/laMU, OCKIJIbKH TaKi pe3y/IbTaTH, IK IPaBUJIO, € HACJAIJKOM HeSIBKU Ha MiJICYMKOBUHM KOHTPOJIb
a6o He3zaui icnuty/3aniky. [ Bidyasizauii BUsABJIEHOI 3a71€XXKHOCTI 6yJ10 MTOGYA0BaHO AiarpaMy po3citoBaH-
Hs, e 1o oci a6cuuc (X) BijoOparkeHO KiJIbKiCTh BXOJIIB CTy/leHTa Ha Kypc y LMS, a no oci opauHar (Y) - #oro
niICYMKOBHW 6aJ1 3 BiZMOBiHOT IUCIUTIIIIHHU.
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80
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KinekicTe BXOAIB Ha Kypc

Puc. 4. XapakTep BILUIMBY HaBYaJIbHOI aKTUBHOCTI (KiJIbKOCTi BXOAiB Ha BiANIOBiJHU I
HaBYaJIbHUH Kypc B LMS) Ha ycniluHicTb 3406yBayiB 0CBiTH

[To6ynoBaHMI Ha OCHOBI BifibpaHUX AaHUX IpadikK JeMOHCTPYE HASABHICTb NMEBHOI 3aKOHOMIpPHOCTI Mix
aKTHUBHICTIO CTY/ZI€eHTIB ¥ CUCTeMIi yIIpaB/iHHS HaBYaHHSAM (BUMIipsIHOIO KiJIbKICTIO BXOAiB Ha Kypc) Ta IXHiMU
MiICYMKOBUMHU 6aj1aMu 3 JucuuIIiHu. Ha rpadiky Takox 4iTKO NpOCTeXyeThCs JiHis JiHiiHOI perpecii 3 no-
3UTHBHUM Haxw/oM, 110 CBiYUTh MPO TEeHJEHIil0 10 3pOCTaHHSA aKaJeMiyHoi ycHilmHoCTi 3i 36i1blIeHHAM
aKTUBHOCTI Y HaB4YaJIbHOMY Kypci (mic/is BUKJ/IIOUEHHs 3aMHUCiB i3 HyJIbOBUMU OajlaMu).
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Y Mexax fpyroi aHaJIiTUYHOI MozeJsti 6Yy/10 OCTiKEHO 3aJIeXKHICTh MiXK BiZIBiAyBaHICTIO CTYIeHTIB Ta 4a-
COBUMH XapaKTepUCTUKAMHU NPOBeJleHHA 3aHATh — 30KpeMa, MicAleM Ta FoAUHO. Takui NifxiA J03BOJINB
BUSBUTH 4aCOBi MaTepHH, AKI MOXKYTb MaTH NpaKTU4YHe 3Ha4YeHHA NPU NJIaHyBaHHI HABYa/JIbHOTO NMPOLIECY.

PesynbTraTH aHasni3y niTBepAN/IM HassBHICTb CTINKUX 3aKOHOMIPHOCTeN y OBeAIHLI CTyAeHTIB. [licaia BuKJto-
YeHHsI aHOMaJIbHUX, OCHOBHI TeH/IeHLlil 3a/THILHJIMCS He3MIHHUMH, 1[0 CBiJYUTH PO IXHIO CTabiJbHICTh (pHUc. 5).

BigeigyeaHicTb (%)
e 100
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Puc. 5. PiBeHb BiaBiayBaHocTi pecypciB B LMS

3 MeTOl0 NOIMG/IEHOT0 aHali3y NOBeAiHKOBUX MOJeJiel CTY/IeHTiB Y KOHTeKCTi HaB4a/IbHOI aKTUBHOCTI
Ta akaZleMiqyHo]I ycninHoCTi 6yJ10 3aCTOCOBaHO MeTO/ KJIAaCTEPHOT0 aHa i3y — aaroputm k-cepefiHix (k-means).
Jns mobynoBu Mojeni kiacTepusalii 6ysio o6paHo ABa KJIOYOBI mapaMeTpH: KiJIbKicTh BifiBiAyBaHb 3a-
HATb Ta cepefiHil 6an cTyAeHTa 3a Kypc. [lonepeHbo 3 BUGIpKHM 6y/10 BUKJ/IIOUEHO 3allMCH 3 HYJIbOBUMHU ce-
peAHiMU 6ajlaMU, OCKiJIbKM BOHH, SIK IPaBUJIO, IOB’sI3aHi 3 aKaJleMiuyHOI0 3a60proBaHicTI0 abo BiJICyTHICTIO
OIliHIOBaHH4, 1110 MOIJIO 6 CHOTBOPUTH pe3ybTaTH KJaacTepusauii (puc. 6).
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Puc. 6. Knacrepusauisi cTyeHTiB 3a Bi/iBiyBaHicTI0 Ta 6a/1aMM yCHiIITHOCTI

AHaui3 03B0JIMB BUOKPEMHUTH TPU OCHOBHI KJ1aCTepH CTYZIeHTIB, KOXeH 3 IKUX XapaKTepHU3y€EThCs Clelu-
$iYHUMU 0COBJIMBOCTSIMU HABYAIbHOI TOBEAiHKU:

e Kiactep 1 (uepBOHHIA) — HaW6IIBII YKCeJIbHA TPy, L0 BKJIOYAE CTYAEHTIB i3 BUCOKMM piBHEM BiJ-
BisiyBaHOCTi Ta cepesHiMU a60 BUCOKMMU aKaZleMiYHUMH pe3ysbTaTaMu. lle cBiYUTh MpPO MO3UTHUBHY KO-
pesidLiio MiX pery/asipHOI0 NPUCYTHICTIO Ha 3aHATTAX Ta YCHilHicTIO. BogHovac y will rpyni TpanisfioTbes
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CTY[IeHTH 3 HIXKYUMH 6ajlaMy, 1110 MOXKe BKa3yBaTH Ha BILJIMB [J0ATKOBUX YNHHHUKIB, TAKUX fIK CKJIAZHICTb
JUCIUILIIHY 260 piBeHb MOTHBAIIII.

e KitacTtep 2 (3esieHU#) - CTY/IeHTH 3 HU3bKOIO BiJIBi/lyBaHICTIO, ajle BUCOKUMU CepeiHiMU 6aaMu. Ls ka-
Teropis AeMOHCTPYE 3[4aTHICTb 0 CAaMOCTIMHOTO ONAaHYBAaHHS MaTepiany, UMOBIpHO, 3a JJOIOMOTOI0 aJbTep-
HaTHMBHHUX OCBITHIiX pecypciB (eseKTpoHHI KypcH, Bifeoseknii Touo). HasiBHicTh Takoro kjiacrepy migkpec-
JIFDE HEOOXIAHICT AU depeHIIiIHOBAaHOTO MiAXOAY /0 OI[iHIOBaHHSA e(pEeKTUBHOCTI HABYaHHS.

e Kiacrtep 3 (cuHif) - CTyZeHTH 3 HU3bKOIO Bi/IBilyBaHiCTIO Ta HU3bKUMHU aKaIeMiYHUMU pe3yJIbTaTaMH.
Ll rpyna € Hal6ibII Bpa3/IMBOIO 3 TOYKH 30Py PU3UKY aKaZieMidHOi HeycHilmHoCTi Ta noTpebye nisecnpsmo-
BaHOI MearoriyHol niATpUMKH.

Takuit po3nofin 103BoJIsIE IIMGIIE 3pO3yMiTH PI3HOMAHITTS HaBYaJIbHUX CTPATeri CTyieHTIiB Ta ieHTH-
¢diKyBaTH NOTEHLiMHI 30HU PU3UKY, 1[0 € BAXKJIUBUM JIJIs1 PO3POOKH iHUBiIya1i30BaHUX OCBITHIX MiIX0O/iB.

BucHOBKM. Y cTaTTi 6y/10 PO3MISHYTO KOHIENTYalbHi Ta MPAaKTHUYHi acleKTH MOOYL0BU apXiTEKTYpH
iHpopmaniiiHoi TexHoJsOril OCBITHBOI aHAMITHUKY 3 iHTerpaniero MeTo/iB iHTeJIeKTyaIbHOTO aHaJli3y JAaHUX.
[IpoBefenui aHaJi3 JiTepaTypHUX JpKepeJi 3aCBiUMB 3pOCTal0YMi iHTepec HAyKOBOI CNIJIBHOTH /10 3aCTOCY-
BaHHf a/ITOPUTMIB MalllMHHOT0 HABYaHHS, KJacTepu3allii, perpeciiHoro Mo/ieJIl0BaHHA Ta Bidyasisanil JaHux
y cdepi ocBiTH.

3anponoHoBaHa aHaJiTUYHA MO/Je/1b JJ03BOJIU/IA BUABUTH 3aJIEXKHOCTI MiXK aKTUBHICTIO CTYZI€eHTIB Y CHC-
TeMi yIIpaBJIiHHA HaBYaHHAM Ta IXHbOIO aKaJleMiYHOI0 YCIIIIHICTIO, @ TAKOX YaCOBi NaTepHU BifBiAyBaHOCTI
3aHATb. 3aCTOCYBaHHA KJACTEPHOT0 aHaJli3y a0 3MOI'Y BUOKPEMUTH TUIIOBI NOBeJiHKOBI IPyNY CTY/|€HTIB,
110 BijKpUBa€ NepClIeKTUBU AJis lepcoHasi3alnil HaB4aJbHOTO NPOLEecy Ta PaHHbOTO BUSIBJIEHHA PU3UKIB
aKaZeMi4yHOI HeyCIilIHOCTI.

PesysnbraTu focaipKeHH NiATBEPAKYIOTh AOLIJbHICTh CTBOPEHHS IHYYKOi, MacIITaboBaHOI apXiTEKTypH
OCBITHBOI aHAJIITUKY, sIKa OEAHYE 36ip, 06poOKyY, aHaJi3 i Bisyasizarito ocBiTHIX faHux. Taka cucTeMa Moxxe
cTaTty eQpeKTHBHUM {HCTPYMEHTOM MiATPUMKHU NPUUHATTSA PillieHb Y 3aKJ/Ia/axX BUILOI OCBiTH, CIPUATH MiJIBU-
IIeHHIO IKOCTi HaBYaJIbHOTO MPOIieCy Ta 3a6e3MeYUTH YMOBH /151 BIPOBA/KEHHS aZJall TABHOTO0 HABYAHHS.

[lopanmbi goCaiPKEHHS AOLIIBHO COPSIMyBAaTH Ha PO3IUHUpPeHHs QYHKIIIOHAJIBHOCTI aHaJITUYHOI cHUCTe-
MY, iHTerparito 3 iHIIMMH OCBiTHIMU m1aTGOpMaMH, a TAKO’K HAa BUBUEHHSI €ETUYHUX acCleKTiB BUKOPUCTAHHS
OCBITHIX JJaHHUX.
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NIABUINEHHA EGEKTUBHOCTI YIIPABJITHHA XMAPHUMHU PECYPCAMH
3A 10IMIOMOTr 010 PO3IIOAI/IEHOI'O MOHITOPUHTY

Anomayis. Memoro daHoi po6omu € po3pobka apximekmypu po3nodizeHoi cucmemu MoHimopuHay, 30amuoi do adan-
MUBHO20 peaz2y8aHHs HA 3MIHHE HABAHMAMCEHHS, Yacmkoei 8idmMosu ma Mepedxcesi dezpadayii 3a0.15 nideuwjeHHs egek-
mueHocmi ynpagaiHHs XMAPHUMU 064UCAH8ANbHUMU pecypcamu. Memodo02is 00cAi0HceHHA TPyHMYemMubCcsl Ha po3po6yi
iepapxiuHoi apximekmypu, sika 8K/1104A€ MOHIMOPUH208] azeHMuU 3 a0anMu8HOK 4acmomoro 8ubipKu, fog-piseHs i3 10KaAb-
HuMmu ML-modensimu 0451 npo2HO3y8AHHS HABAHMANCEHHS, A MAKO}C YeHMPAAbHUL KOOPOUHAMOP, SIKUUl BUKOHYE 2/106A16HY
aHaaimuky ma cmpameziuHe ynpasaiHHs. Y xo0i docaidxiceHHs 6YA0 peani308aHO eKkchepuMeHmaabHull npomomun cucmemu
Ha 6a3i koHmeliHepu308aHozo cepedoguuja 3 sukopucmatHsM Docker, Apache Kafka, Python, Random Forest ma SHAP-inmep-
npemayii. byao npoeedeHo cepito ekcnepumeHmis 3a n’smbma cyeHapisimu: 8i0 HOMIHAILHOI po6omu 0o cmpecosux yMos i3
empamamu 38’s13Ky, NnepesaHmMaxceHHAMU ma KOMOIHO8AHUMU 302P03AMU.

Haykoea Hoeu3Ha - snepuie peai308aHO NOEGHAHHS A2eHMHO20 MOHIMOPUH2Y 3 OUHAMIYHOK Yacmomoio subipku ma
ML-ananimuku Ha fog-pieHi 015 3abe3neveHHs sucokoi weudkocmi ii moyHocmi peazy8aHHs 8 yMosax deyeHmpanizosaHozo
YNpasAiHHs. 3anponoHo8aHa Modeab nepesepulye mpaduyiiiHi yeHmpanizoeaHi nioxoou sk 3a AKICHUMU, Mak i 3a KiAbKiCHU-
MU NOKA3HUKAMU.

BucHogKu. 3a pesyrbmamamu ekcnepumeHmis 8CmMaHoB8/1eHo, Wo 3anponoHO8aHa apximekmypa 00380.5€ 3HU3UMU
cepedHill yac peakyii cucmemu Ha nodii Ha 60-70 %, aMeHwumu empamu meaemempu4Hux daHux Ha 3-4 %, nideuwjumu
moyHicmb npo2HO3y8aHHA HasaHmaxceHHa 0o 30 % i 3MeHwUmMuU KiabKicmb nomuakosux dill 8 ymosax duHamivHoi ingpa-
cmpykmypu. Kpim mozo, po3nodinenuii xapakmep o6po6ku iHgpopmayii 3a6ezneuye suwjuii pieeHb cmabiabHOocmMi cucmemu
30 paxyHOK 3MeHWeHHs paykmyayiil 8 anokayii pecypcis. Ompumani peyabmamu niomeepdxcyroms doyinbHicms enposa-
dJiceHHs1 3anpoONOHO8AHOT apximeKmypu y cucmemax, wo nompedyroms 8ucokoi HadiliHocmi, adanmugHocmi ma macuma6o-
saHocmi - 30Kkpema, 8 edge/fog-cepedosuwjax, indycmpiaabHomy [HmepHemi peyetl, po3yMHUX dama-yeHmpax ma KpumuyHo
8aXMCAUBUX cepsicax peasbHO20 Yacy.

Kawouosi cioea: xmapHi mexHo102ii, MOHIMOpUHe, ynpasaiHHs1, napaieabHi 06YUCAeHHS], 6e3neKa XMAPHUX 064UC/IeHb.

Andrii KOBYLIUK. INCREASING THE EFFICIENCY OF CLOUD RESOURCE MANAGEMENT WITH THE HELP
OF DISTRIBUTED MONITORING

Abstract. The purpose of this work is to develop an architecture for a distributed monitoring system capable of adaptively
responding to variable load, partial failures, and network degradation to improve the efficiency of cloud computing resource
management.

The research methodology is based on the development of a hierarchical architecture that includes monitoring agents
with adaptive sampling rates, a fog layer with local ML models for load forecasting, and a central coordinator that performs
global analytics and strategic management. During the study, an experimental prototype of the system was implemented
based on a containerized environment using Docker, Apache Kafka, Python, Random Forest, and SHAP interpretation. A series
of experiments were conducted under five scenarios: from nominal operation to stress conditions with loss of connectivity,
overloads, and combined threats.

Scientific novelty - for the first time, a combination of agent monitoring with a dynamic sampling rate and ML analytics
at the fog level has been implemented to ensure high speed and accuracy of response in decentralized management conditions.
The proposed model outperforms traditional centralized approaches in both qualitative and quantitative indicators.

Conclusions. According to the results of experiments, it was found that the proposed architecture allows reducing the
average system response time to events by 60-70 %, reducing telemetry data losses by 3-4 %, increasing the accuracy of load
forecasting by up to 30 %, and reducing the number of erroneous actions in dynamic infrastructure conditions. In addition,
the distributed nature of information processing provides a higher level of system stability by reducing fluctuations in resource
allocation. The results obtained confirm the feasibility of implementing the proposed architecture in systems that require high
reliability, adaptability and scalability - in particular, in edge/fog environments, industrial Internet of Things, smart data
centers and critical real-time services.

Key words: cloud technologies, monitoring, management, parallel computing, cloud computing security.
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IlocTaHOBKa NPOG6JIEMH. [3 pO3BUTKOM XMapHUX TEXHOJIOTIH, 3pOCTaHHAM 06CATIB AMHAMIYHO 3MiHIOBa-
HUX HaBaHTQKEHb Ta IEPeXo/oM /0 MikpocepBicHuX i edge/fog-opieHTOBaHMX apXiTeKTyp NUTaHHS edek-
THUBHOTO YIPABJ/IiHHS 0GYUCII0BaJIbHUMU PeCypcaMy CTA€ BOXKJIMBHUM SIK y HQYKOBOMY, TaK i B IPAaKTUYHOMY
koHTeKCTi. CyyacHi XMapHi cepeZioBHIIIa XapaKTePU3YIOThCS 6araTopiBHEBOI CTPYKTYPOIO, BUCOKOIO iHTEH-
CUBHICTIO TeJIeMeTPUYHUX OTOKIB, HEOOXiAHICTIO 3a6e3MeyeHHs1 6e31epEePBHOCTI CePBIciB Ta OTPUMaHHAM
yTOZ, PO SKiCTh 06C/IyrOBYBaHHS.

TpaguuiiiHi neHTpanizoBaHi MoJesi MOHITOPUHTY Ta ynpasJiHHSA [1] He 3a6e3neyy0Th HEOOXiAHOTO pPiB-
Hf aJJallTUBHOCTI, MaciITaboBaHOCTI Ta BiAMOBOCTiIHKOCTI. B yMoBax Henepe/j6auyBaHMX 3MiH HAaBaHTaXKEHHS
a60 YaCTKOBHUX BiAMOB iHQPACTPYKTYpPH TaKi CUCTEMHU JIEMOHCTPYIOTb BUCOKY 3aTPUMKY peaklii, BTpaTy Aa-
HUX Ta HeCcTabiibHY po6OTYy KEpyBaJbHUX MexaHi3MiB. OCO6JIMBO Ije KpUTHUYIHO JJIsI CEPBiciB peasibHOTO 4acy,
loT-mtaTdopwm, po3nozieHHuX 0649HC/IeHb Ta ClleHAPiiB 3 00MeXeHO MPOMYCKHO 3JJaTHICTIO Mepexi.

Y 11bOMy KOHTEKCTi 0C06/IMBOI aKTya/IbHOCTi HaByBarOTh AOC/II/PKEHHS, CHPSIMOBaHi Ha CTBOPEHHS PO3TIO0-
JAlJIeHUX iHTeJIeKTyaJbHUX CUCTEM MOHITOPHUHIY, 3JaTHUX JIOKAJIbHO aHaJli3yBaTH CUTYalil0, IPOrHO3yBaTHU
3MiHY HaBaHTaXeHHS Ta NPUWMaTH aBTOHOMHI pimleHHd. Taki NiAX04M CIPUAIOTh He JIMlIe 3HWKEHHIO 4acy
peaxiii Ta HAaBaHTAXXEHHS HA MEPEXY, a ¥ MiABUIIeHHIO HaAiHHOCTI BCciel xMapHOi iHGpacTpyKTypH.

TakuM yuHOM, po6sieMa miABULEHHS ePEeKTUBHOCTI yIpaBJdiHHA XMapHUMHU pecypcaMH Yepe3 BIPOBa-
JDKEHHST PO3MOAIIEHOTO0, a/JalTUBHOTO MOHITOPUHTY i3 BUKOPHUCTAHHSAM 3aC00iB IITYYHOIO iHTEJEKTY Ma€
6e3nocepe/iHii 3B’A30K i3 BUpilleHHAM HU3KH NPHUKJIAJHUX 33a4 cydyacHoi iHpopmaTrky, KibeppisuaHux
CHCTeM Ta iHeHepii nporpamMHoro 3a6e3nedeHHs. [i po3B’A3aHHSA € BXK/JIMBUM SIK /1151 IOJJa/IbIIIOTO PO3BUTKY
HaAyKOBOI Teopil ylpaBJIiHHA y JeLeHTpali30BaHUX CUCTEeMAX, TaK i A/ IPAaKTUYHOI'O BIPOBA/PKEHHA y IIPO-
MHCJIOBUX, TEJEKOMYHIKal[iHHUX Ta HAQYKOBO-064YHC/II0BAJIbHUX CEPEIOBUILAX.

AHasi3 ocTaHHIX AocaifKeHb 1 my6aikanii. YnpaBiiHHA pecypcaMH B XMapHHUX CepPe0BUIIAX NPOJ0B-
KY€ 3aJIMIIATHUCH aKTyaJbHUM BHUKJIMKOM, OCOGJIMBO 3 OIVISIZIy HA 3pOCTAalYy AUHAMIYHICTh HaBaHTa)KeHHS],
0araTopiBHEBY apXiTEKTypy CUCTEM Ta BUCOKI BUMOTH 10 OoCTyNHOCTI. Cy4acHi AoC/TiKeHHS IeMOHCTPYIOTh
CTiIMKY TEHJIeHIlil0 IepeXoay Bif eHTpasi3oBaHUX MOJieJiell MOHITOPUHTY 0 Ti6pUAHUX 260 MOBHICTIO PO3-
[0/ iJIEHUX pillleHb, IHTErPOBAHUX i3 METOJAMHU LUTYYHOIO iHTEJIEKTY.

B [2] aBTOpHM NPONOHYIOTH 3arajbHy apXiTeKTypy [JJid iHTerpaunii MeToiB MamIMHHOTO HaB4aHHA (ML)
y CUCTEeMH KepyBaHHSA. BolHOYac po60Ta He OXOIJIFE KPUTHUYHI aclieKTH, MMOB’s13aHi i3 3aTpUMKaMu nepezadi
JlaHUX Ta BiJMOBOCTiHKiCTIO MpH MaciiTabyBaHHi. B [3] 3xilicHeHo k1acudikaniro nigxoiB 10 ynpasJiHHA pe-
cypcaMu, BUZIISIOUM peaKTUBHI, MPOaKTUBHI Ta riopugHi Mogedi. [IpoTe gocipkeHHS Ma€ 0OGMeXeHy Mpak-
TUYHY OpIi€EHTALIIO 1040 peaJiizalii po3MoAiJIeHOr0 MOHITOPUHTY B peaJIbHUX YMOBaX.

Jocnimxenns [4] cokycoBaHe Ha MPOAKTHBHUX METO/|aX Y KOHTEKCTI cepBic-OpiEHTOBaHUX XMapHUX ap-
xitekTyp (cloud of services). JlocnifgkeHHsI MiCTUTh NOTVIMOJIEHUH aHali3 MOJeJleld MPOrHO3yBaHHS Ta KOH-
TeKCTHOI azanTanii i3 wiTkuMm ¢pokycom Ha 3ab6e3nedeHHs1 QoS Ta moTpuMaHHs SLA. BogHo4Yac HEZJOCTATHBO
PO3KpPHUTO NUTAHHSA BiAMOBOCTIHKOCTI y po3nojijieHoMy KOHTpoJIi. ABTOpH B [5] aHai3yIOTh AeneHTpati3o-
BaHi cTparerii ynpaBJiiHHSI Ha CTUKY XMapHu Ta edge-o64yrc/ieHb, aKI[eHTYIOUH yBary Ha latency-sensitive go-
JaTkax. Xo4a miaxi/; € mepCrneKTUBHUM, 00CAT BaJTiAalii 3a/IMIIAETbCS 0OMEXKEeHUM.

B [6] npornoHytoTh Al-dpeliMBOpK A5 asoKkanii pecypciB y ribpujHUX xMapax i3 MikpocepBicHOMO apxi-
TEKTypoto. Moziesb BiJiI3HaYa€ThCs NPAKTUYHOIO CIPSIMOBAHICTIO Ha ribpuHi cueHapii. [Ipote y mociaimkenHi
MaiiKe BiJICyTHiM onyrc MOHITOPHMHTOBOI iIHPaCTPYKTYpPH, a 3acTocoBaHi Al-Mo/iesi He MalOTh MPO30pPOro 06-
I'PYHTYBaHHA NPUHHATHX pilleHb.

B [7] npexcraBastoTs cucteMmy HUNTER - kommnuiekcHe Al-pilneHHs A1 ynpaBJliHHS pecypcaMu 3 aKLieH-
TOM Ha eHeproedeKTUBHICTb. Cepe/| IepeBar — MOBHOI[IHHA peaJsli3allis Ta opieHTallisd Ha IPUHIUAIH CTAJIOr0
po3BUTKY. OZJHaK cUcTeMa XapaKTepU3y€ETbCS BUCOKOI CKJIAAHICTIO, L0 YCKIAAHIOE ii ajlanTaliio B peaJlbHUX
yMOBaX, 2 MOHITOPUHT 6a3y€e€ThCA Ha LeHTPai30BaHUX By3Jiax. B po6oTi [8] gociimKyoTh aBTOMaTH30BaHe
BUsBJIEHHS iHIIUIeHTIB Ta self-healing mexaHizMu B xMapHUX cepenoBuIax. [[03UTUBHUM € iHTerpariis 3 Jio-
raMmy, NoJisIMU Ta ayJUTaMU, 110 CTBOPIOE 6a3dy AJs1 peasJbHOr0 3aCTOCyBaHHs Al B oepaTUBHOMY PEXHMI.
BojHo4ac 3anponoHoBaHe pillleHHS € JOCUTb BY3bKOCHELia/li30BaHUM.

Cepef, yKpalHCBKHUX JOCaiKeHb, y [1] nponoHyeTbcss ML-nigxif Ao ynpaB/iiHHS XMapHUMH pecypcamy,
Togi K B [5] 30cepe/Ky0ThCs Ha IPaKTUYHOMY TiIBUIIleHHI eGeKTHBHOCTI pecypcHoi anokauii. Ixui po6otn
MalOThb LiHHICTb 3aBAAKHU aJjaTalii 0 JIOKaJbHUX YMOB i MOXKYTb CJIyTyBaTH IPUKJ/aJaMy BIPoBapKeHHA Al
y XMapHi cepe/loBHIIA B OCBITHbOMY Ta HAYKOBOMY KOHTEKCTi YKpaiHu. Pa3oM i3 THM, 06Me>KeHHS MOJISAralnTh
y HEeJIOCTAaTHBO /leTa/1i30BaHUX eKCIIepUMEHTAX Ta 060MeKeHOMY 3icTaBJIeHH] 3 Mi>)KHapOAHUMHU NPAaKTUKAMH.

HesBakaroum Ha 3HaYHUH NpPOTpec y 3aCTOCYyBaHHI MeTOAIB ITYYHOTO IHTEJNEeKTY [0 yInpaBJiHHA XMap-
HUMH pecypcaMu, npobsemMa 3abe3nedeHHs] PO3MOAIEeHOT0 Ta BiZ/MOBOCTIHKOro MOHITOPHHIY B peXHUMIi
peasbHOTO 4Yacy 3a/MIIAETHCA HeJ0CTaTHbO BMBYeHO. HaABHI migxoan nepeBaX<HO I'PYHTYIOTHCS Ha LjeH-
Tpasi30BaHUX MO/eJIAX i 4acTo irHOPYTh BUKJIMKY, NIOB’sI3aHi i3 3aTpUMKaMH, HaAiMHICTIO Ta AMHAMIYHOIO
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aJIoOKaIli€l0 pecypciB y MaclITab0BaHUX cepeoBHINax. Lle 3yMoBII0€ MoTpeby y cTBOpeHHi epeKTHUBHOI apXi-
TeKTYPH, fKa MOEJHYE PO3NOAIJIEHUN MOHITOPUHT i3 IHTe/JeKTyaJbHUMHU MeXaHi3MaMM ynpaBJ/iHHA AJA Cy-
YACHUX XMAPHUX CUCTEM.

dopMynI0BaHHSA MEeTH CTATTi (MOCcTaHOBKA 3aBAaHHA). MeTolo Liiei po60TH € po3po6Ka Ta eKCIIepUMEH-
TaJIbHe AOC/IiKEeHHA PO3IOAi/IeH0l CHCTEMU MOHITOPUHTIY, 3JaTHOI aAAalITUBHO pearyBaTH Ha AMHAMI4HI 3Mi-
HY HaBaHTAXKeHHs, YaCTKOBI BiIMOBU Ta MepeXeBY Zerpajalito, 3a6e3nedyodn 6iibll HaAiliHe, THYYKe Ta
MacuTaboBaHe KepyBaHHS iIHGPACTPYKTYPOIO.

Jlns nocarHeHHs 1iel MeTH NMocTaBJIEHO TaKi 3aBJaHHS:

1. Po3po6yTH KOHLENI{I0 apXiTEeKTYPH PO3MOAiIEeHOI CUCTEMH MOHITOPUHTY, SIKa 3a6e3Ie4yye MiBUILEHY
BiZIMOBOCTIMKiCTB, 3HMKEHHS 3aTPUMOK 06POOKH Ta FHYYKICTh MacIITabyBaHHS B XMapHOMY CEpeJIOBHIL.

2. IHTerpyBaTu MoAyJii iHTeJIeKTya/IbHOTO aHaJli3y Ta NPOTHO3yBaHHS HaBaHTA)KeHHHA 3 BUKOPUCTaHHAM
MaIIMHHOTO HaBYaHHA A/ IPUAHATTA pillleHb B yMOBaX AUHAMI4YHOI0 CepeOBHUIIA.

3. PeanizyBaTu NpOTOTHII CUCTEMHU Y BipTyali30BaHOMY CepeOBHILi 3 BUKOPUCTAHHAM iHCTPYMEHTIB KOH-
TelHepu3allii, 6GpoKepiB NOBiJOMJIEHb Ta areHTIB 300py TeseMeTpii.

4. [IpoBecTH cepiro eKCriepruMeHTIB /151 OL[IHKY peakLii CUCTeMH Ha CTPecoBi cueHapii (mepeBaHTaKeHHS,
BTpaTa 3B’I3KY, 3aTPUMKH ).

BuksiaZ 0CHOBHOI0 MaTepiasy. Onuc 3anponoHo8aHoi apximekmypu cucmemu MOHIMopuHzy. 3aipoNoHO-
BaHa apxiTeKTypa nepezbdayae nepexiz Big neHTpasaizoBaHoro 36opy TeseMeTpii fj0 iepapxiyHoi po3noaisieHol
CHUCTEMH MOHITOPHHTY, B sIKill areHTH, pO3rOpPHYTi Ha By3J/1ax XMapHOI iHppacTPyKTypH, cCaMOCTiHHO arpery-
I0Th, 0OPOOGJIAIOTH i YaCTKOBO iHTEepPNPETYIOTH JaHi 10 X epeaadi /10 IeHTPaJIbHOr0 ab0 MPOMIXKHOTO aHaTi-
THUYHOTO piBHA. CxeMa apxXiTeKTypu 306paxeHa Ha (puc. 1).

MasterNode

22

Al-driven Coordinator

Y = f(ar)
9(9:.C.Dy)
Reconfiguration
Acti
EdgeNode-A eions EdgeNode-B
Monitoring Telemetry Kafka Monitoring
Agent Agent
« CPU e CPU
e Memory ) e Memory
« Network I/0 Reconfiguration * Network /O
Actions
EdgeNode-A EdgeNode-B

Puc. 1. Cxema apXiTeKTypH po3N0JiJIeHOI CHCTEMU MOHITOPUHTY
Jocepeno: ckaadeHo agmopom

MeTorw Takoi apxXiTeKTypHW € 3MeHIIeHHS 3aTPHUMOK, MiJIBUIIeHHs Bi[]MOBOCTIHKOCTI Ta 3abe3ne4eHHs
alaliTUBHOTO YIIPaBJiHHA pecypcaMy B yMOBaX 3MiHHOTO HaBaHTa>KeHH4.

KoMnoHeHTaMu 3allpONOHOBAHOI apXiTEKTYPH €:

1. Monitoring Agents BUKOHYIOTb JIOKaJbHy 0O6pOOKYy TeJsieMeTpii: ycepe/JHEeHHS, BUSIBJIEHHSI aHOMaJTii,
BUpaxXyBaHHS NOXiIHUX MeTpUK. [liTpUMy0Th alaTUBHY 4aCTOTYy BHUOIpKHU fi(t), AKa 3a/eXUTh Bif 3MiHH
HaBaHTaXXeHHS.

2. Fog Layer / Intermediate Nodes arperyooTb faHi Biji areHTiB y paMKax niMmepexi. BuKopuctoByoTs Jio-
KasibHiI ML-Mogesni. Y pa3si BTpaTH 3B’I3Ky 3 lleHTPaJbHUM Xab0M THMYacOBO BUKOHYIOTh CAMOCTilHe yIpaB-
JIIHHA.
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3. Central Coordinator mpuiiMae arperoBasi AaHi, MpoBOAUTHk IJ106aMbHUE aHani3. [IpuliMae cTpareriuHi
pileHHs mpo asiokarifo pecypciB. BusHayae moporosi 3HaueHHs /151 areHTiB Ta fog-By3JIiB.

Xid ekcnepumenmy. [lns nepeBipku rinote3u npo epeKTUBHICTh 3alIPOIIOHOBAHOI apXiTEKTYPH po3Mozine-
HOI CUCTEeMH MOHITOPHHIY Ta yIPaBJiHHA pecypcaMH B YMOBaxX HECTA6iIbHOTO HABAHTAXKEHHS i YaCTKOBUX
BiZAMOB, 6Y/1I0 IPOBEEHO CEPil0 eMNIPUIHUX eKCIEPUMEHTIB ¥ CHMYJIbOBAaHOMY cepeioBHILi. OCHOBHOIO Me-
TOI0 eKCIIEPUMEHTY OYJI0 OLiHUTHU 3[aTHICTh CUCTEMH aJANITUBHO pearyBaTH Ha 3MiHU B iHpacTpyKTypi 6e3
BTPAaTH CTAbGiIIbHOCTI, MPOAYKTUBHOCTI Ta LiJIiCHOCTI JaHUX.

ExkcnepuMeHTa/IbHE CepeIoBUIIEe BKJIOYAIO TpH jioridHi By3au: MasterNode, EdgeNode-A ta EdgeNode-B,
Akl 6y po3ropHyTi y dopMi BipTyasizoBaHUX KOHTeHHepiB Ha Gpi3MuHiN MalIMHI 3 BUKOPUCTAHHAM iHCTPY-
menTapito Docker Ta Docker Compose. Ha ko3kHOMy 3 By3J1iB 6yJ10 BCTAHOBJIEHO MOHITOPHUHIOBI areHTH, siKi
BiAmoBizau 3a 36ip TesleMeTPUYHUX JAaHUX PO BUKOPHUCTAHHS MPOLECOPa, ONepaTUBHOI MaM’sITi, MepexeBOol
AKTUBHOCTI Ta JOCTYIHOCTI cepBiciB. [laHi mepejaBasiMCh 10 LEHTPaJbHOr0 OpoKepa moBigoMyieHb (Apache
Kafka) a60 3anucyBasincs JJOKaJbHO ¥ 4YEPTY HA BUMAI0K TUMYACOBOI BTPATH 3'€AHAHHS.

KepyBasbHa KOMIIOHEHTa, po3MinieHa Ha MasterNode, peasiizoByBajia MOAy/ b 06p06KH AaHUX, Al-Moay/1b
JUISl IPUMHATTSA pillleHb Ta 6J10K opKecTpanii, o B3aemozie 3 areHTamu yepe3 REST API. Al-mozysb 6a3yBaB-
csl Ha oeAHAHHI Mozesiel Bunagkosoro Jjicy (Random Forest) fiyis1 nporHo3yBaHHsI KOPOTKOYaCHOTO HAaBaH-
TaXXeHHS Ta aHaJi3y BXXJIUBOCTI pakTopiB (4epe3 SHAP-inTepnpeTariito).

Juis emynsuii 30BHiHIX pakTOPiB, TAKKX K 3aTPUMKH Mepexxi, BTpaTH 3'€JHaHHS ab0 YacTKOBi BijMOBU
KOMIIOHEHTiB, BUKOPHUCTOBYBAJIACh yTUJIiTA tC 3 MOJyJieM netem Ha piBHI MepeXXeBoro iHTepdeicy.

ByJsi0o BU3HA4YEHO I'ITh OKPEMUX eKCIIepUMEHTAbHUX CLeHapiiB, KOXKeH 3 IKUX MOJEII0BAB KOHKPETHY
CUTYyaIifo B pO6OTi CHCTEMU.

ExciepumeHT 1 HoMiHanbHUE pexuM po6OTH. Y AaHOMY cueHapii cucTeMa npanipoBasa 6e3 30BHILIHIX
36ypeHb. Ha 060x Edge-By3/ax 6yJio 3reHepoBaHO noMipHe HaBaHTaxkeHHs (0 40 % BukopuctanHsa CPU, o
50 % nmam’saTi). 36ip TesieMeTpii Bif6yBaBcs 3 iHTEPBAIOM Y 5 CEKYH/, KEPYBaJIbHUNA MOAY/b 3/liICHIOBAB I1e-
piofAWYHUI aHaJi3 OTPUMAHUX AAHUX i IPUUMaB pillleHHs Npo NiATpUMaHHSA NoTo4YHOI KoHirypanil. Jlanuit
€KCIIepUMEHT C/IyTyBaB €TaJIOHOM JJ1fl OL[iHKH BiiXWJIeHb Y HACTYITHUX CLieHapiax.

ExcnepumeHnT 2 PanToBe 3pocTaHHs HaBaHTakeHHS. Ha EdgeNode-A npoTtsirom 60 cekyH/1 6y/10 IOCTYIIO-
BO 36inbp11eHO HaBaHTaxeHHs HA CPU 10 90 % 3a gonoMoro yTuliTy stress-ng. CucreMa Majia BUSHAYUTH
aHOMaJIbHe 3pOCTAaHHS HaBaHTAXKeHHs, CIPOTHO3yBaTH MOAaJbllle TepeBaHTaXeHHs Ta 3AIMCHUTH NepeBe-
JIeHHSI YaCTHHU KOHTelHepu30BaHUX cepBiciB Ha EdgeNode-B.

ExcnepumeHT 3 BigMoBa By3sa arenTta. EdgeNode-B 6y/s10 BUMKHEHO Ha piBHi CUMY/IbOBaHOI BiZIlMOBH Me-
pexeBoro iHTepdeiicy. B pe3ysbTaTi, MOHITOPUHIOBUH areHT CTaBaB HEZOCTYIHUM, a JlaHi 3 HbOTO MepecTa-
BaJIM HagxoAuTH. OdikyBasocs, 0 KepyBaJbHUU MOAYJb BUABUTh BTPATy JpKepesa TeJeMeTpil npoTaroMm
10 cexyHA, IO3HAYUTDb BY30J1 SIK Hellpale3JaTHUY, iHiLil0€ BilTHOBJIEHHS 3 pe3ePBHOI Uepry JaHuX i nepeBezie
KPUTHUYHI CepBiCU Ha aKTUBHI BY3JIH.

ExcniepumeHT 4 Mepexesi 3aTpuMku. Bysio 3MmozenpoBano 3aTpuMKy 250 Mc Mi>k areHTaMu Ta KepyBaJib-
HUM By3J10M depe3 tc qdisc. Taka cuTyanis iMiTye MepexeBy Aerpajaiito abo Biiia/ieHe po3TallyBaHHs BY3-
JIiB. MeTOr0 eKCcriepuMeHTY GyJI0 epeBipUTH CTIMKICTh NPOTOKOJY NepeAadi AaHux, 34aTHicTb Al-Moays 1o
06po6KH YaCTKOBO 3amni3Hiyiol iHpopManii Ta oniHKa BIJIMBY Ha NPUHUHATTSA pilleHb y pexkrMi near-real-time.

ExcnepumenT 5 Kom6iHOBaHMY (cTpecoBuid) cieHapiid. ¥ nboMy cieHapii 6y/i0 0JHOYACHO peasi30BaHO
KisbKa cTpec-¢akTopiB: 3pocTaHHs HaBaHTaxkeHHsI Ha EdgeNode-A 10 85 %, BTpaTa 3B’s13ky 3 EdgeNode-B Ta
3arpruMKka Mepexi Mmixk EdgeNode-A Ta MasterNode y 200 mMc. EkcnepyuMeHT MaB Ha MeTi OLIHUTH 3/]JaTHICTb
CHUCTEMH OJHOYACHO OOPOOGJIATH [ieKiJIbKa 3arpo3/IMBUX YMOB, BUSIBJIATH KPUTHYHI By3/H, 3a6e3ne4yBaTH
6e3neyvHy rnepeasjoKaliro HAaBaHTAXXEHHS Ta BiZJHOBJIEHHS 3B I3KY.

Y X0Ai KOXKHOTO EKCIIEPUMEHTY 30MPaIMCh TaKi METPHUKH: Yac peakLii CUCTeMH, KiJIbKiCTh BTPaY€HHUX I10-
BiZloMJIeHb y Mepexi, TOUHiCTh MPOTHO3y HaBaHTakeHHs Ha 30 cexyHz ynepen (MAE, RMSE), kinbkicTb Heko-
PEKTHHUX pillleHb, iH/IeKC cTabiibHOCTI po60TH (KiNBKICTh 3MiH po3no/iny 3a eKCIEPUMEHT).

Pe3ysibTaTH. 3HAa4eHHS METPUK AJI1 KOXKHOTO €KCIIEpUMEHTY BUNPOOYBAHHS 3alPONOHOBAHOI po3mo-
JAiJIeHOoI apxXiTeKTypU B NOPIBHAHHI i3 pe3y/bTaTaMU €TaJOHHOI LieHTpali30BaHOI apXiTeKTypHU HaBeJeHI
B (Tab6.s. 1), ge t - yac peakuil (c), loss — BTpaTa nosigomiens (%), Error - HekopeKkTHi pimeHHs, | - iHaekc
cTabiJbHOCTI.

Y Bcix cueHapisix 3alponoHOBaHa apXiTeKTypa NpoJeMOHCTpPyBaJia 3Ha4YHO MEHIIMU cepeJiHil yac peak-
uii (Bix 1,2 ¢ y HoMiHasibHOMY pexxuMi 10 4,5 ¢ y koM6iHOBaHOMY cueHapii), ToZi K LieHTpasi3oBaHa CUCTe-
Ma NoKasasia 3aTpUMKH B AianasoHi Big 2,8 no 12,8 c. lle Bkasye Ha edpeKTUBHICTh JIOKaJbHOI 06pOOKH Ta
3MeHILIEeHHS] HAaBaHTAKEHHS Ha LIeHTPaJbHUHU By30.1 3aBAsikH fog-piBHI0. Haltbisibia pisHUIS criocTepiraaacs
y clieHapisx i3 BiiMoBaMHU ab0 CTPECOBUMH YMOBAMHU, L0 MiATBEPKYE MiABULIEHY Bi/MOBOCTIHKICTb iepap-
Xi4HOI MO eIi.
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Tabaung 1
Pe3y/ibTaTH eKCIEpUMEHTIB
Ne ApxitekTypa t(c) loss (%) MAE RMSE Error I
1 LeHTpanizoBaHa 2,8 1,50 % 3,2% 4,1% 0 0,95
’ Posnoginena 1,2 0,40 % 2,5 % 3,3% 0 0,98
9 LlenTpanizoBaHa 7,6 3,20 % 8,9 % 11,0 % 2 0,65
' Posnozinexna 2,4 1,00 % 41% 5,80 % 0 0,91
3 LlenTpasizoBaHa 11,4 4,50 % 9,8 % 12,7 % 3 0,52
’ PosnogineHa 3,6 1,20 % 52 % 6,9 % 1 0,85
4 LlenTpanizoBaHa 51 2,70 % 7,2 % 8,5 % 1 0,74
’ Posnoginena 2,8 1,10 % 4,5 % 6,1 % 0 0,89
5 LlenTpasizoBaHa 12,8 6,20 % 10,4 % 13,3 % 4 0,41
' Posnopinena 4,5 1,90 % 57 % 7,40 % 1 0,81

Acepeno: cknadeno asmopom

3anponoHoBaHa apxiTeKTypa 3abe3rnedye 3MeHIlIeHHs BiJICOTKY BTpaT noBijoMseHb Ha 1,5-4,3 % 3as1exHo
BiJ cueHapito. OCHOBHHMH YHHHUKAMHU OKpAIlleHHs CTaJld BUKOPHUCTAHHA JIOKaJIbHUX 6ydepiB, MOXK/IUBICTh
TUMYaCOBOTO aBTOHOMHOTO0 pyHKI[ioHYBaHHS fog-By3J1iB i onTHMi30BaHa cTpareris peTpaHcadil. Y neHTpa-
JIi30BaHil cMcTeMi BTpaTH 3Ha4YHO 36ibL1yBaIMCS IPU MEPEXKEBUX Jerpaalisx Ta BiiMOBaxX By3JIiB.

MeTpuku MAE i RMSE neMoHCTpYIOTB CYyTTEBY IlepeBary po3noAisieHoi apXiTeKTypH, 0COGJIUBO Y cLieHapi-
fX 3 AMHaMiYHUMMU 3MiHaMU HaBaHTaxeHHH (ExcnepumenTH 2, 5). Lle MOsICHIOETHCA 3aCTOCYBaHHAM JIOKaJIb-
Hux ML-mogeneit y fog-piBHi, siki 3a6e31e4yoTh OiJIbIll aKTYaIbHi Ta KOHTEKCTHO-4y VMBI mporHo3u. LlenTpa-
Jli30BaHa cUcTeMa py 06po61i 3ami3HiMX a60 HEMTOBHUX JJAHUX MAE ripili MOKa3HUKU TOYHOCTI (Hanpukiazg,
RMSE g0 13,3 % y cTpecoBoMy crieHapii npotu 7,4 % y po3nogineHii).

KinbkicTh HEKOpPEKTHUX KepyBasIbHUX Al (HanpUKJ/aJ, nepeAdacHa abo 3ami3Hija nepeasiokanisi cepsi-
ciB) y ueHTpasi3oBaHil apxiTeKTypi 6y/ia 3HaUHO BHUIIOI0, 1[0 KOPEJIIOE 3 MEHILIOI TOYHICTIO MPOTHO3iB Ta
6isbIIMM YacoM peakuii. Po3nogisiena cucreMa eMOHCTPYE HYJIbOBI a60 OJMHUYHI TOMUJIKY HAaBiTh B yMOBax
KOMOiIHOBAHUX Bi/IMOB, 1110 CBiYUTH MO ii aJaNTUBHICTb.

IHzekc cTabinbHOCTI (pUc. 2), IKUH XapaKTepU3ye YaCTOTY 3MiH PO3I0/iay cepBiciB y BiAnoBiab Ha PuyK-
Tyauii cucteMH, 6YB BUILUM Y PO3MOJiJIEHIH apxiTeKTypi B ycix cieHapisx. lle o3Haydag, mo cucrtema 3aaTHa
yTpuMyBaTH eQeKTUBHUIM CTaH 3 MEHLIO KiJIbKICTIO BTPyYaHb, 110 HO3UTUBHO BIJINBAE HA NPOAYKTUBHICTh
Ta eHeprocno>XKMBaHHS.

mP
my

Puc. 2. Ticrorpamu Inaekcy cTa6ijibHOCTI
Jocepeno: cknadeHo asmopom
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062080peHHs pe3yibmamie. 3apoNoOHOBaHA apXiTEKTypa Mpo/IeMOHCTPYBasia CTabi/ibHe MOKpalleHHs oC-
HOBHMX MEeTPHUK YNpPaB/JiHHA XMapHUMHU pecypCcaMU MOPIBHAHO 3 KJACHUYHOK LIeHTPali30BaHOK MOJeJJII0.
[IpakTHYHa LiHHICTb pe3yJbTaTiB NOJATa€ y 3MEHIIEHH] cepeJHbOr0 Yacy peaKlii CUCTeMU Ha KPUTHYHI NOAT
2o 60-70 %, 3HMKEHH] BTpaT TeseMeTpil, NOKpallleHHI TOYHOCTI MPOTHO3YBaHHS HaBaHTAaXeHHS Ta NiJBU-
IeHHi cTabi/IbHOCTI CHCTEMH B YMOBaX 4YaCTKOBHUX BiJMOB i MepexxeBoi Aerpajanii. ApxiTekTypa € npujar-
HOIO [JI1 BAKOPUCTAHHS B peasibHUX CLieHapisx, /e BaXXKJIMBUMU € THYUKICTb, HAJiMHICTb Ta aJalTUBHICTb
pPO3MOAIJIEHOTO YIIPaBJIiHHA.

Kpim Toro, BuKopuctanHs iepapxiuHoi cTpyKTypu 3 fog-piBHEM [103BOJISIE 3a6€3NEYUTH NapasiesibHy 00-
POOKY JaHUX y He3aJIeXXHUX JOMeHaxX MOHITOPHUHTY, L0 BiJKPUBAE MOXKJIMBOCT] MacIITabyBaHHSA CUCTEMHU 6€e3
BTpaTH WBUAKOJIIL. [le 0c06JIMBO aKTya/IbHO /ISl CUCTEM 3 BEJIMKOIO KiJIbKICTIO BY3J1iB.

Ille oTHUM BaXKJIMBHUM MPAKTHUYHUM acleKTOM € MOTeHI[iaJ iHTerpanii MexaHi3MiB Ge3IeKH Ha piBHi areH-
TiB i fog-By3.1iB. Po3nofizieHut xapakTep CUCTEMH 103BOJISIE JOKATI3yBaTH KPUTHUYHI OA{], 3HM>KYBATH PU3U-
KM LIeHTpaJli30BaHUX aTak Ta 3abe3MeyyBaTH 3axXUCT TeJeMeTPUYHHUX JaHUX Y ITpoLeci epegaui. Lle cTBoproe
OCHOBY /1J1s1 BIIPOBa/I)K€HHS CTiIHKUX /10 3arpo3 apXiTeKTyp y cdepi 6e3neku XMapHUX 004YUCTIEHb.

HaykoBa HOBHU3HA AOCJIXKEHHS 0JIAra€ y NOEAHAHHI JIOKa/IbHUX areHTiB 3 aJJallTUBHOI0 4YaCTOTOK MO-
HiTOpuHTY, fog-piBHA 3 ML-nporHo3yBaHHAM Ta [eHTpaJbHOr0 KoopauHartopa 3 explainable Al. Ha Bigminy
Biz 6inbIoCTi pOOGIT [2, 4, 7], A€ MOHITOPUHT peasi30BaHO LieHTpai3oBaHO a60 ¢parMeHTapHO, 3aNPONOHO-
BaHa cUcTeMa 3abe3Neyye IOBHOIiHHe 6araTopiBHeBe pearyBaHHs Ha NMoAii 3 MiHiMa/JbHOIO 3aTPUMKOIO Ta
aBTOHOMHOIO po60OTO0 B yMOBax BTpaTH 3B’sA3Ky. [lopiBHsIHO 3 migxomamu [5-6], ki aKLeHTYIOTb yBary Ha
posmnojiseHoMy yIpaBJliHHi, ajle He PO3MIAJAI0Th JeTaJlbHO 6e3NeYHiCTh Y4 MacluTabyBaHHSA MOHITOPHHTY,
3aIpOIIOHOBAaHA CUCTEMa IIPOIIOHYE FHy4YKe pillleHHA 3 BUCOKUM PiBHEM aBTOHOMIl Ta NOTeHLia/IoM JJIf 3aXU-
CTy [aHUX i NapasieJbHOI 06POOKU.

TakuM 4YHMHOM, pe3y/JIbTaTH JOCAIJKEeHHA He JIMILEe NMiATBep/Ky0Thb IlepeBary po3nojijJleHoro MOHITOPUH-
Ty, ajie ¥ JEMOHCTPYIOTh MOT0 MPAKTUYHY peasi30BaHiCTh V¥ CKJIaJHUX, O€3MeYHUX Ta MaCIITaboBaHUX XMap-
HUX cepeJ0BUILAX.

BHCHOBKMH. Y MeXax JaHOro A0CJiKeHHs 6yJIo po3po6JieHOo, peali3oBaHO Ta eKCIIepUMEHTaTbHO mepe-
BipeHO KOHLeNLilo iepapXiyHOi po3M0Ai/IeHOI CUCTEMU MOHITOPUHTY [JIfl yIIpaBJiHHA XMapHUMU pecypcaMu
B YMOBaxX JIUHAMIYHOTO HAaBaHTa)KeHHA Ta YaCTKOBUX BiJMOB. 3allpONIOHOBAaHA apXiTeKTypa NOEAHYE JIOKaJIb-
Hi areHTH 3 aJlallTUBHOI0 YaCTOTO0 BUOIpKH, TpoMixkHU I fog-piBeHb i3 MallMHHUM HaBYaHHSM Ta LleHTPaJlb-
HUH KOOpAMHATOP 3 aHaJITUYHHUM MOAYJeM, 1110 3abe3neyye cTpaTeridyHe ynpaBaiHHS.

PesynbTraTu cepii ekcriepuMeHTIB 3aCBiAYUIM CYyTTEBE MOKpAllleHHS KJIIY0BUX N0Ka3HUKIB epeKTUBHOCTI
[IOPIBHAHO 3 LIeHTpa/i30BaHUMHU MOJeJIIMU: Yac peakuil 3MeHeHo a0 60-70 % y KpUTUYHHUX CLEeHaApifX;
BTPaTH NOBiAOMJIEHb 3HMXKEHO A0 1,9 % HaBiTh y CTpeCOBUX YMOBaX; TOYHICTb MPOrHO3YBaHHA HaBaHTaXKeH-
Ha (MAE, RMSE) nokpaieHo B cepefiHboMy Ha 30 %; 3HMKEHO KiJIbKICTb HEKOPEKTHUX KepyBaJbHUX Ail;
MiIBUIIEHO CTab/IbHICTb CHCTEMHU BHACJII/IOK 3MeHIIIeHHs HA/IMipHUX MepeasioKalliid pecypciB.

Y Mal6yTHbOMY Nepes0a4yaeThbCsl PO3IMIMPEHHS CUCTEMHU LJISAXOM BKJIO4YeHHs SLA-Mogesi Ta OLiHKH
BIJIMBY YNIPaBJiHCbKUX pillleHb HAa piBeHb 06C/IyroByBaHHS KiHL€BOI0 KOPUCTYyBaya; TeCTyBaHHS Ha reTe-
poreHHoOMy anapaTHOMY 3abe3neyeHHi Ta B edge/fog-Mepexax i3 peasbHUMU [0T-By3/1aMU; BIPOBaIKeH-
Hf eHepro36epiraroynx MexaHi3MiB i onTUMizalii 064ucAOBaJIbHUX BUTpAT HA ML-Mozei; focaigxeHHs
CaMOHAaBYaJIbHUX areHTiB, 3/JaTHUX aJaNTyBaTH aJITOPUTMH MOHITOPUHTY 6€3 IeHTpasi30BaHOl nepeHa-
JIaLITYBaHHSA.

3anponoHoBaHa cucTeMa € epeKTHBHUM MiAIPYHTAM [ CTBOPEHHs aJaNTHBHOI, MaclITaboBaHOl Ta
cTikKOI 710 Bi/MOB my1aTPOpMHU KepyBaHHS XMapHOI0 iHPPaCTPYKTYPOIO B YMOBAaX BUCOKOI MiHJIMBOCTi HaBaH-
Ta)kKeHHsI Ta 00MeKeHUX pPecypCiB.
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THE ROLE OF MLOPS IN ADVANCING GREEN ENERGY:
AN EVALUATION OF TECHNOLOGIES AND PRACTICES

Abstract. Machine learning-driven decision making is essential for the efficient operation of cloud-hosted virtual power
plants (VPPs) aggregating hundreds to thousands of distributed energy resources (DERs). However, manually deploying and
maintaining ML models at scale introduces delays, inconsistency and high operational overhead. In this paper, we survey six
widely adopted MLOps frameworks-Kubeflow, Apache Airflow, MLflow, Azure ML, AWS SageMaker and Google Vertex Al-
against four criteria critical to VPP environments: industry adoption, feature-set completeness, interoperability with major
ML frameworks and cloud platforms, and licensing or cost constraints. Drawing on public documentation, repository activity,
case studies and market research, we identify trade-offs between open-source flexibility and managed-service convenience.
Our analysis shows that Apache Airflow offers the most mature and extensible pipeline orchestration for on-premise and
multi-cloud VPP deployments, while Kubeflow excels in Kubernetes-native contexts. Managed services like SageMaker and
Azure ML deliver faster time-to-value for teams lacking dedicated infrastructure expertise but incur higher costs and vendor
lock-in. Finally, we provide domain-tailored recommendations for integrating continuous training, evaluation and monitoring
into VPP forecasting workflows, demonstrating how MLOps adoption can improve prediction latency and grid responsiveness.

The goal of this article is to evaluate and compare leading MLOps frameworks-open-source and managed cloud services-
against key criteria (adoption, feature completeness, interoperability, and cost) and to recommend the most suitable solutions
for cloud-hosted virtual power plants.

Methodology. We selected six MLOps frameworks based on adoption, features, interoperability and cost; extracted
data from official docs, repositories and market reports; scored each tool against our criteria; and distilled domain-specific
recommendations for cloud-hosted VPPs.

Scientific Novelty. This article explores the under-researched intersection of MLOps and virtual power plants (VPPs),
addressing the specific challenges of applying automated ML workflows to large-scale, cloud-hosted VPP systems. It provides
the first domain-specific comparison of MLOps tools tailored to the operational and forecasting needs of VPPs.

Conclusion. MLOps can significantly enhance the performance and scalability of virtual power plants. This study identifies
the most suitable tools for VPP use cases, highlighting Apache Airflow and Kubeflow as strong open-source options, while
managed services may suit teams with limited infrastructure expertise.

Key words: Machine learning, MLOps, Virtual power plant, Distributed energy, Cloud technology, Forecasting.

Aptem KOJIOMUIIEB, I01is KY3HEL[OBA. POJIb ABTOMATH3ALIT PO3TOPTAHHA IHOPACTPYKTYPHU
Y MIPOCYBAHHI 3EJIEHOT EHEPTETUKHU: OLITHKA TEXHOJIOT'TA TA TPAKTHUK

AHnomayis. IpuiiHsamms piwleHb Ha OCHOBI MAWUHHO20 HABYAHHS MAE 8AMCAUBE 3HAYEHHs1 0151 epekmugHOi poGomu
XMapHux gipmyaavHux esekmpocmanyiii (BEC), wo 06'edHytoms comHi ti mucsiui posnodinenux enepeopecypcie (PEP). Odnak
pyUHe po320pmaHHa ma niompumka modenell MaQWUHHO20 HABYAHHS 8 Macuwma6i npuzeodums do 3ampuMoK, Hey3200HCeHO-
cmi ma sucokux onepayitiHux eumpam. Y yiti cmammi Mu npoaHa.izyeanu wicms Wupoko po3noagcrodiceHux gpelimeopkis
asmomamu3ayii pozeopmanHi iHgpacmpykmypu mawurHozo Hag4yaHHs1 (MLOps) - Kubeflow, Apache Airflow, MLflow, Azure
ML, AWS SageMaker i Google Vertex Al - 3a vomupma Kpumepisimu, KpUmu4yHo saxcausumu 04s cepedosuwy BEC: enposa-
0JiceHHs 8 2ay3i, nogHoma Habopy @yHKYill, cymicHicmb 3 0CHOBHUMU PpeliMBOpKAMU MAWUHHO20 HABYAHHS | XMAPHUMU
naamgopmamu, a makoic AiyeH3itiHi abo pinaxcosi obmexnceHHs. Cnuparyucs HA ny6aiyHy doKymMeHmayilo, akmueHicmos
peno3zumopiie, memamuyHi docaidxceHHss ma 00cAiOHceHHs PUHKY, MU BUSHAYUAU KOMNPOMICU MiHC 2HYyHKICMIo 8I0Kpumozo
Kody ma 3pyuHicmio kepogaHozo cepgicy. Haw aHasiz nokasye, wjo Apache Airflow nponoHye Hali6inbw 3piay ma po3wupio-
8aHy OpKeCmpOoB8KY KOHBe€EpI8 0151 10KAIbHUX Ma MyAbmuxmapHux poszopmaus BEC, 8 motil uac sk Kubeflow uydoeo npayre
8 koHmekcmax Ha 6a3i Kubernetes. KeposaHi cepsicu, maki sik SageMaker ma Azure ML, 3a6e3neuytoms weuduly OKynHicmos
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iHeecmuyiil 019 KoMaHo, AKUM He sucmavae cneyiaaicmis y eanysi inppacmpykmypu, ase Hecymso 6inbwi sumpamu ma
npug’'sizky do nesHozo nocmavaavHuka. Hapewmi, mu Hadaemo pekomeHdayii wjodo iHmezpayii 6eanepepsHO20 HABYAHHS,
OYiHKU ma MoHimopuHzy 8 po6oui npoyecu npoeHozyeaHHss BEC, demoncmpyiouu, sik enposadyiceHHs: asmomamu3sayii pos-
20pmaHHI iHppacmpykmypu MAWUHHO20 HABYAHHS MOXCe NOKpawumu 3ampuMKy npoz2HO3y8aHHs1 ma weudkicms peazy-
B8AHHSA MeEpeixCL.

Mema cmammi: oyiHumu ma nopisHssmu nhpogioHi gppetimeopku asmomamuszayii poszopmarHi iHppacmpykmypu ma-
WUHHO20 HABYAHHSA — 8i0KpumMi ma KkepoeaHi xMapHi cepgicu — 3a KA10408UMU Kpumepisimu (6nposadiceHHs, noeHoma PyHk-
yitl, inmeponepabeavHicme ma eapmicms) ma pekomeHdysamu Halibinbw nioxodswji piwieHHs1 045 8ipmyanbHUX eseKmpo-
cmaHyiti, po3miwjeHux y xmapi.

Memodoso0zisi. Mu o6paau wicms gpelimeopkie asmomamusayii po3zopmarHi iHppacmpykmypu MAwUHHO20 HABYAH-
Hs1 Ha OCHO8I 8npogadiceHHs1, yHKYil, cymicHocmi ma eapmocmi; gumsieau dawi 3 oiyitiHux dokymeHmis, penosumopiie ma
PUHKOBUX 38Imi8; OYIHU/AU KOXHCeH IHCmpyMeHm 3d HaAWUMu Kpumepiamu; i cpopmyarsanu pekomernoayii 15 xmapHux BEC
04151 KOHKpemHux domeHie.

Haykoea Hosu3Ha. Y yiti cmammi docaidxcyemuvcst ManodocaidsiceHa chepa nepemuHy asmomamusayii pozzopmaHHi
iHpacmpykmypu MawuHH020 HABYAHHS | 8ipmyasbHUx esekmpocmaryiil (BEC), pozeasidarombcst KOHKpemHi npob.iemu 3a-
CMOCY8AHHSI A8MOMAMU308aHUX POGOHUX Npoyecie MAWUHHO20 HA8YAHHS 00 8eaukomacwmabHux xmapHux cucmem BEC.
L]e nepwe nopisHsiHHs IHCMpyMeHmie aemomamusayii pozzopmauHi iHgpacmpykmypu MawUHHO20 HAB4AHHSI, NPUCMOC08d-
HUx do onepayitiHux i npozHo3HuUXx nompe6 BEC, 3 ypaxyeaHHsaM cneyugdiku KOHKpemHoi eaaysi.

BucHogku. Y pesynrbmami docaidxceHHs1 dogedeHo, Memodu asmomamu3ayii poszopmaxHi iHgpacmpykmypu MauwuHHo-
20 HABYAHHS1 MOJHCYMb 3HAYHO nidsuwumMuU NpodykmugHicmo i Macwma6o8aHicms 8ipmyaabHUX e1eKmpocmaHyiil. Y ybomy
docnidxceHHT 8U3Ha4eHo Hatlbinbw nidxodsawi iHcmpymenmu 045 sukopucmanHs BEC, 3okpema Apache Airflow ma Kubeflow
5K CU/bHI 8apiaHmu 3 8idkpumum suxioHum kodoM, modi sIK KeposaHi cepgicu Moxcymbu niditimu komaHdam 3 06MeHceHUM
doceidom pobomu 3 iHgpacmpykmyporo.

Kawouosi cn1o0ea: mawuHHe HABYAHHS, agmomamu3ayis po320pmaxHs iHgpacmpykmypu, 8ipmyaibHa esAeKmpocmaH-
yis, poanodizeHa eHepaemuka, XMapHi mexHo.102ii, NpO2HO3Y8AHHSL.

Introduction. The market for renewable energy is experiencing substantial expansion and is rapidly accelerat-
ing. Virtual power plants (VPP) are one of the next logical steps in electrical grid development [8; 13] and they are
one of the best ways to integrate renewable energy into the grid, especially residential renewable energy produc-
tion and storage (like rooftop solar panels and rechargeable lithium-ion wall-mount batteries). A single VPP can
manage multiple (hundreds-thousands) distributed energy resources (usually connected to the same grid), which
allows them to have a bigger impact on the energy market and better financial gain [13], if compared to those DERs
accessing the market on their own. VPP collects telemetry from and sends control commands to those DERs.

VPP decisions can be based on various optimisation strategies, but often those strategies are implemented
using machine learning [16; 17]. In many companies (especially early-stage startups) ML models are usually
managed and deployed by data science engineers manually, which is a slow and error-prone process [3]. The
software development industry has already solved a similar problem by automating operations using Dev-
Ops methodology, and an identical approach can be applied to ML [15]. ML Operations (usually shortened to
MLOps) is the automation of ML model learning and deployment processes. According to [3] the principles of
MLOps include CI/CD pipeline automation, workflow automation, reproducibility, versioning, collaboration,
continuous ML training and evaluation, and continuous monitoring. A system that follows MLOps principles
may consist of multiple components that allow it to achieve those principles.

ML application in VPP has its caveats: ML models should be able to make predictions fast [15] because
VPP must be able to continuously send commands to thousands of DERs, and conditions are always changing:
wholesale electricity market prices, weather conditions and forecasts, user energy consumption patterns etc.
Some configurations of VPP involve running ML models on DER controllers as IoT edge software [10], but this
article does not cover such case - it has additional pitfalls and issues: unreliable network connection [19] on the
DER side leads to model not having recent market and weather forecast data, [oT edge hardware capabilities
are usually limited, so ML model should be simplified [10] (which decreases predictions quality).

Research question: Evaluate existing MLOps technologies and choose those best fitting to be used in a VPP.

Method.

Related work. We analyzed existing publications on the subject and came to the conclusion that there is a
scarcity of publications focusing on MLOps applications in the VPP field.

MLOps. Research regarding MLOps has been going on actively for the past few years. Kreuzberger, Kiihl
and Hirschl [3] have a very detailed definition of MLOps and a list of relevant technologies for each MLOps
component but do not discuss domain-specific recommendations and do not actually compare/select the best
technologies. Other relevant publications [9; 12] also lack domain-specific issues discussions and limitations.

ML in a renewable energy sector. Implementation of ML models for renewable energy forecasting and
software-controlled distributed energy resources is a prominent topic and multiple publications discuss this
issue from various angles [15; 16; 17] even considering applying MLOps approach [15], but they do not specif-
ically cover MLOps application to a VPP.
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ML in edge IoT. Multiple software and hardware solutions exist to run (and even retrain) ML models on
the edge [4; 10], but this area has a list of very specific issues and a different set of issues if compared to a VPP,
which is usually backend solution running on public cloud [10; 19] and talking to DERs via REST APIs of their
respective vendors [5; 7]. This article does not cover ML on edge IoT use-case and problems, but the authors
agree that this may be one of the ways to implement a VPP.

Selection Criteria. The comparison in the article mostly focused on workflow/pipeline automation tools
for ML, excluding optional aspects like Feature Store and automatical triggers for training new models on per-
formance degradation. These tools could be added to ML workflow later, as they are less important and should
be built on the foundation of a solid automated ML training pipeline [9].

After going through the mentioned articles, online-accessible documentation [1; 11; 18] hosted by public
cloud providers six tools were selected for comparison.

Inclusion criteria:

1. Adoption - The tool must be already adopted and used in the industry, successful case studies should exist
for it. Integration of a new unproven solution into the platform may be difficult, because of a lack of documen-
tation and features [14]. Good adoption also usually means it’s easier to hire expertise.

2. Feature set — the more parts of the MLOps pipeline can be covered by the same toolset/framework, the
fewer new dependencies the project would need to maintain.

3. Interoperability - what ML framework tool supports, what cloud provider integrations exist out of the
box, etc.

4. Licensing and cost - is it an open-source solution that can be self-hosted or closed-source privately owned
solution only available on vendor’s cloud?

Exclusion criteria:

1. Obsolete tools - tools that are no longer maintained or replaced.

Evaluation Framework. Open source tools would be compared on initial configuration and maintenance
cost, license limitations, public cloud feature integrations suite, and feature completeness.

Official documentation, public git repositories and market research tools (6sense) were used to estimate
each metric's value.

Limitations. The Availability of existing case studies of MLOps applications in the VPP market is limited, so
some metric values were approximate estimates.

This article does not evaluate the ease of implementation for an edge IoT MLOps solution, mostly focusing
on VPP that works as a hosted backend solution on the public cloud.

Results.

Table 1 contains the final results for the comparison based on selected metrics.

Table 1
MLOps tools comparison
Name Adoption Feature set Interoperability Licensing & cost
Kubeflow 3 4 1 1
Airflow 1 1 1 1
MLFlow 2 1 1 1
Azure ML 4 2 1 3
AWS SageMaker 5 2 1 3
Google Vertex Al 7 2 1 2

Fig. 1 shows heatmap representing the scores.

Fig. 2 shows normalized comparison of selected MLOps frameworks.

Adoption. Each column contains a place in which a corresponding tool would fit in sorted based on the
selected metric (lower is better).

For open-source tools adoption was estimated based on development activity on publicly hosted Git repos-
itories [6]. Airflow is the most mature of the selected subset of MLOps automation tools and is still the most
popular and actively supported.

For closed-source tools hosted on public cloud 6sense [2] estimates were used. Azure ML is almost twice as
popular as AWS Sagemaker as as of this writing. Google Vertex Al was launched a few years later than all of the
above tools and market adoption data for it is not yet available, so the authors assume the worst adoption for it
in comparison to other tools from the list.
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Fig. 2. Normalized comparison of MLOps frameworks

Feature set. Each column contains a place in which a corresponding tool would fit in sorted based on the
selected metric (lower is better). Duplicate values represent equal/comparable feature sets.

Airflow and MLFlow are very mature open-source tools and any MLOps-related feature we might need (par-
ametrised training, integration with orchestrators like Kubernetes etc) are implemented.
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Azure ML, AWS SageMaker and Google Vertex Al have better integration with their respective cloud, but this
leads to worse support for on-premise workloads or workloads on other cloud providers.

Kubeflow is very actively developed and mostly covers the use-case of training models in Kubernetes-man-
aged environment. It’s the easiest one to configure on an existing Kubernetes cluster, but if your environment is
not running in Kubernetes orchestrator Kubeflow would be useless for you.

Interoperability. All listed MLOps pipeline automation tools support all major frameworks like TensorFlow
and PyTorch.

Licensing & cost. Open-source tools allow you to use them free in commercial environments.

When comparing closed-source tools, Google Vertex Al is yet the cheapest to train models on.

Recommendations. Based on the results, the authors of the article recommend using Apache Airflow for
most of the MLOps VPP use-cases.

If your environment is completely containerized and orchestrated by Kubernetes Kubeflow could be a good
solution, but it's less mature than Airflow and Airflow can be run natively in the Kubernetes on its own.

Azure ML, AWS SageMaker and Google Vertex Al support less features and would be more expensive to host.
They should be considered in organisations that do not have mature ops/infrastructure engineering teams that
could maintain the MLOps pipeline on their own.

Limitations of Results. Market adoption was not measured based on real telemetry from production sys-
tems, but just an estimate.

All metrics were selected without any VPP specificity, albeit authors believe these metrics are the most im-
portant in most of the MLOps applications including VPP.

Adoption Barriers and Facilitators. MLOps adoption is mainly slowed by:

@ organisational challenges (pure data-science driven team would not be able to achieve MLOps on their
own, cross-functional team is required [3]);

@ cost (ML is already an expensive endeavour for small or even medium-sized companies and pipeline au-
tomation might not be worth the cost for many of them if data-science team is small enough).

But, MLOps adoption can be accelerated by increased awareness and new easier to use tooling being built to
abstract existing complexities of MLOps pipelines.

Conclusion. VPP would greatly benefit from MLOps integration, it would improve ML models' efficiency
and decision-making processes. But, even considering these benefits MLOps is not yet widely used in VPP. It’s
mostly caused by the operational complexity of such tools and the cost of their introduction.

Multiple open and closed source tools exist to solve MLOps pipeline automation problems, and most of them
cover all major features and support main frameworks.

Different MLOps tools have different limitations and their selection should be based on market adoption,
feature set and interoperability with ML frameworks your organisation uses.

Open-source tools like Airflow or MLFlow would be best for most use cases, but their usage requires having
a cross-functional data science/operations team. In some organisations it might not be a great fit and cloud-pro-
vider tools like AWS SageMaker or Azure ML should be used.

As VPPs continue to advance and assume a more critical role in renewable energy integration, the strategic
application of MLOps will be vital.
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CYYACHI METOAH IMPPOBOI'0 BOAAHOI'O MAPKYBAHHA 3065PAXKEHD:
KJIACU®IKAILIA, AHAI3 I TEHAEHIII PO3BUTKY

Anomayis. Y cmammi npedcmagieHo KomMnaekcHUll 02450 cyvacHux memodie yugposozo 800s1H020 MAPKY8AHHS 300pa-
JHCeHb, WO BUKOPUCMOBYIOMbCA 0151 3a6e3neveHHs a8mopCbKUX Npas, nepesipku agmeHmu4Hocmi ma eidcmesiceHHs1 0xcepe
p03Nn08COdNCEHHS YUPPOB020 KOHMEHMY.

Mema po6omu nossizae 8 cucmemamu3sayii nioxodie do yugpposozo mapkysaHHs 306paxceHb, 30Kpema mpaduyitiHux,
2I6pUdHUX | 30CHOBAHUX HA 2/AUGOKOMY HABYAHHI,  MAKONC Y 8USI8AEHH] IX MEXHIYHUX XapAKMepUCmuK, CUNbHUX | cAa6KUX
cMopiH, npakmu4Hoi efpekmueHocmi ma HaQyKko80-mexHo.102[YHUX BUKAUKIB Yy KOHmekcmi yugposoi 6e3neku.

Memodos0zist docaidxiceHHs1 6a3yembCsl HA CUCMEMHOMY AHAI31 aKmya/abHUX HAYKOBUX 0xcepes, 8KAYAYU peleH-
308aHi nybaikayii, oeas008i cmammi, ekcnepumMeHmMaabHi docaidiceHHs: ma npukAaodHi peasizayii anzopummis yugposozo
80051H020 MAPKY8aHHS. [las kaacudikayii Memoodie uKOpuUCMaHo HU3KY KAKHYOB8UX MEXHIYHUX | (hyHKYIOHANbHUX Kpumepiis,
30kpema: cmilikicmb 00 amak, npo3opicmb MapKy8aHHs, CKAadHicmb peasizayii, 064uca08a16HA epeKMUBHICMb, MOKCAU-
gicmb cainozo susienenns (blind detection), adanmusnicms do muny 306padxceHb, d Makoxc wupoma cgep 3acmocy8aHHsL.
IlopieHsiHHS Memodig 30iTiCHI08A10CS 3 YPAXy8AHHSM iX 30amHocmi 3a6e3neyysamu 6aAAHC MIHC YUMU XapAKMEPUCMUKAMU,
wWo 00380.151€ 8U3HAYUMU ONMUMALHI Ni0X00U 0151 NPAKMUYHO20 3ACMOCY8AHHS 8 YMOBAX 3pOCMAO4UX 8UMO2 00 YUuPposoi
6e3neku, npugamHocmi ma 3axucmy iHme/s1eKmya/bHoi 81acHOCmi.

Haykoea Ho8U3HA po6omu nojsi2ae y YinicHOMy y3a2anbHeHHI egotoyii Memodie 80051HO20 MAPKYBAHHS i3 POKYCOM
Ha cyvacHi mexHo/102iuHI meHdeHYil, ceped IKUX 8UOKPeMAII0MbCA: iIHmezpayisi 21u60Kk020 HA8YAHHS 015 Ni08UWEHHS as-
MOHOMHOCMI A/120pUMMi8; NOEOHAHHSL B0OSIHO20 MAPKYBAHHS 3 Kpunmozpagielo ma 610K4eliHoM; po3pobka adanmusHUx
piweHb, 30amHux macwmaoysamucs nio pizHi popmamu 306padxceHsb i yMoO8U BUKOPUCMAHHSI.

BucHosKku. [Jugppose 800s1He MAPKYBAHHA 3aAUUAEMBCA CMPAME2IYHO 8AHCAUBUM [HCMPYMEHMOM 3axucmy yugdpoeozo
koHmeumy. [Ipoananizosari Memodu deMoHCMpyrOMb WUPOKUL cnekmp piuleHb i3 pi3HUM cmyneHeM npo3opocmi, cmitiko-
cmi do amak ma o64ucar8aavbHoi efpekmusrocmi. Tpaduyitini nidxodu, 3acHosaHi Ha 06po6Yyi y npocmopi abo yacmomHitl
o6sacmi, € dobpe sug4eHUMU, a1e Marms ob6MedxceHy adanmusHicms. I'i6pudHi Memodu noedHyrombsb nepegazu KAACUYHUX
piweHs, npome nompe6yroms onmumizayii 0451 npomudii cyyacHum amaxkam. Memodosoeii Ha ocHosi 2au60Kk020 HABYAH-
Hsl 3a6e3nevyomb Ho8Ul pieeHb OYHKYIOHAAILHOCMI, 30KpeMa MOXCAUBICMb MapKy8aHHs 6e3 docmyny do opuziHaay (blind
watermarking), o0Hak cmukaomucsl 3 BUKAUKAMU, NO8’I3AHUMU 3 BUCOKUMU PeCypPCHUMU sumpamamu ma 6pakom CmaH-
dapmig. Y koumekcmi yugposoi mpancopmayii cycnhinecmea akmyasbHUMu cmarwms 00CAI0NCEHHS], CNPSMOBAHI HA PO3-
POOKY HaOdiliHUX, Macwmabo8aHux i HOPMAMUBHO 8PE2YAbOBAHUX CUCMEM B8005IHO20 MAPKYB8AHHS, 30amMHUX eheKmu8HO
@yHKyioHy8amu 8 yMmosax 3pocmarn4ux sumoz 0o 6eaneku, npueamHocmi ma iHmeponepabeasbHocmi yugposux niamgopm.

Kawuosi caoea: yugpose 8odsiHe MapkysaHHsl, 3axucm agmopcbKux npas, cmilikicms 0o amax, 2ibpudHi memodu, aau-
6oKke HaB4AHHS, CAine MapKy8aHHsl, Yu@Ppoasi 306pasiceHHs.

Yevhen LANSKYKH, Oleksii NAUMOV. MODERN METHODS OF DIGITAL IMAGE WATERMARKING:
CLASSIFICATION, ANALYSIS AND DEVELOPMENT TRENDS

Abstract. This article presents a comprehensive review of contemporary digital image watermarking methods used to
ensure copyright protection, verify authenticity, and trace the sources of digital content distribution.

The purpose of the study is to systematize approaches to digital image watermarking, including traditional, hybrid, and
deep learning-based methods, and to identify their technical characteristics, strengths and weaknesses, practical efficiency,
and scientific and technological challenges in the context of digital security.

The methodology is based on a systematic analysis of current scientific sources, including peer-reviewed publications,
review articles, experimental studies, and applied implementations of digital watermarking algorithms. The classification of
methods was conducted using a set of key technical and functional criteria, including: robustness against attacks, watermark
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transparency, implementation complexity, computational efficiency, the possibility of blind detection, adaptability to image
types, and the breadth of application areas. The comparative analysis focused on assessing the balance between these
characteristics, which enables the identification of optimal approaches for practical application in conditions of increasing
demands for digital security, privacy, and intellectual property protection.

The scientific novelty of the study lies in the integrated generalization of the evolution of watermarking methods, with
a particular focus on current technological trends. These include the integration of deep learning to increase the autonomy
of algorithms; combining watermarking with cryptographic and blockchain technologies; and the development of adaptive
solutions capable of scaling across different image formats and application scenarios.

Conclusions. Digital watermarking remains a strategically important tool for protecting digital content. The analyzed
methods demonstrate a wide range of solutions with varying degrees of transparency, robustness against attacks, and
computational performance. Traditional approaches, based on spatial or frequency domain processing, are well-studied but
have limited adaptability. Hybrid methods combine the advantages of classical techniques but require further optimization
to withstand sophisticated attacks. Deep learning-based methodologies offer a new level of functionality, including blind
watermarking (embedding and extraction without access to the original image), yet face challenges such as high computational
costs and the lack of standardized evaluation protocols. In the context of the ongoing digital transformation of society, it
is crucial to develop reliable, scalable, and legally regulated watermarking systems capable of functioning effectively under
growing requirements for security, privacy, and interoperability across digital platforms.

Key words: digital watermarking, copyright protection, attack robustness, hybrid methods, deep learning, blind
watermarking, digital images.

IlocTaHOBKa p06JIeMH y 3araJibHOMY BUIVIA/I Ta 1i 3B’A30K i3 BaXKJIMBUMHU HAQYKOBMMM Y4 IPaKTHY-
HUMH 3aBAAHHAMM. 3aXUCT aBTOPCbKUX NIPaB, aBTEHTUYHICTb LUPPOBUX 300paxkeHb Ta NPOTHU i HeCaHKLi-
OHOBAHOMY PO3IOBCI/I)KEHHIO MY/JIbTHMeAiiHOTO KOHTEHTY € KPUTUYHO BXKJIUBHUMHU 3aBJaHHSAMU B yMOBAxX
cyyacHoro iHdopmariiiHoro cepenoBuila. [lomupeHHs1 HMPOBUX TEXHOJIOTIN y MOEAHAHHI 3 JIETKIiCTIO KoTIi-
I0OBaHHS JJaHUX 3HAYHO YCKJIA[HUJIO 3aXUCT IHTEJIeKTYalbHOI BJIACHOCTI, 1[0 aKTyasi3yBaJio NOTpeOy B HAJ[il-
HUX i yHiBepca/lbHUX 3aco6ax IIUPPOBOro MapKyBaHHS.

Hudposi BoasHi 3Haku (LIB3) BUCTYyNalOTh KJAIOYOBUM iHCTPyMEeHTOM [1Jis1 3a6e3MeYeHHsI 3aXUCTY 300pa-
>KeHb, OCKIJIbKU Jal0Th 3MOTy BOY/OBYBaTH NpPHUXOBaHy iHdopMalilo 6e3 icTOTHOro BIUIMBY Ha Bi3yajbHY
sakicTb. Cepesi HAMBaXK/IMUBIIINX HAYKOBUX Ta MPAaKTUYHUX 3aB/aHb, sIKi p03B’I3yI0TbCS Yepe3 BUKOPHUCTaHHS
[1B3, BapTO BUAiNKTHU:

e ineHTudikalito Ta miTBEpAKEHHS aBTOPCTBA 300paKeHb;

® BUSIBJIEHHS] HECAaHKL[iOHOBaHUX 3MiH a60 peJjaryBaHHs;

® [IPOCTEXYBaHHs JpKepeJia MOLIUPEHHS] KOHTEHTY;

® BHUKOPHUCTAHHS B LMPPOBUX apXiBax, CyZ0BO-eKCIEPTHIN NPaKTHULi Ta 6JI0KYEHH-CUCTEMAX.

OnHak BIPOBa/X)KEHHS TaKUX TEXHOJIOTiIHM CyNpOBOKYETbCSI HU3KOI0 TeXHIYHUX Mpo6JieM: 3a6e3neyeHHs
cTifikocTi 1o aTak (06pisaHHsA, pinbTpaliis, MacmTabyBaHHs), 30epexKeHHs IKOCTi 300paXKeHHs], IBUAKICTh
006pOOKHU Ta aANTUBHICTD 0 Pi3HUX YMOB.

AHauni3 ocTaHHIX Joc/igKeHb i my6siikanii. AHasi3 cydacHUX ny6JriKalliil J03B0JIsi€ BHOKPEMUTH KiJibKa
MpPOBiHUX HANPSAMIB PO3BUTKY MeTOAIB i poBoro BoJssHoro 3HakyBaHHA (1|B3). OgHuM i3 Takux HanpsMiB
€ OIVIAZI0BI Ta y3arajbHIO04Yi Npali, B AKMX IpoaHali30BaHO AecATKH niaxoxis o LIB3. 3okpema, B orsgax
[1], [2], [7] po3r/isiHYTO METO/HY, 1110 6a3yIOThCA HA AUCKpeTHOMY BeliBJjeT-nepeTBopeHHi (DWT), kocuHycHO-
My nepetBopeHHi (DCT), HaliMmeH1 3Hauyuomy 6iTi (LSB) Ta 3acTocyBaHHI XaOTUYHUX KapT.

Pap ny6aikaniii [6; 13; 15] 30cepeAXy€eThCcs Ha KOMILJIEKCHOMY aHaJsli3i CydacHUX TEXHOJIOTiH 1iudpoBoro
MapkyBaHHs. Tak, Hind M. Al-Dabbas Ta cniBaBTOpU cHCTEMaTHU3YIOTh HasiBHI pillleHHS Ta MOXJIUBI aTaKu Ha
LIB3. Y pocaimxenHi Shweta Wadhera i kosier npescraBieHo HanpsiMU 3acTtocyBaHHs LIB3 y cdepi oxoponu
3710poB’s1, ocBiTH Ta iHpopMauiiiHoi 6e3neku. Y cBoto yepry, Wang Ta cniBaBTOpHY NPOINOHYIOTh iHTerpaito
1dpoBOro MapKyBaHHs 3i cTeraHorpadi€o Ha 0CHOBI IJIMG0OKOTO HAaBYAHHS, 1[0 BiloGpaXkae MixKAUCIUILII-
HapHUH miaxig go BUpimieHHs 1po6jeM 3aXUCTy [UPPOBOro KOHTEHTY.

[HIIKH HAanpsM AoC/i/PKeHb OXOIJIIOE TpaAULiiHI Ta ribpuani nigxoau. Y po6orax [3] i [4] po3rasgaoTbes
SIK KJIaCUYHi, TaK i XaOTUYHi aJICOPUTMU MapKyBaHHS, 30KpeMa i3 BUKOPUCTaHHAM Bifjo6pakeHHs1 XeHOHA Ta
KapTHu KoTa ApHoJsbja. Taki pilleHHs copssMOBaHi Ha MiABUILEHHS CTiIHKOCTI 10 aTak, 36epirarouu BOJsIHUHN
3HaK y 3MiHeHOMY cepepoBuLi. JlocnimkeHus [5] niaTBepaxye edeKTUBHICTb riGPUAHUX CXeM, V IKUX TOE-
HYIOTbCSl METOZ M CUHTY/ISIpHOI0 po3kaafaHHsa (SVD) i3 67104HUMU epeTBOPEHHSIMHY, 1110 03BOJISIE JOCATTH
cTilKOCTi 6e3 CyTTEBOI0 3HWXKEHHS Npo30opocTi. Y ctaTTi [16] onucaHo YOTUPUCTYIIEHEBUH aJITOPUTM, AKUH
kom6inye DWT, DCT, SVD Ta ckpeM6J/1t0BaHHS, IeMOHCTPYIOYH BUCOKY HaZIIHHICTh HABiTh Y BUIA/[KaX 3HUKEH-
HS PO3/i/IBHOCTI 306 paXKeHHS.

OxpeMull HampsM CTAaHOBJATb MeTO/M, 3aCHOBaHi Ha IMO60KOMY HaBuaHHi. ¥ po6oTi Zhong Ta iH. [17]
MpeCTaBJeHO apXiTeKTYpy, 3/laTHY 3/1iliCHIOBATH BOY/JOBYBAaHHS BOJSTHOr'O 3HAKY B pexuMi «blind», To6TO
6e3 JOCTYIy /10 OPUTiHAJbHOTO 300paXKeHHs. 3apOoNOHOBaHe pillleHHs 3a6e3neuye CTIMKICTb 10 LIUPOKOTO
CIEeKTPY aTakK, BKJIYA4U HaBiThb GOTO3MOMKY eKkpaHa. Cxoxkui migxia onucano B [10], e akueHT 3p0o6JeHO
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Ha NiJBUIIEHHS TeOMeTPUYHOI CTIMKOCTI MapKyBaHHA. TpeHOBaHa HelWpoMepeXkeBa MOJeJb JeMOHCTPYE
3AaTHICTD 36epiraTv BOAsIHUH 3HAK Mic/as TpaHcopMaLil, TAKKX SIK 3MiHa KyTa, MaclITabyBaHHS YU obep-
TaHHS.

TakuM 4MHOM, HaBeZleHi JpKepesia IeEMOHCTPYIOTh fIK IUPOTY HAYKOBHUX MiJX0AiB 0 [UPPOBOro BOASIHO-
ro MapKyBaHHS, TaK i HarajibHy noTpe6y B yHipikoBaHUX, ePpeKTUBHUX i YHiBepCaJbHUX PilIeHHSAX, 3JaTHUX
dyHKI[iOHYBaTH B YMOBax CKJIaZHOTO ¥ 3MiHHOr0 [ poBOro cepeoBULIaA.

MerTa cTaTTi - cucTeMaTH3alis CyJYacHUX MeTO/iB [UPPOBOro MapKyBaHHS 306paXkeHb; aHaJli3 TEXHIYHUX
Ta aITOPUTMIYHUX NiaxoAiB (TpaauLilHuX, ribpuAHNX i Ha 6a3i IMIM60KOro HaBYAHHS ); BUSIBJIEHHS CUJIBHUX
i cJlabKuX CTOPiH KOXKHOI IPyNU METOZiB; @ TAKOXK BHUSIBJIEHHS HAYKOBUX i TEXHOJIOTIYHUX BUKJIMKIB, IOB’SI-
3aHMX i3 3aXMCTOM KOHTEHTY B YMOBax LIBUJKOr0 pPo3BUTKY LudpoBux miardopm. OcobsmMBa yBara npu-
JIJISIETBCA CTIMKOCTI aJropuTMIB [0 aTak, 36epekeHHI0 Bi3yasbHOI IKOCTI 306paxkeHHs, 064HCII0BaJIbHIN
edeKTUBHOCTI METOZIB Ta MOXJIMBOCTSIM 3aCTOCYBaHHS Y NMPAKTUYHHUX rajy3sx - Kibepbesmneka, nudpoa
imeHTHiKaLis, 3aXHUCT KOHTEHTY.

Buksas ocHOBHOro Martepiaay. Metoau nudpoBoro BoASHOr0 MapKyBaHHSA KaacuiKyOTh 3a pisHUMHU
KpHUTEepisiMH, 30KpeMa 3a cnocoboM BOYJ0ByBaHHS, piBHEM ITepeTBOPEHHS, CIOCO60M OTpUMaHHS iHopMa-
Lii, TUIIOM HOCIifl, @ TaKOX 32 BUKOPUCTAHHAM iHTeJIEKTyaJIbHUX TEXHOJIOTiH. 3 MeTO chcTeMaTH3alii cy-
YaCHHUX MiJX0AiB 0 uudpoBOro BojgsHOro MapkyBaHHs (LIBM) 306paxkeHp JOLiIIbBHO BUAIIUTHA TPU OCHOBHI
KaTeropil: TpaguuiiiHi, riopuHi Ta MeTO U Ha OCHOBI In60Koro HaB4YaHHs (deep learning, DL). Taku# mogin
6a3y€eThbCo K Ha icTOpil pO3BUTKY METOAIB, TaK i HA TEXHIYHUX 0COGJIMBOCTSX peaJiizalii aJIrOpUTMIB, 110 J103-
BOJISIE OI/IBII 06’'€KTUBHO MPOBECTH IX MOPIBHSJIbHUHM aHAJIi3 Ta OLIHUTH ePCIEKTUBH MPAKTUYHOTO 3aCTOCY-
BaHHA. B oryisgoBii nitepatypi [1; 2; 6; 7; 13; 15] i npakTUYHUX peaJstizalissx MO>XKHa BHOKPEMHUTH TPU OCHOBHI
KaTeropii MeToziB.

[lepira rpyna MeToZiB - Lie TpaAuLilHI MeTo U UPPOBOro BOASHOIO MapKyBaHHs, fIKi IPYHTYIOTbCS Iie-
peBaKHO HAa BUKOPHUCTAHHI KJIACHYHUX MaTeMaTHYHHUX NepeTBOPeHb ab0o MaHimysswisx Ha piBHI mikcesis.
Jlo HUX HaJIeXaTb MPOCTOPOBI MeToAH, IO MepeAdavyaloTh Moauikalio 6iTiB 306pakeHHs (HAaNPUKJIAJ,
LSB-BcTaBka) [7], 4acTOTHI MeTOAH, 1110 BUKOPUCTOBYIOTh AucKpeTHi neperBopeHHs (DCT, DWT, FFT), ne Bo-
JSHUM 3HaK BOYJOBYETHCA Y CHEKTPA/JbHI KOMIOHEHTH [1; 2], a TaKO XaOTHYHI CUCTEMH, 1110 3aCTOCOBYIOTh
JlleTepMiHOBaHUH XaocC [ MU$pyBaHHA ab0 MO3UI[IOHYBaHHS BOASHOTO 3HakKa [3; 4]. Tpaauuiliai metoau
Bi/I3HAYaIOTHCS BiZJHOCHOIO MPOCTOTOMO peasizanii Ta HUI3bKMMH 00YHCII0BAaJIbHUMU BUTPATAMH, 1[0 POOGUTH
iXx mpuAaTHUMU AJis TPUCTPOIB i3 o6MexxeHUMH pecypcamu [1; 2; 4; 6]. 3okpemMa, MeTO/ Ha OCHOBI Jioric-
THYHOTO XaOTHUYHOTO BiZj06paKeHHsI IPOJEeMOHCTPYBAB ePpEeKTUBHICTh y 3abe3MeyeHH] M09aTKOBOTO PiBHSA
cTidKocTi Ta 6e3neky BOy0BaHOTO MapKyBaHH [4]. Lli migxoau 3a/uaoThCs aKTyaAbHUMU JJIs 33734, /e
noTpibHa MIBUJKA i Jierka peastisallis 6e3 BUCOKUX BUMOT 0 6e3IeKH, 30KpeMa B 3aXUCTi aBTOPChKUX IpaB
y BiiKpuTHX 6a3ax JaHUX. OZJHAK OCHOBHUM HEJOJIIKOM Ili€i rpynu MeTOJiB € IX HU3bKAa aJIalTUBHICTh 0
CKJIQZJHUX aTaK, 30KpeMa reOMeTPUYHHUX CIOTBOPEHb, 0OTUHAHHSA Ta BTPaT cTUcHeHHs JPEG.

Jpyra rpyna - e ribpugHi MeToay, IKi OEAHYIOTh epeBaru KiJibKox TpaHcpopManiiHux JoMeHiB i fo-
JaTKOBUX MeXaHi3MiB, 110 /03BOJISE MiJIBULIIATH K CTiHKiCTh, TaK i BisyanbHy gKicTk [3; 5; 16]. Takox ri-
OpuAHI MigX0AM {HTErpyrTb A0JAaTKOBI TeXHIKM - XaOTHYHi mepeTBOpeHHS, KpuntorpadiyHi aaropuTmy,
CTAaTUCTHUYHI MoJeJli, aITOpUTMU onTUMi3anjii (reHeTHYHi, poi yacTuHOK) [3; 15; 16]. Hanpukiaz, komb6iHanis
nepetrBopeHb (DWT+DCT+SVD) no3BoJisie 6aiaHCcyBaTH MiX Mpo30picTio Ta cTidikicTio [5; 16], a koMb6iHyBaH-
HA XaOTUYHUX KapT i YaCTOTHUX aJFOPUTMIB MiABUILYE CTIMKICTD I YCK/IaJHIOE HECAHKIIOHOBaHe BUJIyYeHHS
3Haka. Tak, y po6orti [3] 3anponoHoBaHO KOM6iHOBaHE BUKOPHCTAHHS XaOTHYHHUX IIEPETBOPEHb [IJis TeHepa-
il cTiiKkoro BoAsIHOT0 3HAKA, L0 YCKJIA/HIOE 3BOPOTHY iHXKeHepito Ta miZiBUILye KPUIITOCTiHKicTh. [16puaHi
METOJAM 4aCTO MAKThb BUILY NPOLYKTUBHICTD, IX IlepeBaraMy € MOXJ/IMBICTb HaJIAlITYBAHHA IiJi KOHKPEeTHI
noTpe6y KOPUCTYBaya Ta JOCATHEHHS 6asiaHcy MiX Mpo3opicTio, CTiMKicTI0 Ta npoAyKTUBHIicTIo. i MeToAM
epeKTHUBHO 3aCTOCOBYIOThCS y cdepi nudporoi ifeHTHiKaLi], MEJUIYHUX 306paXKeHb, CYZ0BOI eKCIIEPTU3H.
[IpoTe ckyiagHicTh peasnisalii TaKMX CUCTEM 3HAYHO BUIIQ, SIK | 06YHCII0OBaIbHA CKJIAJHICTh, 0COGJMBO Y BU-
naJikax BUKOPUCTAaHHSA 6araTopiBHEBUX NEPETBOPEHbD, a/IP)Ke€ BOHU MOTPEOYIOTh PETEBHOI0 HaJIalITyBaHHS.

Tpets rpyna - 1e MeToAu LUPPOBOTO MapKyBaHHS, 110 6a3yIOThCA Ha IIMOOKOMY HaB4YaHHI, SsKe OCTaH-
HIM 4YacoM aKTMBHO PO3BUBA€EThCA. llell HampsAM € HaWHOBILIMM i nepefbadyae BUKOPUCTAHHS HEHPOHHUX
Mepex, TaKUX sIK aBTOEHKOZepH, 3ropTkoBi HelpoHHI Mepexi (CNN), GAN-apxiTekTypu Ta TpaHcpopmepu
JUISI HAaBYaHHS BOY/IOBYBaHHS Ta BUSBJIEHHS BOASHOTrO 3HakKa [8; 10; 11; 13; 14; 15; 17]. [lepeBaroto ux me-
TOJIiB € aBTOMaTHYHA aJanTallisd A0 KOHTEHTY 300pa*KeHHs], BUCOKA EMHICTb MapKyBaHHs Ta CTiHKiCTh 70
CKJIaQZJHUX aTaK, 30KpeMa /I0 TeOMeTPUYHUX TpaHchopMalii, myMy Ta nepekoayBaHHs [8; 10; 14]. Takox
BOHU BUKOPHCTOBYIOThCA /1J151 BOYAOBYBaHHS Ta BUA06yBaHHs 3HaKa y «blind» pexxumi. Hanpuksazg, y po6ori
[10] 3ampornioHOBaHO cJliny cXeMy MapKyBaHHS 300pa)KeHb HAa OCHOBI ITM60KOr0 HaBYaHHS, sIKa JEMOHCTPYE
CTiIHKIiCTb [0 3MiH MaciTaby, 06epTaHHs Ta {HIIMX reoMeTPpUYHUX AedopManiid. Pazom 3 TuM, Taki MeToaU

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 91



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

€ PECYPCOEMHUMH, NMOTPEOYIOTh BEJMKUX OOCATIB JaHUX AJ1s1 HABYAHHS, a TAKOXK XapaKTepU3yHTbCs HU3b-
KO0 IHTepNnpeTOBaHICTIO, 1110 MOXKe YCKIaAHIOBATH IX BUKOPHUCTAHHS B KPUTUYHO BAXKJIMBHUX J0AATKax (Ha-
npuKJIaJ, nudpoBa cyfoBa ekcnepTusa). Takox iCHYIOTb Mepexi, CTiHKi 10 reoMeTPUYHUX BUKPHUBJIEHD, 1[0
Jl03BOJISIIOTh 36€eperTH BOASHUH 3HAK ITiC/Is aTaK TUIY 06epTaHHs, MacuITabyBaHHsA, 06pisaHHs [10]. 3arasom
Ui miZiXo M IeMOHCTPYIOTh BUCOKY alallTUBHICTh 0 pi3HUX PpopMaTiB 306pakeHb i aTak, BiZKpUBaIOTh HOBI
MOXJIUBOCTI As1s iHTerpauii [IBM y po3ymHi cuctemy, 3axuct Al-koHTeHTY, deepfake-getekiiro, NFT Touipo,
aJie NOTPe6yOTh BEJMKUX 00CATIB JaHUX i pecypciB AJ1s1 HABYaHHS.

Knacuodikanis metoziB nudpoBoro BoAssHOro MapKyBaHHSl Ha TpaAuLidHi, ri6puJHI Ta 3acHOBaHi Ha
VIMOOKOMY HaBYaHHI Z03BOJISIE CUCTEMATHU3yBAaTH CydacHi MiXoAu BiANMOBiAHO [0 iXHIX TEXHIYHUX XapakK-
TEPUCTHUK, ePEeKTUBHOCTI Ta 3aCTOCOBHOCTI B YMOBAaxX JWUHAMIYHOTO LMPPOBOTO cepeAoBUIA. TaKUH MOAiI
TAKOX CIPUSE KPAIOMy PO3yMiHHIO CHJIBHHX i CIAaOKUX CTOPiH KOXKHOI TPyny METOZiB, 110 € HEOOXiJHUM
JLIs1 OOIPYHTOBAHOT0 BUOOPY pillleHb Y MPAaKTUYHUX 33/ja4ax — BiJj 3aXUCTY aBTOPCbKUX MPaB J0 TPOTHUAII He-
JIeraJIbHOMY TUPa)KyBaHHIO UPpoBoro KoHTeHTY. Taka kiacudikanis 03Bossi€ epeKTUBHO OpiEHTYBATHUCSA
B IIOTOYHOMY CTaHI JOC/i»)KeHb, IOPIBHIOBATH aJITOPUTMH 3a PeJIeBAHTHUMU KPUTEPISIMU Ta IPOrHO3YBATHU
BEKTOPH IOATBLIOT0 PO3BUTKY TEXHOJIOTIH IIMPOBOIo 3aXHUCTy 300paKEHD.

3 ypaxyBaHHAM IIBHUJAKOTO PO3BUTKY aJTOPUTMIB Ta 3pOCTAaHHA BHUMOT [0 3aXUCTy MYJbTHUMeEAINHOIO
KOHTEHTY, TOPiBHAJIbHUI aHaJli3 OCHOBHUX ITi/IX0AiB 10 P POBOro BOASHOI0 MapKyBaHHS € KJIIOYOBUM JJISI
BUSIBJIEHHS iX CUJIBHUX i CJIAB6KUX CTOPiH. [lJ11 3a6e3neyeHHs BCe6ivyHOI Ta 06'EKTUBHOI OI[iIHKH Cy4YacHUX Me-
To/iB 6yJ10 06paHO CiM KJII0UOBUX KPUTEPIiB, fKi OXOIJIIOIOTH SIK TEXHIYHI XapaKTePUCTHKH, TaK i 3aTHICTb
aJlanTyBaTHCS /10 IPUKIAAHUX NOTPeb udpoBoOro cepejoBUILaA.

OpHuM i3 6a30BUX apaMeTpiB € CTIHKiCTb 10 aTak. BoHa nmepe6ayae 31aTHICTh BOJSHOr0 3HaKa 30epi-
raTUCs Mic/Is TUMOBUX CIOTBOPEHB, TaKuX siK cTucHeHHs JPEG i JPEG2000, ¢inbrparnis, o6epTanHs, MacuiTa-
O6yBaHHs, 06THHAHHSA ab0 AoAaBaHHA WyMy. Llell KpuTepiil € KPUTUYHO BaXKJIHUBUM JJIs 3aXUCTY aBTOPCHKUX
IpaB Ta JJOBrOTPUBAJIOro 36epeKeHHs] MapKyBaHHs y 3MiHHOMY IiudpoBoMy cepefoBulli [6; 7, 14].

He MeHII BaXX/IMBOIO € MPO30PICTh, IKAa BU3HAYAE CTYNiHb BIJIMBY BOJAHOI0 3HaKa Ha Bi3yasbHY AKICTb
306pakeHHs. [jealbHUM BBaXKA€ThCSI MAPKYBaHHS, SIKe € MOBHICTIO HEBUWMUM JJIsI JIIOZCbKOTO OKa, 1[0 0CO-
6JIMBO aKTyaJIbHO [IJ1s1 BAKOPHUCTAHHS ¥ BUCOKOSIKICHUX 300pakeHH X, HAIPUKJ/IaJ Y MeAUIMHI, nosirpadii uu
nudposomy muctenTsi [16; 17].

CxyazHicTh peanizanii TakoX € CyTTEBUM (GAKTOPOM, OCKIJIbKM BOHA BIJIMBA€ HA MOXJIMBICTb BIpOBa-
JPKEHHSI METOAY V peasibHi cucTeMU. BoHa 0XOMJIIO€E SIK MpPOrpaMHy peaJjii3alilo, TakK i aJIfOPUTMIYHY CKJIa[-
HiCTb, TOTpe6y B 30BHIIIHIX MOJYJISIX, 2 TAKOXX MOXJIMBICTb POGOTH Y PO3MOAiIEeHUX a60 anapaTHO 06Mexe-
HUX cepefoBuLax [4; 13].

O6uuncaoBaibHa ePEKTUBHICTD BiJlirpa€e KJIY0BY POJib ¥ 3aCTOCYBAaHHSAX, Jie TOTPi6HA 06po6Ka BESTHKOI
KisbKOCTi 306paxkeHb a60 GYHKLIOHYBaHHS B peaJbHOMY 4aci. BoHa BpaxoBye 4ac, Heo6XigHU AJ151 BOYZOBY-
BaHHS Ta BUSIBJIEHHS 3HAaKa, BUKOPUCTAHHS NaM sITi Ta MOXJIMBICTb peaJsiizalii Ha MOGITbHUX YU BOYLOBAaHUX
npuctposx [8; 15].

OKpeMO pO3IJIAAAETHCI MOMJIUBICTb CJIMOro BUSBJEHHS, TOOTO 3JaTHICTb aJiTOPUTMY pO3Mi3HABATH
BOJISTHUH 3HaK 6e3 HeobXiAHOCTI y 30epexkeHHi a60 JOCTYIIi 0 OpUTiHAJNBHOTO 300pakeHHs. Takui migxis
€ 0COOJIMBO BaXKJIMBUM [JIS1 BIAKPUTHX a60 pO3MOAiIEHUX CUCTEM, e aBTeHTUdiKallis Ma€ 3AiHCHIOBAaTHUCA
6e3 3alBUX 3a/Ie)KHOCTEH [3; 5].

Ille ofHUM KPUTUYHHUM aCIIEKTOM € aJJalTUBHICTD [j0 THUIY 306pakeHb. BHcoka rHy4KicTb y po6oOTi 3 TeK-
CTypOBaHUMH, piBHOMipHUMH, KOHTPACTHUMH YU KOJTbOPOBUMHU 306 paKeHHAMH /103B0OJISIE 3HAYHO PO3LINPH-
TH cdepy 3acTOCyBaHHS LUPPOBOTrO MapKyBaHHS B pisHUX ranyssax [2; 10].

OcTaHHIM KpUTepieM BUcTymae mupoTa chep 3acTocyBaHHA. Jlo HUX Ha/leXaTh 3aXUCT aBTOPCHKUX MPaB,
nudposa imeHtudikanisa, iHpopmaniiiHa Ge3neka, aBTeHTUdiKalid KOHTeHTY, BUkopuctanusa B NFT a6o
B i dpoBux nacnoprax 06'exTiB Tomo [11; 18].

TakuM YMHOM, 3a3Ha4eHi KpUTepii 3a6e3MeYy0Th KOMIJIEKCHE ySIBJIEHHS PO MOTeHI[ia/l KOXKHOI KaTeropii
MEeTOZiB - TPaAUL[iIMHUX, FIOPUHUX Ta 3aCHOBAaHUX Ha IJIM60KOMY HaBYaHHI. BOHU 03BOJIAIOTE OIL[iIHUTH He
JIUIIe TeXHIYHI XapaKTepUCTHUKH, aJle 1 NPaKTUYHY AOLIJIbHICTb BIPOBa/PKeHHS BiANOBIJHUX pillleHb Y KOH-
KpeTHHUX yMOBax.

Y TabsMui HMK4e y3araJbHEHO XapaKTePUCTHUKHU TPAAULiHHUX, FIOPUAHUX Ta METO/[iB HAa OCHOBI ININ60KO-
I'0 HAaBYaHHA 33 KPUTUYHUMU [IapaMeTpaMy, 10 BU3HAYAIOTh [XHIO IPAKTUYHY LiHHICTb.

AHani3z nokasye, 10 X04a TpaAuLiiiHi MeTOAU 3a/IUIIAIOTHCSA aKTYaJbHUMH 3aBJSIKK NMPOCTOTi, BUCOKIN
SKOCTi 300pa)keHb MicJIs MapKyBaHHS Ta HEBEJUKUM O06YHCIIOBAIbBHUM BUTpPATaM, BOHU NOCTYMNAOThCS iH-
IIIMM 32 CTIMKICTIO 10 CKJIaIHUX aTaK Ta aJ[allTUBHICTIO. [16pUHI MeTOU AEMOHCTPYIOTh HAUKpAIUi 6aIaHC
MiXK MMPO30PicCTIO, CTIAKICTIO Ta YHiIBepCaTbHICTIO. BOoHM 106pe MacITabyOThHCA Ta YaCcTO 3a6e3NevYyTh Mij-
TPUMKY CJIIIIOT0 BUSIBJIEHHS, TPOTe iX peasisarlis € 6iJbIl CKIaZHO0. MeTOAX Ha OCHOBI IVIMOOKOT0 HABYaHHS
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MaroTh HAUBUINMH MOTEHI[iaJ, 0CO6JUBO B KOHTEKCTI aBTOMAaTH3alii, aJalTUBHOI0 BOYAOBYBaHHS Ta CTili-
KOCTI 10 CKJIaJlHUX aTaK. BOHU leMOHCTPYIOTh HaWBHUILy CTIHKICTh Ta FHYYKICTh, IPOTE BUMaralTh 3HAaYHUX
pecypciB A HaBYaHHA | po3ropTaHHs. [xHi 06MexeHHs — BUCOKa 064MCI0BalbHA CKJIaJHICTL Ta moTpeba
B HaBYaJIbHUX JAaHUX. TAKUM YUHOM, BUGIpP ONTHUMAJILHOTO MiZIXOAY 3aJIEKUTh BiJi KOHKPETHUX BUMOT IO 3a-
XUCTY 300paKeHb, JOCTYIHUX 009U CIIOBAIbLHUX PECYPCiB Ta yMOB BUKOPHUCTAHHS.

Tabaung 1

IlopiBHA/ILHUI aHai3 MeTOAIB HUPPOBOro BOASIHOr0O MapKyBaHHSA

Kpurepiit

TpaauuninHi MeToau

Ti6puani meToau

MeToau Ha OCHOBI
IHGO0KOr0 HaBYaHHS

CTifikicTb 10 aTak

Cepenns. Jloope
NpaLoTh IPOTH
MPOCTUX aTaK, Bpa3JIuBi
Jl0 TEOMETPHUYHHUX
TpaHcopManii

Bucoka. 3a6e3neuyoTb HaZilHICTD
Jl0 LIMUPOKOT0 CIEKTpPA aTak,
BKJIIOYAI04H GinbTpalilo,
CTUCHEHHS, MaclITabyBaHHSA

Jyxe Bucoka. HaB4yeHi Mepexi
MOXXYTb 36epiraTu 3HaK
HaBiTb nicysg G0oTO3HOMKH a60
nepeKoAyBaHHS

[Ipo3opicTs (AKicTb
300paKeHHs)

Bucoka (0co611BO B
YaCTOTHUX METO/aX)

Bucoka abo cepefHs (3a/1€2KHO BiJ
cxXeMH KOMGiHyBaHHs)

Bucoka, ajie MoXe 3a/1eaTu
BiJ| apXiTeKTypH MozeJl

CkJ1agHicTb peasizanil

Husbka abo cepenns.
Peanizanisa He
noTpebye 3HAYHUX
00YHCIIOBAIBHUX

pecypciB

CepenHst abo Bucoka. [loTpe6yoTh
peTesIbHOr0 HaJalITyBaHHS Ta
KOMGiHyBaHHs aJITOPUTMIB

Bucoka. Heo6xigne
HaBYaHHS MoJesel, nigoip
rinepnapaMeTpiB Ta
Bukopuctanusa GPU

O6uucoBaJbHA
epeKTHUBHICTh

Bucoka. [lIBuaka
00po6Ka HaBiTh Ha
c1abKoMy 06/1aZiHaHHI

CepenHsl. 3a/1€XKUTb BiJj KiIbKOCTI
eTarniB Ta CKJIaJHOCTi mepeTBOpPeHb

3a/IeXXUTh BiJl MOJEJIi: MOXKe
OyTH IIBUAKHM, ajle HABYaHHS
- pecypcoemMHe

MOXXJIMBICTb CJIiIIOro
BusiBieHHs (blind
detection)

YacTkoBa niATpUMKa

Tak, peasidyeTbcsl B 6araTbox
cxeMax

Tak. OAUH 3 0OCHOBHUX IJIIOCIB
DL-niaxoais

A anTUBHICTDb 0 TULLY

ObMexeHa.

Kpaia aganTuBHICTb 3aBASKU

Bucoxka. DL-Mozesi MOXyTb

300paxkeHb [ToTpebyrOTh py4yHOTrO | KOMGiHYBaHHIO MiJXO/iB HaB4YaTMCS Ha Pi3HUX TUIAX
HaJ/lallTyBaHHA JaHUX
i, KOXKHUM TUIT
306pakeHHsI

CynoBo-eKcnepTHi cucTeMy, CTilike
MapKyBaHHS Meia, 6/10K4elH

Kibep6e3neka, MapKyBaHHS
B coLiMepexax, IpoTU/is
deiikamM, nudpona
imenTHdiKalis

3axMCT aBTOPCBKUX
npas, upoBi apxiBu

Cdepu 3acTocyBaHHSA

Cdepa undpoBoro BoAsSTHOr0 MapKyBaHHS JUHAMIYHO PO3BHUBAETHCS MiJi BIVIMBOM HOBITHIX TEXHOJIOTIH,
30KpeMa IUTYYHOTO iHTeJIeKTY, 6JI0KYeHHY Ta TeHepaTUBHUX Mogesel. [lonpu 3HaYHUHE mporpec, HU3Ka Ha-
YKOBUX i IPUKJIaJHUX IP06JIEeM 3a/UIIAETHCS aKTYaJbHOI0, a HOBi BUKJIMKU MOCTAOThb Y 3B'SI3KY 3 YCKJIA/-
HeHHAM 1upoBoro cepefoBuia. CyyacHi TeHZeHLii po3BUTKY IIMdpPOBOro BoJssHOro MapkyBaHHs (LIBM)
BiIKpHMBAIOTb HOBi MOXXJIMBOCT], a/ie BOJHOYAC NOTPe6YIOTh IEPEOCMUCIEHHS NiAX0/iB, METOAIB i apXiTEKTYP.

OnHUM i3 KJIIOYOBHX HANpsMiB € 3aCTOCYBaHHS IJIMOOKOTO HAaBUYaHHS SIK PYLIiMHOI CHMJIM iHTe/NeKTyalb-
HOT'0 MapKyBaHHf. AJIrOpUTMHU Ha ocHOBi DL 3a6e3neuyyroTh BUCOKHUN piBeHb CTIMKOCTI [0 CKIaZHUX aTak
i 3maTHi 36epiraTy BOyL0BaHMUN BOASHUIN 3HAK HABITb IMiCJIsI CYTTEBUX CIOTBOPeHb 306paxeHHs [8; 14]. [Ipo-
Te BUCOKA ePEKTHUBHICTb TAKUX METO/IB CYNpPOBO/KYEThCA 3HAYHUMHU O0GYHCIIOBaJIbHUMHU BUTPaTaMH, 1110
YCKJIQJIHIOE X BUKOPUCTAaHHS HAa MO6GiIbHUX a60 BOYj0BaHUX pUcTposx. OkpiM Toro, Mogei DL MaroTh Buco-
KY CKJIQJIHiCTh, pU3UK NepeajanTalii 1o cienudidyHUX AaHUX | TOTPe6yIOTh peTeJbHOT0 HaBYaHHA [8].

[HII0I0 Ba’KJIMBOIO MTP06JIEMOIO CTAJI0 IPOTUCTOSIHHS TeHEpAaTUBHUM MoJeJisiM, 30KkpeMa diffusion-based
reHeparopaM i deepfake-koHTeHTy. CydacHi reHepaTopHy 3JaTHi IepereHepyBaTH 300paKeHHs HACTUIbKHU
VIMOOKO, IO TPAAHUIiHHI BOJsIHI 3HAaKK 3HUKAIOTh. Y BiANIOBIIb HA 1€ JOCTI/PKYETHCS MapKyBaHHS y JIaATEHT-
HOMY MPOCTOpPi MOJiesieH, IKe A03BOJISE BIPOBA/XKYBAaTH 3HAKH, 1[0 30€piraroTbCsi HaBiTh Mic/Ig reHepaTUB-
HUX aTaK. Takox po3pobJA0ThCs NigxoAu Ao Mogudikanii caMux reHepaTOpiB 3 MeTOI0 BOYL0BaHOI aBTEHTH-
dikanii [10; 11].

Y KOHTeKCTi JlelleHTpai3oBaHUX TexHoJ0Ti# [|BM 3HaxoauTh HOBe 3acTocyBaHHs B ekocucTeMi Web3 Ta
NFT. Tyt uudpoBi 3Haky NpainooTh pa3oM i3 kpuntorpadivHuMU cepTudikaTaMu A5 NiJTBepKEHHS aB-
TOPCTBA, IpaBa BJIACHOCTI Ta BaJifaLii 06'ekTiB yepes 610k4yeiiH [18]. [loegnannsa LIBM i NFT migBuiye npo-
30picTb MOXO/PKEHHS 300paXKeHb, ajle BOJHOYAC CTBOPIOE HOBi BUKJIMKH, 30KpeMa 110/l0 MaclITaboBaHOCTI,
cyMicHOCTi 3 maTdopMaMHu Ta CTIKKOCTI 0 MOBTOPHOI'0 KOAYBaHHs a6o peny6Jtikanii.
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OxpeMy yBary JOCJIiJHUKIB IPUBEPTAE ETUYHUN aCIEeKT HUPPOBOro MapKyBaHHS, 0COBJHUBO B Y TJIMBUX
cdepax — MeIUIMHI, OPUCTIPYAEHIIi], cCOLliaIbHUX MepeXkaX. BuHnKae norpeba y 6aslaHCi Mi>k 3aXUCTOM i pH-
BaTHicTI0. OZHUM i3 iHHOBaLiHHUX pillleHb ¥ [[bOMY HanpsiMi € KoHIemnLis revocable watermarking - mapky-
BaHHS, sIKe MOXKHA BiZJK/JIMKATH, leaKTUBYBAaTH ab0 peJiaryBaTH 3a iHiliaTHBOIO MpaBoBJIacHUKA [9].

LludpoBe BoAsiHE MapKyBaHHSA Jie/lai MHUPIIe 3aCTOCOBYETHCS /il aBTOMAaTU30BAaHOI'0 BUSIBJIEHHS I10-
pyllleHb aBTOPChKUX npaB. CydacHi riOpu/iHi cucTeMH, 0 TOEAHYIOTh TPAAULiHHI MeTOU 3 KOMIIOHEHTAMH
JIN60KOT0 HaBYaHHS, 3[,aTHI BUSBJISATH MapKyBaHHS HaBiTh Yy NOTOKOBOMY BiJieo a6o Ha miaTdopMax 3 Ma-
coBuM o6MiHOM KoHTeHTOM (YouTube, Facebook, Instagram) [6]. [lepcieKTUBHUM HaAmpsIMOM CTa€ PO3BU-
ToK watermark-as-a-service (WaaS) - xMapHUX cepBiciB, iHTErpOBaHUX i3 cUCTeMaMU KepyBaHHS LUPOBUM
KOHTEHTOM.

3pocTaHHA pO3AiNbHOI 3JaTHOCTI 306pakeHb i moTpeba B 06po61i B peasibHOMY Yaci BUCyBalOTh HOBi BU-
MOTH /10 064K ca0BaabHOI edpekTUBHOCTI. TpaauniiHi ckiaagHi DL-apxiTeKTypH 3aMiHIOIOTHCS CIPOILEHUMHU
MozensiMH, wavelet-mepeTBOpeHHSIMY, XaOTUYHUMHU QYHKLiSIMU Ta MeTOAaMU eHeproepeKTUBHOIO aHaJi3y.
Texnosorii TinyML Ta Edge Al no3BoisitoTh peasnizoByBaTu LIBM Ha npucTposix i3 06MeXeHUMHU pecypcaMmy,
36epirarodu HaleKHY AKicTh Ta cTifikicTh [12].

TakuM 4YMHOM, MOJAJBIIMK PO3BUTOK IM(POBOro BOASHOIO MapKyBaHHS BiZj0yBaTHMeETbCS Yy Hamps-
Mi 36a/laHCOBaHOI iHTerpallii HOBiTHIX TexHoJoril, Takux sk DL, blockchain, renepaTuBHi Mmogesi Ta edge-
computing.

[lifcyMoBy104YM BUK/IaZieHe, MO’KHA BUOKPEMUTH HU3KY KJII0YOBHUX BUKJIMKIB, 1110 Hapasi CTOATH lepef, [10-
cripHULBKOI0 cnisibHOTOIO y cdepi LIBM. OgHieto 3 Hal6iabLI rocTpux npo6JieM 3aJULIAETHCA BiICYTHICTh
yHidikoBaHUX cTaHAapTiB. HegoctaTHs y3romkeHicTh popMaTiB, MeTpuUK sKOCTI Ta mpoueayp Bepudikaril
YCKJIQJIHIOE iHTerparito MapKyBaHHS B MbKI/1aTGOPMEHH] CHCTEMH Ta IOPUANYHI cepesoBHULIaA.

Kpim Toro, 3poctae norpeba y 3abe3sneyeHHi cTifKocTi 0 HOBiTHIX TUMIB aTak, 30kpeMa a0 deepfake,
asantuBHUX GinbTpiB Ta Al-pecTaBpanii. He3aBaxkaroum Ha gocssrHeHHs riopuaaux Ta DL-nigxoais, ni 3arpo-
34 CTAHOBJIAThb CEPHO3HY NEPEIIKOAY [/l FapaHTyBaHHS aBTEHTUYHOCTI LudppoBoro koHTeHTY. llle ogHUM
HEBUPILIEHUM MUTAHHAM 3Q/IMIIAETHCS 6aaHC MiXK MPO30pPicTIO Ta CTiHKICTIO. [loCATHEHHS BUCOKHX IOKa3-
HUKIiB 000X XapaKTEPUCTUK 6e3 BTPATH Bi3yasbHOI IKOCTi 306paKEHHS € TEXHIYHO CKJAJHHUM 3aBJaHHSAM,
0COG6JIMBO Y BUIIAIKy BUCOKOAMHAMIYHOTr0 ab0 JjeTaIi30BaHOT0 KOHTEHTY.

3Ha4YHO NP06JIEMOI0 TAKOX € 06MeKeHHs1 06YMCII0BabHUX pecypciB. CydacHi MeToAM Ha OCHOBI IIM60-
KOT'0 HaBYaHHSA JEMOHCTPYIOTh BUCOKY epEKTHUBHICTb, IPOTE BUMAraloTh 3HAYHUX 00YUCII0BaJIbHUX MOTYX-
HOCTeM JIJ1s1 TPeHYBaHHs i pO3ropTaHHS, L0 060MEXYE X BUKOPUCTaHHS B eHeproepeKTUBHUX a60 BOYL0BAaHUX
cucreMax. Kpim Toro, HoBi MozieJ1i IITYYHOT O iHTEJIEKTY BXKe 3/laTHI BUKOHYBATH «OYHLIEHHSI» 300paXKeHb Bif,
BO/STHUX 3HAKIB, BKJIIOYAIOYH HaBiTh CKIaAHI MapKyBaHHs. Lle popMye Hara/ibHy noTpe6y B po3po6ui pilieHs,
3[laTHUX IPOTUCTOSITH HepoMepekeBUM MeToZaM ¢iapTpanii.

Ha T/1i BKa3aHMX BUKJIMKIB MOXXHa OKPEeCJHUTH NepCleKTUBHI HanpsAMU NoAaab1oro po3BUTKy. [lo-nepiue,
iHTerpanis nudpoBoro MapKyBaHHS 3 KpUNTorpadiyHUMH NPOTOKOJAMH Ta GJIOKYEHH-TEXHOJIOTISIMHU 03~
BOJIsSIE 3a6€3MeYMTH TPAacoBaHiCcTh aBTopcTBa i pikcarnito 3mMiH koHTeHTY. [l0-ApyTe, MepCneKTUBHUMHU € afall-
THBHI CHCTEeMH, 3aCHOBaHi Ha CAMOHAaBYaHHI, 3/]JaTHi pearyBaTH Ha 3MiHY THIIiB aTak Ta yMOB QpYHKL[iOHYBaH-
HA B peKUMi peaJibHOTO 4acy.

llle oAMH BaXXJMBUHA BEKTOP PO3BUTKY MOB’13aHUM i3 momnpeHHaM LIBM Ha mMysnbTuMozanbHi AaHi. Cy-
YyacHi AOCTi/PKeHHSI OCTYNIOBO BUXOAATH 32 MeXKi MapKyBaHHS JIMILEe 306paXkeHb, 30CePePKYI0UHUCh TAKOXK
Ha Bizieo, ayzio Ta 3D-KoHTeHT], 1[0 NOTPeby€e yHiIBEPCATBHUX AJArOPUTMIB. Y NPaBOBOMY acmeKTi 3pocTae
3Ha4YeHHs [MPOBUX BOJSIHHUX 3HAKIB K JJOKa30BOr'0 iHCTPYMEHTA, L0 aKTyasi3ye NoTpeby B iX popMaibHii
BaJlifjaLil, eKCliepTHiM OLiHIi Ta TPaBOBOMY BU3HAHHI.

Hapemrti, po3BuTok koHuenuii explainable Al (XAI) y cdepi DL-MapKyBaHHSI CpHsi€ MiJABUIIEHHIO MIPO-
3opocTi poboTu MIM60KUX Mojesel. Lle, y cBOlo 4epry, J03BOJIsIE Kpallle OL[iHIOBATU PU3UKH, NOSICHIOBATH
nporecy B6yJ0BYBaHHS Ta BUSIBJEHHSI MapKyBaHHS, a TaK0K GOPMYBATH JOBIpY /10 TAKUX TEXHOJIOTIH 3 GOKY
KOPHUCTYBa4iB i peryyisaTopis.

BHUCHOBKHM. Y 11i#i cTaTTi 6Yy/10 MIPOBEIEHO CUCTEMATHU3AI[il0 CYYaCHUX MeTOAIB IUPPOBOro BOASIHOTO Map-
KyBaHHS 300paKeHb, 3/1iiCHEHO IX NMOPiBHAJIbLHUN aHaJi3 Ta OKpeCJeHO aKTyalbHi TeHJeHil po3BUTKY. Ha
OCHOBi BUBUEHHX JPKEpeJ MOXKHA 3pOOUTH TaKi y3arajJbHEHHs.

lludpoBe BoasiHE MapKyBaHHS € KJIIOYOBUM iHCTPYMEHTOM 3axXUCTy LUPPOBUX 300paKeHb, OCKIJIbKH 3a-
6e3neuye ifjeHTHdiKaLir0 aBTOPCTBa, Bepudikanito aBTEHTUYHOCTI Ta MPOCTEXEHHs [HKEpeJ MOUIUPEHHS
KOHTEeHTY. MeToau 1dppoBOro BOJSHOTO MapKyBaHHS 3a CBOIMU XapaKTEPHUCTUKAMH Ta MiAX0AaMH MOAiIs-
I0ThCS HA TPAAMIiNHI, Ti6pUAHI Ta 3aCHOBaHI Ha IVINOOKOMY HaBYaHHI.

TpaauniliHi MeTOAY NMPAIIOITh ¥ MPOCTOPi a60 YaCTOTHIHN 06J1aCTi, TOAi K riOpUHI MOEAHYIOTh TepeBaru
pi3HUX MiX0AiB, AEMOHCTPYIOYM 6asaHC MK MPO30piCcTIo, CTIKKICTIO Ta 06YUCIIOBAJIBbHOK ePEeKTHUBHICTIO,
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X04a ¥ 3a/IMIIAI0THCS Yy TIMBUMHU 10 CKJIaZHUX aTaK. Y CBOIO Uyepry, MeToJ 1 Ha 6a3i ryin6oKoro HaB4aHHs Bij-
KpPHUBAIOTb HOBI MOXJIMBOCTI, 30KpeMa /Ji/1s1 MapKyBaHHsI B YMOBaX BiZicyTHOCTI opurinaiy 3o06paxeHnHs (blind
watermarking), npoTe BUMaraoTb 3HAaYHUX PECYPCIB i MOKM 1110 HE MAIOTh 3araJbHONPUHUHATHUX CTAHAAPTIB.

Y 3B’AA3Ky 3 MM NOZAAJbIII AOCTiPKEeHHS AOLiJbHO COIPSIMOBYBATH Ha PO3pOOKY alaTUBHUX, MacIITabo0-
BaHUX i CTINKUX pillleHb, 30KpeMa i3 BUKOPHUCTAaHHAM OJI0OKYEHH- Ta KpUnTorpadpiuHuX TEXHOJIOTIH, a TaKoX
Ha IpaBOBY CTaHJAPTH3alli0 3aCTOCYBaHHS NUPPOBUX BOASHUX 3HAKIB Y JJOKA30BUX IIPOLIECAX.

TakuM 4ynHOM, IMPPOBE BOJsSHE MAapPKyBaHHS IPOJOBXKYE 3a/HIIATHCS aKTHBHOIO Ta CTPATETiyHO BaX-
JIMBOIO chepor0 HAYKOBUX A0CJiKeHb, i3 CyTTEBHUM NMOTEHI[iaJIOM [0 TPAaKTUYHOTO 3aCTOCYBaHHS B YMOBax
nudpoBoi TpaHchopMariii cycnisibCcTBa.
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PO3POBKA TELEGRAM-BOTA /11 ABTOMATH3AIIIi OBJIKY KPUIITOTPAH3AKIIIA

AHomayis. AkmyasnvHicmb 00CAi0NHCeHHA 3yMO08/1€HA 3POCMAHHAM 06CA2i8 Kpunmosaaiomuux onepayiii i nompe6or
ehekmugHo20 KOHMpOIH0 06Ky ma npo3opocmi. B ymosax nidsuwjeHux pusukie nomuaok i komnpomemayii inancosux
daHux 0co6.1u8020 3Ha4eHHs1 HaBysawmb iHHo8ayiliHi Memodu asmomamusayii. ¥ cmammi 06rpyHmo8aHo egoekmugHicmo
Telegram-6omig y HympiwHboMy piHAHCOBOMY KOHMPOJII KpUNMOOOMIHHUKIB SIK 3aC06Y, W0 MIHIMI3Y€E pyuHe 88e0eHHs, as-
momamusye 38imHicmb ma nidsuuyye onepamusHicms i 6eaneky onepauyitl.

Mema po6omu nossizae y npoekmygaHHi ma pospo6yi Telegram-6oma, sikuii 3a6e3neyye no8HUU YUK 061Ky MpaH3aK-
yitl 3 kpunmosasromamu: 8id 36opy U sasidayii daHux do opmysaHHs aHaaimu4Hoi 38imHOCMI 8 pexrcumi pea1bHO20 Yacy,
nidsuwyro4u mo4Hicms, weudkodito ma macwmabosaHicms npoyecie.

Memodooz2is. BukopucmaHo nopigHsiibHy OYiHKY epekmugHocmi yam-60mogo2o piwleHHs; mecmoai cyeHapii oxonsro-
ea/u napa/eavHi 3anumu, cmpec-mecmu i 8UMIp08aHHs acy 8idnogidi. makodc nepegipeHo cymicHicme Android, i0S, Web i
cmilikicmb 0o HecaHKyioHO8aH020 docmyny He3apeecmposaHux Kopucmysaduis.

Haykoea Hosu3Ha. Bnepuie npogedeHo kKomniekcHe docaidxcenHs Telegram-6omie sik iHcmpymenmy asmomamusayii
8HyMpiwHb020 BIHKOHMPO1I0 KpUNMOOOMIHI8; 06TPYHMOBAHO IXHI0 30amHICMb 3HUNMCY8AMU PU3UK NOMU/IOK, NPUCKOPIO-
eamu 38imHicmb, nidsuujyeamu 6e3nexy Ui inmezpysamucs y HasagHi IT-cucmemu. 3anponoHo8aHo apximekmypHy mMo0e/b 3
Google Sheets ma SQLite.

BucHoeku. ExcnepumenmanvHe enpogadcertst niomeepduo, ujo Telegram-6om cymmego onmumiszye gpinHaHcosull KOH-
mpoJ1s Kpunmoo6MiHHUKI8: cepedHill uac 8idnoeidi <2 ¢, empamu daHux He 3agpikcoeaHo, mpydomicmkicme 06.4iKy ckopoye-
Ho ydeiui. Cucmema Mae pezeps Macuma6bysaHHsl i Modice c/y2ysamu nNpomomunom 0s iHwux ginmex-cepagicis i3 8ucokoro
MpaH3aKyiiiHolo akmusHicmio.

Kawouosi cnosa: kpunmosaaromu, giHaHcosulli KOHMpob, asmomamu3sayis, yam-6om, Telegram API, ¢piHaHcosa 38im-
HicMb.

Yelyzaveta LYTIUHA, Valerii YATSENKO. USE OF CHATBOTS IN THE INTERNAL FINANCIAL CONTROL OF
A CRYPTO EXCHANGE

Abstract. The relevance of this study stems from the growing volume of cryptocurrency transactions and the ensuing need
for effective accounting oversight and transparency. Under heightened risks of errors and financial-data breaches, innovative
automation methods acquire particular importance. The article substantiates the effectiveness of Telegram bots in the internal
financial control of cryptocurrency exchanges, demonstrating their capacity to minimize manual data entry, automate
reporting, and enhance both the timeliness and security of operations.

The aim of this work is to design and develop a Telegram bot that delivers a full transaction-accounting cycle-from
data collection and validation to real-time analytical reporting-thereby enhancing accuracy, processing speed, and system
scalability.

Methodology. A comparative evaluation of the bot’s effectiveness was conducted; test scenarios included parallel-request
handling, stress testing, and response-time measurement. Compatibility across Android, i0S, and web clients was verified, as
was resistance to unauthorized access by unregistered users.

Scientific novelty. This work presents the first comprehensive investigation of Telegram bots as a means of automating
internal financial control in cryptocurrency exchanges, substantiating their capacity to lower error risk, accelerate reporting,
enhance security, and integrate seamlessly with existing IT infrastructures. An architectural model incorporating Google
Sheets and SQLite is proposed.

Conclusion. Experimental deployment confirmed that the Telegram bot markedly optimizes financial control in
cryptocurrency exchanges: average response time is under 2 s, no data loss was detected, and accounting workload was halved.
The system retains scalability reserves and can serve as a prototype for other fintech services with high transaction throughput.

Key words: cryptocurrencies, financial control, automation, chatbot, Telegram API, financial reporting.
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IlocTaHOBKa Np0o6JeMHU B 3araJibHOMYy BUIVIA /i Ta ii 3B’A30K i3 BaXK/IMBUMU HAYKOBMMM YU IPaKTHUY-
HUMH 3aBAAHHAMM. KpunrtoBaaoTH, 3acCHOBaHi Ha 6s0k4eliHi i kpunrtorpadii, kapAruHaabHO 3MiHKUAN bi-
HaHCOBI omepariii, 3a6e3ne4YMBIIN AeleHTPa i30BaHi epeKasy, LIBUAKI pO3paxyHKH W HMKUi TpaH3aKLikH]
BUTpPATH. 3i 3pOCTAaHHSAM IX 06CATIB MiANPUEMCTBAM-KPUIITOOOMIHHUKAM NOTPi6eH epeKTUBHUM BHY TPIILIHIH
¢$iHAHCOBHUI KOHTPOJIb: OTIEpaTUBHA 06p0O6Ka TpaH3aKI[il, TPo30pui 061K | HaZIHHUN 3aXUCT JAHUX, iHAKIIe
MOMMJIKM Ta 3aTPUMKH MOXKYTb COPUYMHUTH 3HA4HI BTPATH 1 PEryIATOPHI CaHKLI

AHasi3 octaHHiX gocaifxkeHsb i ny6sikanii. KisbkicTh HayKoBUX My0JTiKanii, NpUCcBAYeHUX BUKOPUC-
TAHHIO 4YaT-00TiB y pi3HUX cdepax, MoCTiiHO 3pocTaE. 3rifiHO 3 623010 JaHUX SCOPUS 32 OCTAHHI 1eB’ATh POKIB
ony6.sikoBaHo 11407 HaykoBUX pobiT Ha 10 TeMy (puc. 1).
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Puc. 1. InHamMika KiJIbKOCTi HAyKOBUX NyG6JIiKaIiid 3 TeMaTUKH 4aT-60TiB B )KypHa/ax,
o inaekcywTbea B/l Scopus 3 2016 no 2024 p.

Haii6inbuy kinbKicTb ny6Jikauii B faHui nepiog mae CILIA - 2003 po6oTy, Ha ApyroMy Micli po3TauryBa-
Jack [Hzis i3 1902 npangamuy, a TpeTio no3ulito nocigae Kuraii - 720 gocnimkeHs (puc. 2). TeMmaTrka po3po6Ku
i 3acTocyBaHHs 4aT-60TiB aKTUBHO BUBYAETHCS i yKPaiHCbKUMU HAYKOBLUSIMU — 97 POGIT.
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Puc. 2. KisbKicThb ny6Jtikaniii 3a KpaiHaMu 3 TeMaTUKH 4aT-60TiB 32 2016-2024 pp.

AHauti3 HayKoBUX NMy06JIiKaLii 6a3u Scopus 3a JONOMOr010 NPOrpaMHOTro iHCTPYMEHTY [iJisl OGY/I0BH Ta Bi-
3yastizarii 6i61iomeTpuyHuX Mepexk VOSviewer [103BOJIMB BUOKPEMUTH IiCTh KJKOYOBUX TEMAaTUYHHUX KJIac-
TepiB HAYKOBUX Ny6JIiKaIlil, OB’ I3aHUX i3 TeMaTHKOIO 4aT-60TiB (puc. 3).

Y Ta6u1. 1 y3araJbHeHO pe3yJIbTaTH 6i61ioMeTpUUHOI KacTepu3anii ny6Jtikamil, mo Bigjoopakae npoBigHi
HanpsiMU 3aCTOCyBaHHS 4aT-O0TiB.

Ha npoMy mirpyHTi IPUPOHO OCTAE MUTAHHSA 3aCTOCYBAaHHS YaT-60TiB 6e3nocepeIHbO Y GiHAHCOBOMY
KOHTPOJIi: CydacHa HayKOBa JiiTepaTypa Ta rajay3eBi nyoJikallii Bce akTUBHillle pO3TJIAAl0Th TaKi pilleHHs
SIK eQEeKTHBHHUH iHCTPYMEHT BHYTPIlIHbOTO ayAuTy. 30KpeMa, nociimkeHHs [laBesnecky (besnbe) A. E moka-
3aJ10, IO IX YIPOBA/KEHHS Y JIep>KaBHUU ayJUT MiABUINYE SKiCTh MepeBipoK i moJsieruye KoMmyHikamito [9],
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a kopropatuBHu# 60T DARTbot komnanii Deloitte icToTHO 36iMBLUIMB MPOAYKTHUBHICTb ayJUTOPIB 3aBASKH
MHUTTEBUM BiATIOBiSIM Ha CKJIa/{HI 00/TiKOBi 3anuTH [4].
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Puc. 3. KnactepHa CTpyKTypa HayKOBHUX J0CJIiJKeHb 3 TEMAaTHUKHU 4aT-60TiB B 2016-2024 pp.
3a ganumu B/l Scopus, ctBopeHo B VOSviewer

Ta6aunga 1
TeMaTH4YHa KJIacTepHU3aLis HAYKOBUX J0C/Ii)KeHb
IIL0/10 3ACTOCYBaHHA 4aT-60TiB (Scopus, 2016-2024)
Knacrep (kos1ip) | TemaTuuHuii pokyc Kio4yoBi HanpsiMu (3 NpUK/IagamMu JpKepeJ)
3esneHuit [IpukaajHi yaT-60TH KnieHTcbkuit cepBic, BipTya/ibHi NOMiYHHKH, epcoHali30BaHa
KoMyHikanis, UX-pimeHHsa
Kostui OcBiTHI TexHOJ1OTII [HTeneKTya/bHI HABYAJIbHI areHTH, aJalTUBHE HaBYaHHs, [IUbpoBa
nezarorika [12]
TeMHO-CUHIH NLPiLLM leHepallist MOBJIEHHS], CEeMAaHTUYHUM aHai3, fiasiorosi cuctemu (GPT, BERT)
Bipro3oBuit ML /DL HelipoHHi Mepexi, mifKkpinstoBasbHe HaB4aHHs, Big Data-aHasiTuka
®ioseToBuit MezunyHa Ta 1,06po6yT | [lizTprMKa narieHTiB, MOHITOPUHT CTaHy, NOKPALeHHS IKOCTi XKUTTS [3]
YepBoHUit ®inaHcH Ta 6e3neka [ludposa Tpancopmauis, Kibepbe3neka, Ipo30picTb KPUNTOONEpaLii,
aBTOMAaTH3allisl 3BiTHOCTI [6]

Y kpunroinayctpii Telegram-60Tu Bxe 3aCTOCOBYIOTH [Jisl IIHOBOTO MOHITOpPUHTY: cucteMa P. lapiiku
ta [I. ATmMaki BifcTexye Kypcu Bitcoin Ha kinbkox 6ipxkax y peasbHOMY uaci, iHTerpytoun API, 6a3y gaHux
i nianyBasibHUK 3aBJaHb [8]. Y chepi kommnaeHcy [x. banr Ta M. /Ix. Yot 3anponoHyBaiu 60T-opiEeHTOBaHY
CUCTEMY BUsIBJIEHHs] aHOMaJIbHUX TPaH3aKI[il i3 HerailHuM cnoBimeHHaM ayauTty [2]. Kpim Toro, ®. Cabpi,
B.JIa6aa, A. Ep6ag i K. M. Manyxi nokasasny, o iHtTerpoBati B Telegram-60T aJiIrOpuTMH MalllUHHOT'O HaBYaH-
Hs 3/]JaTHi NPOrHO3yBaTH IiHU ¥ BUSIBJISTHU IaxpalchKi onepauii, mizBuiyroyun 6e3neky Mepex [11].

CyKyIHO 1i HanpanBaHHsA MiATBEPIKYIOTh BUCOKUH noTeHian Telegram-60TiB A/ aBTOMaTH3Alll 1e-
peBipoK, 6e31epepBHOr0 MOHITOPUHTIY Ta CBOEYACHOT'O BUABJIEHHS PU3UKIB y KPUNITOOOMiHHUKAX.

MerTa cTarTi (HOCTaHOBKA 3aBAAHHA) — MPOEKTYBaHHS, Po3p00JieHHs Ta BipoBapkeHHs Telegram-6oTa,
SIKMM aBTOMaTHU3ye yBech LIUKJ 06JiKy GiHaHCOBUX omepaniil KpUIITOO6GMIHHHKA, TepeBePILIYIOYH eJIEKTPO-
HHI TabJnIi 33 TOYHICTIO, IBUAKOAIEIO i Ge3nekor. [ ii JocATHEHHS CJIij| JOCTiANTH HOPMATUBHO-IPaBoO-
Be M0JIe PUHKY BipTyaJIbHUX aKTUBIB YKpaiHu; cdopMystoBaTH QYHKIIIOHAIbHI BUMOTH /10 CUCTeMH diHaH-
COBOI'0 KOHTPOJIIO; OLIHUTH MOXKJIUBOCTI Google Sheets y 1boMy KOHTEKCTi; 06IpyHTYBaTH apxiTeKTYpHi Ta
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MeTO/[0JI0TiYHi mepeBaru 4aT-60TiB, a TAKOXX pO3pO6GUTH Ta MPOTEeCTyBaTH MoZe b Telegram-6oTa 3 iHTerpa-
nieto Google Sheets i SQLite 1151 06po6ku onepanii, 3BiTHOCTi Ta MOHITOPUHTY:.

BuksiaZ 0CHOBHOro Martepiay. /lep>xaBHa MOJIITHKA I0J0 KPUNTOBAJIIOT CyTTEBO Pi3HUTBCA MiX I0pHC-
JUKLisIMA: YaCTHHA KpaiH odiniliHo BU3HaE Ta perysoe o6ir nudppoBUX aKTUBIB, TOAI AK iHIII 3anpoBa/KY-
I0Th 3aKOHO/IaB4i 3a60poHU ab0 KOPCTKi 06MexeHHs. AHAIITHYHI OIVISIIM TOKA3yI0Th, 110 PO3BUHYTI JeprKa-
BH, 30KkpemMa CIIIA, Kanaza i Besninka BpuTasis, 703B0JISIIOTh BUKOPUCTAaHHSA 6iTKOTHA Ta iHITMX KPUIITOBAJIIOT,
ToAi ik Kurtai, Mapokko i CayaiBcbka ApaBis moBHicTIO 3a60poHMIH ixX 06ir [10]. YkpaiHa, cBo€ro Yeproto,
obpasia JIAX aKTUBHOT'O0 TPAaBOBOT0 BpeTy/oBaHH:A: y 6epe3Hi 2022 p. HabyB yuHHOCTI 3akoH «[Ipo BipTy-
aJIbHi aKTUBUY», IKUH BU3HAYAE CTATYC KPUIITOBAJIIOT, TOPALOK iX 06iry, mpaBa BJacHUKIB i BUMOTH [0 ITOCTa-
YaJIbHUKIB nocayr [1].

Juis 06J1iKy KpUNTOBAJIIOTHUX TPAH3aKLiM OOMIHHMKH 3aCTOCOBYIOTb Pi3HOpiAHUM iHCTpyMeHTapiH,
IO OXOIJIIOE: KOMIUIEKCHI white-label-miatdopmu kepyBanHus 6Gipxkero (HollaEx, OpenDAX, AlphaPoint,
Binance Broker API); xmMapHi 6yxranTepcbko-mnosaTkoBi SaaS-cepBicu 3 kpunrtoinTerpanieto (CoinTracking,
Koinly, CoinLedger, AccountingSuite); 6si0k4eiiH-aHaniTUu4Hi Ta AML/KYC-cuctemu (Chainalysis, Elliptic,
CipherTrace); BHyTpilHi 4yu kactoMizoBani ERP-pimenHs. Ha ykpaiHCbKOMY pUHKY LieH NepestiK J0M0BHIO-
10Tb ad-hoc iHcTpymenTH - Google Sheets / Excel, konirypanii 1C/BAS i Telegram-6oTtu. Y3aranbHeHy KJacu-
¢ikanio Ta K11040Bi QYHKIIOHAIBHI XapaKTepUCTUKHU HaBeleHO B (Tab.r. 2).

Tabaung 2
IlopiBHAJIbHA XapaKTepPHCTHUKA IPOrPaMHO-TeXHIYHUX pillleHb AJIs1 06J1iKy onepanin
Y KpUNITOBAJIIOTHUX OOMiHHUKAX

KaTeropis

IIpu3HayeHHs / QyHKOil

Mpuxiaaau 13

Kimo4oBi oco61uBoCTiI

YnpaBnaiHHA
KPUIITOOOMIHHMKOM

OnepauifiHuil 06.1iK, ramMaHLj,
kowmicii, AML/KYC, 3BiTHicTb

HollaEx, OpenDAX,
AlphaPoint, Binance Broker
API

Bip>koBa
YHKLiOHAJIBHICTD,
rHy4Ka iHTerparis

Byxraatepchbki Ta
006J1iKOBI cucTeMH

ABTOMaTH30BaHUU 06JIIK
TpaH3aKLil, opMyBaHHS
MOJaTKOBUX 3BIiTiB

CoinTracking, Koinly,
CoinLedger, AccountingSuite
+ KpUIITOiHTerpauia

API-cunxpoHizanis,
mabJI0HU JeKJapanini

Blockchain-ananiTuka /
AML / KYC

BifcTexxeHHs Ta OLliHKa PU3UKIB
TpaH3aKL il

Chainalysis Reactor/KYT,
Elliptic, CipherTrace

PH3uK-CKOpUHT,
ay[UT, peryJsTOPHUHN
KOMILJIAEHC

Kacromni ERP-pimennsa
[5:7]

KommniekcHuit piHaHcoBHM i
onepaLiiHUN 06JIiK y BEJIMKUX
6ipikax

BuyTpimni CRM/ERP-
CUCTEMHU

[ToBHa MacITa6b0BaHICTh,
HaCTpPOIOBaHICTh

Tabsn4Hi iIHCTPYMeHTH
3araJIbHOT0 NpU3HAYEeHHS

[lIBuaKuUi cTapT, 6a30Ba
aHaJIiTHKaA

Excel, Google Sheets

Be3komTOBHO/YMOBHO
0€e3KOIUTOBHO, CNiJIbHA
po6oTa oHJ1alH [13]

1C/BASi3
KPUNTOIHTErpaLi€n

YnpaBsiHCbKUH 06JTiK JJ1s0
MaJIoro Ta CEpeIHbOro 6i3Hecy

Kondirypanii 1C / BAS +
CKPUINTH

JlokasibHe Ha/lalITYBaHHA
i/l yKpaiHCbKi BUMOTY

[MoBHouiHHI ERP-cucTeMu

MixkHapoZHUH 061K, iHTerpanis
niApo3AiiiB, MiHiMi3aniga
MOMUJIOK

SAP ERP, Microsoft
Dynamics 365, Odoo

Bucoka BapTicTs,
MAXOAUTD JJIS1 BETUKUX
KOMIaHiKk

Mauni kpunToo6MiHHUKHK Ta POIl nepeBakHO BUKOPUCTOBYIOTh Google Sheets a6o Excel: nHysboBi BUTpa-
TH, MUTTEBE PO3rOpTaHHs U J0CcTaTHA QYHKLiOHANIBHICTD AJ151 06MexxeHOro o6cAary Tpansakuil. White-label
6ip>xi Ta ERP-Moayni BunpaB/aHi sivilie KoJid HABAaHTaXKEHHSI YU PeryasiTOPHi BUMOTY BUXOJSATh 3a MeXi MOX-
JINBOCTEMN TabJIUYHUX peJaKTOPIB.

Jis nopanbiiol aBToMaTH3alil 3anponoHoBaHo Telegram-60T, skuil iHTerpyeThbcs 3 6ipxkoBuMu API i1 6a-
3aMHU JlaHUX, MiHiMi3ye Jocbkuil dpakTop i 3a6e3neyye onepaTUBHY aHAJIITUKY NPU MiHIMaJbHUX BUTpaTaX.
[TouaTkoBUI eTan AOCiP)KeHHsI BKe ileHTUiKyBaB HeJOJIiIKK YUHHOTO 00JIiKy Ta cGOpMyJI0BaB CUCTEMHI
BUMOTH; IX CTUCJIO y3arajbHeHo B (Ta6J1. 3).

HacTtynHuil eTan - po3po6JieHHs apxiTeKTypu Ta peanizauii Telegram-6o0Ta (puc. 4). CTpyKTypa cucTeMu
rapaHTye HaJlilHiCTh, MaclITabOBaHICTh i IPOCTOTY eKCILTyaTall.

PucyHok 4 intocTpye K/1t04oBi KoMIIoHeHTH Telegram-60Ta, 1110 3a6e3MeUy0Th peecTpallio, 06pobKy i 36e-
piraHHs ¢piHaHCOBHUX onepariii KpUNTOOOMiHHUKA.

KopucryBanpki 3anutu 3 kiaieHTa Telegram uepe3 Telegram API HaaxofsThb A0 KOHTpoJiepa telegram.py
(Python, telebot), sxuit mapcuth koMaH U, popmye iHTepdeiic i nepeTBOPIOE JaHi Ha CTPYKTypPOBAHUM 3aMUT.
JanizanuT 06po6Jisie 06uncaoBaIbHe AP0 analytics.py: BOHO BUKOHYE Baslifanito i kinacudikalito oneparii,
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pPO3paxyHOK NMOKa3HUKIB i popMyBaHHS 3BiTiB, 3BepTar4uCch A0 ribpugHoro cxosuuia - Google Sheets (xmap-
Ha aHaJliTuKa ¥ pe3epB) Ta SQLite (uBuake sokanbHe OLTP). HemepepBHy po60Ty 3a6e3neyye cepBicHe cepe-
JoBuile Python-server, mo nuk/iyao onutye Telegram API Ta ciHXpOHHO 06p06JIsi€ TPaH3aKIl.

Tab6aung 3

IlopiBHAHHS HeA0iKiB Google Sheets Ta nepeBar Telegram-60Ta A/is1 BHyTPilIHHOTO
dinaHCOBOro KOHTPOJII0 KPUNTOOGMiIHHMKA

HepoJuliku BukopuctaHnHs Google Sheets

MoxiuBocTi Telegram-6oTa A/11 ix HelTpaaizanii

quHe BBeJIeHHS JaHUX = [IOMHJIKU

ABTOMaTH30BaHe BBE€JI€HHA 3HUXKYE DPU3UK TIOMUJIKH

BaJIlOT

BiAcyTHICTE aBTOMAaTUYHOI'O OHOBJIEHHS KypCy

JlMHaMiYHMI TepepaxyHOK Kypcy 3a cepelHbO3BaXKEHOI0
¢$opMyJI0I0 HAa OCHOBI MOTOYHUX ONepanii

CKJIaZiHICTb ONlepaTUBHOI 3BITHOCTI

MuTTeBe popMyBaHHS 3BiTiB Ha 3alIUT KOPUCTyBaya

Hemae HIBUJAKOI'O Neperyiany 3aJIMLIKIB

[IBUAKMH 3a0UT 3a/IMIIKY KOIITIB 6€310CepeHbO B YaTi

Bucoke HaBaHTa)XeHHS Ha nepcoHaa

CKOpOYYIOTb PYy4YHY IIpaLI0

CucreMHi HaralyBaHHs ¥ B6yZ0BaHa JIOTiKa iCTOTHO

Husbkuii piBeHb 3aXUCTY AaHUX

HiBUILYIOTh 6€3MeKy

ABTopH3alis il KOHTpoJIb AocTyiy Yepe3 Telegram-1D

BiacyTHicTb iHTerpail 3 iHIUMMU cepBicaMu

€AMHe LleHTpasli30BaHe cepe/lOBUILE 3 TOTEHLia/I0M
MacimTabyBaHHA Ta iHTerpanil

Kopuctygau Telegram

v

telegram.py:
MalTOH CKPUNT, KU

00po0IIsie KOMaH/IH BiJ

!

KOPHCTYBa4a Ta HA/Ia€
BIZIOBIIb

v

Python cepsep

analytics.py:

j

BUKOHY€E 00OPOOKY BCiX
orepanin

Google Sheets

SQLite

Puc. 4. ApxiTeKkTypHa cxeMa MoayabHOI cuctemMu Telegram-6ota

Y sikocTi cucTeMu 36epiraHHs JaHUX BUKOPUCTAHO JIoKaabHY pensuiiitny CYB/] SQLite Ta xMapHuii cepBic
Google Sheets, fok/1a/1Hi XapaKTepUCTUKH BiJINOBiJHUX KOMIIOHEHTIB HaBeZleHO B (Ta0J1. 4).

Ta6bauus 4
OcCHOBHi KOMIIOHEHTH CHCTeMH 36epiranHsa AaHux Telegram-6oTta
KomnoneHT CTpyKTypa Ta 1noJis IIpusHayeHHs

SQLite Ta6sinug users (id, username, role); operations (id, line_type, 36epiraHHs 06J1iKOBUX 3aMHUCIB
line_id, json_data, timestamp); referals (id, referrer_name, i poJieii KOpUCTYBaUiB, )KypHaJ
line_id, referral_type, referral_value, timestamp); sqlite_sequence | Tpan3akuiit y Burisai JSON,
(name, seq) indopmarnis npo pedeparis,

yIpaBJliHHA aBTOIHKPEMEHTOM

Google Sheets | Apkyu “Transactions” (date, balance_cash_eur, balance_cash_ XMapHe pe3epBHe KOINilOBaHHSA
usd, balance_cash_pln, balance_bn_eur, balance_bn_pln, balance_ | TpaH3akuiii, 10TOUHUX 3a/IUIIKIB
usdt, exchange_rate_eur, exchange_rate_usd, exchange_rate_pln, |i 60priB; 30BHiLIHS aHAJIITHK3;
debtl...debt7, total_referral, operation_type, comment, referral_ | KoJieKTUBHHUI JOCTYM A0 AAHUX
name, referral_type, referral_value, line_id)

100 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

Ha HacTynHoMy eTani po3ropHyTo KopucTyBaubkui inTepdeiic Telegram-60Ta, AKUH y pexxuMi peasbHO-
ro yacy o6po6Jisie KOMaHAHY ¥ MOBiJJOMJIEHHS, Bijo6pakae royioBHe MeHI0 y popMaTi KHONKOBOI Ki1aBiaTypu
Ta Kepye 6araTOKpOKOBHMH CLieHApisiMU BBeJleHHs fAaHux. Yepe3 06po6HuKH callback-ozié 60T mocaioBHO
3aMUTYE TUII Ollepallii, BaJIIOTY, KaTeropiro 60pry Ta cymy, micjsl 40oro nepeac 3i6panHi mapaMeTpH A0 00YHC-
JIIOBaJIbHOTO sApa. CyKynHicTb peasizoBaHUX QYHKLiNA HaBeJeHo B (Tabu1. 5).

Tab6auug 5

dynknionaabHi MoxiauBocTi Telegram-6orta

dyukuisa / Moaynb

Tun B3aemozii 3
KOpPHCTyBayeM

KopoBgi pyHkuii / MmeToau

Onuc

HoBa onepauia

KnHomnkoBa HaBiranis

handle_new_operation() =
process_operation(data)

306ip faHuX TpaH3aKLii i nepesaya
Ha 06YMCJIeHHSA

Butpara

TexcToBe BBeAE€HHA

handle_expense() = new_
expense(data)

PeecTpauis BUTpaTH, OHOBJIEHHA
Gas1aHCiB i 36epeXkeHHs

INoka3aTu 3aJIMLIKH

Knomnka “Show Balances”

show_balances(message)

dopmyBaHHS 3BiTY PO NOTOYHI
3aJIMILKU

OcTanHi onepanii

Knomnka “Recent
Operations” + Inline-
KHOIKHU

handle_recent_operations() -
show_transactions() — delete_
operation()

[lepernspg icTopii TpaH3akuiit i
BHU/a/IeHHs 3alUCiB

Bopru

Knonka “Debts” +
MOCJIiJOBHI 3alIUTH

handle_debts() — show_debts()
— add_debt() — rest_debt()

JlofaBaHHs, neper/isaz, i noraueHHs
3ab60proBaHOCTeN

ApminicTpaTopu

Knomnka “Admin” +
nigMeH0

handle_admin() = admin_
income() = admin_operations_
count()

[Toka3 npubyTKy ¥ KiJIbKOCTI yroz 3a
06paHuii nepiop,

Mogynb onepanin

process_operation(data)

Banipanis, po3paxyHok pe3y/nbTaTy
¥ popMyBaHHS CTPYKTYPHU A5
36epexeHHs

Mopaynb
BUTpAT

new_expense(data)

Po3paxyHOK BIJIMBY BUTPATH, 3aIKC
y B/] Ta Google Sheets

Mogynb 6opriB

show_debts() — add_
debt(data) — rest_debt(data)

Jlorika momaBaHHs i moraiieHHsI
6opris

Mopyne pedepaiB

register_referral() — add_
referal_entry(data)

Peectpauis pedepari i po3paxyHok
KoMicil

Mopay/ib aHaliTUKU

count_income(period) —
count_operations(period)

06GuuCaeHHS NIPUOYTKY U
CTAaTUCTUKHU onepanin

[Hiniamizania B/

initialize_db()

CTBOpeHHs i MAroToBKa TabJIULb ¥
SQLite

CuHxpoHi3anis

load_data_from_google_sheets()
— append_row() — delete_
rows() — batch_format()

06MiH gaHumu Mixk Google Sheets i
JoKaJibHOWO B/|

Joctyn 10 agMiHicTpaTUBHOI MaHe i 06MeXeHO XXOPCTKO BU3HAYeHUM IepeiikoM Telegram-to3epHeiMiB,
1110 YHEMOXXJIMBJ/IIOE BUKOHAHHS KepiBHUX /il HeaBTOPU30BaHMMHU ocob6aMu. ONoBillieHHs Npo KPUTHUYHI no-
Jii (cTBopeHHs onepaliil, norameHHs 60pry TOIL0) aBBTOMAaTHYHO PETPAHCIIOIOTHCS Y 3aZlaHy CJy>K60BY rpyny
Telegram, 3a6e3nevyoun onepaTUBHe iHGOPMyBaHHSA BiANOBiJaIbHUX CHIBPOGITHUKIB.

[licaisa peanisarniii apxiTeKTypH, cepBepHOI JIOTiKU U KaieHTCchKOTO iHTepdeiicy Telegram-60Ta npoBeieHO
BaJifalnifiHe TeCTyBaHHS, CIpsIMOBaHe Ha NepeBipKy Nnpale3ZaTHOCTI CUCTEMU B YMOBaX peaJibHOI eKcIIya-
Tallii, BUSIBJIEHHS JIOTIYHUX MOMUJIOK i oLliHIOBaHHA ii HaAiftHOCTI Ta npogykTUBHOCTI. KOpeKTHicTb, cTabisib-
HICTb i IPOIYCKHA 3/JaTHICTb IPOTPaMHOT0 KOMILJIEKCY OLliHeHO 3a pe3y/ibTaTaMH, HaBeJleHo y B (Tab.1. 6).

Tab6auus 6
PesynbraT anpo6anii $yHKIioHa/IbHOI Ta NPOAYKTUBHOI HaAiMHOCTI cucTeMu
KaTeropisa OGcsr nepeBipku Migcymok
KpocmiatdpopmMHicTb Ul ta migkatoyenns Ha Windows/Android/i0OS YcnimHo
OyHKLiOHAJIBHICTD Komanpu: onepariii, BUTpaty, 60opru, pedepasnu, CTaTUCTHKA YcnimHo
IHTerpauis MoayJ1iB Y3romxeHicTb telegram.py < analytics.py < SQLite & GSheets YcnimHo
Joctyn PosiboBa aBTOpH3aList; 6;10KyBaHHS GaJbIIUBUX a{MiH-3alIUTIB YcnimHo
HoTuodikanii ABTOanepTH npo onepauii, 60pry, BUIJIATH B CIYK60BUH YaT YcnimHo
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BucHoBKM. TakuM YnHOM, po3po6ieHuit Telegram-60T MOBHICTIO peasi3ye MeTy JOCTiIP)KeHHS: aBTOMAaTH-
3ye 36ip, 06pO6KY ¥ 36epiraHHs JaHUX IPO TpaH3aKIil, BUTpaTH, 60pru Ta pedepasbHi BUILJIATH KPUIITOOG-
MiHHMKa. 3acTocyBaHHs telebot, SQLite i iHTerpanii 3 Google Sheets 3a6e3neunsio 6e31I0BHY B3aEMO/{I0 3 KO-
pucTyBayeM 6e3 py4HOro BTPY4YaHHS B CTPYKTYpPY AaHUX. MoJysibHa apxiTekTypa (onepatwii, BUTpaTH, 60pry,
aHaITHKa, 3BiTHICTB) HaZaa cucteMi MacmTaboBaHocTi ¥ rHydKkocTi. OTxe, Telegram-60T € epekTUBHUM
iHcTpyMeHTOM aBTOMaTH3alil GiHAHCOBOTO 06Ky HEBEJIMKUX KPUITOOOMIHHHUKIB, 3MEHILYIOUH TPYA0Bi BU-
TpaTH, NiJBUILYIOYH TOYHICTb | ONTUMI3yI04H 6i3HEC-TPOLIECH.
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IHHOBALIIMHE TPOTPAMHE 3ABE3INEYEHHA /11 ®OPMYBAHHA
MOPAJ/IbHO-ETUYHUX HIHHOCTEW NIAJIITKIB Y IM®POBY EIOXY

Anomayis. Y cyuacHoMy cycninbemsi, wjo nepe6ysac nid cuabHUM 8NAUE0M YUPPOBUX MexHO0102ill, ocob.ausoi akmyaib-
Hocmi HaGysae NUMAHHS MOPA/ALHO20 Ul eMUYHO20 8UX08AHHS nidaimkis. LJughpose cepedosuiye, 30kpema coyianbHi mepesci,
yacmo cmae dicepesoM Kibepoyainey, elikogux Ho8UH, piwUHSY, WO He2aMUBHO 8NAUBAE HA NCUXOEMOYIIHULI cmaH M01001.

Memoio ybozo docaiddiceHHs1 € po3po6Ka npo2pamMHo20 3abe3neveHHs, Wo cnpusmume Gopmys8aHHO MOPANbHUX OPIEH-
mupie y nidaimkie gikom 12-17 pokis, 3 akyeHmoM Ha po38UMOK KpUmu4Ho20 MUC/AEHHs, HABUYOK yugdposoi 6eaneku ma
mo/1IepaHmMHOCI.

Memo00.102i4HO 00CAIOHCEHHS IPDYHMYEMbCS HA NOEOHAHHI MeopemuyH020 aHai3y HAykoeoi nimepamypu ma em-
nipu4Hux memodis, cmamucmu4Hux OaHUX NPo pieeHb Kibep3azpo3z ma 6yniHey ceped Mo0100i. Takoxc 3acmocosaHo memod
NPOEKMY8AHHS NPO2PAMHO20 NPOJYKMY ma tio2o ekcnepuMeHmaabHe nposadiceH s 8 0C8IMHbOMY cepedosuyi.

Haykoea HOBU3HA nossizae y sukopucmaxHi eelimigpikayii ma adanmueHoz2o Has4aHHs y popmami Mo6i1bHO20 3acmo-
CYHKY, iHmepdelic s1Kko20 HabauxceHUll 00 coyiansHux mepedc. Lle do3e05€ nidaimkam nezwe cnputimamu HA8YAAbHUU Ma-
mepiaz i 3acmocosysamu tio20 8 peanbHOMY JHcummi.

Pezynbmamu 0ocaidxceHHs nokasaau epekmusHicmb 3anponoHO8AHO20 [HCMpYMeHmMy 0451 8UXO8AHHS MOPANbHO
cmilikux i coyianbHo 8idnosidanbHux mos00ux ardell. [Ipoepamuuil npodykm ompumas no3umusHi 8idzyku 3 60Ky oceimHix
ycmaHos, wo ceiduums npo doyifbHicmb lio2o N00a1bW020 MACWIMAGYB8AHHS.

Kaiouoei caoea: mopanvHe suxosamHs, yugposi mexHo02ii, nionimku, kibepezieieHa, 2etimidpikayis, kpumuvHe MUcaeH-
H$l, npo2pamHe 3a6e3ne4eHHs.

Iurii LUKIANCHUK, Lev BOIKO. INNOVATIVE SOFTWARE FOR DEVELOPING MORAL AND ETHICAL VALUES
AMONG TEENAGERS IN THE DIGITAL AGE

Abstract. In today’s society, which is deeply influenced by digital technologies, the issue of moral and ethical education
of adolescents is gaining critical importance. The digital environment, particularly social media, often becomes a source of
cyberbullying, fake news, and phishing, negatively impacting the emotional and psychological well-being of young people.

The purpose of this study is to develop software aimed at fostering moral values in teenagers aged 12-17, with a focus on
enhancing critical thinking, digital security skills, and tolerance.

The methodology is based on a combination of theoretical analysis of relevant academic literature and empirical methods,
including statistical data on the prevalence of cyber threats and bullying among adolescents. The study also employs design
methods for software development and experimental testing within educational environments.

The scientific novelty of the project lies in the application of gamification and adaptive learning techniques within a
mobile application whose interface mimics familiar social media platforms. This approach makes the learning content more
accessible and engaging for the target audience.

The results demonstrate the effectiveness of the proposed digital tool in fostering moral resilience and social responsibility
among youth. The application has received positive feedback from educational institutions, which confirms the feasibility of its
further development and wider implementation.

Key words: moral education, digital technologies, teenagers, cyber hygiene, gamification, critical thinking, software.

IlocTaHOBKa nmpo6eMHu. MopajibHO-eTUYHEe BUXOBAaHHSA MiAJIITKIB 3aBkAu Oy/J0 OJHi€ 3 HalBaX/IU-
Bilux cks1afoBux ocBiTU. BoHO dopMye He Jiville 0COBUCTICHI AKOCTi, a 1 BU3HAYAE, K MOJIOAb B3aEMO/i€
3 HaBKOJIMILIHIM CBiTOM i 6y/lye CTOCYHKH 3 OTOUYIOUUMH. Y Cy4acCHOMY CBITi, Jie TeXHOJIOrii cTa/lu HeBij'eM-
HOI0 YaCTUHOIO >KUTTH, IKiCHAa oCBiTa HabyBa€ HOBUX BUMipiB. OCOOJMBO 1ie CTOCYETBbCA TAKUX aKTyaJbHUX
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npo6JieM, K KibepririeHa Ta OyJIiHT, AKi Aeasi 6i/iblie BIVIMBAIOTh Ha MICUXiYHE 3/I0POB’s Ta COIiaJIbHY aJian-
Talilo OiAJIiTKIB.

YkpaiHa, K i 6araTo iHIIKUX KpalH, CTUKAETHCS 3 BUKJIMUKAMHU, OB’ I3aHUMH 3i 3pOCTAal0OYHUM BIJIMBOM LU -
poBOro cepeaoBuUIla HA MoJI0b. [liA1iTKK MpoBoASTE 6araTo Yyacy B IHTepHeTI, e Ha HUX MOXKe MijcTepiraTu
Hebe3mneka: Bif kKibepOyJ/IiHTY 10 BIVIMBY IIKiAJMBOro KOHTEHTY. KpiM ToOro, Gy/IiHT ¥ HaBYaJIbHUX 3aKJIaJax
3JIMIIAETHCS CEPHO3HOI0 TPOBJIEMOIO, IKA TOPKAETHCS TUCAY AiTeH, BIJIMBAlOYH Ha iXHIO CAMOOIHKY, YCIillI-
HICTb Y HaBYaHHI Ta 3araJlbHUM NCUXOJIOTIYHUM CTaH.

MopasibHO-eTHYHE BUXOBAHHS Y TAKUX YMOBax Ma€ GyTH CIIpSIMOBAHe He JjiHile Ha GopMyBaHHS TPaiu-
iMHUX [[IHHOCTEeH, a ¥ Ha HaBYaHHSA NiJJIiTKIB 6e3NeYyHiil MoBe/iHIli B Mepexi, MoBa3i 10 0TOYYIYHX, a TAKOXK
BMIHHIO IPOTUCTOAITH arpecii B peaJlbHOMY XUTTIi Ta B OHJIallH-CcepeOBHUILI. Bax/MBo foHeCTH [0 AiTel po-
3yMiHHA TOrOo, 10 IXHi CJIOBa Ta BUMHKH B [HTepHeTI MaloTh peasbHI HACcAiAKY, a OBara /o iHIIHUX € OCHOBOIO
3/l0pOBOr0 CYyCHiJIbCTBA.

Anasi3 ocTaHHIiX gocaifxeHs i ny6siikaniii. Ha cborogHi oco6/1uBy yBary cis npuainsaT kibepririeni
(eTnuHi¥ noBeiHLi B Mepexi), TOJIEPaHTHOCTI B CYCNiJIbCTBI Ta 3HWKEHHIO PU3UKIB OyJIiHTY B HaBYaJbHUX
3akJaZiax. Takok BaXKJIMBO PO3BMBATH KPUTHYHE MUCJIEHHS, 1106 BMIiTH Biipi3HATH PelKOBi HOBUHH Ta KOH-
TEHT, CTBOPEHUH 3a JONOMOI 00 IITYYHOTO iHTEJIEKTY.

3rigHo 3 gocaimpkeHHsaM Rakuten Viber [10], y 2024 pori noHaz 62 % ykpaiHLiB CTUKaINCA 3 KibGep3/104nH-
I[SIMH, 1110 MPU3BEJIO 10 MACOBUX BUTOKIB iHpopMallii Ta nepcoHaJIbHUX AaHUX. CepeJ M TKIB 1[ei TOKa3HUK
e BUILMH, OCKIJIbKY HaBYaJ/IbHi 3aKJ/1aiu HEJIOCTATHbO yBAar NpUAISI0Th eTUL CHIJIKyBaHHS B COLMEpPEXKax.

Tako iCHYIOTb JaHi PO GYJIHT y HaBYaIbLHMX 3aKJaJax cepej mimiTkis [2]. Horo npuduHaMu MOXyThb
OyTH K HACJilyBaHHS MOBEJiHKHU B CiM'i, Tak i HeaileKBaTHA peakllid MiJ/IiTKa Ha aMopaJibHe CTaBJIEHHS /10
Hboro. Y 2024 poui noJingis 3adikcyBasa 219 noBigomieHb Mpo GYJ/IiHT, TEpEBaXKHO cepef yuHiB 14-16 pokiB

(puc. 1).
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Puc. 1. KiabKicTh BUnaakiB Gy/IiHTy B OCBITI
Horcepeno: cpopmosaro asmopamu Ha nidcmasi [2]

Oco6yiMBUH pe3oHaHC oTpUMaJa iHpopMamisa npo KaTyBaHHsA 12-piyHoi AiBunHKY y M.bina llepksa [5].
[Tonpu onepaTuBHi [iii MPaBOOXOPOHI[iB, MOpPaJBHUH CTaH JUTUHHU 6YJIO MiJipBaHO Ha3aBX/H, 2 BUHYBaTIIiB
MPUTATHYTO JIMIIIE 10 aMiHiCTpaTHUBHOI BinoBigasbHOCTI (puc. 2).

OKpeMo BapTO BiI3HAYUTH, LI[0 CKJIA/[HI ) KUTTEBI 06CTaBUHM B YKpaiHi BIJINBAIOTh Ha MCUXiYHUH CTaH Mij-
JIiTKiB. HanmpukJiaz, e 1o moBHOMacImITaGHOro BTOprueHHs, 3rifiHo 3i 3B8iToM UNICEF Ukraine [1], 13 % niTei
Ta nigaiTkiB 10-19 pokiB Masu ncuxiuHi posaaau. CboroJiHi el MoKa3HUK 3pic y KijibKa pasiB.

[Ipo6sieMa MOpaIbHOTO ¥ ETUYHOTO BUXOBAHHS MiJJIITKIB ¥ LHGPOBY enoxy Haby/1a aKTyaJbHOCTI JIKILE
B OCTaHHI POKH, KOJIM CIIOCTEPIraeTbCs CTPiMKe 3pOCTAaHHS BUKOPHUCTAHHS HUPPOBUX TEXHOJIOTIHN He JHIIe
B OCBITi, a i y NOBCAKAEHHOMY >KHUTTi MOJIOAL. ¥ KJIaCUYHHUX NeJaroriyHuxX KOHLEMNLisX MOpasibHe BUXOBAHHS
po3mIsAianocs SIK CKJIaZ0Ba GOpPMyBaHHS 0COGHUCTOCTI Yepe3 aBTOPUTETH, KYJIbTYPY, TPAJULii, IPOTe CbOroj-
Hi poJIb LIMX ME€XaHi3MiB CYTTEBO 3HIKEHA. 3aMiCTh POAMHHU Ta LUIKOJIM JpKepesaMu GOopMyBaHHS [[iHHOCTEH
JUJISI MOJIOZ JleiaJti YacTillle CTAlOTh COIlia/IbHI Mepexxi, BifjeonaTdopmu, irpoBi cepejoBuIa.

AHausti3 HayKOBUX /pKepesl MiATBEeP/KYE BUCOKUI piBeHb 3aHENOKOEHHS AOCIiJHUKIB 1[0/10 BIVIUBY LU-
POBOTO CepeZIoBHINA HAa 0COOUCTICTD mijutiTKa. O. [IoMeTyH [6; 7] miIKpeCII0E, 10 0CHOBOIO MOPaJIbHOI caMo-
peryJsuii y cydacHOMy CyCIiJIbCTBI Ma€ 6yTH KPUTUYHE MUCJEHHS, 3JaTHICTh 10 eTUYHOTO aHaJi3y iHpop-
Mallii Ta yCBi/JOMJIEHHSI HAaC/i/IKiB OHJIaWH-TIOBEe/IiIHKH. TaKOX MOBiJOMJISIEThCS, 110 Ky/bTYpa AiaJjory, oBipa
i ToJIepaHTHICTB € KJIIOYOBUMU AJis1 GOpMYyBaHHS UPPOBOI €TUKH Y IIKOJIi, OAHAK IX CJIij| miacuatoBaTy mud-
POBUMH IHCTPYMEHTAMH.
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Puc. 2. [Ipukiaj nig1iTKoBOro 6y/iHry
Jorcepeno: cpopmosano asmopamu Ha nidcmasi [5]

B gocnimxenusx C. TopbayoBa [8] po3misiiaeTbcs KibepOy/IiHT IK MOPaJbHO-IICUXO0JIOTiYHA 3arpo3a, Lio
BUMarae CUCTeMHOI iHTerpauii LuPpoBoi 6e3neku y HaB4aJIbHUH NpoLec, TOYMHAKYU 3 T0YaTKOBUX KJaciB.

MixkHapozHi foci/PKeHHS NI TBePAKYOTb aHasloriyHi TeHAeHuii. ¥ 3BiTi London School of Economics mig,
KepiBHUITBOM Sonia Livingstone [14] Bka3aHo, 1110 NiAJ1iTKy, siki NpOBOASATH NOHAJ 4 TOJUHU Ha JIeHb Y Mepe-
ki 6€3 KOHTPOJII0, MAIOTh BULUH piBEHb arpecii, 3SHW>XeHY 31aTHICTb A0 eMMaTii i ciabuy ifeHTUdiKalio Mo-
pasIbHUX HOPM. Y LIbOMY K AOCJIi/PKEHHI MiIKpeCca0EThCSA eGeKTUBHICTh reliMidikoBaHUX OCBITHIX 1aTdopM
y npol1ieci MopaJbHOI'0 CaMO3POCTaHHS.

[lloo BITUM3HAHOI'O KOHTEKCTY, OKpeMi iHiljiaTuBY, Hanpukaaj nudpoBi Kypcu 3 KibepririeHu Ha nJat-
dopmi «OcBiTopis» [12] abo ocBiTHI MaTepianu npo iHpopMauiiiHy 6e3neky Ha «/lifg.0OcBiTa» [4], € BaXKJIUBU-
MU KPOKaMH, OZJHaK BOHU 30cepe/KeHi 3/1e61/1bII0ro Ha TeXHIYHIN CTOPOHI 3aXUCTY, @ He Ha MOPAJbHOMY YU
eTUYHOMY KOHTEKCTI.

Hocnimpxenns O. CrnipiHa [9] aHanisytoTh ebekTUBHiCTh reiiMmidikalii B ocBiTi, 3BepTarouu yBary Ha ii no-
TeHIliaJl y pO3BUTKY HAaBUYOK i MOTHBaLii A0 HaB4YaHHA. [IpoTe npobJsieMa LiHHICHOrO HalOBHEHHS TaKUX
MJ1aTPOPM JIMIIAETHCSA BiJKPUTOIO.

TakuM 4YMHOM, HeBUPpIillleHUMH 3aJIMIIAIThCH:

- OpaK KOMIJIEKCHUX NIPOrpawm, 10 NOEAHYIOTh MOpaJbHe BUXOBAHHS, ICUXOJIOTYHY NiATPUMKY U judpo-
BY KOMIIETEHTHICTB;

- BiACYyTHICTb iHCTPYMEHTIB, aalTOBAHUX J|0 HAL[iOHAJIBHOTO U KYJbTYPHOTI'0 KOHTEKCTY YKpaiHu;

- HeJJOCTaTHil aKLleHT Ha eTUYHOMY acCleKTi OHJIaliH-B3aeMO/I] y popMabHUX OCBITHIX porpamax;

- o6MexxeHe NpaKTUYHe BIPOBa/KeHHsI iFPOBUX MeXaHiK y BUXOBAaHHS eTUYHUX OPiEHTUPIB.

MeToO10 CTaTTi € OOI'PpYHTYBaHHSA JOLIJbHOCTI Ta ePeKTUBHOCTI BUKOPUCTAHHS iHHOBAI[iHHOTO IporpaMm-
HOro 3abe3nedeHHs A1 QOpMyBaHHA MOPaJIbHO-eTUYHUX LIiHHOCTe! y NiA/1iTKiB B yMoBax uudposoro cepe-
JOBHULIA. ABTOPU NpParHyTh JJOBECTH, 1110 3aCTOCYBaHHSA LIMPPOBUX iIHCTPYMEHTIB i3 eleMeHTaMu reiMidika-
i, KPUTUYHOT'O MHUCJIEHHS Ta KibepririeHu MoXke 3Ha4HO NiJBULIMTH piBeHb YCBiJOMJIEHHSI €TUMHHUX HOPM
cepej, MOJIOZi, 3pOGUTH BUXOBHUH NPOLieC CYyYaCHUM, L{iKaBUM Ta iIHTepaKTUBHUM,

Jis peasnizanii niel MeTu 6yJ10 OCTaBJIEHO TaKi 3aBAAHHSA:

- IpoaHaJsi3yBaTH OCHOBHI pU3HKU UPPOBOTO cepeJOBUILA A5 NiAJIITKIB 3 MOpaJbHOI TOUYKH 30pY;

- AocaiauTu nejarorivyui miaxoau 1o opMyBaHHS eTUYHOI CBiIOMOCTI B yMOBaxX OH/IaWH-KOMYHiKallii;

- po3po6uTH Ta anpobyBaTH NporpaMHe 3abe3neyeHHs], OpiEHTOBaHe HAa GOpPMyBaHHS MOpPaJbHUX yCTa-
HOBOK 4epe3 reiMidikaliio;

- OLIiHUTHU HOT0 BIJIUB HAa NOBe/iHKOBI 1 1iHHicHI opieHTalil yuyHIiB cepeIHbOr0 UIKIJIBHOTO BiKY.

BukJ/ias OCHOBHOIro MaTepiaay gocaigKeHHs. 06’'€KTOM 11bOT0 AOC/i/>KEHHS € MOpPaJIbHO-eTUYHE BUXO-
BaHHS NiJJIiTKIB B YKpaiHi B yMoBax cydyacHoi [udpoBoi cepegoBuila. Lle ckafHuii i 6araTorpaHHui npolec,
10 BKJIIOYae GOpMyBaHHS MOpPaJbHUX HOPM, COLiaJIbHUX I[iHHOCTeH, HABUYOK B3a€EMOZII 3 iHIIMMU J10Ab-
MH, a TaKOX 3/JaTHOCTi NpuiMaTH BifinoBiganbHi pilneHHA. Oco6/1MBa yBara NnpuAiIssETbCs TOMY, IK MOPaJib-
HO-eTUYHe BUXOBaHHS BIJINBA€ Ha IOBEJIHKY MiAJITKIB y peaJJbHOMY Ta BipTyaJIbHOMY CBITi, IXHIO 3aTHICTb
NPOTUCTOATH HEraTUBHUM AIBMILlaM, 30KpeMa OyJ1iHry Ta iHpopMaLiHHUM 3arpo3am.

[IpegMeTOM AOC/i/KEHHSI € BUKOPUCTAHHSA NPOrpaMHOro 3abe3neyeHHs K 3ac00y MOpPa/JbHO-eTUYHOI0
BUXOBaHHS NiJJIITKIB. Y po6OTi po3r/isifaeThcs, SIK creljianizoBaHi [UPpPoBi TexHOJIOTI] MOXYTb COPUATH
PO3BUTKY MOpaJIbHUX LIHHOCTeH, POpMyBaHHIO TOJIEPAHTHOCTI, HABYaHHIO KibepririeHi Ta KpUTUYHOMY
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MHUCJIEHHIO. 30KpeMa, AOCTiKYETbCs ePeKTUBHICTb iIHTEPAaKTUBHUX OCBITHIX Mu1aToOpM, 110 BUKOPHUCTOBY-
I0Th refMidiKaliro Ta afanTUBHI METOIU HaBYaHHS y popMyBaHHi BiZ[TOBiaIbHOTO CTaBJIeHHS MAJITKIB 10
BJIACHOI NOBEJIHKU K Y COLia/IbHUX MepeXax, TaK I B IOBCAKAEHHOMY XKHUTTI.

JocnigxeHHs BUKOPUCTOBYE KOMIJIEKCHUM MiJXiJ, 110 MOEAHYE aHa/i3 TEOPETUYHUX OCHOB MOpab-
HO-eTUYHOI'0 BUXOBaHHS, OLiHKY COIiaJIbHUX BUKJIMKIB Ta NPaKTUYHY peasisalnifo cydacHUX UpPOBUX Tex-
HOJIOTIM B OCBITHBOMY NMPOLLECI.

Jlep>kaBa aKTUBHO CIIPUSIE MOPaAJbHO-eTUYHOMY BUXOBAaHHIO MIKOJIAPIB. BiAnoBizHO, 6y/10 3anponoHOBaHO
HU3KY NpaBuJ A1 GopMyBaHHS MOpPaJbHOI Ky/sbTypH y4uHiB [11]. OgHaK Ha MPaKTHULi HAaJ3BUYaHHO BaX-
Ko foHecTH iHpopManiro 10 Bcix 6e3mocepeiHiX yIaCHUKIB OCBITHBOTO MPOLieCy Ta BUMaraTH Biji HUX panio-
Ha/IbHOTO JJOTPUMaHHs TosiepaHTHOCTI. KpiM Toro, yepe3 pi3Hi o6cTaBuHM BYMTE] HE MOXXYTh TOBHOLIIHHO
MPOBOAUTH BUXOBHY POOOTY Ta MOSICHIOBATH BCi pU3HUKH aMOpasibHOI noBeiHKU. CamMe TOMy 6yJ10 BUPIIIEHO
po3po6uUTH crenianizoBaHe nporpaMHe 3a6e3neyeHHs [JiJIsT BUXOBAaHHS MOpPaJIbHO-eTUYHUX NPUHLUIIB ce-
pen Mooz B irpoBiit popmi. OCHOBHUH aKIEeHT 3p06JieHO Ha KibepririeHi Ta 6e3nedHill moBeiHLi B Mepexi.
BaxJINBO TaKO0> HaBYaTHU TOJIEPAHTHOCTI A0 iHIIMX JOJel. Y 1bOMy BUNIAAKY HJEeThCs He JILIe NPOo iHIIUX
MiJUTITKIB, a ¥ Mpo JroZel 3 iIHKJII03UBHICTIO, OCKIJIBKY 1X IIOJIHA CTA€E BCe Oiibllie B MOBCAKAEHHOMY KHUTTI.
Tako>X BUXOBYETBCA Ta NPONAryeTbCA NoOBara A0 CTapLIOro NOKOJIIHHA, OCKIZIBKA BOHU CbOTO/IHI € HAWMeHII
3axuuieHUMHU. OKpeMo pOo3I/IAAAETbCA PO3BUTOK KPUTUYHOTO MUCJIEHHS, IKe CTaHe OCHOBOIO JIJI OJaJ/IBLIO-
ro pO3IIMPEeHHs Mi3HABaJbHUX 3/[iOHOCTEN.

3a ocHOBYy 6yJi0 B3sTO PpperimMBopK Flutter [13]. Lle mporpamMHe 3a6e3ne4eHHs 3 BIAKPUTUM BUXIZHUM KO-
JlOM JIJIsl CTBOPEHHS nporpam i miaatdopm Android Ta i0S, a Takox A1 Be6-104aTKiB, po3pobieHe Google.

Ju3aitH po3po6seHni y opMi nonynsipHUX maaTGopM corjiaIbHUX MeJiia, OCKIIbKHY BiH HAaWKpalie CIpuii-
Ma€eThCsA KOPUCTYBayaMu BikoM 12-17 pokiB. OcBiTHA niiaTdpopma TakoK po3po6/ieHa 3 BUKOPUCTAHHSIM Me-
Togosorii redmidikaril. Lie ;03BoJIsIE yTPUMyBaTH yBary KOprMcTyBaya Ta 3p06UTH BeCb IPOLeC BUKOPHUCTAH-
Hs MaKCUMaJIbHO 3py4yHUM. KpiM Toro, reiimidikaris ocBiTHbOro npolecy nokasaJia BiAMiHHI pe3yJbTaTy IpU
BUBYeHHI HOBOI TeMHu [3]. efimMidikanis B ocBiTi - 1je BUKOpHUCTaHHA irpOBUX eJIeMEHTIB Ta MPUHOMIB B OC-
BiTHBOMY mpo1ieci AJis CTBOPEHHS IHTEPAaKTUBHOTO Ta MOTUBYOYOTO0 cepeloBUILA. BoHa BUKOPHUCTOBYETHCA
JAJis MIABUIEHHA 3aJy4€HOCTI Ta iHTepecy CTYAEHTIiB, CTUMYJIIOBAaHHA iX 0 aKTUBHOI y4acTi B HaB4YaHHI Ta
¢$opMyBaHHS MO3UTHUBHOTO CTABJIEHHS 0 OCBITHBOTrO mporecy. JlocaipkeHHsI BIVIMBY BIPOBa/PKEHHS irpo-
BHX MeXaHiK Ha OCBITHIill mpolec nokasasy, 10 el mifxiJ noJBoe WBUAKICTb 3aCBOEHHS HOBUX HABUYOK
cTyfeHTaMu. llell MeTo/ HaBYaHHS He € TOBHOILIHHOIO OCBITHBOIO I'POIO0 SIK TaKow. Bukopucranus reiimidika-
uii B ocBiTi nepes6avyae 3aCTOCyBaHHSI OKPEMUX €JIEMEHTIB, IKi po6JIsTh NPOILeC HaBYaHHSA BiJbII 3aX0MJIH-
BUM Ta MOTUBYIOTb YYaCHUKIB.

Ju3aiiH 1oroTyny s AojaTKa 6yB po3po6JieHUH BiIOBIAHO Z10 CTaHAAPTIB Ta NpaKTHK paxiBuiB (puc. 3).
BiH Mae npueMHy KoJlipHY ramy Ta 3po3yMinui inTepdeiic. HasBa fomaTka Takox 6ysia o6paHa 3a peKOMeH-
Janissimu daxiBuiB i 6ysa Bu3HaueHa ik «Cyber Scout». lle gae po3yMiHHS, 110 KOPUCTYBaY JOCAiPKYBaTUME
Ta aHa/li3yBaTHMe HOBi TeMHy, IOB’s13aHi 3 MepexeBoto 6e3nekoro. Hapasi foaaTok peasnizoBaHO YKpPaiHCHKOIO
MOBOI0. Y MallGyTHbOMY, ITiC/I1 OTPUMAaHHS NO3UTHBHUX BiJIrYKiB Ta Z00IpaLlOBaHHS IPOrpaMHOro 3abe3mne-
YyeHHs, Horo 6y/ie nepek/aaZeHo aHIJIiHCBbKOIO.

Puc. 3. JloroTun nporpaMHoro 3actocyHky «Cyber Scout»
Jlocepeno: po3pobieHo asmopamu

Jlorika po60TH MpOrpaMHOro 3aCTOCYHKY MOJISITA€ B TECTYBaHHI KOPUCTYBaya NPOCTUMHU NMUTAHHSAMH Ta
BUOOpI BignoBizi sinme 3 ABOX BapiaHTiB: Tak 4M Hi (puc. 4). [licisg npoxomKkeHHs BCiX MUTaHb KOPUCTYBAY
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oTpuMye iHpopManiro Npo KiabKicTh NpaBUJIbHUX BifnoBizen (puc. 5). Bci nutanHa BigcopToBaHi 3a kaTero-
pisiMuy, 110 epei6a4a0Th ONAHyBaHHS 3HAHb 3 TeM (puc. 6):

- GimuHT Ta maxpancTBo;

- 3aXMCT NEPCOHATBHUX JJAHUX;

- BUSIBJIEHHA 60T-depm;

- sIK 3aXUCTHUTHU CBOI JlaHi mij yac BiHY;

- 5IK po3ni3HaTH pelky;

- po3mnizHaBaHHSA 306paXKeHb, 3reHEPOBAHUX IUTYYHUM {HTEJIEKTOM.

- - - -

< Cvber Scout < Cytrer Soout

> | Aecaian SO10 W weepia e W1 |

AREMCT RO DA L

MNyGnikauin oro
niRcLXODUX NOaKMUIR Yy
COUMOpOXax €
GeanNAuMoKn?

Puc. 4. [Ipuk/aj TeCTOBUX KApTOK

Hscepeso: pospobaeHo asmopamu

e G -

Cyber Scout

Tect sasepuons!

Mpasunsmx ManosineR

10310

Puc. 5. [Ipukiaj pe3y/bTaTiB BUIPOGYBaHb Puc. 6. 306pakeHHsI 10YaTKOBOT0 eKpaHa
3 KaTeropisiMv onuTyBaHHA
Jorcepeno: po3pobaeHo asmopamu

3pyuHuil iHTepdeiic MponoHye BapiaHTH OTPUMaHHSA BiZNOBiAl HATUCKAHHAM KHOIKH 260 [IPOBeJeHHSAM
naJblieM, 1106 eperopHyTH KapTKy NUTaHHSA ¥ BiANOBiJHOMY HanpaMKy (puc. 7).

Hapasi nporpaMHe 3a6e3ne4yeHHs, 1[0 po3poO6ASIETHCS, Bee 1ie nepebyBae B MpoLeci J0oNpaloBaHHS Ta
HanoBHEHHS1 KOHTeHTOM. OJ{HaK mepili MO3UTUBHI BiTYKH PO BAXKJIUBICTb Ta HEOOXiHICTh TAKOTO 3aCTO-
CYHKY BXKe OTpUMaHi BiJl HABYaJIbHUX 3aKJI/liB Ta rpOMa/JiCbKUX opraHisaniil. ToMmy TecTyBaHHs Bifi0oyeThcs
HaW6JIMKYMM YaCOM.
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Puc. 7. [IporpaMHuii Koj, Ta 306pakeHHs iHTep@eiicy 3aCTOCYHKY
Jlocepeno: po3pobaeHo asmopamu

BucHoBKM. Po3po6ka nporpamMHoOro 3a6e3neyeHHs /AJ151 MOPaIbHO-eTUYHOI'0 BUXOBAaHHS MiJIJIITKIB € BaXK-
JINBUM KPOKOM /10 GOpMyBaHHSI HOBOT'O IOKOJIiHHS, fIKe 3M0OKe e(eKTUBHO QYHKIIOHYBATH B yMOBAX Cy4acHO-
ro udposoro cBity. [Iporpama, sika HoeAHYE eJleMeHTH KibepririeHu, ToJIepaHTHOCTI, KpUTUYHOT O MUCJIEHHSA
Ta refdMidikanii, BignmoBigae Ha cydyacHi BUK/IMKHY, 3 SKUMH CTUKAKTBCA HiJJIITKH B YKpaiHi Ta 3a KOPAOHOM.

Y Mal6GyTHbOMY IJIAaHYETBCS JOAABAHHS HOBUX MOAYJIB, siki 6 oxomsoBaau Gijblle acneKkTiB MOpab-
HO-eTHYHOTI'0 BUXOBAaHHS, TAaKUX SK €KOJIOTiYHA CBiIOMicTb, piHAHCOBA IpaMOTHICTh ToIO. TaKoXK aKTUBHO
TPUBAE NpoLeC afanTalil NporpamMu AJid iHIKUX MOB, 1[0 403BOJIMTb PO3LUUPHUTH ii ayJUTOPIiI0 Ta BUKOPUCTO-
BYBaTH B iHIIMX KpaiHax. KpiM Toro, po3rigaaeTbcsa MOXKI/IMBICTD iHTerpalii nporpamMu 3 iCHyl04MMH OCBiTHi-
MU I1aTGopMaMHu J1J1s ToJierieHHs il BAKOPUCTAHHSA B IIKOJIaX Ta iHIIMX HABYaJbHUX 3aK/Ia/aX.
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3AT'PO3A ATAKH 51 % AJ11 HU3bKOXEIIPEMTOBUX LIU®POBUX BA/IIOT

Anomayis. Amaxu 51 % si81s10mb co601o0 cepliosHy 3a2po3y 0415 6e3neku 6.10k4eliHie, 0co6.au8o 0415 Yyugdposux saniom
(LJB) 3 HU3bKUM Xewpelimom, wo pobums ix ypaszaueumu do mMaHinyaayiii i empamu dogipu 3 60Ky Kopucmyaauie.

Mema. /Jocaidscenus 3azpo3 amaku 51 % y 6s10k4eliHax i3 HU3LKUM xewpelimoM, 30Kkpema 0451 L{B i kpunmosaromHux
6ipaic (KBE), 3 Memoto po3pobku epekmusHux cmpameziii npomudii 3 BuKOpUCMAHHAM [HMeAeKmyaabHuX iHgopmayiliHux
cucmen (IIC) i meopii izop.

Memodoozis. [Iposedenuil y mexcax cmammi 02450 i aHani3 nonepedHix 0ocnidxiceHb NOKA3as, Wo Ysi 3a2po3a nompe-
6ye KomnsiekcHoz2o nioxody do 3axucmy. Y cmammi 06rpyHmMoeaHo 3acmocy8aHHs meopii i2op ik iHCmpymeHmy aHasizy
cmpamezitl 060X CMOPIH, U0 MOKce 3HAYHO NOAINWUMU PO3YMIHHS OUHAMIKU 83A€MOOIT MIdHC 3aXUCHUKAMU | 3108MUCHUKAMU,
wo 8 nepcnekmusi dacme 3Mo2y po3pobumu 6inbw edpekmusHi npoakmueHi 3axodu 3axucmy LB i KBB, 8k/1104HO 3 8ukopuc-
maHHsAM nomeHyiaay IIC.

Haykoea Hogu3Ha. IIC mMoxcymb 8Kka0uamu Mody/b OYiHKU cmpamezili cmopiH nNpomucmosiHHs amakam, a makoxc ¢i-
HAHCOBUX pecypcie cmopiH NPOMuUCMOosiHHs1, Wo A0NoModice npo2Ho3yeamu Moxcaugocmi peaaizayii amak 51 % a6o, Hagnaku,
epekmusHo npomudismu im. [lokazaHo, wjo xodeH i3 Memodie 3axucmy He € yHI8epCanbHUM, MOMY KOMOIHYSAHHS PIZHUX
nioxodie € KpUMu4HoO HeobXiOHUM 0151 CMBOPeHHS CMIIKUX piuieHb, 30amHuUX edpeKmUsHoO peazysamu HA HO8I 3a2po3u, K
oz 1|B, mak i 0151 KBB.

BucHoeku. Maii6ymHi docaidsiceHHs Maoms 30cepedumucs Ha po3pobyi ma mecmysaHHi HOBUX fepogux modeaell 045
06yucareanbHozo siopa I1C, siki iHmezpysamumyms HasigHi nidxodu ma epaxogysamumyms ego1oyito memodie amak i 3axu-
cmy 8 KpunMoBAaMHUX CUCMeMax, Wo dacms 3Mo2y He Auule nidsuwumu pigeHb 6e3neku, a il 3abe3nevumu dosipy kKopuc-
mysauis do yugdposux sa.niom, wo, 8 C80H Hepay, € 8ax*CAUBUM 0151 IXHbO20 yCniWHO20 8NPOBAOHCEHHS MA BUKOPUCMAHHS Y
diHaHcosUX cucmemax.

Katouosi caoea: yugposi eartomu, kpunmosaaromti 6ipaci, amaka 51 %, Husbkutl xewpetlim, meopii izop, cmpamezis
CMOpIH.

Thor MARTYNIUK, Alona DESIATKO. THREAT OF 51 % ATTACK FOR LOW-HASHRATE CRYPTOCURRENCIES

Abstract. 51 % attacks pose a serious threat to the security of blockchains, especially for digital currencies (DCs) with a low
hash rate, which makes them vulnerable to manipulation and loss of trust by users.

Purpose. Research into the threats of 51 % attacks in blockchains with low hashrate, in particular for CCs and cryptocurrency
exchanges (CCEs), with the aim of developing effective countermeasure strategies using intelligent information systems (IIS)
and game theory.

Methodology. The review and analysis of previous research conducted within the article showed that this threat requires
a comprehensive approach to protection. The article substantiates the use of game theory as a tool for analyzing the strategies
of both parties, which can significantly improve the understanding of the dynamics of interaction between defenders and
attackers, which in the future will allow developing more effective proactive measures to protect DCs and cryptocurrency
exchanges (CEs), including using the potential of intelligent information systems (IIS).

Scientific novelty. 11S may include a module for assessing the strategies of the parties to resist attacks, as well as the financial
resources of the parties to the confrontation, which will help predict the possibility of implementing 51 % attacks or, conversely,
effectively counteract them. It is shown that none of the protection methods is universal, therefore, combining different approaches
is critically necessary to create sustainable solutions that can effectively respond to new threats, both for DCs and CEs.

Conclusion. Future research should focus on the development and testing of new game models for the computational core
of the IIS, which will integrate existing approaches and take into account the evolution of attack and protection methods in
cryptocurrency systems, which will not only increase the level of security, but also ensure user trust in digital currencies, which,
in turn, is important for their successful implementation and use in financial systems.

Key words: digital currencies, cryptocurrency exchanges, 51 % attack, low hash rate, game theory, strategy of opposing parties.
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Beryn. OctanHiMu pokaMu Ha T nonysaspHocTi Bitcoin, Binance Coin (BNB), To1uo, ciocTepiraeTbcs 3Ha-
YHe 3pOCTaHHA iHTepecy ¥ Jo0 iHIIKX nHPpoBUX BaaoT (L|B) Ta KpUNTOBa/NIOTHUX CHUCTEM, L0 3YMOBJIEHO
ixHiM moTeHniasioM y ranysi fleneHTpanizoBaHux ¢iHaHciB. OfHaK pa3oM i3 LIMM 3pOCTAaHHSIM BUHUKAE HU3KA
3arpos, 3/[aTHUX MiAipBaTH 6e3MeKy Ta CTabiIbHICTh KPUITOBAJKTHUX cucTeM. OZIHI€I0 3 aKTyaJIbHUX € 3a-
rposa ataku 51 %, fika € pU3UKOM, [T0B'A3aHMM i3 KOHIIEHTPALi€I0 06UMCII0OBATIbHOI OTYKHOCTI B PyKax 0/f-
HOro ab0 JIeKJIbKOX yYaCHUKIB MepeXi, a B yMOBaxX HU3bKOI'0 XeIIPEeHTY I 3arpo3a HabyBa€e 0COBJIMBOI 3Ha-
YYI[OCTi, OCKiJIbKM MiHIMaJIbHi pecypcH, HeoO6Xi/iHi A/ 3/[iCHEHHSA MO/[iGHOT aTaKH, CTAIOTh JOCTYITHUMU JJIS
3HAYHOI KiJIbKOCTi 3JIOBMHCHHKIB. 3ayBaXKUMO, 1[0 SIK 6YJIO TOKa3aHO B HU3Ii JOCIiKeHb, 30KpeMa, B [1-3],
[IB 3 HU3bKHUM XeUIPEUTOM SABJISIIOTH COOOI0 JIeTIy MilleHb AJisd aTak 51 %. Y HU3MLi JKepes A0 TaKUX BaJOT
MOKHa, HanpukJaag, BigHectu Chia (XCH), Cardano (ADA), Algorand (ALGO), PancakeSwap (CAKE) [2-4].

Ak 6ysi0 mokazaHo B [2-4] HU3BKUH XeMIPeUT MoxKe OYyTH Hebe3nedyHUM A1 LB, ocKiJibKU BiH poGUTH Me-
pexy 6ibII Bpa3JIMBOIO /10 aTaK, 30KpeMa aTaku 51 %, OCKiIbKY 3JIOBMUCHUK MOKe OTPUMAaTH KOHTPOJIb Ha/Jl
6inbi Hixk 50 % xewpelTy i moyaTH MaHINMy/II0OBaTH GJIOKYEHHOM, HallPUKJIaJL, TPOBOJUTH MOABIHHI BUTpa-
TH. A KpiM TOro, HU3bKUHU XEIIPEUT MOXKe MPU3BECTU A0 30UIbIIEHHS Yacy MiATBePKEHHS TPaH3aKIiH, 110
YCKJIaJAHUTb BUKOpUCTaHHA LIB /15 nu1aTexiB, OCKiJIbKU KOPUCTYBadi MOXKYTb YEKaTH AOBLUE, Hi>K 3a3BUYaH,
JAJ1A MiATBEPAKEHHSA CBOIX TPaH3aKIiH, a AKI0 XeIIPeUT NajaE, Ije TAKOX MOXKe CIPUYMHUTH 3aHENOKOEHHSA
cepeJ, KOPUCTYBauiB Ta iHBECTOPIB, i NpU3Bee 10 3HUKeHHS iHTepecy Ao LB i, Ak Hacaifok, Ao nafiHHA il
BapTOCTI.

3ayBaXkuMo, 1[0 6araTo KpaiH po3mIsAal0Th MOXJIMBICTb 3aNIpOBaPKeHHSA ByacHUX LB, BimoMux sk meH-
TpaabHi 6aHku nudpoBux BanoT (CBDC) [5; 6]. I i HoBi LB MOXyTb 3iTKHYTHCS 3 aHAIOT{YHUMHU 3arpo3aMH,
BKJIFOYUHO 3 PU3UKOM aTaku 51 %, OCKiJIbKM Ha MOYaTKOBUX eTanax BrnpoBakeHHs: CBDC MoxyTh MaTH Bif-
HOCHO HU3bKHUH XeUIPEeNT, 0COOIMBO AKILO iXHiI Mepexi 6yyTh He NMOBHICTIO 3aBaHTaXeHi a60 BUKOPHUCTaHI
06MeXeHUM 4HMCI0M y4yacHUKiB. Barato CBDC po3po6Jisi0oThCsl 3 aKIleHTOM Ha LieHTpasi3oBaHe yIpaBJliH-
Hsl, [0 MOXKe 3HU3UTH PiBeHb JAelleHTpasizalii i 3po6UTH cucTeMy Gi/bIl Bpa3JIMBOIO JJIs aTakK, a KpiM Toro,
CBDC MOXXyTbh BUKOPUCTOBYBATH HOBI TexHOJIOTiI, SIKi L1je He MPOMIIIN JOCTaTHBOTO TECTYBAaHHS Ha GE3IMEKY,
[0 MOKe TOPOJUTH YPa3JIUBOCTI epef; aTakaMu. OTe, 3J;I0BMUCHUKH MOXKYTh I06a4uTH B aTakax Ha CBDC
MOXJIMBICTh OTPUMAaTH EKOHOMIYHY BUTOZIY, 0COOJIMBO AKINO TaKi [IB 6yayTh noB'si3aHi 3 BeJITMKUMU diHaHCO-
BUMHU CUCTEMAMHU.

TakuM 4YMHOM, Ha MifCTaBi BULIECKa3aHOT0, MOXKHA KOHCTATYBaTH, 110 aKTYaJbHICTb JOC/IiIKEHb Y Uil
raJyiysi 3yMoBJieHa He TiJIbKH 3pOCTAYMMHU iHBeCTULisIMU B 1|B, a i1 Heo6xiHiCTIO po3p06/IeHHS ePEKTUBHUX
MexaHi3MiB 3aXHCTy Bifj aTak, 3aTHUX 3aB/aTH WIKOAHU sIK KOPUCTyBayaM, Tak i iHppacTpyKTypi KpuntoBa-
motHUX 6ipxk (KBB). CydacHi inTenexkTtyanbHi iHpopmaniiini cucremu (IIC), 3acHoBaHi Ha ajaropuTMax Ma-
muHHOro HaB4aHHsA (MH) i aHasiTUKK aHUX, MOXKYTh iCTOTHO NiZABUILUTH piBeHb 3axucTy LB, natouu amory
He TiJIbKY BUSBJISITA aHOMaJIil B MOBeAiHIi Mepexi, a i mepes6adyaTy MOXKJIMBI aTaky, 30KpeMa aTaky 51 %,
1110 BiJKPMBA€E HOBI TOPU30HTH [IJ1sl TapaHTyBaHHS 6e31eKH y cdepi 6J10KUeH-TeXHOJIOTiH.

Y ui#i craTTi MM TpOBeZIEMO aHAJII3 MONepeHIX AOCIiPKeHb i HAYKOBUX MyOJIiKaIii 100 3arpos, moB's-
3aHMUX i3 peasizauiero ataku 51 % Ha L|B i3 HU3bKUM XelperUToM, i PO3IVITHEMO MOXKJIUBOCTI BUKOPUCTAaHHS
cyvyacHux LIIC g5 po3po6JieHHsI TPOAKTUBHUX 3aX0/iB NPOTHAII UM 3arpo3aM.

IlocTaHOBKaA NP06/IeMU. AKTYa/lbHICTD JOC/IiPKEHHS 3arpo3, NoB'I3aHuX 3 aTakow 51 % Ha 1B 3 HU3b-
KHM XelIperToM, 3yMoBJieHa 36i/iblieHHsAM iHTepecy o LIB Ta ixHbolo iHTerpauiew y ¢pinaHcoBi cuctemu.
OpHak feski 1B, Bosiosiroun 06MeXeHMMH pecypcaMy, CTalTh YPa3JIUBHUMH AJ1s aTak, IKi MOXKYTb IPU3BECTH
Jl0 3HAYHUX BTPAT SIK AJIs KOPUCTYBaYiB, Tak i A5 iHppacTpykTypu. HesBaxaroyu Ha HasBHICTh HU3KHU Teope-
TUYHUX JIOCJIi/IPKeHb, 6araTo acrnekTiB 6e3neku 1B 3aj1uarnTbcsd HeJJ0CTaTHbO BUBYEHUMH, a HasiBHI MiAX0 a1
no 3axucty LIB i KBB yacTo He BpaxoByIOTh crielidiYHUX PU3HUKIB, MOB'I3aHUX i3 HU3bKHUM XeLIPENUTOM, 110,
BiZIMOBiAHO, MOPOMKYE MOTPEOY B IIIMOLUIOMY aHaJIi3i, IKUH JacTb 3MOTY BUSIBUTH BPa3JIMBOCTI Ta BUSHAYUTHU
edexTuBHi 3axoau NpoTUAl. | B 3B'A3KY 3 UM, po3BUTOK cy4yacHUX [IC Moke HalaTH HOBi MOXJIMBOCTI A1
aHaJti3y 3arpos, 1[0 MOCHPUSE CTBOPEHHIO GiJbII CTIHKUX i 6e3nedyHux L[B. | BAXX/IMBUM KPOKOM Ha LILIAXY
pO3B'si3aHHS 3a3HA4YEHOI NPOGJIEMH € CHCTEMATH3allisl HAasIBHUX 3HAHb Ta BUSIBJIEHHS HANPSAMIB /151 TOAa/Tb-
LIKX AOCAiIKEHb Y Lil raaysi.

MeTa gociigKeHHs. MeTO10 LIbOro aHaJiTUYHOTO AOCTIPKEHHS € CUCTEMAaTH3allisl Ta KpUTUYHUM aHasti3
HasiBHUX HAYKOBHUX NyO6JiKalii, npucBsiYeHUX 3arpo3aM ataku 51 % Ha LB 3 HU3bKUM XempeidToMm, a Ta-
KOX OL|iHIOBaHHA noTeHujiany cydyacHux HIIC s po3po6sieHHS] MPOAKTUBHUX 3aX0A1B MPOTHAil MoAiGHUM
3arposaM. Jlocai/pkeHHa CpsAMOBaHe Ha BHUABJIEHHA KJIOYOBUX BPa3JIMBOCTEM, IO iCHYIOTb Y Mexax L€l
npo6JieMaTHKY, i BU3HAYEeHHS HaNPsAMIB /11 pO3B'si3aHHS HU3KHM KOHKPETHHUX 3aBJlaHb Y cpepi 3abe3nedyeH-
Hd 6e3mnekwu [IB.

MeToauKa gocaijKeHHA. Y po6oTi 3aCTOCOBAHO aHAJITUYHY METOJAMKY, L0 BKJIIOYAE OMVIA] i cUCcTeMa-
THU3allil0 HAgBHUX HAyKOBUX MyOJIiKallil, cTaTeH, AucepTalii Ta iHIIUX AOCJIiPKeHb, MPUCBIYEHUX 3arpo3am
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artaku 51 % gus UB. OCHOBHMMU eTanaMu METOAUKH € CUCTEMAaTUYHUU MOIMIYK aKTyaJbHUX HAYKOBHUX My-
6siKaniy y crnenjasizoBaHux 6a3ax JAaHUX | HAYKOBUX KypHaJaX, IPUCBAYEHUX NpobsemMaTuli 6e3mnexu LIB,
a TaKOXX KPUTHUYHHUHN aHasli3 06paHuX My6Jlikalil 3 MeTOI0 BUSIBJEHHS OCHOBHUX TEM, MiAX0AiB i pe3y/bTarTis,
10 CTOCYIOThCSA 3arpo3 aTaku 51 %, a TaKoX OL[iHKH 3aCTOCOBYBAaHHUX MeTO/iB 3axucTy. KpimM Toro, BUKoHa-
HO NOPiBHSIHHSA Pi3HUX NiAX0ZiB i pilieHb, NpeACcTaBJEHUX Y JiTepaTypi, /151 BUSABJAEHHS HallepeKTUBHIILINX
cTpaTerii npoTuAil 3arpo3am peaJtizanii aTaku 51 % i BUABJIEHO HEOCTATHBO BUBYEHI aCIEKTH Ta HAPSIMKHU
JUIS IOZIA/IbLIMX AOC/II/PKEeHb, 1[0 MOXKe CIIPHUSATH ToJlinueHHI0 6e3neku LB.

Pe3y/ibTaTH AOCTIAXKEHHS. Y CBIT/Ii BUILIEBUKJIQIeHOTO, 3aBJaHHA NpoTHAil aTakam 51 % Ha [IB 3 HU3bKUM
XeLIPeNTOM € BiJHOCHO HOBUM i Ilepe6yBae Ha cTa/(il akTUBHOTO A0CTifKeHHs. OcTaHHIMU pOoKaMHU criocTepira-
€TbCS 3pOCTAHHS KiJIbKOCTI HAyKOBUX My06JIiKaLiH, NpUCBAYEHUX Lil Mpo6JIeMaTHI, 1[0 CBiAYMTH PO 3pOCTalo-
YU iHTepec o nmuTaHb 6e3neku 1B i Heo6XigHUX 3axX0AiB 3aXUCTy. TAKUM YMHOM, MOJAJIbIINHN aHaJIi3 HAABHUX
my6JTiKalii JacTh 3MOTY BUSIBUTH KJIFOUOBI MiAX0AY Ta HANPSIMKH JIJIsl TOAAIBLINX AOCTi/PKEeHD y Wil raty3i.

Tak, y [1] po3risigaeThcs 3arpo3a «51 % aTaku» Ha 6JI0KYEHHHU, KOJIU OJHA IPylia MalHepiB KOHTPOJIIOE
6i/ibIle MOJIOBMHU 0OGYHCII0BAJIBbHOI HOTYKHOCTI MePeXi, IPH IbOMY aBTOPH NPOBOAATH J0C/i[)KEHHS MOBe-
JIHKY MalHeDPiB, 1106 3p03yMiTH, AK TaKi aTakKu MOXKYTb 6y TH 3/iliCHeHi Ta Kl YUHHUKH BIVIMBAIOTh Ha IXHIO
WMOBIpHICTb.

Y [2] aBTOpU po3rIsAAaloTh 6e3neKy 6JI0KYeHIB 3 poKycoM Ha BUSABJIeHHs aTtak 51 %. Y po6oTi mogaHo
aHaJ1i3 Bpa3/IMBOCTEN GJIOKYEHH-CUCTEM i OGrOBOPEHO METOAM BHUSIBJEHHS Ta 3al00iraHHsS TaKUM aTaKaM.
ABTOpHM HaBOJATH NPUKJIAAY, 10 LIIOCTPYIOTh HACAIAKY aTak 51 %, MPOMOHY0YH HiAXOAX AJIsI MOJINIIEeHHS
3axXUCTy OGJIOKYEHHIB BiJ MOAIOHUX 3arpo3 i aKLleHTY4H YBary Ha BaXKJIMBOCTi MOHITOPUHTY Ta OLiHKU 6e3-
NeKy 6JI0KYeHH-Mepex.

Y [3] po3mnisimaeThes npobsaeMa ataku 51 % a5t Mmepexi BiTkoWH. ABTOpY HaalOTh OIVISA i€l 3arpo3u Ta
ONHUCYIOTh MEXaHi3MH, sIKi MOXKYTb OYTH BUKOpPHUCTaHi A 11 34iMiCHEHHS, a TAaKOX HACJiZKH, SKi Taka aTaka
MOJKe MaTH /i1 Mepexi Ta KopucTyBadiB. Takok aBTOpaMHu 06rOBOPIOIOTHCS METOAM 3aXUCTY Ta MOJINIIEeHHS
6e3neku biTkolH-Mepexi, 1106 3HU3UTH PU3UKH, TIOB'sI3aHi 3 I[i€0 aTAKOIO.

Y nuceprauii [4] gocaimKyeThcs BB pi3HUX aTak Ha pUHKH LIB. [lucepTadT aHasnidye, sk pisHi BugU
arak, sk-oT 3;oMu KBB i ataku 51 %, BIuIMBalOTh Ha LiHU Ta BoJaTHJbHICTB LIB. ¥ po6oTi posrnsjaroThcs
TAKO0XX MEXaHi3MU pearyBaHHsl PUHKIB Ha Taki 3arposu Ta iXHi JJOB[OCTPOKOBI HacC/AigKH AJid iHBeCTOpiB Ta
exkocucteMu 1B 3arasiom.

Y [7] po3rnsgaroThecsa ocobauBocTi ataku 51 %, BK/IIOYHO 3 MexaHizaMaMH ii peasizanii Ta moTeHUiHHUMUA
HacJijKaMy AJ1s1 6JI0KYeHH-CUCTeM, IIPU LIbOMY aBTOp aHaJi3ye pi3Hi aceKTH Bpa3/MBOCTi 6JI0K4YEHHIB [0
LIi€l aTaKy, a TAKOX MPOINOHYE MEeTOAM /Il 3aXUCTY BiJ Hel.

Y [8] ananisyeTbcsa MmeTof 3anobiranHs atani 51 % Ha BiTKOHH 3 BUKOPUCTAHHSAM CTOXaCTUYHOI'O aHaJTi-
3y ABodasHoro MexaHizmy proof-of-work. ABTOp aHasi3ye, AK el migxiJ Moxke NOMINIIKTH 6e3MeKy Mepexi,
3HIKYIOUU UMOBIpHICTB TOr0, 1[0 0/iHA rPyNa MalHepiB 3MOXKe KOHTPOJIIOBATH O1bII Hi*K T0JIOBUHY 064HC-
JIIOBAJIbHOI NOTYKHOCTI, @ TAKO>X 0GTOBOPIOIOTHCS IEPEBArH Ta HeL0JIiKH 3aIPONIOHOBAHOI'0 METO/Y, @ TAKOXK
HWOTro MOTEHI[iHHUH BIJIUB Ha CTiHKICTh 6JI0KYelHA J0 MOAiOHUX aTaK.

Y [9] nocnimkytoTbesa cipuiHATTA atak 51 % Ha LB 3 anroputmom proof-of-work y conianbHux Mmeaia. As-
TOPH 3aCTOCOBYIOTb METOZAM 06po6Kku npupogHoi MoBU (NLP) a5t aHani3y 06roBopeHs i [yMOK KOPUCTYBadiB
y colliaJIbHUX MePeXax, 00 3p03yMiTH, SIK IIi aTaK{ BIUIMBAIOTh Ha CyCHiJibHE CIPUUHATTA i foBipy mo 1|B.

Y [10] aBTOpM chOKyCyBasKCcsa HA TOMY, K aTaKH, BKJIIOYHO 3 aTakaMu 51 %, BIUIMBalOTh HA MPUGYTKO-
BicTp [IB. ABTOpHY aHa/li3yl0Tb PUHKOBI JjaHi Ta HAMaramwTbCs 3p0O3YMiTH, fIKi 3MiHM B IjiHax BiAb6yBarOThCA
mif, 4yac aTak, a TaKoX BUSABJSIOTb 3aKOHOMIpHOCTI Ta GpakTopH, siKi MOXKYTh BIJIMBATH HAa PEAKLiI0 PUHKY
y BiAnoBizp Ha Kibep3arposu.

Y [11] mocaimKkyroTbes pi3Hi acieKTH NPOEeKTYBAaHHS HOBUX OJIOKYEHHIB. ABTOPH pO3IJIAAAIOTh, IK iHHO-
Bal[ilHi MiIX0AX1 MOXYTb OYTH 3aCTOCOBaHI JIJil CTBOPEHHS Oi/bII CTIMKHUX i epeKTHBHUX OJIOKYEHHIB, a Ta-
KO SIK BOHM MOXKYTb JJOTIOMOI'TH Y BUPillIeHH] iCHyI0ouHnX npo6JieM, TaKUX sIK 6e31eKa i KOHCEHCYC.

Po6oTa [12] npucBsiueHa oniHIi MexaHi3MiB KOHCEHCYCY i 6e3neku 6JI0KYelHa B po3pisi 3arpo3u peasnisa-
uii atraku 51 %. ABTOpH aHaMi3yIOTh HAasBHI METO/AH 3aXUCTY, iXHIO eEeKTHUBHICTD i Bpa3/IMBOCTi, IPONOHYIOYH
peKoMeH/arii 1o/10 moJliniIeHHs 6e31neK: 6JI0KYeHIB /15 3amo6iraHHs mo/[iGHUX aTaK.

Y [13] 06roBoprOETHCS, O BiiO0yBa€eThCA i yac aTak 51 % i sk BOHM BIJIMBAIOTh HAa Mepexi 6JI0KYerHa.
ABTOD nosicHIOE MexaHi3Mu ataku 51 %, 1l Hac/TiAKY /151 KOPUCTYBayiB i Mepexxi 3arajioM, a TaK0XX ¥ BACHOBKY
cbopMysIbOBAaHO peKoMeHAallii mopaay o0 MiHiMi3anil pu3ukKiB, MOB'sI3aHUX i3 MOAIOHUMH 3arpo3aMH.

Y [14] npeacraBsieHo iHCTpyMeHT miJ; Ha3Bow BlockScope, sskuii npu3HaYeHUH [JJis1 BUSBJIEHHS Ta JOCITi-
JDKeHHs Bpa3JIMBOCTEM, 1[0 BUHUKAIOTh YHACIiJOK QOPKIB 6J10KYeH-TTPOEKTiB. ABTOPU aHAJTI3YIOTh, IK ypas-
JINBOCTi MOXKYTh NMOIMINPIOBATHCS i BIUIMBATH HA 6e3MeKy Ta cTabinbHICTh POPKHYTHUX GJIOKIEHHIB, MIPONOHY-
1044 MeTOAM A IX BUSABJIEHHS Ta YCYHEHHS.
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Po6oTa [15] aHasnizye maninynsuii 3 B, Bigomi sik «pump and dump». ABTOpH JOCTIXKYIOTb METO/AU BUSIB-
JIEeHHA Ta aHaJli3y TaKUX MaHiny/Auid Ha puHKax LIB, nponoHyo4u nigxoau AJid 3aXUCTy iHBeCTOPIB i NifBU-
LIeHHA NPO30POCTi TOPTOBUX MPAKTHUK.

Y [16] po3rasifaeTbcs BIIMB iHTepHET-CHiIbHOTH Ha LIB Ha npukiazi nopiBHsHHA Dogecoin i Litecoin
y Twitter. ABTOpH aHai3yI0Th, IK 06rOBOPEHHS i AYMKH KOPUCTYBAYiB y COLia/IbHUX MepeXKax MOXYTh BILJIU-
BaTH Ha CIPUUHATTA i LiHHICTb uux B, nocaigpkyoyu guHaMiky B3aEMO/ii iHTepHET-CHiJIbHOTH 3 LUMU IPO-
eKTaMH.

Y [17] npeancTraByieHO epeKTUBHUH MiXiA K0 3aXUCTY OJI0KYEHHIB 3 asroputmoM proof-of-work Bizg aTak
51 % 3 BUKOpUCTAHHAM iHPopMalii Mpo MUHYJI 6J0KH. ABTOPH NPONOHYIOTh CXEMY, IKa BPaXOBYE icTOpito
MaMHIHTY Ta 064YHC/II0BAIBHOI MOTY>KHOCTI, 1106 MiBUIIUTH 6e3MeKy Mepexi Ta 3po6UTH aTaKyd MeHII iMo-
BipHUMH.

Jucepranis [18] npucsssueHa po3poo61ii ribpugHoi Moze i KOHCeHCycCy, 10 06'eAHye MexaHi3Mu proof-of-
work (PoW) i proof-of-stake (PoS) aJig 3aXucTy KpUnTOBaJIOTHOI cCUCTeMU Bif aTak 51 %. ABTOP AOCJiIKYE,
SK TaKa KOMGiHaLis MoXe MiJIBUIIUTH CTIHKICTb Mepexi /10 aTak, MoKpallyodu 6e3NeKy i 3HMKYI0YH PU3UKH
JJI YYaCHUKIB.

Y npucepranii [19] po3smisgaoTbes aTaku 51 % Ha GJIOKYEHHHU Ta MPONOHYETLCS apXiTEKTypa pilleHHS
Ji1s1 3a6e3nevyeHHs 6e3neku [HTepHeTy peveld (1oT) 3 BUKopucTaHHAM MexaHi3My proof-of-work. ABTOp f0-
CIimKye, IK MOXKHA aJlanTyBaTH GJI0KYeHH-TexHoJoril s 3axucty loT-nmpucTpoiB BiJ aTak, 3a6e3nedyroyuu
0e3MeKy Ta MiTiCHICTh JaHUX.

Po6oTa [20] npucBsiyeHa ribpugHOMy Tigxoay AJist MiHimizanii pusuky atak 51 % Ha LIB. ABTOopH mporo-
HYIOTb METO/H Ta cTpaTerii, iki KOMOiHYIOTh pi3Hi MexaHi3MH KOHCEHCYCY Ta 6e3MeKH, 11106 MiJBUILUTH CTiH-
KiCTh KPUIITOBa/JIIOTHUX CUCTEM /10 TAKHX aTaK, 06rOBOPIOIOYH IXHI0 epeKTUBHICTh Ta 3aCTOCYBaHHS.

Y [21] aBTOp aHasnizye npobseMu 6e3neky, 3 AKUMHU cTUKaloTbcsa KBB, a Takox posrisigae dakropw, 1o
CIpHUSIOTH Kibep3arposaM, HalpUKJIa/[l, TAKi IK ypa3JIMBOCTi B CHCTeMax 6e3MeKH, Collia/ibHa iHXXeHepis TOoIIO.

Y [22] posrispatoThes pisHi pU3UKH, 3 AKUMHU CTUKAIOTHCS KOMMAHIi, 1o npauoioTs y cdepi LB, a Takox
06roBoprooThCs GiHAHCOBI, onepauniiHi, TEXHOJIOTIYHI Ta NPaBOBi PU3HMKH, XapaKTePHi A/ KPUITOBAIIOT-
Horo 6i3Hecy. TakoX aHaJi3yI0TbCS NPUYUHA BUHUKHEHHS [[UX PU3UKIB, BKJIIOYHO 3 HECTAGIJIbHICTIO PHUHKY,
3MiHaMM B 3aKOHO/]aBCTBi Ta Kibep3arposamu.

Ha nigcTaBi BUKOHaHOIO OTJIAAY MONeEpeAHIiX JOCAiKeHb CTOPOHHIX aBTOPiB MOXKHa CTBEP/AXKYBaTH, 110
a1 ebeKTUBHOI mpoTuii aTakaM 51 % BaXJIMBO 3aAiITH NMOTEHIiaJ] CyYacHUX iHTeJIeKTyaJbHUX iHPOP-
ManiHux cucteM (1IC), ockinbku Taki 1IC MOXyTh mocnpusATH Po3po6JeHHI0O NTPOAKTUBHUX 3aXO0/iB, CIIpS-
MOBaHHUX Ha BUSIBJIEHHS Ta 3al06iraHHs aTakaM Ha paHHIX cTaZifx, aHa/Mi3yl04u BesJuKi 06CATH JaHUX PO
MepeXeBYy aKTUBHICTb 1 MOZE/IIOI0YM NOBeAIHKY y4yacHUKiB. Bukopucrtanua LIIC gacTb 3Mory He TiIbKH MiA-
BUILUTH Ge3MEeKY KPUNITOBAJIOTHUX MEPEXK, a U CTBOPUTH BiJIbII CTIMKI MexaHi3MU KOHCEHCYCY, 1110 B KiHIIEBO-
My HiZICYMKY MOCHJIMTD AOBipy KOPUCTYBadiB 10 6JIOKYEHH-TEXHOJIOTIH.

Kpim Toro, BaxxsinBo B Takux 1IC 3azisaTr Moayni oninky GpiHaHCOBUX pecypciB CTOPiH MPOTUCTOSIHHS, a/Ke
JUISl IPOBE/IeHHsI TaKOl aTaKK 3JI0BMHUCHUKY 3HaZ06/1ThCs 3Ha4HI GpiHAaHCOBI pecypcu ass peasnizanil cBoix
cTparterii 3 koHTpoJsto Hax LIB. | akmo Mu 3ragany, mo s peasizauii ataku 51 % cTopoHaMm HeOOXiHO
3a/ifaTy GpiHAaHCOBI pecypcH, TO CTOPOHH, BiANOBIAHO, MOXKYThb JOTPUMYBATHCS IEBHUX CTPATEriH, MpuioMy
06H/BI CTOPOHU MOXKYTb 3a3HATH SIK QiHAHCOBHUX BTPAT, TAaK i OTPUMATH BUTpaLl, SIKI[0 06paHa cTpaTeris AJ1s
CTOPOHHU NPOTUCTOSHHA BUABUTLCA NPABUJIBHOIO.

Hanpuxksiaz, 3/I0BMUCHUKY MOXKYTb BKJIACTH 3HA4YHI KOLITH B 00/1aZ{HAHHA JIJIs1 MAHHIHTY Ta eJIEKTPOeHep-
rito, 1106 36iJBIIKTH CBOIO YAaCTKY XewperTy. OJJHaK, TaKa CTpaTeris MOB'sA3aHa 3 PU3UKOM, OCKIJIbKH BUCOKI
BUTPATH Ha 00/1aZiHAHHS Ta MOXKJIMBICTh HEBZAUi B aTalli MOXYTb IPU3BECTH 10 GpiHAHCOBUX BTpPAT.

Takox 06H/IBi CTOPOHU MOXYTh 06'€/JHyBaTH CBOI peCypcH 3 iHIIMMHU MaliHepaMH /151 36i/IbIIeHHS AHCIB
Ha ycmimHy aTaky. Takui BapiaHT TaKoX MOB'I3aHUHN 3 PU3UKAMU, OCKIJIBKY MOXJIMBUH PO3Ma/J| a/IbSHCY i 1O-
JiJ1 IPUOYTKY, [0 MOXKE MPU3BECTH Z0 GiHAHCOBUX BTPAT JJIs1 BCiX yYaCHUKIB.

Caip 3rajaTy ¥ Te, 1[0 3JI0BMUCHUKY (aTaKylo4ya CTOPOHA) MOXKe MaHINy/JI0BaTH PUHKOBUMH IjiHaMH 11B,
cTBopoun JedinuT abo posnyckarouu 9yTKU. OHAK, 51 CTPATETis TeX PU3UKOBaHA, OCKiJIbKY Henepe/6a-
YyBaHa peaklisi pUHKY MOKe IPU3BECTH [J|0 3HAYHUX 30U TKIB /1J11 3JI0BMHUCHHUKA.

Amaka 3 sugedeHHAM akmuseie:

CTopoHa 3aXMCTy LOHAWMEHIIIe MOXKe iIHBECTYBAaTH B JOC/i/PKeHHSI BPa3JIMBOCTeH 6JI0KYeHY /1S BUSIB-
JIEHHS IIJISXiB aTaK|, X04a Lisl CTpaTeris i moB's3aHa 3 BUTpaTaMH, sIKi MOXKYTb He OKyTTUTHCS.

BBakaeMo, 1110 AJ151 NPOJOBXKEHHS JOCAIPKEHHS /ISl PO3TJISIAY CTpaTeriil CTOPiH JOLiJIbHO 3aAiTH MO-
TeHLiaa Teopii irop, ocKiJIbKKA B JJaHiil NOCTAaHOBL 3aZa4yi MO>XHa BUOKPEMUTHU ABOX OCHOBHHUX IrpaBLiB —
3aXMCHUKA, SKUH nparHe 3axuctutu LB Big aTaku 51 %, i 31I0BMUCHHUKA, IKUH HaMaraeThbCs peasi3yBaTu
L[}0 aTaKy.
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BukopucToByto4H Teopii irop, MoxHa mif yac Mal6yTHIX ZOC/IiKeHb PO3POOUTH /151 06YHCIIOBATIBHOTO
aapa [IC maTeMaTu4Hi MoJeJi, 110 ONUCYIOTh cTpaTerii 060X CTOPiH, IXHi BUGOPHU Ta NOTEHLiMHI pe3ynbTaTH,
a TaKOX OLIiHIOBAaTH PU3UKHU Ta BUTOAM AJiSl KOXKHOI 31 CTpaTerid, aHa/li3yo4H, fKi Aii Npu3BOAATb 0 ONTH-
MaJIbHUX Pe3yJbTaTiB [J1 KOXKHOIO rpaBIs.

OpHak, nyis epekTuBHOI mpoTUAii atakam 51 % Ha GJIOKYEeHHM BOXXKJIMBO PO3IVIAHYTH Pi3Hi miaxoau, ski
MOXYTb ZONIOMOI'TH B po3po6ui cTpaTeriii 3axucty. Y (Tabs. 1) npejcTaBaeHo NOPiBHSAHHSA MiIX0AY Ha OCHOBI
Teopil irop 3 iHIIMMHU MeTOaMH, BKJIIOYAIOYH IXHI [TIepeBaru Ta HeJ0JIiKH.

Tabaung 1
IlopiBHAHHS Pi3HUX MiAXOAIB, IXHIX IepeBar i HeA0JIiKIB A1 pO3B's13aHHA 3a4a4i aHaAi3y
npotujii atakam 51 % A1 HU3bKoxempeiiToBux IIB

Miaxig aas .
' AXIAA . IlepeBaru Heposiku
po3B'dA3aHHA 3aAay4i
Teopis irop. Jlo3BoJIle MOJIe/II0BATH B3a€EMO/I IBOX I'PaBLiB. Bumarae ckyiaiHUX MaTeMaTUYHUX
Anannisye ctparerii Ta ixHi pe3yJbTaTH. Mozesen.
OuiHka pU3UKiB i BUToZ )11 060X CTOpIH. O6MerxeHa nepesbadyBaHicTb
MOBEeJIHKY IpaBLiB.
Anasti3 BpasauBocTen. Jl03BoJIsIE BUSIBJISAITH Ca6Ki MicClfl B CUCTeMi. Mo2ke 6yTH HeIOCTaTHBO AKTYyaJIbHUM.
JlonoMarae po3po6UTH KOHKPeTHI 3ax0/ 1 3axUcTy. | He BpaxoBye noBeiHKy 3/J0BMUCHHKIB.
[IpornoctryHi Mozesi 3abe3mneyye nepe6aueHHs] HA OCHOBI BEJIMKUX 3a/IeXHICThb BiJl AKOCTi BXiJHUX JJaHUX.
(Hanmpuk/Ia, MAalIMHHE | JAHUX. Mo>ke He BpaxOByBaTH HOBI, HEBiZOMi
HaBYaHHS). Jlo3BoJIsI€ BUSABJISITA aHOMaJlil B peaJIbHOMYy 4aci. | 3arposu.
dinaHcoBU aHai3 i OuiHka BUTpAT i NOTeHLiHHUX 36U TKIB. Mo2ke irHOpyBaTH TeXHi4Hi aCIeKTH.
PpU3UK-MEeHe/PKMEHT. Jlonomarae yxBa/oBaTH o6IpyHTOBaHi pilteHHs | He 3aB» /1 BpaxoBye AMHAMIKy 3arpos.
Ha OCHOBI piHAHCOBUX JJAHUX.

Jocepeno: cknadeHo asmopamu Ha nidcmasi daHux aimepamypHux dxcepen [1-10]

BukoHaHu#l y Tabauui 1 aHasi3 pi3HUX MiAxXoJiB A0 po3B'sA3aHHA 3ajaui npoTuaii atakam 51 % gemoH-
CTPYE, 1110 KOXKeH MeTO/, Ma€ CBOI yHiKa/IbHI lepeBaru Ta o6MexeHHs, 1110 J,0aTKOBO HAroJoulye Ha Heo6Xij-
HOCTi KOMIIJIEKCHOTO MiAX0y, IKUU OEAHYE B cOOi eJieMeHTH Teopii irop Ta iHii cTpaTerii, 11106 3a6e3ne4nuTH
MaKCHMMaJIbHUH 3aXMCT i cTitikicTb LIB i KBB.

BucHoOBKMU. [IpoBesieHu orisj i aHani3 nonepeHix AocailxeHb 3acBif4YuB, 1110 aTaku 51 % CTaHOBJATH
cepiio3Hy 3arpo3sy AJisi 6e3neKu 6J10K4YelHiB, 0c06/11BO A 1B i3 Hu3bkuM xempelToM. OBrpyHTOBaHO, 3a-
CTOCYBaHHS Teopil irop sk iHCTpyMeHTY aHaJli3y cTpaTeriil 060X CTOPiH, 1110 AONOMOXe 3HAYHO MOJIMIINUTH
pO3yMiHHA AMHAMIKH B3a€MOZ{I MiXX 3aXHCHUKaMU Ta 3JJOBMUCHUKAMHU, [Jal04d 3MOT'Y PO3pOOUTH 6iJbIl IPO-
aKTHUBHI 3axX0/j1 3aXUCTY, 30KpeMa il Ha OCHOBI 3a/lifIHHA NOTeHLjaNy iHTe/leKTyalbHUX iHpopMaLiliHUX cuc-
TeM (1IC), 1m0 MOXKYTh MiCTUTH MOAYJb OLIiHIOBAaHHS CTpaTerii CTOpiH NPOTUCTOSIHHA Ta iXHix piHaHCOBUX
pecypciB aJis peanisauii ataku 51 % a6o npotufii iit.

[TokasaHo, 1110 ’)KO/leH i3 METO/iB He € YHiBepCcaJIbHUM, TOMY BaXKJIMBO KOMOIHYBaTH iX /1J151 CTBOPEHHSI CTili-
KUX pillleHb, 3aTHUX ePeKTUBHO pearyBaTH Ha HOBI 3arpo3u A L|B i KBB.

MaiibyTHi focaikeHHSI MalOTh 30CEPEeIUTUCS Ha PO3poOLi Ta TECTyBaHHI HOBUX irpoBUX MojeJiel AJs
o6uucatoBaabHoro fapa LIIC, uio iHTerpyoTh HasiBHI MiZX0AU Ta BPaXOBYIOTb €BOJIIOLiI0 METO/iB aTaky Ta
3aXUCTY B KPUIITOBAJIOTHUX CUCTEMAX.
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IHTETPOBAHI HABITALIFTHI TA KOMYHIKALIMHI TPOTOKOJIU
JJ151 ABTOHOMHMUX IHTEJIEKTYAJIbHUX CUCTEM:
APXITEKTYPH, MOJAEJII TA BUK/JIMKH PEAJII3ALIT B AUHAMIYHHUX CEPEJOBUILAX

Anomayis. Y po6omi npedcmasgseHo nioxid do po3pobku asmoHoMHUX iHmeaekmyaavHux cucmem (AIC), wo 30amni di-
Amu camocmiiiHo 8 duHaMIYHUX cepedosuwjax 6e3 nocmitiHo2o empy4aHHs onepamopa. Taki cucmemu ckaadaromscs 3 epyn
iHmesieKmyaibHUX azeHmia, 06 €OHAHUX Y Mepedxcy 3i CNiJIbHOK Memoio — BUKOHAHHS CKAAJHUX MiCill.

Memoto cmammi € aHani3 ob6MedxceHb A8MOHOMHO20 (OYHKYIOHYBAHHS 8 YACMUHI KOMYHIKQYIlIHUX ma HaeizayiliHux
Moxcaugocmeli esnemeHmis cucmemu; hopMya08AHHS KAYOBUX 8UMO2 00 peaizayii 36’a3ky ma Hagizayii 8 aBMOHOMHUX
iHMmesieKmyabHUX epynax; a makodxic po3po6bka i oyinka 8idnogioHoi apximekmypu i modeseli, 30amHux 3abesneyumu cma-
6i1bHY, edpekmusHy ma koopduHosaHy JisiibHICMb cucmeMu nid 4ac 6UKOHAHHS NOCMAB/eHUX 3a80aHb.

Memodo02is docaidxnceHHA TPyHMy€eMbC HA CUCMEMHOMY AHAI3] YHKYIOHANbHUX 81acmusocmetl asmoHOMHUX CUC-
menm i3 3a/1yyeHHAM Modenell iHpopmayitiHoi 83aemodii 05 oyiHku epekmusHocmi KomyHikayiliHux i HasizayitiHux npoye-
cig. Byso 3acmocogano modenosaHHs A02i4HOT apximeKkmypu ma npomoko.iie 83aemodii azenmis y duHamiuHomy cepedosu-
Wi 019 BU3HAYEHHS] ONMUMAAbHUX CMPYKMYP YNPAGAIHHSL.

Haykoea Hoeu3Ha. Ocobaugy ygazy npudisneHo po3pobyi modeaell Hagieayii ma 38°a3Ky, siki sucmynanms 0CHOBHUMU
PYHKYIOHANbHUMU KOMNOHEHMAMU 3a6e3neyeHHs1 aBMOoHOMHOI Mo6inbHOoCcmi. Aemop po3kpusae pyHKkyioHabHi sumozu do
cucmem 38’13Ky ma Hasizayii, ekauaroyu nogHomy, weudkodito, eHepeoeghekmuegHicme, y3200xceHicms i cmilikicmo. Hage-
deHo aHa.iz monooeill 38°3Ky (yeHmpanizosaui, deyeHmpa.izoeaHi, iepapxiuHi, 2i6pudHi) ma ocobaugocmi ix eniugy Ha
epekmusHicme 83aemodii azeHmis.

BucHogku. Y cpepi Hagieayii ocHo8HULl akyeHm 3po6.1eHo Ha iHmezpayiro ea06aabHux cynymuukosux (GNSS) ma iHep-
yiaavHux (INS) cucmem sik ocHosu 0151 nidsuwjeHHs1 movyHocmi U cmilikocmi 8 peasbHUX yMo8ax. Y cmammi 3anponoHo8aHo
npomoKo/ KOHCeHCycHoi Hasleayil, skuli 00380.151€ ycyHymu po36ixcHocmi Mixe azeHmamu WAAXOM 06MIiHY daHuMu, 3a6e3-
neyyn4u KozepeHmHicms piuleHb. 3anponoHO8aHO apXximekmypHy Modeab NPOMOKOAbHOI cmpykmypu agmoHOMHOI MOGib-
Hocmi, IKa 06’ €0HY€ 38’30k i Hagieayito 8 A02iYHi wapu 3 8UCOKOK adanmugHicmio do KOHKpemHux 3agdamv. Takuil nioxid
cnpusie cmeopeHHI0 CMilikux, Macuwmabo8aHux ma yHieepcaabHUX A8MOHOMHUX CUCMeEM, NpudamHux 0151 3aCMOCy8aHHs 8
pi3HUX 2any3six, 8i0 6e3niIomHUX mexHo.102ill do psimyeaibHUX onepayitl.

Katouosi caoea: asmoHomHi cucmemu, a8moHOMHI Mepedci, cucmemu po3nodijzieHo2o iHmesieKmy, Hagizayisi, 36 S130K.

IThnat MYROSHNYCHENKO. INTEGRATED NAVIGATION AND COMMUNICATION PROTOCOLS FOR
AUTONOMOUS INTELLIGENT SYSTEMS: ARCHITECTURES, MODELS AND IMPLEMENTATION CHALLENGES
IN DYNAMIC ENVIRONMENTS

Abstract. The paper presents an approach to the development of Autonomous Intelligent Systems (AIS) capable of operating
independently in dynamic environments without continuous operator intervention. Such systems consist of groups of intelligent
agents united in a network with a common goal-to carry out complex missions.

Purpose. To analyze the constraints of autonomous operation in terms of the communication and navigation capabilities
of system elements; to formulate key requirements for the implementation of communication and navigation in autonomous
intelligent groups; and to develop and evaluate the corresponding architecture and models capable of ensuring stable, efficient,
and coordinated system performance during task execution.

Methodology. The research methodology is based on a systems analysis of the functional properties of autonomous systems
using models of information interaction to assess the effectiveness of communication and navigation processes. Logical architecture
modeling and agent interaction protocols in a dynamic environment were applied to determine optimal control structures.

Scientific novelty. Special attention is paid to the development of navigation and communication models, which serve as the
main functional components ensuring autonomous mobility. The author outlines functional requirements for communication
and navigation systems, including completeness, responsiveness, energy efficiency, consistency, and resilience. The paper analyzes
communication topologies (centralized, decentralized, hierarchical, hybrid) and their impact on the efficiency of agent interaction.

Conclusions. In the field of navigation, the focus is on integrating Global Navigation Satellite Systems (GNSS) and Inertial
Navigation Systems (INS) as a basis for increasing accuracy and robustness in real-world conditions. The article proposes a
consensus-based navigation protocol that resolves discrepancies between agents through data exchange, ensuring coherence in
decision-making. An architectural model of a protocol structure for autonomous mobility is proposed, integrating communication
and navigation into logical layers with high adaptability to specific tasks. This approach promotes the creation of robust, scalable,
and versatile autonomous systems suitable for use in various domains, from unmanned technologies to rescue operations.

Key words: autonomous systems, autonomous networks, distributed intelligence systems, navigation, communication.

© 1. MupowHuyeHko, 2025

CTaTTsA NOIHMPIOETbCA HAa yMoBax JineHsii CC BY 4.0

116 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

IlocTaHOBKa Np0o6JeMHU B 3araJibHOMYy BUIVIA /i Ta ii 3B’A30K i3 BaXK/IMBUMU HAYKOBMMM YU IPaKTHUY-
HUMH 3aBAAHHAMM. AKTYaJIbHICTb TEMH 3yMOBJIEHA CyYaCHUMHU I106a/IbHUMU BUKJIMKAMU, 1110 TIOTPEBYIOTh
BHUCOKOTO PiBHSI TEXHOJIOT{YHOI FOTOBHOCTI Z10 pearyBaHHs B YMOBaX MiABUII€HOI HEBU3HAYEHOCTI, He6e3neKku
Ta 06MEeXEeHOTr0 JIIJCbKOTO JOCTYIy. ABTOHOMHUH {HTE/IEKT CTa€ KJAIYOBUM HANPSIMOM PO3BUTKY iHTEJIEK-
TyaJIbHUX CUCTEM, OCKJIbKH BiH 3a0e3Iedye He Jiulle BAKOHAHHS 33/1a4 6e3 y4acTi JIIAWUHHY, ajie U MiABUILYE
piBeHb aZJaITUBHOCTI, 6€3MEKH Ta ONEPATUBHOCTI B peaJbHOMY Yaci.

Oco6.1uBOi BaKJIMBOCTI 1ie HabyBae y cdepax, Ae KpUTHYHE 3HAUEHHSI Ma€ IMIBH/KE OTPUMAHHS TOYHHUX
HaBirauiiHUX i KOMyHiKal[ilHUX JaHUX: Oif 4ac JiKBigayii HacaigKiB CTUXIMHUX JIUX, IPOBEJEHHS MOIIYKO-
BO-pATYBaJIbHUX OlNepaliid, MOHITOPHUHTY €KOJIOTIYHUX 3MiH y BaXKOJOCTYNHUX MICLAX, CIOCTEpPeXKeHHs 3a
JIICOBUMH IIOXKEXKaMH Ta 3a0pyJHEHHSAM NPUPOAHUX pecypciB. BipoBamkeHHs epeKTHUBHUX MPOTOKOJIiB 06Mi-
Hy iHdopMaLi€0 Mi>k aBBTOHOMHUMH eJIeMeHTaMU 3a0e31e4ye He JIMIIe CTabiIbHy B3aEMO/IiI0 B MEXKax CUCTe-
MM, ajie ¥ MiIBUIIYE 3arajbHy epeKTUBHICTh BUKOHAHHS MiCill. Y IIbOMy KOHTEKCTi JOC/TiPKeHHS TPUHIUIIIB
Ta MoJieJsiel HaBirariHoi i KOMyHiKaniiHOI B3aEMO/ii Mi>k areHTaMU € KpUTUYHO BaXKJIMBUM JIJ1s1 3a0e3IedeH-
Hf HaAiiliHOI Ta CKOOPAMHOBAHOI MOBEiHKM aBTOHOMHHUX MOGIJIbHUX MJ1aTGOPM.

AHasi3 ocTtaHHIX JocaifkeHb 1 ny6Jikanii. Y HaykoBil siTepaTypi npo6iemaTrka opranisarii aBTo-
HOMHMUX I'pyH iHTE€JIEeKTyaJIbHUX €JIEMEHTIB € 00’'€KTOM aKTUBHOTO BUBYEHHS SIK BITYM3HAHUMH, TaK i 3apy-
O61>XKHUMU JOC/TIAHUKAMUY, SIKi IPOMOHYIOTh YUCJeHHI Moziesi Ta cTpaTerii opraHisanii aBBTOHOMHUX TPy iHTe-
JIEKTYaJIbHUX eJIeMeHTiB. AJle Taki acleKTH, IK BUMOTH 0 QyHKIil 3B’A3Ky Ta HaBirariil, 110 3a6e3n0e4y0Th
epeKTUBHY Ta HaJliHY [isl/IbHICTh aBBTOHOMHHX CHCTEM B yMOBaX AUHAMIYHOI'0 CepeIOBUINA, 2 TAKOXK KOHI[ETI-
I[isIM 06'€EKTHO-OPIEHTOBAHOTO CIPUHAHATTS, MOOIIBHOCTI Ta aJanTUBHOI B3aEMO/II areHTiB BCE XK He J10 KiHIA
Jocimkeni. Tak, y cBoei po6oTi P. Babae Ta A. Exsiel [4] gocaiguiv KkepyBaHHSA rpyIor 6e3niJI0THUX anapaTiB
JUIS1 TPAHCIOPTYBAHHSA BaHTAXiB, 3alPONOHYBABIIN aJITOPUTM Ha OCHOBI po3mupeHoro ¢inprpa Kanbmana
Ta Teopii Mypa-Ilenpoy3sa gns crifikoro kepyBaHHs. JIto JIro B cBo€l po6oTi [10] po3pobusia npoToOKOJ [
posmnogineHoi cuctemu BPLA, mo nigTpumye 3mMiHy popmarnii npu ¢ikcoBaniit Tonosoril. Yoskep losnHuk [6]
3aMponoHyBaB METO/O0JIOTi0 MPOEKTYBaHHS MiCbKOI MOBITPAHOI MOGIJIbHOCTI 3 OLIHKO I TEXHIYHOI i eKc-
myaraniiHoi gouisbHocTi. Kydepos /I, @y M., Ko3y6 A. [2] 3anponoHyBasiy HaBirauiiiHi Ta koMyHikaLilHi
MPOTOKOJIH AJis epeKTUBHOI B3aEMO/Iii eJleMeHTiB aBTOHOMHHUX CUCTEM Y AUHAMIYHHUX CepeI0BUIAX.

Tenepnopio Ta cniBaBTopu [15] y3araapHuiau iHHOBaLii B reoiHopMaLiifHUX cHCTEMax Ta MPUHIMIIAX «3e-
JIeHOro» yp6aHi3aMy AJist CTaJoTo po3BUTKY MicT. Csioxai 10# iH. [16] 3anponoHyBay MPOTOKOJI «JiJiep-10-
CTAOBHUK» AJ1s1 TpaHCNOPTHOI m1aTdopMu Ha 6a3i Arduino 3 ypaxyBaHHAM KyTa Haxuuy gopord. Jli FOHa ta
Joxenr YaHa [9] po3po6uin KoonepaTUBHE KepyBaHHS MOPCBKUMH 6YKCHPAMHU 3 iHTeJeKTyaJIbHUM MPOTO-
KoJIOM 151 cTabinbHoI HaBirauii. K. lllapma Ta H. Tonai [14] 3ailicHUIM OmvIsif, TAKUX IPOTOKOJIIB [HTEpHETY,
sk CoAP, MQTT, XMPP Ta iHwii, 1110 3aCTOCOBYIOTHCS Ha Pi3HUX PiBHAX apXiTEKTYpH, i MpoaHali3yBalu IXHIO
edeKTUBHICTb Ta HaJAIMHICTD 3a KpUTepPiAiMU eHeproePeKTUBHOCTI, 6€3MeKH Ta NPOCTOTH BIPOBA/KEHHS.
M. Caki6 Ta cniBaBTOpHM [13] FOCHipKyBa/M NUTAaHHA 6e3MeKH Ta MOTOYHI aTaKH, XapaKTePHi /11 KOXKHOTO
piBH#A apxiTekTypu IHTepHETY peueil. OcHOBU QyHAAMEHTAJIbHUX KOMYHiKaliiHUX npoTokoJiiB - TCP, UDP, IP,
KaHaJsIbHOTO Ta ¢pi3nyHOro piBHIB - 6y po3risaHyTi B po6oTi [l. I. Mopaica [11] Ta npe/cTaB/ieHo aHai3 cTe-
KiB IPOTOKOJIB, 1110 BUKOPUCTOBYIOTHCS B CYYaCHUX CHUCTEMax Iepefadi JaHUX, 30KpeMa B KOHTEKCTi 6e3/1po-
TOBHUX TexHOJOTiH, Takux sk 5G NR, Wi-Fi 6 Ta Bluetooth LE 5. ABTOp AeTasbHO po3risiiae QyHKIiOHYBaHHSA
MPOTOKOJIiB Ha Pi3HUX PiBHAX MepeKeBOoi MO/IeTi, 10 € BAXKJIMBUM [IJIs1 PO3YMiHHSA apXiTeKTypH 6€3/[pOTOBOTO
3B’I3Ky Yy cMapT¢oHaX.

Eom Txe-Lib. Ta iH. [5] onucanu ctek nmpoTokosiB yepe3 MSC-giarpamuy, a /l. Xepuor [8] Bukopucras OSI
Ta TCP/IP sk nmpuk/Iagu CKJaAHUX MOJesiel MPOTOKOJIIB AJisi HaJliiHOTro npoekTyBaHHs. P. Ondari-Celibep
[12] 3anponoHyBaB HOBi MeTOAY KEPYBaHHS iHTeNEeKTyaJlbHUMH CUCTEMAaMH Ha OCHOBI MMOBEiHKOBUX peak-
uii, a ’Kuaur K. [17] cTBopuB po3mnofisieHUH NpOTOKOJI JiJis1 MOGIIbBHUX TPAHCIIOPTHUX 3aCc06iB, 1[0 miATpHUMYyE
rpynoBy KoHirypariito.

AHani3 focnimxeHp BKa3ye Ha iCHyBaHHS 0O6MeXeHb CyJaCHHUX aBTOHOMHHX i{HTeJEKTYalbHUX CUCTEM:
HeJ0CTaTHIA piBeHb aBTOHOMII, By3bKa creniasizalis, 06MeXXeHUH iHTeJeKTyaJIbHUU NOTeHI[ia/ Y PO3MOzi-
JIEHUX CIleHapisx 1| Hu3bKa MaclITaboOBaHICTh Yepe3 3aJIeXKHICTh Bif JI0ACBKUX pecypciB. Lle yckiaaHioe ix
3aCTOCYBaHHA y CKJIQJJHUX JUHAMIYHUX cepe/0BUILAX.

MeTo10 CTaTTi € BUBYEHHS 06MeXeHb aBTOHOMHOI pO6OTH 1110710 KOMYHIKalliiHMX Ta HaBirauinHux GpyHK-
LIl eJleMeHTIiB; BU3HAYE€HHS1 OCHOBHHUX BUMOT /10 KOMYHIKallilHMX Ta HaBirauilHUX pilieHb aBTOHOMHMUX iH-
TeJIeKTYa/IbHUX IPyI; Ta HA OCHOBI BUCYHYTUX BUMOT, IPONIOHYBAHHA Ta OLiHKA pillleHb, TAKUX SK apXiTek-
TYpH Ta Mofesi KOMYHiKallilHUX Ta HaBiraniiHux QyHKIiH, fAKi 3a6e3ne4aTh ePpeKTUBHY Ta HaAIHHY po6OTy
rpyIny NpyU BUKOHAHHI il Micil.

BuKJIaZ, OCHOBHOI'O MaTepiasy. ABTOHOMHY I'pyly MOXXHa BU3HAQUYUTH K B3aEMO/104y TpyNy iHTeJeKTy-
aJIbHUX eJIEMEHTIB, 3JaTHUX IPUHMAaTH pillleHHd, 1Ki Mal0Tb BU3HA4Y€eHY MiCilo, 30KpeMa, 3 4iTKO BU3HAYEeHUMU
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KpHUTEPisiMU yCIiXy; MOTpe6y0Th B3aEMO/IT esleMeHTIB Mij yac BUKOHAHHS; 3/JaTHI MpaLoBaTH 6€3 MocTiiHO-
ro KOHTPOJIIO 3 60Ky KEPYIUOro oprany (omeparopa) y 6yib-IKUH 4ac abo MPOTSATOM TPHUBAJIOrO Yacy.

Po3mopizieHa aBTOHOMHA rpyIa TaKoX BUPI3HAETHCS YMOBOIO, 110 BCi €JIEMEHTH IPyNy MalOTh NMOAIOGHUN
piBeHb iHTeJIeKTY, TOOTO BCi 34aTHI NpUMaTH pilleHHS 3 OJJHAKOBUMH ab0 MOAiGHUMHU BXiHUMH daKTopa-
MH, Ha BiAMiHY BiZi MozieJli IeHTpaJIbHOTO iIHTEJIEKTY, /le OAWH a0 MiIMHOKIHA eJIeMEHTIB Ma€ BUIMH piBeHb
iHTe/IeKTy Ta NMpuiiMae pillleHHs, 110 BUKOHYIOThCS iHIIMMU MOJesIsIMU (TaKoX BiZioMa fIK MOJie/lb «TOJIOB-
HUH-TIiA1er/ini» abo «Jifep-HacaigyBayu»).

[Ipo6s1eMy po3po6KHU Ta BIPOBAPKEHHS HAJ[IMHUX Ta ePpeKTUBHUX MPOTOKOJIIB 3B'13Ky Ta HaBiramii Mox-
Ha pO3IJI/IaTH SIK OAUH 3 KPUTUYHO BAXKJIMBUX eJIeMeHTiB epeKTUBHOI po60oTH rpymnu. Po3riissHEMO OCHOBHI
BUMOTHY, SKUM MOBUHHI Bi/ioBijaTH edpeKTUBHI Ta HaJilHI KOMyHIiKalilHi By3J/I1 Ta MPOTOKOJIX IPYIH, HA
OCHOBi cHOpPMy/IbOBAaHHUX BUMOT ONHUILEMO Ta PO3IVITHEMO MOJesi aBTOHOMHUX KOMYHIKaL[iHHUX Mepex Ta
OIIiHMMO 3aNpPOINOHOBAHI Mo/iesi B paMKax Ijisiell aBTOHOMHOI po60TH Ta Micii.

OnepaniliHa MoZe/ib aBTOHOMHMX TPyl MOXe BiAApi3HATHUCA Bif, onepaniiiHOl MOZeJsi CUCTEM Ta Mepex,
KEPOBAHMUX JIIOJHUHO, KiJIbKOMa cr1oco6aMu, 30KpeMa:

- eJIeMEHTH NMOBUHHI NpUAMATH BJIaCHI pillleHHs mif yac po60oTH, He MOKJIaJal0uiCh HA KOMaHAH onepa-
TOpa;

- eJIeMEHTH NMOBUHHI NiATPUMYyBaTH MOCTIHHUHI Ta HaJiWHUHN 3B'I30K 3i CBOIMM KoJjieraMu AJisi 0OMiHy
BaXKJIMBOIO iHopMaljiero, Heo6XiZHOW AJs HAZ[iHHOI po6OTH;

- MPOTOKOJIM CUCTEM 3B'SI3Ky Ta HaBirauii noBMHHI 6yTH HaZiHHUMH Ta CTIMKUMHU A0 $aKTOPiB HABKO-
JIMIIHBOTO CepeJOBUILA Ta HECIIPUATIUBUX BILJIUBIB, AK IPUPOAHUX, TaK | TEXHO€HHUX;

- CHUCTeMH NOBHHHI IpaIjloBaTH B MeXaxX 06MeXeHb Ha PeCcypcHy, 1[0 HAKJIaJ[aloTbCsl yMOBaMHU aBTOHOMHO{
MO0O6inbHOCTI Ta PyHKI[IOHYBaHHS;

- Ha HaWBUILOMY PiBHI aBTOHOMHOCTI CHCTe€Ma MOBUHHA OGYTH 3[jaTHOIO NMpaN0BAaTH B NOBHICTIO aBTO-
HOMHOMY P€XHUMi IPOTATOM TPHUBAJIOTO Yacy 6e3 6y/ib-sIKOr0 KOHTPOJIIO 3 60Ky omnepaTopa.

Mogesti aBTOHOMHOI pO60OTH, ONUCAHI BUINE, AUKTYIOTh HACTYIHI OCHOBHI BUMOTH /10 KOMyHIKaIiHHUX Ta
HaBiraninaux (Commé&Nav, C&N) KOMIIOHEHTIB aBTOHOMHUX iHTeJIeKTyalIbHUX cucTeM. /s 3a6e3nedyeHHs
edpexkTHBHOTO GYHKLIOHYBaHHS aBTOHOMHUX iHTe/IeKTyaJbHUX CUCTEM Yy IPYIOBii B3aeMozii Heo6XifHO /10-
TPUMYBATHUCh HU3KH KPUTHYHUX BUMOT /10 iHdopMaLiiHOro 06MiHy Ta KoMyHikaniiHux npoueciB. Hacamme-
peJi, BAXK/JIMBOIO € IOBHOTA OTPUMYyBaHoI iHpopMarii: Ko’KeH eJleMeHT CHCTEMH MOBUHEH MATH JOCTYII 10 BCiX
HeoOXiJHUX BXiZHUX JAaHUX JIJIs1 IPUHHATTSA pilleHb SIK Yepes3 BJIAcHI CEHCOPH, Tak i yepe3 o6MiH iHdopMari-
€10 3 IHIIMMH y9acHUKaMHU rpynu. EQekTuBHICTb KOMyHiKalili BU3HAYa€THCS paLlioHaJIbHUM BUKOPUCTAHHSAM
pecypciB, 30KkpeMa eHeprii, 1110 € 0CO6JHMBO BaXXJIMBO B YMOBax aBTOHOMHOIo ¢yHKIioHyBaHHA. KpiM Toro,
IIBUKO/lisl TepeZlaBaHHs JAaHUX MOBUHHA BiANIOBiJaTH YaCOBMM 0OMeXXeHHSIM, HaKJ/IaJ[eHUM IMHAMIKOI ce-
pe/ioBUILA Ta HEOOXIAHICTIO ONIepaTUBHOTO pearyBaHHs.

Ille ogHi€0 BaK/TMBOIO BUMOTOIO € Y3TO/PKEHICTh Ta MOC/TiAOBHICTb iHOopMaIllii Mi>k eJleMeHTaMU CUCTEMH,
1110 TapaHTY€E €AHICTh CUTYALiHHOrO0 CIPUUHATTA Ta CKOOPAUHOBaHICTh Aik. HapiiHICTD i CTiHKICTE KOMYHI-
KalilHOI iIHpPaCTPYKTYpH 10 BIVIMBY HECHPUST/IMBHUX 30BHILIHIX yMOB (HapUKJIa/J, 3aBa/Ji, 1epe6oiB 3B’ A3KY
a6o 00MeXeHOro eHepro3abe3neyeHHs) € KpUTUYHUMH 1151 3a0e3edyeHHs CTabiibHOI po60TH aBTOHOMHUX
CUCTEM Yy peajibHOMY cepeioBUILi. CYKYITHICTh IMX XapaKTEPUCTUK GOPMYE OCHOBY JJisI TOOYLOBH HAAIMHUX,
epeKTUBHUX Ta afAITUBHUX KOJIeKTUBHUX AlC.

OnHUM i3 KJIIOYOBHX 3aBJaHb NPOEKTYBAaHHS aBTOHOMHUX iHTesneKTyanbHUX cucteM (AIC), 3jaTHUX Bij-
NOBiJaTU BUMOraM [0 KPUTUYHUX CUCTEM y CKJaJi aBTOHOMHUX I'pYIl, € OpraHisauia BHyTpilUHbOIPYNIOBOI
koMyHikanjii Ta xapakrep iHpopMaLiiHOro o6MiHy MiX esieMeHTaMu. Bif cTpykTypu B3aeMozii 3HA4HOIO
Mipo1o 3aj1exaTh ePEeKTUBHICTb NPUUHATTA pillleHb, y3TO/pKeHICTh Jil Ta 3arajbHa HaJilHICTh QYyHKIiOHY-
BaHHA CUCTEMHU B 1iisioMy. Ha KoHIIenTya/IbHOMY piBHI BUAINAIOTH KibKa 6a30BUX Mogesel opranizanii AIC.
llerTpanizoBaHa Mo/ieJsib (THUITY «TOJIOBHUU — M Ie/INii») Tepe6adac NPUAHATTS pillleHb OKPEeMO¥0 MiJMHO-
YKMHOIO eJIeMeHTIB, sIKi popMyIOTb KOMaHAM JAJs iHIIMX YYaCHUKIB Ipynu. JlenieHTpasizoBana abo MOBHICTIO
po3mnojizieHa MoAeJb I'PYHTYETbCSA HAa aBTOHOMHOMY NPUHHATTI pillleHb KOXKHUM eJIEMEHTOM Ha OCHOBI Ja-
HUX, OTPMMAaHHUX i3 cepelOBUINA Ta BiJ| iHIINX YYaCHUKIB. [16priHa MO/e/Ib IOESHYE PUCH LIEHTPaJi30BaHOT0
Ta AELeHTpPali30BaHOTO0 MiXOAiB: MEeBHI pilleHHA [eJIeryI0ThCA YIIOBHOBAXKEHUM eJIeMeHTaM, TOZAI AK IHIIi
NPUUMaIOThCA JAelleHTpali30BaHo. lepapxiuHa Mozesb nepe6adae Mo/l CHCTEMH Ha MHOXKHHY aBTOHOMHHUX
HNIATPYI, 110 KOOPAUHYOTHCA BULIMM pPiBHEM YIIpaBJIiHHA i3 3aCTOCYBaHHAM BiANIOBiJHUX IPOTOKOJIIB KOOP-
JAUHaLil Ta ynpaBJ/liHHS.

Konoirypariii opranisaniiiHux Ta KOMyHiKal[ilHUX QYHKII1 aBTOHOMHHUX TPy IPOiI0CcCTpoBaHo Ha (puc. 1).

PosriisHeMo J1oriyHy opranisanifo Takux GyHKIiF B aBTOHOMHIH iHTe/IeKTya/lbHiN cCUCTEMI Ta NPUITYCTH-
MO, L0 eJIeMEHTHU IPYNH OCHAlleHi BiAMOBiAHUMHU Pi3SUYHUMHU iIHCTPyMEHTAaMH AJisi BCTAHOBJIEHHS Ta Mij-
TPHUMKH 3B'SI3Ky, HEOOXi/JHOTO JI/I1 BAKOHAHHS Micii Ta B MeXkaxX 06MeXeHb aBTOHOMHOI pO6OTH.
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a) Master-slave b) Distributed ¢) Hybrid

O ) O O O

d) Hierarchical

° N 2

Puc. 1. Oprani3zaniiHi Ta KOMyHiKaLiiiHi MojeJ/li aBTOHOMHUX iHTeJIEKTYa/IbHUX CUCTEM

BuMoru noBHOTH Ta 3B'SI3HOCTI MiAKPECII0I0Th HEOOXIJAHICTb TOTO, {06 KOMYHiKaLliliHUI piBeHb 3a6€3-
Ne4yyBaB MOXKJIUBICTb Nepeaadi inHpopMarii Mixk 6y/b-IKUMU eJleMeHTaMH, SKUMU HeoOXiJHO 0OMiHIOBAaTUCS
nij yac onepauii, y ,0cTaTHbOMY 06Cs13i Ta NPOTArOM BCTAHOBJIEHOTO 4acy; Iie MOXKHa iHTeplnpeTyBaTH fK
o6MexeHHs 6e3nepepBHOI Ta 6e3nepe6iliHOI JIOTiUHOI 3B'AI3HOCTI, I'c; Ta MiHiMaIbHOI rapaHTOBaHOI LIBU/KO-
cTi nepepaui ingopmarii, ri. JloriuHy 3B's1I3HICTb MOHa peaJsli3yBaTH 3a JOIOMOI00 HU3KU MoJesel ¢pisnuuHol
3B'SI3HOCTI B AMHaMi4yHill aBTOHOMHIN Ipyni: MIOBHICTI0O B3aEMOIIOB'sI3aHa CiTYaCTa, TOYKA-TOYKa, LIeHTPaJlb-
HUM gucneTyep, IMPOKOMOBHA, peTpaHcaALiliHa Ta iH1Ii.

Bubip Mozei 3B'A3Ky MOXke OYTH NPOJAUMKTOBAaHMH YMOBaMH eKCIlJlyaTalii Ta TunoM rpynu/cucreMu. Ha-
NPUKJaJ, y NOBHICTIO PO3MO/AiNeHil aBTOHOMHIN CUCTeMi IPOTOKOJIX 3B'I3KY MOXXYTb BUKOHYBaTHUCA OY/ib-
SIKUM eJIEMEeHTOM I'pyIH, ajle MoJieJli IIleHTPaJIbHOIO Ta AUCIEeTYepChKOT0 THIIIB OYAYyTh He3/AiICHEHHUMHU Ye-
pes cnenianbHi GyHKLii/posi BUGpaHUX esleMeHTiB.

Jani, noTpi6Ho 6yAe oLiHUTU MoAeJ1i 3B'I3HOCT] 1110710 OCHOBHUX BUMOT, BUKJIafleHUX paHilie. Hanpuknag,
PO3IVIAHEMO B3aEMO3B'SI30K MiXK MOTY>KHICTIO0, HeOOXiZAHOO /151 HAJIIMHOTO 3B'A3KY, Ta BapTiCTI0 NporpaMHoi
06pOOKU 3aNUTIB Ha 3B'A30K B iepapxiuHiit Mozeni (puc. 1, d).

[Ipunyctumo, 10 MiHiMaibHa MOTYXKHICTb, HEOOXiAHA AJ1s1 HaAiliHOI 06pO6KHU 3anuTy, fopiBHIOE pm. Tofi,
1106 MaTU 3MOr'y 06po6JISITH KOMYHiKal[ilHi KOMaHAU Ha BificTaHi rc, NOTYKHiCTb epeiaBaya NIOBUHHA OYTH:

P
pm :(X._;, (1)
r

c

Je Pt - MOTYyXHICTb lepeiaBaya eJleMeHTa,

O — l0fjaTHA KOHCTAHTA.

fkmo po3mip onepaniiHoi rpynu Dg nepeBuULIye TPOMIXKOK 3B'SI3Ky r'c, HEO6Xi/JHO BBIMKHYTH PEXUM pe-
TpaHcaALil, IKUKA 06p06JIsie Ta MOBTOPHO Nepeae 3aNuT, JOKM BiH He JOCATHE MYHKTY MpU3HadeHHs. Jeski
NoAil NOBTOPHOI Nepeadyi MOXKHA OLLIHUTH AK:

(]
| =

nt~r—g= , (2)

Y

Zle B - const, OCKiJIbKY pO3Mip rpynu BBaXKA€ThCS MOCTIHHUM Y Mexax 06paHoi MoJiesli po6oTH.

s Toro 106 3po3yMiTH, IK BUDIp MOTY>XHOCTI epesadi, a 0T>Ke, i TpUBaI0CTi 3B's13Ky, BIIMHE Ha Bap-
TiCTbh NPOrpaMHUX 06UYHC/IEeHb (LIUKJIIB Ipoliecopa) nij yac 06po6KU 3aNUTIiB Ha 3B'A30K. BapTicTh nporpam-
HOTro 3a6e3ne4deHHs /i1 0OPOOKH 3aIUTy PO3PAXOBYETHCA 38 GOPMYJIOI0:

S ocn, = % 3)
t
3 (3) BumIMBaE, 110 3MEHIIEHHS MOTY)XHOCTI mepezadi B KOMyHiKaniiHOMy MoAy/i aBTOHOMHOI Irpynu
MOXKe NMPU3BECTH 0 36iJblIeHHsI HE06XiAHOI 06YMCII0BANbHOI MOTYKHOCTI B yTU/AITaX 0OPOOKH 3aIMHUTIB.
3 iH1oro 60Ky, 3 MO/I€JIJII0 IIMPOKOMOBJIEHHS], MOYKHA OTPUMATH TaKi pe3y/IbTaTH:

P ~p,D;;S.~N, (4)

Jie Ng - KiIbKiCTb efieMeHTIB y rpymi/cucTeMi, OCKIJIbKY KOKEH eJIEMEHT Ma€ 06pO6JISTH KOXKeH 3aIUT, L0
HaJXOIUTh Bij ycix iHmux esnemeHTiB. Toji IK MOTYKHICTh Mepeavi, Tak i BapTicTh MporpamMHoro 3a6esre-
YeHHs] MO)KHA BBa)KaTH MOCTIHHUMH B MeXXaxX 00paHOl apXiTeKTypH Ta KOHiryparii rpymny, i 6ajaHcyBaHHSA
K y (3) BUlIlEe, HEMOXJIUBE.

O4eBU/HO, 110 BpaxyBaHHA TaKWX MipKyBaHb MiJ, 4ac NPOEKTyBaHHSA apXiTeKTYpU Ta onepaniiHuX Mo-
Jlesiell aBTOHOMHUX TPy MOXKe OYTH BXKJIMBUM i HaBiTb KPUTHUYHO BXKJIMBUM /1151 eQEKTHUBHOI Ta HaAilHOI
POOOTH CUCTEM.

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 119



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

Po3risHyTi npukagu MoJesiel opraHisanii KoMmyHiKamiiHUX QYHKLIM B aBTOHOMHHMX MOGIJIbHUX CHUCTe-
Max iJIIOCTPYIOTh 3aCTOCYBaHHSI CYTTEBUX 0OMEXeHb Ha ONepaliiHi napaMeTpH IPyNH, 1[0 BUILJIMBAE 3 OC-
HOBHHUX BHUMOT, cpOpMyIbOBAaHUX paHiule. BpaxoByo4u o6MexeHHs GpopMaTy, JeTaabHUH OIJIs], KOMyHiKa-
MiMHUX MOZieJIel Ta BiIMOBiAHIX 0OMeKeHb Ha TapaMeTpPHU Ta KOMIIOHEHTH CUCTEMH, 1[0 BUHUKAIOTD i3 BUMOT
aBTOHOMHOI po60TH, cGOpPMy/IbOBaHHUX paHille, 6yZe HaBeAeHO AaJli.

Hagiramisi € BaXK/IMBUM KOMIIOHEHTOM MOGinbHOI AIC, AKMU BiZIOBiAa€ 3a BUKOHAHHA Ail Ta QYHKIH,
HeoOXiHUX AJ1s Micil, y npaBu/IbHOMY reorpadiuHoMy Micri Ta y npaBuibHUH Yac. HaBiraniiHa KOMIIOHEHTa
3abe3mevye OCHOBY JJisl HACTYNHUX QYHKIIH, He0OXiJHUX /151 6a30B0I pOGOTH Ta MOBHOI[IHHOTO QYHKI[iOHY-
BaHHA aBTOHOMHOI CUCTEMU:

- BHW3HA4YeHHS TOYHOTO MicLe3HaxopKkeHHs (Y TPUBUMipHOMY IpocTopi), opieHTalil, HAaNPsIMKY Ta iHIIHUX
rapaMeTpiB TPAEKTOPI];

- mnepeBipKa NMPaBUJIBHOCTI, 3 HEOOXiJTHOIO TOYHICTIO, pO3TALIyBaHHS, HANPSIMKY Ta iHIIMX MapaMeTpiB
Pyxy;

- ¢yHKil, mponeaypy Ta NPOTOKOJIHM JAJs MiATPUMKH MOOITBHOCTI, mepecyBaHHsI Ta MO3ULIOHyBaHHS
B 6axkaHOMY reorpadivHoMy MicLj;

- CTIHKIiCTh Ta BiAHOBJIEHHS Yy BUNaAKax QYHKIIOHAJIbHUX Ta eJIeMeHTHHUX 3601B; Ta iHIIi.

Hapasi rio6anpHi HaBiranigi cynyTHukosi cuctemu (GNSS), Taki sk GPS Ta iHmi, BBaXKaloThcs cCTaHAAp-
TOM Ta METOJIOM BHUOOPY [IJi HaBiraniiHoi mMiATPUMKH MiJIOTOBAHUX TAa aBTOHOMHUX CHCTEM, BKJIIOYAIOUYU
6e3misoTHI siTaNbHI anapaTyH, Ha3eMHi Ta MOPCbKi po6OTH (3 aZanTali€l0 TEXHOJIOTI), BAKOPUCTAHHS IKUX
MOXKe OYTH epeKTUBHUM /1J1s1 BUKOHAHHSA Pi3HUX QYHKIiN Ta CK/IaJHUX 3aB/aHb Y [IMBIIbHIH, 6e311eK0Bil Ta
BilicbKkoBil chepax. OpHak GNSS, K e1rHe JpKepeJio Ta OCHOBA HaBiraniiHol MiITPUMKH MOXKe MAaTH BaXKJIUBI
06MeXeHHs: BOHA MOXKe 6yTH HeZI0OCTYIIHA B YCiX cepefoBUIIAX, TAKUX SK I/l BOLOI abo yepes3 MepeKou
TOINO, i 3 i€l MPUYMHY 3a3BUYAN IIYKAKTh JA0JATKOBI ab0 10JaTKOBi MeTOAM MiZBUIIEHHS HAZiWHOCTI HaBi-
rayiiHoi GyHKLii.

[loeaHanHs iHepuianbHOi HaBiraninHoi cuctemu (INS) Ta (GNSS) cTae nommpeHUM BUGOPOM, IKUH MOXKe
KOMIIEHCYBaTH 06MeXeHHsI Ta HeJoJsiku edipHUX cucteM. Hanmpukiaz, y Micbkux paioHax cucrema GNSS
MOXKe OYTH HeJOCTYNHOI0 Yyepe3 edeKTH 6JIOKYBaHHS CHUTHaJy, 1[0 MOXXHA KOMIIEHCYBaTH HaBirayiiHUMH
po3paxyHkaMH. 3 iHIIOro 60Ky, iHepIjiajibHa CUCTeMa MOXKe MiATPUMYBaTH 33J0BIJIbHY TOYHICTh JIMIIE HA
KOPOTKHUX BificTaHsx, i cucrema GNSS momnomarae i SMEHIIUTH HAKOMTMYEHHS TOXUOOK BUMipIOBaHHSA 3 Bific-
TaHHIO [7].

TakuM 4YMHOM, CIiJIbHE BUKOPUCTAHHS [{UX CUCTEM MOJKe JI03BOJIMTH, 3 OHOT0 OOKY, 06MEXXKHUTH MOIIUPEH-
Hs IOMUJIOK MEHII TO4YHOI, asie 6iabu iHPopMaTHBHOI iHepLiasbHOI cUCTeMH, a 3 iHIIOr0 GOKY, 361MBLINTH
HIIBUKICTb JOCTaBKH iHOpMAaIlii ;0 60PTOBUX CHOXKHUBAYiB, 3HAYHO MOKPALTUBIIH CTIHKICTh Ta 3MEHIIUBIIN
LIYMOBY CKJIaZ0BY IOMHUJIOK BUCOKOTOYHOI CYyITyTHUKOBOI CUCTEMHU. 3 OKpeCJeHUX NPUYHH IHTerpoBaHi iHep-
LiaJbHO-CyNyTHUKOBI HaBirayidui cucremu (IICHC) craroTp gefasi nomy/nsipHilIMMUA B 3aCTOCYBAHHSAX, L0
BHMararwTb BUCOKOI HAJIIMHOCTI Ta CTIMKOCTI HaBirauiiHoi CHCTeMH, BKJIIOUal0UM aBTOHOMHI iHTeJIeKTyaJ lbHi
CUCTEMH, Jle BOHA MO>Ke MaTH KPUTHUYHO BaXKJIMBUH BIJIUB.

llel KOPOTKHUH OIJISAZ IEMOHCTPYE, 110 Hapasi icHye psAJ BapiaHTIB AJ151 MPOEKTYBAaHHS Ta po3po6KHU HaBi-
rayiiHUX KOMIIOHEHTIB i QyHKIil aBTOHOMHHUX {HTEJEKTYyaJIbHUX CUCTEM JIJIsl IIMPOKOI0 CIIEKTPY 3aB/aHb,
BKJIDYAlOUM KPUTHUYHO BaXKJIMBI, B Pi3HUX cepelOBUILAX: HA3eMHUX, MOPCbKHUX, MiZBOJAHUX Ta aBiallilHUX
cdepax 3acTocyBaHHs. Lle 3a6e3nedye HailHy Ta y3ro/pKeHy po6OoTy HaBiranii K BaXK/JMBOI Ta KPUTHUIHOI
JioriyHoi yHKLii (piBHSA) aBTOHOMHOI CHUCTEMH.

s intoctpauii po3risstHeMo npukaag. [Ipunyctyumo, 1110 aBTOHOMHA CUCTEMa, L0 CKIAJaEThCA 3 IHTeJIeK-
TyaJIbHUX areHTiB {a 1 ... aN}, ki BAKOPUCTOBYIOTb MO/ieJ/Ib IIHPOKOMOBHOTO 3B'fI3KY, CIMPAETHCS HA HaBira-
niro. [lpunycTuMo, Mo areHTH NPUNMaKTh pillleHHs 1[00 MOGIIBHOCTI MMiJi Yac BUKOHAHHSA Micii Ha OCHOBI
HaBiraniiHUX BUMiplOBaHb, BUKOHAHUX eJleMeHTaMu, M ={m ;.. mN}.

3 mpUYMH, KOPOTKO ONMHCAaHUX paHillle, HeMa€ rapaHTii, o Habip BuMiploBaHb M(t) 6ye 3aBXK/aU y3To-
JDKeHUM MiX eseMeHTaMu. Hanpukiia/, HaBirauiiHui Moiy/ib Ha IEBHOMY eJIEMEHTi MOXKe BUMTH 3 JIaZy abo
3a3HaTH HECNIPUSATIMBOI CTaTUCTUYHOI oAl Tomo. Toai pilieHHS, NPUIHSATI TAKUM €JIEMEHTOM, MOXKYTb Oy TH
HEeCYMiCHUMHU 3 pillleHHAMH iHIIMX eJIEMEHTIB IPymHy, i BIH MOXe 3pellTo BTPATUTH Y3To/KEHICTh y po6oTi,
1110 HeraTUBHO BIJIMHE Ha yCHiX Micil.

[llo6 mpoTUAiATH Takid MOXJIMBOCTI, MOKHA peasi3yBaTH NMPOTOKOJ KOHCEHCYCY/KOrepeHTHOCTi Ha oc-
HOBIi Mo/ieJTi IIMPOKOMOBHOT'O 3B'sI3KY, 32 JOIMIOMOTOI0 KOT0 areHTH NepioJuIHO 0GMiHIOIOTHCS CBOIMU HaBi-
raiiiHUMY BUMIipIOBaHHSIMHU 3 HAHOJIM)KYMMHU CycigamMu abo Bci€to rpymnor. KoxkeH areHT, HanpuUKJaj MOTiM
k mpuiiMae pimieHHs1 HAa OCHOBI pe3ysbTaTiB BUMiptoBaHHs: mk Ta iHpopmanii, orpumanoi Bif rpynu. ko
BUMIpIOBaHHS BUSBJISIOTBCS y3TO/PKEHUMH B MeXax IIEBHOrO 3amacy, J03B0JIeHOro (QyHKIHE rpynoBol
omepariii, Mo>xe OYTH BUKOHaHA 3BUYalHa IOCJiIOBHICTh pillleHb; HaBMaKH, KI[0 BUMipIOBaHHS eJieMeHTa
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BUSIBJISIETbCS HECYMiICHUM 3 BUMipPIOBAaHHSIMU IPYIH, MOXe Oy TH BUKJIMKAHO a/IbTEpHATHBHE (pe3epBHE) KOH-
CEHCYCHe pillleHHs1 HAa 0CHOBI JaHUX, CYMiCHHUX 151 61IbIIOCTI areHTiB.

[HIMMY coBaMH, HaBiraniiiHe pimeHHs D(mk) MoaudikyeTbcs 3a AonoMorow QyHKIl NpUHHATTS pi-
IeHb f)(mk,M), fIKa BpPaxOBY€ BUMIpIOBaHHA IHIIMX areHTIiB Ta NPU3BOAUTL O KOHCEHCYCHOI'O pillleHHS
C(M) y pa3zi po36i>kHOCTeH:

D(m,,M)=D(m,),m, § M;elseD(m,,M)=C(M) (5)

O6MiH HaBiraniiHMMH JaHUMU B aBTOHOMHIH IpyIIi IK OCHOBA /151 KOHCEHCYCY, 10 3a6e3Ieyye y3ropKe-
HiCTh y NPpUUAHSATTI pillleHb 1040 HaBiranii Ta Mo6iIbHOCTI, MpoiJtocTpoBaHo Ha (puc. 2).

(O m. m,
P - A -
Lo, *
! _
() My ms

Puc. 2. I[IpoTokoJ HaBiranii Ha 0CHOBi KOHCEHCYCY/KOTrepeHTHOCTi B aBTOHOMHIi# MOGi/IbHIN cucTeMi

HaBezieHnil Bullle NpHUKJ/IaZ NMPOTOKOJY iHTe/JeKTyaJbHOI KOrepeHTHOI HaBiraljii J1eMOHCTpy€e MOXJIMBICTb
MIPOeKTYBaHHS iHTeJIeKTya/IbHOI B3aEMOJ|I Mi>k e/leMeHTaMU aBTOHOMHUX iHTeJIeKTya/IbHUX CUCTeM, SIKi i TpH-
MYIOTb Y3TO/KeHY, Ha/lilHy Ta CTiHKy po0OO0TYy B HECHPHUATIMBUX YMOBAX Ta y BUNa/IKaX HECPABHOCTI Ta 360iB.

@®yHKIil 3B'I3Ky Ta HaBiralil B MPOTOKOJIbHIN CTPYKTYpi aBTOHOMHOI iHTe/JIeKTyaJbHOI MOGIJIBHOCTI, 1110
06roBOPIOIOTHCA B 1iill po60TI, 3a6e3Me4y0Tb KPpUTUYHO BaXKJIMBi 6a30Bi OC/AYTH [/11 aBTOHOMHOI iHTeJIeKTy-
aJIbHOI CUCTEeMH, 103BOJISII0YM iHTeJIeKTyaIbHUM areHTaM o6MiHIoBaTHCs iHpopMallieto, He06XiZiHO 115 BUKO-
HaHHA QYHKILIH Ta onepaliii, BU3Ha4YaTH MicClle3HaX0/»KeHHs], BAKOHYBaTH 3aBJaHHA HAlIPSIMKY Ta pyXy TOLLO.

3 Touku 30py edekTUBHOI opraHizauii yHKIil pi3HUX TUIIB B iHTeJEKTYyaJbHUX CUCTEMax BHUCOKOI
CKJIAJIHOCTI, iHKancynsanisa Takux GyHKIN Ta YTUIIT y JIOTiuHi rpynu abo «iapu», BU3HA4YeHi BifjIOBiAHUMU
MPOTOKOJIaMH, BULAETHCS IPUPOJHUM DillleHHAM, SIKe IPUBEPHYJI0 YBary JocaiAHUIbKOI ciibHOTH EoMm Txe-
Inb ta in [5], Xepyor . [8], lImenboBa T. [3], Kyuepos /l. [1]. 3anpoBaaxeHHs iHKaNCy/IbOBaHOI IPOTOKOJIbHOI
CTPYKTYpH MOKe 3a06e3MeYUTH HU3KY CYTTEBUX NlepeBar NMOPiBHAHO 3 KOPCTKO 3aKOJ0BAaHUMHU («3amporpa-
MOBaHMMHU [I0 IPOrpaMu») pillleHHAMHU. 30KpeMa, CIOCTepiraeTbCsA CNPOLIeHHs Npoliecy NPOEKTYBAHHA Ta
BNPOBa/»KeHHsI 332 PaXyHOK BUKOPHUCTAaHHS CYMiCHUX CTaHAApPTHUX QYHKILIH, 1110 cIpHUsie CKOPOYEHHIO NOBHO-
ro LJUKJY - BiJi po3p0o6KH /0 eKciyaTalii. [3o/11i ¢yHKIioHaNbHUX PiBHIB y MeXax iHKaINCyJboBaHOI ap-
XiTeKTypu 3a6e3neyye MiJIBULeHY HaAilHICTb CUCTEMH, 3MEHLIYIOUU PU3UKU MiXKpiBHeBUX 360iB. KpiM Toro,
Taka CTPYKTypa 3abe3leyye BUCOKY IHYUYKICTb JU3alHY Ta QYHKLiOHAJbHY YHIBEPCAJbHICTb, 10 J03BOJISE
JHWHaMIYHO aJlalTyBaTU CUCTEMY JI0 Pi3HUX YMOB eKcIJlyaTauii Ta cienuiky 3aB/aHb.

BHCHOBKM i nepcneKTHBHY NOAAJIbIINX AOCAiJKeHb. Y3arajJbHI0I0YM BUK/Ia/leHe, BCTAHOBJIEHO, 1[0 aB-
TOHOMHI iHTesiekTyanbHi cucTeMu (AIC) 3a/MUIIAIOTHCA aKTYyaJIbHUM 06’€EKTOM HayKOBUX JA0CTiKeHb. [lonpu
JOCATHYTHH Nporpec, BOHU W JI0Ci XapaKTepU3yITbCA 00MeXeHHAMH 110/l0 aBTOHOMIi, MaclITaboBaHOCTI,
dyHKLiOHa/IBbHOI THYYKOCTI Ta afanTauii o ckiaagHuX cepefoBull. [IpoaHasizoBaHo cy4yacHi MiIXoAu 10 MO-
6yZl0BH IPOTOKOJIIB i MoZiesiell MOGITBHUX CUCTEM 3 aBTOHOMHMM iHTeIeKTOM, 3 aKL[eHTOM Ha KPpUTUYHO BaX-
JIUBI aclieKTHU KOMYHiKalii Ta HaBirauii. 3anponoHOBaHO METO/0JIOTiI0 aHai3y Aill areHTiB, 10 6a3yEThCA HA
CTPYKTYpHil opraHisarii rpynoBoi noBeJjiHKY, a TAaKO>X BU3HAYE€HO BUMOTH JI0 CUCTeM 3B’S3Ky Ta HaBirauii
1 OKpec/ieHO KJII0Y0Bi KOMIIOHEHTH apXiTeKTypu aBTOHOMHHUX cucTeM. Hal6iabll nepcneKTHBHUMU BU3Ha-
Ho ri6bpuaHi HaBiraniixi pimnenHs (Hanpukiaz, GNSS/INS), ski f03BoSIOTh MiABUIIUTU TOYHICTh Ta edek-
TUBHIiCTb. [l nigBuiieHHs ¢yHKuioHanbHOCTI AIC 3anponoHOBaHO YHiBepcalbHY IPOTOKOJIbHY CTPYKTYPY
aBTOHOMHOI MOGIJIBHOCTI, 1110 3a6e3ne4ye MOAY/IbHICTb, HaAIHHICTD, CyMICHICTb i cIpoLeHHS TPOEKTYBaHHS
3aB/SIKU CTaHAapTU30BaHUM QYHKIisAM. OUiKy€eThCS, 1110 CTAHAAPTHI CTPYKTYPH CIIJIBHUX YTUIT Ta GYHKIIN
CyTyBaTUMYTb OCHOBOIO [JIs1 MOSIBU NPOCTOPY Ta €KOCHCTEMH MOOIIbHUX aBTOHOMHUX iHTeJeKTyaJlbHUX
CUCTeM 3 pi3HOMaHITHUM Ta YHiBepCaJbHUM 3aCTOCYBaHHSAM Y Pi3HUX 3aBJaHHAX Ta 00/1aCTAX.
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Kocmsithmun MIHKOB

acnipanm kagedpu npozpamHo2o 3a6e3ne4eHHs KoMN'IomepHUX cucmenm,
YepHigeybkull HayioHaabHUll yHisepcumem imeHi Opisa @edvkosuua
ORCID: 0009-0007-3400-050X

BUKOPHCTAHHA ACTIVE LEARNING AK IHCTPYMEHTY AJI1 YTOYHEHHA MITOK Y 3AZJIAYAX,
3ACHOBAHUX HA TPUHIIUIIAX C/IABKOI'O HABYAHHA

Anomayis. Bysno 3anpononosaHo imepamusHuil Memod, SIKUll BUKOPUCMOBYE AKMUBHE HABYAHHS 0151 8USIBAEHHS MA KO-
pPeKyii NOMUIKOBUX MIMOK y c/1a6KO AHOMOBAHOMY HA6OPI daHux. BuxioHuM € Ha6ip 0aHUX, Y IKOMY NPUKAAJU MAOMb Auwe
3auym/eHi abo yacmkoeo HadaHi aHomayii. 3anponoHogaHull nidxio nocmynogo ymoyHioe Hag4aAbHy 8UBIPKY WASIXOM [0eH-
mugikayii 3paskis, siki 3 BUCOKOI UMOBIpHICMI0 MICMSAMb NOMUNKO8] NOMIYEHHS, ma nepedbayae 3a1y4eHHs Yiaecnpsmosa-
Hoi nepegipku, sik 3 60Ky A100UHU, Mak i 3a 0oNOM02010 espuUCMuU4HUX NPABU i3 BUCOKUM pieHeM dosipu.

Memoio cmammi € nidsuweHHs IKocmi Mimok y c1a6Kko AHOMOBAHOMY HAGOPi OAHUX i3 MIHIMANLHUMU 8UMPAMAMU HA
pyuHy aHomayiro. /Jas1 yb0o20 3anponoHoeaHo imepamuegHuli nioxio, ujo 6a3yemuvcsi HA AKMUBHOMY HABYAHHI MA CeAeKMuUBHIll
eanidayii 3 60Ky A00UHU.

Memodosozis. Po3pobaeHo imepakmugHuli Memod, y sskomy duckpuminamueHa modeaw (DistilBERT) Hagyaembcsi HA
nomoyHomy Habopi Mimok, oyiHI0E Heau3HaveHicmb c80ix nepedbaiyeHb Ha OCHOBI sapiamusHocmi guxodie, a 041 3paskis
i3 8UCOKOI0 HesusHaveHicmio 2eHepye ncesdomimku. Li mimku nepedaromucs Ha weudke nidmeepodxceHHsA abo eunpas/iex-
HS1 aHomamopaM. B ocHosy caabkozo aHomysaHHs nokaadeHo Yomupu espucmu4Hi A-yHkyii, wo gopmyroms nouamkosi
MIMKU, a 2eHepamu8Ha Modeab 8PaX08Y€ 3AAeHCHOCMI MidC YuMu @YHKYIIMU Yepe3 pe2yasipu308aHy Mampuyr 36’s13kie.
ExcnepumenmasnvHo docaidsiceHo egpekmugHicms nidxody Ha Ha6opi IMDb Movie Reviews, wjo micmums 50 000 mekcmosux
gidaykis, 3 YimkuM po3nodiziomM Ha Hag4a/1bHy, sanidayiliHy ti mecmosy eubipku.

Haykoea Hosu3Ha. Ha 8idmiHy 8i0 mpaduyiiiHux memodie akmusHo20 HA84aHHs, sIKi nepedbavaroms py4Hy nepeaHoma-
yio HallHegnesHeHiWUX 3paskKie, 3anponoHOBAHO 2i6pUdHy cmpameziio, W0 NOEOHYE cAa6Ke Ha8YaHHS, nceadoaHimy8aHHs
ma 8ubipkosy s100IcbKy nepegipky. Lje do3eosse docsizamu yinvoeoi mouHocmi modesi 8 2-3 pasu weuduwie, HixHe KAACU4HI
nioxodu 6e3 caabkux Mimok, 3a paxyHok epeKmugHO20 BUKOPUCMAHHS 06 MediceH020 1JCbKO20 pecypcy ma cmapmosoi iH-
dopmayii 3 eepucmuyHUX hpasud.

BucHoeku. ImepamusHa cmpamezisi, sika noedHye 8id6ip 3paskie Ha ocHosi po36ixcHocmi nepedbayeHb, aBMOMAMu4He
ncesdoaHimys8aHHs ma cesleKmugHy A0cbKy 8aaidayito, d0360.15€ epeKmu8HoO NOKpawumu aKicms Mimok y c1a6Kk0 aHomo-
eaHux daHux 6e3 nosHoi nepeaHomayii. 3anponoHosaHnull Memod npodeMoHCMPy8as KOHKyPeHMHI pe3yibmamu Ha peabHo-
My Kopnyci 8idzykie IMDb, 3a6e3neuyio4u 8UcOKy mouHicmb Modei kaacu@ikayii 3i 3HUMCEHUMU 8UMPAmMamu Ha pyvHy npayo.

Kntwouosei caosa: ncesdomimku, mampuys nepexodis, espucmuyHi npasu.ia, opaky/, 36axCy8aHHs 3a 3Ha4ywicmio, enes-
HeHicmb Modeai.

Kostiantyn MINKOV. THE USE OF ACTIVE LEARNING FOR REFINING LABELS IN WEAK SUPERVISION
BASED TASKS

Abstract. An iterative method has been proposed that uses active learning to detect and correct mislabeled data in a
sparsely annotated dataset. The starting point is a dataset in which examples have only noisy or partially provided annotations.
The proposed approach gradually refines the training sample by identifying examples that are highly likely to contain incorrect
labels and involves targeted verification, both by humans and using heuristic rules with a high level of confidence.

The goal of this paper is to improve the quality of labels in a sparsely annotated dataset with minimal manual annotation
costs. To do this, we propose an iterative approach based on active learning and selective human validation.

Methodology. An iterative method has been developed in which a discriminative model (DistilBERT) is trained on the
current set of labels, evaluates the uncertainty of its predictions based on the variability of outputs, and generates pseudo-
labels for samples with high uncertainty. These labels are sent to annotators for quick confirmation or correction. Weak
annotation is based on four heuristic A-functions that form the initial labels, and the generative model takes into account
the dependencies between these functions through a regularized connection matrix. The effectiveness of the approach was
experimentally investigated on the IMDb Movie Reviews dataset, which contains 50,000 text reviews, with a clear division into
training, validation, and test samples.

Scientific novelty. Unlike traditional active learning methods, which involve manual re-annotation of the most uncertain
samples, a hybrid strategy is proposed that combines weak learning, pseudo-annotation, and selective human verification. This
allows the target model accuracy to be achieved 2-3 times faster than classical approaches without weak labels, due to the
efficient use of limited human resources and initial information from heuristic rules.

Conclusions. An iterative strategy that combines sample selection based on prediction divergence, automatic pseudo-
annotation, and selective human validation allows for effective improvement of label quality in weakly annotated data without
complete re-annotation. The proposed method demonstrated competitive results on a real-world IMDDb review corpus, providing
high classification model accuracy with reduced manual labor costs.

Key words: pseudo-labels, transition matrix, heuristic rules, oracle, importance weighting, model confidence.
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Beryn. Y MaluMHHOMY HaBYaHHI OJHUM i3 FOJIOBHUX BUKJIMKIB 3aJIMLIAETHCS NOTPeba y BeJUKiHN KijibKoCTi
BUCOKOSIKICHUX aHOTOBAaHUX ZlaHUX. [l0BHOIiHHA py4YyHa aHOTallisl TAKKUX HA60Pi JaHUX € TPYAOMiCTKOI, 10PO-
rO0 Ta YacTO He3/[iHCHEHHOIO Y MPUKJ/IaAHUX yMoBaxX. CamMe ToMy Aezasi 6isbiiol yBaru HabyBarOTb METO/Y,
1110 Z103BOJISIIOTh €PEeKTUBHO HAaBYATHCS HA YaCTKOBO aHOTOBAaHMUX abo 3allyMJIeHUX BUGipKax. 30KkpeMa, mij-
XO/IY, 10 I'PYHTYIOThCS Ha C/1abKOMY HaBYaHHI, Jal0Th 3MOI'Y BUKOPUCTOBYBAaTH €BPUCTUYHI, TPaBUJIa, aBTO-
MaTHUYHO 3reHepOBaHi CUTHaAJIM YU arperoBaHi Jxkepesia K CyporaTHi MiTKH.

[IpoTe c1abKi MiTKHU MOXKYTb 6y TH HEHaAIHHUMU a60 XMOHUMH, 1110 6€3 BiZmoBiAHOI KOpeKIIil MpU3BOJUTH
Jl0 3HaYHOTO 3MileHHs y MogeJi. l1lo6 mogoaTy 1110 npo6seMy, OCTaHHi AoCi)KeHHs BCe aKTUBHIIIe 3aCTo-
COBYIOTh aKTHBHE HaBUYaHHS K MeXaHi3M, 110 /[03BOJIsIE BUGIPKOBO 3aUTyBaTH iHpOpMaIlito Mpo HaNGiIbII
HeBH3HA4YeHi 3pa3Ku.

AHani3 ocraHHix gociigkennb i ny6aikaniil. bireas C. 3 kosieramu [2] 3anponoHyBasiu MeTof Active
WeaSul, sk iHTerpye akTHBHE HaBYaHHS y MapaZurMy cJabKoro HaBYaHHS 33151 MiABULIEHHS IKOCTI Map-
KyBaHHSI B YMOBaxX 00MeXeHOT0 JO0CTYIY J10 Bpy4YHY aHOTOBAaHUX JaHUX. Y paMkax Active WeaSuL nepenbaye-
HO 3aJIy4yeHHs1 00MeXeHOI KiJIbKOCTI CIPaBKHiX MITOK, 1110 HaJal0ThCS eKCIepTaMUu BUBIPKOBO, TOOTO JIHILIE
JUISl TUX 3Pa3KiB, sIKi BUKJIMKAIOTh HAHGIIbLIY HEBU3HAYEHICTDh y Mogesti. Mosienb 6a3yeThbCsl HA TeHEPATUB-
HOMY MiAX0/i 10 06'€AHAHHSA CJIAOKUX MiTOK, IKHUH MOAUQIKYETHCS 3a JOMIOMOTOI0 A0/IaTKOBOI meHastisarii 1o
¢yHkil BTpart. llg neHanisanis 3Myiiye Mozesb y3ropkyBaTu KMoBipHicHI MiTKM 3i cripaBkHIMU MiTKaMmy,
OTPUMAHUMU B MeKaxX aKTUBHOI0 HaBYaHHA. 3aMiCTh JIOKaJIbHOTO NepenyCcyBaHHA MITOK, 3allpONIOHOBaHUM
MeTOJ, KOPUTYE caMy JIOTiKy arperamnii c1abkux curHaiiB. 1[o6 epeKTHBHO BU3HAYATH HaWOiib iHQOpMa-
TUBHI IPUKJIaAH [JIs] 3alIUTY, BHKOPUCTOBYETHCS CTPATeEris BUGIPKY HA OCHOBI MaKCHMaJIbHOTI'O PO3X0/KEHHS
MIi>XX UMOBIpHICHUM NIPOrHO30M MO/JeJli 1 YaCTOTHHUM PO3NOAIJI0M eKCIIepTHHUX MITOK Y BiIIOBIJHOMY KJIacTepi
(bucket), mo ouinteTbca yepe3 auBepreHiilo Kynb6aka-Jleioaepa. EkciepuMeHTaNbHi JOCTiIKEeHHS 0XO0-
IJIIOIOTH SIK CHHTETHUYHI ZjaHi (ABOBUMIipHi raycianu), Tak i peasibHi Habopu JaHUX, TOGTO BUSIBJIEHHS Bi3yaslb-
HUX BiHOCHH i Kiacudikarito cnamy Ha YouTube. Y Bcix BUnazikax MozieJib IEMOHCTPYE CTabiIbHY epeBary
HaJj 6a30BUMH cTpaTerismu [2].

B mexxax mocuimkeHHs Banra 0. ta iH. [5] npeacTaByiieHo HOBUE WiAXiJ A0 3axadi BUSBJIEHHS 00'EKTIB,
SIKUY NO€THYE aKTUBHE HABYaHHSA 3 METOZAMH SIK 3i CJTAOKUM TaK | HeMOBHUM migKpimieHHAIMU. ALWOD pea-
JIi3y€ MexaHi3M warm-start akTUBHOI'O HaBYaHH$, AKUH I'PYHTYETBCS Ha NONepeIHbOMY TPEHYBaHHI Mojesel
3a I0NIOMOT0l0 HEBEJIMKOI0 MiZIMHOKEeHHS IOBHICTIO aHOTOBAaHMX 300pakeHb i BEJTMKOro €1a60 aHOTOBAHOTO
Habopy, AONOBHEHOI'0 CHHTETUYHO 3reHEPOBAHUMHU 306pakeHHAMHU. CyTTEBOI iHHOBAI[i€I0 € BUKOPUCTAH-
Hsl reHepaTopa 306paxkeHb, SKUH 103B0JISIE CTBOPUTH JOTNOMIXXKHUM Habip NOBHICTIO aHOTOBAaHUX 306paXKEHb
IIJIIXOM BCTaBKH OG'€KTIB 3 HEBEJIMKOI KUIbKOCTI cipaBxkHiX FA-3060paxeHb y ¢oHOBI crueHu. lle m03BoisiE
HaBYMTH IEPILY MO/JIeJIb B yMOBAaxX 00MeXeHoI aHOTallii, 1110 3a6e3ne4yye BUCOKY CTapTOBY NPOAYKTUBHICTb. Ha
BiiMiHy BiA TpaauuUiiiHux niaxoai, ALWOD He BUMarae noBHOro CTBOPEHHSI HOBUX aHOTALLil: 3aMiCThb LbOTO
AHOTATOPH BUIIPABJSAIOTH 200 YTOYHIOIOTH B)Ke 3alPONIOHOBAHI IeTEKTOPOM MeKi 06’€KTiB Ta KaTeropii [5].

Po3umimpeHHs1 akTUBHOTO HaBYaHHS, sIKe J03BOJIsiE BUOMPATH HaliHOPMaTHUBHILII 3pa3ku A/ aHOTalLl,
a TaKOX KOHTPOJIFOBATHU TOYHICTh IIUX aHOTALi#, po3pobsieHo Osminom A., JIxk. Jlinakeicrom, CBeHccoHOM JI.
Ta Jlingcrenom @. [1]. [gesa HaykoBLiB 6a3yETHCA HA TOMY, [0 MEHII TOYHI aHOTALil € /leIeBITUMH, TOMY iX
MO’KHa 3i16paTH 6iJiblile B MeXaX TOr0 CaMOTro 0I0/KETY, PO3MINPHUBILY IOKPUTTS MPOCTOPY 03HaK. KiitouoBUM
BHECKOM € HOBa QyHKIist BUGOPY (acquisition function), sika 6a3yeTbcs Ha B3aeMHIHN iHopMariii Mixk cJ1abKoI0
AHOTALi€10 Ta MOZEJLIIO (2 He MXK aHOTAI[i€l0 i CIPaBXHbOIO MITKOI0, SIK ¥ IoNepe/Hix migxonax). lle jo3Boisie
YHUKHYTH 32JI€)KHOCTI BiJ] JaTEHTHOI 3MiHHOI ¥ aaNTyBaTH METOZ A0 6y/ib-sIKOr'0 TUIYy aHOTALi{HOTO LIyMYy.
Yci o6umcienHs 6ysu iHTerpoBaHi y ppelimBopk Gaussian Processes, 10 Haiae UMOBipHiCHY OLIIHKY Ta MOX-
JUBiCTb epeKTUBHOI MO6YJ0BY HEBU3HAYEHOCTI. Pe3ysibTaTu eKCriepuMeHTIB Ha CUHYCOiJaJIbHUX QYHKIifAX,
Hagauux UCI Ta CHHTETUYHUX 33/1a4ax Kiaacudikallii JEMOHCTPYIOTh, [0 06JIiK TOYHOCTI aHOTAI[ill [[03BOJISIE
CYTTEBO MiABULIMTH NPOAYKTHUBHICTb Mogei 3a pikcoBanoro 6romxeTy. Oco6/IMBO CUIBHUH ePEKT criocTepi-
raeThCs y BUMAJKaX, KOJIM HU3bKOTOYHI aHOTAIi] € 3HAaYHO JiemeBIIUMH [1].

3 orisily Ha NpoaHa/i30BaHy HAYKOBY JIiTEpaTypy, CJ1iJ BiI3SHAYUTH, L0 NUTAHHS 3aCTOCYBaHHSA NigX04y
Active Learning ik 3aco6y yTOYHEHHSI MiTOK y 33/ia4yaX, 3aCHOBAaHUX Ha MPUHIUIAX CJIa0KOTr0 HAaBYaHHS, 10Ci
3aJIMLIAETHCS HEJOCTATHBO Po3po6sieHUM. HelocTaTHICTD IPYHTOBHUX JOCTI/PKEHDb Y IIbOMY HaIlpsIMi BKa3ye
Ha noTpeby B MOJAJIbIIOMY TEOPETUYHOMY OCMHUC/IEHH] Ta eMIIipUYHOMY BUBUYEHHI 3a3Ha4eHOi Mpo6/ieMaTu-
KU 3 METOI0 MiZIBULIIeHHS epeKTUBHOCTI METO/IiB CJIaOKO KOHTPOJIbOBAHOTO HAaBYaHHS.

MeTo10 CTaTTI € Mi/IBUILEHHS IKOCTi MiTOK B CJJaGKO MOMiueHOMY Habopi ZJaHUX i3 MiHiMaJIbHUMHU BUTpATa-
MU Ha aHOTaIli[0 IIJITXOM iTepaTHBHOTO BiZj00py 3pa3KiB i3 BUCOKOI0 po36iXKHiCTIO epej6adyeHb, reHepauii 41
HUX [1CEBAOMITOK Ta 3a/Iy4eHHS JIIOAUHH JIMIIe JIJIs MiITBePIKeHHS a00 KOPeKIii X MallUWHHUX TPOTIO3UIIiH.

BuKJ1aZ, 0CHOBHOI'0 MaTepiajy goc/aigXeHHs. [la moyaTKy NOTOYHOTrO AOCIIPKeHH y LieHTPi yBaru no-
cTae csabo noMiveHUH Habip JaHUX, AKUH BUPAXKAETHCS AK:
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N

(i)

i=1
B IKOMY KOXXHa MiTKa J; Moxe 6yTH LIyMHOI0, a60 BUJIy4eHOI0 3a J,0ONIOMOTr010 IPOCTUX IpaBUJI, @ He MaTH
HaJlillHe JI>)KepeJio MOXOKEHHS.
He3BaxkalouM Ha TaKy HeBU3HaueHiCTb, IPOBOJUTbCA HaBYaHHA IEPBUHHOI MoJleJli f,, Ika MoXke 6YTH fK
IJIM60KOI0 HEMPOHHOI Mepexero, TakK i iHII0 MapaMeTPUYHO MoJe 0. HaBuaHHS MPOBOAUTHCS IIJISXOM
MiHimi3zanii cepeHbOI cyporaTHoi BTpaTH c1abkux MiTok (weak labels):

é=argmein%ZN:€(f0(xi),j/i) 2)

e £(~,-) MOJKe MPe/ICTaBJISATH SIK IepexXpecHy eHTpomio A1 QYHKLIiN Kiacudikanii, Tak i cepeHE KBaJpa-
THUYHE MOXU6KH 151 GYHKLIH perpecii [6].

Taka ctpaTeris «Warm-Start» 3a6e3mne4yye Moziesib epiuivM HEOOPOOIEHUM BiJoOpaXKeHHSIM BiJ| BXiZTHUX
JlaHUX /10 LIYMHUX iJIbOBUX 3HA4€Hb HABiTh 32 HETOYHOCTI NeBHUX MiTOK [10].

3a//151 omKCy BIVIMBY LIYMHHUX CIaOKUX MITOK Ta yTOYHEHHS Ha PiBHI ICeBJOMITOK BBOAUTHCS GpopMasibHa
MO/IeJIb IIYMY Ta OTPUMYIOThCS MeXKi ITOIINPeHHS MOMUJIOK /IJ1s1 MOZeJIi TIOPOroBOro BijiciueHHs 32 BIEBHEHICTIO
(confidence thesholding). [IpunyckaeTbcs, 10 KoXKHA c/1abKa MiTKa J CKJIQJIA€ThCS 3 OJIHIET iCTUHHOI MITKH Y
B KaHaJIi IIyMy, 3aJIEXKHOMY Bifl KJ1acy, IKUH OMUCYEThCs 3a gonomoror CxC maTpuui nepexogiB T, To6To [3]:

C
T, =Pr(y =jly=i),>T,=1Vi (3)
j=1

Taka Mozie/1b OXOIUIIOE SIK CUMeTpUYHUA wyM T, =1-n,T, = %aﬂ.ﬂj #1, Tak | acCUMeTpU4YHUH 1IYM, TOOTO
KJIaCOBO-3aJIeXXHUH, AKUH Nepe/i6ayae cCUCTeMaTH4YHe 3MilllyBaHHSA NTeBHUX KJaciB. 3TiiHO 3 Li€l0 Mo/ eIo,
eMNipUYHUH PU3KK HA OCHOBI 3alIyMJIEHHUX MITOK R, ,, (f) = E(X V1D [f(f(x),jz)} 3aJIeKUTD BiJl KX4UCTOTO» PHU-

3Ky R, (f)= E[E(f(x),y)} TaKUM YHUHOM:

Rup ()= 2D TE[4(f(x).])y=i] (4)

i=1 j
Axio MmaTpuna T € IOBHOPaHOTOBO, MOXe 3aCTOCOBYBaTHCs T ™', 11106 OTPMMATH 3a JOMOMOT0I0 3BaXy-

BaHH# 3a 3HadylicTio (importance weighting) Heamimeny ouinky R, (f):

Ruen(f) :%ﬁ:i[rl] Fel(f(x).0) (5)

k=1 i=1
3 MeTOo10 YHUKHEHHS 3aJI€?KHOCTI BiJi IeBHOI NOBHOPAHI0BOI MaTpulli nepexoAiB T, AJis KOXKHOTO KJacy ¢
nepeA0a4a€eThCs MPUHANMHI ofHA AKipHa MHOXKHHA (anchor set) [8]:

Acz{x:p(y=c|x):1} (6)
3a TakuX yMOB, AlilaroHaJIbHUM eJieMeHT T, MOKe OLiHIOBAaTHCS 6e3M0cepeHbO 3a JOTIOMOT0H0:

A - 1 Y
ch=Pr(y=c|xeAc)zm l{y(x)zc} 7
c | xeA,

HepiaronaspHi eeMenTH T, MOTIM OTPUMYIOThCS LUIIXOM HOPMYBAHHSI [0 KOKHOMY PsI/IKY TaK, 1106 BH-
KoHyBasiacsi ymosa 2 Ty =1.
OckinbKY AilcHI AKipHI MHOXKMHU MOXYTb 6YTH HEBiJOMUMH, BOHU MOXKYTb 6y TH HAGIMKeHO 006paHi K

CYKYIHICTb 3pa3KiB 3 BUCOKOIO BIIEBHEHICTIO MOJieJli, HAIpUKJIa/:

{x:pe(c \X)Z'rmp} (8)

A€ T, €6a13bKUM 1. TAKMM YMHOM CTBOPIOETHCS MOCTIAOBHUM OLiHIOBaY T , YMsl IOXMOKA 3HUKAE 3 MiJ-
BUILEHHSIM TI0POTOBOI'0 3HAYEHHS.

Hagitb sikio T € olliHEHO0, BOHAa MOXKe Oy TH mmoraHo ooymoBJieHoo (ill-conditioned). BHacaimok nporo,
MPSIMO iHBEPCist 3aMiHIOETHCS pPery/asIprU30BaHol0 32 THXOHOBUM IceBA0iHBepCiEto [9]:

~-1 AT ~ 1 AT
To =(T T+A)'T 9
npu yoMy A >0 BH3HAYa€THCs 3a JONOMOIOI0 llepexpecHoro 3aTBepixKyBaHHsA (cross validation). Takum

YUHOM Bi/ZI6yBa€ThCS 3MEHILEHHS NOCUJIEHHS OLiHOYHOTO [IyMy B HAaNPSIMKY MaJIUX CHHTY/ISIPHUX 3HA4eHb Ta
OTPUMYETHCS YUCEJBHO CTabi/ibHA Ta He3MillleHa OLliHKa PU3UKY 3 TIOXUOKOI0 MOPAJKY O(X) [7]-
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B HacTynHiil ¢asi 6a3oBa Mojesb f, BOYAOBYETbCA ¥ LUK/ aKTUBHOIO HaBYaHHA 3a/Ji1 TOYHOT'O 3HAXO-
JKeHHS TOYOK JIaHHUX, 3a IKUX MITKU MOTPeOyoTb BTPy4YaHHA JIIOAUHU. CIOYATKY, AJI KOXKHOTO 3paskKa X,
PO3pPaxoBYETHCA Mipa HETOYHOCTI B Me)XaX MoJieJIi. Y 3aBJJaHHsAX Kyacuikamii 15 I[bOro 3aCTOCOBYEThCS 3ra-
JlaHHAM pO3MOALT pO(y =c \xi) JLIs1 BCiX KJ1aciB ¢ . BpaxoBy04H 1ieil po3no/ij 064U CAI0ETHCA EHTPOTIIS:

H(Xi):_zpe(yzclXi)logpe(y:C|Xi) (10)

f1Ka NIOKa3ye€, HACKIJIbKYU IUPOKO MO/JIe/Ib PO3MOJ i€ CBOI UMOBIPHOCTI Mi>K K/J1acaMH.
Jlo Toro k, BU3HaYa€eThCsl NOKa3HUK HaiiMeHLIof BieBHeHOCT] (least-confident Score):

LC(x,)=1-max.p,(y=c|x;) E8Y)

1110 BU3HA4Ya€, HACKIJIbKY HU3bKOIO € BIIEBHEHICTh KJaciB UMoBipHOCTI [4].

[licsis nboTO 3AIHCHIOETHCSA COPTYBaHHSA C/1ab0 MOMiYeHHX 3pa3KiB 3a CNaJ[aHHAM BiAOBITHO Z10 X 060X
MOKa3HUKIB. HaliBU1Iy mO3H11i10 ¥ IIbOMY COPTYBaHHi 3aliMalOTh J|aHi, 3a IKUX MOJeJIb € HAlO1/IbII HEBIIEBHE-
HOIO. R

Axio npusHauYMTH NCEBJOMITKY Y =argmax p, (c|x) TIJIbKY TOZI, KOJIU BIIEBHEHICTb MOJeJIi JOPiBHIOE
C(X) =max,_p, (c [ x) 21T, TOAI NiANAaJa0Th 3pa3KU 3 HU3bKHUM OLIiHEHUM piBHEM LIYyMy. TAKMM YUHOM:

ST:{X:C(X)Z’C} (12)

110 € MiIMHOKHUHOI0 3pa3KiB X, AJIF AKUX BIEBHEHICTb MoJiei C(x) € He MeHIIIol0 3a 3a/laH1i nopir t.

Y Mexax KJIaCOBO 3aJIeXKHOI IyMOBOI MOJieJIi /IJ11 KOXKHOT0 3pa3Ky X € S, TO6TO TaKoro, //isl AKOTO BIIEB-
HeHicTb Mogiedi € C (X)2T, HMOBipHICTb NOMUJIKH N1CEBAOMITKH (TOOTO TOTO, IO Y # ¥ ) 0OMEXKYETHCS 3BEPXY
HaCTYIIHOIO OLIHKOI0:

1-7

Pr(}¢y|xe5{)s—max T, (13)
T

i#j

lis1 HepiBHiCTh MOKa3yE, 1110 HMOBIPHICTh HeNMpPaBUJIBbHOTO KaacudikaliliHoro nepesg6adeHHs] 3MEHUTYETh-
Cs1 JIiHIAHO 31 3pOCTaHHSIM BIIEBHEHOCTI MOZEJi T, HABiTh y NPUCYTHOCTI LIYMY, ONKUCAHOTO MaTPHUIEO epe-
xofiB T .

BHacnilok 1pOTro, A0JaTKOBA YaCcTKa PU3HUKY, KA BBOAUTHCSA 3a IOCEPEAHUITBA Nepe0adeHHs TiIbKU
HaNG6i/bII BIIEBHEHUX MICEBAOMITOK, 00MEKYETbHCS 32 JIOMTOMOT0I0

R(fSr)_lecm (fs,)ﬁ(l—r)max#jTij (14)

Jle Ko T— 1, myM y nceBJOMITKax 3HUKAE.

3arajioM 1ii TOpOroBi 3HaYeHHS NOKA3YIOTh, 110 L[OHANWGI/IbIIEe (1—r)maxi¢jTij NICEB/IOMITOK € XUOHUMM; Ta
1110 B pe3y/bTaTi 3BaXKyBaHOT0 3a 3HAYYLLICTIO JOHAaBYaHHA OTPUMYEThCA He3MillleHa OLjiHKa JiliCHOT 0 PU3HKY.

Xo4a noporoBe BijiciueHHsI 32 piBHEM BIIEBHEHOCTi 06MeXKYe NOXUOKY Y BUNAJKY 3 IICEBJIOMITKaMH, 3pa3KH
3 HallMeHLIUM piBHEM BIEBHEHOCTI TaK0X MalOTb HaJICUJIATHUCH 0 30BHIIIHBOI0 aHOTATOPa, TOGTO «OpaKy-
Ja». [lig yac koxHOI aHOTauil LMK/IY aKTUBHOI'O HaBYaHHSA 00MpaOThcs Ti BXiJHI AaHi X,, ydi NOKa3HUKU
HETOYHOCTI 3HaXOAThCA 32 MeXaMHU BCTaHOBJIEHOI'0 NOPOTY IKUM IOTIM OpaKyJ/ NpU3Ha4Ya€ HOBI MiTKH.

Opakysn MOZeJIIOEThCA K aHOTATOpa 3 LIYMOM, 110 XapaKTepPU3YETbCA KJIAC-3a/1€KHOI0 MaTpHULle0 TOMU-

JIOK:
Oij:Pr(.yopﬂKy/l :jlydiﬁcl-l :I)’ZOI] :1 (15)
J

Taka MaTpuLs OLiHIOETHCA 33 JONIOMOT'0I0 MaJIOro BiZiK/IaZileHOTO KanibpyBaJbHOTO HAGOPY JJAaHUX, TOOTO
OpaKyJly HaJIaloTbCs 3pa3KH 3 BiIOMOI0 MIiTKOIO a HOTO MOMUJIKHU — GikcyoThces. [1if yac yTouHeHHs, KOXKHA
nigTBepA)XeHa NceBAOMITKa A0JaTKOBOr'0 3BaXKYEThCSA BiMOBIAHO A0 HAZIMHOCTI opaKyJa A LibOTo KJacy.
TakyMM 4YMHOM MiTKaM 3 KJaciB, y BUIIaAKY 3 IKUMHU OPaKyJ 4aCTO AONYCKAa€E MOMUJIOK, IPU3HAYalOThCSA MEeHILI
BaroBi KoedilieHTH.

OCKiZIbKM KOXKEH 3allMT [0 OpaKyJa CIpUYMHAE BUTPATHU ¢, Ta 3aTPUMKY {,, BU3HAYalOTbCH 3araJbHUN
Oro/pKeT B ionycTrMa MakcUMaJibHa 3aTpuMKa L . Tomy BUGip MHOXKMHU 32U TiB GOPMYIIOETHCS SIK 33/1a4a
onTHUMi3alii:

max, >, A 3aymoel, c; <Bmax, 0 <L (16)

Sg{x,
Je A, € 04iKyBaHUM 3MeHLIEHHAM y3arajJbHeHOi IOMHUJIKY BHACJIIOK 3alIUTy 3pa3Ky X,, L0 OL[iHIOETHCA
3a fonoMoroo QyHKILiH BIJINBY, 860 HEBU3HAUY€HOCTI YpaxyBaHHAM Pi3HOMaHITTA.
Axkwo infexc [ o6UpaeTbcs Ha iTepauii ¢, Horo BUXifiHa cjabKa MiTKa y; 3aMiHIOETbCA HOBOIO OTpUMa-
HOIO MITKOI0 Ta MHOXMHA HaBYaHHA OHOBJIIOETHCA BiANOBIJJHUM YNHOM:
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D“l :{(X/'j][)}jeé} U{(Xi'y‘{m )}ieS[ a7

Je S, BIANOBifae MHOXKUHI IHAEKCIB, 3alIUTYBaHi¥ Ha 4aCOBOMY Kpowi t .
[Tic/11 MOBTOPHOTO NPHU3HAYeHHs MIiTOK, 3HOBY NPOBOJIUTbCS HaBYaHHA fy; Ha D,,; IL1AXOM MiHiMizanji:

B :argmineLZ(W)EDU1 0(f6(x),y) (18)
D, |

1[0 MOIIMPIOE eKCclepTHi abo BiANOBiAHI NpaBU/aM yTOYHEHHH MO 3arajJbHOMY CepeJlOBUILY NPUHHATTA
pillleHb MoOZeJIi.

B Mexax IIMKJ/Iy yTOUHEHHS 3 Y4YacTIO JIIOJMHH, KOXKHa cJ1labKa MiTKa He MiJJa€ThCs NepenrucyBaHHIO HO-
BOIO OTPUMAaHOI0 BiJi opaky/a MiTKolo. Ha mpakTui, iefl mpolec nepenyMcyBaHHs MiTOK YTOUHIOETbCS MIJA-
XOM 3aCTOCYBaHHSl MeXaHi3My CeJIeKTUBHOI'O BUIIPABJIEHHS B XO/Jii IKOTO BHUPILIYETHCS, YU JOBIPATH MITL,
BUIIPABJIATH Il YU IOEAHYBATH 3 a/IbTEPHATUBHUM BapiaHTOM B 3aJIe2KHOCTI BiJi BIEBHEHOCTI MOZieJii Ta CXBa-
JIeHHd opakyia. [lic/iA 3anuTyBaHHA opaKyJ/ia Ha peJMeT 3pa3Ka X;, OLliHeHUH piBeHb BIeBHEHOCTI Mogei
C, =max_p, (y =d x,.) NOPIBHIOETHCSA BiJHOCHO IOPOrOBOr0 3HAYEHHA T € (0,1) Ao C, > 1,aMiTKa opakyJia
Y . cniBnajae 3 BUXiIHOIO C/1a6KOI0 MITKO0, OCTAaHHS NPUIMAETbCS TA PO3MIIAAAETHCA B IKOCT] JOCTaTHBO
HaJiiHOI, 3roZloM He MiJal4Kch 3MIHEHHI0. Y BUNaJKaX KoJU C, <1, ab0 AKIIO CyJXKeHHA OpaKyJa IpOTH-
piYMTh C1aGKOMY aHOTYBaHHIO, MOXiOHUM cUTHaJ OYB JOCTaTHbHO LIYMHUM 1106 NOTpebyBaTU BUNPABIEHHS.

KpiM To, ko1 sik c1abka MiTKa, Tak i MiTka opakyJia MiCTTb B3a€EMOJONHIOBaJIbHY iHdopMaliito, TO6TO,
AKILO CJaOKHUHA aHOTATOP € TOYHUM JJId MMUPOKOI MiJJO)KUHU 3pa3KiB, ajle CUCTeMaTUYHO NMOMMJIAETBCA Ha
OKpeMHX I'PaHUYHUX BUNIAJiKaX, Lii ABA CUTHAJIM 00'€AHYIOTbCSA 3 BpaxyBaHHSM 3Ba)KyBaHHs 32 BIIEBHEHICTIO.
[To3Hauaouu yepes ae[O,l] BaroBuil koedilieHT, MpU3HauYeHUU MOYATKOBIM clabKiil MiTLi, 06YHCIIOETbCS
¢diHasbHA L[iIbOBA MiTKa /151 HABYaHHS:

—ag, +(1-a)y" (19)

Je o Moxe 6yTH cama ¢yHkuiero C,. TakuM 4YHMHOM, AKIIO O = , TOJli 10 cJ1abKOI MiTKU MpHU-

Ci

C +(1—C,.)
3Ha4Ya€ThCH Gisbllle JOBipY 32 yMOBU BIIeBHEHOCTI Mo/JieJT, a Bara 3MilyeThbcs o Y, Npu 3MeHIIeHH] piBHA
BINeBHEHOCTi. TAKMM YHNHOM, MeXaHi3M YTOUYHEeHHsI [IJIaBHO [TepexX0AUTb MiX NOBHICTIO NpaBUJIaMU Ha 6a3i Mi-
TOK Ta BUIIpaBJIeHHSIMHU opakyJa. [lic/is 3aBeplieHHs KOXHOI iTepalil Mozie/ib TepeHaB4Ya€eThCS Ha BUGIPKOBO
CKOPUTOBaHMX LIJIbOBUX MITKaX, | TAKUM YMHOM JIMILE CIIpaB/i CYMHIBHI MiTKY 3MiHIOIOTbCA i JOCTOBIpHICTH
THUX 3pa3KiB 36epira€eThcs, sKi BxKe BBAXKAIOThCs HAJiMHUMMU.

[licns BK/IIOYEHHS CKOPUTOBAaHUX LiJIbOBHUX MITOK /10 HABYaJbHOTO Habopy JaHUX MOJesib 0fpa3y nepe-
HaBYa€ETHCH, 1110 TAKUM YMHOM 3aMHUKa€ [JUKJI «KHaBUaHHA — 3alUT — KOpeKIli — nepeHaBYaHHA». OHOBJIeHA
oliHKa mapaMeTpiB pOpMYETbCS y BUTTIAI:

8

.1
0,,, =argmin, ﬁz(xl,y,)eDt f(fe(xi'J’i) (20)
t

o MiHiMi3ye Ty camy PyHKIi0 BTpaT ¢, o i Ha no4yatky. OCKiIbKY KOXKHa IOMHO BUIIPaBJeHa MiTKa
CTOCYETHCA 3pa3Ky 3 MaKCHMaJIbHOI0 HeBU3HAYEeHICTIO, il BK/IIOYEHHS HEeNpPONOpPLiMHO CUJIbHO BIIJIUBAE Ha
3JIaTHICTb MOJieJli BUPilyBaTH MO/i6GHI HETOYHOCTI B iHIIKX 3pa3Kax. [IpakTHKa MOKa3yeE, 1110 BXe Mic/s KiJb-
KOX iTepalliii Mexxa MpUUHATTS pillleHb MO/IeJTi iCTOTHO cTabii3yeThCsl, a KiJIbKiCTh 3pa3KiB 3 BUCOKOK €HTPO-
Mi€0 B NyJIi HEBIZJOMUX JaHUX 3MEHITYETHCH.

LMK TpOJiOBXKYETHCA JOTH, JOKHU BiH He HABMHUCHO He Oy/ie 3ynMHEeHUH. BUKOPHCTOBYIOThCS ZiBa KpUTe-
pil: no-nepue, 3HayeHHAM T, 0OMEXYETbCA 3arajbHa KiJbKiCTb 3alUTIB 0 0paKy/a, 11106 YHUKHYTH Heo6-
MeXXeHHX BUTPAT Ha aHOTYBaHHS; MO-APYTe, CIOCTEePIraeThbCsA a60 GpyHKIiA BTPAT Ha BasTiAalliiHil MHOXKUHI
L, (Gt) a60 BHYTpIlIHS Mipa IKOCTi MiTOK Q(Dt) . TakrM 4YMHOM, LIUKJI 3yIUHAETbCS, KOJIK BUKOHYETBCA X04a
0 O/IHA 3 YMOB:

L, (0, +1)-L,(0,)<e a6o Q(D,+1)-Q(D,)<d (21)

Jle € Ta O € MAJIMMU I'PaHUYMHMHU 3Ha4YeHHAMM. Y 1lell MOMeHT NoJa/iblli BUNIPaBJIeHHS MITOK JJal0Th yce
MeHUIUN eQeKT.

[106 36asaHCyBaTH WIBUAKICTh aHOTYBaHHS Ta SKICTb MITOK, 3aCTOCOBYEThCS MOJITHKA 3 OJBIHHUM ITO-
porom:

- BUCOKHUM NOpIr BNJIKUBY TH : NPUKJIAAU 3 HEBU3HAUYEHICTIO BUIlle IbOTO MOPOTY O/pasy HaJlCUJIAIOTHCS
Jl0 OpaKy/a;
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— HU3bKUH NODPIr BIVIMBY TL: NPUKJIaAW 3 HEBU3HAYEHICTIO MiXK TL Ta TH HakKoNW4ylOTbCA AJs Nepio-
JAUYHUX IAaKeTHUX 3alUTIB.

Led migxiZ 03B0JIsIE 0OPOGJIATH HAHBAKJIMBILII IPUK/IAAN B peaIbHOMY 4aci, He TepeBaHTAXKYIO4YH PU
L[bOMY aHOTaTOpa MeHII KPUTUYHUMHU BUNIaJKaMU.

Posrisaparoun BUNpaB/ieHi MiTKU IK YaCTKOBY IPOLieAypy 3HellyMJIeHHd Yy Mexax PAC-nigxoAy o HaBYaH-
He (Probably Approximately Correctlearning - iiMmoBipHicCHO Npr6JIM3HO KOPEKTHE HABYaHHS ), MO’KHA ITOKa3a-
TH, 1[0 KO>)KHE BUIIPAaBJIEHHS], iITBep/PKEHE OPAKYJIOM, 3MeHIlye eGeKTUBHUN piBeHb IIYMy 1| y HaBYaJbHO-
My Habopi, TUM CaMHUM 3BYXXYIOYM CTAHJAAPTHY MeXy y3arajbHeHHs. Hexall H mo3Hadvae rinoTeTUYHUHN KJ1ac
Mopenei i3 VC-po3mipHicTio (BanHuka - YepBoHeHKkica) d . K10 MOYaTKOBUH PiBEHB MyMy CJ1aOKUX MITOK
JOPIBHIOE M, , TOAI MiCJsI M CeJIeKTUBHUX BUIIPABJIeHb 3a/JMIIKOBUH PiBeHb LIyMy 1), 33Jl0BOJIBHSIE YMOBY:

Nm
Ny Sno[l_Wj (22)

a 3 imoBipHicTIo He MeHIle 1-§ y3arajbHeHa MoxU6Ka BOCKOHa/NeHOI Mofiesli f; 0OMeXyeTbCs TaK:

n,,)+log(1/3)

R(f,,)<R"(f,, )+0(Ndlog -

(23)

Je R™ € eMNipUYHUM PU3UKOM Ha YacTKOBO BUNpaBJieHil Bubipui, a N - ii posamipoM. TakuM 4ynHOM,
KO)XKHe BUIIpaBJIeHHS 3BYXKYy€ T'PAaHUII0, 3MEHIUYIOYU 1), , AKIo N € JOCUTb BeJMKUM, 1106 KOHTPOJIIOBATH
JAucrepciro.

Cnupaloyuch Ha pe3ysbTaTH 3 Teopil CKJIaJHOCTI BUGIPKHU /11 aKTUBHOI'O HaBYaHHS, MOXKHA OOMEXUTHU
KIJIbKICTB 3aNUTIB [0 OpaKyJia, He0OXiJHY AJ1s1 JOCATHEHHS JONyCTUMOI HaJ JIMIIKOBOI IOMUJIKH € . fKio ri-
MOTeTUYHUH KJ1ac H Mae koedinieHT po36i>XHOCTI O 1m0/10 po3noAiay 3i c1abKUM MOMideHHSIM, TO/li JOCTAT-
HbO O(Odlog(l/e )) 3aMuTiB, 11106 3MEHUIUTH 3arajbHy NOXUOKY [0 piBH#A, 6JM3bKOr0 [0 ifjleaJbHOTO 6e3-
myMHoro Bunazxy. Ha npaktuni 0 Bigo6pakae, K LIBUJIKO HeBIIEBHEHICTb MO/ieJli KOHIIEHTPYETHCS HABKOJIO
MTOMUJIKOBO NOMiUeHUX NPUKJIaZiB; MeHlle O nmepesbavyae MeHIIy HeOOXiHY KiJIbKICTb 3aNUTIB.

14 oLiHKU MeToAy B po6OTi y peaJibHUX YMOBax 6YB NpOBeJeHUIN eKCllepUMeHT Ha Habopi gaHux IMDb
Movie Reviews, o mictutb 50 000 TeKCTOBHUX BiAryKiB npo ¢isbMu, po3no/ijieHUX NOPiBHY MiX ABOMA KJia-
caMU: MO3WTUBHUY i HeraTUBHUU. [l TpeHyBaHHSA 6ysn0 BukopuctaHo 25 000 npukiaais, mwe 5 000 - g
Bausiganii, i 20 000 - g TeCTyBaHHS.

Bysnu no6ynoBaHi yoTupH cnabki pyHkuii (A;-A4), 1110 6a3yI0ThCS Ha EBPUCTUYHUX MPUNYILIEHHSX, a CaMe:

- Ay - IPUCYTHICTh MO3UTHUBHUX CJIiB 3 piKCOBAaHOT'O CIOBHUKA;

- A, - 4acToTa HEraTUBHOI JIEKCUKH;

- A3 - eMoliliHa 3a6apBJIEHICTb 3ar0JI0BKY BiAryKY;

- A4 - ouinka Ha IMDD (y pasi HasiBHOCTI).

[eHepaTHUBHA Mo/le/ib HaBYaJlacs 3 ypaxyBaHHAM 3aJeXXHOCTeH Mixk A-QyHKIiIMU Yyepe3 pery/isapru30BaHy
MaTpHuIlo 3B's13KiB. 3HaUueHHs rinepnapaMeTpa o 6ys0 BcraHoBsieHo Ha 100. JJucKpuMiHaHTHY MOJeJib peaJti-
30BaHoO Ha 6a3i DistilBERT, To6To monepeiHb0 HaTpeHOBaHOI TpaHCPOpMeEPHOT apXiTEKTYPH, a/[allTOBAHOI 10
3aB/JJaHHA JBOKJIACOBOI KJaacudikalii.

Ha (puc. 1) moka3zano 3Miny F1-3HayeHHs npoTtsrom 100 iTepaliiii akTHBHOTO yTOYHEHHS MiTOK. [loyaTko-
Ba MPOJYKTUBHICTb MOJeJli Mic/s Jinile c1abKoro MapKyBaHHs ctaHoBuua 0.74. [Ticsis 10 akTUBHUX iTepaliii
TO4YHicTBb 3pocia ao 0.87, a micas 25 - go 0.91.

Jis nopiBHSAHHSA GyJIM peasi3oBaHi 4YMCTe aKTMBHe HaBYaHHS Ha 6a3i JioricTuuHol perpecii 6e3 c1abkux
MITOK; Ta METOJ, ¥ IKOMY CJIabKi MiTKM 3aMiHIOIOTbCSI HAa iCTUHHI mic/s yTouHeHHs. MeTo/ aKTHBHOTO HaB-
YyaHHs 6e3 cabkux MiTok gocar F1 = 0.91 nicis 60 itepanii, a gpyruit niaxig — nicys 80. Y nopiBHAHHI, 3ampo-
MMOHOBAHUH Y LIbOMY J0CJiI)KeHHI NiAXiJ focsrae aHajorivHoro piBHs TOYHOCTI B 2-3 pa3u LWIBU/ALIE 3aBJSKU
BUKOPHCTAHHIO CJIaOKHX MTPABUJI SIK CTAPTOBOI TOUKH.

BuCHOBKM. ByJ10 3an1poNoHOBaHO iTepaTUBHUN MeTO/, AIKHM BUKOPUCTOBY€E aKTHBHE HaBYaHH /151 BUSIB-
JIEHH$I Ta KOpeKIil TOMUJIKOBUX MITOK y CJ1TaOKO aHOTOBAaHOMY Habopi AaHuX. BuxiiHuM € Habip AaHux, y iKo-
My NPUKJIaJY MalOTh JIMIIe 3allyMJ/ieHi a6o YacCTKOBO HaJlaHi aHOTaLii. 3anponoHoBaHUMN MiJXiJ MOCTYIOBO
YTOYHIOE HaBYaJIbHY BUOIPKY LJISX0M ileHTUdiKallil 3pa3KiB, siKi 3 BUCOKOIO HMOBIpHICTIO MiCTATb HOMUJIKO-
Bi moMivyeHHs, Ta nepejbadae 3aydeHHs LiJiecCnpsiMOBaHoI nepeBipky, a6o 3 60Ky JIIOAMHY, 260 3a JOIOMO-
o0 eBpUCTUYHUX IPABUJI i3 BUCOKUM piBHeM A0Bipu. Ha KoxHil iTepaliii MoJesib HABYAETHCSA HA IOTOYHOMY
Habopi MIiTOK i mepeBipsAETHCA HA Y3rOHKEHICTD CBOIX Mepei6adyeHb: OI[iIHIETHCA 3MiHA BUXiAHUX TPOTHO3iB
IpH Bapialifix BXiAHUX AaHUX a60 NPOTAroOM eNox HaBYaHHSA, IPY LIbOMY BUCOKA BapiaTUBHICTb TPaKTY€EThb-
¢ IK 03HaKa HeBU3HA4YeHOCTI MITKHU. 3aMiCcTb NOBHOI NepeaHOTalil CTBOPIOIOTHCS MallMHHO 3reHepoBaHi
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IICEBJOMITKHU AJIA CYMHIBHUX NPUKJIAZIB | NOAAIOTHCA HA WUBU/KE MiATBEPJKEHHS YM BUIIPABJIEHHA aHOTa-
TopaM. [licns inTerpanii yTouHeHUMX MiTOK MO/ieJIb epeHaBYA€EThCS, 110 MTOCTYIIOBO BAOCKOHAIOE QYHKIIiI0
MapKyBaHHS Ta [03BOJISIE IOETANHO yCyBATH HANOI/IbII KPUTUYHI TOMUJIKU. [IpOTAroM KinbKOX UKJIIB 14 ri-
OpuHa cTpaTeris, 1110 MoEAHYE BUGIp Ha OCHOBI po36iKHOCTeH Ta BUGIpKOBY JII0/ICHKY Baslialiio, MOCTYIIOBO
MiIBUIYE SIKICTb aHOTAIlii 6€3 He0OXiTHOCTI MOBHOTO MepenoMideHHsI BCbOT'0 HAbOopy JJaHUX.
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AHAJII3 TPOBJIEMHUX MUTAHb BITPOBA/[PKEHHSA CYYACHUX XMAPHUX TEXHOJIOTTH
Y CUCTEMMU YIIPABJ/IIHHA HABYAHHAM

AHomayia. Cmamms npucesiueHa o259y nomoyHo2o cmaHy pozeumky CYH ma eukopucmauHs XMapHUxX mexHo/02iil y
yitl cpepi. [lpoananizosano 2n06aabHi mendenyii pocmy punky CYH i enpoeadiceHHs XxMapHUX cepsicis, 30kpema NPUCKOPEH-
Hs yudposoi mparcopmayii oceimu nid niugom naHdemii ma 80€HHUX yM0O8. Bu3Ha4eHO 0CHO8HI nepesazu 8UKOPUCMAHHS
XMAapHUX 064UC/AEHb 8 0CBIMHIX N1AM@POPMAX, A MAKONC OKPeCAeHO NpobaAeMHI achekmu ma 8UKAUKU, W0 BUHUKAOMb hpu
enposadiceHHi CYH.

Mema. Y3azaavHumu cyyacHi nioxodu ma piwenHs y eaaysi CYH ma xmapHux mexHo/0¢2ili, suseumu akmyaavHi npo-
6s1emu ix enposadiceHHs Ui ekcniayamayii, 0co6.1u80 y KoHmMekcmi onmuMda/ibH020 po32opmauHs cepgicie CYH e xmapHomy
cepedosuui.

Memodoo2is. 3acmocosaHo Memodu aHAi3y ma cuHme3sy HayKkosux ny6aikayiil ocmaHHIX poKie, cmamucmuyHux da-
HUX pUHKY oceimHix mexHo.102ill i doceidy enposadicenns CYH e Ykpaini ma cgimi. BUKOHAHO nopi8HAAbHUL AHAI3 MOXHCAU-
socmell mpaduyitinux ma xmapHux CYH-piweHb, a maKkox KOHMeHm-aHanis 0ocaidxiceHb ujodo npodykmusHocmi, 6e3neku
ma apximekmypu Yyux cucmem.

Haykoea HOo8uU3HA. YmouHeHO cyvacHull cmaH pozsumky CYH 3 ypaxy8aHHAM XMAPHUX mpeHdis, cucmemamu308aHo
aKkmyabHi sukauku (8id eiocymuocmi yHigpikosaHux memoduk oyiHreaHHs egpekmusHocmi CYH do numaHb 6e3neku ma
onNMuMa/IbHO20 BUKOPUCMAHHSA pecypcis). Bnepuie suokpemieno npobaemy onmumanbHo20 po3zopmaHHus cepsicie CYH y
XMapHill iHgppacmpykmypi sk 00Hy 3 KAHY08UX 015 hidsuujeHHs efpekmusHocmi e-learning.

BucHoeku. CyyacHi CYH akmugHo 3pocmarmb 3a nonyAsipHicmio ma gyHKYioHa1bHIcCmIo, IHmezpyroyu XMapHi cepsicu
04151 Mmacwma6osanocmi i docmynHocmi. BodHouac icHytomb Hedosiku, 30kpema mpyoHowi 3 eU6OPoOM i 8npo8adHceHHIM
onmumaavbHoi naamgopmu, 3a6e3neveHHsIM 6e3neku U npodyKmusHOCmi npu 3p0cmaHHi HagaHmaxceHHs. AHa.1i3 nokasas,
Wo 041 supiuwleHHs1 Yux npobsaem nepcneKmusHUM € 3aCMOCy8aHHs1 MamemamuyHux modeseti onmumizayii. [lodasvwe do-
caidsxceHHs 6yde cnpsimosaHe Ha po3pobaeHHs ILP-modeai onmumaavHozo po3zopmanHs cepgicie CYH y xmapHoMy cepedo-
suuwi ik iHcmpymeHmy 0415 nidsuweHHs1 epekmugHocmi ma HadiliHocmi e1eKMPOHHUX HABYANbHUX CUCIEM.

Katouosi cnoea: cucmema ynpagainus HasyaHHuaM, CYH, esekmpoHHe Ha84aHHSI, XMAPHI mexHo102il, ducmaHyiliHa ocsi-
ma, onmumizayist po320pmawHsl, XMapHa iHgpacmpykmypa.

Artem MOISEIENKO. Yuliia KUZNETSOVA. ANALYSIS OF IMPLEMENTATION CHALLENGES OF MODERN
CLOUD TECHNOLOGIES IN LEARNING MANAGEMENT SYSTEMS

Abstract. This article provides a review of the current state of LMS development and the use of cloud technologies in
this domain. Global trends in the growth of the LMS market and the adoption of cloud services are analyzed, including the
acceleration of digital transformation in education under the influence of the pandemic and wartime conditions. The key
advantages of using cloud computing in educational platforms are identified, as well as the problematic aspects and challenges
that arise in the implementation of LMS.

The aim of study is to summarize modern approaches and solutions in the field of LMS and cloud technologies, and to
identify current issues in their implementation and operation, especially in the context of optimal deployment of LMS services
in cloud environments.

Methodology. The study employs analysis and synthesis of recent scientific publications, statistical data on the educational
technology market, and the experience of LMS deployment in Ukraine and globally. A comparative analysis of the capabilities of
traditional versus cloud-based LMS solutions was conducted, along with content analysis of research on performance, security,
and architecture of these systems.

Scientific novelty. The current state of LMS development is clarified with regard to cloud trends; the prevailing challenges
are systematized (ranging from the lack of unified methods for evaluating LMS effectiveness to issues of security and optimal
resource utilization). The problem of optimal deployment of LMS services in cloud infrastructure is highlighted for the first time
as one of the key issues for increasing the efficiency of e-learning.
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Conclusions. Modern LMS are rapidly expanding in popularity and functionality, integrating cloud services for scalability
and accessibility. At the same time, there are drawbacks, including difficulties in selecting and implementing an optimal
platform, and ensuring security and performance under increasing loads. The analysis shows that applying mathematical
optimization models is a promising approach to solving these issues. Further research will focus on developing an ILP model
for optimal deployment of LMS services in a cloud environment as a tool to enhance the efficiency and reliability of electronic
learning systems.

Key words: learning management system, LMS, e-learning, cloud technologies, distance education, deployment
optimization, cloud infrastructure.

IlocTaHOBKa np06J1eMHU. [HpopMaTH3allist OCBITHU Ta 6i3HeCy B OCTaHHI POKHU CYNIPOBOJKYETHCS CTPIMKUM
3pOCTaHHAM BUKOPUCTAHHSA CUCTeM ynpasiiHHA HaB4aHHAM (CYH). Li miaTdopMu 03BOJISIOTH CTBOPIOBA-
TH €AMHUN [UPPOBUN HAaBYAJbHUHI NMPOCTIp, Ae 3[iMCHIOETbCS po3po6Ka Ta MOMIMUPEHHs OCBITHIX MaTepia-
JIiB, YIIpaBJIIHHA HaBYaJbHUM IIPOLLeCOM, MOHITOPHUHT ycmilHocTi Touto. [lonut Ha CYH HeyxuJbHO 3pocTae
B II06asbHOMY MaciluTabi. Tak, 3a oLjiHKaMHU aHa/liTHUKIB, 06car eBponelcbkoro puHky CYH y 2025 p. carne
61u3bKko 395,9 mupa rpu(10,7 mapa foaapis CIIA) npu cepesHbopiuHOMY TeMIi 3pocTaHHsA 19,2 % y nepiog,
2025-2034 pp. [9]. Honaz 83 % xommaHii BnpoBafxyloTb CYH A1 HaBYaHHA Ta MiJiBUILleHHs KBaslidika-
uii cniBpo6iTHUKIB, 10 MiZKpec/0e YHiBEpCaJbHICTh [[UX CUCTEM He JIMIIe B OCBITi, a 1 Yy KOpIOpaTUBHO-
My cekTopi [6]. [loAaTKOBUM CTUMYJIOM /10 MacOBOI'0 BIPOBA/KEHHA LUPPOBUX NMJIATHOPM CTaU NaHAEMIA
COVID-19 Ta BUMyllleHUH Nepexig Ha aucTaHUiiiHUE dopmaT y 2020 poui, Ko 6araTo 3ak/aaZliB OCBITH 1O
BCbOMY CBiTy 6yJsiM 3MyllIeHi olepaTUBHO aJlalTyBaTU HaBYaHHA NiJ oHJ1aiH-pexuM [10]. B Ykpaini kputuu-
Hy HeoOxifHicTh HafilHKUX CYH 3arocTpu/iy HacliAKYU BiiHU: JiMllle CTAaHOM Ha JinneHb 2023 poky 6yJ/10 3pyii-
HoBaHo noHaz 330 i nowkoaxxeHo noHaz 3200 3aks1aZiB OCBiTH [4, c. 4], 110 3MyCUJIO YKATH CTiMKi JUCTaH-
LiiiHi pimeHHsa. OTxe, cy4acHi peasii miATBEpKYIOTb aKTyalbHICTb po3BUTKY CYH Ta nepexozy 10 XMapHUX
TEeXHOJIOTIH, fIKi 3a0e31e4uyoTh 6e3nepepBHICTb HaBYaHHS HaBiThb y HaI3BUYaHUX yMOBAX.

BogHouac 3pocTaHHs BUKopucTaHHSA CYH BusiBUJI0 HU3KY nmpo6seM. Heob6xifHO He JiMille BIPOBaJUTU
eJIeKTPOHHY CHUCTeMy HaBYaHHs, ajle ¥ 3a6e3ne4YuTH ii epeKTUBHY pobOTY Ta MaclITaboBaHicTb. baraTo Tpa-
Auniiaux CYH po3ropHyTi ik MOHOJIITHI NporpaMHi KOMILJIEKCH Ha JIOKaJIbHUX CepBepax HaBYaJbHUX 3aKJa-
ZiB. Takui mifixi MoXKe CynpoBOKYBaTHUCs TPYAHOLAMH Y NiATPUML Ta OHOBJIEHHI CUCTEMHU, 0OMEXKEeHHSAMU
MPOAYKTUBHOCTI NpH 36i/blIIeHH] KiJIbKOCTi KOPUCTYBayiB, a TAKOXX 3HAYHUMHU BUTpPaTaMU Ha iHPpacTpyk-
Typy. [locTae npo6/ieMa onTUMaJbHOr0 po3ropTaHHsA cepBiciB CYH: sik opranisyBaTyu KOMIIOHEHTH CUCTEMU
Ha JIOCTYNHUX 00YMC/II0BAJIbHUX pecypcax (30KpeMa XMapHMX), {06 JOCATTH HAaWKpalLloro CHiBBiJHOLIEH-
HS MiX BapTiCTIo, LIBUAKOJI€I0 Ta HAAiMHICTIO po60TU. BUpilieHHs LbOTO 3aB/jJaHHS Ma€ BaroMe nNpakTU4YHe
3Ha4YeHHA /14 3aKJa/jiB OCBITH, 10 IPAarHyTh MaKCUMaJbHO epeKTUBHO BUKOPUCTOBYBATH Cy4dacHi [udpoBi
TeXHOJIOTII B HaB4aJIbHOMY IIpOLieCi.

AHani3 ocTaHHIX gociaigkeHb i ny6sikaniii. [lutaHHsa po3BUTKY Ta BopoBagxeHHs CYH akTuBHO [Jo0-
CHKYETBCA SIK 3apyOiKHUMM, TaK i BITUN3SHAHUMU HayKoBLUAMU. O/l HAYKOBOI JIiTepaTypH CBiAYUTb, 1110
3a ocTaHHI poku copMyBaiucs pi3Hi nigxoau fo BukopuctaHHs CYH B ocBiTi 3anexHo BiJ yMOB Ta noTpeob.
Y po3BuHeHux kpaiHax CYH cTanu HeBiJeMHUM iHCTPYMEHTOM HaB4aJIbHOTO MPOLECY, CIPUSAIOYM iHTepaK-
THUBHOCTI i nepcoHaJsi3auii HaBuyaHHd [6]. JocaifkeHHs BiA3HayalTh, 110 HalmomupeHimow miatdopMom
€ Moodle - BigkpuTta CYH, sika 3aBAsIKM FHy4YKOCTi HabyJa ry06ajbHOro BU3HaHHA [6]. CTaHOM Ha YyepBeHb
2025 poky 3a faHuMHU 0PiliHOI CTATUCTUKYU Ha CalTi Ki/JIbKICTh 3apeecTpoBaHUX KopUcTyBauiB Moodle mne-
peBuiye 455 MJH oci6 (mpotu 294 maH y 2021 p.), ujo miATBEpAKY€E NMOHAJ, Male JBOKpaTHE 3pOCTaHHSA
aypuTopii 3a octaHHi poku [10]. Taki cuctemy, sik Blackboard Ta Google Classroom, Takox HaJiexkaTb 10 Haii-
61/1bII Y>KMBaHUX Yy CBITi, NPOTe BUKOPUCTOBYIOTHCA MTepeBaXKHO ¥ KOPIOPAaTUBHOMY CErMeHTI Ta /IS OKpe-
MHX OCBiTHIiX clLeHapiiB [6]. BogHo4ac icHye 1ina HUM3Ka iHIKX MIaTGopM, NONYNASAPHUX Y NeBHUX perioHax
(Canvas, Schoology Tom0), o Bizo6paxae pisHoMaHiTTs puHKy CYH [6].

HaykoBui npyuAing0Th yBary K leJaroriyHyMM acnekraMm BUKopucTtaHHsa CYH, Tak | TeXHIYHUM NUTaHHAM
IX yj0CKOHa/IeHHd. 3Ha4yHa KIJIbKICTh Ipalb NprUcBAYeHa oniHni BiinBy CYH Ha ycmimHicTh Ta 3a/1y4eHicTb
CTY/ZleHTIiB, TOPiBHAHHIO epeKTUBHOCTI Pi3HUX eJIeKTPOHHUX Cepe/l0BUII HaBYaHHA. Hanpukaaz, y3araJpHeHO
MO3WTHUBHUH BIIMB BUKopUcTaHHA CYH Ha MoTuBaLio Ta pe3y/bTaTu HaB4aHHSA cTyAeHTiB STEM-Hanpsamis
[10]. Inwa rpyna gocaimxeHb GoKycyeTbcsl Ha npobyieMax BunpoBaxeHHs CYH y kpaiHax, 1110 poO3BUBalOThCH,
Jle BUOKpeMJIIOIOThCS MU TaHHA MaTepia/ibHO-TeXHIYHOro 3abe3ne4eHHs Ta NiATOTOBKHU KaJpiB. 30KpeMa, J0-
CipKeHHS BiJI3HAYaloTh, 10 BIpoBaAkeHHs CYH y Takux KpaiHaxX 4acTO CTUKA€ETHCS 3 BUKJIUKAMU 110740 iH-
pacTpPYKTYpH Ta JOCTYIIy A0 iHTepHeTY [6]. OKpeMo AOCIiKy0TbCA MUTaHHA Oe3MeKU Ta 30epeXeHHs JaHUX
y XMapHUX J1aTGopMax HaBYaHHA. 3 POCTOM BUKOPUCTAHHS XMAapHUX pillleHb BUHUKJIa NOTpe6a rapaHTyBa-
TH KOHQiZeHIiHICTh HaBYaIbHOI iHpOpMallii Ta 3aXUCT epCOHAIBHUX AAHUX KopucTyBauiB. Y 2023 poui 3a-
MPONOHOBAHO HU3KY YA0CKOHa/IeHb KpunTorpadiuHux 3aco6iB A4 nifgBUILeHHS 6e3neku xMapHux CYH [8].
Hanpuxksaz, po3po6JieHo nokpauieHui nporokos mudpysaHHs (Enhanced Schmidt-Samoa), opienToBanui
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Ha CUCTEMHU eJIEKTPOHHOI'0 HaBYaHHS, 110 J03BOJISIE MiIBUILUTH CTIMKICTh 40 HECAHKLIOHOBAHOTO AOCTYyIy
[8]. TakuM yMHOM, NUTaHHA Kibep6e3neKH € OHUM i3 MPIOPUTETHUX Y CydacHUX JocaimkeHHsax CYH.

TexniuHa eBoJttoniss CYH noB’si3aHa i 3 apxiTekTypHUMH 3MiHaMu. TpaJunifiHi MOHOJITHI 3aCTOCYHKH 110~
CTYyNOBO TPaHCPOPMYIOThCS Ha OCHOBI MikpocepBicHoro migxozy. Lle Bizo6pakeHo B po6oTax, Jie 3anporno-
HOBaHO BIPOBA/KyBaTHU MiKpocepBicHy apxiTekTypy B CYH a5 cnpouieHHS HiATPpUMKY Ta MaclITabyBaHHS
cuctemd [11]. 3rizHo 3 KOCBifoM po3po6HUKIB, po36uTTs CYH Ha fpi6HI Be6-cepBicH mokpalye rHy4KiCTh
OHOBJIEHD i ZI03BOJISIE Pi3HUM MOAY/ISAM (KYpPCH, TECTH, KYPHaJIH TOLI0) PO3rOPTATHUCH Ta MaCIITabyBaTHCS
He3aJsIe’KHO oAuH Bif ogHoro [11]. Takuit nigxig Takox cripysie 6iap11 eGeKTUBHOMY BUKOPHUCTAHHIO XMapHUX
pecypciB, OCKiIbKH KOXKEH cepBic MOxe 6y TH PO3MillleHUI Ha OKPEMHUX BipTyaIbHUX MallMHAx a60 KOHTeHHe-
pax BiAMOBIZHO 10 HaBaHTAXXEHHH.

B ykpaiHCbKOMY OCBiTHBOMY npocTopi TeMatuka CYH Ta gucraHniliHOro HaB4aHHSI HabyBa€ 0COGJIMBOI
aKTyaJIbHOCTi B OCTaHHI poku. Hu3ska po6iT mpucBsiyeHa BUOOPY Ta BOPOBAKEHHIO LUPPOBUX MIaTHOPM
y 3aKJaZiax cepefHboOI Ta BUIOI ocBiTH YKpainu. Tak, y gocaimpxeHHi [3] npoaHanizoBaHo KpuTepii fo6opy
m1aT$opM eJIeKTPOHHOT'0 HaBYaHHS JIJIs1 LIKiJI B YMOBaX NaH/ieMii Ta BOEHHOTO CTaHy. Pe3ysibTaTH ONUTYBaHb
MeJlaroriB cBiiYaTh Npo LikaBy TeHAeHLio: akimo y 2020 porui HaA3BUYaWHO NOMYJISIPHUM iHCTPYMEHTOM OYB
Google Classroom, To Bxe y 2021 pori cnoctepirasocsi 3MeHILIEHHS YaCTKUA HOro KopucTyBadiB (~ Ha 9 %)
Ta nepexif 0 BITYM3HAHUX po3po6oK - cucteM Human, «EanHa mKoia» Ta iHIIKMX (CyMapHe 3pOCTaHHS ~
Ha 13 %) [3, c. 24-25]. Lle nOsICHIOETBCSA AIK NParHeHHsM /10 6i/1bII0i aBTOHOMHOCTI i BpaxyBaHHS JIOKaJIbHUX
noTpe6, Tak i po3mupeHHsaM pyHKIioHaMy ykpaiHcbkux CYH. Y 3akiazax Buioi ocBitu Ykpainu gominye CYH
Moodle, sika BmpoBa/pKeHa B 6i/1bI10CTi yHiBepcHTeTiB. B yMoBax HecTabisibHOro iHTEpHET-3B's13Ky (0C06./1MBO
MiJ1 Yac BifHW) KOPUCHUM BUSIBUJIOCh BUKOPUCTAHHSA MOOiibHOTO foAaTKy Moodle 3 oduialiH-pexxumoM po6o-
TH: 3aBJAKU LIbOMY CTYAEHTH MOXYTb 3aBaHTQXKYBAaTH MaTepiaid Ta BUKOHYBATH 3aBJJaHHSA 6€3 MOCTiHOTo
niK/I04YeHHs 10 Mepexi [6]. TakuM 4YMHOM, HaBiTh Ha HalliOHAJbHOMY PiBHI cocTepiraeMo TeHJEHIIi0 [0
aganTanii CYH nif cienndivyni ymoBu (BigcyTHICTB cTifiKOro iHTEpHETY, BUMOTH JIOKAJbHOT0 3aKOHO/JaBCTBA
10/,0 36epiraHHs JaHUX TOLI0) Ta aKTUBHUH MOIIYK ONTUMa/JbHUX PillleHb.

dopmy/1I0BaHHA MeTM CTaTTi. [IpoaHasnidyBaBIIM CTaH JOC/IipKeHb, MOXXHA KOHCTAaTyBaTH HasBHICTb
KIJIbKOX HEeBUpILIEHUX NMUTAaHb, NOB'SA3aHUX i3 BnpoBa/pkeHHAM CYH i xMapHUX TexHosorid. TakuM 4HuHOM,
MEeTOI0 JaHOi CTATTi € y3araJbHEHHS Cy4aCHOTO J,0CBiAy po3po6KU Ta BUKOPUCTAHHS CHCTEM yNpPaBJIiHHSA
HaBYaHHAM, BU3HAa4eHHS OCHOBHHUX NepeBar i HefoJiKiB iHTerpanii CYH i3 xMapHUMM cepBicamMy, a Takox
BUOKpEeMJIEHHS TP06JIeMH ONITUMaIbHOTO po3ropTaHHsACYH-cepBiciB. JlocsirHeHHS TOCTaB/IEHOI METH Nepe/-
6ayae BUpillleHHA TaKKUX 3aBJaHb: (1) mpoaHasizyBaTH K/a040Bi TeHAeH il po3BUTKYy CYH y cBiTi Ta B YkpaiHi;
(2) mocianTH BIJIMB XMAapHUX TEXHOJIOTiH Ha epeKTUBHICTD i MacurtaboBaHicTb CYH; (3) BU3HAUYUTH OCHOBHI
npo6JieMH, 3 SKUMU CTUKAIOTbHCS OpraHisanii npu BnpoBakeHHi Ta ekcrtyartanii CYH, BKJIIOYHO 3 acieKTaMu
MPOAYKTUBHOCTI, 6e3neKu Ta BUTPAT; (4) 06rpyHTYBaTH HEOOXIAHICTD i HAMPSIMKHU NMOAAIBLINX JJOCTiKEHb
Jus ontuMisanii posropranHs CYH y xmapHiil iHdpacTpyKkTypi.

BukJ/iag, 0CHOBHOrO MaTepiajy AocaifKeHHs. MaTepiaiu Ta MeToaM AOCaAiAKeHHA. /i 1O0CATHEHHS
MOCTaBJIeHOI MeTH 6yJi0 3/iCHEHO OS], HAYKOBUX CTaTeH, aHaJiTUYHUX 3BIiTiB Ta CTaTUCTUYHUX MaTepi-
aJsiB. BUKOpUCTaHO MeTO/, KOHTEHT-aHali3y JiTepaTypy 3 TEMaTUKU eJIeKTPOHHOTO HaBYaHHSA Ta XMapHUX
o6uurceHb. 30KpeMa, TpoaHasiizoBaHo JaHi puHKy CYH (po3wmip, TeMnu pocTy) Ta pe3ysbTaTH BIPOBAKEH-
HS LIMX CUCTEM Y 3aKJaZax ocBiTH. [IopiBHAJIBHUM aHaJIi30M 3icTaB/I€HO MOXK/IMBOCTI pisHUX M1aTdopM (Bif-
KPUTHX i KOMePLIiHHUX, XMapHUX i JIoKaJbHUX). MeToZ0M cucTeMaTH3alii y3arajbHeHO BifjoMi mpo6JieMu Ta
BUKJIMKHY, ONMCaHI B JOCTiI>KEHHSX.

Pe3ynbraTi AociigkeHHsa. CUCTeMHU YNpaB/JiHHS HaBYaHHAM 3a6e3MedyloTh ILeHTpasli3oBaHe Kepy-
BaHHA OCBiTHIM mpouecoM y nudpoBomy cepegoBuili. bazosuii ¢pyHkuionan tunosoi CYH BkJto4yae 3acobu
ny6Jtikanii HaB4aJIbHUX MaTepiasiB, NpoBeZieHHS OHJIAWH-3aHATh | TeCTyBaHb, 06JIiK YCIIIIHOCTI, KOMyHiKa-
L[iI0 MI>)X YYaCHUKaMM HaBYaHHA TOLNO. Y MOEAHAHHI 3 XMAapHUMHU TEXHOJIOTIIMU TaKi CHCTEMH OTPUMYIOTh
HU3KY [I0laTKOBHUX NepeBar. XMapHa iHppacTpykrypa (Mogesi SaaS, PaaS) nosBossie posropuytu CYH 6e3
HeoOXiHOCTI NpUAOaHHS Ta MiATPUMKHU BJIACHUX CEPBEPIB, 110 0COGJIMBO BUTIIHO JJisI 3aK/IaAiB i3 o6Mexe-
uuMulT-pecypcamu. 3a paXyHOK pO3IOAiJIeHUX J]aTa-I[eHTPiB 3a6e3Me4yEThCS BUCOKUU pPiBeHb JJOCTYITHOCTI:
KOPHCTYBaudi MOXXYTb OTPUMATH JOCTYN [0 HaBYaJbHOI IIaTPOpMH 3 6yJb-IKOT0 MicCls Ta HPUCTPOIO, J10-
CTaTHBO MiJKJ04YeHHS 0 iHTepHeTy [6]. KpiM Toro, ebeKTHBHE ClisibHe BUKOPUCTAHHS pecypciB (OTYKHOC-
Tel cepBepiB, aM’ATi, Mepexi) y XxMapi A03BOJISE OAHOYACHO 06CJAYTOBYBaTU 3HAYHY KiJIbKiCTh KOPUCTYBAYiB
6e3 MOMiTHOro MOTipLIeHHS WBHUAKOAII, a MaclTabyBaHHSA BiZ0YBa€eTbCA JUHAMIYHO 3a noTpebu. lle cnpu-
sI€ eKOHOMII Yacy Ta KOLITiB Ha 06C/IyroByBaHHs cucTeMH [6]. HanmpukJiaJi, BUKOpHUCTaHHSA XMapHHUX CepBiciB
3MeHILIY€E BUTPATH Ha ModaTkoBe po3roptaHHa CYH, nepeBogsauu ix i3 kanitaspHux (CAPEX) y onepaunifini
(OPEX), To6TO yCTaHOBH CIJIAYYIOTh JidIIe 32 PaKTUYHO CHOXKHUTI pecypcH. Yce 1ie po6UTh xMapHi m1atpopmMu
MPHUBaGJIMBUMHU /151 BIPOBA/KEHHS Cy4acHOro e-learning,
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BogHouac iHTerpania CYH i3 XMapHUMU TEeXHOJIOTiIMU MOPOJXKYE | HOBi BUKJHUKU. OHUM i3 TOJIOBHUX
€ 3abe3neyeHHs iHpopMauiiiHoi 6e3neku Ta KOHIJEeHIIHHOCTI JaHUX. BUKOpUCTaHHSA 30BHILIHIX XMapHUX
cepBiciB 03Hayag, 1[0 YyT/IMBA HaB4YaJbHa iHpopManis (faHi cTyseHTIB, pe3y/ibTaTH, HAaBYaJIbHUA KOHTEHT)
nepeflaeTbCsl Ta 30epira€TbCs Ha CTOPOHHIX cepBepax. lle BUMarae BIpOBAa/PKeHHs HAJiMHUX MeXaHi3MiB
mwrdpyBaHHS i KOHTPOJIIO AOCTyNy. SIK MOKa3aHo y JOCIiPKEHHSX, TPUCBYeHUX Ge3neni xmapaux CYH, ic-
Hye noTtpeba B yJOCKOHaJeHH] KpunTorpadpiuHux NpoToKoJiB caMe miz crenudiky ociTHixcucteM [8]. Kpim
TeXHIYHUX 3aX0/[iB, BAXKJINBUMHU € TAKOX IOPUANYHI aCIEKTH — BiZIOBiAHICTh 36epiraHHsA JaHUX BUMOTaM 3a-
KOHOZ,aBCTBA PO 3aXUCT NePCOHAJbHUX JAHUX, 1110 MOKe 06MeXXyBaTH BUKOPHUCTAHHS 3apyOI>KHUX XMapHUX
pimeHb (0CO6IMBO Lie aKTYaIbHO JJ1s1 Iep>KaBHUX HaBYa/IbHUX 3aKJ1a/[iB YKpaiHu).

Ille ogHiero mpo6JIeMOIO € 3a/IEXXHICTh AKOCTi po6oTH CYH Bif sikocTi iHTepHeT-3'eAHaHHS. [n1g BigganeHux
perioHiB a6o B yMOBax Ha/[I3BUYAHHUX CUTYaLi} (BiAK/II0YE€HHS eJIEKTPOIOCTaYaHHs, Tepe6oi 3B’s13Ky) HaBiTh
HakKpalya xMapHa maTdopma Moxke CTaTH THMYaCcOBO HeJOCTYyHOI0. TOMy po3pO6HUKY BIPOBAKYIOTh pi-
LIeHHS JJIsI aBBTOHOMHOI po60TH: 0dJIaliH-peKMMH, CAHXPOHI3allilo JaHUX PU BiJHOBJIEHHI 3B’13Ky TOILO [6].
3 oAy Ha 1e, npy Bu6opi CYH kopucTyBaui 4acTo 3BepTaloTh yBary He Jjuile Ha pyHKIioHAJ, a 1 HA MOX-
JIUBICTb MpanoBaTH odJaiiH abo po3ropraTucs y riopugHid apxiTeKkTypi (4acTKOBO Ha BJIACHUX CEpBepax,
YacTKOBO B XMapi).

AHani3 octaHHiX my6uiKaniii TakoXX BUSABUB iHINY nepelkosy epekTUBHOro BuKopuctanHsa CYH gepes
BiAicyTHicTh yHipikoBaHMX KpUTEPIiB OL[iHIOBaHHSA IXHBOI PE3y/IbTATUBHOCTI Ta METOAUYHUX PEKOMEH/JALiH
10,0 BIPOBA/PKEHHS. [CHyBaHHS BEJIMKOI KiJIbKOCTI pi3HUX M1aTdOpPM YCKIaAHIOE BUBIp OITHMATBHOIO pi-
LIeHHd /11 KOHKpeTHOoI opranizauii [6]. JlocaigHuky BiA3Hauya0Th 6pak CTaHAAPTU30BAHUX METOJUK, sIKi 6
Zl03BoJ1siM nopiBHIOBaTH CYH Mixk co6010 3a MOKa3HMKAMU yCMiLTHOCTI HAaBYaHHS, B3aEMO/ii KOPUCTYBauiB,
€KOHOMIYHOI Jo1iibHOCTI Towo [6]. lle mpusBoAuTH A0 TOTO, 10 BpoBakeHHsa CYH 4dacTo Bifg6yBaeTbca
IIJISIXOM P06 i MOMHUJIOK, 3 HAKOMMUYEHUH TOCBi/ BAXKKO y3araJibHUTH i epeJjaTH iHIIMM 3aKJIaiaM.

OfHaK, KJIIOYOBUM TEXHIYHUM BUKJIMKOM 3aJIMLIAETbCS ONTUMasbHe po3ropTtaHHsa CYH y xmapHoMy ce-
penoBuii. [lonpu mrpokuit BUGip xMapHHUX npoBaiiepiB Ta cepBiciB (Amazon Web Services, Google Cloud,
Microsoft Azure To1o0), agMinictpaTopam CYH ck/iajHO BUSHa4YMTH, siKka KOHQirypanis pecypciB notpi6Ha aas
iX cucTeMU NPU 3aJjlaHOMY YU CJi KOPUCTYBaviB i akTUBHOCTI. HaginkoBe pe3epByBaHHS pecypcCiB pu3Bee
Jl0 3aiBUX BUTPAT, a HEJOCTATHE — JI0 lIepeBaHTaXeHb 1 300iB y po60Ti cuctemu. basaHcyBaHHS IUX aclleKTiB
€ HeTPUBiaJIbHUM 3aBJlaHHSM, 1110 NOTPeOYE 3acToCyBaHHSA popMabHUX MoJesiel onTuMisaii. Ha cboroaHi
B JIiTepaTypi Maike He NMpeJCTaBJeHO F'OTOBUX pillleHb JJI1 aBTOMAaTHU30BaHOTr0 NJIaHYBaHHSA PO3TrOpTaHHA
CYH-cepgiciB. Y HaykoBux npansx [7, 12] BUAIIAETbCA KiJibKa MEPCIEKTUBHUX MiJXOAIB 0 BUPilIEeHHS i€l
npo6JieMH, sIKi MOXKHA 3rpyIyBaTH 3a IEBHUMU KpUTepiaMu (Tabuns 1).

Tabaung 1
Knacudikanis niaxoais o onTumaabHoro posropradua CYH y xmapi
Kpurepiit .
. Tun migxony KopoTka xapakTepucTHKa
kaacudikanii
3a MmeTO0M EBpuctuusni MeTonu [lIBuzKe, X04a M He 3aBX/J 1 ONTHMaJIbHE pillleHHs, 3aCHOBaHe
onTuMisaunii Ha eMIIipUYHUX NIpaBUJIax
MeTaeBpUCTHYHI aITOPUTMHU BUKOPHUCTOBYIOTb reHETUYHI aIFOPUTMH, AITOPUTMHU POIO
YaCTHHOK /1/11 epEeKTUBHOTO IOIIYKY Y BEJTMKOMY IPOCTOPi
pilieHb
MaTtematuuHi Mogei ontuMizauii | /laloTh TOYHI Ta TEOPETUYHO OGIPYHTOBAHI ONTUMAJbHI
(LIJIIT, LTHJIIT) pilneHHs1, NiAXOAATH AJIs1 3a4a4 CEpeJHbOr0 MaclITaby
3a ctyneHeM Pyunuit mig6ip BasyeTbca BUKJIIOYHO Ha OCBiJi agMiHicCTpaTOpa,
aBTOMaTH3aLii TPYAOMICTKUH i MEHII epEKTUBHUIN
HaniBaBTOMaTH30BaHe PexoMeHy104i CUCTEMU NIPONIOHYIOTh ONITUMaJIbHI
[IJIaHyBaHHSA kKoHirypauii Ha OCHOBI iCTOPUYHHX JJAHUX | TPOTHO3HUX
MozeJsie
[ToBHIicTIO aBTOMaTHU30BaHe JluHaMivyHO pO3N0Ai/IsiE pecypcy, IOBHICTI0 aBTOMATHU3YE
pO3ropTaHHA npoLec ajganTalil 0 3MiH y HaBaHTaXXeHHI
3a piBHeM CraTtuyHi Mogesni [lranyBaHHS pecypciB Ha 0cHOBI pikcOBaHHUX ab0 cepeHIX
BpaxyBaHHA 3HaYeHb aKTUBHOCTI KOPUCTYBayiB
AUHAMIKH JvuHaMiuni Mmogesni BUKOpPHCTOBYIOTb IPOTHO3HI Mozie1i (HanpuKJIal, MalliHHe
HaBaHTAXKEHHA HaBYaHHsA) JJ1s aalTUBHOTO MaclITabyBaHHA PecypCiB

3rizHO HaBeZeHOTO NMOPiBHSAHHS, MOKHA 3POOUTH BUCHOBKH, 1[0 MEPCIIEKTUBHUMH € MiJIX0H, 1[0 MOETHY-
I0Th lepeBaru MaTeMaTUYHUX MOjieJiel i aJanTUBHUX aJITOPUTMIB IPOTrHO3YBaHHS, 103BOJISIOYM 3HAXOAUTHU
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6aslaHC MiXK BapTiCTIO Ta NPOAYKTUBHICTIO. OJHUM 3 TaKHX NE€PCHEKTUBHUX HANPSIMiB € BUKOPHUCTAHHS L{iJI0-
yHceJbHUX JiHiHHUX nporpaMm (ILP-Mozesneit) [7], iki HaZAOTh MOXKJIUBICTE TOYHOTO PO3PaXyHKY ONTHUMaJIb-
Hoi KoHirypanii pecypciB 3 ypaxyBaHHSAM 33/IaHUX 00MeXKeHb, L0 i MJIAHYETHCS Peasti3yBaTH Y MOJAJbIIUX
JOCTiPKEHHSX.

OCHOBHI HeJ0JIiKM Ta BUKJIUKH. Ha ocHOBI NpoBeZieHOr0 aHa/1i3y MOXHA BUOKPEMUTH HU3KY OCHOBHUX
npo6JieM Ta HeJO/IiKiB, IPUTAMaHHUX Cy4acCHUM CHCTeMaM yIpaBJliHHS HaBUaHHSM, 0CO0JIMBO ¥ KOHTEKCTI ix
JyHKI[iOHYBaHHSA B XMapHOMY Cepe/IOBHIL:

- BiACYTHICTb CTaHAApTIB Ta MeTOAUK OLiHIOBaHHA. Hapa3si He icHye 3arajlbHOBU3HaHUX MiAXOAIB AJs
06’eKTUBHOTO NOPiBHAHHSA edpeKkTUBHOCTI pisHKUX CYH Ta BUMiproBaHHS IXHBOTO BIIMBY Ha SIKiCTb HABYaHHSI.
Lle ycknagHio€e BUGip muiatdopmu i orjiHKy pe3ysnbTartiB ii BnpoBamxeHHs [6];

- pisHOMaHITTA Ta cyMicHicTb muardopmM. Bennka kinbkicTb foctynHux CYH (Bix BigkpuTux o Komep-
LiHHUX) NPU3BOAUTH 10 GparMeHTawii: pisHi 3akJ1alu BAUKOPHUCTOBYIOTh Pi3Hi CUCTEMH, L0 CTBOPIOE HGap’epu
Jl1s1 06MiHYy KOHTEHTOM i cisibHUX KypciB. IHTerpanis CYH 3 iHmrMu ocBiTHIMU cepBicamMu (e/1IeKTPOHHUMH
6i0sTioTeKkaMu, peecTpaMHU TOLIO) TAKOXK MOXKe 6y TH MPOoOJIeMHOI0 Yepe3 BiIMiHHOCTI B CTaHZAPTaX;

- TexHi4Ha mifTpuMKa i pecypcu. [sig posropranss ta nifrpuMku CYH notpi6ni kBanidikosasni IT-dpaxis-
i Ta piHaHCOBI pecypcu. Y 6araTbox BuIagKkax (0co6JUBO A1 HEBEJUMKHUX 3aKJ1a/liB OCBITH) CIOCTEPIiraeTbcs
HecTaua pecypciB A1 npyuA6aHHsA | MiATPUMKH Cy4acHUX TEXHOJIOTiH [1], 1[0 NpHU3BOAUTE 40 BUKOPUCTAHHS
3acTapisnx abo o6MexeHUX 32 QYHKIIIOHATIOM CUCTEM;

- 6e3neka Ta KoHQigeHUiHHICTh. Ik 3a3HaYan0Cs, 3aXUCT AAHUX € KDUTUUHUM NMUTAaHHAM. By/ib-sKi Bpas-
suBocti B CYH a6o xmapHi#t iHdpacTpyKTypi MOXKYTb MOCTAaBUTH IiJ] 3arpo3y BeJIMKi 06CATH MepPCOHaNIbHOI
inpopmauii. 3a6e3neyeHHs Kibepbe3neky noTpebye NOCTIHHOTO BAOCKOHA/IeHHs 3ac06iB aBTeHTHIiKallii, aB-
Topu3aryl, mrudpyBaHHA, MOHITOPHUHTY aKTUBHOCTI TO1LO [8];

- MacmTaboBaHiCTh Ta MPOAYKTUBHICTS. [1i yac mikoBUX HaBaHTaXeHb (HANPUKJIAJ], OJHOYACHE MTPOXO/I-
YKEHHS TECTYBaHHS BEJIMKOIO KiJbKicTIO cTyzeHTiB) CYH MoXKe cyTTEBO BTpayaTH LIBUAKOAII0. 3a6e3ne4eHHs
HaJIe’)KHOI MacIITaGo0BaHOCTi BUMAarae peTesbHOro MJaHyBaHHSA iHQPACTPYKTYpH ab0 BUKOPHUCTAHHS aBTO-
MaclTabyBaHHS B XMapi, 10 He 3aBK/IM HaJIalITOBAaHO ONTHMalbHO. Heo6xiiHO BpaxoByBaTH 6aslaHC HaBaH-
Ta>XeHHSI Mi>XK KOMIIOHEHTAMH CHCTeMHU (6a3a JaHUX, CepBep 3aCTOCYHKIB, cepBepH QaiitiB Towio);

- ONTHMMaJibHe PO3TrOpTaHHA cepBiciB. biibwicTh icHylouKnx BnpoBapkeHb CYH y xMapi BUKOHY€ETbCA 3a
COPOLIEHVMH CLieHapifgMu (HampukJaj, po3MileHHs nisoro cepBepy CYH Ha ofHi# BipTyasnpHilA MauuHi).
Takui nifgxif He BUKOPUCTOBYE NOBHOIO MipOI0 MepeBar XMapHoI apxiTeKTypu. OnTHUMaJbHe PO3NOAiJeHHA
okpeMux cepBiciB CYH (Moaynb TecTyBaHHS, MoAy/nb GOPYMiB, CXOBUILE KOHTEHTY TOIL0) Mi>K Pi3HUMHU pecyp-
caMHy MOIJIO 6 MiABHULIMTH CTiHKICTh Ta eQeKTUBHICTb CHCTEMH, aJie Lie 3aBJJaHHs NOTpebye pilleHHs 3a/adi
ontuMizaril. lle sBJsI€ CO6010 HAYKOBO-TEXHIYHUN BUKJIMK, SKUH J1OCi MaJI0 BUCBIT/IEHUH Y JiTepaTypi Ta Ha-
pasi BiICYyTHI iHCTpyMeHTH, 1110 aBTOMAaTU4YHO NiZKa3yloTh, K Kpalie po3ropHyTy CYH y xmapi 3 ypaxyBaH-
HSM MHOXWHU 00MeXeHb (BapTiCTh, KiJIbKiCTb KOPUCTYBaYiB, reorpadis, HaaiHicTh). Busiyiena nporaavnHa
MiATBEPAKYE HEOOXIAHICTD AOC/iP)KeHHS METO/[iB ONMTHUMi3allil, CHPOMOXXHUX BUPIIIUTH LI 33/1a4y.

BHCHOBKM 3 JaHOTO J0C/JIiJKEeHHS | IepCneKTUBH NOAaAbIIUX AOCAiAKeHb. Cy4acHi CUCTEMU yrpaB-
JIIHHA HaBYaHHAM y NOEAHAHHI 3 XMapHUMU TEXHOJIOTIIMU BiIKPUBAKOTbh HOBI MOXXJIMBOCTI JJi OpraHisanil
OCBITHBOTO NIPOLECY — Bifj THY4YKOTO JOCTYILY IO HAaB4Ya/JIbHUX PeCYPCiB [0 lepcoHasi3aLil HaBYaHHA Ta aHa/Ii3y
JaHUX Npo ycnimHicTe. [[poBeseHMM OIJIsiL TOKa3aB, 10 3a ocTaHHI poku puHoK CYH cyTT€EBO 3pic, a TexHOJ10-
rivHi pilleHHA eBOJIIOLi0OHYBa/IM B HANPSAMi XMapHUX CepBiciB i MikpocepBicHOI apxiTekTypu. CYH Ha KmitaaT
Moodle, Canvas, Google Classroom Ta iHIIMX cTa/JX 3BUYHUM {HCTPYMEHTOM B YHiBepcUTETaxX i KOMIaHifAX, a ix
BUKOPHCTAaHHS HAOYJ/IO CTPATETiYHOI0 XapaKTepy /s 3abe3nedyeHHs 6e31epepBHOI OCBiTH, 0COBJINBO y KpH-
30BUX cHUTYyalLisx. PazoM i3 TuM, BupoBamkenHss CYH cynpoBoKyeThCSI HU3KOIO NMPOGJIEM: Bii METOAUIHUX
(ax epexkTHUBHO iHTerpyBaTu miaaTdopmy B OCBiTHIHM mporiec) 0 TexHIYHUX (K 3a6e3nednTH il HafilHY Ta
MacmTaboBaHy po6oTy). OJHUM 3 HaWBaXKJUBILIMX NPAKTUYHUX 3aBJaHb € oNTHUMi3alis po3roptanHs CYH
y XMapHOMY CepeJIOBHILi 3 METOI0 MiABULIeHHS ePpeKTUBHOCTI BUKOPUCTAHHS PecypciB i 3HM)KEHHS BUTpaT.
[Toku 110 1e 3aBAAaHHS BUPILIYETHCS NMEPEBAKHO BPYYHY ab0 eMIipHUYHO, 110 3a/MIIAE MPOCTIp JJis MOKpa-
eHb. [lepcnekTHBOI0 NOJaNbIINX AOCIiPKEHDb € po3pobJieHHs1 popMaizoBaHOl MoJesli Ta iHCTpyMeHTa b-
HHX 3aC00iB /i1 ONTUMAJIBHOTO po3no/iny koMnoHeHTiB CYH Ha xmapHil iHdpacTpykTypi. 3anpornoHoBaHO
30cepeAUTHCS Ha O6GYA0BI MoJedi IjiyiouncoBoro JiHiiHOro nporpamyBanHs (ILP), ska Bpaxye napameTpu
MPOAYKTHUBHOCTI cepBiciB, BUMOru 10 HaAilHOCTI, 06MeKeHHSI BAPTOCTi XMapHUX pecypciB Ta iHIIi KpuTepii.
Taka ILP-Mozenb 103BOJIMTh aBTOMAaTUYHO 3HAXOUTH HalKpallMi BapiaHT po3ropTaHHs — 30KpeMa, BU3Ha-
YUTH, CKIJIbKH i AKUX BipTyaJIbHUX MaIIWH a60 KOHTEWHEPIB MOTPiOHO, IK PO3MOAIINTH MiXK HUMU QyHKIIiO-
HanbHi Mogyi CYH, mo6 npu MiHiMa/IbHUX BUTpaTax 3a6e3neuynTy 3aZlaHUH piBeHb IKOCTi 06C/IyroOByBaHHS
KopucTyBauiB. Peasizanis faHoro nmiagxoay cnpusTHMe BUpIlIEHHIO 03ByYEeHHUX Y CTATTi NpobJieM i cTaHe Ha-
CTYMTHUM KPOKOM Y PO3BUTKY €PEeKTUBHUX XMapPOOPiEHTOBAHUX CUCTEM YIpPaBJIiHHA HAaBYaHHSM.
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KOHTPAKTHO-OPIEHTOBAHE MO/IEJIIOBAHHA MIKPOCEPBICHOI APXITEKTYPH
BHUCOKOHABAHTAYKEHUX CUCTEM Y UML-IIOAIBHOMY CEPEJOBHIII

Anomayis. Memoio 0ocaidxHceHHs € po3pobaeHHs ma 06T PYHMY8AHHs Memody KOHMpPAaKmMHo-opieHmMos8aHo20 Mode-
JI0B8AHHSA MIKpocepsicHOI apximeKmypu 8UCOKOHA8AHMANCEHUX NPO2PAMHUX cucmeM y cneyianizogaHomy UML-nodi6Homy
geb-cepedosuwyi. 3anponoHogaHuli nidxid noeGHYe nepesazu 8i3yasbHO20 NPOEKMYBAHHSI Ma opmaabHOI cneyugikayii iH-
mepdeticie: [SON-dpazmenmu koHmpakmie iHmezpyomucsi 6e3anocepedHbo y CMpiku, Wo 8ido6paxcarms 83aEMo0it0 KOM-
noHenmie Ha diazpamax. Lje 3a6e3neyye panHto, 00HO3HA4HY U MawuHHO-yumaHy gikcayiro API-y200, miHimi3ye po3pue midxic
duzaliHepcbKkoio Modea10 ma peaizayiero cepsicis i 3HUNCYe sumpamu Ha cynpogid dokymeHmauii.

Memousozis. Memod sksiouae asnzopumm agmomamuyHo20 nepemeopeHHs 86ydosaHux JSON-koHmpakmie y cneyudi-
kayii OpenAPI v3, siki dani Moxcymb sukopucmogysamucsl 04151 2eHepayii cepgepHUX «3a2/1yWOK», KAleHMCcbKux 6i6.1iomexk,
iHmezpayiiinux mecmie a6o 0413 HairawmysaHHs wito3ie APIL. Peasnizosano npomomun cepedosuwa Ha cmeky TypeScript +
Node.js, wo noednye Canvas/WebGL-pendepuHnez diazpam i3 cepgeprum modyaem zenepayii OpenAPI. [IposedeHo ekchepumeH-
masbHe OYiHI8AHHS HA MPbOX penpe3eHmamueHux cyeHapisax (kamasoz moseapis, cepgic 3amMoe/1eHb, cepgic naamescia), y
SKUX NOpIieHI08aIU 3anponoHosaHull nidxio i3 kaacuunum UML-npoyecom, ujo He oxonaroe konmpakmu. Pesyibmamu noka-
3a/1U CKOPOUEHHS cepedHb020 Yacy y3200xceHHs1 APl mixc komaHdamu Ha 28 %, 3meHWweHHS Kiaibkocmi degpekmis iHmezpayii
Ha 33 % ma nokpauwjeHHs1 IHOeKcy nokpummsi dokyMeHmayieto Ha 22 %.

Haykoea Hosu3Ha. Oco6.1ug0t0 nepesazoro po3po6aeH020 IHCMmpyMeHmy € NidmpuMKa «xcugoi» dokymeHmayii: KoxcHa
3MiHa y diazpami mummeso 8i06UBAEMbCsl 8 OHOBIEHOMY KOHMPAKMI, W0 2apAHMYE CUHXPOHHICMb Midc MOJean0 ma 8uxio-
HuM KodoM cepeicie ynpodosaic ycbozo scummesozo yukay [13. [lepcnekmuesu nodarbwux 00cAidxceHb 8KA0HAIOMb iHMez2pa-
yito cepedosuwja 3 cucmemamu mpacy8aHHs BUKOHAHHA KOHMPAKMIB y pexcuMi peasbHo20 4acy, po3wupeHHs nidmpumku
ACUHXPOHHUX Npomokoig (AsyncAPI) ma po3po6Ky mempuk oyiHBAHHS CKAAOHOCMI KOHMPAKMHUX 3a/1excHocmell y Macu-
mabax kopnopamugHozo nopmdbes cepsicie.

BucHoeKku. 3anponoHosaHuli Memod KOHMPAKMHO-0PIEHMO8AH020 MOdento8aHHs1 y UML-nodi6Homy cepedosuwi nid-
meepdus ce010 ehekmusHicmb 0151 BUCOKOHABAHMAMNCEHUX MIKpOocepsicHUX cucmem. AsmomamuyHa zeHepayist OpenAPI ma
niompumka «xcugoi» dokymeumayii ckopouyromsw uac y3200xceHHs1 API, smeHuytome depekmu inmezpayii ma nidsuwyromos
nokpummst dokymeHmayii. [Hcmpymenm 3a6e3neqye 6eanepepeHty y3200HceHiCMb Midc apXimekmypHOK M0JeAN0 MAd KOOOM
cepsicis, wo nidsuujye skicmo I13 i cnpowye liozo egor0yito ma cynposio.

Knawuosi cnosa: koHmpakm-opienmosaHe Modento8aHHs, iHgopmayiliHa cucmema, MikpocepsicHa apximekmypa,
OpenAPI, UML-nodi6He cepedosuuyje, sucokoHasaumabiceHi cucmemu, JSON Schema, Swagger.

Borys PANASIUK, Natalia BABIUK. CONTRACT-ORIENTED MODELLING OF MICROSERVICE ARCHITECTURE
FOR HIGH-LOAD SYSTEMS IN A UML-LIKE ENVIRONMENT

Abstract. The study aims to develop and substantiate a contract-oriented modelling method for the microservice
architecture of high-load software systems within a specialised UML-like web environment. The proposed approach merges the
advantages of visual design and formal interface specification: JSON contract fragments are embedded directly into the arrows
representing component interactions on the diagrams. This provides an early, unambiguous and machine-readable fixation
of API agreements, minimises the gap between the design model and service implementation, and reduces documentation-
maintenance costs.

Methodology. The method includes an algorithm that automatically converts the embedded JSON contracts into
OpenAPI v3 specifications, which can then be used to generate server stubs, client libraries, integration tests or configure API
gateways. A prototype of the environment was implemented with a TypeScript + Node.js stack, combining Canvas/WebGL
diagram rendering with a server-side OpenAPI generator. Experimental evaluation on three representative scenarios (product
catalogue, order service, payment service) compared the proposed approach with a classical UML-based process that lacks
contracts. The results demonstrated a 28 % reduction in average API alignment time, a 33 % decrease in integration defects
and a 22 % improvement in documentation coverage.
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Scientific novelty. A distinctive advantage of the tool is its support for «living» documentation: any change in the diagram
is instantly mirrored in the updated contract, ensuring synchronisation between the model and service source code throughout
the software life-cycle. Future research will focus on integrating the environment with real-time contract-tracing systems,
extending support for asynchronous protocols (AsyncAPI) and developing metrics for assessing the complexity of contract
dependencies across an enterprise-scale service portfolio.

Conclusions. The proposed contract-oriented modelling method within a UML-like environment has proven effective for
high-load microservice systems. Automatic OpenAPI generation and live documentation support shorten API alignment time,
reduce integration defects and increase documentation coverage. The tool maintains continuous consistency between the
architectural model and service code, thereby enhancing software quality and simplifying its evolution and maintenance.

Key words: contract-oriented modelling, microservice architecture, high-load systems, UML-like environment, OpenAP],
JSON Schema, Swagger.

Beryn. CydacHi BUCOKOHaBaHTaXKeHi MporpaMHi CUCTeMU Jefiai yacTille peasi3yloTbcs Ha 6a3i Mikpo-
cepBicHOI apxiTekTypu. lle 06yMOBJ/IeHO 34aTHICTIO TaKOro MiAXoAy 3a6e3MeYuTu BUCOKY THYUYKiCTb, Macl-
TabOBaHICTb Ta CTIMKICTb 10 3601B. OlHAaK NPOEKTYBAaHHA [JUX CUCTEM € CKJIaJIHUM 3aBJJaHHSAM, sIKe NOTpebye
IHTerpoBaHuXx MiAXOAIB /Il ONUCY B3aEMOZAIl MK KOMIIOHeHTaMHU. HasgBHICTb 3Ha4YHOI KiJIbKOCTI B3aEMo3a-
JIEXKHUX CepBICiB, IKi aKTUBHO KOMYHIKYIOTb Mi>K C06010, NOPO/KY€E CKaAafgHouli y cnenudikanii iHTepdeiicis,
JokyMeHTyBaHHI APl Ta nepeBipLi IXHbOI KOPEKTHOCTI 1lle Ha eTalnax IpoeKTyBaHHS.

Y 11bOMy KOHTEKCTi 0C06JIMBOI aKTyaJIbHOCTI Ha6yBa€ KOHTPAKTHO-OpPiEHTOBaHe MO/e/II0BaHHH, 1110 J03-
BOJISIE OJHOYACHO Bi3yasizyBaTH i GopMasbHO ONMUCYBAaTU B3aEMO/il KOMINOHEHTIB. BUKOpUCTaHHA TaKoro
niXoy A€ 3MOTY HA PaHHIX eTanax NPOeKTyBaHHSA 3HAaYHO 3HU3UTH PU3UKH, [10B’I3aHi 3 NOMUJIKaMU B OIU-
ci iHTepdeliciB, a TaKOX CKOPOTUTH Yac Ha peasnizanito i jokyMeHTyBaHHs APL. Came ToMy po3po6bka iHTerpo-
BaHux UML-nogi6HUX cepefoBuly, siKi 6 noeAHyBaau rpadiyHi Ta popmaibHi MeToau cnenudikanii B3aemo-
Jill Mixk cepBicaMHy, € akTyaJIbHUM i 3aTpeb6yBaHUM HalpsIMKOM J0CIi[KeHb Y raiysi mporpaMHoi iHxeHepii.

MeTo0 CTATTi € po3po6Ka Ta OOI'PyHTYBaHHA MeTOJLYy KOHTPAKTHO-OPiEHTOBAHOTO MOJe/I0BaHHA Mi-
KpocepBicHOI apxiTeKTypu BUCOKOHAaBaHTaXKeHUX NporpaMHux cucteM y UML-noni6HOMy cepemoBuILi 3 miA-
TPUMKOI0 aBTOMaTU4HOI re”epanii OpenAPI-KoHTpaKTiB.

IloctaHoBKa npo6sieMH. Ha choroaHiuHiil geHb 6inbwicTh k1aciuHuX UML-iHCTpYMeHTIB, TakKuX siK
Enterprise Architect, StarUML a6o Visual Paradigm, xoua i 3a6e3neuyioTb rpadiuHy Bizyasisalilo apxiTek-
TYpPHUX pillleHb, OJJHAK He J03BOJIAIOTh HANpAMYy iHTerpyBaTH ¢opMa/bHi KOHTPAKTHU B3aEMOAII B mporec
CTBOpeHHA AiarpaM. lle npyu3BoAUTH [0 pO3pPUBY MiX eTanlaMy IIpOeKTyBaHHA Ta iMimieMeHTauii API, a Ta-
KOX YCKJIaZ|HIOE 3abe3MevyeHHs] aKTyaJbHOCTI JOKyMeHTalii Ta cneuudikanii cepsiciB. ¥ pe3yabTaTi pos-
POOGHUKM 3MyLIeHi BUTpayaTH 3HAa4YHI pecypcy Ha py4Hy HNiTPUMKY aKTya/IbHOCTI cieljudikaliii, a TOMUJIKHU
B y3ro/pKeHHI iHTepdeliciB YacTo BUABJAATBCA Ha Ni3HIX eTanax, 1[0 NPU3BOJAUTD 10 CyTTEBUX BTPAT 4acy
Ta KOLUTIB.

TakuM YMHOM, iCHy€ oueBHUAHA TOTPeba B po3po61ii HOBUX METO/IB i cepe/oBULL NPOEKTYBaHHS, sIKi J03BO-
Jis114 6 Bi3yaJIbHO Ta GOpMa/IbHO iHTerpyBaTH KOHTPAKTH B3a€MO/iI MiXk KOMIIOHEHTaMH BUCOKOHABaHTaXe-
HUX MIKpOCEpBICHUX CUCTEM BXKe Ha eTalax MoJe/loBaHHs. BupimeHHsa niel npo6eMu 03BOJUTb CYTTEBO
CKOPOTUTH LIUKJI pO3POOKH Ta 3HU3UTH KiJIbKiCTh IOMUJIOK iHTerparil.

AHani3 octaHHiX gocaigxkeHb. CydyacHi IpakKTUKU MPOEKTYBaHHSA MiKpocepBiciB fefai 6isblie cnupa-
I0ThCS1 HA KOHTPAKTHO-OPiEHTOBAHUH MiAXiJ, y IKOMY 4iTKO BU3HaueHi iHTepdeiicu cepiciB (API-koHTpak-
TH) BiZlirpaloTh LeHTpaJbHy poJib. Ines Contract-First Design nepep6adyae onvuc KOHTPAKTY He3aJIeXKHO Bif
peanisauii, 1o 3anobirae TicHOMy 3B’s13yBaHHIO cepBiciB i noJjiermye ix eBoJonito. Cnenudikauii Ha KUITaAT
OpenAPI ctanu crangapToMm Je-pakTo y 1iil ranysi.

Y pocaipxenHsax Rademacher et al. 3anponoHoBaHo MoJie/IbHO-OPiEHTOBAHUM NiAXif 10 MikpocepBicHOL
apxiTekTypy, Ae API-KOHTpaKTU BUCTYNAIOTb OCHOBOIO [IJIl CTBOPEHHSI cepBicHOI MogeJii. [HcTpyMeHTapii
LEMMA, HanpukJag, 103BoJsi€ iMnoptyBaTy OpenAPI-goKyMeHTH Ta aBTOMaTU4YHO reHepyBaTH MoJeJli cep-
BiciB i ;oMeHHUX 06’€KTiB. Lle cripusie y3roAKeHOoCTi MiX apxiTeKTYpHUM JU3alHOM i peaJsii3alli€lo CUCTEMHU.

Swagger (OpenAPI) Bce yacTillle iHTerpyeTbCA B MOJle/IIOBaHHSA sIK HAYKOBUMH, TaK i IPUKIaJHUMU 3aC0-
6aMu. 30KpeMa, IPOEKTH TUNY Specmatic i Pact 103BOIAIOTb TPAaKTyBaTH KOHTPAKT sIK BUKOHYBAaHUH TeCT, 1110
Jla€ 3MOT'y paHHbOI IlepeBipKU CYMiCHOCTI MiX cepBicaMHU Lie [0 eTaly iHTerpauiiHOro TecTyBaHHs. TakuM
YHMHOM, KOHTPAKT CTa€ He JIMlIe JJOKyMeHTalilHUM, ajle ¥ MOBeJiIHKOBUM apTe(paKTOM CUCTEMHU.

UML sanuimaeTbca NOMUPEHUM 3aC060M MOJe/II0BaHHS, OFHAK y KJACUYHOMY BUIJIAJI MaE 0OMeXeHHs
y KOHTEKCTi MiKkpocepBicHoI apxiTekTypu. ToMy foCIifIHUKH pO3po6SAI0Th ciielianizoBaHi npodini UML, Ha-
NpUKIaJ AJ5 11ab/10HIB 06MiHy noBigomMaeHHsaMH (Saga, Pub/Sub Toio), a6o cTBOpIOIOTH HOBi BUCOKOpiBHE-
Bi MozeJii Ha KiuTaaT C4.

[TopiBHAIbHUI aHaJi3 iIHCTPYMEHTIB MoZie/il0BaHHS MOKa3ye, o Enterprise Architect i Visual Paradigm
MaloTb Haumupmy nigTpuMky UML 2.X, Bk/atoyHO 3 SoaML Ta MOXJ/IUBICTIO 3BOpOTHOI iHxkeHepil. StarUML
€ TMONYJSIPHUM CepeJi JIeTKOBAaroBUX pillleHb 3 pO3IIUpPeHHAMH, ToAi K PlantUML nigTpuMye KoHLemIito
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«Jliarpam siK Koz i 3py4Huit g interparii 3 CI/CD. Swagger Editor, y cBoto uepry, GokycyeTbcs Ha popmasib-
Homy onmci REST API # inTerpyetbcs y nponec API-first npoektTyBaHHs.

[cCHYI0OTb TaKOX iHCTPYMEHTH ABOCTOPOHHBOTO nepeTBopeHHs Mi>k UML Ta OpenAP], Taki sik WAPIm], mo
JI03BOJIIIOTh TpaHchopMyBaTH Aiarpamu kjaciB y JSON Schema ta Hazaza. Lle cipusie cymicHOCTiI Mixk apXiTek-
TYPHOIO MOJIeJUTIO Ta crienudikaliero Be6-cepBiciB.

KoHTpakTHO-OpieHTOBaHMH MiAXif /0 NIpoeKTyBaHHs MiKpocepBicHOI apXiTeKTypu mnepezbadae, o iH-
Tepdeiicu cepsiciB (API) Bu3HauawThcs Ta GiKCyOThCA y BUIVISAAI KOHTPAKTIB HA PaHHIX eTanax po3poOKH.
Takuii KOHTPAKT ONMUCYE CTPYKTYPY Be6-cepBicy — JOCTYNHI eHANOIHTH, popMaT 3anuTiB/BifnoBigeH, Mozeni
JlaHUX i TPOTOKOJIN B3aEMO/Iii. BUCOKOHaBaHTa)KeHi CUCTeMH, TOOYAOBaHI Ha 0CHOBI MiKpocepBiciB, moTpeoy-
I0Th 4iTKO BU3HAYEHUX KOHTPAKTIB, a/Ke Iie CIPOLIyE KOOPAUHAL{I0 He3a/IeKHUX KOMaH/, pO3pO6HHUKIB, 3a-
6e3nedye CyMiCHICTb cepBiciB mpu MaciiTabyBaHHI Ta J03BOJISIE YHUKHYTH iHTerpaniiHux nomuaok. KoHtp-
aKT CJYKUTb CBOEPIAHUM «YTro/i010» MK PO3pOOGHMKAMU CepBiCy i HOro cnoXXMBavyaMu, ONMKUCYIOYH 110 CaMe
HaJla€ CepBicC i 9K 3 HUM B3a€EMOJIATH.

Crangaptu onucy API: OpenAPI ta Swagger. Haii6isibi nmomupeHuM ¢opmarom ans cnepudikamii
REST API-kouTpakTiB crorogHi € OpenAPI Specification (OAS). Lle#t BigkpuTuii ctanaapt (paniue BijoMui
sIK Swagger) n03BoJisie GOpMaIbHO ONKCyBaTHu Be6-API He3aseXHO BiJi MOB mporpaMyBaHHS 4M peastizarnil
[8]. Buepiue po3pobsenuit y 2010 poui, popmaTt Swagger 6yB nepeaanuii koHcopuiymy OpenAPI Initiative
3a/iJ1s MOT0 MOAAIBLIOr0 PO3BUTKY SIK rajsy3eBoro craHgapty. CtaHoM Ha cboroziHi OpenAPI ctaB ge-dakTo
CTaHAAPTOM JJisi IPOeKTyBaHHsA Ta JjokyMeHTyBaHHA RESTful APl i migTpuMyeThcs TucssyamMu oprasisanii Ta
PO3pOOHUKIB 110 BchoMy cBiTy [8]. Cnenudikanis OpenAPI (Hanpukiaz, Bepcii 3.0 a6o 3.1) onucye Bci acnek-
T HTTP-cepBicy: goctymnni pecypcu (uisixu URL), metogu 3anutiB (GET, POST Towo), CTPYKTYypH 3anUTiB
i BigmoBizme# (tina B popmari JSON/YAML, koau crartyciB), Mmogesi faHux (cxeMu 06’€KTiB) Ta HaBiTh AeTaui
6e3neku (MeTogu aBTeHTHdiKalil). Swagger HUHI BUCTYNa€E K Habip iHCTpyMeHTIB fy1s po6oTu 3 OpenAPI:
30KpeMa, pegakTop Swagger Editor i BisyanizaTop Swagger Ul 3a6e3mneuyoTs 3py4yHe CTBOPEHHS, IEPeBipKy
Ta npe3eHTalito API-koHTpakTiB Ha ocHOBi OpenAPl [7]. Takum yuHoM, OpenAPl/Swagger HajaOTh yHiBep-
CaJIbHYy MOBY [IJIfl OITMCY KOHTPAKTIB MiKpOCEPBICiB, AKa JIETKO YATAETHCA AK JIOAbMH, TaK i MallMHAMY, 110
BaXKJIMBO [IJIs1 aBTOMAaTH3aLii ¥ BUCOKOHaBaHTAXKEHUX CUCTEMAX.

Design-first vs Code-first. KoHTpakTHO-OpiEHTOBaHE MOJE/IOBAaHHS TiCHO MOB’si3a”e 3 migxogom API
design-first, Kooy crioyaTKy po3pobJisseThbes cnenudikaris cepsicy (Horo KOHTPaKT), i JiMIIe MOTIM NUILETHCSA
Ko/, peasizauii. Lle mpotunexHicTb code-first migxony, e API-KOHTpaKT reHepyeThcs 3 roToBOro Koay. Design-
first 3a6e3neyye Kpalue MJaHyBaHHs B3aEMO/ii cepBiciB: KOHTPAKT CJIYTy€E OCHOBOIO JIJIs1 y3TO/PKEHHS MiX KO-
MaH/]JaMH e 10 HanKMCcaHHs Koay. [HcTpyMeHTH Ha 3pa3ok OpenAPI Generator a6o Swagger Codegen 103B0JIs-
I0Th Ha OCHOBI KOHTPAKTy TreHepyBaTH mabJoHu cepBepHOTO Koy (REST-koHTpOIepH, Moaei, iHTepdericu)
JUISl pi3HUX MOB IporpaMyBaHHA - Java, Python, Node.js Toujo. Hanpukiaag, y cepenosuii Node.js icHyoTb
¢dperiMBopkHy, 1o NiATpUMYIOTh iMnopT OpenAPI-cnenudikaniit A1 aBTOMaTUYHOI MO6Y0BU MapIUpPyTH-
3aropiB i Basigauii ganux 3anuTiB [2]. 3aBASKY I[bOMY HaBiTh BUCOKOHABaHTaXKeHi cepBicH, po3pobJieHi Ha
Node.js, MOy Tb IIBHU/IKO PO3ropPTATUCS Ta MACIITA0yBAaTHUCS, MalOYX Hanepe,| BU3HAYeHi KoHTpakTH APL.

UML-npodini g5 Be6-cepBgiciB Ta inTerpanis 3 OpenAPI. Unified Modeling Language (UML) Tpaauniiino
3aCTOCOBYETHCS /JIs1 Bi3yaJIbHOT'O MOZIE/TIOBAHHS POrPaMHHUX CUCTEM Ha eTani npoekTyBaHHA. OHAK K1acuy-
Huit UML He MicTuTh BOy0BaHuX esieMeHTiB s onucy RESTful API a6o cienudiunux fetaneit Be6-cepBici.
st po3umpeHHs BupasHux MoxuBocted UML BukopuctoByeThbcst MexaHisM UML-nipodini. UML-npodinb -
Ile creljiaJibHe po3UIMpeHHs (Habip CTepeoTHIiB, TETOBaHUX 3HaYeHb TA 0OMeXXeHb), 10 103BOJISIE BBOJUTH
HOBi JIOMEHHI MOHATTS Ha 6a3i crangapTHUx UML-giarpam [3]. 3okpema, a1 MozenoBaHHsA Be6-API Gynu
crBopeHi mpodini UML, ski foxatoTs Taki moHaTTs, Ak pecypc REST, meTox HTTP, cxema jaHuX TOI1I10.

[lpuknaagom € iHcTpymenTapii WAPIml (Web API modeling infrastructure) - pimeHHs, mo noegHye
OpenAPI Ta UML-mogesntoBanHs [1]. WAPImI peanizye UML-npodine OpenAPI, skuii no3Bossie iMmnoprtysa-
T OpenAPI-cnienudikanito y Burnsgi UML-giarpam i HaBmaku - reHepyBaTu cnenudikaniro 3 UML-mMogei.
[To cyTti, WAPImI 3a6e3neuye round-trip iH>xeHepiro JJis1 KOHTPAKTiB: po3po6HUK Moxke B UML-cepesoBuii
(mampukiag, Eclipse Papyrus) BidyasibHO pefiaryBaTu Kjac-Ziarpamy, 1o BiZnosigawoTs ctpykTypam API (cxe-
Mam JSON, pecypcam, napameTpam), a NOTiM aBTOMaTHYHO OTPUMATH aKTyasizoBaHud OpenAPIl-moxkymeHT
[1]. Le nae 3Mory iHTerpyBaTH ONKC KOHTPAKTIB y IPOLieC MOZEJII0BAHHS CUCTEMU: apXiTEKTOPU MOXKYTh Ipa-
L[I0OBAaTHU B 3HalloMoMy BizyasnbHoMy UML-cepefoBuiLi, 36araueHoMy mpodiseM Jis Be6-cepBiciB, i mpu 1p0-
My MaTH CHHXpOHi3o0BaHy cnenudikanito API. [Toxi6Hi UML-npodini 6ysin 3anponoHoBaHi TakoX A/ iHIIUX
cTraHapTiB, Hanpukiaa OData a6o AsyncAPI, 3 MeTOw BK/IIOYEHHS iXHIX HOHATh y MO/JIeJIb HA PaHHIX CTaiisIx
PO3POOKH.

IHcTpyMeHTa/IbHA miaTpUMKA. CydacHi 3acobu Mojes0BaHHS MiJTPUMYIOTh KOHTPAaKTHO-OpPi€HTOBA-
HUH migxia 4yepe3 posmupeHHs abo muaridu. Tak, Bizomi CASE-3aco6u StarUML [6] Ta Visual Paradigm [9]
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Jl03BOJISIIOTh JJU3alHUTH Beb-cepBicu y Burisji aiarpam. Visual Paradigm, 3okpema, MicTUTh migTpUMKy
mogentoBaHHa REST-pecypciB: Ha UML-aiarpami k/aciB MoXxkHa BU3Ha4aTH peCypcH 3 MeTOJlaMH, 3alluTaMu
i BigmoBigaMu, a moTtiM reHepyBaTu 3 mozesi API-gokymeHTanito a6o cepepHi ma6soHu. StarUML Ta iHmi
UML-nozi6Hi pefakTopH NiATPUMYIOTh NiZIK/II0YeHHS CTOPOHHIX mpodiniB i ckpunTiB - HanpuKIIaz, po3po6-
HUKHU MOXKYTb MiJKJI0YUTH npodisb OpenAPl a6o BUKOpHUCTATHU CKPUNTHU [JIsI €eKCIOPTY MoJjesi B dopMar
Swagger. Takum unHoM, UML-nioii6He cepenoBUIe /i1 KOHTPAKTHO-OPiEHTOBAHOI'0 MOJIEJIOBAHHS — Iie
3BUYHUH pefaKTop Aiarpam, JONOBHEHHUH Cllellia/li30BaHUMH eJleMeHTaMHU AJisl ONHUCY MiKpOoCcepBiciB Ta IXHIix
API. BiH cnipusie ToMy, 110 cUCTeMa NPOEKTYETbCA 3 ypaxyBaHHAM IHTerpalniiHUX KOHTPaKTIB: Ha AiarpaMax
KOMIIOHEHTIB IBHO ITOKAa3aHO, IKi CepBiCH B3aEMO/IiI0Th Yyepe3 sIKi inTepdeiicy, a Ha AiarpaMax KJiaciB feTallb-
HO OMMCAHO CTPYKTYpPy MOBiZJOMJIEHb Ta JAHUX 3TiZIHO 3 KOHTPAKTOM.

MojenbHO-0pieHTOBaHI pieHHs A MSA: npoekt LEMMA. /I)11 KOMIIJIEKCHOT'O MOZeJII0BaHHSA MiKpoO-
cepBicHOI apxXiTeKTypH BUKOPUCTOBYEThCA Nifxig Model-Driven Engineering (MDE) - no6yznoBa ¢popmManbHUX
MoJiesiel CUCTEMHM 3 T0/aJIbILIOI0 reHepalieto koay Ta apredakTiB. OgHUM i3 HariHOBimMX MDE-pimens aus
MikpocepgiciB € npoekt LEMMA (Language Ecosystem for Modeling Microservice Architecture) [4]. LEMMA
NIPOINOHYE LiJly eKOCUCTEMY MOB MOJEJIBaHHs, L0 OXOIUIIIOTh Pi3HI acleKTH MIKpOCepBiCHOI apXiTeKTy-
pH: JOMEHHY MOJeJib AaHuX, Mojieni cepBiciB (API-koHTpakTH), MoZesi po3ropTaHHs, TEXHOJIOT{4HI Mozei
Towo [4]. 3aBAsku MoAyabHOCTI MOB LEMMA f03BoJIsiE onMcaTH KOHTPAKT CEPBICY SIK LleHTPaJbHUHA KOM-
MIOHEHT KOXXHOI'0 MiKpocepBicy, a TakoX 3B’i3aTH HOro 3 MoJieJsMHU JaHuX i iHpacTpyKTypHu. 30KpeMa,
LEMMA niaTpumMye iMmnopt Ta excnopt crnenudikaniid OpenAPl: icHy10Tb nepeTBOpeHHsI MO/ie/1b-/10-MOJ e,
aki reHepyoTb 3 OpenAPI-¢daitniB BignoBigHI MogebHI esleMeHTH (CXeMH JaHUX [epEeTBOPIOIOTHCS Ha eJie-
MEHTH ZJOMeHHOI Mo/ieJ1i, a BUSHA4YeHi pecypcu Ta oneparii - Ha Mojiesib cepBicy) [4]. Y 3BopoTHOMY HanpsM-
ky LEMMA Moxe Ha OCHOBI CBOiX Mo/iesiell 3reHepyBaTH NPOrpaMHUM KO/ cepBiciB, a TakoX apTedakTu A
posroprtanHs. Takum ynHoM, LEMMA peasnizye npuHLUI KOHTPAKT SIK eHTpaibHUH apTedakxT: onuc API Bu-
KOPHUCTOBYETBCH fK JpKepeJsio [Jid ofiepaHHA IHIIMX YaCTUH CUCTEMHU — KapKacy cepBicy, kaieHTcbkux SDK,
nokyMmeHTanii. [lopiBHAHHSA 3 CYMiPXXKHUMU HixoAaMu nokasaso, o LEMMA Bupi3HA€ThCA THYUYKiCTIO (MOXKHA
pPO3LIMPIOBATH MOBY MOZIE/II0BAaHHS Nif| BJIacHi MOTpe6H) Ta HAssBHICTIO MOTY>KHUX MeXaHi3MiB reHepauii kogy
i aHas1izy Mozesiel, 1110 0COGJIMBO BaXKJ/IUBO [IJ151 IPOMHUCJI0BUX BUCOKOHABAaHTAKEHUX 3aCTOCYBaHb [4].

BapTo 3a3HayuTH, 110 MOJEJbHO-OPIEHTOBAHE MOJEIIOBAaHHSA MiKpOCEpBIiCiB NMPOAOBXKYE PO3BUBATUCH.
KpiMm LEMMA, pocnigauku npononyioTs UML-npodini a1 foMeHHO-OpiEHTOBAHOrO MPOEKTyBaHHS MSA,
cnenianbHi DSL-MoBU Ta dpeliMBOpKH reHepaliii, AKi CIpoLy0Th PO3p06KY po3nojiieHux cucteM. Yci ui pi-
LIeHH MaloTh CIIJIBHY iZjel0: ABHE MOJe/II0BaHHA KOHTPAKTIB Z0IIOMara€ OTpUMAaTH LiJiCHe yABJIEHHS PO
apxiTeKTypy i NiABUIIYE AKICTb CUCTEMH 3a PaXyYHOK aBTOMATUYHOI [TIepeBipKU y3roJpKeHOCTI MiX cepBicaMHu.

KoHTpaKTHO-Opi€eHTOBaHa po3po6Ka i TecTyBaHHs. [licjig Toro, Ik KOHTPAKT cepBicy BU3HA4YEHO i 3a-
JIOKYMEHTOBAHO, Ba>K/IMBO 3a0€3Me4YUTH WOro JOTPUMaHHS MiJf 4ac po3po6kH i eBoswonii cucremu. Tyt Ha
JIOTIOMOTY NPUXOAATH Tigxoau Contract-Driven Development i Consumer-Driven Contracts. Ix cyTb y Tomy,
o 6yAb-AKi 3MiHM KOHTPAKTy KOHTPOJIIOIOTHCS Ha NMpeAMET 3BOPOTHOI CyMicHOCTI, a peaJsisanii cepsiciB
peryJsipHo nepeBipsOTbCS Ha BiAnoBiAHicTh cienudikanii. CrenianizoBanuit iHcTpyMeHT Specmatic peaJti-
3y€ TaKy METOZO0JIOTiI0 KOHTPAKTHO-OPiEHTOBAHOr'0 TECTYBAHHA AJs MikpocepBiciB [5]. Specmatic TpakTye
OpenAPI-daiin sk BUKOHYBaHUH KOHTPAKT: HA HOI'0 OCHOBI aBTOMAaTU4YHO eHEepPYyITbCS TECTH, sIKi mocua-
1ot HTTP-3anuTH 10 cepBicy i mepeBipsA0Th, UM BiATIOBIIi 33/J0BOJILHSAIOTH OMKCAHY CXeMY Ta NapameTpH [5].
lle n03BOJISIE BUSBUTH HEBIAMOBIZHOCTI Mi>K y3TO/PKEHUM KOHTPAKTOM i paKTUYHOIO NOBE/iHKOIO CEPBicy Ha
paHHIX eTamnax, e 40 iHTerpauyii 3 peaJibHUMHU cnokvBadyaMu. KpiMm Toro, Specmatic niazTpumMye reHepariito
MOK-CePBicCiB (eMy/ISTOpiB) 3 KOHTPAKTy — TO6TO Ha 0cHOBiI OpenAPI MoHa 3amyCTUTH TeCTOBUH ABIMHUK
cepBicy, 10 BUJlaBaTUMe Hanepe/ BU3HadeHi Bifnosizi. Taka BipTyasnizanis cepBiciB KopucHa /19 napaseJib-
HOI pO3pO6KHU: MOKU OFMH CEPBIC Ile CTBOPIOETHC, iHII KOMaHAW MOXKYThb MPALIOBATH 31 KO0 KOHTPAKTOM,
BUKOPHCTOBYIOYM 3reHepOBaHHM MoK-cepBep [5]. KoHTpakTHO-OpieHTOBaHEe TeCTyBaHHS iCTOTHO 3HMKYE
PHU3UK iHTerpaliiHuX Npo6JeM y BUCOKOHABAHTAXKEHUX MiKPOCEPBICHUX CHCTEMAX — a/iKe Le J10 JIeTJI0 BCi
cepBicy nepeBipsATHCA Ha BiNOBIJHICTh CHIJIBHO y3To/pKeHUM iHTepdericam.

Ha npaxTuLi, BNpoBaj»)keHHS KOHTPAKTHO-OPIEHTOBAHOI'0 MOZEJNIOBAaHHA Ta PO3BUTKY MiKpocCepBiciB
COpUsi€ Kpalliii KepoBaHOCTI CKIaAHUX cucTeM. YiTKO BU3HA4YEeHI i MAalIMHHO-4YMTaHi KOHTpakTH (y dopmari
OpenAPI/Swagger) cTaroTh EAMHNUM [KepesIoM MpaBAM Npo iHTerpaniiHi TOYky. [HTerpamnist [ux KOHTPAKTIB
y UML-Mozeni fae apxiTeKTopaM 3py4YHHUM IHCTPYMEHT /1 aHa/li3y CTPYKTYPH CUCTEMHY, a FeHepalis KoLy Ta
TECTiB 3 KOHTPAKTIB — MPUCKOPIOE PO3POOKY i 3ab6e3meyye sAKicThb. Y pe3ynbTaTi MikpocepBicHa apxiTeKTypa
BUCOKOHABAHTAKEHOI CHCTEMH, CIPOEKTOBAHA HAa OCHOBI KOHTPAKTIB, Jieruie MacuTabyeTbcs, CympOBOKY-
€TBCS T €BOJIIOL[iOHYE, OCKIJIbKY 6y/1b-5IKi 3MiHH IPOXOJATh Yepes IPU3MY IBHO 33/laHUX iIHTepENCHUX IOz,

BUCHOBKM. Y po60Ti 06I'PYHTOBAHO KOHILEMNIi}0 KOHTPAKTHO-OPiEHTOBAHOI'0 MO/EJII0OBAHHS, 1[0 CUHTE3YE
BizyanpHi UML-nozi6Hi fiarpamu 3 popmanbHuMH JSON-KOHTpaKTaMH. 3aIpONIOHOBAHUHM Mi/IXi/L pO3IIHPIOE
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kJsacuvHi MoxxsinBocTi UML y HanpsiMi Mozie/lioBaHHSI BUCOKOHaBaHTaXKEHUX MiKpocepBicCHUX cucTeM i 3a6e3-
MeYyye 4iTKy TPacOBaHICTh MK apXiTEeKTYpHUMH pillleHHAMH Ta crnenudikanismu APIL.

Po3po6sieHO a/NropuTM aBTOMAaTHYHOTO MEePETBOPEHHS KOHTPAKTIB, 110 BOYAOBaHi y CTpiiku Aiarpam,
y cnenudikanii OpenAPI v3. lle no3BoJisie OTpUMYBaTH 3 MOZeJli BUKOHYBaHi apTedakTH (cepBepHi «3aryii-
ku», kiaienTebki SDK, iHTerpariiini Tectu) 6e3 pyyHoro Ay6/l0BaHHS OoNKUCiB iHTepdeHciB.

CtBopeHO Be6-mpoToTHN Ha cTeKy TypeScript + Node.js. ®pouTeHs 3a6e3neuye Canvas/WebGL-penpe-
puHr giarpam i Basiganito JSON-koHTpakTiB, a 6exkens renepye OpenAPl Ta BUKOHYE CEMaHTHUYHY NEPEBIPKY
oziepkaHoi cienuikanii. ApxiTeKTypa npoTOTHITY Jierko MacliTabyeTbest Ta iHTerpyeTrbest y CI/CD-koHBeepw.

Ha tectoBux cueHapisax «Kartasor ToBapiB», «CepBic 3aMoBJieHb» i «CepBic miaTexiB» AOBEJEHO, 110 3a-
MPOTIOHOBAHMUM MiJXiJ 3MeHIIye cepefHil dac y3romkeHHs: APl Ha 28 %, KisnbKicTh iHTerpaniiHux gedex-
TiB - Ha 33 % Ta MiABUILYE MOKPUTTS JOKYMeHTalli€lo Ha 22 % nopiBHAHO 3 kjaacuuHuM UML-niponiecom 6e3
KOHTPAKTIB.

[lifTpuMKa «KHUBOI» JJOKYMeHTAaLii rapaHTye, o 6yAb-aKi 3MiHU B MOJieJli MUTTEBO CHUHXPOHI3yIOThCS
3 KOHTpPaKTaMH, a OT>Ke — 3 KoZloM cepBiciB. Lle icTOTHO cnpoiye cynpoBiJ i pO3BUTOK BUCOKOHABaHTAXKEHUX
MiKpOCepBiCHUX CUCTeM, Jie 4acTi peJii3u i MacirTabyBaHHS € HOPMOIO.

[IporoTun noku wo nigrpumye jguue cuHxpoHHi HTTP/REST-koHTpakTH; acMHXpoHHI KoMyHikanil (Ha-
npukJaj, Ha 6a3i Kafka yu gRPC) noTpe6ytoTh [10AaTKOBOTO PO3IMKUPEHHS MeTaMozeJi. TakoXK 3a/IMIIarThCs
BiIKpUTHUMMU NUTAHHA iHTerparjii 3 KOpHopaTUBHUMH CHCTEMaMH YIIPaBJIiHHS BUMOTaMH Ta 6e3MeKH.

[lepcnekTUBU moAanbKX Aociaimkenb. [lnanyernscs: (I) iHTerpyBaTu migTpuMKy nmpoTtokosy AsyncAPI
JU1s onvcy nogieBux notokis; (1) po3po6uTH Moaynb peasbHOr0-4acy AJis TPaCyBaHHS BUKOHAHHS KOHTP-
aKTiB Ta BicTexkeHHs IxHbOI eBoutoLLi]; (I1I) CTBOPUTH METPUKH CK/IaHOCTi KOHTPAKTHHUX 3aJIEXKHOCTEH i aJ-
ropuTMu ix ontumisanii B Macurtabax noptdess cepsicis; (IV) gocaianTn MOXJINBOCTI aBTOMaTH30BaHOTO
pedaktopunry APl Ha ocHOBi aHasi3y 3MiH y Mozei.
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3ACTOCYBAHHA HEMPOMEPEX TA I'BPHU/IHUX CXOBHII]
INPU CTBOPEHHI KOMIT''OTEPHUX CUCTEM

AHomayis. Y cyuacHux komn’romepHux cucmemax 3pocmae nompe6a y weudkiii 06po6yi, HaditiHomy 36epizaHHi ma moy-
HOMY aHa/i3i 8eAUKUX 06csi2ie JaHUX Y peasibHOMY uaci. Lle 0cob6aueo akmyasbHO 015 A8MOMAMU308AHUX MEXHO/A02TYHUX
npoyecis, iHmesekmya/ibHuUx cepedoguwy ma KepyeaHHsl po3nodiseHumu 06 ekmamu. Y makux ymosax mpaduyitini apximex-
mypu 36epizaHHA ma aHaAiMmuku daHux cmarms HedoCMamMHb0 SHYYKUMU Ma MACWMabo8aHuMU.

Memoto cmammi € 02450 cyvacHux nidxodie do no6ydosu KOMN'tomepHUX cucmem NPOo2HO3Y8AHHS CMAHY OUHAMIYHUX
06'€Kmi8 WAXOM NOEOHAHHSI Memodi8 MAUWUHHO20 HABYAHHS 3 2I6pUJHOI0 apXimekmypoto 36epizaHHs iHgopmayii. ¥ pamkax
pobomu 30ilicHI0EMbCS OYiHKa MoYHOCMi pisHUX Modeell wmy4vHo2o iHmeaekmy 019 KOpOmKoCmpoKo8020 NPO2HO3Y8AHHS
napamempie, a makoxc aHaAi3yeMuvCsl egheKmuHiCmb BUKOPUCMAHHS 2i6pUdHUX cX08UU] OAHUX 0151 3a6e3neueHHsl HadiliHO-
20, MacwmMabo8aHo20 ma npodyKkmueHo20 YHKYIOHY8AHHS MAKUX CUCMEM Y PeANbHOMY YACI.

Memoodu docaidxnceHHA: 8UKOPUCMOBYIOMbCST Memodu MAWUHHO20 HABYAHHS, 30Kpema pezpeciliHi ma aHcamb.esi
Modesli, a MAaKox eKkcnepumMeHmasabHe M00e08aHHS HA OCHOBI Yacosux psdie. /i oyiHku ehekmusHocmi 3acmoco8aHo
Mempuku mo4Hocmi ma aHanis enausy exioHux napamempis. O6po6ka Ui 36epiecaHHs daHuUx peaniz08aHi 3 BUKOPUCMAHHAM
2ibpudHoi iHgppacmpykmypu.

Haykoea Ho8UHAa A0CAI0HCEHHS N0/si2A€ 8 MOMY, WO hpogedeHull aHa.i3 8Usi8U8 cymmesi nepcnekmusu iHmezpayii
BUCOKOMOYHUX MOdeell MaUWUHHO020 HABYAHHS 3 2i6pudHUMU cxosuwjamu iHpopmayii 0451 cmeopeHHs1 adanmusHoi komn'ro-
mepHoi cucmemu npozHo3yeaHHsl, 30amHoi do onepamueHoi peakyii ma doszompusa.oi aHaaimuKu 8 yMmosax 06pobKu ae-
JUKUX 06Cs12i8 JAHUX Y peaibHOMY Ydci.

BucHoeku. [IposedeHe docaidxnceHHs dogeno doyiibHiCMb 8UKOPUCMAHHSA MAWUHHO20 HABYAHHS Y NOEOHAHHI 3 2i6pud-
HOW apXximekmypoio 36epi2aHHs 0aHUX 0151 CMBOPeHHs IHme1eKmya1bHUX KoMN mepHux cucmem npozHo3ysaHHs. Ha ocHo-
81 ekcnepumMeHmMaibH020 MOOeNH8AHHS 6CMAHO8/1EHO, Wo Modeab XGBoost demoHcmpye Halisuwy mo4Hicms, cmabiabHiCMb
pe3yabmamis i 3damuicms do iHmepnpemayii enaugy exioHux napamempie Ha 8uXioOHi 0aHi, 3HAYHO sunepedxca4u iHwi
npomecmosaHi aazopummu. Baxcaugoro cknadosor 3anponoHos8aHozo nidxody cmasa no6ydosa 2ibpudHozo cxosuwa i-
dopmayii, sike noeOHy€e nepesazu 10Kka1bHO20 36epieaHHs, NoSQL-cucmem ma xmapHoi inpacmpykmypu. Taka cmpykmypa
00380.151€ 3a6e3nevumu sIk onepamusHe peazy8aHHs HA 3MIHU 8XIOHUX napamempis, mak i npogedeHHs 21U60K020 icmoput-
H020 aHa.i3y 045 dos2ompuea/1020 NAAHYy8aHHs ma 800CKOHA/IEHHS A120pumMis. 3anponoHo8aHa cucmema Moxce 6ymu
adanmosaHa 015 WuUpoKo2o Ko.a 3asdams y cdhepi asmomamu3zo8aHo20 KepyeaHHs, Yyugdpoeozo MoHIimopuHay, ynpasaiHHs
BUPOOGHUYUMU NPOYecamu ma 8 IHWUX NPUKJAAOHUX Hanpsmax. BoHa 00380.415€ He auwe nideuwumu eghekmusHicms po6omu
KoMn'tomepHux cucmem, a U 3ak1a0ae ocHo8y 0151 CMBOPEHHS CAMOHABYAIbHUX, A0ANMUEHUX pilleHb HO8020 NOKOAIHHS,
3damHux npayreamu 8 yMo8ax ped/ibH0o20 Yacy 3 8AUKUMU 06CS2aMU OAHUX.

Kawyoei cnoea: komn'romepHi cucmemu, MawuHHe HABYAHHS, 2I6pUOHI cXo8UWA, IHMeleKkmyaabHe Kepy8aHHs, agmo-
Mamu3ayisl, XMapHi mexHo/a102il.

Oleksiy PISKAROV, Danilo ABRAMOVICH, Vladislav PLUHIN. APPLICATION OF NEURAL NETWORKS AND
HYBRID STORAGE IN THE CREATION OF COMPUTER SYSTEMS

Abstract. In modern computer systems, there is a growing need for fast processing, reliable storage, and accurate analysis
of large amounts of data in real time. This is especially true for automated technological processes, intelligent environments,
and distributed object management. In such circumstances, traditional data storage and analytics architectures become
insufficiently flexible and scalable. The purpose of the article is to review modern approaches to building computer systems
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for predicting the state of dynamic objects by combining machine learning methods with a hybrid information storage
architecture. The paper evaluates the accuracy of various artificial intelligence models for short-term parameter forecasting
and analyzes the effectiveness of using hybrid data warehouses to ensure reliable, scalable, and productive operation of such
systems in real time.

Research methods: The study uses machine learning methods, including regression and ensemble models, as well as
experimental modeling based on time series. Accuracy metrics and analysis of the influence of input parameters are used to
evaluate the efficiency. Data processing and storage are implemented using a hybrid infrastructure.

The scientific novelty of the study is that the analysis revealed significant prospects for integrating high-precision machine
learning models with hybrid information warehouses to create an adaptive computer forecasting system capable of rapid
response and long-term analytics in the context of processing large amounts of data in real time.

Conclusions. The study proved the feasibility of using machine learning in combination with a hybrid data storage
architecture to create intelligent computer forecasting systems. Based on experimental modeling, it was found that the
XGBoost model demonstrates the highest accuracy, stability of results, and ability to interpret the impact of input parameters
on output data, significantly outperforming other tested algorithms. An important component of the proposed approach was
the construction of a hybrid information storage that combines the advantages of local storage, NoSQL systems, and cloud
infrastructure. Such a structure allows for both rapid response to changes in input parameters and in-depth historical analysis
for long-term planning and algorithm improvement. The proposed system can be adapted for a wide range of tasks in the field
of automated control, digital monitoring, production process control, and other applications. It allows not only to increase
the efficiency of computer systems, but also lays the foundation for the creation of self-learning, adaptive solutions of a new
generation capable of working in real time with large amounts of data.

Key words: computer systems, machine learning, XGBoost, forecasting, hybrid storage, real-time data processing, intelligent
control, automation, NoSQL, cloud technologies.

IlocTaHOBKa Npo6GJieMU Ta aHaJIi3 OCTaHHIX JocaiAKeHb i my6aikanii. CyyacHi koM’ loTepHi cucTeMu
JYHKLIOHYIOTh B yMOBaX 3pOCTa0401 CKJIAJHOCTiI KEPOBAaHUX 06'EKTIB Ta CTPIMKOr0 36i/ibIIeHHS 06CATiB J1a-
HUX, 1[0 IOTPEOYIOTh 06POOKH B peasibHOMY vaci. EpekTHBHe QyHKI[iOHYBaHHS TaKUX CUCTEM Nepeibadace He
JiMlle ONepaTUBHY peakLilo Ha 3MiHY BXiJJHUX TapaMeTpiB, ajle ¥ 3JaTHICTb [0 aJalTUBHOI'O IPOTHO3yBaHHS
Mo/la/IbIINX CTaHiB 06’eKTa. Yce Lie BUMarae BIIPOBa/I>KeHHs1 HOBUX apXiTeKTyp 06po6ku 1 36epexxeHHs iHdop-
Mariii Ta iHTeJieKTyaJIbHUX MeTOAiB aHasi3y JaHuX. OKpeMUM BUKJIUKOM € NOTpeba B OAHOYACHOMY 3a6e3-
Me4yeHHi HIBUJKO/iI, MacmITaboBaHOCTi, TOUHOCTI Ta HAJiIMHOCTI cucTeM 36epiraHHs Ta 06po6ku iHopmariii.
TpaauniiiHi neHTpasnizoBaHi pinleHHs a60 KJacH4Hi pesisiniiiHi 6a3u JaHUX YaCcTO He BiZinoBiAal0Th BUMOraMm
Jl0 THYYKOCTi ¥ MPOAYKTHUBHOCTI, 0COGJIMBO B YMOBax AWHaMi4yHOI 3MiHU JJaHUX Ta BUCOKOI iHTEHCUBHOCTI
3anuTiB [2]. Y 3B’3KY 3 IIUM aKTyaJIbHUM € BUKOPUCTAaHHSA ri6pUAHUX cxoBULY iHpopMalii, AKi NOEJHYIOTb
JIOKaJIbHi 06YHC/IEHHS, PO3MO/iijieHi 623U JaHUX U XMapHY iHPpacTpyKTypy. [loeJHaHHA TaKUX CXOBUII i3 Me-
TOJJaMU MallMHHOTO HaBYaHHS CTBOPIOE OCHOBY /Jis1 NOGYZ0BHY KOMIT'IOTEPHUX CUCTEM, 3[JlaTHUX He TiJIbKU
HaKOMUYYyBaTH Ta 06pobsiATH iHPopMalito, a ¥ 3AiHCHIOBAaTU TOYHE MPOrHO3YBAaHHS HA OCHOBI iCTOpUYHUX
1 MOTOYHHUX JaHHUX.

[locTae 3aBAaHHA PO3POOUTH MiAXiJ, KWW J[03BOJISIE iHTEerpyBaTU iHTeJEKTyalbHi Mozesi MpOrHo3y-
BaHHS 3 aIaITUBHOIO0 CUCTEeMO 306epiraHHs JJaHUX, OPiEHTOBAHOI HAa POOOTY B yMOBaX BeJUKOI KiJTbKOCTI
3MiHHUX [apaMeTpiB Ta BUCOKOI 4YaCTOTHU OHOBJeHHS iHpopmauii. Tema iHTerpauii iHTe/IeKTyaIbHUX MO/jie-
Jiell IpOrHo3yBaHHs 3 iIHQPACTPYKTYporo 36epiraHHs JaHUX aKTUBHO JOCTIPKYETHCS B OCTAHHI POKH Y KOH-
TekCTi qudpoBoi TpaHchopmarlyii, aBToMaTH3aLil KepyBaHHS Ta PO3BUTKY CHUCTEM peaJibHOro 4yacy. 3HayHa
KIJIBKICTB Mpalb 30Cepe/i>keHa Ha 3aCTOCYBaHHI aJITOPUTMIB MalllMHHOTO HABYaHH$, 30KpeMa Mo/JeJiel perpe-
cil, omopHUX BEKTOPIB, HEUPOHHUX MepeX i IpaZiiEeHTHOr0 OYCTUHTY, AJIsl BUPIillleHHs 3a/lad MPOTrHO3yBaHHSA
y AMHaMiYHuX iHpopMalifHUX cepejoBUILAX. Y NpalfX, IPUCBAYEHUX XMapHUM i edge-crcTeMaM, 10BeJieHO
nepeBary KOM6iHOBaHOTO 36epiraHHs JJaHUX, Jie YacTUHA iHopMalil 06po6IsSEThCS JOKATBHO, a iHIIA epe-
JAETHCA Y XMapy /11 aHaIITUKY a60 HaBYaHHSA Mozesiel [14]. Takuil mixiz j03BoJIsIE CKOPOTUTH Yac peakiil
CUCTEMU Ta MiHIMi3yBaTH HaBaHTAXXEHHA Ha LleHTPaJIbHIi cepBepu.

[Tonpu 3HaYHU Nporpecy A0CiKeHHI OKpeMUX KOMIIOHEHTIB — Mo/ieJlell MalllMHHOTI'0 HaBYaHHs abo ap-
XiTeKTyp 36epiraHHs JaHUX — KOMILJIEKCHA iHTerpallisi IpOrHO3HUX aJITOPUTMIB Y Ti6puHY iHOpaCTPYKTYpy
BCe 111 3a/IMIIAETHCS BIiAKPUTUM i epcrieKTUBHUM HanpsiMoM. TaKUM YMHOM iCHY€e noTpeba B AOCTiPKEHHSX,
1110 PO3T/ISAAATUMYTh 110 iHTerpaliio K €AUHY CUCTEMY 3 ypaxyBaHHAM BUMOT /10 peaJbHOI'0 Yacy, MaclTabo-
BAHOCTI Ta TOYHOCTI IPOTHO3YBaHH4.

MeTo10 11i€l POGOTH € OrJIsiJ| METO/IiB Ta MiAXOAiB 10 PO3POOKU M eKCIEPpUMEHTATbHOI epeBipKU apXi-
TEKTYPU KOMIT'IOTEPHOI CUCTEMU MPOTHO3yBaHHSA JWHAMIYHUX TapaMeTPiB, AKa MOEAHYE CYYacHi aJiITOPUTMU
MaIIMHHOTO HaBYaHHs 3 Fi6puiHOI0 iHppacTpyKTypoto 36epiranHs AaHux. Takui mijixiz 3abe3neuye 06po6Ky
BeJIMKUX 06cAriB iHpopMalii y peasbHOMY 4Yaci, miiBUIIy€e TOYHICTh NPOTHO3iB, 3HMKYE HAaBaHTAXKEHHS Ha
004U CII0BAJIbHI pecypcH Ta rapaHTYe FHYYKiCTb pO60TH B YMOBAX 3MiH BXiIHUX napaMeTpiB. OcobJinBa yBara
npuziseHa nobyAoBi yHiBepcasibHOI Ta MaclITab0BaHOI CTPYKTYPH, 34aTHOI /10 36epekeHHs] KOHTEKCTY [Jia-
HUX i aBTOHOMHOI po60TH 3 BUCOKOI HAJiHHICTIO.
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Cy4acHi BUMOT'H 10 KOMIT'IOTEPHHUX CUCTEM yIPaBJIiHHS 3yMOBJIIOIOTh BiJIXiJ Bif LleHTpasi3oBaHUX MoJie-
Jiel Ha KOPUCTb aJJallTUBHUX Ta iHTEJEeKTyaJbHUX pillleHb. [HTerparis mTy4YHOro iHTE/NEeKTY, 0CO6JIMBO Ma-
IIMHHOTO HaBYaHHS, 3 TIOPUHUMH CXOBHUIIAMH J03BOJISIE He JIMIIe HAKONMYYBaTH JlaHi, a ¥ 3ilCHIOBATH iX
aHaITHYHY 06POOKY Y peajlbHOMY 4aci 3 moAaIbLIIMM aZJlalTUBHUM pearyBaHHAM [6].

Ha BigmiHy Bifg TpaguI[iiHUX Qi3UYHUX i CTATUCTUYHUX MoJiesiel, aroputmMu boosting (3okpema XGBoost)
JEMOHCTPYIOTb BUCOKY TOUYHICTh NPOrHO3YBaHHSA 3aBASKU 3JaTHOCTI BUSIBJSITU CKJIaJHI HeJiHIHHI B3aEMO-
3B’a3ku. Kpim edekTuBHOCTI, i MoJesi 3py4dHi AJid iHTepnpeTanii, 1[0 A03BOJISE aHATI3yBaTH 3HAYYIIiCTh
BXiZiHMX MapaMeTpiB 3a JonoMorow BaroBux KoedinieHTiB Ta F-ckopis [11].

XGBoost BUpi3HAETHCS MBUKMM HaBYaHHSAM, MiATPUMKOIO Napasie/bHUX 06YMCIeHDb | 3MEeHIIeHUMU BU-
MOTaMH /10 pecypciB, 110 POGUTH HOro MpUAATHUM JJISI CUCTEM i3 3KOPCTKMMU 06MeKeHHSIMU Ha 064HCJIIO-
BaJIbHI MOTyKHOCTIi. Ha BifjMiHy BiJj IMIN60KMX HEMPOHHUX MEpEX, L0 NOTPEBYIOTh NOTYKHOT'0 06/1a/JHAHHS
(GPU), boosting-Mozesi MOXKyTb MpaLOBaTH HA 3BUYAHHUX MallKHax 6e3 BTpaTu ToyHOoCTi [11]. Lle pobuts
XGBoost akTyaJIbHUM /1151 TOOYA0BYM Al TUBHUX KOMIT FOTEPHUX CUCTEM YIPaBJIiHHS 3 OSCHIOBAHUMU ITPO-
FHO3aMHM.

OnHUM i3 TPUKJIaZiB 3aCTOCYBaHHS TAKOT0 MiZIXOAY € KOMIT'IOTepHA CUCTeMa PeTy/II0BaHHSA MiKpOKJIiMaTy
y BEJIMKUX NIPUMILEHHAX, [ie KPUTUYHEe 3HaYeHHA Ma€ TOYHe IPOTHO3yBaHHA NapaMeTpiB cepefoBulia. Taki
06’eKTH, IK arpapHi CXOBHILA Y1 BUPOOHUYI KOMIIJIEKCH, OCHAILYIOTbCS CUCTEMAaMU MOHITOPHUHTY W ympas-
JIIHHS — BiJj CEHCOPiB /0 BUKOHABYMX ME€XaHi3MiB — JiJI MiATPUMKH cTabinbHUX yMOB [4]. OfHAK KJacH4Hi
nigxonu (Ha kwtaat FDM, FEM) MaroTb o6MexeHHs B afanTarii 7o 3MiH i BUCOKOI BapiaTUBHOCTI mapaMeTpiB.

[HTerpaniss HeHPpOHHUX Mepex i3 Ti6pUAHUMHU CXOBUILAMH BiJKPUBAE HOBI MOXKJIMBOCTI /11 aBTOMAaTH-
30BaHOr0 YNpaBJIiHHA CepeioBULIEM. 3 OIJISIAY Ha CKJIAJHICTh i BapTiCTh BUKOPHUCTAHHS IMTUO0KUX HEUPO-
Mepex, Aenani 6isblne AoCaiKeHb GOKYCyIOThCA Ha boosting-mofensax, sk-otr XGBoost, siki 3a6e3mne4yoThb
BHUCOKY TOYHICTB Ta iIHTEpNPETOBAHICTh, @ TAKOXK JIET'KO iHTETrPYIOTHCSA 3 PO3NOAIIEHUMH JIaTGOPMaMHU.

Y cinbcbkomy rocnogapcti XGBoost epeKTHBHO BUKOPUCTOBYETBCS /11 IPOTHO3YBAaHHSA NapaMeTpiB Mi-
KpOKJIiMaTy, 30KpeMa TeMIepaTypH, BosorocTi Ta piBHs CO,, 10 6e3m0cepeHbO BIVIMBAIOTh HAa BPOXKaHHICTh
i akicte mpoaykuii. [loegHaHHA 1iei Moaesi 3 TIOPUIHMMH CXOBUIIIAMHU i CEHCOPHUMHU MepekaMU [[03BOJISIE
dopMyBaTH aflanTHBHI CHCTEMH 3 TOYHUM NPOrHO3YBaHHAM Ta WIBUAKUM pearyBaHHSAM y peaJbHOMY 4aci.

['i6puiHe CXOBUILE AAHUX CIIPUSIE CAMOHABYAHHIO MO/ieJIeH, 3aB/IsIKM MexaHi3MaM OHOBJIEHHSI TapaMeTpiB
3a HOBUMHU JaHUMHU. lle migBUIIyE alanTUBHICTD i TOYHICTb CUCTEeMH, 3a6e3Ne4YyIYr HaAiHHICTD i CTIlKiCTD
Jl0 BiAMOB, OCKiZIbKM KPUTHYHI JjaHi AyG/II0I0ThECS B Pi3HUX cepefoBUIlax. Po3noaineHicTs i 6araTopiBHEBa
06po6ka iHpopmanii - Big nepudepiiHUX NPUCTPOIB [0 XMAPHUX IIATGOPM — [J03BOJISAIOTh 3MEHLIUTH 3a-
TPUMKH Ta HABAaHTAXKEHHS Ha LeHTPa/IbHi 06YMCIEHHS.

TakuM 4MHOM, BOPOBa/KeHHs ribpuaHoi apxiTekTypH i3 3acTocyBaHHAM XGBoost Ta HEPOHHUX Mepex
Jl03BOJISIE CTBOPUTH ePEeKTHUBHY CUCTEMY aBTOMaTH30BaHOT0 KepyBaHHs MikpokJiiMaToM. BoHa nmoesjHye To4-
HiCTh IPOTHO3iB, aJallTUBHICTb, BUCOKY NMPOAYKTUBHICTb i MacIITa60BaHICTb — KDUTUYHO BXKJIMBI JJ151 BEJIU-
KUX MPUMILLEHb | CKJIaJHUX TEXHOJIOTIYHUX NTPOLECIB.

BuKkJiaJ, OCHOBHOrO MaTepiasy. Y 1[boMy JOCTiP>KEHH] 3aCTOCYBaHHS HEMPOHHUX Mepex 6a3yBasiocs Ha
JlAHHUX, 316paHuX y BeJMKOMy NpHuMileHHi niomero 1320 M?%, ske ocHalleHe Cy4acCHUMM CUCTeMaMH MOHi-
TOPHUHTY Ta aBTOMATHM30BaHOTr'0 yIpaBJ/iHHA NapaMeTpaMHu BHYTPIIIHBOIrO cepefoBULIA. [l BUMiplOBaHHA
MiKpOKJIIMAaTUYHHUX MMOKA3HUKIB BUKOPUCTOBYBAJIUCS CEHCOPH, [0 GiKCyBalu TeMIepaTypy, BiHOCHY BOJIO-
rictb, koHUeHTpanito CO,, WBUAKICTb i HANPSAM NOBITPSAHUX MOTOKIB, piBEHb COHSAYHOI pajiauii Ta onajis.
OTprMaHi 3HaUYEeHHS CIYTyBaJd OCHOBOIO [JiIS MOGYZ0BY Mo/ie/iell MallMHHOTO HaBYaHHs, IKi ONTHUMIi3yBaIn
YMOBHM CepeioBUINA BiMOBIAHO /10 BUPOOGHUYUX BUMOT [7].

[IpoTsarom 56 [HIB AaHi peecTpyBaNCSA IOXBUINHU 1 36epirasincs y XMapHi# 6asi, 1o rapaHTyBaJIO BUCO-
Ky To4HicTb ¢ikcarii 3mMiH. BHyTpiuIHi napaMeTpu cepefoBHIa KOHTPOJIIOBAJINCA CEHCOPAMU TEMIIEPATYpH,
BOJIOTOCTI Ta razoBoro ckiany (SH-300-DC), po3mileHUMH y KJIWOUYOBUX 30HAX npuMminieHHs. [aHi mpo ak-
THUBHICTb 06irpiBy HaIXOAU/IM 3 KOHTPOJIepa KEPYBaHHS OMAaJIEHHSM, 110 [J03BOJISJIO AETaJTbHO aHali3yBaTH
3B'A30K MK KJIIMaTHYHUMH YMOBAMH Ta POOOTOI0 PerysiiHUX MexaHi3MiB. [HpopmMarliiss HakonuyyBaJacs
y ribpugHOMY CXOBMIL|, IKe 3a6e31ne4yBaio eGeKTUBHY 00pO6KY BEJIMKUX MACHUBIB i INBUJKY peaKIito CucTe-
MM Ha 3MiHy [1apaMeTpiB.

3ibpaHi XxapaKTepUCTUKH CepesoBHILa BUKOPUCTOBYBAJINCA SIK BXi/iHI 3MiHHI /151 MOGYL0OBH MPOTHO3HHUX
MogeJsiel. JJJiss MallMHHOTO HaBYaHHS 3acTOCOBYBasucs 6ibioTeku Python 3.8: Scikit-learn - s peasizanii
MHOXXHHHOI JiiHiKHOI perpecii (MLR) Ta MeTony onopHux BekTopiB (SVR), a Takox TensorFlow i XGBoost - a5
no6y10BM IITYYHUX HelpoHHUX Mepex (ANN) i boosting-mozeni BianosizHo.

lNnepnapaMmeTpu Mozesied HaAIITOBYBAIKCS 3 BUKOPUCTAHHAM PppelMBOpKy Optuna, iKUil peasizoBye
anroputM Tree-structured Parzen Estimator (TPE) [6, 7]. Lie# niaxiz f03B0os1MB eeKTHUBHO JOCAIJUTH IPOCTIp
napaMeTpiB i migi6paTu ontuManbHi KoHOIirypauii nuigxom MiHimizanii cepeJHbOKBapPaTUYHOI TOMUJIKU

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 143



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

(MSE) Ha BasniganiiitHoMy Ha6opi B yMoBax 5-KpaTHOI Kpoc-Basijanil. 3aBAsSKY I[bOMY 3a6e31edyBasiocs MiJi-
BUILlEHHSI TOYHOCTI MOZIe/II0OBaHHA ¥ HAaliHHICTh KepyBaHHS MiKpPOKJIIMaTOM y peaJbHUX YMOBax [3].

MopgeJii nporHo3yBaHHs MiKpOK/JIIMaTUYHHUX NMapaMeTpiB y BEJUKHUX NPUMILIeHHAX 6a3yl0ThCs HA MaTe-
MaTHYHUX QYHKIIfX, [0 ONMCYIOTh 3aJ€KHOCTI MiXK BXiZJTHUMH 3MiHHUMH Ta O4iKYBaHUMH pe3y/IbTaTaMHU.
30KkpeMa, y BUINA/IKy MHOXKHHHOI JIiHIHHOI perpecii BUKOPUCTOBYETbCSA PyHKIifl, Ika BCTAaHOBJIIOE MPSAMUHN
3B’I30K MiXK BXiJHUMH NapaMeTpaMH Ta MPOrHO30BaHUMH 3HAUYEHHSIMH. Y MoJeJsii OOpHUX BeKTOpiB ¢op-
MaJli3yeThCs 3aa4a NMOLIYKY ONTHUMAJbHOI MeXi [I/1 BUABJIEHHSA CKJAJHUX 3aJe)KHOCTEN Y JAaHUX, TOJAI K
IITY4YHA HEKPOHHA Mepeka Bi[TBOPIOE GaraTopiBHEBY 06pO6KY CUTHAIIB, 110 TPOXOAATh Yepes BXiHUH, Tpu-
XOBaHUH i BUXifHUH apy, 3a6e31edy0du MOeTI0BaHHS CKIaZHOI JMHAaMIKH 3MiH MiKpoKJiMaTy.

Mopgesb MHOXKUHHOI JiiHiIHHOT perpecii (MLR) y npoMy focaifpkeHHi BU3Ha4yasa koedinieHTH 3a MeTOLO0M
HallMEeHILIMX KBaZpaTiB, MiHIMi3yl04M CyMy KBaZpaTiB MOXHOOK Mi>K MPOTHO30BaHMMHU Ta GAaKTUIYHUMHU 3Ha-
yeHHsIMH. Taka CTPyKTypa /03BOJISIE OLIHUTH BHECOK KOXKHOI He3as1exxHoi 3MiHHOI y ¢opMyBaHHS BUXiJHOI,
CHMPAOYHMCh Ha JiHINHY 3a/1eXKHicTh 6e3 BpaxyBaHHS B3aEMO/IiM a6o HesiHiMHOCTEH MiX mapameTtpamu. [lo-
py 0OMEXeHHS L0JI0 MOJeJII0OBAaHHSA CKIaAHUX 3B’A3KiB, MLR 3asninaeTbcs iHTepnpeTOBaHUM ITiIXOZ0M,
NPUJATHUM [JId aHa/1i3y BIIMBY OKPEMHUX 3MIHHUX Ha MIKPOKJ/IIMAT BEJIMKOTO NIPUMIillleHHS.

Jns peanisanii MeToay onopaux BekTopiB (SVM) 3actocoByBasiocss RBF-aapo, mo TpancopmyBasio Bxij-
Hi ZaHi y npocTip BULol po3MipHOCTi, yTBOproo4n Mojeb perpecii (SVR) gua anpokcumariii HesliHIMHUX
3asexxHocted. OnTumiszanisa 3jilicHiOBasach yepe3 aaroputMm SMO, a A/ NifBUILEHHS CTIMKOCTI [0 Maux
MOXHMOOK BUKOPHUCTOBYBAJIACh €-iHCEHCUTHUBHA QYHKIIiA BTPAT, L0 J03BOJISE irHOpyBaTH HE3HA4yHi BiAxu-
JeHHs. Taka KoHiryparlisa 3a6e3neynsia TOUHe y3araJbHEHHS AAHUX i aZlaTaliio 10 CKJaJHUX 3MiH mapa-
MeTpiB cepes0BUILIA.

llITyyHa HelipoHHa Mepexa (ANN), o BUKOpHCTOBYBasiack y po6oTi, ckJIajasiacs 3 BXiJHOTO Wapy AJs
11 3MiHHMX, oAHOTO NpHUxOBaHOro mapy 3i 100 HelipoHaMHy Ta BUXiJHOTO 1Iapy 3 OAHUM HEMPOHOM, BiAIOBI-
JlaJIbHUM 3a porHo3. [lepesava curHaniB peasizoByBaJ/ach 3a JONOMOTr0l0 BaroBux koedirieHTiB, a yHKLis
aktuBanii ReLU nokpamiyBasia epeKTHBHICTh HaBYaHHS, JiiHiiHA QyHKIIif HA BUX0/i 3a6e3neyyBasia 6e3mo-
cepenHil po3paxyHOK pe3yabraTiB. HaBuaHHS BUKOHYBasiocs aaroputmoM Adam i3 pyHkmiero BTpat MSE,
MpY bOMY YaCTHHY JAaHUX 3ape3epBOBaHO /g Bajijalil, a TpeHyBaHHA NpoBoAuoca ynpogosx 100 enox i3
nakeToM y 10 3paskiB [5].

Mopgenb XGBoost, 3acHOBaHa Ha rpaJiieHTHOMY GYCTHHTY, oeAHYe GyHKIif0 BTpaT i perynspusanito aas
KOHTPOJIIO SIKOCTI HaBYaHHS Ta YHUKHEHHS NepeHaB4YaHHA. BoHa MoCTynoBo BJOCKOHAJIOE MepefoadyeHHs
LIJISIXOM 06Y0BU aHCAaMOJIIO IepeB pillleHb, e KOXKHE HACTYIHE JlepeB0 HABYAETHCS Ha 3aJIULIKOBUX TOMUJI-
Kax nomnepejHix. 3aBAAKHA NOCAILOBHOMY yTOYHEHHIO NPOrHo3iB yepe3 T iTepaniil Mofenb JOCATa€E BUCOKOL
TOYHOCTi HaBiTh 32 0OMEXEHHNX 06YHCII0BAIbHUX PECYPCiB, 3a/IMIIA0YUCh MAacIITa60BaHUM i epeKTUBHUM
IHCTPYMEHTOM [/11 KepyBaHHS CKJaJHUMU CUCTEMaMHU.

diHasbHe NPOrHO30BaHe 3HAYEHHSI BU3HAYAETHCS SIK CyMa POrHO3iB ycixX epeB, TOMHOXXEHUX HA ONTH-
MasibHi BaroBi koediljieHTH, BCTaHOBJIEH] i 4ac HaB4aHH4A (puc. 1).

l'nmepnapamerpu mMozeni XGBoost 6yu nifiopaHi 3 ypaxyBaHHSAM AOCATHEHHS MaKCHMaJIbHOI MPOAYK-
TUBHOCTI. [louaTkoBe 3HaYeHHS WBUAKOCTI HABYaHHS BCTAaHOBJIEHO Ha piBHi 0.1, 110 3HUXKYBaJIO pPU3HUK Ie-
peHaBYaHHS, 3a0€3Me4YyI0UH NOCTYIOBE BJJOCKOHAIEHHS Mozesi. MakcuMasibHa IVIMOUHA JlepeB 00MeXXyBa-
Jlach N'ITbMa PiBHAMH, L0 [03BOJISJIO 36epiraTv 6ajaHC MiXK TOYHICTIO MPOTHO3YBaHHS Ta 3JaTHICTIO 10
y3araJibHEHHs, a KiJIbKicTb ZepeB popiBHIOBasia 100, mo 3a6e3neyyBasio OXONJeHHs Pi3HOMaHITHUX MaTep-
HiB y JaHUX.

3aBaskM Takii koHoirypanii mosesr XGBoost onTHMisyBaJia MpOrHo3 i3 MiHiMaJIbHOI MOXHUOKOIO Ta BU-
COKOI0 CTabiJIbHICTIO, 1[0 € KJIIOYOBUM [JIsl PEryJl0BaHHA MiKPOKJ/IIMaTy y BeJIMKUX NMpUMileHHAX. MoJjenb
Jl03B0JIsIIa BUKOHYBATH Nepe/0aueHHsI TeMIepaTypy, BosiorocTi Ta piBHa CO, B pexuMi peasibHOT0 4acy, pe-
aryro4y Ha 3MiHHI YMOBH cepe/j0BHUILA. [i 3gaTHiCTb 0 caMoHaBUaHHA Ta ajanTanii po6UTH ii AiEBUM iHCTpY-
MEHTOM y NIPaKTUYHUX YMOBax KepyBaHHA TEXHIYHUMHU CHUCTEMAMHU.

Y npoueci HaBuaHHs XGBoost 3acTocoByBaB MeXaHi3M rpaZliEHTHOrO GYCTHHTY, Jle KOXKHE JIepeBO pillleHb
(CART) 6yznyBasiocsi Ha HOMHUJIKaxX nonepegHix. AnroputMm ¢opMyBaB NOCAiJOBHICTD JiepeB, sIKi HA KOXKHOMY
KpOLli BpaxOBYBaJId HEZOJIKM MONEPEeJHbOTO MPOTHO3Y, MOCTYIIOBO 3HIXKYIOUM PyHKLi0 BTpat. KiHueBui
nporuo3 GopMyBaBCs SK 3BaXKEHA CyMa BHECKIB YCiX JepeB, NPUYOMY Bard BU3HAYAJIUCS Y MPOLECi oNnTHUMI-
3anii. Taku¥ migxia, migkpinieHui perysnsipusaliero, 3a6e3nedyyBaB He JIMIe BUCOKY TOYHICTb, 2 B HU3BKY
MMOBIpHICTb NepeHaBYaHHS.

3aBASKH CTPYKTYpi, Ka J03BOJIS€ ePEeKTUBHO MOZEJNIOBATH CKJAAHI 3a/IEXKHOCTI MiX mapaMeTpamy,
XGBoost eMoHCTpYE BUCOKY eQeKTHUBHICTD Y 3a/iayax MPOrH03yBaHHs MiKpokaiMaTy. BoHa npuzaaTHa Ao BU-
KOpPHUCTaHHS B YMOBaX 3MiHHMX HABaHTAKE€Hb, CE30HHUX KOJIMBaHb 260 HeCTabi/IbHOI'0 30BHIIIHBOTO CEpe/io-
BUII, 3a6€3Me4y0yr TOUHI pilleHHs AJis MiJTPUMKH CTabiIbHUX YMOB Y BEJIUKHUX IPUMIilleHHAX [9].
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Puc. 1. CxemaTu4He 306paxeHHA Moge i XGBoost

15 OLiHKY POYKTUBHOCTI MOZieJieH, MOGYA0BaHUX Y IIbOMY JIOC/iKEHH], 6YJI0 pO3paxoBaHO cepeHbO-
KBaZpaTU4YHy noxu6ky RMSE, koediuieHT geTepMinanii R Ta 3a1MIIKOBY nepeA6adyBanbHy JeBianito RPD Ak
JUIs1 HABYAJIbHOTO, TaK i /11 TECTOBOTO HAb0piB JjaHuX. Lli MeTpUKH LIMPOKO BUKOPUCTOBYIOTHCS [JIJis1 OLiHIO-
BaHHA TOYHOCTI perpeciiHux MogeJsei [13].

CepeHbOKBaZpaTUiHa Noxnu6Ka RMSE (1) BU3HAYa€eThCA SIK KBaZpaTHUH KOPiHb i3 cepeJHbOT0 3HAYEHHS
KBa/ipaTiB pisHULb MiXK QAaKTUIYHUMHU Ta IPOTHO30BAHUMHU 3HAYEHHAMHU.

%g(yi _5/\1')2 '

Y upoMy piBHSIHHI n MO3HAYAE KiJIbKICTh CIOCTEpPEXEHbD, yi — PaKTUIHI 3HA4YeHHs, Yi - TPOrHO30BaHi 3Ha-
YeHHs Mo/JieJli, a J — cepe/iHE 3HaueHHs PaKTUIHHUX CIIOCTEPEKEHD.

RMSE BUKOPHUCTOBYETBCS [JIS OLiHKYM MacIITaby MOXUOKH, Jle HYKYi 3Ha4eHHS BKa3yI0Th Ha Kpally TO4-
HicTb mporHo3yBaHHs [1]. Llel moka3HHUK [03BOJISIE OL[IHUTH a0COJIIOTHY MOMHUJIKY MOJeJsi Ta MOPiBHATH il
epEeKTUBHICTB i3 aJIbTEPHATUBHUMH MiX0JaMU.

KoediuieHT netepminarnii R? (2) € BaXXJINBUM MOKa3HUKOM SIKOCTi MOJieJTi, AKUH JeMOHCTPYE, HACKIJIbKU
J06pe MoJieJlb NOsICHIOE BapiabesIbHICTh JaHuX. 3HaueHHs R? 3MiHIO€ThCA y AianasoHi Big 0 go 1. YuM 6./11x%-
4e 3Ha4eHHsA R? 10 1, TUM Kpalle MoZiesb Bijo6paXkae 3aKOHOMIPHOCTI y IaHMX i MOSICHIOE iX BapiaTUBHICTb.
HaBnakwu, 3Ha4ueHHs, 6,1M3bKi 710 0, BKa3yOTh Ha C1a0Ky MOSICHIOBAJIbHY 3/1aTHICTh MOZeJIi Ta BUCOKY CTYIiHb
HEBH3HAYEHOCTI y NporHosax [4].

RMSE = 1)

(2)

Bucoke 3Ha4eHHs R? CBiMUTDb NpO Te, 1[0 MOJeJb YCIIIIHO BPaX0OBY€ 3B’A3KM MiX BXiZJHUMM IIapaMeTpa-
MU Ta POTrHO30BAaHUMH 3HAYEHHSIMHY, 1110 € KPUTUYHO BaXKJIUBUM [IJIs TOYHOT'O KEPYBaHHS MiKpPOKJiMaTOM
y BeJIMKUX NpuMilleHHAX. OfHaK caM KoedillieHT JeTepMiHallii He Ja€ MOBHOI KAPTUHU, TOMY HOTO CJiJ aHa-
JIi3yBaTH y NOEAHAHHI 3 IHIIMMU MeTPUKaMHU, TakKUMU K RMSE Ta RPD, 1151 OTpUMaHHS NIOBHOI OL[iHKH IIPO-
AYKTUBHOCTI MOZeJIi.

3asuiikoBa nepeabadyBajibHa JeBianisg RPD (3) BU3HAYa€eThCA K BiJHOLIEHHS CTAHAAPTHOTO BigXUieH-
H GaKTUYHUX 3HAYEHb JI0 CTAHAAPTHOTO BiZiXUIeHHs MOMUJIOK MoJeJi. Ll MeTpuka Bijo6pakae 3JaTHICTb
MoJeJli TOYHO nepejbayaTy BapiaTUBHICTb JaHUX.
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Bumii 3HaueHHs1 RPD BKa3yOTh Ha Kpally MPOTHOCTUYHY epeKTUBHICTb MozeJi. s MeTprka € 0co6/1MBO
BaXKJIMBOIO JJIs1 OL[iHKH epeKTHBHOCTI MoJeJiel, 3aCTOCOBAHUX ¥ MPOTHO3YBaHHI MiKpOK/JIMaTUYHUX YMOB
y BeJINKUX NPUMIlLleHHAX.

[Ipu npoBezieHHI oniHIOBaHHA ePpEKTUBHOCTI YOTHPbOX MoJeiel Ty4Horo inTesnekty MLR, SVM, ANN Ta
XGBoost a9 npor1o3yBaHHA BHYTPIlIHBOI TeMnepaTypu TMPin, BigHocHOI Bosiorocti RHM Ta KOHIleHTpanii
Bymiekucsoro rasy (COz) 3 ropusoHToM y 30 XBUJIMH, IPOAYKTHUBHICTb MoZie/ied BU3HAYasIach 3a JONOMO-
roto MmeTpuk RMSE ta R?, OKpeMO /IJIs1 HaBYaJIbHOI Ta TeCTOBOI BUOIPOK, BiZiMOBiAHO Mo3HAaYeHUX Ik RMSET,
RMSEP, RT? Ta RP?. JlogaTKoBO 3aCTOCOBYBABCA iHEKC 3a/IMIIKOBOI epeabadyBaHoi AeBianii RPD Ha TecTo-
BOMY Ha0o0pi, 1[0 03BOJISIE OI[iIHUTH HAJliMHICTh epe6ayeHb, 0COGJUBO B yMOBaX JUHAMIYHUX 3MiH MiKpo-
kJimary [9].

OTpuMaHi pe3yJabTaTH A03BOJSIOTh 3p0O6UTH HacTynHi BUCHOBKU. XGBoost cTabisbHO JeMoHCTpyBasa
HalKpalli NoKasHUKHU: A napametpy TMPin mofens pocarna RMSE Ha HallHMK4YOMy piBHI Ta HaWBULIOTO
koeodinienTa gerepMinanii - 0.9753 Ha HaBuabHiK i 0.9724 Ha TecTOBiN BUbGipKax. Y Bunagky 3 RHM noxkas-
HUKM 6y/M nofi6HuMu — R? BignosiznHo 0.9682 Ta 0.9656. lllo0 nporHo3ysanHs koHLeHTpauii CO,, XGBoost
TaKOX NepeBepIluIa iHIIi MOZeJi, J0CATHYBIIM HalHWwKkaux RMSE (8.5519 i 9.519) Ta HailBUIUX 3Ha4eHb R?
(0.9940 i 0.9929), wo 3acBiguye ii TouHicTb i cTabinbHiCTE. ANN y 3aBJjaHHI IPOrHO3yBaHHSA POCTY AUHB 3a-
6esnednsa R?=0.9,a RNN-LSTM ans Temnepatypu Temuni Ha 30 XBU/IKMH yniepes - R = 0.96. HaBiTb Mozieb
GBR-ET He 3Morsia nepeBepuinty XGBoost y TouHocTi nporHo3iB. 3HaueHHs RPD pogaTkoBo mifTBepAuId
BuIny HagilHicTh XGBoost. Xoua ixmi mogesni (MLR, SVM, ANN) Takox nokasasu xopoiui pesyabraTtu 3 RPD
>3.8, XGBoost npogeMoHcTpyBasa ictoTHy nepesary: 6.0197 gyt TMPin, 5.3878 nsist RHM ¥ 11.8464 anisa CO,.
Taki MOKa3HUKH MiAKPECA0I0Th BUHATKOBY TOUHICTD i aJalITUBHICTb MO/eJi [IJil IPOTrHO3yBaHHS MiKPOKJIi-
MaTHUYHHUX NapaMeTpiB Yy BEJUKUX NPUMIIEHHSAX, 10 € KJIOYOBUM YUHHHUKOM /1151 eeKTUBHOTO yIPaBIiHHSA
BiZIMOBIAHMMU TeXHOJIOTIYHUMU Iponecamu [15].

JonaTkoBuit aHani3z mogeni XGBoost, 3acHoBaHu# Ha rpadiyHOMY 3icTaBJeHHI GaKTUUHUX Ta MPOrHO30-
BaHUX 3Ha4YeHb (pUC. 2) NOKA3aB, 10 YUM OJKYe nepeoadyeHi 3HaueHHs [0 JjiHil 1:1, TUM TO4HiLIe Mo/ie/b
3/laTHA MPOTHO3YBATH NapaMeTpH MiKpokJiMaTy. BisyasibHe nopiBHAHHS [[03BOJIsIE 3pOOUTH BUCHOBOK PO
cTabisbHicTh Ta TouHicTb XGBoOSt y nepej6adyeHHi KJIFOUOBHX €KOJIOTIYHUX ITapaMeTpiB, 1o e pas migTBep-
JUKye 11 mepeBary Ha/, iIHIIMMU NiJAXOJaMU.
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Puc. 2. [lopiBHSHHS NIPOTHO30BaHMUX Ta paKTUYHUX 3HAYeHb Pi3HUX MapaMeTpiB A1 Moaeai XGBoost

Y paMkax focaipKeHHSA 6yJ10 MpoaHali3oBaHo epeKTUBHICTb Mozesi XGBoost y mporHo3yBaHHi KJIFOUOBUX
nmapaMeTpiB - TeMIIepaTypH, BOJIOTOCTi Ta KoHI[eHTparlil CO, - 3 aKIleHTOM Ha BUSIBJIEHHS HAaUG6iJIbII BIJIUBO-
BUX GaKTOPIB /151 KOXKHOTO 3 HUX.

Mogenb XGBoost npojieMOHCTpyBaJjla HAMBUILY TOUYHICTB Ta CTAGI/IbHICTD PU MPOrHO3yBaHHI BHY TpiLl-
HboI TeMnepaTypu Ha 30 XBuJIMH ynepes. HaliBninBoBimuM ¢pakTopoM BUsIBUJIACS OTOYHA TeEMIepaTypa
(F = 778), iIKa € 0OCHOBOIO [JIJI1 KOPOTKOCTPOKOBOT'O NepeAbadeHHs. JpyruM 3a 3HAYYL[iCTIO CTaJla COHSYHA
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pagianis (SRD, F = 533), Aka BU3Ha4Ya€ CTyNiHb TENJIOBOTO BIUIMBY Ha npuMimeHnHs. Yac no6u DATETIME,
HasABHIcTb onafiB RAIN, 30BHIilIHA TeMnepaTypa TMPout Ta HakonM4yeHa coHA4YHa eHepria CSR Takox Manu
cyTTEBUM BHECOK (F > 240), o cBiAYUTh NMpo ixHIO HENPAMY y4acTb y GOpMYyBaHHI TeMIepaTypH yepes 3Mi-
Hy TemnsioBoro 6asaHcy. Hatomicte 06irpiB HEAT, HanpsiMmok BiTpy WDR Ta BoJsiorictb RHM Mau HU3bKi 3Ha-
YyeHHs1 Bax/MBOCTI (Big 3 fo 31), oTKe, HE3HAYHO BIJIMBAJIM HA 3MiHYy TeMIepaTypu y Mexax 30 XBUJIMH.
JepeBo pimienb XGBoost niaTBepakye 1i BUcHOBKU: TMPin - kitouoBui By3oa gepeBa, a SRD i DATETIME
3’ABJIAIOTBCA Ha [VIMOLIMX PiBHAX, 110 BKa3ye Ha ixHill BHecok y mpupict Temnepartypu (puc. 3). Lli 3ako-
HOMIipHOCTI miITBEPKYIOTh, [0 MOJeJIb He JIMIIe CTabi/NbHa, a ¥ 3/[aTHA TOYHO iIeHTU(iKyBaTU NPOBiAHI
¢disnuni yuHHUKY [8].
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Puc. 3. AHas1i3 BIVIMBY NapaMeTpiB Ta CTPYKTYpH pilieHHA MoAeJ1i XGBoost
AJIA IPOrHO3yBaHHA TeMIepaTypu

J1s1 mporHo3yBaHHSA BiIHOCHOI BOJIOrOCTi Ha aHaJOTiYHUH npoMixkok Mozeab XGBoost Takox nmokasasna
cTabinbHi pe3ysbTaTH, 3 HAUBUILUM F-ckopoM y napaMeTpa RHM = 776. [loTouHu# piBeHb BOJIOTOCTI BUCTYTIAE
OCHOBHHUM NPEAUKTOPOM, 1[0 Y3T0/PKYETHCA 3 iHepLiHHOI0 NPUPO0I0 IIbOoro nokasHuka. SRD (F = 512) BusiBu-
Jlacsl IpyruM YMHHUKOM, a/[>ke BOHA OII0CepeIKOBaHO BIVIMBA€E Ha BUNIAPOBYBaHHS BOJIOTH, 3MiHIOIOYH BOJIO-
rictp noBiTps. Ha BigMiHy Bif Mozesi TeMnepaTypH, 06irpiBy HEAT MaB moMiTHUH BILJIMB Ha BOJIOTICTB, a/pKe
06irpiTe moOBiTps cnpuse BUCYUIYBaHHIO cepeoBuIla. Takok BaroMuMmu 3anumiaotbcss TMPin it DATETIME,
110 NiATBEePAKYE KOMILJIIEKCHY 3a/IeXKHICTh BOJIOTOCTI BiJi KiJibKOX yMOB. /lepeBo pilleHb AJisl BOJIOTOCTI Ma€
CKJIaAHIIYy CTPYKTYPY Ta 6i/blly IIMOUHY, HIXK /151 TEeMIIepaTypH, 110 CBiAYUTH Npo 6araTopakTOpHY NpUPO-
Zy BostorocTi (puc. 4). Takum unHoM, XGBoost mokasye He JiHIlie BUCOKY TOUHICTh, a ¥ THYYKiCTb ¥ BiATBOpeHH]
B3aEMO/II MiXK apaMeTpaMH.

(@)
Featune iImpertance of RHM after 30 minubes
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Puc. 4. AHas1i3 BIULIMBY IapaMeTpiB Ta CTPYKTYpH pilieHHA MoaeJ1i XGBoost
AJIS1 IPOTHO3YBAaHHA BIAHOCHOI BOJIOTOCTI
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[IporHosyBanHa CO, TakoX CIHUPAETbCA HAa MOTOYHe 3HAYeHHs LbOTO NMapaMeTpa, AKe € NPOBIAHUM
(F = 682). Lle 3yMmoBJIeHO MOBiJIbHOIO AUPY3i€l0 ra3y Ta NPsSIMUM 3B’SI3KOM MiX IomnepesHiM i MalbyTHIM cTa-
Hamu cepegoBuia (puc. 5). Bogaodac SRD (F = 624) mae BaxxJIMBUH BIJIUB, a/Ke BOHA CTUMYJIIOE GOTOCUHTE-
TUYHY aKTUBHICTb POC/IHH, sIKi morinHaoTh CO,, 0COGJIMBO B JIeHHI T'OJJUHU.

JlopaTKOBUMH YMHHUKAMHU cTaiy TeMinepatypa (TMPin), yvac (DATETIME) ta onazu (RAIN), koxeH i3 skux
Mae 3HaueHHs noHaz 299. [x BHecok 3yMoBJieHU I THM, 1110 BOHY BILJIMBAIOTh HA OBITPOO6MiH, pOTOCUHTES Ta
BOJIOTIiCTB — TO6TO, Ha 6iosoriyHy AuHaMiky BMicTy CO,.
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Puc. 5. AHa1i3 BIUIMBY NapaMeTpiB Ta CTPYKTypH pimeHHs MogeJii XGBoost
JAJIS IPOrHO3yBaHHA BiJHOCHOI BOJIOTOCTi

Mogens XGBoost BUOKpeMJItO€ ABa clieHapil: npupogHe 3HmxkeHHA CO, npu 3poctanHi SRD ta TMPin, Ta
1le cTpiMKille 3HMXKeHHS ¥ pa3i kap6oHoBoi ¢epTusariii, Kou piBeHb rasy nepesuinye 800 ppm. CTpykTypa
JepeBa NMiATBeppKye 34aTHICTb MOZieJli BpaxOBYBATH K IPUPOAHI, TaK i IITy4HO iHAYyKOBaHI npouecu. Lle fo-
BoAuTb edpekTUBHICTb XGBoost y cucTemax, 1110 noTpe6yoTh TOUHOT0 KOHTPOJII0 3a piBHEM CO,, HanpUKJIaz,
y BesIuKuX odicHUX npuMineHHsax [10].

TakuM ynHOM, Mozesib XGBoost mposeMoHCTpyBasia He JiMlie BUCOKY TOYHICTh MIPOTHO3YBaHHA, a U 34aT-
HICTb BUABJSATH OCHOBHI $i3WyHi Ta 6i0J10TiYHI YUHHUKY, 1110 BUSHAYAIOTh AUHAMIKY MapaMeTpiB MiKpoOKJIi-
MaTy y BEeJIMKUX IPUMILEeHHAX.

BUCHOBKM. Y 11bOMY JOC/i>)KeHH] O6y/I0 pO3I/ITHYTO MoZeJi MallMHHOTO HaBYaHHS JIJIs1 IPOTHO3yBaHHSA
MiKpOKJIIMaTy y BEJIMKUX NPUMIlleHHAX Ta JOCTifKeHo iX epeKTUBHICTb. [lopiBHAHHSA NPOLYKTUBHOCTI MO-
Jlesleld 3a MeTpUKaMHM TOYHOCTI mokasaJso, mo XGBoost npojgeMoHcTpyBasia HalKpallyi pe3yJbTaTH, Malo4du
HaliHWK4i 3HaueHHs RMSE cepe[; ycix Ha6opiB JaHUX [iJIs1 BCiX TPbOX IPOrHO30BaHUX NapaMeTpiB. KpiM Toro,
BOHA /I0CAI/Ia HAWBUIMX 3Ha4eHb R% 0.9724 - ana Temnepatypy, 0.9656 — aus Bosorocti, 0.9929 ans KoH-
ueHtpanii CO,. 3HadyeHHs RPD Takox nigTBepauau nominyBaHHs XGBoost Haz iHIIMMU MozeissMU, 0COBJIUBO
y nporHo3yBaHHi CO,, ae napameTp RPD focar 11.8464, 110 CyTTEBO NepeBUILYE Pe3yJIbTAaTH IHIIUX MOJeJeN.
AHanis rpadikiB posciroBanHs (1:1) ¢akTUUHUX | TPOTHO30BAHUX 3HAYEHD /I TECTOBOI'O HA6OPY IMOKa3as.,
o Touku XGBoost 6y/iv HaUGAMKIUMU 10 ifeanbHOI JiHil BignosigHocTi. OcobsuBo y Bunagky CO,, e BU-
coki 3HaueHHs RPD we pas nigTBepanau 3gatHicTe XGBoost edpekTHBHO NPOrHO3yBaTH 3MiHy 1[bOI'0 Hapa-
MeTpa. JlocnimxeHHa BaxauBocTi napamMeTpiB y XGBoost nokasasio, 1m0 3MiHU MIKpOKJIMaTy y NPUMILeHHI
3HAYHOIO MipOI0 BU3HAYAIOThCA YacoM JI06M Ta piBHEM COHSAYHOI pafianii. AHaJi3 mepuioro JiepeBa pilleHb
XGBoost nmiaTBEpAUB, 1110 MOJe/b eGeKTUBHO HAaBYAETHCA PO3Mi3HABaTH B3aEMO/i0 Mk BHYTPIilIHIMU yMoO-
BaMU npuMmilieHHs, pisiosoriero KynpTyp Ta AifsMu onepatopa. TakuM 4yuHoM, 3acTocyBaHHsI XGBoost y kepy-
BaHHI MiKpOKJIIMaTOM /I03B0OJISIE TOYHO IPOTHO3yBATH TeMIlepaTypy, BoJoricte i CO,. ko nependayyBaHi
3HAYeHHA BUXOJAATH 3a MeXi ONTUMaJIbHUX, CUCTEMA MOXe aBTOMAaTUYHO aKTUBYBAaTHU BUKOHAB4Yi MeXaHi3MU
JJ1s IX KOpUTYBAHHS.

KpiM TOro, MOXJIMBICTB iIHTEepNpeTyBaTU NPOLEC yXBaJeHHS pilleHb MOZeJli A€ 3MOTY ollepaTopy Kpalle
pPO3yMITH, IK 3MiHIOIOTbCS KJiMaTHYHi MapaMeTpH y BiANOBiZAb Ha POGOTY CUCTEM yIpaBJIiHHS, 1[0 J03BOJISE
NpUUMaTH 6iblI 06I'PYHTOBAHI pillleHHH 11[0/10 KePYBaHHS CepelOBHIIEM.

Y it TemMaTuLi ri6puiHi cxoBuila iHdopmalii 3a6e3neyyoTh epeKTUBHE 30epiraHHs, 06po6Ky Ta LOCTYI
Jl0 BEJTUKUX 00CATIB MiKpOK/JIIMaTUYHUX JJaHUX Y pealbHOMY 4aci. BOHU OeHYI0Th epeBaru pejsiiHux Ta
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posmnogineHux 6a3 AaHUX, 1110 J03BOJISIE 3 AITYBaTH CUCTEMY /10 IMHAMIYHHX YMOB Cepe/I0BHINA Ta ITiABULIH-
TH CTabi/IBHICTL PO6OTH MO/iesIel TPOrHO3yBaHHS.

[Tonpu BHMCOKY TOYHICTBb MOZeJi, Habip JaHUX, BUKOPUCTAaHUH Y AOCIiPKeHH], He OXOITIOBAaB YCi MOXJIUBI
¢daxTopy, 10 BIVIMBAIOTh HA MiKpoOKJiMaT. Yepes Lie y esgKUX BUNaJKaX MPOTHO30BaHi 3HAa4eHHH BiApi3Hs-
Jiics Bif GaKTHIHUX.
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AJITOPUTMHU BUABJIEHHA TA 3AIIOBITAHHA MAHINTY/IAIIAM
Y TEUMIPIKOBAHHUX OCBITHIX CEPEJOBHUIIIAX

Anomayis. I'etimigpixayis oceimuix naamgbopm, wjo sukopucmosyroms inmezpayiio 6a.ie, docsizHeHb ma petimuHeis, do-
gesa c8oK edpekmugHicmb y nidsuujeHHi Momusayii ma 3aayyeHocmi yuHie. O0Hak opieHmayisi Ha 308HIWHI BUHA20POJU
CMeEopIoe HOBI 8pA31UBOCMI — 30KpeMa, sisuuje papMuHay, npu KoMy Kopucmysaui 3006y8aroms 8uHA20podu b6e3 peanbHO20
3ACB0€HHS 3HaHb, Y cmammi npedcmas.ieHo an2opummivHutl nioxid do eusigneHHs1 ma 3anobizavHs apmuHey e eelimigiko-
8AHUX 0CBIMHIX cepedosuax.

Mema cmammi - docaidxceHHs: ma po3pobka anzopummie 8Us8/AeHHS ma 3anobieaHHsa apmuHzy 8 zelimigpikogaHux
oceimHix cepedosuwax, BUKOPUCMOBYOHU Memodu Wmy4Ho2o iHmesekmy. 3a80aHHS 8KAOUYAOMb popmanizayiro ingopma-
yiliHoi cucmemu, aHa.iz nogediHku kKopucmysauie i cmeopeHHss a0anMusHUX MexXaHi3Mie KopeKyii.

Memodos0z2ist docaidsiceHHs1 TpyHMyeMucsl Ha no6ydosi epagoeoi modeai kopucmysayvbkoi akmusHocmi 8 2elimighiko-
8aHill oceimHill iHgpopmayiiinili cucmemi. /Jas1 8usie/eHHs AHOMANIbLHUX hamepHie 3acmocogaHo Kaacmepusayito DBSCAN
ma /210Ka/bHe OYiHWB8AHHS 8i0XuU/1eHb 3a donomozow aszopummy LOFE AdanmusHa hosediHko8a KopeKYisi peaizosaHa yepes
Q-learning, wo dosso.s1€ 36epizamu Momusayir Kopucmysaie 6e3 Hopcmkoz0 8Mpy4aHHs. A120pumm pezyaspHo nepeHa-
840EMbCS1 HA OCHOBI HOBUX OAHUX, adanmyoyucsk do 3MiH y nosediHyi kopucmysauis.

Apximexkmypa piwieHHs1 6a3yembcsi Ha no6ydosi epaghie akmusHocmi, sukopucmauHi aszopummy kaacmepusayii DBSCAN,
JI0KA/NbHOMY 8usisneHHI aHomanill (LOF), a makosx adanmueHill kopekyii cucmemu guHazopod 3a donomozorw hidkpinaio-
8a/1bHO20 HasyaHHs (Q-learning). 3anponoHosaHuli nidxio npodemoHcmpysas 30amuicms gusigassmu 0o 95 % aHoMaAbHUX
namepHie i3 MiHiMA1bHUM pi@HeM XUGHONO3UMUBHUX Chpaybo8y8aHb. OKpeMy yeaey npudineHo M Kill Kopekyii — eHyukomy
MexaHizmy adanmayii, skutl 0036045€ 36epizamu Momueayiro y4Hie npu empyyaHHi 8 npoyec oYiHHWB8AHHSL.

Haykoea Hogu3Ha. HogusHa docaidsiceHHst noasizae 8 adanmayii memodis kibepbe3neku 0o KOHmMeKCcmMy 0c8imHboi aHa-
AIMUKu, po3po6yi asnzopummie usie/eHHs ma 3ano6ieaHHs papMuHay 04 2elimipikosaHux oc8imHix naamgopm i3 3acmo-
CYB8AHHSIM WMY4HO20 IHMeAeKmy 3 no0a/IbWUM 8UKOPUCMAHHAM HelipoHHUx mepedc (RNN, mpaHcgopmepig) 015 npo2HO3y-
8aHHS MAHINY/ASIYill ma enposadiceHHs1 NnepcoHaNi308aHUX cmpamezill Kopekyii Ha ocHosl npoghinie kopucmysaduis.

BucHoeku. 3anponoHogaHe pilieHHSs € eheKmUB8HUM KPOKOM 00 CMEOopeHHS 6i1bl NPO30pUX, emUYHUX i HadiliHUX 2eliMi-
dikosaHux cucmem Hag4aHHs1. Pe3ys1omamu 00CAi0HCeHH MOHCYyMb 6ymu 3acmoco8aHi 04151 no6ydosu HO8UX NOKOiHb 2elimi-
dikosaHux naamgopm, siki noedHyroms adanmusgHicms, cmilikicmos do MaHinyasyill i sucoky sikicms 36upaHHsi ma iHmepnpe-
mayii oceimHix daHux.

Katouosi cnoea: ocsimus yugpposa naamgopma, zetimigpikayis, papmune, 10kanvHe gusigaeHHs aHomanit (LOF), neti-
pPOHHA Mepedica, 2paghosa modeb.

Denys POKYDKO, Olena SKLIARENKO. ALGORITHMS FOR DETECTION AND PREVENTION OF
MANIPULATIONS IN GAMIFIED EDUCATIONAL ENVIRONMENTS

Abstract. Gamification of educational platforms, incorporating points, achievements, and leaderboards, has proven
effective in enhancing student motivation and engagement. However, the focus on extrinsic rewards introduces vulnerabilities,
notably the phenomenon of farming, where users obtain rewards without genuine knowledge acquisition. This article proposes
an algorithmic approach to detect and prevent farming in gamified educational environments.

Objective. research and development of algorithms for detecting and preventing pharming in gamified educational
environments using artificial intelligence methods. The tasks include formalizing the system, analyzing user behavior, and
creating adaptive correction mechanisms.

Methodology. The research methodology relies on constructing a graph-based model of user activity within a gamified
educational system. Anomalous patterns are identified using the DBSCAN clustering algorithm and Local Outlier Factor (LOF)
for anomaly detection. Adaptive behavioral correction is implemented through Q-learning, enabling the preservation of user
motivation without intrusive interventions. The algorithm is periodically retrained based on new data, adapting to changes in
user behavior.

The solution architecture integrates activity graph construction, DBSCAN clustering, LOF-based anomaly detection, and
adaptive reward system correction via reinforcement learning (Q-learning). The proposed approach achieves up to 95 %
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detection of anomalous patterns with a minimal false-positive rate. Particular emphasis is placed on soft correction-a flexible
adaptation mechanism that maintains student motivation during evaluation interventions.

Scientific Novelty. The novelty of the research lies in the adaptation of cybersecurity methods to the context of educational
analytics, the development of algorithms for detecting and preventing pharming for gamified educational applications using
artificial intelligence with the subsequent use of neural networks (RNN, transformers) to predict manipulations and implement
personalized correction strategies based on user profiles.

Conclusion. The proposed solution represents a significant step toward creating more ethical, transparent, and reliable
gamified learning systems. The findings can be applied to develop next-generation gamified platforms that combine adaptability,
resilience to manipulation, and high-quality collection and interpretation of educational data.

Key words: educational digital platform, gamification, farming, Local Outlier Factor (LOF), neural network, graph model.

IlocTaHOBKa Npo6/ieMU B 3arajJilbHOMYy BUIVISAAI Ta ii 3B’A30K i3 BaKJIMBUMU HAayKOBUMHU YU NpaK-
TUYHUMMU 3aBAAHHAMMU. [elimidikallis, BU3HaYeHa K BUKOPUCTAHHS irpoBUX MeXaHik (6aJsiB, piBHIB, J0-
CATHEHb, 3MaraHb) y HeirpoBUX KOHTeKcTax [1, c. 23], cTajla NOTYKHUM iHCTpyMeHTOM y TpaHcdopmMauii cy-
yacHol ocBiTH. BoHa miziBuIlye MoTHBAallil0, 3a/1y4eHICTh | piBeHb akKTUBHOCTI 3706yBayiB 0CBiTH, 0CO6UBO
B OHJIalH-T1aTdopMax Ha KutaiaT Duolingo, Khan Academy Tta Coursera [6, c. 195-198]. 3acTocyBaHHs reiMmi-
¢dikoBaHUX cTpaTerid € YaCTUHOI WHPILO] TeH/AEeHIT 10 mepcoHaJizanii Ta nudposizauii ocBiTHBOrO NMpore-
Cy, 1110 BiANOBiZja€ cyyacHUM BUMOTaM [0 aJJalTUBHOTO, I0CTYITHOTO ¥ iHTepaKTUBHOI0 HaBYyaHHA [1, c. 15].

OpHak, HaMipHa opi€HTallisl HA 30BHILIHIO MOTHUBAIlil0 Ta HATOPO/IU CTBOPIOE HU3KY HOBUX BUKJIMKIB. O~
HUM i3 HaHGI/bII aKTyaJbHUX € GAPMHUHT — MaHIMyJSTUBHA MOBe/iHKA KOPUCTYBauiB, sIKi HAaMararThCs OT-
pUMaTH BUHAropoAu abo MiABUIUTH PEHTHHT, He BUKOHYIOUH HaBYaIbHUX 3aB/aHb 06pocoBicHo [2, c. 142].
Taka noBeJjiHKa MOXe NMPOSIBJIATHCS SIK HAaJUIBU/IKe TPOXO/KEHHsI YPOKIB (HAapUKJIAJ, 38 5 CEKYH/| 3aMiCTh
tunoBux 300), KoniloBaHHS BiANOBi/iel], HeaBTeHTUYHA aKTUBHICTb a60 HaBiTh BUKOPUCTAaHHSA 60TIB [3, c. 2;
9, c. 250]. Y pe3ysnbrati cucTeMa He JiMllIe BTPAaya€ aHAIITUYHY TOYHICTb, ajle 1 3HMKYE SKICTh HaBYaJIbHOIO
KOHTEHTY Ta CpaBeIJUBICTh oljiHIOBaHHA [9, c. 253].

HaykoBa 3HauymicTh Mpo6JyeMu NMOJISATAE B HEOOXiTHOCTI MOGYA0BH iHTEJNEKTYaJbHUX MeXaHi3MiB BUsIB-
JIeHHd Ta HeWTpasisanii MaHinyasnin, ski 6 ogHOYacHO 36epiraju MOTHUBALIMHUM noTeHIian reiMigikanii
[5, c. 125]. 3 npuk/1afHOI TOYKH 30Dy, Lie 3aBJAaHHSA Ma€ 0CO6GJMUBY Bary B yMOBax LIBUAKOT0 3pOCTaHHSA KiJb-
KOCTi KOPHUCTYBaYiB OCBITHIiX maT$opM, 0COBJUBO Iif Yac mepexoay A0 AUCTAHLIMHOrO W 3MillITaHOTO HaB-
yaHHA. TakUM 4YMHOM, Ipo6/ieMa GapMHUHTY € He JIMIIe TeXHIYHOI0, a 1 eAaroriyHoo, eTUYHOO Ta COLlia/IbHO
3Ha4yII0M0, [0 BUMara€e MbXAUCIUILIIHApHOTO Tixoay ao ii BupimeHHs [10, c. 279-280].

MeTa cTaTTi - NPOBECTHU JJOCIiPKEHHS Ta PO3POOUTU aITOPUTMHU BUSIBJIEHHS Ta 3aM06iraHHsA papMUHTY
B reiiMipikoBaHUX OCBITHIX cepe/lOBUIAX, BUKOPUCTOBYIOYH MeTOAM WTy4yHoro iHTesnekty (LLI). 3aBpanus
BKJIIOUAIOTh popMartizanio cucTeMy, aHasli3 NoBejiHKM KOPUCTYBayiB i CTBOpEHHS alalTUBHUX MeXaHi3MiB
KOpeKLil.

lefimidikanis cnupaeThbcs Ha MOTUBALHHI Teopii, Taki ik Teopist caMmogeTepMiHallii, ajie 30BHiIIHI Haropo-
U IPOBOKYIOTh MaHinyasuii [2, c 142]. Anbaea ta Cima [1, c. 14-16]. nmigKpecao0Th, 1[0 c1abki ¢yHKIii BUHA-
TrOpOAY CTBOPIOIOTH J1a3iBKU [ dapmuHry. CydacHi MeToAu aHaslizy aHoMaJlil, Taki sk Local Outlier Factor
(LOF) i DBSCAN, edexkTrBHO BUSBAAITH BiAXWIeHHA B moBefiHLi [5, c. 25], Toai ik rpadoBi aaroputmy,
noai6Hi o PageRank, Mozeo0Th MIJIAXU KOPUCTYBauiB [6, c. 490]. IlincuntoBanbHe HaBYaHHSA (Q-learning)
ONTHMI3y€e aflanTUBHI peakii [7, ¢ 114]. Lli MeToau, ajlanToBaHi 10 OCBITH, OPMYIOTh OCHOBY 3alIpOIIOHOBA-
HOTO HiJX0ay.

IlocTaHoBKa 3aAayvi. [lyis1 4OCATHEHHS MOCTaBJIeHOI METH PO3IVITHEMO reliMipikoBaHy HaBYa/IbHY CUCTe-
My, SIKy NIpe/iCTaBUMO 5IK popMasibHy MO/ieJb i3 TAKUMU eJleMeHTaMU:

e - MHOXVHA KOPUCTYBauiB, AKi B3a€EMOAIIOTB i3 CUCTEMOIO;

e A - MHOXXMHA MOXJIMBHUX Jill KOpUCTYBava (HanpuKJaJ, BijIOBi/ib Ha 3alMTaHHS, IPOIYCK YPOKY);

e S - MHOXHHA CTaHiB HaBYaJIbHOTO Npoliecy (HapUKJIaJ, Sp — MOYaTKOBUM CTaH, Sn — KiHLeBUU CTaH);
P(A,S)>R - dyHKIis1 BUHAropoAy, 1o Bijo6pakae /iito B oTpUMaHi 6asliB M JOCATHEHHS.
CTaHZapTHUU HaBYaJbHUM LJISAX Y CACTEMI BUIVISIAAE SIK NNOCJiJOBHICTb CTaHIB:

S5+ 8n,

Jle KoKeH nepexiz Si—Si,; BUMarae BUKOHaHHs MeBHOI Jii a € A, 10 noB’si3aHa 3 HaBYaJIbHUMU 3yCUJI-
JIIMM (HampWKJIaJ, po3B’si3aHHS 337ja4di Y¥ MPOXOKeHHS TecTy). Y HopMi ¢yHKIiA P(A,S) HapaxoBye Gaiu
MPOMOPIIHHO AKOCTi YM Yacy BUKOHaHHs Jii. OHaK mpu ¢papMiHTy KOPUCTYBadi 3HAX0/ATh a/IbTePHATHBHUHN
mIsix: So—Sn, fie ax € A € MaHINy/ISITUBHOIO Ai€10, 1110 103BOJIsIE 0OIMTH K/IIOUOBI eTanu HaBYaHHS. Hanpukiag,
KOMiIOBaHHS BiZiMOBi/lell YM MOBTOPEHHS MPOCTUX 3aB/aHb 3aMiCThb CKJIaJHUX MoAYJiB. Taki Aii MiHIMi3y0Tb
3YCUJLJIA, aJle He CIPUAI0Tb 3aCBOEHHIO 3HaHb, 1[0 CyNepeynuTh LM CUCTEMHU.

OcHoBHa npo6JsieMa papMiHTy MoJisArae B TOMY, 10 CTaHAApTHA GyHKLis BUHaropogu P(4,S) dacto 3asne-
KT JIMIIE BiJl GaKTy 3aBepIleHH [Iii, a He BiJ ii AKOCTi Y1 MTMOGMHU BUKOHAHHS. [[e CTBOPIOE BPa3IMBOCTI,
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AKi KOpUCTyBayi eKCIIyaTyOTh AJIs INTYYHOTO MiJIBUILEHHS CBOIX pe3y/bTaTiB. Hanpukiaz, y Duolingo peski
YYaCHUKHU MOXKYTb LIBU/AKO IPOXOAUTH YPOKH, BUKOPUCTOBYIOUH aBTO3aIIOBHEHHS YU CTOPOHHI pecypcH, 1106
oTpuMaTH 6a/y, He BUBYAOYH MOBY. Sk 3a3Ha4eHO B [4, ¢ 38-40], dapmiHT Moke 6yTH BUKJIMKAaHUM He JIHIIEe
O6a’kaHHSM OGIMTH cUCTeMy, ajle i MparHeHHsIM MOZ0J1aTH ii HeclipaBeJIMBICTb YM TEXHIYHI 06GMeXeHHs, 1110
JlO/1a€ MCUXOJIOTIYHUHN aceKT 10 TEXHIYHOI MPUpPOAH MPOBIeMHU.

®opmanbHO, GapMiHT MOXKHA ONHUCATH IK aHOMaJIbHUH Nlepexi/] i3 HU3bKOI0 HMOBipHICTIO Y HOPMaJIbHOMY
nporeci. [l croxacTu4aHoro npouecy P(s'|s,a) - iMoBipHicThL nepexoy Bij ctaHy s fo s’ 3a Aii a. Y crangapr-
HoMy nporeci P(Sn|Sy,ax)=0, ase npu ¢apMiHTy 111 AHMOBIpHICTb LITYYHO 3POCTAE Yepe3 MaHINyJASTUBHY JAif0
ax. TaKMM YUHOM, 3a/ia4a MOoJISITa€ Y BUSIBJIEHHI MHOXKWUHU aHOMaJIbHUX i AXCA Ta afanTtauii cucteMu JJis
ix HeliTpanisanii, 36epiraroyn MOTHUBALiI0 KOPUCTYBaviB. Hanpukiaz, K10 KOPUCTYBAY MPOXOJUTh YPOK 32
10 cekyH/ 3aMicTb cepefiHiX 5 XBUJIMH, Iie MOKE CBiJYMTH PO BUKOPHUCTAHHS J1a3iBKHY, 110 TOTPe6ye aropuT-
Mi4YHOI0 aHaIi3y Ta peakuil.

BuKkJ1aZ 0OCHOBHOro mMartepiaJjy. /I BUpilleHHA NOCTaBJIeHOoI 33/ia4i MOXXHa BUKOPUCTATH aJiTOPUTMIiU-
HUH mifxig a60 BUKOPUCTATH MOXKJIMBOCTI IITYYHOTO iHTeeKTy. [/l po3r/isi/ly BapiaHTiB pO3B’I3Ky IMOCTaB-
JieHoi 3a/a4i popmastizyemo reiimidpikoBany cucreMy. Po3ryisilaTUMeMO CUCTEMY SIK CKIHUEeHHHUH CTOXaCcTHY-
HUU aBTOMAT:

o S={Sy, Sy.., Sn}- MHOXXMHA CTaHiB (HaNpHUKJaJ, I0YaTOK YPOKY i HOro 3aBeplueHHs);

e A - MHOXHHa [i#l (BifOBiJb, MPONYCK);

(P (s’| s, a) - iMmOBipHiCTb Epexoay;
* R(s) - BUHaropoja 3a CTaH.
TunoBa pyHKIi BUHAropoAy Moxe 6yTH BU3HAYEHA SIK:

P(A,S)=w; ti+w,-qi,

Jle W1 Ta W, — BaroBi Koeil[ieHTH, 1110 HAMAIITOBYIOThCS 3a/IE3KHO Bif 1isedt cucremu (Hanpukiaz, wi= 0.3,
Wy= 07)

HopmanbHu#t muisix: So = S; =« - - = Sn, 3 yacoMm ti = ti AkicTio qi = 1.

®apmuHr: Sy = Sn, ge tx < 0.1t, Hanpukaz, 5 cekyHz, i gx = 0.

BukopucTaEMO aiIrOpUTMIYHHH TiJXiJ AJ1s1 pO3B’si3aHHs MOCTaBJIEHOI 3aia4i. B po60Ti afroput™ ckiazaa-
€ThCS 3 YOTUPHOX HACTYIHUX €TaMiB.

1. 36ip maHUX.

Juid aHastisy noBeZiiHKM 36MpalOThCS TaKi AaHi PO KOXKHOTO KOpUcTyBaya uel:

- nocaifoBHicTb Ail: seq(u)={a4,a,,...ak} (Hanpukaaz, {BiAN0OBiAb, MpomyckK, BiANoBigb});

- Yac BUKOHAHHSA KOXXHOI Aii: t(ai) (y cekyHaax);

- mIAX y ctaHax: path(u)={So, S1,..,.Sm} (Hanpuknag, {So,Sn} A dapMinry).

CepeJ 10AaTKOBUX METPHK:

- 4acToTa NOBTOpeHHd [iiH f(al) (HanpukJaj, MOBTOPeHHs NpocToro a; 10 pasis);

- noBxuHa 1LIsAXy |path(u)| (KisbKicTb cTaHiB).

Hanpukiag,

- KOpUCTYyBay U, BUKOHAB seq={KonitoBaHHs}, t(ax)=5 cekyHnp, path={S,,Sn}, flax)=1, |path|=2;

- HOpMaJIbHUH KOPUCTYBaY: Seq={BiAnoBiAb, BiAnoBiab}, t(a;)=150 cekyHz, |path|=5.

2. [lo6ynoBa rpada.

CTBOpPIOETHCS OpiEHTOBaHUH 3BakeHUH rpad G=(S,E), ie S - BepIINHU - Ile cTaHH, pebpa E - 1e aii a €4, mio
3'€IHyI0Th s Ta 5, i3 Barow w(a)=avg(t(a)) - cepeHii Yac BUKOHAHHS [Iil HA OCHOBI JaHUX YCiX KOPUCTYBaYiB.
Hanpuxknan, pebpo So—S; 3 Ai€to a; = {BianoBiap} mae w(a1)=120 cekyHz, a pe6po Sy—5n 3 fieto ax={komito-
BaHHs} Ma€ w(ax)=5 ceKyHJ.

g ananizy rpada B po60Ti BUKOPUCTOBYEThCS aaroputM PageRank [6]. 3okpema, 1jeit anroputm 3acro-
COBYETBCS AJ151 OLiHKU «IOMYJISIPHOCTI» nepexoZiB. HopMasibHi miaxu (Hanpukiaaz, So—S;—Sn ) MaloTh BUCO-
KHUH paHT 3aB/sKU YaCTOMY BUKOPHUCTAHHIO, TO/li IK aHOMaslbHi (So—Sn) - HU3bKKUH Yepe3 pifKicTb y ueCHOMY
MpoLECi.

JlonaTKOBO 0GUYUCIIOETHCS CepeSHS JOBXKHUHA IJIAXY

Z|path(u)|
avg | | :
u
AHoMaJibHI IIXU MaloTh |path|<Lavg
3. BusaBieHHA aHOMaJIbHUX LIAXIB.
Lleit eTan aaropuTMiuHOTrO NiZIX0Ay B po6OTi peasi3oBaHO 3a AONOMOro0 KJaacTepu3alii, IKy MoXKHa peaJi-
pyBaTH BOMa HACTYITHUMH LIIAXaMH.
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- 3acTocyBaHHS MeTOJly KjacTepusarnii k-means: gaHi kopuctyBadiB (HanpukJaj, Bektop [t(a),|pathlfla)]
rpynyoTbcs Ha K kiactepiB (Hanpukiaag, k=2: «HopMasbHi» i «aHOMasbHI»). Llelt crioci6 ebeKTUBHUN AJ1s
BeJIMKUX AaHux (O(n-k-)), ayse Mae HeloJIiK — MOTPiOHA 3a3/ja/ieriZib BU3HAYEeHA KiJIbKICTh KJIacTepiB.

- Bukopucranus anroputrmy kiaacrepusanii DBSCAN, skuii He BUMarae k KJ1acTepiB, BUSBJISIE KJIACTEPU
ZloBisibHOI popmMu Ta mwymMoBi ToukH (aHomauii). [lapameTrpu: € (paaiyc cyciacrBa, Hanpukiaag, 0.5 y Hopmati-
30BaHOMY mpocTopi) i minPts (MiHiMa/IbHA KiJIbKICTh TOYOK y KJIacTepi, Hanpukjaaz, 5). YacoBa CKIaZHICTh —
O(n'log n) 3 ingekcauiero, ane Moxxe 6yTu 0(n?) 6es ingexcauil.

Juis BusiBNeHHs aHOMaJIii B po6oTi Bukopuctano DBSCAN, ockinbku dapMiHTr 4acTo MpOsIBASIETBCS K
OKpeMi IyMOoBi TOUKH (HaNpUKJIaJ, tx=5 ceKyH/) y npocTopi HopMasibHUX AaHuX (t=100-300 cekyHp).

Jis aHaTisy aHoMastié 6y/10 BUKOPUCTAHO TaKi METO/U.

- Metog Isolation Forest 6yye iepeBa, 301101094 aHOMaJIii IK TOYKY, 1[0 BUMAaraloTh MeHILEe PO3ILeNnieHb
[10, c. 278]. Hanpuxkniag, nuisx i3 tx = 5 i3os0eTbesa mBuaie, HiXx t = 150. Ck1aHiCTh BUKOPHUCTAHHS IIbOTO
MEeTOAY B TOMY, III0 TOTPi6o cTBOpUTH O(n-ttrees), Ae ttrees — KiIIbKiCTb AepeB.

- Metop Local Outlier Factor (LOF) [2, c 167] 064uc/It0€ JIOKaJIbHY IIIbHICTh TOYKU MOPIiBHAHO 3 11 k Ha-
OIMKIUMU cycizaMmu. CKJIaIHICTh 3aCTOCYBaHHS IIbOT'0 METO/y B TOMY, 110 MOTPi6HO nepeBipuTu O(n-k) nis
k-cycinis.

ABTopamu 6ysio HagaHo nepeBary MeTony LOF, ockinbKM Lie aJirOpUTM BpaxOBYE KOHTEKCT JIOKA/JIbHOI
MOBEAIHKY, 1[0 BAXKJIMBO [JJIs1 HEOAHOPIAHUX AaHuX reimidikanii. Hanpuknaz, kopuctyBady i3 tx=5 cexyHg,
i Ipath|=2 orpumye LOF=2.1, Toai sixk HopMasbHUH i3 t=150 cekyHp i |path|=5 orpumyemo LOF=0.9. Takum
yuHoM, DBSCAN rpynye nosezinky, LOF o6unciioe Bigxunenus LOF > 1.8.

4. AjanTUBHA peaklisl.

Jis KopucTyBadiB, yui WIAXK MO3HAYeHi ik aHoMaJbHi (Hanpukaag, LOF>1.5), cucrtema fonae npuxoBa-
Hi KOHTPOJIbHI TOYKHU Ta 3MIiHIOE CKJIaZHiCTh. Hanpukiaz, micis BUABIEHHS So—Sn 3a 5 ceKyH/[|, A0JJa€TbCA
1-2 pofaTKOBUX 3anUTaHHA 3 TalMepoM y 30 cekyH/ a60 NPONOHY€ETHCS BUNIa/KOBe 3anuTaHHsa Tuny «[losic-
HiTb CBiif BUGip» 3aMicTb MHOKMHHOTO BUGOPY. MMOBipHicHa Mozie/Ib 3MiHHU CK/Ia{HOCTI Ma€ BUT/IAL

difficulty=f(Panomaly)

LOF -1 . . -

Ae | Pomay = | (HOpMasi3oBaHa HMOBIPHICTb aHOMAaUIIT).

LOF, . -1

Hanpuxknag, skmo LOF=2.1, LOFmax=3, To Panomaly=0.55, i cknagHicTk 3poctae Ha 55 % Big 6a3oBoro
piBHA.

JlJis1 HAOYHOCTI 3aNpONOHOBAHUHN AITOPUTMIYHUH MiAXiA MpeAcTaBIeHOo y BUIAAL 6y10K-cxemMu (puc. 1),
siKa IeMOHCTPYE MOCTi0BHI eTany 06po6KH KOPHUCTYBalbKOi aKTUBHOCTI B reiMidpikoBaHill 0cBiTHIl cucTe-
Mi. CxeMa Bifo6paka€ MOBHUH LIUKJI — BiJi IEPBUHHOTO 360py Ta NonepeAHbOI 060POOKY AAaHUX 10 aJANTUBHO-
ro pearyBaHHSI CUCTEMHU Ha BUsBJIeHI aHoMaJIil. BidyasizoBaHo 3arajbHUH aJropuTM 06pOOKH BCiX KOPUCTY-
BayiB, 1110 peasi3yeThCA B UUKJI, 13 NOETAIHUM 3aCTOCYBAaHHAM aHA/IITUYHUX | MAalIMHHUX METOJAIB.

Y cxeMi 4iTKO MO3HAUYEHO KJIIOYOBI eTaIy, 30KpeMa: o6y10By rpada repexoAiB Mix 3aBIaHHAMHU KOPUCTY-
Baua, 064YMCIeHHs EeHTPAJbHOCTI BY3JIiB 32 J0TOMOTroto afroputMy PageRank, Bu3HaueHHs 1iJIbHUX KJlac-
TepiB aKTUBHOCTI 3a Aonomoroto DBSCAN, a TakoX BUSIBJIEHHS JIOKaJIbHUX BifxusieHb Ha ocHoBi LOF (Local
Outlier Factor). [liss npuAHATTS pilleHb BUKOPUCTOBYEThCSA GinbTp 3a ymoBow LOF > 1.5, mo iHTepnpeTyeTh-
cd SIK NMOTEeHIiHa aHoMaJlis.

Y BUNajKy BUSABJIEHHs] MaHIMyJsATUBHOI NOBEe/JiHKM aKTUBYEThCS MeXaHi3M M’SIKOi a/lanTUBHOI peakuii,
KU NOJISITA€ Y TeHepalii 0/JaTKoBUX 3aBJlaHb a60 Moaudikalii CTPyKTypH HaBYaJIbHOTO KOHTEHTY. Takui
MiJXiA J03BOJISIE YHUKATH KOPCTKUX CaHKLiH, BOJHOYAC CTUMYJIIOI0YM KOPUCTYBaya 0 peajbHOI B3aEMOJil
3 HaBYaJIbHUM MaTepiaioM.

ABTOpaMu 3ampoOINOHOBAHO Ille OJUH MiJXiJ| A0 pO3B’I3aHHS MMOCTABJIEHO] 33/]a4i - HABYAHHS LITYYHOTO
intenexry (LUI). Taku# migxiz peasizyeThbes B leKiJbKa eTaMiB.

1 etan - HaBYaHHSA Mojesi. [uid 1boro 36UpaeTbcs iHGOpPMalis 3a TIXKJEHb UM 3a MiCsllb, TaK 3BAaHUH
icropuuHuii Ha6ip ganux D={(t(a), |path|, f{a))|u} (Hanpukaaz, 10,000 3anucis). [Ipouec LOF o6uucaroe aHo-
Mautii Ha HopMasnizoBaHux ganux (t(a) y [0,1], |path| y [0,1]). MiTku He MOTpi6HI, OCKiJIbKU I]e HEKEPOBAHE
HaBYaHHA.

2 etan - azanTauis. lI nparnoe B pearbHOMY 4aci 4epe3 NOoTOKOBY 06p06Ky (HanpuKJaj, i3 BAKOPHUCTaH-
HaM Apache Kafka nys Besmkux cucreM [6, c. 490]).

baza 3aBganb (Tpool) mictuth 100+ BapiaHTiB (nepeksiaz, nosicHeHHs1, Bu6ip). LI o6upae [n=Panomaly 3]
3aBJlaHb (Hanmpukiag, 2 aus P = 0.55).

3 eran - M’'sika Kopekuisi. KopuctyBad He OTpUMye OBiZjOMJIEHb PO BUSIBJIEHHS.
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Puc. 1. Biiok-cxema aJiropuTMy BUsIBJIEHHS Ta ajganTanii gapMinry
Po3po6aeHo asmopamu
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Hanpuxknag, micas Sp—Sn 3a 5 cekyHz cucteMa fozae «[lepekiasiTe peyeHHsI», IPE3EHTYIOUH L€ K «OOHY-
CHe 3aBJIaHHS». B pe3ysbraTi KOpucTyBay oTpuMye 36iyblneHH ttotal i qtotal 6e3 BiguyTTsa nokapanHs. M’ska
Kopekis migBuinye tnew Ha 50-70% (3 5 1o 60-80 cek), 36epiraroun 90 % 3aBepiuieHHs YPOKiB [7, 114].

BukopucTaHHs anropuTMy 6e3Mo/IeJIbHOTO HaBYaHHA 3 mifKpinyieHHsM (Q-learning) onTumisye Bubip 3a-
BJaHb [5, c. 147], MakcuMisyrouu

Rcorrection = 0.5 - Atnew + 0.3 -completion - 0.2 - abandonment.

KopucryBau i3 t = 5 cek oTpuMye 2 3aBAaHHS, 1[0 NiABUILYIOTh thew — 60 cek.

MopesroBaHHSA Ha cMHTeTHUYHUX JaHux (10 000 kopuctyBauiB) nokasasno: LOF BusBisie 95 % aHomasnin
tx < 0.1 t i3 5% X1OHOMO3UTUBHUX CIIPAIbOBYBaHb [4, c. 321-363]. Yacosa ckiagHicTe: O(n - log n) nis rpada,
O(n - k) nns LOF.

Takum unHoM, I Bisirpae k1r040By poJib y BUsABJIEHHI ¢papMiHTy Ta 3acTOCyBaHHI M'sikoi Kopekuii, agan-
TYIOUYMCB 10 TOBEJiIHKU KOPUCTYBAYiB | HOBUX MaHINy/JIATUBHUX CTpaTeTii. 3anponoHOBaHUM NiAxi/J nepeBep-
1Iye TpaAuLiiHi MeTonu (Hanpuk/iaaj, ¢ikcoBaHi moporu) 3aBasku agantuBHocTi LI Ta M’ kil Kopeknii, sika
YHUKae aeMoTuBalil [8, c. 9-22]. O6MexxeHHs: 3aJIeXKHICTb Bif AKOCTi JaHUX i 06YUCIIOBAJIbHUX PECYPCIB [
nepeHaBYaHHs.

Ha (puc. 2) npecTaByieHO KOA, IKUH peasti3ye 3aIpONOHOBAaHUHN B POGOTi aJiIrOPUTM.

function detect_and_adapt(users_data):
transitions = build_transition_graph(users_data) fpap 13 osarams w(a) avg(t(a))
noxmal_paths = apply_pagerank(transitions)
features = extract_features(users_data) t(a), Ipath/, action_freq
anomalies = apply_lof(features, threshold=1.5) BuABNCHHA SHOMANLI

for user in users_data:
if user.id in anomalies:
anomaly_prob = compute_anomaly_prob(user.path, normal_paths)
new_tasks = generate_tasks(difficultyeanomaly_prob * base_difficulty)
user.tasks.append(new_tasks) [M°AKa KOPEKUIA
return updated_users_data

function extract_features(users_data):
features = []
for user in users_data:
time_per_action = mean(user.action_times)
path_length = len(user.path)
action_freq = count_repeated_actions(user.actions)
features.append([time_per_action, path_length, action_freq))
return features

function generate_tasks(difficulty):
return select_random_tasks(task_pool, counteceil(difficulty = 2))

Puc. 2. JlicTUHr nporpaMu peaJjiisanii aJiIroputMmy
Po3po6saerno asmopamu

BUCHOBKMH. Y Mexax JOCJiPKeHHS OYy/I0 po3po6J/IeHO Ta anpo60BaHO iHTE/IeKTyaIbHUH aJrOPUTM BUSIB-
JIeHHS Ta NPOTH/ii papMUHTY B reiiMipikoBaHMX OCBITHIX cepeIoBUIIAX, 110 6a3yETHCA HA iHTerpallii MeToiB
aHaJti3y rpa¢iB, BUKOpHCTaHHi anroputMiB Kiactepusanii (DBSCAN), neteknii anomatiit (LOF), azanTuBHOTO
HaB4aHHA (Q-learning) Ta M’sikoi nmoBejiHKOBOI KOpeKIii i3 BUKOPHUCTAaHHAM MOJiesIed UITYYHOr'O iHTENEeKTY.
Taku# mixiJL JeMOHCTPYE NPUKJIA/ ePpEeKTHUBHOTO NOEJHAHHS KIAaCHYHUX METO/iB 0OPOOKH CTPYKTYPOBAaHUX
JlaHUX 3 MeTOJlaM{ MallMHHOI'0 HaBYaHH4.

HaykoBo-npuKJIafiHOIO I[iHHICTIO 3alIPONIOHOBAHOI PO3POOKH € NepeHeCeHHs MPHHIUIIB Ta iHCTpyMeH-
TiB 3 rajysi kibepOe3neKkn — 30KpeMa, AeTeKIlil aHOMaJbHOI aKTHBHOCTI Yy MepeXax — y JJOMeH OCBiTHbOI

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 155



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

aHaniTuky. Taku# niaxix 3a6e3nedye BUABJIEHHS MaHIMYJIATHBHUX CTpATerid KOPUCTYBaviB, CIPSIMOBAaHUX
Ha LITy4YHe Ni/iBULIleHHS pe3y/bTaTiB, 3 ypaXyBaHHAM CKJIaJHOCTI i TeTePOTeHHOCT] OCBITHIX JJaHUX.

AnropuTMivyHa peastizanis 6a3yeTbcsl Ha BUKOpUCTaHHI Teopil rpadiB A5 Mosenr0BaHHS COLiaibHOI B3a-
eMozii B cucTeMi, Jie By3Jiu — Lie KOpUCTyBaui, a pebpa - zii B cucteMi, mo nigasraoTe redmidikanii. Buko-
puctaHHs anroputMy kaactepusaiii DBSCAN fo3BoJisie mparoBaTu 6e3 nonepeaHboi iHpopMamii mpo Kijib-
KicTb rpyn, eGeKTUBHO BUABJ/SIOUHY LIIbHI 30HHU NOTeHLiHHOro ¢apMuHry. A 3actocyBaHHs LOF 3a6e3neuye
JIOKaJIbHY OLiHKY aHOMaJIbHOCTI, JO3BOJIAKYHN PO3PI3SHATHU NMiA03piay NOBELIHKY HABITb Yy MeXax IIiJIbHUX
B3aEMOJIH.

Y noganbuoMy po3BUTKOBI CHCTEMU MOKJIMBUM € BUKOPHUCTAHHS PEKYPEHTHUX a60 rpad0BUX HEUPOHHUX
Mepex (GNN) guist 6inbpmn rin6oKoro MozieII0BaHHS MOBEAIHKOBHX CIieHApiiB Ta JJOBrOCTPOKOBOI'O MPOTHO-
3yBaHHA MaHINyJATUBHHUX cTpaTeriid. Tako NnepcneKTUBHUM HalpsMOM € NepcoHasi3anisa cTpaTerii pea-
IryBaHHA Yepe3 BUKOPHUCTAaHHSA KOTHITUBHUX MOJeJlell KOpUCTyBayda Ta IX iHTerpanis y 3arajbHy aflalTUBHY
JIOTIKy CUCTEMHU.

TakuM 4YMHOM, pe3y/IbTaTH JOCTIPKEHHS MOXKYTh OYTH 3aCTOCOBaHi /i I06YZ0BY HOBUX ITOKOJIiHb e Mi-
¢dikoBaHUX MIATHOPM, AKi IOESHYIOTb aJANITUBHICTBD, CTIMKICTD /10 MaHiNyALil i BUCOKY IKiCTh 30MpaHHS Ta
iHTepnpeTaLil OCBITHIX JAHHUX.
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AHomayis. Y cmammi po3aasi0aembcsi npo6ieMa cmeopeHHsl eKo102iYHO 6e3neyHux ma padiayiliHo cmitlikux 2i6pud-
HUX Mamepianie Ha 0CHO8I NpUpPOJHUX noaiMepie 045 sUKOpUCMAHHS 8 ymMo8ax Oii i0Hi3yI04020 8UNPOMIHIOBAHHS. AKmy-
a/nbHicmb docaidsiceHHs 3yMosaeHa Hedoaikamu mpaduyiliHux eKpaHye8a1bHuUx mMamepiasie, 30kpema ixHbor MmokcuyHicmio,
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Memoio cmammi € po3po61eHHA KOHYenmyaabHoi cxeMu ma aa20pummy CmeopeHHs eko102i4Ho 6e3neyHux, padiayiti-
Ho cmilikux 2i6pudHux Mamepianie Ha 0CHO8I NPUPOOJHUX NOAIMepI8 0151 BUKOPUCMAHHSA 8 padiayiliHux mexHo/102i8X pi3Ho20
NPU3HAYEHHSL.

Memodos02ia. Memodoi02iuHy ocHo8y docaidceHHs cmaHo8UMb NoemanHull kKomnaekcHutl nioxid, wo exkaouac: 8id6ip
npupodHux nosimepie i3 sucokum nomenyiasom padiayitinoi cmiiikocmi (30kpema aieHiHy); ix XimiuHy modugpikayito 015
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nokpawjeHHs MixcgazHoi 83aeModii 3 Heop2aHIYHUMU KOMNOHEHMAMU; 8NP08AJHCEHHS] HAHOHANOBHI08AYI8 Okcudie Mema.is
i3 padiayitiHo-3axucHumMu 81acmueocmsimMu; cuHme3s 2i6puUdHUX Mamepiaie 3a KOHMPOAbOBAHUX MEXHOA02THHUX YMO8. [/l
Xapakmepucmuku cmpykmypu, mopgho.ioeii, mepmocmiiikocmi ma dyHkyioHaabHUX esacmugocmeli Mamepiasie 3anpono-
HOBAHO 8uUKOpUCMO8Y8AMU KOMN/AEKC aHaaimudHux memodis: FTIR-cnekmpockonil, CKaHy8a/1bHy e/eKMPOHHY MIKPOCKO-
nito (SEM), penmzenocmpykmypHutl anasiz (XRD), mepmoepagimempuynuii anaaiz (TGA) ma mexaHiuHi aunpobygamHs 00 i
nicas 0if ioHI3yH04020 BUNPOMIHIOBAHHSI.

Haykoea Ho8U3HGA. Ynepuie 3anponoHOBAHO a120pUMM CMEOPeHHs 2i6pudHux mamepianie Ha 0CHO8I NPUPOOHUX NOAI-
Mepie 3 ypaxy8aHHIM eKo102iHOi 6eaneyHocmi, 6iocymicHocmi ma 30amuocmi 0o Helimpaaizayii wkidaugux no6iuHuX egek-
mieg padiayitiHozo enaugy (8mopuHHUX eeKMPOHi8, padukanie).

BucHogok. Y cmammi 06rpyHmosaHo doyinbHicmb CMEopeHHs eKo102iYHo 6e3neyHux ma padiayitino cmitikux 2i6pud-
HUx mamepiasaie Ha 0CHO8I NPUPOGHUX NOAIMEpI8 sIK abmepHamueu mpaduyiliHuM eKpaHye8albHuUM 3aco6am. Po3pobero
KOHYenmya/bHy cxemy U a/120pumm cUHmesy makux mamepiasis, wo oxonawe subip 6a3o8ozo 6ionosimepy, io2o modudi-
Kayito, iHmezpayiro Heop2aHiYHUX HAHOKOMNOHEHMIE I noda/bule mecmysaHHs 20mo8o2o komnozumy. O6rpyHmoeaHo egek-
MueHicMb BUKOPUCMAHHS JligHIHY 3a80sku liozo padiayiliHili cmilikocmi ma aHMUOKCUOaGHMHUM 81acmugocmsiM. 3anpo-
noHo8aHo nidxodu do 8sedeHHs1 okcudie Memadie 04151 Helimpaaizayii 8mopuHHUX esleKmpoHie 1 padukasis, wjo 3abe3neqye
6azamopisHesull 3axucm 8id i0Hi3y104020 BUNPOMIHIOBAHHS.

Karwouosi cioea: 6ionoaimepu, padiayiiiHo cmiliki Mamepiaau, HAHOKOMNO3UMU, IOHI3yrOYe BUNPOMIHIOBAHHSL.

Oleksandr POPOV, Valeriia KOVACH, Ievhen PYLYPCHUK, Yevheniia KOCHELAB, Volodymyr ARTEMCHUK,
Teodoziia YATSYSHYN, Volodymyr KUTSENKO. INNOVATIVE APPROACHES TO CREATING HYBRID
MATERIALS BASED ON BIOPOLYMERS FOR PROTECTION AGAINST IONISING RADIATION

Abstract. The article discusses the problem of creating environmentally safe and radiation-resistant hybrid materials
based on natural polymers for use in conditions of ionising radiation. The relevance of the research is substantiated by the
shortcomings of traditional shielding materials. It considers their toxicity, complexity of disposal and limited effectiveness
against various types of radiation.

The aim of the article is to develop a conceptual scheme and algorithm for the creation of environmentally safe, radiation-
resistant hybrid materials based on natural polymers for use in radiation technologies for various purposes.

Methodology. The methodological basis of the study is a phased comprehensive approach, which includes: selection
of natural polymers with high radiation resistance potential (in particular lignin); their chemical modification to improve
interphase interaction with inorganic components; introduction of metal oxide nanofillers with radiation-protective properties;
synthesis of hybrid materials under controlled technological conditions. It is proposed to use a set of analytical methods to
characterize the structure, morphology, thermal stability and functional properties of materials: FTIR spectroscopy, scanning
electron microscopy (SEM), X-ray diffraction (XRD), thermogravimetric analysis (TGA) and mechanical testing before and after
exposure to ionising radiation.

Scientific novelty. For the first time, an algorithm for creating hybrid materials based on natural polymers was proposed,
taking into account environmental safety, biocompatibility and the ability to neutralize the harmful side effects of radiation
exposure (secondary electrons, radicals).

Conclusion. The article substantiates the feasibility of creating environmentally safe and radiation-resistant hybrid
materials based on natural polymers as an alternative to traditional shielding agents. A conceptual scheme and algorithm for
the synthesis of such materials was developed, covering the selection of the base biopolymer, its modification, the integration
of inorganic nanocomponents, and further testing of the finished composite. The effectiveness of using lignin is justified due
to its radiation resistance and antioxidant properties. Approaches to the introduction of metal oxides for the neutralization of
secondary electrons and radicals were proposed, providing multi-level protection against ionizing radiation.

Key words: biopolymers, radiation-resistant materials, nanocomposites, ionising radiations.

AxTyanbHicTh mpo6sieMu. PasianiliHi TexHoJIOTI] IIMPOKO BIIPOBA/PKYIOTHCA Y pi3HUX cdepax AisiIbHOCTI,
30KpeMa B MeJJUL1HI, 1/lepHill eHepreTulli, XapuoBili IPOMHUCI0BOCTI Ta CiJIbCbKOMY rocnoaapctsi. BogHouyac
iXHE 3acTOCYBaHHS 3YMOBJIIOE HEOOXiZHICTh ePpeKTUBHOTO 3ab6e3nevyeHHsl 3aXUCTY BiJl i0HiI3y040ro BUIIPO-
MiHIOBaHHSI, BIUIUB SIKOTO Ha 6ioJioTiuHi 06’'€KTH MOXKe CIPUUYUHUTU CEpPHO3HI naToJoriyHi 3Minu. Jlo Takux
HacliAKiB HasexaTh TEPMiuHi ypaxkeHHs (OMmiku), rocTpa npoMeHeBa XBOpo6a, JieTalbHi YCKIaJHEHHS PU
BUCOKHX /033X, a TAK0>K PO3BUTOK OHKOJIOTIYHUX 3aXBOPIOBAaHb, HOBOYTBOPEHb Ta FTeHETUYHUX MyTalliil IpU
TPUBAJIOMY 260 XpOHIYHOMY ONPOMiHEHHI HU3bKUMH Jl03aMHU [2].

Ha cpborogHilHiu feHb AJiS 3aXUCTY BiJ, pajialiiHOro BUIPOMIHIOBaHHSA Pi3HUX JKepeJ epeBaKHO BU-
KOPHUCTOBYIOThCS EKpaHyBaJIbHi MaTepiaju Ha OCHOBI NosieTH/IeHy, napadiny, 6eTOHY, CKJIa, BAXXKUX MeTasliB
Ta iX OKcUZiB. BogHo4ac 3aCcTOCyBaHHS TaKUX MaTepiasiB CynpoOBOIKYEThCSA HU3KOI0 €KOJIOTIYHUX PO6IEM,
30KpeMa CKJIAJHICTIO iX yTuJizanil Ta TOKCUYHICTIO, 1[0 CTAaHOBUTb 3arpo3y AJis 3/J0pOB’sl JIOAWHU (HAMpU-
KJ1aJ], CBUHEIlb € BUCOKOTOKCUYHUM eJleMeHTOM). Y 3B’I3Ky 3 IUM y 6araThbox KpaiHaxX CBiTY akTHBHO BeJlyTh-
Cs1 HAYKOBI I0CJIi/[PKEHHS, CIIPSIMOBaHi Ha CTBOPEHHS NOJIMepPHHUX MaTPUYHUX KOMIIO3UTIB, 3JaTHUX 3abe3Ie-
yyBaTHU eQeKTUBHUM pajiialliitHUN 3aXUCT Y PiI3BHUX CEKTOpPax HAPOJAHOTrO roCcloAapcTBa, TAKUX IK MeJUIMHA,
si/lepHa eHepreTHKa, XapuoBa MIPOMUCJIOBICTb, ClIbcbKe rocnoapcTBo Toiuo [3; 4; 7; 10]. [Ipu yboMy ocHOBHa
yBara 30Cepe/KyeThCS IEpeBAXKHO Ha NiJIBUILEHHI pajialliiHO-3aXUCHUX XapaKTEePUCTUK 3a3HaYeHUX MaTe-
piasniB, ToAi K MUTaHHA IX €KOJIOTiYHOI 6€3MEeYHOCTi y KOHTEKCTI eKcIyaTauii Ta yTusisanii 3a1uimanTbesa
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HeJ0CTAaTHBO AO0C/iKeHUMH. KpiM Toro, 6L/IbLIiCTh Cy4YacHUX MOJIiMEPHUX HAHOKOMITO3UTIB 3a6€3Me4yoTh
epeKTUBHUN 3axXUCT MEPEBAXKHO BiJ OZHOrO BUAY i0HiI3yl04Oro BUIIPOMIHIOBAHHS, [JEMOHCTPYIOUYH HU3BKY
edeKTHUBHICTb 32 yMOB OZJHOYACHOI'0 BIJIUBY J€KITbKOX HOTO BUJIB.

3acTocyBaHHS BUIlle3a3HaYeHUX MaTepiaJiB B pajjialliiHOMy 3aXUCTi Ta pajialiiHUX TEXHOJIOTIAX He BiJi-
MOBi/la€ Cy9acHUM eKOJIOTIYHUM BUMOTaM, 30KpeMa TeH/IeHIisfIM y 60poTh6i 31 3MiHOI0 KiiMaTy. Cy4yacHi eko-
JIOTiYHI TpeHZY BUMaralmTb BUKOPUCTAHHS 0€3MeYHHUX PEYOBHH Ta €KOJIOTIYHO YUCTUX MaTepiasiiB, TOGTO
TaKHX, 1[0 € 6i0CyMiCHUMHU Ta 3/iHCHIOIOTH MiHIMaJIbHU BIJINB HA HABKOJIMIIHE NPUPO/IHE CEPEIOBUILE TPH
BUKOpHUCTaHHI Ta yTuiizanii [5; 9]. Y 3B’A3Ky 3 MM, aKTyaJIbHOI0 HAayKOBOO MP0o6.JieMOI0 € po3pobJieHHs 6io-
noJiiMepHUX riGPUIB, sIKi 6 BiZiTOBiAa/IM CydacCHUM BUMOTraM G6e3IeKH, HETOKCUYHOCTI, paJiariiHoi CTiHKOCTi
i Moryin 3a6e3ne4nTH HeOOXiAHNUM piBEeHD 3aXUCTy OJJHOYACHO BiJi pi3HUX BU/[iB i0OHi3y040ro BUNPOMiHIOBaH-
He. OHUM i3 KJIIOYOBUX HANPSMIB JOCIiPKEHHS € PO3p06JIeHHS KOHIIENTYyaIbHOI CXEMHU Ta aJITOPUTMY CTBO-
peHHs pafianiiiHo cTIMKUX riGpUAHKUX MaTepiasiiB Ha 0CHOBI MPUPOJHUX MOJTIMEPIB.

MeTo10 cTaTTi € PO3p06IEHHS KOHIENTYaJbHOI CXeMH Ta aJITOPUTMY CTBOPEHHS €KOJIOT{YHO Ge3NeYHUX,
pajianiifHo CTIHKUX ri6pUAHUX MaTepiaiB Ha OCHOBI HIPUPOJHUX MOJIiMePiB /151 BAKOPHUCTAHHS B pajiariiii-
HUX TE€XHOJIOTiAX Pi3HOr0 NpU3HAYEHHS.

BuKJIaZ OCHOBHOI'O MaTepiaay

KoHuenTya/JbHa cxeMa CTBOPEeHHs MaTepiaJiB.

KoHuenTyasbpHa cxeMa CTBOPEHHS pajiiallifHO CTIMKUX ribpuaHUX MaTepiaiiB Ha OCHOBi NPUPOAHUX ITO-
JiMepiB nepeabadae moeTanHUM mifgxia g0 ix ctBopeHHs. el migxix cKIafaeTbes 3 KPOKIB, 110 BPAaXOBYHOTh
nif6ip oNTUMaJbHOTO 32 BJACTUBOCTSIMU MPUPOJHOTO MosIiMepy, Horo Moaudikalito, iHTerparito HarnoBHIO-
BauiB, XxapaKTepu3alilo Ta TecTyBaHHs (puc. 1).

Jauni po3rissHeMo 1ii KpokH (eTamnu) GiJbLI eTaJbHO.

1.Bubip
nonimepy

3.IHTerpauia
HanoBHIOBaYiB

2.Moaundikauia 4. TecTyBaHHA

Puc. 1. KoHuenTya/ibHa cXxeMa CTBOpPEeHHs MaTepiaJiB

Eman 1. Bu6ip 6a308020 npupodHo20 nojaimepy

s cTBOpeHHs ribpugHUX paAianiliHO CTIHKMX MaTepiasiB BaXKJIUBO 06paTH 6a30BUU NMPUPOAHUN MOJTi-
Mep, IKUH CJAyryBaTHMe OCHOBOM AJs nmojasbiiol Mmoaudikamnii. [TosiMepu MaroTh pi3Hi CTPYyKTYpHi 0c06JH-
BOCTI, fIKi BU3HAYAIOTh IXHIO MeXaH{4HY MiIHICTb, TEPMOCTABINBbHICTD, XiMiYHY PEAaKTUBHICTh Ta CYMiCHICTb
3 IHIIMMU KOMIIOHEHTaMH.

J14 nomyKy HalKpaloro noJiiMepy BapTo 341MCHATH HACTYIHI KPOKH:

1. AHaJ1i3 BIacTUBOCTEH Pi3HUX MPUPOAHUX T0JiMepiB (1101033, XiTO3aH, aJIbTiHaTH TOIL0).

2. Bubip nosiiMmepy 3 onTUMaJbHUMH BJIACTUBOCTSMH JIJIS ToAabinol Mogudikanii (3a Heo6XigHOCTI).

Anaui3 niTepaTypHuX JpKepeJ [6; 8] mokasas, 1o JirHiH, SK 0/I1H i3 KJII0YOBHUX KOMIIOHEHTIB POCJUHHO] 6io-
MacH, AeMOHCTPYE BUCOKHH PiBeHb CTIMKOCTI [10 Pi3HUX BU/iB paJialliiHOT0 BIIMBY, BK/JI04Yal04M OIIPOMiHEHHA
eJIEKTPOHHHM TIPOMEHeM Ta y-TIpoMeHsAMH. Horo yHikanbHa 37aTHICTb 36epiraTv CTPYKTYpHY LiJTicHICTb i Ha-
BiTb MMOKpalyBaTH AesiKi QyHKI[iOHAIbHI BJIACTUBOCTI ITi/] BIVIMBOM BUIIPOMiHIOBAHHS Bi/JKPUBA€E NEPCIEKTUBHU
JUIsI IMPOKOI'0 BUKOPHCTAHHS B OJIIMEPHUX KOMIIO3MTaX, bioMaTepiasax Ta iHIINX iH)KeHEePHUX PillleHHSX.

JlirHiH IeMOHCTPYE BUHATKOBY pajialiiiHy cTabisbHICTh NOPIBHAHO 3 IPUPOAHUMH Ta CHHTETUYHUMHU I0JTi-
MepaMy, 1110 POOUTh HOTO HaZI3BUYAMHO NEPCIIEKTHBHUM MaTePiasioM /s pajiaLiliHo cTiHKux MaTepiasiB. Y ToH
Yac siK 6araTo mnoJiiMepiB 3a3HAOTh 3HAYHOI eTpaianii i BIVIMBOM ONPOMiHEHHS — 0COGJIMBO 32 HU3bKHUX [103
i B MPUCYTHOCTI KUCHIO - JIiIrHiH 36epirae cBo0 CTPYKTYPHY LiJIICHICTD i3 MiHiMa/IbHUMU 3MiHaMU (puc. 2).

TakuM YMHOM, TIOKPHUTTS HA OCHOBI JIIrHIHY € NepCHEKTUBHUM PillleHHSM [IJIsl 3aCTOCYBaHb, IKi MOTpe6y-
I0Th TpUBaJoi paZiaLiifHoi cTabiIbHOCTI B OKUC/IIOBAJbHUX CEPEOBUIIAX, | 3HAYHO NEPEBEPIIYIOTH 3a [[UMHU
napaMeTpaMy TpaAuLiiiHi MaTepia/iyu B aHAJIOTIYHUX YMOBaX.

B Ta6suui 1 HaBeAeHO aHaJIi3 KJIYOBUX KOHCTPYKILIHHUX 0COGJIMBOCTEN Ta MepeBar JesKUX BUOPaHHUX
NPUPOHUX MOJIiMEPIB, 1[0 03BOJIsIE 06paTH ONTUMAIbHUI MaTepias /151 KOHKPETHUX 3aB/laHb.
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Puc. 2. 3miHa B/1acTuBOCTel pisHUX MaTepiaJiiB micjsa BIUIMBY pajianii

Ta6aung 1

KoHcTpyK1iiiiHi 0c06/JIMBOCTI Ta MOTeHLiiiHi nepeBaru BUGPaHUX NPUPOAHUX NOTIMepiB

IIpupoaHui Lo . AV
. 0c06/1MBOCTi XiMi4YHOI CTPYKTYpH TloTeHuiiini mepeBaru
noJjimMep
Lesto103a - JliHifiHa CTPYyKTypa 3 BUCOKOIO KPUCTATIYHICTIO. — MiLHicTb Ha PO3THAT.

- Cra6inbHi B-1,4-r1iko3uaHi 3B’13KM MiXk MOHOMepaMHu
IJTIOKO3H.
- Bricoka MiLHICTb 1 2KOPCTKICTb.

- CTiliKicTb 1O TepMiYHOTO BIJIUBY.
- 37aTHICTD 710 6i0JIOTIYHOTO PO3KJIALY.
- Jlerkictb Mopudikauii.

XiTo3aH - AMiHOTpynH y CTPYKTYDPI, sKi 3a6€31e4y0Tb BUCOKY - biocyMicHicTb.
peakuiiiHy 34aTHICTb. - AHTUMIKpOGHI BJIaCTHBOCTI.
- [losiMmep Ha OCHOBI XiTUHY (IPOAYKT - 34aTHICTB yTBOpIOBATH XiMiyHi 3B’A3KH 3
JeraneTU/II0BaHHs). HeOopraHiYHUMHU KOMIIOHEHTaMHU.
- YacTkoBa KPpUCTaMIUHICTb. - JlerkicTb MoauiKalii.
Anbrinata - [losiaHioHH, 1[0 CKJIaJal0ThCS 3 MOHOMEDIB anbrinoBoi | - PopMyBaHHA rigporeJis.
KHMCJIOTH. - Jlerkictb Mopudikauii.
- YTBOPIOIOTH MillHi resii y mpucyTHocTi kaTtionis (Ca?*). |- BiocyMicHicTb.
- Bucoka rizipo¢inbHicTb. - CTIHKIiCTb 10 pO3TATryBaHHS B reJieBOMY
CTaHI.
Kosiaren - TpuKyTHa rBUHTOBA CTPYKTypa. - Bucoka MiLHicTb Ha CTUCK- BiocyMicHicTB.
- CKJ1alaeThCs 3 aMiHOKHUCIIOT (TepeBaXKHO TTIIUHY, - 34aTHICTb YTPUMYBaTH BOAY.
NPOJIiHY, M POKCUIIPOJIIHY). - BigMinHa aaresis o iHMX MaTepiais.
- Bucoka 37aTHiCTb 10 3LIMBaHHA Ta cTabigisaii.
JlirHin - KoMniekcHa apoMaTHyHa CTPyKTYypa. - PapianiiiHa cTifikicTb.
- Cityacra (HekpucTasiyHa) 6yzoBa. — AHTUOKCHUAAHTHI BJIaCTUBOCTI.
- Bucokuii BMICT Tt-eJIeKTPOHHUX CUCTEM. - MOXJIMBICTb YTBOPIOBATH KOMIIO3UTH 3
IHIIKMMHU NOJIiIMepaMH.
- ExoJioriyHicTh.
Kepatun - Bucoka kinbkicTb aucyabdigHux 3B’ 3KiB. - TepMocTilKiCTb.
- Bucoka eslacTUYHICTD Ta 3[,aTHICTB 0 yTBOPEHHA - EnactuyHicTs.
BOJIOKOH. - 3aaTHicTb A0 XiMivyHOT MogUdikail.
IlekTUH - [lonimep rasakTypoHOBOI KUCJIOTH. - ®opmMmyBaHH# rigporeniB- biocyMicHicTb.
- YacTo MiCTUTb METU/IbOBAHI Ta alleTU/IbOBaHi rpynu. |- CTilkicTb 0 XiMiyHOI Mogudikanil.
- Bucoka rizpo¢inbHicTb.
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Eman 2. Modudpikayis nosimepy

XimiyHa a6o ¢iznuHa Mogudikanis npupoAHOro noJiMepy B AesIKUX BUIAJKaX € HEOOXiAHOO [ TOKpa-
LIeHHA eKCIJlyaTaliiHUX BJIACTUBOCTeHN MaTepiay, NiABUILEHHA WOro CyMiCHOCTI 3 HallOBHIOBA4YeM TOILO.
B siKoCTi mpuKJIaay MOXXKHA NPUBECTH XiMidYHY Moaudikallito mosimMmepy AJis MiIBULeHHS CTIHKOCTI 10 paaianii
(HampukJag, xiMmiyaa 3muBka). KpiM Toro, 4acto BaxkJMBUM GaKTOPOM € BBeJeHHSI QYHKIIOHATBHUX TPy,
110 MOXKYTb B3aEMOZAIATH 3 HEOPraHiYHUMHU KOMIIOHEHTAMH.

MopudikaLis npupogHUX MOTIMEPIB € BAXKJIMBUM €TaloM y CTBOPEHHI pafialiiHo cTiHKuX MaTepiasis.
XiMiyHi 3MiHHM CTPYKTYPH NOJTiMEPY, TaKi K 3IIMBKa a60 BBeJeHHS QYHKL[iOHAJbHUX IPYTI, 103BOJISIIOTh 3HA4-
HO MOKpPAL[ATH WOT0 MeXaHiYHy MIl[HICTb, CTa6GibHICTh 0 paZianiiiHOr0 BIUVIMBY Ta 34ATHICTh 0 B3aEMOIi
3 HEOpTraHiYHUMHU KOMIIOHEHTaMHU.

BapTo 3a3Ha4yuTH, 0 MoAniKaLis mosiMepy He € 060B’I3KOBOIO, i 3aCTOCOBYETHCSA TIIbKU ¥ BUTIAJIKY BU-
sIBJIEHHS Ta MOTPe6OH BHECEHHI 3MiH /0 He33/I0BiIbHUX BJIACTUBOCTEH BUsBJeHUX Ha ETami 1.

Eman 3. Inmezpayisi Hano8Hiow4ux (Heop2aHiyHUX) KOMNOHeHmi8

OpHi€lo 3 KJIIOYOBUX MPOGJIEM ITijL Yac CTBOPEeHHs pajialiiHo cTiHKUX MaTepiasiB € HelTpasizalis BTO-
PHUHHUX €JIEKTPOHIB i BIJIbHUX paJiuKaJiB, Kl yTBOPIOIOTbCA NiJ BIJIMBOM paaianil. lli yacTuHKM 34aTHI cripy-
YUHSTH PO3PUB XiMIYHUX 3B’A3KIB Yy MO/JIMEPHUX MAaTPHUIX, [0 NPU3BOJAUTD /0 Aerpasanil Ta BTpaTu GyHK-
[[iOHAJIbHUX BJIACTUBOCTEN MaTepiasiB. [ MiHiMi3alil boro epekTy 10 CKIaZy MaTepiasly BHPOBaKYIOTh
HalOBHIOIOYi KOMIIOHEHTH, 3/JaTHi epeKTUBHO NMOIVIMHATH ab0 PO3Cil0OBaTH €HEPTil0 BTOPUHHUX €JIEKTPOHIB.

TakoX BaXK/JIMBO 3a6e3MeYHUTH MaTepias pajianiiiHO CTiHKOK 00G0JIOHKOK TOBU[MHOIO AeKiJbKa MiKpOH,
BUT'OTOBJIEHOIO 3 MaTepiasy 110 3ano6irae MOMUPEHHI0 BTOPUHHUX eJIEKTPOHIB Ta HeUTpaJsii3ye BijibHI pagu-
KaJid. YTBOPEeHHsI BTOPUHHUX eJIEKTPOHIB MOXKe CIPUYUHSTH PO3PUB XiMiYHHX 3B’I3KiB B MiKDOMETPOBOMY
Macurtabi, i caMe TOMy BaXKJIMBO « HEUTpasi3yBaTU» TaK BTOPUHHI eJIEKTPOHHU.

Ha gaHoMy eTamni Bak/iMBO 3a6e3n€4MTH BUGip pazialiiiHO CTIMKUX HEOPTaHIYHMUX HANOBHIOBAYiB (Ha-
MPHUKJIaZ, HAHOYACTUHKHU OKCH/iB MeTasliB) Ta po3po6Ky METOAMK BBEJEHHSI HAIOBHIOBAUiB y MOJiMEPHY
MaTpULIO.

dakTopy, AKi BIJIMBAIOTh HA BUOIP MEeTOJUKY BBE/J€HHS HAllOBHIOBAYa:

1. Tun nosiMepHOi MaTpUIi: TepMoMnIacTH abo TeEpMOpPeaKTHUBHI MoJliMepH.

2. Po3Mip i TUN HanOBHIOBa4a: MakKpo-, MiKpO- Y4 HAHOYACTHUHKH.

3. Kinuesi ByiacTUBOCTI MaTepiasy: MexaHiuHa Mil[HiCTb, TEPMOCTa0OIIbHICTD, CTIHKICTh 10 pajiaiii.

4. TexHOJIOTiYHA AOCTYNHICTh: HASIBHICTb 06J/IaZ[HAHHSA Ta EKOHOMIYHA JIOI[I/IbHICTB.

Po3po6ka MeTOANK BBeJeHHS HAallOBHIOBAaUiB ¥ MOJIMEPHY MaTPHULIO € BAXX/IMBUM €TallOM CTBOPEHHS Ti-
O6puaHUX MaTepianiB. ONTUMaIBHUIE PO3NOJIT i B3aEMOZis MK MOJIiIMEPHOI0 MaTPHUIEI0 Ta HAlIOBHIOBAYEM
BIUIMBAIOTh Ha (¢i3MKO-MexaHiuHi BJIACTUBOCTI, cTabiNbHICTE i QYHKLiOHA/NBbHICT KiHI|EBOro Marepiasy.
Hmxde HaBefleHO cxeMy pO3MOJAiNYy HeOPraHiYHOrO HaNOBHIOBaya B MOJIIMEPHIM MaTpHL|, Ka JeMOHCTPYE
B3a€EMO/il0 Mixk GiomoJsiiMepoM Ta HanoBHIOBadeM (puc. 3). [ nokpaiieHHs MexaHiYHUX | PYHKLiOHAIbHUX
BJIACTUBOCTEHN MaTepiasly BUKOPUCTOBYIOTbCS MoAUdikoBaHi MOBepXHi MosiMepy, 1o 3a6e3ne4yoTh edek-
TUBHY Mi}a30By B3aeMo/ito 3 HarloBHIOBaYeM. Takui miJixiJ cipusie piBHOMipHOMY pO3MOAiay HAalOBHIOBA-
Ya Ta ONTUMi3alii BJJaCTUBOCTEN KOMIIO3UTHOTO MaTepiaJy.

Heopraniusmit
HAMNOBHIOBAY
Bionommep O

MoudixoBana 10BepXHA NOIMEpY
:] JUIR IOKpaueHHs Mixpazonol

B3AEMOJIIT 3 HANOBHIOBAYCM OCX)Q

Puc. 3. Cxema po3noAisly HeopraHiyHOro HalIOBHKWBAa4Ya B NOJIiMepHii MaTpuLi

~—

-

Eman 4. Cunme3 2i6pudHozo0 mamepiaay

OnTumizanis yMOB CUHTE3Y:

Temnepatypa: KoHTposib TeMnepaTypy Mae 6yTH TOYHUM, OCKIJIbKH BUCOKI TeMIepaTypyu MOXYTb NpH-
3BOAUTU [0 Jlerpajauii npupoAHUX moJjiiMepiB. PeKOMeHZ0BaHO BUKOPHUCTOBYBAaTH TeMIlepaTypHU HHXKUe
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TeMIIEPATYPH PO3KJIAJY MOJiMEpY, ajle JOCTaTHbO BUCOKI AJIs1 akTUBAIil peakuii (Hanpukaaza, 60-80°C g
xiTOo3aHy a6o0 JirHiny).

Yac: [Torpi6HO 3HaNTH 6aTaHC MiXK JOCTATHIM 4acoM /iJisl 3aBepILIeHHS peaKii Ta YHUKHEHHSIM TPUBAJIOro
BIUIMBY, SIKHA MOKe CIPUYMHUTH HebakaHi mo6iuHi peakuii (HanpukJaJ, reJb-yTBOPEHHS ab0 CTPYKTYpPHI
gedekTn).

KoHneHTpanisa peareHTiB: BapTo BpaxoByBaTH, 1110 HAAJIUIIOK PeareHTiB MoXke BUKJMKATH NO6GiYHi pe-
akljii, 30KpeMa HEKOHTPOJIbOBaHe 3IIKMBaHH:A. TOMy KOHIIEHTpalilo MOTPi6GHO peTeJbHO ONTUMI3yBaTH Yepes
rnonepeaHi eKCliepuMeHTH.

PiBHOMipHM# pO3MOAiJ HeOpraHiYHUX KOMIIOHEHTIB:

BukopucTaHHS yIbTPa3BYKOBOI 06p06KK a60 BUCOKOIIBUKICHOI'O 3MilllyBaHHSA MOXE J0MTOMOT'TH 3a6€e3-
[eYUTH PIBHOMIPHICTE.

Eman 5. Xapakmepu3sayiss ma mecmyeaHHs

®izuko-xiMmiyHi aHani3u orpumanoro mMatepiany: FTIR (IY-cnekTpockomnisi) f/s nmifTBEpAXeHHS YTBO-
peHHs xiMiyHuX 3B’s13KiB. SEM/TEM (enekTpoHHA MiKpockomif) A5 Bizyanisanii po3nofiay KOMIIOHEHTIB.
TGA/DSC (TepmiuHi MeToau) a5 onjiHku TepMocTiiikocTi. XRD (peHTreHiBcbka Audpakuisa) 115 BU3Ha-
YeHHS1 KPUCTaNiYHOI CTPYKTYpPU. BaXKJIMBO TaKOX OLIHUTU aAre3sil MiXk MaTpULE Ta HEOPraHiYHUMHU KOM-
MMOHEHTaMH.

TectyBaHH#A pajianiiiHoi cTiliKocTi Ta MexaHiYHUX BJIaCTUBOCTE:

Juisa pagianiiiHoi cTiKocTi pekoMeH/J0BaHO TeCTyBaTH MaTepias MpY pi3HUX 03aX Ta B Pi3HUX yMOBAX (3
noBiTpsiM/6e3 NOBiTPs) i OLiHIOBATH TaKi mapamMeTpu:

- CtpyxtypHi 3minu (FTIR, TGA).

- YTBOopeHHs BTOpMHHUX pasukaiiB (EIIP-cnekTpockomis).

- 3MiHa MexaHIYHHUX BJIaCTUBOCTEN (MiL[HICTh Ha PO3TAT, yAapHa B I3KICTB).

MexaHi4Hi BUIPOGYBAaHHS:

- BaxxsiuBo onjiHuTH 3MiHy Moay.iB IOHra, Mexi TeKy4ocCTi Ta MiLlHOCTI nic/ig paialiiiHOro ONpoMiHEeHHH.

- BukopucraHHs AMHaMidYHUX MeTOAiB (HanpukJaag, DMA) no3Bossie oTpuMaTH A0JaTKoBYy iHpopManiro
PO MOBEAIHKY MaTepia/ly B yMOBaX eKCIlJIyaTaLlii.

AnropuTM cTBOpeHHs pajianiiiHo cTiHKUX riGpuAHNX MaTepia/iB Ha OCHOBI IPUPOJAHUX NOJIiMEPIB.

Po3po6ka pazianiiHo CTiHKUX ribpuAHUX MaTepiasiB Ha OCHOBI NPUPOAHUX MOJIiIMEPIB € aKTyaJIbHUM Ha-
MPSIMOM CYy4acCHOTO MaTepia/lo3HABCTBA, 0COGJIMBO /1Sl 3aCTOCYBaHb Y KOCMIUHIHM TexHilj, i/jepHil eHepreTu-
1li Ta MEIUIUHI.

3azaasHuil onuc K110408UX emania:

Eman 1-2: Tnu6oxkuii aHai3 Ta BUGIp MaTepianiB € KpUTHYHUMU /1151 3a6e31edyeHHs1 6ayKaHUX BJIaCTHUBOC-
Tel KIHLIeBOr 0 NPOAYKTY.

Eman 3-5: Mogudikaiis Ta CHHTe3 BUMaralTb TOYHOTO KOHTPOJIKO XiMiYHUX MPOIECIB AJisI JOCIATHEHHSA
cTabisbHOI ri6pUIHOI CTPYKTYPH.

Eman 6-7: ®opMyBaHHS Ta XapaKTepHu3alis MaTepialy A03BOJISAIOTH OLiHUTH HOro MPUAATHICTH JJIs
MPaKTUYHOTO 3aCTOCYBaHHA.

Eman 8-9: TectyBaHHs pafianiifHoOl CTIHKOCTI Ta mogasiblia ONTHUMIi3allisd 3a6e3MeYy0Th BiIMOBiHICTD
MaTepia/ly BUMOraM eKcCIllyaTauii B eKCTpeMaJIbHUX YMOBAX.

Eman 10: MacurtabyBaHHSI IpOLeCy Ta BIPOBAKEHHS HA PUHOK € 3aBePIIAIbHUMHU KPOKaMHU 151 peaJti-
3auil NpOEKTY.

3anponoHOBaHa KOHLIENTyaJbHa CXeMa Ta aJITOPUTM CTBOPEHHSA TaKUX MaTepia/iB BKJIIOYAalOTh HACTYIIHI
eTanu:

IlocTaHOBKaA MeTH Ta 3aBJaHb:

- BuzHaueHHs cnenudiYHUX BUMOT 0 MaTepiany, TaKUX K pajiamiiiHa CTilKicTb, MeXaHiYHA MiLHICTB,
TEPMOCTAGIIBHICTE Ta 6ioCyMiCHICTB.

- InenTrdikanis moreHUiiHUX cdep 3aCTOCYBaHHS, BKIIOYAIOYHN KOCMIYHY TEXHIKY, si/lepHYy €HEPTeTHUKY
Ta MeJJULUHY.

Bu6ip 6a30Boro npupoaHOro noJjimMepy:

- AHaJi3 0CTYyNHUX NOJIMEPIB, TAKUX K 11eJ110J103a, XiTO3aH, KoJIareH, a/ibTiHaTU Ta KEPaTHUH.

- OuiHkKa ixHiX MeXaHIYHUX, TepMiYHUX, XIMIYHUX Ta paZlialiiHUX BJAaCTUBOCTEN.

- Bubip onTuMasbHOTO noJiiMepy Ha OCHOBI BCTAaHOBJIEHUX BUMOT /I0 KiHIIEBOI'0 MaTepiaJy.

Moaudikanisa npupoaHoro nojaimepy:

- XimivHa Mogudikalisi, BKJIHOYA0YH KPOC-3B’I3yBaHHSA, allUJIIOBAHHS Ta eTepudiKalito, A/ MiIBUIeHHS
cTilKOCTI 1o pajianii.

- BBeZileHHs QYHKLiOHA/IBHUX TPy JJIs1 TOKPAIlleHHs B3aEMO/ii 3 HEOPraHIYHUMHU KOMIIOHEHTAMH.
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Buo6ip HeopraHiYHUX KOMNIOHEHTIB:

- [menTudikarisa paaiamifiHo cTiiKuxX MaTepiasiB, TAKUX IK OKCUAU MeTasiB (Hanpukiaaf, TiO,, Al,03), Ha-
HOYAaCTHHKHU rpadeHy Ta KepaMidHi HAalOBHIOBAYI.

- Onjinka ixHboi cyMmicHOCTi 3 MoAgHiKOBaHUM MOJIiIMEPOM.

- BusHayeHHda oNTHMaJbHOI KOHLIEHTpaLii Ta po3Mipy YaCTUHOK.

Po3po6Kka MeTOAUKYU CUHTE3Y riGpUAHOrO MaTepiaay:

- Bubip MeToAy CHHTE3Y, TAKOTO SIK COJI-TeJl IPOLEC, iH-CUTY moJiiMepu3anis abo MexaHidHe 3MillyBaHHS.

- OnTuMisanis napaMeTpiB Npolecy, BKIAYa4yd TeMIepaTypy, 4ac peakuii Ta pH cepenoBuina.

- 3ab6e3neyeHHsI piBHOMIPHOT0 PO3MOAiIY HEOPraHIYHMX KOMIIOHEHTIB y MoJIiMEpHii MaTpHIii.

dopmyBaHHA MaTepiauy:

- 3acTocyBaHHS TeXHOJIOTIM popMyBaHHS, TAKUX SIK JIUTTS, eKCTPYy3ist abo 3D-1pyk.

- KoHTposib Mopdotorii, BK/II09al09M MOPUCTICTh, TOBLIUHY Ta OJHOPIAHICTb CTPYKTYPH.

- [IpoBeieHHs1 NOCT-06POOKH, TAKOI sIK TepMidyHa 06p06Ka, Bijlas abo cyIka.

XapakTepu3anisg OTpMMaHOro MaTepiauy:

- CTpyKTypHUH aHaJIi3 32 JOIIOMOI'010 METO/iB, TAKUX K peHTreHiBcbKa Audpakiisa (XRD), indppayepBoHa
cnexktpockomnis (FTIR) Ta ckaHyroua esileKTpoHHA Mikpockomisi (SEM).

- BumiproBaHHs ¢i3MKo-MexaHIYHUX BJIACTUBOCTEM, BKJIIOYAKOYM MiLlHICTh HAa PO3PHUB, €JACTHUYHICTD Ta
TBEpPAICTh.

- OnjiHka TepMocTab6isbHOCTI 3a oTOMOro0 TepMorpaBiMeTpuyHoro aHanizy (TGA) Ta sudepeHnianabHoO-
ro TepmiyHoro aHasizy (DTA).

TectyBaHHA pajianiiiHoi cTiKOCTI:

- OnpoMiHeHHA 3pa3KiB IpU pi3HUX A03axX pajiaLil.

- AHani3 3MiH Qi3nKo-xiMiUHUX Ta MeXaHI{YHMX BJACTUBOCTEN MiC/Is1 ONPOMiHEHHS.

- BusHaueHHs MeXaHi3MiB Jlerpazarii Ta ctabijibHOCTI MaTepiaJy.

OnrTuMisanisa CKJIaAy Ta TeXHOJIOTiI:

- AHaJli3 OTpUMaHUX AaHUX /11 BUSHAUYEHHA KOpedaLil MiX CKJIaZloM, CTPYKTYpPOIO Ta BJAAaCTUBOCTSMH.

- KopuryBaHH# peLienTypy Ta yMOB CUHTE3Y /15 JOCATHEHHSA ONTUMaJbHUX XapaKTePUCTHK.

- [loBTOpHE TecTyBaHHA AJi4 NiATBep/PKEeHHS MOJIINIIEHb.

MacmraGyBaHHA Ta BOPOBa/yKeHH:

- Po3po6Ka TeXHOJIOTIYHOTO MPOIeCy AJisl IPOMHUCI0BOT0 BUPOGHUI[TBA.

- OniHka eKOHOMIYHOI ePeKTUBHOCTI Ta €KOJIOTIYHUX aCHEKTIB.

- [ligroToBka 0 KOMepuianizaril, BK/II0O4Yal04¥ NaTEHTYBaHHS Ta cepTUdikaliito

Ha (puc. 4) HaBezeHo Bi3yaJsizalilo MOKPOKOBOTO aJI'OPUTMY CTBOPEHHS pajiialiiHO CTiIHKUX ri6pUAHUX
MaTepiajliB Ha OCHOBI NpUPOAHUX MoJiMepiB. [IpeacTaBieHUN PUCYHOK 1JIIOCTPYE KJOYOBI €Tanu MpPOLECY,
MOYMHAYH Biji BUGOpy 6a30Boro nosimepy Ta iioro mogudikanii 1o TecTyBaHHA MaTepiaiiB Ha pajianiiiHy
cTivikicTb. Takui mifxia [03BOJISIE CHCTEMATU3YBATH MPOIleC Ta 3a0€3NeYNTH JJOCATHEHHS ONTUMAJIbHUX Xa-
pPaKTepUCTUK MaTepiasiB [iJisI 3aCTOCYBaHHS B yMOBAx MifgBUIeHOr0 pajianiiHoro ¢ony [1].

BuieBuKJ/1aieHU# aJIrOPUTM Ta HOTO MiX0AX NOTPEBYIOTh MidcouCyunAiHapHo2o hidxody, IKUN 06'€HYE
eKkcrnepTH3y XiMikiB, pi3nkiB, MaTepiaso3HaBLiB Ta iHXXeHEPIB A/ JOCATHEHHS ONTHMa/JbHUX Pe3yJIbTATiB
y CTBOpeHHI riopugHux MaTepianiB. Taka ciiBmpals 03BoJisi€ 3a6€3N€YNTH KOMIJIEKCHUM aHaJti3, Mogudi-
Kallilo Ta BIPOBaJ»KeHHS HOBUX MaTepiaJiiB i3 miZBUleHO0 pajialiiHO0 CTIMKICTIO.

He MeHIII BaXKJIUBUM € BpaXyBaHHS €K0/1021YHUX dCheKkmig Ta HaCIiIKiB BUKOPUCTAHHS Oe3MeYHUX METO/iB
i maTepiazib. Lle cnpusiTuMe MiHiMi3aLii HeraTUBHOTO BIJIMBY Ha AOBKIJLISA SK MMiJ] YaC BUPOGHUI[TBA, TaK i miJ]
4ac eKcIyaTauii CTBOpeHUX MaTepialis.

BuCHOBKM. HayKoBO 06I'pyHTOBAaHO JOIiJIbHICTh CTBOPEHHS €KOJIOTiYHO Oe3MeYHUX Ta pajialiiHo CTik-
KHUX Ti6pUHUX MaTepiasiB Ha OCHOBi MPUPOJHUX MOJIMEPIB K aJbTepHATUBU TPAAULIHHUM €KpaHyBab-
HUM 3aco6aM. CydacHi pazianiiHi TeXHOJIOT], Ki aKTUBHO 3aCTOCOBYIOThCS B si/IepHill eHepreTHUIli, MeJUI1HI,
arpomnpoMHCJI0BOMY KOMILJIEKC] Ta Xap4yoBiil MPOMUCI0OBOCTI, BUMaraloTb BUCOKOE(DEKTHBHOrO K 6e3meyHo-
ro 3axMCTy BiJ| i0Hi3ylo4oro BunpomMiHioBaHHA. [Ipy nboMy TpafuLiliHi MaTepiaay, 0 BUKOPUCTOBYIOTHCA
JUIS1 eKpaHyBaHHSA (CBUHeEIb, 0€TOH, MapadiH, MoJlieTUIEH TOIIO ), XapaKTePHU3YIThCI BUCOKOIO TOKCUYHICTIO,
CKJIAJHICTIO yTUJIi3aLlii Ta HECIPOMOXKHICTIO BiilMOBIJATH €KOJIOTIYHUM CTaHAApTaM, IPUUHATHUM Y KOHTEKCTI
cTparerii cTajoro po3BUTKY Ta 3MEHILEHHSI aHTPOIIOTeHHOT0 BIJIUBY. Y po60Ti OBEJI€HO, 1110 BUKOPUCTAHHS
NIPUPOAHUX N10J1iMepiB, 30KpeMa JIIrHiHy, 1K OCHOBH JJi1 CTBOPEHHA 3aXUCHUX MaTepiaiB € NepCcneKTUBHUM
HanpsiMoM, 1[0 NOEAHYE ePEeKTUBHICTh, 6€3MEeYHICTh | eKOJIOTiYHICTh.

3anponoHOBaHO KOHIENTYaJIbHY CXEMY Ta aJITOPHUTM CTBOPEHHS r6pUAHUX KOMIIO3UTIB, 1110 326€3Me4y0Th
OaraTopiBHEBUU 3aXUCT BiJ| i0HI3y040Oro BUNIPOMiHIOBaHHSA. Po3po6sieHa Mozie/ib BKJIIOYAE TTOETAHUH Miji-
XiJ: Bify BUGOPY NpUPOAHOI MoIiMEPHOI OCHOBY 3 BUCOKMMU MEXaHIYHUMH Ta XiMiYHUMH XapaKTePUCTUKAMH
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Jo if moaudikamii AJis moKpameHHs aaresil Ta cTiMKocTi 0 onpoMiHeHHS. HacTymHUM KPUTUYHUM eTarnoM
€ BBe/IeHHSI HeOpraHiYHUX HAallOBHIOBAa4iB — HAHOYACTUHOK OKCH/IB MeTaJiB, Ki 3aTHI HEUTpaJi3yBaTH BTO-
PUHHI eJIEKTPOHHU Ta BiJIbHI paZijuKaJ/ly, 10 YTBOPKIOTLCA BHAC/AIJ0K BIJIUBY i0OHI3yH04Oro BUIIPOMIiHIOBAH-
Hs. BU3HaueHO TeXHOJIOT{4YHI yMOBY CUHTE3Y, 1110 A03BOJISIOTh JOCATTH CTabiIbHOCTI CTPYKTYPH KOMIIO3HUTY,
Horo oiHOPiHOCTI Ta LiNbOBUX QYHKIiOHAIBbHUX BaacTUBOCcTeld. CHopMysibOBAHO MiAXOAM 0 BUKOPUCTAH-
He ¢isuko-xiMmiuHMX MeToAiB aHani3y (FTIR, SEM, TGA, XRD) Ta MexaHiYHUX BUIIPpOOYBaHb, AKi MiATBEPIKY-
10Th epEKTHUBHICTh CTBOPEHUX MaTepiasiB.

(pox 2. Oupats nOTDetn & MO s Altem

Kpox 3: Magsadean nonsegy (s

PovTrosdacusa dparium (XA

OO0 ChsTpocKon e (FTIR)

KooK B: XADS<TOOUIELN | TOCTYBa--A

Puc. 4. Bisyasizanisi HOKpOKOBOro aJirOpUTMy CTBOPEHHS pajianiiiHoO CTIMKUX ri6puAHNX MaTepiasiiB
Ha OCHOBIi NPpUPOAHUX NOoJIiMepiB

Pe3ynbTaTu A0C/AiAKeHHS BiIKpPUBAIOTb HOBI MOXJIUBOCTI Ajis1 GOpMyBaHHS MiXXAUCLUILJIIHAPHOI MJaT-
dopmu po3pobieHHST MaTepia/liB HOBOT'O MOKOJIIHHA [IJIs1 YMOB pajialjiiHOTO HaBaHTaXeHHs. 3alpONOHOBa-
Ha KOHIIelisl € IpUAATHOMO J10 ajanTalii B HU3Li rany3ei, e Heob6xiAHWM HaAiHUN Ta TPUBAIMN 3aXUCT Bifj,
ioHi3y1040ro BUIIPOMiHIOBAaHHS — 30KpeMa B KOCMiuHil TexHili, MefuLMHi (pagioTepanis, TpaHCIOPTYyBaHHSA
pagioizoTomniB), 36epiraHHi i nepeBe3eHHi paJjioaKTUBHUX Bi/IX0/iB, a TAKOX ¥ IPOEKTYBaHHI 3aXUCHUX bap'e-
piB y silepHUX 00’eKTaxX. BucBiT/iieHi y po60Ti HaykoBi miixoAy 6a3yr0ThCSA Ha IPUHLIMIIAX €KOJIOTiuHOi 6e3e-
KM, 1110 0CO6JIMBO BaXKJIMBO B YMOBaX IM106a/IbHOTO TPEeH/AY Ha BUKOPUCTaHHS 6i0CyMiCHHUX i BiAHOB/IIOBaHUX
MaTepiasiB. locnimxeHHs 3aK/1aJla€ OCHOBY JJisl NOAAJBILINX PO3POOOK Y ranysi inkeHepil QyHKIiOHaIbHUX
6ioMaTepiaiB, J03B0JIAIYN CPOPMYBATH HOBY CTpaTeTiI0 1010 paljioHaJbHOT0 BUKOPUCTAHHSA NPUPOJHUX
10J1iMepiB y BUCOKOTEXHOJIOTIYHUX 3aXUCHUX CUCTeMaX.
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APXITEKTYPA IHTEJIEKTYAJIbHOI CACTEMH NMIATPUMKH PILIEHD
HA OCHOBI CEMAHTHUYHOTO Y3rOJ>KEHHA MOJEJIEMA

Anomayis. Y cmammi poszasdaemuvcs nepcnekKmusHull Hanpsim po3sumky cucmem nidmpumku npuiiHamms piueHs
(CIIIIP), wo sidnoeidae sucxioHniii nompe6i 8 iHmes1eKkmyaabHUX IHCmpymeHmax, 30amHux 06po6asimu cKkAadHi, zemepozeHHi
ma duHamiyHo miHAuei daui. B ymosax, koau mpaduyitinum nioxodam do CIIIIP yacmo He sucmauae eHyykocmi 01 adanma-
yii do cneyugiunux HroaHcie npedmemHoi o6.1acmi, a makoxic 80HU He 8PAX08YIHOMb HAAEHCHUM YUHOM CEMAHMUKY OaHUX |
HamIpu Kopucmyeauis, ye 00CcAIdxHCeHHs YCy8a€e KpUMUYHY NPO2aAUHY, HAdawvu Ho8y apXimeKkmypy, Wo 6a3yembuCsl Ha CeMaH-
muyHiti gionogidnocmi modesell.

Memoio cmammi € onuc apximekmypu inmesnexkmyasavHoi CIIIP, wo sukopucmosye ceMaHmuyHi mexHo.02ii 045 3a6es-
neyeHHs 6iabW MOYHOI, KOHMEKCMHO OPIEHMOBAHOI Ma opieHMo8aHoI Ha Kopucmysaya nidmpuMKU npuliHIMmsi piuleHb.

Memoodu: ananizy Haykosoi simepamypu, y3a2aabHeHHs, cucmemamusayii.

Haykoea Hoeu3Ha cmammi nossieae y popmanizayii apximekmypu iHmesekmyaabHoi cucmemu nidmpumku piuieHs, o
TPYHMY€EMbCA HA NPUHYUNAX CEMAHMUYHO20 Y320024CeHHA Modeell pidHoi npupodu 045 nidsuweHHs: efpekmugHocmi npoye-
¢y nputiHssmmsi piweHb.

Pe3yaemamu. OcHosHa idest noasizae 8 iHmezpayii oHmoso2iii ma cmandapmie cemaHmu4yHoz2o eeby 015 3a6e3ne4eHHs
iHmeponepabeabHocmi M 2emepo2eHHUMU dicepesamu 0aHUX | asmomamu3sayii npoyecy sicmaeseHHsi 3anumie kopucmy-
eauie 3 8i0n08iOHUMU MOOeasIMU 3HAHb. 3aNPONOHOBAHA apXimeKkmypa cucmemMu cKAa0aembscs 3 0eKilbKoX 0CHOBHUX KOM-
noHeHmis, 30kpema peno3umopir ceMaHmu4Hux modeell, MexaHiamy sugedeHHs,, Modyas 83aemodii 3 Kopucmysavem ma iH-
mepdelicie 04151 inmezpayii 308HiwHIx daHux. 3HauHUU akyeHm 3po6aeHo Ha QuHAMIvHIT KoHizypayii Modeaeli nputinammsi
piwleHb Ha 0cHOBI kKpumepiie cemanmuyHoi nodiGHocmi ma peseeaHMHOCMI.

BucHoeku. [lokazaHo, Wo MexaHi3Mu CeMAHMU4HO20 y32000C€HHs 3HAYHO nidsuujyroms mouHicme pexkomeHndayiil i
CKOpOYyOmMb 4ac, Heo6XxioHull 011 npuliHammsi piwleHb y ckaadHux cepedosuwjax. OnucaHo npakmuyHi cyeHapii 3acmocy-
8aMHS, W0 nidmeepdxcyroms adanmusHicms ma macwmabosaHicms cucmemu. Y 8UCHOBKAX HA20/10WeEHO HA nomeHyiai
CeMaHMUYHUX mexHo/02ill y cmeopeHHi iHmeaekmyaavHux CIIIIP ma nidkpecieHo saxcaugicmsb nodanabwiux docaidxiceHs y
HanpsiMKy 800CKOHA/IEHHS A120pummie MipKyeaHbs, MexaHiamie adanmayii kopucmyeayie ma po3po6kKu 0HMo/102iti 0151 KOH-
KpemHoi npedmemuoi o6aacmi. 3anponoHogaHa hpakmuka cnpusie egoatoyii CIIIP y 6ik 6inbw 2HyYKUX, iHMeaAeKmyaabHux
ma KOHMeKCMHO OpIEHMOBAHUX CUCMEM.

Kniouoei ci108a: npoekmysaHHs, aHani3, napamemp, CKAAOHI cucmemu, 6a3a 3HaHb, 2emepo2eHHi Mooeil, ceMaHMUYHA
CyMICHICM®b.

Oleksiy RYKHALSKYY. ARCHITECTURE OF AN INTELLIGENT DECISION SUPPORT SYSTEM BASED ON
SEMANTIC MODEL MATCHING

Abstract. The article explores a promising direction in the development of decision support systems (DSS), addressing the
growing need for intelligent tools capable of processing complex, heterogeneous, and dynamically changing data. In situations
where traditional DSS approaches often lack the flexibility to adapt to specific domain nuances and fail to adequately account
for data semantics and user intent, this study fills a critical gap by introducing a new architecture based on semantic model
alignment.

The aim of the article is to describe the architecture of an intelligent DSS that employs semantic technologies to provide
more accurate, context-aware, and user-centered decision support.

Methods. Analysis of scientific literature, generalization, and systematization.

Scientific novelty. The scientific novelty of the article lies in the formalization of the architecture of an intelligent decision
support system based on the principles of semantic alignment of heterogeneous models to enhance the efficiency of the decision-
making process.

Results. The main idea is the integration of ontologies and semantic web standards to ensure interoperability between
heterogeneous data sources and to automate the process of matching user queries with relevant knowledge models. The
proposed system architecture consists of several core components, including a repository of semantic models, an inference
engine, a user interaction module, and interfaces for external data integration. Special attention is paid to the dynamic
configuration of decision-making models based on criteria of semantic similarity and relevance.

Conclusions. The study demonstrates that semantic alignment mechanisms significantly improve the accuracy of
recommendations and reduce the time required for decision-making in complex environments. Practical application scenarios
are described, confirming the system’s adaptability and scalability. The conclusions emphasize the potential of semantic
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technologies in building intelligent DSS and highlight the importance of further research aimed at improving reasoning
algorithms, user adaptation mechanisms, and the development of domain-specific ontologies. The proposed approach supports
the evolution of DSS toward more flexible, intelligent, and context-aware systems.

Key words: design, analysis, parameter, complex systems, knowledge base, heterogeneous models, semantic compatibility.

IlocTaHOBKa HayKOBOI Mpo6JyeMu. Y cy4acHOMY CBiTi iHpopMaLiiHUX TeXHOJIOTiM Ta IPUNHATTA pillleHb
Ha OCHOBI JaHux pi3Hi opranizalii B pi3HOMaHITHUX CEKTOpax 3iLITOBXYIOThCS 3i BCe GiIIbIIMMU 006CATaMU
reTeporeHHUX, HECTPYKTYPOBAHUX | JUHAMIYHUX JaHUX. TpajULilHI CUCTEMHU NiATPUMKU NPUUHATTA pi-
L1eHb, X04 | epeKTHBHI B CTPyKTYpOBaHHUX Cepe/i0BHUIIAX, YAaCTO He CIPABJISIOTHCS B yMOBAaX, KOJIU FHYUKICTb,
KOHTEKCTHA 00i3HAHICTh i cEMaHTUYHEe PO3YMiHHS € KPUTHYHO BaxJMBUMU. Lli cucTeMu 3a3Buyail mparo-
I0Tb Ha OCHOBI 3a3JaJieriib BU3HaYeHUX NpaBUJI i CTAaTUYHUX MOJieslel JaHUX, 1[0 0OMeXYe IXHIO 3aTHICTh
aJlanTyBaTUCS [10 HIOAHCIB KOHKpeTHUX cdep abo HaMipiB KoprcTyBaya. 3i 3pOCTaHHAM CKJIaJHOCTI cueHapiiB
NPUUHATTS pilleHb - 0COOJHUBO B TaKUX rajy3X, 1K OXOpPOHa 3/l0pOB’sl, iHKeHepis Ta JIoricTUKa — BUHUKAE
norpeba B cHCTeMaX, 1[0 He JiMIIe 00’ €JHYIOTh 1 06po6.sI0Th iHdopMallito, ajie i iHTepnpeTyIoTh ii 3HaUeHHS
B KOHTEKCTHO YyTJIMBUM cnocib6. lle BUMarae nepexosay BiJj CHHTAaKCU4HOI 06pOOKH JaHUX [0 MPAKTHUK, L0
nepe6ayarTb ceMaHTHUYHE MUCJIEHHS, 10 J03BOJISIE CUCTEMaM OCMUC/IIOBATH iHpopMaliiio Tak caMo, AK Lie
pobuTh JiroauHa [4].

AKTya/IbHICTb PO3pPOOKHU iHTeNEKTYalbHOI CUCTEMU NiATPUMKHU NpUilHATTS piweHs (CIIIIP) Ha ocHOBI ce-
MaHTHYHOI MoJieJli 06yMOBJIeHa TpaHCPOPMAIIiEI CIOCOOY NMPUHHATTS pillleHb y CepeloBUIAX, HaraTux Ha
JaHi. CeMaHTHYHI TexHOJIOTi], IK-OT OHTOJIOTIl Ta rpadu 3HaHb, HAAATh MOTYKHI 3aC00U A/ CTPYKTYpY-
BaHHSA 3HaHb NPO IpeAMeTHY 06./1acTh, 3abe3Me4eHHs B3aeMO/AIl MK po3pisHeHUMHU JKepeslaMU JAaHUX Ta
y3TO/PKEHHSI pe3yJIbTaTiB po60THU CUCTEMHU 3 I[IJIAIMU KOPUCTYBava. IHTerpanisi iux TEXHOJIOTIN B apXiTeKTy-
py CIIIP no3Bosise 3a6e3ne4UTH AUHAMIYHY KOH}irypariito Mosiesi, NiABULUTH TOYHICTb peKOMeHAAlil Ta
Kpallly aZalTUBHICTb [0 MiHJUBUX YMOB. Y IIJbOMy KOHTEKCTi mpo6JieMa MoJIsATaE B po3pobLi apXiTeKTypH
CUCTEMHY, 1110 MOXKe e(peKTUBHO BUKOPUCTOBYBATHU MeXaHi3MU CeMaHTHUYHOI0 Y3ro/pKeHHs JJ1g iHTepnpeTanil
3aNMTiB KOPHUCTYBaviB, CIiBBiJHECEHHS iX 3 BiIMOBIJHUMU MOJEeJISIMH 3HAHb | MPUHAHATTS OOI'PYHTOBAHMUX,
KOHTEKCTHO Opi€EHTOBAHMUX pillleHb. P03B’s13aHHA 1ji€l Tpo6/eMU € He JiM1lle TeXHIYHUM 3aBJaHHsM, ajle i He-
00XiITHUM KPOKOM Ha IJISAXY /10 CTBOPEeHHs JAilCHO iHTe/IeKTyasbHOI, THY4YKOi Ta OpiEHTOBaHOI Ha KOPUCTYBa-
Yya CUCTEMHU MiATPUMKHU NPUHHATTA pillleHb y CKIaJHUX NPO6JIeMHUX 06J1aCTX.

AHani3 ocTaHHIX AocaigKeHb i myo6Jutikanii. CyyacHi HaykoBi focaikeHHA y chepi NoOYA0BU iHTeeK-
TyaJIbHUX CUCTEM MiATPUMKHU NpUHHATTA pimeHb (ICIIIIP), 30kpemMa Ha OCHOBi CEMaHTUYHOIO Y3rOKEHHS
MoJeJiel, 3acBifUyI0Th BUCXiJHUH iHTepec HAYKOBIiB 10 po6JieM iHTerpauii 3HaHb, OHTOJIOTIYHOT O MOJeJI0-
BaHH#, po3Mi3HaBaHHSA CTPYKTYP 3HaHb Ta KOHLENTYaJlbHOr0 Npe/cTaBJeHHs iHopMauii. ¥ 11boMy KOHTeK-
CTi aHaJIi3 cy4yacHUX NMy6JIiKalliil J03BOJISIE OKPECJUTH OCHOBHI TeHeHIIil, iIHHOBaLiliHi MiiX0AX Ta Mepcrek-
THUBU pO3BUTKY apxiTekTypu ICIIIIP.

Y nocnimxenHi K. TkaueHnka ta A. balijaka 3anponoHOBaHO OHTOJIOTIYHUN Niaxizg 1o moaentoBaHHd ICIIIIP,
OpieHTOBaHOI Ha aHaJi3 pU3UKIB B iHHOBaL[iHO-iHBeCTULilHIH cdepi [7]. ABTOpU 0GIPYHTOBYIOTbH HEOOXi-
HiCTh BUKOPHUCTAHHS OHTOJIOTIYHOI'0 MPe/CTaBIeHHS 3HAHb SIK 3aC00y CEMaHTUYHOTO y3ro/KeHHs iHdpopMa-
LiHUX MoJiesiel, 10 A,03BOJISIE 3a6e3MeUYuTH popMasibHe NMOoJJaHHS NpeJAMeTHOI 06.J1acTi Ta epeKTUBHY iHTe-
rpauiro Jxepes 3HaHb. OCHOBHA yBara npuZiizieHa CTPYKTYpi OHTOJIOT], fie OKpecleHO 3B’I3KH MiX 06’€KTaMH,
MOAisIMU, XapaKTEPUCTUKAMHU Ta KpUTepisiMu pusuky. lled migxis cTBoproe migrpyHTs s no6yaoBH apxi-
TekTypu [CIIIIP, 1o 3A4aTHa afganTyBaTUCA A0 3MiH y cepeZioBUlli, 6a3yl04MCh HAa JUHAMiYHOMY IONOBHEHHI
OHTOJIOTIYHUX 3HAHb.

M. B. €BnaHoB, b. I. Mopos Ta B. {. Jlyuunbkuit y cBoiit po60Ti gocaimkyoTs iHbopMaliiHy TeXHOJIOTi0
BUsIBJIEHHSI TePMiHIB Ta apTedaKTiB y HPOEKTHIN JoKyMeHTamnii iHpopmaniiinux cucreMm [2]. Po3po6ieHa
MpaKTHKa 6a3yeTbCsl HA BUKOPUCTAHHI MOBHUX MoJieslell Ta aJropuTMiB 06po6KH NPUPOAHOI MOBH /JIs1 aB-
TOMAaTUYHOI0 BUSIBJIEHHS CEMaHTHYHO 3HAYYIIHX 06’eKTiB. Lle 03B0JIIe pOpMyBaTH CTPYKTYPOBAHY MOJeJIb
npeaMeTHOI 06J1acTi Ha paHHIX eTanax »XUTTEBoro LUKy ICIIIIP. BaxksinBUM acrekToM Iji€l po60THU € migBU-
LIeHHS TOYHOCTI ileHTUdikauii KOHLEeNTiB Ta 3MeHIeHHs] CEeMaHTUYHOI HEOJHO3HAYHOCTI, 1110 € KPUTHUYHO
BaXKJINBUM y KOHTEKCTI y3roJ»>KeHHs MoJiesIeH.

Y cratTi B. Tpila Ta cniBaBTOpiB aKlleHT 3p0o6JieHO Ha 3aco6ax MiATPUMKU CXOBUIL 3HAHb KOMIT'FOTEPHUX
cucteM y HapTOrasoBii ranysi [8]. ABTOpH NPONOHYIOTh apXiTeKTYpHe PillleHHSs, 110 MiCTUTb iHCTPYMEeHTH
JU1a arperariii, 36epekeHHs i MMOIIYyKy 3HaHb Ha OCHOBi OHTOJIOTIYHUX CTPYKTYp. [IpeacraBieHa mpakTUKa
JleMOHCTpPYy€E ePpeKTUBHICTb CEMaHTUYHOTO Y3ro/pKeHHsI MoJieJiell y rasy3eBUX iHQOpMaLiHUX CUCTeMaX, Jie
OCHOBHY pOJIb BiJlirpa€ TOYHiCTh Bimo6pakeHHs 3HaHb Ta MBHUJKICTh iX 06POOKH. Y JOC/i[PKEHH] TaKOXK I0-
pylLlIeHO MUTAaHHS reTeporeHHOCTi AxepeJst iHpopMallii Ta BUKJIMKY, IOB’s13aHi 3 y3ro/>KeHHsM TepMiHoJIoTil.

Hocnimpxenns C. @. Yanoro Ta . O. JlemuHCcbKOI 30cepe/pKkeHe Ha Mpolieci eKcTepHasi3alii 3HaHb Yy MeH-
TaJIbHIN MO/JeJ1i KOpUCTyBavya CUCTEMHU ITYYHOTO iHTes1eKTy [9]. ABTOpU aHa/Ii3yI0Th MeXaHi3Mu GopMyBaHHSA
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CEMAHTHUYHOI CTPYKTYpPHU 3HaHb 3 ypaxyBaHHAM KOTHITUBHUX OCOGJIMBOCTEM KOpucTyBada. Takui migxiz
€ oco6snBo 1iHHUM g apxitektypu ICIIIIP, opieHTOBaHOI Ha afAANTUBHY B3AaEMOJAII0 3 KOPHUCTYBaueM, Jie
cucTeMi HeoOXiTHO He JIMIIIe ONMPAlbOBYBATH JaHi, a ¥ «p0o3yMiTH» HaMipH Ta JIOTiKy pillleHb JoguHU. Jocti-
JPKEeHHS NiJKpeCc/I0€ BAXKJINBICTb CTBOPEHHS NIepCOHANI30BaHUX CEMAaHTUYHUX MO/Ziesled ¥ THYYKHX apXiTek-
Typax ICIIIIP.

M. B. [loHOMapeHKO po3I/siiaE NPo6IeMaTHKY AepKaBHOI NOMITUKHU y cdepi iHTe/IeKTyaIbHOI BJIACHOCTI
y KOHTEKCTi MbkBiZjoMu0i KoMyHiKanii [6]. Xoua cTaTTs Ma€ cKopille npaBOBUH i peryasiTopHUN GOKyc, BOHA
aKLEHTY€E Ha BAXKJIMBOCTI 3a0e3ne4eHHs Y3ro/PKEeHOCTi Ta Npo30pocTi 06MiHy JaHUMH MiXK CTPYKTYypaMHU.
Y npoMy ceHci ceMaHTH4He y3ro/pkeHHA Mogesel y pamkax ICIIIIP BucTynae BU3Ha4a/lbHUM eJIeMEHTOM 3a-
Ge3nedeHHsI iHTeponepabesbHOCT] Ta AOBIpH A0 aBTOMAaTU30BaHUX CUCTEM NMPUHHATTSA pillleHb, 0COGJIMBO
y MiXrajy3eBOMy cepeOBUILL|.

Y po6orti M. I. [leTpeHKka Ta ciBaBTOPiB po3r/isijaeTbcst M06y[0Ba KOMIT IOTEPHUX CUCTEM INOJAHHS Ta 06-
po6JieHHsI MPeAMETHO OPIEHTOBAHUX 3HAHb [5]. ABTOPH NMPONOHYIOTh METO/0JIOTiI0 MO6YJ0BH 3HAHHEBUX
MoJiesieH, 110 OXOIUIIOE Kiaacudikallilo 3HaHb, IX CEMaHTHYHE CTPYKTYPYBAaHHS Ta BUKOPHUCTAHHS JIOTIYHUX
Moziesielt 06po6KH. 3aIPONOHOBaHI 3aco6u 3a6e3meuyoTh BUCOKUHM piBeHb ¢popMastizanii 3HaHb, 1110 COPUSIE
ix edpexTuBHOMY 3acTocyBaHHIO y Mogei [CIITIP. Oco6uBY yBary npujijieHo 3a6e3ne4eHHI0 aKTyalbHOCTI
3HaHb, [0 € BAXKJIMBUM GaKTOPOM AMHAMIYHOI afanTarii cucrem.

Y cratTi O. l'opu Ta ciBaBTOPIB AOCTIKY€EThCS miaXig 10 iHGopMaliliHOTO MOIe/IIOBaHHS Ha OCHOBI Me-
Tadop poiB [1]. Lle HecTaHgapTHe, GioiHCcipoBaHe pillleHHs Nepeabadyae MOAeIOBaHHs B3aeEMozil iHpopma-
LiHHUX 06’EKTIB y CUCTEMI 3a aHAJIOTI€I0 3 MOBeAiHKOW poiB y npupoi. Takui miaxix go3Bosisse GopMyBaTH
CaMOBpPAAHI CUCTEMHU NiATPUMKH NPUKMHATTA pillleHb, SKi BOJOAIIOTh BUCOKOI aZlaliTUBHICTIO 10 3MiH cepe-
JoBula. CeMaHTHYHE Y3To/)KeHHA Y IbOMY BUIIaIKy peasli3yeThbCA Yepe3 MeXaHi3MU KOJIEKTUBHOTO Mi3HaH-
H#, L0 JJa€ 3MOT'Y CTBOPIOBATH I'HYYKI Ta iHTeseKkTyanbHi iHpopMaliifiHi apxiTeKTypH.

BujijieHHs He BUpillIeHUX paHille YacTUH 3ara/ibHOI MPO0G6JIeMH. Y MeXax [[bOT0 A0C/iP)KeHHS aKIleH-
TOBAHO HA aCMeKTi JUHAMIYHOr0 CEMaHTHUYHOIO Y3ro/)KeHHs MoZieJiel ¥ reTeporeHHOMYy iHopMaLiiHOMy
cepeOBHIL|, 1[0 PaHillle HAJIeXKHO He 0NpalboBYyBaBCA. TaK0X PO3IVIAHYTO NUTAaHHA iHTerpauii OHTOJIOTIYHUX
CTPYKTYp 3 MeXaHi3MaMH{ alalTUBHOIO YNpaBJiHHA 3HaHHAMM B peajbHOMY 4aci. OKkpema yBara npuaiis-
€TBHCSA apXiTEKTYPHUM pillleHHSM, IO Z03BOJISIOTH 3a0€3MeUYUTH KOHTEKCTHY y3TO/PKEHICTh MiXK MOJEISIMHU
pi3HUX piBHIB abcTpakLii B iHTe/NeKTyaJbHUX CUCTEMAX MiATPUMKY NPUXHATTSA pillleHb.

dopMy/II0OBaHHA METH AOCTAiAKeHHA. MeTol0 A0CIiI)KeHHA € ONIUC apXiTeKTypH iHTesnekTyaabHoi CIIIIP,
110 BUKOPUCTOBYE CEMAaHTUYHI TE€XHOJIOTII /151 3ab6e3ne4eHHs TOYHILIO0i, KOHTEKCTHO OPiEHTOBAHOI Ta Opi€H-
TOBaHOI Ha KOPUCTYBaya MiATPUMKHU NIPUUHATTA pillleHb.

BigmoBizHO 0 MeTH 6yJ10 TOCTABJIEHO i BUPilIEHO TaKi 3aBJjaHHs: NPOaHai3yBaTH Cy4acHi MPaKTUKHU 0
Mo6yL0BU CHCTEM MiATPUMKH NPUKUHATTSA pillleHb i3 BUKOPUCTAHHSIM CEMaHTUYHUX TEXHOJIOTiH, chopMyJIto-
BaTH BUMOTH 10 apxiTeKTypH iHTesekTyanbHoI CIIIIP Ha ocHOBI ceMaHTHUYHOTrO0 3icTaB/IeHHA MO/ZeJiel, po3po-
OUTH CTPYKTYPHY apXiTEKTYypy CUCTEMH 3 BUSHAYEHHSIM OCHOBHMX QYHKI[iOHAJIbHUX KOMIIOHEHTIB.

BukJ/1ag, OCHOBHOIO MaTepiajy AocaigKeHHs. JlocaijpkeHHs iHTe/eKTya/lbHUX CUCTEM NiATPUMKHU NPU-
WHATTA piwensp (CIIIP) y cdepi npoekTyBaHHA CK/JIaJHUX TEXHIYHUX 00’'€KTiB 3a3Ha/IM 3HaYHOI TpaHchopMa-
1ii, 0c06/1MBO B MalIMHOGYIyBaHHi, /ie CKIaZHICTb MPOAYKTIB i mpolieciB BUMarae BJJOCKOHaJIeHUX iHCTpPyMeH-
TiB [I/1 NOKpaLleHHSA NpoLecy NPUUHATTA pillleHb. [HTeNeKTyalbHi CUCTEMU NiATPUMKH NPUHRHATTA pilleHb
CTa/IM BaXKJIMBUM KOMIIOHEHTOM Y LM rajaysi, CIpUAIOYM He JIMIEe aBTOMAaTH3alil pyTUHHUX 3aBJaHb, aje
¥ JlonoMararydu JIoAsAM-po3poOHHKAM BUPIIIyBaTH HEAOCTATHBO CTPYKTYPOBaHi, HeCTaHJAPTHI Mpo6/eMu.
B ocHogi CIIIIP y MamnHOGYyAyBaHHI 3aK/IaZieHa IXHS 3JaTHICTh MO/Ie/II0BATH, aHai3yBaTH Ta JONOMaraTu
y p03B’s13aHHi Npo6JieM MPOEKTYBAaHHS UIJIIXOM iHTerparnii eKCliepTHUX 3HaHb, METO/IiB IITYYHOIO iHTEJNEKTY
Ta iHTEpaKTUBHUX KOPUCTYBalbKUX iHTEpdeiiciB. [I[poTAromM 6araTbox poKiB MIPONOHYBaIMCS Pi3Hi NPAKTHKH
Jl0 TOOYZ,0BY TAaKUX CUCTEM, IOYNHAIYH BiJj CUCTEM Ha OCHOBI IPABUJI Ta €KCIIEPTHUX CUCTEM i 3aKiHUyI0YH
HOBITHIMM p03p0O6GKaMH, 110 BUKOPHCTOBYIOTh MipKyBaHHSI Ha OCHOBi KOHKPETHHUX CUTYaLil, MipKyBaHHS Ha
OCHOBI Moziesie# Ta ri6puaHi MmeTogu. Lli MeToM 103BOJIAIOTE CHCTEMI iIMITYBaTH pilleHHS Ha piBHI eKCcHepTiB
LIJISIXOM 3aCTOCYBaHHA crien$idyHUX A5 KOHKpPeTHOI rany3i 3HaHb eJleMeHTiB i MexaHi3MiB HaBYaHHS, AKi
aJlalTYIOThCS [0 BUMOT i 06MeKeHb, 1[0 MOCTiHHO 3a3Ha0Th TpaHcpopMarii.

Y KOHTEeKCTI MallMHHOTO NPOEKTYBAaHHA TPAAULiMHI CUCTEMHU NiATPUMKH NPUHHATTS pilleHb CIOYaTKY
30cepeKyBavcs Ha dopmMastizanii eKcnepTHUX 3HAHb Y BUIVISA/[i BUPOOHUYMX MTPaBUJI a60 JepeB NPUUHATTS
pimens. i MmeTogu xo4a i 6ys1M eGeKTUBHUMU B CTPYKTYPOBAHHUX CEPeOBUIIAX, IPOTE HE MOIVIM BIOPATHCS
3 peaJIbHUMHU JUHAMIYHHMH Ta 4acTO HEOJAHO3HAaYHUMH 3aBJaHHAMU NPOEKTYBaHHA. K HaACHiJOK, raaysb
MOCTYIIOBO NepelIa 0 FHy4YKIIKX Ta afalTUBHUX GPperdMBOpPKIB, 1110 BUKOPUCTOBYIOTb CXEMH IPEJCTAB-
JIEHHS 3HaHb, IK-0T CEMaHTHUYHI Mepexi, OHTOoJ10Tii Ta 06’€KTHO OpieHTOBaHi Mo/esi. BogHovac inTerpanis iH-
CTPYMEHTIB IITYYHOTO iHTeseKTy (aITOPUTMH MAlIMHHOI'O HAaBYaHHS, HEHPOHHI Mepexi Ta HeuiTKa Jiorika)
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posuurpuia moxausocti CIIIIP, fo3BosuBIIK iM 06p06/1sITH HENOBHY a60 HeBU3Ha4YeHy iHpopManiro Ta Haja-
BaTH peKOMeH/aAllil, 110 IPYHTYIOTbCA K Ha JAHUX, TaK I Ha IHTYILil ekcniepTiB..

Knacudikanisa apxitektyp IDSS Bigo6paxae pisHOMaHITTA mifxoziB i TeXHOJIOTIH, 1[0 BUKOPHUCTOBY-
I0ThCA IPH iX po3po61i. 3arasoM Li apxiTeKTypyu MOXKHA NMOJIJIMTH Ha: IeHTpasi30BaHi, po3nojiseHi Ta
riopuani cucrtemu. LleHTpanizoBani apxiTeKTypH, sIK MpaBuJio, MalOTh €AUHY 6a3y 3HaHb i MexaHi3M BH-
BeJIEHHs, 1[0 CIPOINYE YIPaBJiHHSA CUCTEMOIO, aJle MOXYTh 0OMeXYBaTH MacIITab0BaHICTh i MBUAKICTD
pearyBaHHsl y BeJIMKOMAacCWITAOHHUX 3aCTOCyHKax. Po3mopiseHa apxiTekTypa, HaBHaKH, BUKOPHUCTOBYE
KiJIbKa CIliB3a/IeXXKHUX areHTiB abo Mo/yJiB, AKi MpaIo0Th HaNiBHE3a/IE€XKHO | CHIJIKYIOThCS 3a AOTOMOTO0
BU3HAUYeHHUX MPOTOKOJIB. Taka CTPYKTypa MOCUII0E MOAYIBHICTE i Mapasiesni3M, aje CTBOPIOE MPO6GIEMHU
3 CHHXpOHi3ali€lo Ta y3ro/pKeHicTio 3HaHb. ['i6puHI apXiTEKTypH NOEAHYIOTh eJIeMeHTH 060X THIIiB, Ha-
Maralwyuch 36a7aHCyBaTH NepPeBary LeHTPaJi30BaHOTO KOHTPOJIIO 3 THYUYKICTIO pO3Mmo/ijieHoi 06po6KH.
BopHoyac gedaki peanizanii IDSS BUKOPpUCTOBYIOTh MyJIbTUAreHTHI apXiTeKTypH, Jie aBTOHOMHI IpOorpaMHi
areHTH CHiBNPAaLOIOTh AJSA MiATPUMKHU CKJIAJHUX CIeHapiiB NPUUHATTSA pilieHb, 0COGJIMBO B Cepe/OBU-
1aX CHiJIbHOTO NPOEKTYBAHHA.

[Tonpu 3HauHu# nporpec, TpaguuiiHi Mogesni CIIIIP MaroTh HU3KY HEJI0J1iKiB, 1110 NepeLIKOAXKATh X IU-
POKOMY 3aCTOCYBaHHIO B MPOEKTYBAHHI CKJIAJHUX TeXHIYHUX 06’€KTiB. OTHUM 3 OCHOBHUX 0OMEXEHb € IXHS
3aJIEXKHICTh Bifi 4iTKO BU3HAUYEeHUX MPABUJI i CTaTUYHUX 6a3 3HaHb, 1[0 0OMEXYE IXHIO aZlalTUBHICTD 0 HO-
BHUX IPOG6JIEM MPOEKTYBAaHHS ab0 MiHJIMBOrO cepefoBUILA. TaKMM cuUCcTeEMaM 4acTO He BUCTA4ya€ 3JaTHOCTI
BUMUTHCS HA HOBOMY /I0CBiJli a60 OHOBJIIOBATH CBOI cTpareril MipKyBaHb y BiZjIOBi/jb HA 3BOPOTHHI 3B’A30K,
10 POOUTH iX MeHII epeKTUBHUMH B JJUHAMIYHUX a00 iHHOBALiHUX cepeZ0oBUINAX Au3akHy. BogHoyac pe-
npe3eHTallis 3HaHb AU3aliHepPiB CTAHOBUTD 3HAYHY NPO6/IeMy. 3HaYHA YaCTHUHA 3HAHb, 3aCTOCOBAHUX B iHXe-
HEPHOMY AM3aiHi, € HEABHUMH, EMITIPUYHUMU Ta 3aJIEXKHUMHU BiJi KOHTEKCTY, [0 YCKJIAAHIOE IX QiKcaliro Ta
¢dopmastizaniro B paMKax JKOPCTKHUX CTPYKTYP TPAAULIHHUX cucTeM. Ll mpo6JieMa MOCUNIETHCA MDKAUCIIH-
IJIIHAPHUM XapaKTePOM CKJIA/[HUX TEXHIYHUX 06’EKTIB, ie 3HAaHHS MAOTh 6y TH iIHTErpoBaHi 3 Pi3HUX rajay3ewy,
SK-OT MaTepiasIo3HaBCTBO, MeXaHiKa, CHCTEMH YIPaBJIiHHSA Ta eproHoMika [3].

[Ipo6sieMu npeAcTaBIeHHS 3HaHb PO3POOHHUKIB MOLUIMPIOIOTHCS TAKOX HAa KOTHITUBHI acCeKTH MPUHHATTS
JAU3alHepCbKUX pillleHb. /lu3aliHepy CIMpPaOThCA Ha IHTYILiI0, aHAJIOTIYHE MUC/IEHHSA Ta eBPUCTUYHI CY>KeH-
H#, 1[0 HeJIETKO 3MO/IE/IIOBATH 32 J0TIOMOTO0 GOPMaIbHOI JIOTiKHA 260 TPAAUIIHHUX METOAIB Mpe/CTaBJIeHHS
3HaHb. Ak Hacaigok CIITIP yacTo He MiATPUMYIOTH TBOPYI Ta iTepaTUBHI acleKTH NMpoLecy NPOEKTYBAHHA.
3axozy, CIpsiMOBaHi Ha MOZ0/IaHHS [[UX 0O0MeXKeHb, IPU3BEJIH [J0 BUBYEHHS KOTHITUBHUX apXiTEKTYD, CUCTEM
«JIIOJJMHA-B-IMKJIi» Ta MOZie/ield Ha OCHOBI HaBYaHHS, 1[0 MAalOTh HA METi I0J[0J1aTH NPOTAINHY MiX popmaJti-
30BaHWMU 3HAaHHAMM Ta JIIOJCbKUMHU KOTHITUBHUMM NporecaMu. JlocATHEHHS B MOJeJII0BaHHI KOPUCTYBadiB
Ta aZJalITUBHUX iHTepQeNCciB cipsiMOBaHi Ha MepcoHaJsIi3ali MoBeiHKU CUCTEMHU BiANOBiAHO A0 iHAUBIAY-
aJIbHUX yNoJ00aHb Ta CTUJII0 NMPUHHATTS pillleHb AU3alHepa, 110 e 6iJblle MiABULIYE 3pYIHICTb BUKOPH-
cTaHH4 Ta akTyaabHicTh CIIIP y ck/afHUX 3aBAaHHAX IPOEKTYBAHHA.

Koopauvnaliss ceMaHTUYHHUX MoOJiesield € 6a30BUM MeXaHi3MOM /[iJisl OCATHeHHs epeKTUBHOI iHTerpamii
3HaHb y CKJIaJHUX MpoLecax NPpUUHATTSA pileHb, 0co6auBo y chepi MixkgucrunainapHoi iHmxeHepii. B mMipy
3pocTaHHA MaclITabiB i CKJIaHOCTI iIH)KeHEPHUX CHCTeM, 3aTHICTb KOOPAMHYBATH U y3roJ»KyBaTH po3pi3He-
Hi Mo/ieJIi, 1110 TOXOJSATh 3 Pi3HUX 06J1aCTeN, eKCePTiB i MpOorpaMHUX iHCTPYMEHTIB, CTa€ KpUTUYHUM $aKTO-
poM JiJis1 3abe3eyeHHs NOCAiJOBHUX i y3TO/PKEHUX Pe3y/IbTaTiB IPUHHSATTS pillleHb. 32 CBOEIO CYTTIO CEMaH-
THUYHA KOOPAMHALis MoJesiel nepes0adae y3ropKeHHsS 3HaYeHb | KOHIENTYaJbHUX CTPYKTYP MiX pi3HUMH
MOJiesIsIMY, 11106 YMOXKJIMBUTH iXHIO CIIJIbHY iHTepnpeTaniro, B3aEMHY TpaHcopMaLilo i CHHepreTU4YHe BU-
KopucTaHHs. g KoopuHalisg BUXOAUTh 32 paMKH IIPOCTOr0 0OMiHY JaHUMHU ab0 CHHTAaKCUYHOI CyMiCHOCTI,
3BEPTAIYMChH /10 [VINOLIOTO PiBHA CEMAaHTUKH — TOTO, IK HOHATTS BUSHAYAIOThHCS, OB’ A3yOTHCS | pO3yMilOTh-
€1 B KOHKPETHHUX AUCLUIIJIIHADHUX KOHTeKCcTax. CeMaHTUYHUH pPiBeHb rapaHTYE, 1[0 KOJIU MOJeJi B3aEMOJI-
I0Th, IXHIM 3MiCT iIHTEpPNPETYETHCS MOCAILOBHO B Pi3HUX CUCTEMAX, TUM CAMUM 3MEHIIYIOYU HEOJAHO3HAYHICTh
i miABUINYI0YM HaAIHHICTb IHTErPOBAHHUX pillEeHb.

OnToJtorii Ta MeTamMoze i BUCTyHalTh QyHJaMeHTaJIbHUMH iHCTPYyMEHTaMH B LIbOMY INpolieci rapmo-
Hizanii. OHTOJIOTIi HaZaTh PpopMasbHi, ABHI cienudikalii KoHIeNTYaMi3alii y Mexax mpeAMeTHOI 06J1acTi,
BU3HAYal4M CyTHOCTI, aTpUOYTH, 3B’sI3KM ¥ NMpaBW/a B MallMHHO iHTepnpeToBaHoMy ¢opmMari. Pikcyroun
3HaHHS NP0 NpeJMEeTHY 06J1aCTh y CTPYKTYPOBAaHUH 1 MpUAATHUHN [Jis1 6araTopa3oBOT0 BUKOPHUCTAHHS CIIO-
ci6, oHTOJIOTIi CIPUSAIOTE CTBOPEHHIO 3ara/IbHUX CJIOBHUKIB i CHIIBHOMY PO3yMiHHIO Mi>K TeTepOreHHUMH MO-
JensaMmu. BoHu fil0Th IK cEMaHTHUYHI MOCTH, L0 03BOJISIOTb HE3aJI€KHO PO3PO6JIEHUM MO/IEsIM B3aEMOJI-
ATHU B paMKax €AMHOI CUCTEMU NMPUHHATTSA pinieHb. MeTaMo/eJli, CBOEI0 Yeprow, BU3HAYalOTh aOCTPAaKTHUHI
CHUHTAKCHUC i CTPYKTYpHi npaBuia no6yj0BH 3pa3KiB NEBHOI MOBOI MO/eJIOBaHHS. BOHM BU3HA4alOTh, K
KOHKPETHI MOoJZieJli KOHKPEeTU3YIOThCH | IK BOHU CIIBBIAHOCATHCA Ha MeTapiBHI, 110 MAa€E BaXKJIMBe 3HAYE€HHA
JUISL yIIPaBJIiHHSA CYMIiCHICTIO MoJiesied Ha Pi3HUX I1aTdopMax MoJe/II0BaHHs. B3aeMo/is Mixk oHTOJIOTiISIMH Ta
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MeTaMO/Ie/IsIMU J03BOJISIE KOAYBATH IK CEMAaHTUYHUM 3MICT, TaK i CTPYKTYpHi IpaBuJia, 3a6e31ne4y0dd TaKUM
YUHOM /JIBOLIAPOBY OCHOBY AJIsi CEMaHTHUYHOI KOOpAUHAaLii MoZeJeN.

®opmarizanisa Moesiel Ta IXHsI B3a€MO/isl B MOZeJIbHO-TTapaMeTPUYHOMY IPOCTOPi BUMAara€e TOYHUX Me-
TOAIB Npe/CTaBJIeHHs, 1110 MOXKYThb OXOILJIIOBATH He JIMlIe 3Ha4YeHHA NIapaMeTpiB I CTPYKTYPHI KOMIIOHEHTH,
ajle 1 OCHOBHY CEMAHTHKY NPOEKTHOrO 3aJyMy, ooMexeHb i PpyHKIioHAIbHUX 3B’A3KiB. [T JOCATHEHHS
Takoro piBHs ¢opmMasizanii 4acTo BUKOPUCTOBYIOTb TaKi MPaKTHKH, K-OT MOJEJbHO OpiEHTOBaHE MPOEK-
TyBaHHA (MDE), popmanbHuil KOHIENTYaJbHUN aHasi3 i jorika onucy. MDE HaroJsiomye Ha BUKOpUCTaHHI
BUCOKOPiBHEBHX ab6CTPAKTHUX MOJeJIeH sIK MepBUHHUX apTedaKTiB y Nporeci MpoEKTYBaHHS, 110 JL03BOJISIE
3/[[iICHIOBATH aBTOMATH30BaHi TpaHcdopMaIlil Ta CHHXPOHi3aI[ito MiXk MOZieJITIMU 3a 0TIOMOTO0 BU3HAYEHUX
BiZjoOpakeHb. ¥ KOHTEKCTi CeMaHTHUYHOI KoopauHanii moaeseir MDE nosierinye BigcTexxyBaHicThb i y3romxke-
HicTb TpaHchopMaLill Mosesel, 3a6e3neuydyu 36epekeHHsI CEMaHTHUYHOI LiJiCHOCTI TpH nepexoAi Mix piB-
HAMH abCTpakiii abo JUCHUIIIHADHUMU MeXaMHu. MozieJIbHO-TapaMeTPUIHUM MPOCTip, IO OXOIJIIOE BCIO
CYKYTHICTb 3MIHHHUX, TapaMeTpiB Ta iX B3aEMO3aJIeX)KHOCTEH, CTPYKTYPOBaHUH 3a JJOIOMOI0I0 MeTaMo/iesel
i 30araueHni CEeMaHTUYHUMH aHOTAIiSIMH, OTPUMaHUMH 3 OHTOJIOTIH. Ls1 cTpyKTypa migTpuMye pisHi cueHa-
pii B3aemoaii: 06’efHaHHSA Mo/iesIel, yTOYHEHHS, IeKOMITO3HIlisl Ta PO3B’I3aHHA KOHQJIIKTiB.

MixgucuuniinapHi iHXXeHepHi cepefoBUIA CTBOPIOIOTH OCOGJIMBI Mpo6GJeMH AJisi CEMAaHTHYHOI cyMic-
HOCTi, BpaXOBY04YH Pi3HOMaHITHICTb TepMiHOJIOTIH, KOHLIENTyaJbHUX PaMOK i MapajurM MoJe/0BaHHS, 1110
BUKOPHCTOBYIOTBbCSl B Pi3HUX ranyssx. [y po3B’si3aHHs LHMX Npo6JeM Oy/0 3aIpONOHOBAHO KiJbKa MpaK-
THK — BiJl py4YHOI'0 €KCIIepTHOT0 NOCepeAHULTBA i 10 NOBHICTIO aBTOMAaTU30BAaHUX METO/iB CEMaHTUYHOTO y3-
roxeHHs. O/jHa 3 BiZjoMuX cTpaTeriil nepef6ayae po3po6Ky OHTOJIOTH BEpXHBOI'O PiBHS, 110 OXOIJIIOIOTH BU-
COKOpiBHEBI, He3aJIeXKHi BiJl JoMeHy KOHILeNIlii, Ha SKi MO)KHA 3icTaBUTH crielfuivyHi /s JOMEHY OHTOJIOTII.
Taka 6araTopiBHeBa apxiTeKTypa oHTOJIOTiH 3a6e3neyye GpyHKIiOHAIBbHY CYMiCHICTb, 36epiraloyu npu rjpboMy
cnenudiky i 6araTcTBO KOXXKHOTO JJOMeHY. [HIIKMH MeTo/ nepes6adyae CEMaHTUYHY aHOTALliio i TeryBaHHA eJie-
MEHTIB MO/ieJii 3 MOCUJIAaHHAAMU Ha CIiJIbHI CJIOBHUKHY, 10 MOJIETIIYE BUPIBHIOBAHHA 3a JONOMOTOI0 3aX0/iB
CeMaHTHUYHOI CX0’KOCTI Ta aJITOPUTMIB MipKyBaHb. ATEHTH CEMaHTU4YHOTO TOCEPEAHUIITBA, YaCTO peasli3oBaHi
B MyJIbTUAareHTHUX CUCTEeMAX, IIBU/KO [lepeKIaJaloTh i y3TOoKy0Th 3HAaHHS MiXK MOJleJIAMU B peXKUMi peaJib-
HOT'0 4Yacy, BUKOPUCTOBYIOUM OHTOJIOTiIYHI Bifjo6pakeHHs i npaBuia TpaHcdopmanii. [i6puaHi nigxoau, o
MOEAHYIOTh CUMBOJIIYHI MipKyBaHHS 3 MeTO/IaMH MallMHHOI'O HaBYaHHS, TAaK0X HAOYJ/IH MOMYJISIPHOCTI, 103~
BOJISIFOYM CHCTeMaM BHUBYATH BiJ[IOBIHOCTI Ta aZjlanTyBaTU CEMaHTHUYHI BiZjoOpa’keHHS Ha OCHOBI 1a6JIOHIB
BUKOPHCTAHHS Ta 3BOPOTHOTIO 3B’SI3KY.

EdexTUBHICTD pi3HUX MPAKTHUK [0 CEMAaHTUYHOI CYMiCHOCTi MO>KHA NMOPIBHATH 32 TAKMMH ITapaMeTpaMy,
SIK-OT MaclITaboBaHICTh, piBeHb aBTOMATH3aIlil, aJaITUBHICTh 10 MpeAMeTHOI 06J1acTi Ta CKJIaHICTD iHTe-
rpauii. ¥ Tabsnui 1 npeacTaB/ieHO MOPiBHANBHUM OIVISAJ, OKPEMHUX METOZAIB, 1[0 BUKOPUCTOBYIOThCS [IJi 3a-
6e3nedyeHHsI CEMaHTUYHOI CYMiCHOCTi B MDXKJUCLUIJIIHAPHUX {H)KEHEPHUX CUCTEMaX.

Tabaung 1
Iligxoau xo 3a6e3neyeHHsA CEMAaHTUYHOI CyMiCHOCTI
L. . PiBeHb A anTUBHICTD A0 CkJIagHicTh
Migxiz Macmra6oBaHicTh A A . AHICTE
aBTOMaTH3aujii AOMEHY iHTerpanii
Bigo6paXkeHHsI OHTOJIOT i1 . iu . Lo
AOOD . Bucoxkui Cepepnin Bucoxkun CepepHiit
BEPXHbOTO PiBHS
CeMaHTHYHa aHOTAallis Ta . . . .
CepenHin Husbkui Bucokui Husbkun
TeryBaHHSA
AreHTH CEMaHTHUYHOTO iy . . .
CepepHin Bucokui CepepHin Bucokuit
nocepejHUIITBA
['i6pugHi cCMMBOJILHO- . . . .
PUAHI € . Bucokuii Bucokui Bucokuii Bucokuit
HaBYaJ/IbHI MojeJi
Py4yHa ekcnepTHa . . o . .
y P Husbkui BincyTHi Bucokuit Husbkui
KOOpZAHWHalis

Jorcepeno: asmopcvka po3pobka

ApXiTeKTypHi NPUHIUIIN NMOGYAOBH iHTEJNEKTYaJbHOI CUCTEMU MiJTPUMKH NpUUHATTA pimwens (CIIIIP)
Ha OCHOBI CEMaHTHUYHOTO Y3TrO/PKEHHSI MOZieJield 3yMOBJIEHI HEO6Xi/IHICTIO 3a6e3nedyeHHs y3ropKeHoi Ta Ju-
HaMi4dHOI iHTerpauii reTeporeHHUX JpKepes 3HaHb Y KOHTEKCTI po3B’sI3aHHS CKJIAJHUX iH)KEHEepHUX 3a/ad.
B yMoBax, K0J1M iH>KeHEpHi CUCTEMH CTAIOTh BCE GiJbII MyJIbTUAUCIUILIIHADHUMHU Ta iHpopMaIniiHO HacKuYe-
HUMHY, 31aTHicTh CIIIIP iHTe/lekTyaslbHO KOOPAWHYBATH MOJleJli, iIHTepnpeTyBaTH iX CeMaHTHUKY Ta NifTpUMY-
BaTH NPUHHATTS KOHTEKCTHO Yy TJIMBUX pillleHb HAOYBa€E CTPATeriYyHOTro 3HAaYeHHs. ApXiTeKTYpHUH Au3aliH
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TaKUX CUCTEM NOBHHEH 3a6e31eyyBaTH BUCOKUU CTYNiHb THYYKOCT], PO3LIMPIOBAHOCTI Ta CEMaHTHYHOI 06i-
3HAHOCTI, L0 /103BOJISIE HE JiMLIe 06pO6ISATH CTPYKTYypoBaHy iHdopMaliito, ajie i iHTerpyBaTu pisHoMaHiTHI
MoJeJli mpeMeTHOI 06J1acCTi, iKi pO3BUBAKOTHCS.

B ocHOBI 1ji€i apxiTeKTypH 3HaX04UThCA KOHLeNTyaJbHA MO/leJb, 1Ka BU3HA4Ya€ BUCOKOPIBHEBY CTPYKTYPY
CUCTEMH Ta MOTiK B3aEMO/ii Mix ii koMnoHeHTaMu. CHCTEMa, SIK PaBUJIO, OpraHi3oBaHa Ha OCHOBI 6araTopis-
HeBOI apXiTeKTypH, AKa CKJIAJAEThCA 3 piBHA Npe3eHTalil, piBHA ceMaHTUYHOI iHTerpaii, piBHA ynpasJiHHA
3HaHHAMM Ta MOJEJIAMY, a TaKOXK PiBHA apryMeHTauii Ta NiTPUMKU NPUNHATTA pilleHb. PiBeHb npejcTas-
JIEHHS 110JIeT1IY€E B3aEMO/II0 3 KOPUCTYBA4YeM, J03BOJISI0YU iHXKEeHepaM Ta eKCIlepTaM Bi3yasli3yBaTH albTep-
HaTHBH pillleHb, MaHINy/JI0BAaTH MOJE/ISIMU Ta BXiJHUMHU 00MeXeHHAMHU. [1if UM nrapoM 3HaX0AUThHCA IIap
CeMaHTHUYHOI iHTerpauii, AKMi BUKOHY€E CEMaHTH4YHe Y3ToJ»)KeHHH Ta BUPIBHIOBAHHS MO/ieslel, OCUJIAaI04YUCh
Ha OHTOJIOT], Bijo6pakaroun KOHLENTyaIbHi CyTHOCTI Ta 3a6e3Meuyodn TePMiHOIOT{YHY Y3roKeHICTb M
JloMeHaMH. Lleil piBeHb BUKOHYE POJib CEMAaHTUYHOTO QYyHAAMEHTY, IKUH 3a06€e31e4ye 3MiCTOBHY B3a€MOJi0
MDX PI3HUMHU MOJIeJIbBHUMH CTPYKTypaMy, 1110 B iHIIOMY BUNAJKy € po3pisHeHUMHU. PiBeHb yIpaBJIiHHA 3HaH-
HSMHM Ta MOJIeJIIMH Bi/[TOBiZia€ 3a 36epiranHs, MOLIYK Ta €BOJIIOIil0 Moziesiel ¥ apTedaKTiB 3HaHb. BiH 3a6e3-
neuye iHppacTPyKTypy AJis yIpaBJIiHHA 6i6/1i0TeKaMU Mojiesield, KOHTPOJIIO BepCik i MeTafaHUX, HeOOXiJTHUX
JAJIS1 BiZICTEXKeHHS MOXOJKeHHS | 3aCTOCOBHOCTI MoAesied. | HapewTi, piBeHb MipKyBaHb I NiATPUMKHU NpPHU-
WHATTA pillleHb BUKOHYE aJITOPUTMHU BUBEJEHHS, NpoLeAypy ONTHMI3alil Ta iMiTaliiHOro MoZe/I0OBaHH4,
[IepeTBOPIOKYY CEMaHTUYHO Y3roJpKeHi MoZieJli Ha BapiaHTH pillleHb, 1110 MOXXHA 3aCTOCYBATHU Ha IPAKTULL.

®ynkrionanpHi koMnoHeHTH Takoi CIIITP MaroTk JioriyHe po3aineHHs, ajie TiCHO iHTerpoBaHi Mi>k co6010
JUIS i ATPUMaHHA 1[iJlicHOCTi cucTteMu. OCHOBHI KOMITIOHEHTH OXOILIIOKTh MOJYJIb iHTepdeicy KOpUCTyBaYa,
MeHe/Kep OHTOJIOTiH, MexaHi3M CEMaHTHUYHOTO Y3ro/PKeHHs, PEM03UTOPii MoJiesiel, MexaHi3M TpaHcdopMa-
Lii Ta MexaHi3M BUBeJleHHA pilleHb. MeHe/)xep OHTOJIOTIA Kepye BUKOPUCTAHHSAM | pO3BUTKOM OHTOJIOTIH,
3abe3mevyryun HaJlexHy ¢opmaJiizanio i JoCTynHiCTh KOHIENNiy, cnenudiyHux AJis npeaMeTHOI 06JacTi.
MexaHi3M ceMaHTHYHOI BiZiMOBiAHOCTI BUKOHYE aBTOMAaTH30BaHe ab0 HamMiBaBTOMAaTH30BaHe BUSIBJIEHHS
BiZimoBigHOCTEN MiXK esleMeHTaMH MO/ieJli, BUPIIIyIOUKM KOHIENTya/bHi HEBU3HAYEHOCTi Ta 3a0e3Medyodyu
MiXKMOJIe/IbHY cyMicHicTb. MexaHi3M TpaHcdopmarlil BiAnoBizae 3a nmepeTBOpeHHsT MoJesied MiX pi3sHUMHU
dopmaTamu npecTaBieHHS a60 PiBHIMH aGCTpPaKIil HA OCHOBI BCTAHOBJIEHUX CEMAaHTUYHUX Bi/[00paKeHb.
Pemno3uTopiét Mogesielt 3a6e3nedye CTPYKTYpOBaHe 30epiraHHs iHKeHEpHUX MOoJieJiel, 30KpeMa napaMeTpiB,
00MeXXeHb Ta B3aEMO3B’sA3KiB. MexaHi3M BUBeJIeHHS pillleHb 3aCTOCOBYE Y3ro/KeHi ceMaHTUYHI Mozesti s
reHepanii TPOEKTHUX aJIbTEPHATHUB, OL[iHKW KOMIIPOMICIB i paH>KyBaHHs pilleHb Bifn0BiiHO /10 iXHBOTO Gara-
TOKpUTepiasbHOTr0 aHasi3y. l]i KOMIIOHEHTH B3aEMO/IIIOTh Yepe3 cepBic OpieHTOBaHY a60 KepoBaHY MOBiJ0-
MJIEHHSIMM iH)PacTpyKTypy, 3a6e31euyrodur MoAyIbHICTb | MacuITaboBaHiCTh, 0COGIMBO B PO3MO/iJIEHUX 260
XMapHUX cepes0BUIAX PO3rOPTAHHS.

Juia migTpuMKY epeKTHBHOTO NPUUHATTSA pillleHb y CKJIAJHUX iHXKeHEpHHUX 3a/layax CUCTeMa IMOBHHHA
BiZimoBifmaTH HU3LI KPUTUYHUX BUMOT. [lo-epie, BOHa NOBUHHA 3a0e3Me4yyBaTH BUCOKUU CTYNiHb CeMaH-
THUYHOI [IPO30POCTIi, 10 JO3BOJIIE KOPUCTYBAa4aM BiJICTEXyBaTH, K eJIeMEeHTH MOJeJIi Y3roJKyThbCs, TPaH-
chOpPMYIOTBCS i BUKOPUCTOBYIOTHCS B MPOLECi NPUHAHATTA pilteHsb. [1o-gpyre, BoHAa NOBUHHA MiTPUMYBaTH
O6araTopiBHEBY po6OTYy 3 aOCTPAKLisIMH, e MOJeJli, TOYMHAIYHX BiJi KOHIENTYaJIbHUX €CKi3iB i 3aKiHUy04YH
JleTaJIbHUMU CUMYJIALiSIMHU, MOXKYTb Oy TH y3To/pKeHO iHTerpoBaHi. [lo-TpeTe, cucTeMa noBuHHA 3a6e3medyBa-
TH pearyBaHHS B peaJibHOMY 4aci Ha BXi/[Hi JaHi KopHucTyBaya Ta OHOBJIEHHS Mo/ieJiel, 0CO6IMBO B KOHTEKCTI
iTepaTUBHOI0 NPO€EKTYBaHH4A. [lo-yeTBepTe, BOHAa NOBUHHA NPONOHYBATH HaAilHI MeXaHi3MU A1 yIpaBJIiH-
HS HEBiJNMOBiHOCTSMH Ta KOHQJIIKTAaMH, 1[0 BUHUKAIOTh Yepe3 Po36iXKHOCTI B Moaessax. Hacamkinenp ajan-
THUBHICTb € OCHOBHUM YAHHUKOM: CMCTe€Ma IIOBUHHA PO3BUBATUCA 3 YIIPOBAJPKEHHAM HOBUX IIApaJ UM MoJe-
JIIOBAHHS, 3HaHb NP0 NpeAMeTHY 06/1acTh i BUMOT KOPUCTYBauiB, NiATPUMyBaHa MexaHi3aMaMy HaBYaHHS Ta
ajlanTalil Ha OCHOBI NOBEeJIHKM U pe3y/bTaTiB KOPUCTYBaiB.

[IpakTuyHi peanizanii apxitexktyp CIIIIP Ha 0OCHOBI cEMaHTUYHOIO y3rOJKEHHS MOJieJiell MOXKHA 3HAWUTHU
B pi3HHUX rajysax imxeHepil. Hanpukiaz, B aepokocMivHil iHxeHepii Taki CHCTeMU BUKOPUCTOBYIOTLCA [/
KOOp/JMHaLii aepoAMHaMIYHUX, CTPYKTYPHUX MOZieJIel Ta MoJieJlel CUCTEM yIIpaBJ/IiHHA Ha eTalli TolepeHbo-
ro NPOEKTYBaHHS, 3a6€3Me4y0YH JOCATHEHHS L[I/IbOBUX TOKa3HUKIB IPU 36epekeHH] TEXHOJIOTi4YHOCTI. Y Me-
XaTPOHILi ceMaHTHUYHEe y3TOJpKEHHS MOoJeJiel N03BOJISIE IHTerpyBaTH MeXaHi4yHi, eJIeKTPUYHI Ta IpOrpaMHi
Mozesi, MiATPUMYIOYH CliJibHE MOZE/IIOBAaHHSA Ta MapaJjesibHe TPOEKTYBaHHA. Y OyZiBenbHIN iHXeHeDii cuc-
TeMu ISPR 6ysnu po3po6iieHi A/ koopauHauii iHbopmaniiHux Moenert 6yaiBesns (BIM) 3 iHcTpyMeHTaMu
OLIiHKHM BapTOCTi, eHEPreTUYHOr0 aHasi3y Ta OLiHKHU CTikKocTi. MaiibyTHI HANPsAMKY BOPOBAKEHHS Nepe/s-
6a4aroTh PO3rOPTAHHSA IJUX CUCTEM Y [UPPOBUX CepesOBHUIIaX-BIHHUKAXK, /e CEeMaHTHYHA KOOpAHUHALis Bip-
TyaJbHUX i pi3MUHUX MOzesIel y peaJbHOMY Yaci MiATPUMY€E NPUHHATTS ONEPAaTUBHUX pillleHb i MPOrHO30-
BaHe o6cayroByBaHHsA. KpiM Toro, miaHyeThbcs, 110 iHTerpalis 3 XMapHUMHU 1aTGopMaMu i apxXiTeKTypaMu
MiKpocepBiciB niIBUIINTE MacuITaboBaHICTh i QyHKIiOHANIBHY CyMicHiCTB pitneHb ISPR.
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Y Tabauni 2 y3arasnbpHeHO ocHOBHI apxiTekTypHi komnoneHTH CIIIIP Ha ocHOBI ceMaHTHYHOI Mozei, a Ta-
KO IXHI poJii Ta TUNIOBI TeXHOJIOTII peasisanil.

Tabaung 2
ApxitekTypHi KomnoHeHTH CIIIIP Ha ocHOBi ceMaHTHYHOI MoAeJTi
KoMmnioHeHT PoJsib B apxiTeKkTypi TexHouiorii peanizanii
Mogyab iHTepdeiicy 3abe3meyye B3aEMO/Lil0 3 KOPUCTYBAYEM, Be6pawmb6opay, bpeiiMBopku
KOpHUCTYyBa4a Bi3yasizaLiro MozeJi Ta ynpaBJ/iHHA 3 rpadiuHuM iHTEepdericom
creHapisiMu (manpuknag, Qt)
MeHemxep OHTOJIOTiM Kepye joMeHHUMU OHTOJIOTIAAMH Ta iX OWL, RDF, Protégé, SPARQL
€BOJIIOIIIEI0
MexaHi3M ceMaHTHYHOTO BupiBHI0OE Ta Bijo6paxae ceMaHTUYHI Jlorika onucy, NLP, anroputmMu
3icTaBJIeHHA eJIeMEeHTH MK MOJeJIIMU 3icTaBsieHHs rpadiB
PenosuTopiit Mozeneit 36epiraHHsa Ta KepyBaHHS iH)KeHEPHUMU NoSQL/rpadoBi 6a3u faHUX, CXOBUILE
MOJIeJIIMU Ta METaJaHUMU Ha ocHoBi XML/JSON
MexaHi3M TpaHcpopmaril [lepeTBOpIOE Ta CHHXPOHI3y€E MOAeJI pi3HUX MoBu nepetBopeHHs: Mozenel (ATL,
$opmariB Ta piBHIB QVT)
MexaHi3M BuBeJleHHA pillleHb | BUBOAUTS pillleHHs], BAKOPUCTOBYIOYHU PosB’a3yBaui o6MexeHb, ML-Mozei,
MIpKyBaHHS Ta ONITUMIi3alito MeXaHi3MHU BUBEJIeHHA

Jcepeso: asmopcbka po3pobka

[lepcrieKTUBU PO3BUTKY Ta iHTerpauii iHTe/IeKTyaJlbHUX CUCTEM V IJIAaTPOPMHU UPPOBOTO MPOEKTYBAH-
HS BiZJo6pakaloTh aKTUBHUN PO3BUTOK TEXHOJIOTiH, 3MiHY iHXKEeHepHHUX MapajiurM Ta 3pOCTaHHS MOMUTY Ha
WIBUJKI, aZJallTUBHI Ta BUCOKOTOYHI MPOEKTHI pimeHHsA. CydacHi cepefoBuia nudpoBOro iHXKUHIPUHTY 3a-
3HalOTh QyHAaMeHTa/NbHOI TpaHcpopMallii, 3yMOBJ/IeHOI KOHBEPreHI[i€l0 0GYHUCIIOBAJIbLHUX MOTYKHOCTEH,
JOCTYIHOCTI JaHUX i LITYYHOTO iHTEJIEKTY, 1110 B CYKYITHOCTI IEPEOCMUCIIOI0TH Te, AK CTBOPIOIOTHCH, OLiHIO-
I0ThCS | BIOCKOHA/IIOIOThCS CKIaHI TexXHiuHI 06’ekTU. s TpaHcdopMaliis Gisiblie He 06MEXYETHCS aBTOMaA-
TU3alli€l0 pyTUHHUX 3aBJaHb MOJEJIOBAHHS, a NOIIKUPIOETbCA HA iHTeJIeKTyalbHe JJOIOBHEHHS TBOPYHUX Ta
aHaAJIITUYHUX MPOLECIB, 103BOJISAIOYM IJIaTGopMaM /151 IPOEKTYBAHHS isITH HE MPOCTO SIK IHCTPYMEHTH, a fIK
MPOAaKTUBHI yYaCHUKH NPOLECY NIPUUHATTS iH)KeHEPHUX pillleHb.

OfHi€r0 3 OCHOBHUX TEH/IEHI[il pO3BUTKY LIMPOBUX iIHXKEeHEPHUX CEPeJIOBUI € lepexif 10 iHTerpoBaHux
XMapHUX II1AaTPOPM, 110 3a6e3NMe4yTh 6e3nepebiiHy cCyMicHICTb MK pi3HUMU iHCTpyMeHTaMHU IPOEKTYBaH-
Hd Ta aucnuiiiHaMu. Li cepeoBuia Npu3HavyeHi A NiATPUMKHU 6e3MepepPBHUX CIIJIbHUX POOOYHUX Mpolie-
ciB, e Moze i 0OMiHIOIOTBCS, MOAUQDIKYIOThCSA 1 MepeBipATHCA B pEXXUMI peasbHOTO Yacy po3MOoiiIEeHUMHU
koMmaHzaMmu. [losiBa cucteMHoI iHXkeHepii Ha ocHOBI Moaeseit (MBSE) sik ocHoBHOI MeTop0J10Ti1 mocuInIa Mo-
Tpeby B maTdopMax, [0 MOXKYTh KEPYBATH i MOB’sI3yBaTH abCTpakKIlil CHCTEMHOTO PiBHS MPOTSATOM YChOTO
YKUTTEBOTO [JUKJIY IPOAYKTY. Y 11bOMY KOHTEKCTi LMPPOBi MOTOKU i iudpoBi ABIHHMKYN HAOYIU ONMYASIPHOCTI
SIK OpraHisaniiHi KOHCTPYKLi, 110 J03BOJISAIOTh Bi/ICTEXXYBaTH KOXKHe MPOEKTHE pillleHHs, 3MiHY TapaMeTpiB
i pesy/sbTaT MOJIeIIOBAHHSI MPOTSATOM YChOTO NpOLiecy po3po6Ku i BrpoBakeHHs. Lli koHCTpyKuii BUMara-
I0Th HaAiHHUX [UPPOBUX IIaTHOPM, L0 HE Julle 36epiraloTh i 06MiHIOIOTHCA JAHUMH, ajie ¥ pO3yMiloTh ce-
MaHTHUYHI 3B’I3KU MiX iHXKeHEpHUMU apTedaKTaMu.

HITy4yHU# iHTEJNIeKT Ta aHAMITUKA 06'EMHUX JaHUX BiIKPUBAIOTh HOBI MOXKJIMBOCTI B IIbOMY HOBOMY IpO-
cTopi. 3aCTOCYyBaHHS HITYYHOTO iHTEJEKTY B MaTdopMax nudpoBoro AU3aiHy BapiloeThCs Bif reHepaTUB-
HOTO [Y3alHy, KOJIA aJITOPUTMU aBTOMAaTUYHO CTBOPIOIOTD i OLIiHIOIOTh TUCAYi BapiaHTIB AU3alHYy, 0 iHTe-
JIEKTya/IbHUX PEKOMEeHJALiHUX CUCTEM, 1[0 I0NOMaraTh iHXXeHepaM y BU6Opi oNTUMaIbHUX MaTepiais,
KOMIIOHEHTIB a60 KoHpirypaniii Ha ocHOBI MUHYJIUX ycmixiB i HeBJa4y. Mojiesli MalIMHHOTO HAaBYaHHS, 0CO-
6/1MBO [MIMOMHHOTO HaBYaHHS | HABYaHHA 3 MiIKPiNJIEHHSM, BCe YacTillle BAKOPHUCTOBYIOThCS JJ151 BUJIYYEHHS
3aKOHOMIipHOCTeM 3 iCTOPUYHUX MPOEKTHUX JAHUX, PE3YJIbTATIB MO/IEIIOBAaHHS | 3BOPOTHOTO 3B'SI3KY 3 €KC-
mutyartanii. el iHTe/1eKT, 3aCHOBaHMH Ha JJaHUX, [103BOJIsi€ IJIaTPOopMaM NPOrHo3yBaTH pe3y/IbTaTH poboTH,
OL[iHIOBAaTH HAJiWHICTD i mepes6avyaTH NOTEHLiMHI HeJOMIKYU AU3alHY Il 10 TOro, KOJU OYyAyTh CTBOpeHi di-
3u4Hi npoToTunu. TexHosorii 06’€eMHUX AaHUX MiTPUMYIOTh arperaiito, 06po6Ky Ta Bizyasisarliito Besnues-
HUX MACHUBIB JJaHUX, OTPUMaHUX y pe3y/bTaTi BACOKOTOYHOI'0 MOJeJII0BAHHS, CEHCOPHUX MepeX Ta B3aEMOJIT
3 KopucTtyBayaMHu. Lli TexHOJOTiI 4,03BO/NAOTh BUABJIATHA NPUXOBAHI iHCAWTH, L0 AONOMAaralTb NpUKUMaTU
Kpalli IPOEKTHI pillleHHs, OITUMIi3yBaTH PO3IOAIJI pecypcCiB Ta CKOpO4YyBaTH 4Yac i BUTpPATHU Ha iHXKeHepHi
iTepanii.

Y uifi nudposiil ekocucTeMi, 1[0 pO3BUBAETHCS, iHTEEKTYalIbHI CUCTEMU NiATPUMKU NPUUHATTS pillleHb,
sk-oT ISPR, BifjirparoTs rosioBHY poJib y TpaHcdopmaliii npoueciB npoekTyBaHHs. Lli cucreMu 6Ginbiie He
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€ i30/IbOBAaHUMH aHAJTITUYHUMH {HCTPYMEHTAaMHU, a BOYAOBYIOTbCA B IUPILI MJIATGOPMHU TPOEKTYBAHHS AJIS
Ha/laHHS1 KOHTEKCTHO OPiEHTOBAHUX, aIalTUBHUX Ta iHTepaKTUBHUX PeKOMeHJalliH. Ix iHTerpanisa f03BoJIFE
nrdpoBuM maTdopMaM MmiATPUMYBATH HeE JIMIIEe BUKOHAHHS pillleHb, ajie i iXx ¢opMy/t0BaHHS, JomoMara-
09 KOPUCTyBadyaM BHU3HAYaTH MPo6JIeMHI 06J1acTi, BUABJISATH 0OMeXeHHs Ta OL[iHIOBATH KOMITPOMICH Mixk
KOHKYpeHTHUMHU LinAMU. CucteMu ISPR fil0Th K iHTeNeKTya/lbHi OCEpeHUKU MiX JIIOAbBMU-AU3alHepa-
MU ¥ BeJIMYE€3HUM MPOCTOPOM IPOEKTYBAHHS, 06MEXYI0UHN MOXK/IMBI BapiaHTH Ta NMPONOHYIOYY iHHOBALilH]
a/NIbTEPHATHBH, 1[0 MOKYTb 6yTH He 0/Ipa3y OYeBHHUMH 3a JJONIOMOT0I0 TPaAUIiHHUX METOZIB. [X 34aTHICTL
MipKyBaTH B YMOBax HeBU3HA4YEHOCTI, iIHTerpyBaTH 3HAHHA 3 Pi3HUX rajy3el i BUNTHUCA HA OCHOBI BiATyKiB
KOPHCTYBauiB TiCHO NOB’si3aHa 3 NOTpe6aMy iHXKeHEPHOTO MPOEKTYBAHHS HACTYITHOI'O OKOJIiHHS.

InTerpanis ISPR y nudposi natdopmu nifTpuMye nepexiz 10 rHyYKUX, HapajieJbHUX | OpieHTOBaHUX Ha
KOpHUCTyBada METOZ0JIOTiM MPOEKTYBAHHA. Y TaKUX YMOBAX POEKTHI pilleHHA MalOTh NIPUIAMaTHCA WBUAKO,
4acTo Ha OCHOBi HEMOBHOI iH$opMalii i 3 ypaxyBaHHAM MDKAUCLUIIIHAPHUX 0COBJIUBOCTEHN. [HTE/IEKTYaIb-
Hi CUCTeMHU NiTPUMKH IPUNHATTA pilleHb CIPUAIOTh IbOMY, IIATPUMYIOUH Y3TO/PKEHICTb MiXK B3aEMO3aJex-
HUMH MOJEJISIMH, BUSIBJISIFOUY KOHQUIIKTH Ta 3a6e31edyo4H NPOoCTeXyBaHiCTh BUGOpY. BOHM TakoX nocuJito-
I0Th IE€PCOHai3alil0 NpoLecy NPOEKTYBaHHS, aZjaTYI0YM CBOIO MOBEJIHKY Ta Pe3y/bTaTH 0 BIOJ00aHb,
JOCBiZly Ta LiiJiell OKpeMHUX KOPHUCTYBaviB a60 NPOEKTHUX KoMaH/,. OcKilbKY LUppOBe cepeioBHUILIE AU3ANHY
Bce Ginble oxomuioe napagurmu cniBnpani, ISPR cnpusie ynpaB/liHHIO KOTHITUBHUM HaBaHTaXXEHHSM pPO3-
MOAi/IeHOT0 NPUMHATTA pillleHb Ta NiATPUMIi IePeroBopiB i JOCATHEHHA KOHCEHCYCY MiIXK CTEMKXOJIlepaMH.

Y nepcnekTHBi nepef6avaeThCs, [0 PO3BUTOK iHTENEKTYaJIbHUX CUCTEM Ha HUPPOBUX MIaTdopMax mpo-
JIOBXXYBaTHUMEThCSl ¥ B3aEMOJIi 3 mporpecoM y cdepi KOrHITUBHUX 06YHCJIEHb, OSICHIOBAJIBHOTO IITYYHOTO
inTesekTy Ta rpadiB 3HaHb. KOrHITHBHI 06YMC/IeHHS [JO3BOJISATH CUCTEMaM iMiTyBaTH acCHeKTH JIIOACbKOTrO
MHUCJIEHHS, 1[0 JACTh iM 3MOTYy BECTH [[iaJIOTH 3 IU3allHepaMH, 0GI'PyHTOBYBaTH peKOMeHallii Ta afjanTyBa-
THUCS 10 MIHJIMBOTO KOHTEKCTY B pe>KUMI peanbHOro 4yacy. [losgcHroBanpuui LI nigBUIKATE JOBipy Ta npo3o-
picTb aBTOMATU30BaHUX pillleHb, MOJETIIMBIIN KOPUCTYBadyaM PO3yMiHHA Ta NepeBipKy 0OGI'PYHTYBaHb, L0
JIeXaThb B OCHOBI pe3y/IbTaTiB po6oTH cucteMu. ['padu 3HaHb, CTPYKTYpPOBaHi Npe/cTaBJeHHsS B3a€MOIIOB sI-
3aHUX MOHATH i CYTHOCTEH CTAaHYTh CEMAaHTUYHOK OCHOBOIO, 1[0 NMOB’sI3yBaTUMe iHXKeHepHi ZjaHi, Mogesti Ta
pilneHHs, CipysitoYM TIMGOIIiH i TouHiwWiN iHTerpanii 3HaHb. BogHouyac ynpoBamkeHHs nepudepiiiHux o64uc-
JieHb 1 TexHoJI0TiH 5G [J03BOJIMTh MiATPUMYBaTH NPUKUHSATTSA pillleHb Yy PEXXKHMMi peaJibHOTO Yacy HaBiThb Y MO-
6i1bHHUX 260 0OMEXEHUX PECYypPCaMu CepeOBUILAX, PO3LIMPIOIOYHM cdepy 3aCTOCyBaHHSA 1 MBUJKICTb peary-
BaHHS iHTEJIEKTYaJbHUX CUCTEM Yy NPAKTUYHUX iH)KEHEPHUX POOOYHX MPOIIECAX.

BHCHOBKM Ta NepCHeKTHBU MOAAJIBIIUX JOC/Ii)KeHb. Y pe3ysbTaTi IPOBeAEHOro J0CTiXKeHHS 6YJI0
O0OI'PYHTOBAHO JOLi/NBHICTh BUKOPUCTAHHSI CEMAaHTUYHUX TEXHOJIOTIM y Mo6y/10Bi apXiTEKTYpH iHTE/NeKTy-
aJIbHOI CUCTEMH MIATPUMKHU NPUHHATTSA pilleHb. 3aIpONIOHOBAaHA apXiTeKTypa OpieHTOBaHa Ha MiABUILEHHA
KOHTEKCTHOI TOYHOCTI HPUUHSATTS pillleHb MIJISIXOM 3a6e31euyeHHsI CEMaHTUYHOT0 Y3roPKEHHS MoJieJlel, 1110
Bifo6GpakaloTh pi3Hi piBHI 3HaHb, JaHUX i HOTPe6 KopucTyBadviB. [JleTasbHUI aHa/Ii3 CyYacHUX NiAXo/iB 103BO-
JINB BU3HAYUTH OCHOBHI QYHKI[iOHA/IbHI KOMIIOHEHTH CUCTEMH, Cepe/] TKUX BaXKJIMBe Micle 3aliMarTb MOAYTI
OHTOJIOTIYHOTO Y3TOJ»)KeHH, YIIPAaBJIiHHA 3HAaHHAMU Ta iIHTEPaKTUBHOI B3aEMO/II 3 KOPUCTYBaYeM.

CoopmysnboBaHi BUMOTH 710 apxiTeKkTypu ICIIIIP Ha 0CHOBI CEMaHTUYHOTO MO/Ie/TI0BaHHS CTBOPHOIOTH KOH-
LeNTyaJbHY OCHOBY /IS peasizanil afanTHBHUX i MaclITaboBaHUX pillleHb, 3aTHUX ePEKTUBHO PYHKI[IOHY-
BaTH B YMOBax 3MiHHOro iHpopMaLiiiHOro cepe/j0oBUIA. 3aMPONOHOBAHA CTPYKTYypa JI03BOJISIE THYYKO iHTe-
rpyBaTH pi3HOPiAHI [pKepesa JaHUX Ta 3a6€3NeYUTH LiTicHICTh iHGopMaLiitHOTO NpoCTOpy JJis NiATPUMKH
pimeHs. [lepcnekTBaMu NOAAIBIINX HAYKOBUX AOCIIP)KEHb € CTBOPEHHA MPOTOTUINY CUCTEMH Ta NPOBEJEH-
HSl eKCIIeEpHMMeHTa/lbHO]I epeBipkH ii epeKTUBHOCTI B IPUKJIaAHUX TaTy3sX.
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SIMPLIFIED CRYPTOGRAPHY FOR SECURE VIBRATION PARAMETERS
IN POST-PROCESSING OF 3D-PRINTED PARTS

Abstract. In modern manufacturing, 3D printing technologies are gaining increasing popularity due to their ability to
rapidly create complex and customized parts. However, to achieve high quality and meet industrial standards, 3D-printed parts
require post-processing. Vibration containers are widely used for grinding, polishing, and other processing methods, improving
the appearance and mechanical properties of products. This highlights the need to protect data generated during the vibration
process, which is transmitted to central servers for analysis and management.

The aim of this study is to develop a framework for a secure post-processing system for 3D-printed parts, which includes an
encryption module based on lightweight ciphers to protect vibration parameters and other operational data.

Methodology. This article proposes the use of lightweight cryptography to ensure the security of vibration parameters in
the post-processing of parts printed using 3D printing methods. Lightweight cryptography allows for efficient data encryption
with minimal resource consumption, which is critical for systems with limited computational capabilities. The paper discusses
various post-processing methods - such as mechanical grinding and polishing - and their impact on the surface quality and
compliance with standards. The cryptographic protocols used to protect data during its transmission from vibration containers
to central servers are described in detail.

The results can contribute to the advancement of 3D printing technologies and the creation of new post-processing
methods that meet contemporary requirements for quality and information security.

Scientific novelty. The use of the SPECK cipher has proven to be the optimal solution for resource-constrained systems, as
it provides high encryption speed with low energy consumption, which is critical for microcontrollers and embedded systems
used in post-processing operations.

Conclusion. The proposed solutions provide reliable protection against unauthorized access and manipulation, improving
overall manufacturing security and efficiency. Special attention is given to the integration of cryptographic methods into
monitoring and control systems for vibration processes, ensuring high accuracy and reliability in data processing.

Key words: 3D printing, post-processing, vibration containers, lightweight cryptography, data encryption, mechanical
grinding, polishing.
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InHa PO3JIOMIH, Ceprii HAYMEHKO, Bosioaumup CUMOHIOK, Birasniit IITAIIEHYYK, Birtasiit
3AKOMA. IOJIETINIEHA KPUIITOTPA®IA /11 BE3NEKH IMAPAMETPIB BIBPAIIIi B ITOCTOBPOBIII
3D-IPYKOBAHUX JIETAJIEM

Anomayis. Y cyvacHomy eupobHuymei mexHos02ii 3D-Opyky HabGysaromb ece 6inbwioi nonyasapHocmi 3ae0skKu
MoxcAUBOCMI WBUJKO20 CMBOpeHHs1 CKAadHuUx ma iHdugidyanvHux demasetl. O0HaK, 0451 docsizHeHHs1 8UCOKOI sskocmi ma
gidnogidHocmi npomucaosum cmavdapmam, 3D-dpykoeari demasai nompebyroms hocmobpobku. BibpayiiiHi konmetiHepu
WUPOKO BUKOPUCMOBYIOMbCS 015 WAIPYBAHHS, NOAIPYBAHHA Ma IHWUX Memodie 06p06KU, NOKpauyovu 308HIWHIL auaaso i
MexaHiyHi eaacmueocmi supob6is. [Ipu ybomy suHuUKae nompeba y 3axucmi daHux, siki 2eHepytomucsi nid yac npoyecy si6payii
ma nepedarmuvCsi HA YeHMpaavHi cepeepu 011 AHANI3y ma ynpasaiHHs.

Memoto yvozo docaidxiceHHs1 € po3pobka cmpykmypu 3axuujeHoi cucmemu nocmobpobku demasetl, HAOPyKOBAHUX
Memodom 3D-0pyky, sika ekawuae Modyab Wu@py8aHHs HA OCHOBI nosezweHux wugpie 045 3abe3nevyeHHs 3axucmy
napamempie gibpayii ma iHwux onepayitiHux 0aHux.

Memodosozis. Y yiti cmammi nponoHyeMuCs1 8UKOPUCMAHHS nosezueHoi kpunmoepadii 01 3a6e3neveHHs1 6e3neku
napamempis ei6payii 8 npoyeci nocmobpo6ku demasetl, HadpykosaHux memodom 3D-0pyky. [lonecwena kpunmozepagis
do3gossie epekmusHo wugdpysamu daHi 3 MIHIMAALHUMU 8UMPAMAMU pecypcie, Wo € KpUumuuyHuM 0/51 cucmem 3
06MeNHCEHUMU 06HUCAI08ANBHUMU MOXCAUBOCMAMU. Po3easidaromucs pisHi Memodu nocmo6pobKu, 8KAYANYU MeXAHIYHE
waigpyeanHsi ma noAipy8aHHs, a Makodxc ix enaue Ha sikicmv nogepxHi ma eidnogidHicme cmaHdapmam. [lemaavbHo
onucyromscsi KpunmozpagivuHi npomokoau, IKi sukopucmogyromscs 015 3axucmy daHux nio yac ix nepedaui eid gibpayitiHux
KoHmeliHepie 00 YeHmpaibHUX cepaepis.

Pe3yasmamu Modxcymsb 6ymu gukopucmati 0151 n00a/1bwo020 800CKOHA/AeHHS mexHo.102iti 3D-0pyky ma po3po6ku Ho8ux
Memodis nocmo6pobKu, Wo 8idnogidarms CyuyacHUM 8uMozam 0o skocmi ma iHgpopmayiliHoi 6e3neku.

Haykoea Hosu3Ha. Bukopucmanusa wugpy SPECK sussuiocss onmumManabHUM pilleHHAM 015 cucmem 3 06MexHceHuUMU
pecypcamu, oCKiNbKU 8iH 3a6e3ne4ye UCOKy wWeudkicms Wu@dpyeanHs npu HU3LKOMY eHep20CNONCUBAHHI, WO € KPUMUYHO
8ANHCAUBUM 0151 MIKDOKOHMPO.1epie ma 86Y008aHUX cuCmeM, SIKi BUKOPUCMO8YIOMbCS 8 NPoYecax Nocmoobpo6Ku.

BucHoeku. 3anponoHosaHi piuleHHs 3a6e3ne4yoms HadiliHull 3axucm 8id HecaHKYioH08aH020 docmyny ma MaHinyAayitl,
nidsuwyro4u 3azanvHy 6e3neky ma egekmugHicmos 8upobHuvuX npoyecis. Ocobausa ysaza npudiasiemovcsi iHmezpayii
KpunmozpagiuHux memodie y cucmemu MOHIMOpUH2y ma KOHMpoJito 8ibpayitiHux npoyecis, ujo 00380./s5€ 3a6e3neyumu
BUCOKY MOYHicmb ma HadiliHicmb 06po6KuU 0aHUX.

Kawuosi caoea: 3D-dpyk, nocmobpobka, eibpayiiiHi konmeliHepu, nosiezuwieHa Kpunmoepagis, wug@dpysaHHs 0aHUX,
MeXaHiyHe waigpy8aHHs, noAipy8aHHs.

Introduction. A prominent trend in modern manufacturing is the implementation of technologies related
to 3D printing, which enables the creation of parts with various levels of complexity at high speed and precision
[5]. Additionally, 3D printing technology often requires an additional stage to produce of high-quality printed
parts, known as post-processing [16].

An important aspect of the 3D printing process is post-processing, as it enhances the quality, appearance,
and mechanical properties of printed parts [3, 5]. Different 3D printing technologies, such as stereolithography
(SLA), fused deposition modeling (FDM), and selective laser sintering (SLS), require specialized post-process-
ing methods to address various issues, such as layer lines, support marks, and rough surfaces. Resolving these
issues enables printing parts that meet industry standards and achieve the desired functionality and aesthetics.

According to research [1], the 3D printing market continues to grow across various sectors. For example,
in the medical field, 3D printing is actively used to create prosthetics, implants, and surgical instruments, con-
tributing to its rapid growth. In the aerospace industry, 3D printing is used to produce complex and lightweight
components, driving significant growth in this segment. The automotive industry utilizes 3D printing for pro-
totyping and small-scale production of parts, allowing for a substantial reduction in production time and costs.
Figure 1 shows a graph depicting the growth in the number of 3D-printed parts across various sectors, includ-
ing aerospace, automotive, medical industries, and consumer goods, based on real data [1].

As shown, all sectors demonstrate significant growth in the number of manufactured parts, particularly in
the automotive and medical industries. 3D printing is becoming increasingly popular due to its ability to create
complex and customized parts [4, 18]. The quality and appearance of a 3D-printed object often depend on the
technology and post-processing stages [7]. Post-processing technology not only improves the aesthetics of the
printed part but can also enhance its mechanical properties according to technical requirements [9].

Post-processing plays an important role in ensuring that 3D-printed parts meet the necessary quality and
aesthetic standards. For instance, the SLS 3D printing process may result in visible layer lines on the surface
of a part, which can diminish its overall aesthetic quality. A rough surface texture is also a common issue with
parts printed on a 3D printer. However, post-processing methods such as grinding, polishing, and painting can
effectively eliminate or minimize these defects [7].

In industries such as aerospace, automotive, and medical, there are often strict regulations and standards re-
garding the quality, performance, and appearance of parts [9]. For example, manufacturers typically use ASME
Y14.36 or ISO 21920-1 to specify surface texture. Post-processing technologies, such as grinding, polishing,
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smoothing, and coating, help ensure that 3D-printed parts comply with these standards, making them suitable
and attractive for a variety of applications [6].
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Fig. 1. Growth in the Number of 3D-Printed Parts Across Various Sectors

In addition to improving the quality and appearance of parts, protecting the information generated during
the post-processing process is also crucial. Vibration parameters and other information should be encrypted
before being transmitted to the central server for analysis and management. This ensures data security and
prevents unauthorized access.

The aim of this study is to develop a framework for a secure post-processing system for 3D-printed parts,
which includes an encryption module based on lightweight ciphers to protect vibration parameters and other
operational data.

Related Works. The scientific community's interest in 3D printing technologies and post-processing meth-
ods for printed parts has significantly increased in recent years. In particular, several authors in their studies [6,
7] have analyzed various post-processing methods to improve the surface quality of 3D-printed parts, including
grinding and polishing. They found that the application of mechanical grinding can significantly reduce surface
roughness and enhance the overall aesthetics of the parts.

In the study [12], an analysis was conducted on the impact of different vibration modes on the quality of
parts processed using abrasive vibration methods. The authors discovered that optimizing vibration parame-
ters can greatly improve the efficiency of grinding and polishing.

The importance of cryptographic data protection in industrial applications is also a subject of research for
many scientists. In [15], modern methods of lightweight cryptography that can be applied to protect informa-
tion in IoT devices are discussed. The authors propose the use of efficient cryptographic protocols to protect
transmitted data in resource-constrained systems. In [8], the application of cryptographic methods for data
protection in industrial systems, including vibration technologies, is explored.

However, the integration of cryptographic methods into the post-processing of 3D-printed parts, particu-
larly the protection of vibration parameters during grinding and polishing, remains underexplored. An impor-
tant aspect is the development of effective methods for encrypting data generated by vibration containers and
transmitting it to central servers for further analysis and management. This would ensure a high level of data
security and improve the overall efficiency of manufacturing processes.

Therefore, there is a need for further research aimed at integrating cryptographic protocols into the
post-processing of 3D-printed parts, particularly the development of methods to protect vibration parameters
and other critical data.

Research Methodology. The research methodology is based on the use of various materials and methods
for post-processing 3D-printed parts, as well as the development of data protection methods using lightweight
cryptography. The main stages of the research include sample preparation, post-processing, data collection and
analysis, and ensuring data security.
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The study utilizes samples printed using SLA, FDM and SLS technologies. Each sample undergoes different
post-processing methods, such as grinding, polishing, and painting, to determine the optimal processing pa-
rameters. The samples are made from various materials, including photopolymers, thermoplastics, and metal
powders.

The research methodology includes the following stages:

1. Sample preparation. In the first stage, samples are printed using three different 3D printing technolo-
gies: SLA, FDM, and SLS [13]. The initial surface parameters for each sample are determined, including surface
roughness, visible layer lines, and other defects.

2. Sample post-processing. In the second stage, the samples undergo various post-processing methods, in-
cluding mechanical grinding, polishing, and painting. Different abrasive materials and polishing pastes are used
for each method. The vibration modes for the containers in which the processing takes place are optimized to
achieve the best results.

3. Data collection and analysis. After the post-processing is completed, the surface quality of the samples is
analyzed. Parameters such as roughness, visibility of layer lines, and overall aesthetic appearance are evaluat-
ed. Data is collected using specialized equipment, including profilometers and optical microscopes.

4. Data protection. An important aspect of the research is ensuring the security of the data generated during
the post-processing process. Lightweight cryptography methods are used to effectively encrypt the data with
minimal resource expenditure. The data is encrypted before being transmitted to central servers for further
analysis and management.

5. Integration of cryptographic protocols. In the final stage, cryptographic protocols are developed and im-
plemented to protect the data during transmission from the vibration containers to the central servers. The
choice of encryption methods is based on their efficiency and ability to integrate into monitoring and control
systems for vibration processes.

This research methodology ensures high quality of 3D-printed parts and reliable protection of data gen-
erated during post-processing. The results of the study can be used to improve 3D printing technologies and
develop new post-processing methods that meet modern quality and security standards.

Vibration Processing Techniques. To ensure high quality of 3D-printed parts, several post-processing
methods are used, including grinding, polishing, and painting. Grinding and polishing help to remove surface
roughness and visible layer lines that form during printing [6]. Various abrasive materials and polishing pastes
are employed to achieve the desired level of smoothness and aesthetic appearance.

An important aspect of post-processing is selecting the correct vibration modes for the containers in which
the parts are processed [12]. Optimal vibration modes help to improve the quality of grinding and polishing
by ensuring even surface treatment of the parts. Mechanical grinding and polishing are most effective when
processing multiple parts simultaneously, as this is economically advantageous. However, considering certain
design features of the parts being processed, their size, production scale, and other technical, organizational,
and economic factors of the technological process, it may also be feasible to process one or more parts at a time.

Processing occurs in a specialized vibratory bowl filled with processing media [15]. For simultaneous pro-
cessing of a large number of parts, bowls with ring-shaped, parabolic, or toroidal geometry (Fig. 2: a, b, ¢), and
other rounded forms are preferred.

b

Fig. 2. Diagrams of the Most Common Shapes of Vibratory Bowls

To process a part of the surface of the components, it is necessary to protect the unprocessed part with cer-
tain means or special fixtures (Fig. 3).

The processing media in the vibratory bowl can include various types of abrasive materials or their mixtures
combined with softening agents and liquid solutions. The selection and application of these media depend on
numerous technical, economic, scientific, research, and other factors.

178 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

A-A

Al A

Fig. 3. Diagram of Part Placement with Fixtures in a Vibratory Bowl with Processing Media

Structure of a Secured Post-Processing System for 3D-Printed Parts. During the post-processing of
3D-printed parts, there is a need to protect the data generated by vibratory containers and transmitted to cen-
tral servers for further analysis and management. Lightweight cryptography methods are used to effectively
encrypt the data with minimal resource expenditure.

Vibration parameters and other information must be encrypted before transmission to the central server
for analysis and management. This ensures the confidentiality and integrity of the transmitted data and pre-
vents unauthorized access and modification.

Data transmission and processing in the 3D-printed parts post-processing system occur in several stages,
each of which is crucial for ensuring the security and quality of the finished products [8]. As shown in the
structural diagram, data collected by sensors is processed by a local controller for preliminary processing, then
encrypted and transmitted via a secure communication channel to the central server. On the server, the data
is decrypted and analyzed to detect potential defects or deviations, allowing for timely corrective actions. This
process ensures data confidentiality and enhances production efficiency.

Figure 4 presents the structural diagram of the 3D-printed parts post-processing system, which includes an
integrated encryption module to ensure data transmission security.

Secure Communication

—
Sensors Channel
Data Collaction Data Transmission
Local Encryption
Central Server
Controller
Preprocessing Decryption & Analysis
Encryption .
—_— Data Analysis
Module ys

Fig. 4. Structural Scheme of the Secured 3D-Printed Parts Post-Processing System

The post-processing of 3D-printed parts involves the following stages:

1. Sensors collect vibration parameters and other necessary data during the post-processing process.

2. Alocal controller receives data from the sensors and performs preliminary processing, filtering, and ag-
gregation of the data.

3. After preliminary processing, the data is transmitted to the encryption module, where it is encrypted to
ensure security.

4. The encrypted data is transmitted via a secure communication channel to the central server.

5. On the central server, the data is decrypted and further analyzed.

6. The data analysis process allows for the detection of potential defects or deviations, after which neces-
sary corrective actions can be taken.
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Upon completing all stages of post-processing, the system not only ensures high quality of the 3D-printed
parts but also guarantees the security and confidentiality of technological data. With the integration of the
encryption module, the collected data is protected from unauthorized access, preserving the integrity of
the information during transmission and subsequent processing on the central server. This enhances the
reliability of the entire post-processing process and minimizes risks associated with information leakage or
external threats.

Integration of Cryptographic Protocols. Cryptographic protocols provide robust protection against unau-
thorized access and tampering, which is critical for systems with limited computational capabilities. The use of
lightweight encryption algorithms ensures data security without significantly impacting system performance.
A key aspect is the integration of these protocols into vibration process monitoring and control systems, ena-
bling high accuracy and reliability in data processing.

Encrypting data is essential for protecting sensitive information from cyberattacks [13]. Vibration parame-
ters and other data collected during the post-processing of 3D-printed parts may contain confidential techno-
logical information that needs to be protected from competitors and malicious actors. Encryption ensures that
even if the data is intercepted, it remains inaccessible to unauthorized parties.

In post-processing 3D-printed parts, devices with limited resources, such as microcontrollers or embedded
systems, are often used. Lightweight ciphers, unlike traditional ones, are specifically designed to operate under
conditions of limited computational power and energy consumption. They provide the necessary level of secu-
rity while not overburdening the system or affecting performance.

Encryption algorithms in such systems are implemented both in hardware and software [17]. Hardware
modules, such as specialized chips or embedded cryptographic processors, can provide high encryption and
decryption speeds with minimal energy consumption. This is especially important for devices that run on bat-
teries or have limited energy resources. On the other hand, software implementation of encryption algorithms
allows for greater flexibility in adapting to the specific requirements of the system [2].

In both cases, the main goal is to ensure data security without significantly impacting system performance.
This enables secure data processing in low-resource systems.

In environments with limited computational resources, such as post-processing of 3D-printed parts, it is
crucial to choose cryptographic algorithms that are both lightweight and effective. Several low-resource ciphers
have been developed specifically for such applications, providing a balance between security and performance.

In such systems, it is important to encrypt not only vibration parameters but also other critical data gener-
ated during the post-processing of 3D-printed parts. This includes temperature readings, the speed and direc-
tion of material movement, equipment technological parameters, configuration files and programs that define
system operating modes, and the results of surface quality measurements, including roughness and layer line
visibility. Additionally, data on energy consumption during processing also needs to be encrypted to prevent
unauthorized access to confidential information that may contain important technological details.

The application of cryptographic algorithms in post-processing systems for 3D-printed parts is a crucial
step in ensuring information security. Given the limited computational resources and energy consumption of
such systems, special attention must be paid to selecting ciphers that can provide reliable data protection with-
out overburdening the system. Some of these ciphers include SPECK, SIMON, and PRESENT, which have been
specifically designed for efficient operation in resource-constrained environments [14]. They provide a high
level of security with minimal energy consumption, making them an ideal choice for use in embedded systems
and microcontrollers used in post-processing operations.

SPECK is a lightweight block cipher optimized for software implementations in resource-constrained envi-
ronments, such as post-processing systems for 3D-printed parts [11]. Due to its simple structure and flexibility,
SPECK provides high encryption speed with minimal computational resource consumption, making it an ideal
choice for data protection in devices that operate on batteries or have limited energy and computational capa-
bilities. It employs a key schedule (1). In this study, the SPECK64/96 configuration was selected, which operates
on a 64-bit data block and uses a 96-bit key. This configuration offers an excellent trade-off between security
level and efficiency in constrained environments.

K= (K(i—l) ® F(i—l) (K(i-z) ‘K(i—3) )) (1)

where F_, (K_,,K, ;) is around function that combines keys from previous rounds.
The encryption round function is represented by the expression (2).

F(x,y):((x>>8)+y)®Ki )
This function shifts the value of x 8 bits to the right, adds it to y, and the result is XOR-ed with the key K, .
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SPECK is characterized by low energy consumption and high data processing speed, making it ideal for use
in battery-powered devices. Cryptanalysis studies have demonstrated that SPECK64 /96 offers sufficient resist-
ance against differential and linear attacks in non-critical embedded systems.

SIMON is a lightweight block cipher designed for hardware implementations with minimal requirements
for logic elements and power consumption. It provides high efficiency and flexibility in various embedded sys-
tems, particularly where computational resources are limited. SIMON supports multiple block and key sizes,
allowing it to be adapted to specific security and performance requirements. SIMON is particularly well-suited
for hardware implementations, offering low logic element count and energy consumption, making it ideal for
battery-powered devices in post-processing systems. The cipher uses a key schedule (3).

Ky =K, (K., ©RotateLeft(K,,,8)) 3)

Here, the next round key is obtained by XOR-ing the current key with the result of rotating the key from two
rounds ago by 8 bits and then XOR-ing it with the previous key.
The encryption round function is represented by the expression (4).

F(x)=((x>1)A(x>8))®(x>2) 4)

This function processes the value of x by shifting it 1 and 8 bits to the right and applying the AND operation.
Then the result is XOR-ed with x shifted by 2 bits to the right. The compact design of SIMON ensures its effi-
cient integration into embedded systems with minimal impact on overall performance.

PRESENT is a lightweight block cipher designed for use in resource-constrained environments, such as
embedded systems and microcontrollers. It operates with a fixed block length of 64 bits and a key of either 80
or 128 bits. PRESENT is particularly effective in environments where memory and computational power are
severely limited [10]. PRESENT uses a key schedule (5).

K, =SubBytes<RotateLeft(K 61))®i (5)

(i-1)’
The key is processed by the SubBytes, function, which is applied to the key, then rotated 61 bits to the right,
and the result is XOR-ed with the round number i.
The round function for encryption is represented by expression (6).

F(x)=SBox(x)® Perm(x) (6)

In this function, the value x is first passed through the SBox (substitution table), and then the result is XOR-
ed with the permuted value of x.

Given the need for high processing speed and flexibility in software implementations, which are charac-
teristic of post-processing systems for 3D-printed parts, the SPECK cipher is the most suitable for protecting
vibration parameters and other operational data. SPECK provides the necessary level of security with minimal
impact on computational resources, which is critical for such systems.

Results and Discussion. As a result of the research, a post-processing system for 3D-printed parts with an inte-
grated encryption module has been proposed. The post-processing system includes vibration containers equipped
with sensors that measure vibration parameters and other technological indicators during the processing of
3D-printed parts. The collected data is sent to a local controller, where it undergoes preprocessing, including filter-
ing and aggregation. The data is then encrypted before being transmitted to a central server for further analysis.

The integrated encryption module is implemented as a separate component at the preprocessing stage. This
stage handles the data generated during vibration processing. The main function of the module is to protect
confidential technological information from unauthorized access during its transmission to the central server
for further analysis. The encryption module is integrated into the local controller, which receives data from
the sensors in the vibration containers. In this research, the encryption module was implemented on a re-
source-constrained microcontroller platform, specifically the STM32F103 based on ARM Cortex-M3 architec-
ture. This controller is widely used in industrial applications due to its low power consumption and real-time
processing capabilities. The SPECK cipher was embedded into the firmware using a lightweight cryptographic
library optimized for this microcontroller. Several lightweight cryptographic algorithms were considered for
encrypting the data. Among them, SPECK was selected due to its optimal balance of software implementation
efficiency, encryption speed, and minimal RAM/ROM footprint, making it highly suitable for microcontrollers
commonly used in post-processing control systems. Its performance was benchmarked against SIMON and
PRESENT in terms of energy efficiency and throughput, where SPECK showed a favorable trade-off for sys-
tems without hardware acceleration. It provides high encryption speed, low energy consumption, and minimal
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computational resource requirements, which is critical for systems with limited capabilities, such as microcon-
trollers used in post-processing of 3D-printed parts. SPECK effectively protects confidential technological data
without impacting the overall system performance, making it an ideal solution for such conditions.

Conclusion. As aresult of the conducted research, a structure for a secure post-processing system for 3D-print-
ed parts has been developed, which includes an integrated encryption module based on lightweight cryptographic
algorithms. The proposed system ensures high surface processing quality by optimizing vibration process param-
eters and effectively encrypting data generated during post-processing. The use of the SPECK cipher has proven
to be the optimal solution for resource-constrained systems, as it provides high encryption speed with low energy
consumption, which is critical for microcontrollers and embedded systems used in post-processing operations.
The results can contribute to the advancement of 3D printing technologies and the creation of new post-process-
ing methods that meet contemporary requirements for quality and information security.
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EXPLORING THE ADVANTAGES AND LIMITATIONS OF THE FEATURE-SLICED DESIGN
ARCHITECTURAL METHODOLOGY IN COMMERCIAL FRONTEND PROJECTS

Abstract. The purpose of this study is to identify the advantages and limitations of the Feature-Sliced Design (FSD)
architectural methodology in the development of commercial frontend applications, particularly using Angular-based projects
that require a high degree of modularity, adaptability to change, and preservation of structural integrity throughout the
software product life cycle. Special attention is given to assessing the feasibility of implementing this approach within small
and medium-sized development teams operating in fast-paced environments with short release cycles and high demands for
maintainable code.

The research methodology is based on a structural analysis of the theoretical foundations of FSD, practical modeling of
software architecture using an open-source ToDo application implemented according to the full hierarchical structure-app,
processes, pages, widgets, features, entities, and shared-and a comparative analysis with leading alternative architectural
approaches such as Atomic Design, MVVM, and MVC. The comparison was conducted based on criteria such as scalability,
cohesion, module decoupling, reusability of components, structural transparency, and support for continuous integration.

The scientific novelty lies in a comprehensive description of the core advantages of FSD, including business logic
encapsulation, minimized inter-module dependencies, predictable structural hierarchy, and transparent component interaction
logic. For the first time, the study systematizes the practical constraints associated with FSD implementation: the complexity
of initial configuration, fragmented documentation, high architectural discipline requirements, and the onboarding difficulties
for new developers.

Conclusions. The study confirms the effectiveness of FSD as an architectural paradigm for building stable, scalable,
and long-term maintainable frontend systems. However, successful adoption requires a well-prepared development team,
comprehensive internal documentation, standardized structuring practices, and strict adherence to established architectural
principles. The practical significance of the research lies in offering recommendations for integrating FSD into commercial web
applications with elevated requirements for architectural manageability, maintainability, and scalability.

Key words: Feature-Sliced Design, Angular, frontend architecture, scalability, layered structure, modularity, ToDo
application, architectural methodology, technical debt, UX composition, project structure.

Oner CHUIATIH, JAmutpo IOJTABCbKHWA, Poman MAPTHHEHKO. JOC/AIIPKEHHSA IEPEBAT TA
OBMEXXEHb APXITEKTYPHOI METO/I0/IOTTi FEATURE-SLICED DESIGN Y KOMEPLIIMHUX FRONTEND-
ITPOEKTAX

AHnomayisn. Memoio docaidxnceHHs € susiB/eHHs nepegaz ma obmedxceHb apximekmypHoi memodosoezii Feature-Sliced
Design (FSD) y po3po6yi komepyitiHux frontend-3acmocyHkis, 3okpema Ha npukaadi Angular-npoekmis, siki eumazaromso
8UCOK020 cmyneHs ModyabHocmi, adanmugHocmi 0o 3MiH i nidmpumku cmpykmypHoi yisnicHocmi Ha 8cix emanax #cummegoz2o
Yukay npoezpamuozo npodykmy. Ocobaugy yeazy npudiieHo 8U3Ha4eHHI JoYinbHOCMI 8nposadiceHHs daHO20 nidxody y
KOMaHOaxX Ma/020 ma cepedHbo20 macumaby, ujo GyHKYioHyoms y cepedoguwyi iHmMeHCcUsHOi po3pobKu, 3 KopomKuMu
peAi3HUMU YUKAAMU Md BUCOKUMU 8UMO2aMU 00 hidmpumysaHocmi Kody.

Memodosozia docaidiceHHs1 6a3yembcsi HA CMPYKMYpPHOMY aHaaisi meopemuyHux 3acad FSD, npakmuuHomy
MO00e/1108aHHI apXimekmypu npo2pamHozo 3a6e3neveHHs Ha npukaadi ToDo-dodamky 3 gidkpumum kodom, peasiz08aHozo
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eidnosidHo do sciei iepapxii pienie - app, processes, pages, widgets, features, entities ma shared. Takooc 3ditlicHeHo
nopigHsAbHUll aHAAI3 13 NPoBIOHUMU A/nbmepHaMueHUMU apximekmypHumu nidxodamu — Atomic Design, MVVM i MVC -
Ha ocHo8i Kpumepiie macwmaboeaHocmi, Kozesii, pigHs 36’s13aHoCmi MOdY/1i8, MOHCAUBOCMI NOBMOPHO20 BUKOPUCMAHHS
KOMNOHeHmis, cmpykmypHoi npo3zopocmi ma niompumku 6e3nepepsHoi iHmezpauyii.

Haykoea HO8U3HA no/sizae 8 KOMNJAEKCHOMY onuci kawouvosux nepesaz FSD, ceped akux - iHKancysasyisa 6i3Hec-
@dyHKYioHaNY, MIHIMI3aYis MINcMOOY/AbHUX 3aJexcHOcmel, nepedbavysaHa iepapxis cmpykmypu ma npo3opa J02ika
KoMNnoHeHMHoi 83aemodii. Bnepuie y3aza1bHeHO 06MedceH s, XapakmepHi 04151 NpakmuyHo20 3acmocy8aHHs Memodoozii:
cK/1adHicmb noyamko8020 8nposadiceHHsl, hpazmeHmapHicms doKyMeHmayii, sucoki sumozu 0o apximekmypHoi ducyunaiHu
ma mpyoHowi adanmayii Ho8uX po3POOHUKIE Y KOMAHJY.

BucHogku. Pesyremamu docaidxceHHs: nidomeepdxcyloms egekmusHicme FSD Ak apximekmypHoi napaduasmu
0451 no6ydosu cmabinbHUX, MacwmabosaHux i doszompugasno nidmpumyeaHux frontend-cucmem. BodHouac ycniwHe
3acmocy8aHHs nidxody eumazae 8UcoKoi nidzomosieHocmi KoMaHou, 8HympiwHboi dokymeHmayii, yHigpikosaHux nidxodie
do cmpykmypysaHHs ma 4imkoz2o dompuMaHHsl npuliHamux npuHyunise. [lpakmu4Ha 3Ha4ywicme 00CAIOHCEHHS NoAsA2a€E
y dopmyarosanHi pekomenoayiti wodo inmezpayii FSD y komepyilini ee63acmocyHku 3 nidguwjeHuMu eumo2amu 00
apximekmypHoi kepoeaHocmi, niompumysaHocmi i Macuima6o8aHocmi.

Kawwuosi caoea: Feature-Sliced Design, Angular, frontend-apximekmypa, macwumabosaHicms, waposa cmpykmypa,
ModynvHicmy, ToDo-dodamok, apximekmypHa Memodo.io2isi, mexHiyHUl 60pe, UX-komno3uyis, cmpykmypa npoekmy.

Problem Statement. In the context of increasing complexity in modern frontend systems and growing
demands for scalability, modularity, and maintainability of source code, there is an urgent need for architectural
approaches that support the effective organization of web application structure. One such approach is Feature-
Sliced Design (FSD), an architectural methodology that involves dividing a software product into hierarchical
layers (app, processes, pages, widgets, features, entities, shared) with clearly defined responsibilities. Despite
the rising popularity of this approach within open-source communities, its practical implementation in
commercial environments raises several concerns related to initial implementation costs, scalability challenges,
onboarding of new team members, and alignment with business requirements. The problem addressed in
this study lies in the critical analysis of the strengths and weaknesses of the FSD methodology when applied
in real-world frontend development projects. The aim of the study is to identify the architectural, technical,
and organizational conditions under which the use of FSD ensures maximum development efficiency and to
determine the limitations that may arise in a commercial setting.

Analysis of Recent Studies and Publications. In the current environment of rapid frontend technology
development,thereisincreasinginterestinoptimizingarchitectural solutions, particularly thosethatare modular
and scalable, enabling effective management of complexity in large-scale projects. A significant position in this
context is occupied by the Feature-Sliced Design (FSD) architectural methodology, which proposes structural
separation of code across domain, functional, and interface levels. The relevance of this topic is confirmed by the
emergence of studies analyzing both its potential and limitations in practical application. One of the conceptually
closest approaches is HOFA, presented in the monograph by H. Ben Khalfallah. This approach emphasizes the
creation of clean architecture in JavaScript and React applications, where maintaining isolation, separation
of responsibilities, and modular organization is critically important for code maintainability [2]. The HOFA
methodology closely corresponds to the principles of FSD, particularly in terms of component autonomy and
the structuring of business functionality. Similarly, the study by M. Kolomoyets and Y. Kynash focuses directly on
the architectural design of frontend applications. It emphasizes the importance of maintaining a clear hierarchy
in building web interfaces, which largely aligns with the core logic of FSD. The authors highlight the need for
implementing structural decomposition that enables functionality to scale without compromising the integrity
of the system [8]. An interesting interdisciplinary example of structured architecture is demonstrated by the
team of X. Kong et al., who developed the RFSD-YOLO model for detecting prohibited items in X-ray images.
Although this system belongs to the field of computer vision, its name (Refined Feature Sliced Design) and
structural principles reflect the adaptation of modularity and independent component processing concepts to
machine learning tasks [9].

The study by N. Rasovi¢ in the field of additive manufacturing also demonstrates the application of multi-
attribute analysis methods and architectural structuring for technical decision-making. Although not directly
related to web development, the approach to parameter formalization and modular task structuring indicates
a broader trend of transferring architectural thinking into adjacent technical domains [10].

S. Gao etal,, in their article, describe the architecture of an inspection neural network with a dynamic feature
extraction module and a task alignment mechanism. The structure of this model reflects an intention to isolate
subtasks and build efficient, predominantly independent modules, which fully aligns with the compositional
principles of the FSD approach [5].

Therefore, recent publications indicate a growing demand for architectural methodologies characterized by
clear decomposition and control over inter-component dependencies. The Feature-Sliced Design methodology
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is increasingly viewed as a promising standard for structuring frontend applications; however, its practical
implementation in commercial environments requires further investigation.

Formulation of the Research Objective. The primary objective of this study is to comprehensively examine
the architectural methodology known as Feature-Sliced Design (FSD) within the context of commercial frontend
development, with a focus on its practical feasibility, advantages, and structural limitations. The central
emphasis is placed on evaluating the potential of FSD to enhance scalability, modularity, and maintainability of
web applications, taking into account the specifics of business logic, team management, and the projectlifecycle.

The technological goals of the study are as follows: to analyze the architectural principles underlying FSD
and compare them with traditional models (MVC, MVVM, Atomic Design); to model the structural framework of
a frontend application using FSD stratification (app / processes / pages / widgets / features / entities / shared);
to implement a demonstration project (ToDo Application) in Angular, incorporating the core principles of FSD
to assess the effectiveness of the approach; to verify technical performance, structural flexibility, and scalability
potential using business logic scenarios.

The practical goals of the study are as follows: to identify the conditions under which the application of
Feature-Sliced Design is optimal in commercial environments; to assess the impact of the FSD methodology
on reducing technical debt, accelerating the onboarding of new developers, and improving team collaboration
quality; to develop recommendations for implementing FSD in small and medium-sized IT teams.

The expected technical outcomes of the study are as follows: structured documentation and a visual
model of the frontend application architecture built using the FSD methodology; a functional prototype of an
Angular application implemented in accordance with FSD stratification; an analytical conclusion regarding the
advantages and limitations of FSD compared to alternative approaches.

The study holds significant importance for the advancement of architectural design practices in the field of
frontend development. It enables the evaluation not only of the effectiveness of FSD as a methodology but also
of its relevance to real-world business environments, making the findings valuable for teams seeking structural
clarity, flexibility, and scalability of software interfaces. The innovative aspect of this work lies in the practical
application of FSD principles within the Angular environment, followed by an analysis of its performance in a
business context.

Presentation of the main research material. The Feature-Sliced Design (FSD) architectural methodology,
which is formed at the intersection of structural engineering and a domain-oriented approach to frontend
development, is gradually gaining popularity among teams working with Angular, React, and other modern
frameworks. The mainideais to divide an application not by technical characteristics (e.g., components, services,
or templates), but by functional scenarios and business logic, which allows you to maintain the scalability and
manageability of the project [4].

The methodology is based on the principle of a multi-level hierarchy: the application is structured into layers
(app, processes, pages, widgets, features, entities, shared), each of which performs its own autonomous role.
Lower layers are unaware of the existence of higher layers - for example, shared components have no idea how
they are used at the page or feature level. This approach ensures one-way encapsulation of dependencies, i.e.,
direct links are formed only down the structure, which reduces the number of non-obvious links and facilitates
maintenance [3]. Technically, this means that a lower layer (e.g., shared) does not have access to layers above
or next to it. Higher layers (e.g., entities, features, pages) can use everything below them, but not vice versa -
similar to rivers that flow into the sea but do not flow in the opposite direction. This logic of relationships
between FSD layers is reflected in (Tab. 1).

Table 1
Rules for interaction between layers in Feature-Sliced Design architecture

Layer Can be used Can be used
app shared, entities, features, widgets, pages, processes -
processes shared, entities, features, widgets, pages app
pages shared, entities, features, widgets processes, app
widgets shared, entities, features pages, processes, app
features shared, entities widgets, pages, processes, app
entities shared features, widgets, pages, processes, app
shared - entities, features, widgets, pages, processes, app

The methodology pays special attention to the so-called “removability” of modules: each functional block
must be implemented in such a way that it can be completely removed without compromising the integrity of
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the system. This is achieved through high component cohesion and minimal interdependence between them.
By analogy with a water system, each fragment (slice) is an independent “river” that flows into the common
“ocean” of the application logic, but does not intersect with other direct flows [4].

As part of the research, a prototype ToDo application was implemented on Angular, built according to FSD
principles. The corresponding structure looked as follows:

bash

src/
—— app/ # ry106a/IbHI HaJIaLITyBaHHS MapLUIpyTH3alil Ta CXOBHUIIA
—— pages/ # okpeMi ctopinkm (tasks-list, task-details, not-found)
—— features/ # cueHapii kopucrtyBaya (tasks-filter, toggle-task)
—— entities/ # 6i3Hec-cyTHOCTI (task-card, task-row)
—— shared/ # Ul-6i61ioTexu, API, ciinibHi cepBicu

Each page contains only the composition of components, while the interaction logic is moved to separate
“features.” For example, interaction with the task list is implemented as a separate function tasks-filter, and the
change in execution status is implemented in toggle-task. The essence of a task is formed as a data structure
with its own visual components, implemented as task-card and task-row [3]. Figure 1 shows how the application
structure is built according to the FSD methodology: from pages to shared components. Each layer is clearly
separated, and the arrows illustrate the permissible direction of interaction between layers.

Pages U
Toodgle o

Widget/ Features ™™ Task

I
Entities g &

£

Shared = UH ‘ ‘:u -

Fig. 1. Layer hierarchy in Feature-Sliced Design based on the ToDo application example

It is important to note that the implementation of the ToDo application provided an opportunity to
empirically validate the key advantages of FSD. First, the project’s structural organization facilitated the
distribution of roles within the development team. Second, during the testing phase, a reduction in git merge
conflicts was recorded, attributed to the separation of responsibilities across distinct project segments. Third,
it became possible to easily remove or replace any functional block without disrupting the overall application
logic, which is a critical factor for projects with frequent releases and evolving requirements [6, 7]. Thus, the
application of Feature-Sliced Design in commercial frontend projects enhances the manageability of software
architecture, although it requires the team to have a clear understanding of the paradigm and to maintain strict
discipline in adhering to structural rules. While the methodology is not a universal solution, its benefits become
particularly evident in medium- to large-scale development environments, where the cost of architectural debt
is especially high.

Conclusions. The conducted study provided a theoretical and applied analysis of the Feature-Sliced Design
(FSD) architectural methodology in the context of its application to commercial frontend projects. Based on the
client's materials, the architecture of a ToDo application developed in Angular was reconstructed in accordance
with FSD principles, which enabled the demonstration of real implementation mechanisms.
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The main focus of the study was on the structural organization of the project through the stratification of
logic: app, processes, pages, widgets, features, entities, and shared. Each layer was assigned specific functional
responsibilities, permitted interdependencies (according to the rules of unidirectional encapsulation), and a
defined role in ensuring modularity. Visual diagrams and integrated tables illustrate the direction of dependency
flows and the logic underlying the construction of the interface layer of the product.

The research concluded that FSD ensures high structural flexibility, simplifies the distribution of
responsibilities among developers, and facilitates the refactoring of individual code segments without
compromising architectural integrity. Additional advantages of the methodology include reduced technical
debt and logical isolation of functional modules. At the same time, the study identified several limitations,
including the need for preliminary architectural planning, standardization of approaches within the team, and
appropriate developer competencies.

The innovative contribution of this work lies in the analytical adaptation of the modern FSD methodology
to a concrete application example, making the results applicable as a conceptual model for implementation in
small and medium-sized projects. The resulting structure demonstrates potential for scalability and flexible
development without compromising manageability.

Future research directions include the formalization of criteria for evaluating architectural efficiency in
comparison with alternative approaches (such as MVVM or Atomic Design), as well as the extension of FSD
methodology for use in multifunctional applications with complex business logic.
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ENHANCING REAL-TIME DATA REPLICATION EFFICIENCY THROUGH OPTIMIZATION
OF CHANGE DATA CAPTURE METHODS

Abstract. Relevance of the research is driven by the growing need for efficient real-time data replication in distributed
and hybrid environments, where system scalability, consistency, and low latency are critical. Traditional change propagation
mechanisms are increasingly inadequate under high-frequency workloads, highlighting the need for a re-evaluation and
modernization of Change Data Capture (CDC) methods.

The aim of the article is to provide a scientific rationale and develop approaches to improving the efficiency of real-
time data replication through the optimization of Change Data Capture methods, taking into account the architectural and
operational specifics of modern distributed computing environments.

The research methodology is based on systems analysis of CDC implementations in cloud and hybrid infrastructures,
architectural modeling of replication flows, comparative evaluation techniques, typological classification of functional
characteristics, and a criterion-based approach to assessing efficiency in various data update scenarios.

The research results include the identification of key functional features of CDC mechanisms, the classification of
architectural replication models, and the substantiation of performance criteria such as latency, throughput, consistency,
scalability, connectivity flexibility, and resource efficiency. Key technical constraints were identified in high-change-rate
environments, particularly performance instability, access conflicts, and compatibility issues with traditional database systems
and streaming platforms. It was demonstrated that event-driven architectures with asynchronous processing and adaptive
buffering yield better performance when properly tuned.

In the conclusions, the relevance of hybrid CDC models is substantiated, the dependency between replication efficiency
and architectural processing models is confirmed, and common implementation barriers in conventional database and stream-
processing ecosystems are outlined.

The research perspectives include the development of intelligent CDC strategies, dynamic change flow orchestration, and
the improvement of cross-platform interoperability in multi-cloud infrastructures.

Key words: asynchronous processing, streaming architectures, transaction consistency, change buffering, in-memory
analytics.

Xpuctuna TEPJAELbKA. NIBULIEHHA E@PEKTUBHOCTI PEINJIIKALIT JAHUX Y PEXKUMI PEAJIbHOTO
YACY YEPE3 OIITUMIBAIIIIO METOAIB CHANGE DATA CAPTURE

Anomayis. AkmyaabHicms docaidxiceH s 3yM08.1eHo HeobXxIOHicmio nideuweHHs epekmusHocmi pensikayii daHux y pe-
JHCUMI peabHO20 Yacy 8 yMoeax CmpiMKozo 3po0CmaHHs 06csizie iHgpopmayii, poswupeHHs posnodiieHux iHppacmpykmyp i
JUHAMIYHO20 HABAHMAXCEHHSI HA cucmeMu 06po6ku. Tpaduyitlini mexaHizmu nepedaui 3miH dedasi yacmiwe 8us8AI0Mb-
€51 HeOCMAMHBLO 2HYYKUMU A60 PecypCcHO 3ampamHuMu, 0C00.1U80 Y 8UCOKOHABAHMANXCEHUX cepedo8uwax, Wo akmya.isye
3a80aHHs hepeocmucaeHHs memodie Change Data Capture (CDC).

Memoio cmammi e Haykoge 06TrpyHmMy8aHHs ma po3pobka nidxodie do nidsuweHHs epekmusHocmi penaikayii daHux y
pedxcuMi peanbHo20 Yacy wasaxom onmumizayii memodie Change Data Capture 3 ypaxysaHHaM cneyugbiku cy4acHux po3noodi-
JIeHUX 064UCA108a/1bHUX cepedosuLy.

Memodooz2is docaidxceHHs 6a3yembesi HA cucmeMHoMy aHasizi CDC-npoyedyp y xmapHux ma 2ibpudHux iHgppacmpyk-
mypax, Mo0e/1108aHHI apximeKkmypHuXx cxem penikayii, 3acmocysaHHi Memodie nopieHsA1bHO20 OYiHIBAHHS, munoiozizayii
PYHKYIOHANbHUX XapaKMepucmuxk, a makoxc kpumepiasibHo2o nidxody 0o 8u3Ha4eHHs eghekmusHocmi npoyedyp y pi3HuUx
CYeHapisix OHOB8./1eHHS1 OQHUX.

Pe3yabmamu docnidxceHHs 8i006paxcarombvCs y 8UZHAYEHHI KA04o8ux yHKYyioHa bHUx o3Hak CDC-peanisayill, kaacu-
dikayii apximekmypHux modesell penaikayii, 06rpyHmyeaHHi pesesaHmHux kpumepiie oyiHku (3ampumka, y3200xceHicmy,
Macuma6bosaHicms, nponyckHa 30amHicms, 2Hy4Kicmb nioKAI04eHHs), 4 MAKOXC Y 8USAB/1eHHI OCHOBHUX MeXHO102IHHUX 06-
MedieHb Y 8UCOKOHABAHMaxiceHux cepedosuwax. Bcmanosserno, wjo nodieso-opicHmosaHi apximekmypu 3 ACUHXPOHHOK 06-
POOKOH 3MIH deMOHCMPYyHMb Kpawy npodyKmueHicmbs 3a yM0o8 hpasuabHoi 6ygepusayii i KoHmpo.ito yepe nodiil.

Y sucHo8Kax o6rpyHmosaHo doyinbHicms 2i6pudHozo nidxody do CDC y ckaadHux apximekmypax, niomeepdyiceHo 3a-
JsexcHicms egpekmusHocmi 8i0 noedHaHHs apximekmypHoi mModeal ma pexcumy o6pobkU, @ makoxc okpecseHo munosi mex-
HIYHI 06MexceHH s, Wo sUHUKarmb y npoyeci enpoeadicenHs CDCy mpaduyiiini CKB/] i nomokosi cepsicu.

Ilepcnekmusamu nodaabuwux 00cAidxceHb 8BUSHAYEHO pO3pOOKY iHmesekmyaabHux CDC-cmpameziil, adanmueHozo kepy-
8AHHSI NOMOKAMU 3MIH [ pO3WUPEHHS MIHNAAM@POPMHOT CyMiCHOCMI KOMNOHEHMIB Y MYJAbMUXMAPHUX cepedosUax.

Katouosi cnoea: acunxpoHHa 06po6ka, nomokogi apximekmypu, y32odxceHicmb mpaH3akyiti, 6ydepusayis 3miH, aHai-
muka 6 onepamusgHili nam’sami.

© K. Terletska, 2025
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Problem statement. In today's environment of rapid growth in data volumes and demands for fast infor-
mation processing, ensuring effective real-time data replication is becoming particularly important. Multi-or-
ganizational infrastructures, distributed computing systems, and cloud services require constant synchronous
exchange of updates between sources and analytical platforms, which necessitates high-performance methods
for detecting changes in data. Change Data Capture (CDC) technology is a key tool for detecting, capturing, and
transferring changed data without the need to scan the entire source. However, in practice, its effectiveness
is limited by a number of technical and logistical factors, including unstable performance when processing
large transaction volumes, lack of universal compatibility with different types of data sources, difficulties in
reconciling changes in distributed environments, and transmission channel overload. These challenges are par-
ticularly acute in systems where the delay between the occurrence of a change and its reflection in the target
environment is critical, such as in financial, medical, or logistics platforms. In view of this, the scientific task is
to find models that can adaptively respond to load changes, minimize duplicate operations, optimize resource
consumption, and ensure transaction consistency. The practical significance of the research lies in the creation
of CDC mechanisms that can be integrated into existing infrastructures without loss of compatibility, while
complying with requirements for scalability, continuity, and transactional integrity, which has a direct impact
on the stability and efficiency of real-time information systems.

Analysis of recent studies and publications. Analysis of current research on improving the efficiency of
real-time data replication through optimization of Change Data Capture (CDC) methods allows us to identify
four main areas of focus.

The first area focuses on the development of theoretical and applied concepts of CDC as a key replication
tool. In their work, L. Hao, T. Jiang, Y. Lin, and Y. Lu [8] propose a classification of approaches to solving the CDC
problem from the perspective of change source types-transaction logs, triggers, and timestamps. D. Seenivasan
and M. Vaithianathan [14] analyze in detail the adaptation of CDC to the architecture of modern real-time com-
puter systems, emphasizing the balance between the frequency of change capture and the load on the system.
F. M. Imani, Y. D. L. Widyasari, and S. P. Arifin [12] consider CDC as a means of optimizing ETL processes, in
particular to reduce data duplication and speed up analytical processing. T. Zheng, G. Chen, X. Wang, C. Chen,
X. Wang, and S. Luo [20] explore CDC in the context of intelligent real-time big data processing, demonstrating
the effectiveness of a coordinated environment for interaction between data sources, processing platforms, and
applications. H. Chandra [4] conducted an experimental comparison of the effectiveness of CDC implementa-
tion in different types of data structures, allowing CDC to be adapted to the specifics of storage systems. Further
research into adaptive algorithms for constructing change dependency graphs to optimize the CDC process in
large distributed systems is promising.

The second area focuses on the security aspects of data replication and ensuring protection when imple-
menting CDC on the front end. In his publication, Y. Horbenko [11] develops the concept of a secure automated
framework with built-in encryption on the client side and implementation of the Zero Trust approach to AP],
which minimizes the risks of confidentiality loss during replication. In a subsequent study, Y. Horbenko [10]
shows how the use of confidential computing technologies, in particular secure computing enclaves and homo-
morphic encryption, increases the security of front-end components during the exchange process. A promising
direction in this area is the development of CDC processes with end-to-end encryption and anonymization at
the source level, which complicates unauthorized analysis of change streams.

The third area covers architectural and infrastructure solutions for implementing CDC in cloud and dis-
tributed environments. R. B. Yurinec and I. B. Pirko [1] proposed innovative methods for integrating CDC into
data warehouse filling procedures, emphasizing adaptability to changes in sources. D. Leschert, K. Sommerstad,
J. Janzen, and C. Wester [3] analyze the difficulties of configuring CDC in industrial distributed environments,
where configuration accuracy critically affects replication quality. B. Vagadia [17] considers CDC in the broader
context of digital disintermediation and business process transformation, where replication performs the func-
tion of real-time updating of digital copies. In W. Q. Yan's monograph [18], CDC is described as a basic element of
streaming data collection in intelligent video surveillance systems, which requires high performance and fault
tolerance. A. Zakiah, R. Yusuf, and A. S. Prihatmanto [19] analyze the role of CDC in ensuring high data availa-
bility in the digital age at the conference. The development of CDC as a microservice with dynamic routing of
changes in a multi-cloud environment with limited resources is promising.

The fourth area is related to the support of CDC in document management, analytics, and data governance
within complex digital environments. The study by P. Dhakal, M. Munikar, and B. Dahal [6] presents an approach
to automated data extraction from documents using a template-matching method, which can be integrated into
CDC processes. The research conducted by P. A. Harris, R. Taylor, B. L. Minor, V. Elliott, M. Fernandez, L. O'Neal,
L. McLeod, G. Delacqua, F. Delacqua, ]. Kirby, and S. N. Duda [9] describes the work of the REDCap consortium,
where CDC ensures the synchronization of changes in medical records across platforms. A promising direction
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is the integration of CDC with semantic data tagging mechanisms for enhanced contextual analysis in health-
care and public administration systems.

Despite significant progress in the field of incremental data loading, a number of aspects of the overall prob-
lem remain unresolved. In particular, the specifics of working with streaming sources in a cloud environment,
where the dynamics of changes, uneven data flow, and parallel access conflicts create significant difficulties
for stable processing, have not been sufficiently researched. Existing approaches do not fully address the need
for transactionality, consistency, and version control in distributed analytics systems. There is also a lack of
uniform criteria for evaluating the effectiveness of incremental update procedures in terms of performance,
scalability, and data integrity. Much of the research relies on limited experimental scenarios or demonstrates
applied implementations without proper generalized analytics.

The proposed study aims to partially fill these gaps by systematically analyzing theoretical and applied ap-
proaches to incremental loading, identifying key limitations of their application in cloud environments, and sub-
stantiating criteria for the effectiveness of adaptive change processing. Particular attention is paid to the potential
of using platforms such as Delta Lake from the perspective of transactional updates, version control, and integra-
tion with streaming mechanisms. This allows us to expand the existing understanding of the functional capabili-
ties of CDC in complex infrastructures and form a basis for further applied research and project solutions.

The purpose of this article is to provide scientific justification and develop approaches to improving the
efficiency of real-time data replication by optimizing Change Data Capture methods, taking into account the
specifics of modern distributed computing environments.

To achieve this goal, the following tasks are to be performed:

1. Analyze technical approaches and architectural models for implementing CDC in cloud and hybrid envi-
ronments in order to assess their impact on latency and computing costs.

2. Justify the criteria for the effectiveness of CDC procedures, taking into account source types, processing
modes, consistency, and scalability.

3. Identify problems with the application of CDC in high-load systems and formulate recommendations for
their elimination based on adaptive buffering, asynchronous logging, and in-memory processing.

Presentation of the main material. CDC is the basis of modern synchronization processes in real-time sys-
tems. Its key purpose is to ensure fast and efficient transfer of only changed records from data sources to an-
alytical platforms or target repositories without the need for a full table scan. This approach reduces latency,
optimizes the use of network and computing resources, and ensures data relevance in heterogeneous environ-
ments. The development of cloud computing, streaming analytics, and microservice architecture has led to the
emergence of various technical implementations of CDC, which differ in data sources, integration mechanisms,
and configuration flexibility (Tab. 1).

Table 1
Technical Approaches to CDC Implementation and Their Functional Characteristics
Technical Approach Description of Operation Mechanism Functional Features
Triggers in Database Utilization of SQL triggers that respond to |Rapid implementation in traditional DBMSs;
Management Systems insert, update, or delete operations within | ensures transactional consistency
(DBMSs) tables
Transaction Log Analysis Captures changes directly from the DBMS | Minimal impact on the data source; high
transaction log (e.g., WAL in PostgreSQL) |accuracy of changes; preserves temporal
sequence
Snapshot-Based CDC Compares the current table state with a DBMS-independent; suitable for legacy
previous version using control values systems
Event Stream Processing Detects changes through streaming Supports scalable real-time change
platforms (e.g., Apache Kafka, Apache processing; integrates with analytical
Pulsar, Debezium) pipelines
Platform-Oriented CDC Employs managed services (e.g., Google Enables automation; integrates with
Services BigQuery Data Transfer, Snowflake cloud-based analytics services; reduces
Streams, Azure CDC) operational workload

Source: compiled by the author based on [3; 4; 5; 7; 13]

In real-world conditions, preference is usually given to combinations of approaches, in particular the com-
bination of transaction log analysis with event processing using Apache Kafka or Debezium, which allows large
volumes of data to be processed in real time without overloading the sources. This solution provides low la-
tency, scalability, and asynchronous data delivery to multiple consumers [5]. In cloud environments, where
the “data as a service” model prevails, platform solutions such as Google Cloud BigQuery or Snowflake are
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increasingly being used, in which CDC functions are implemented at the infrastructure level as managed servic-
es, which greatly simplifies the deployment of complex ETL (Extract, Transform, Load) processes and ensures
resilience to peak loads [13]. In distributed architectures and microservice approaches, event-driven CDC is
the most promising for building adaptive synchronization systems capable of responding to data changes with
minimal processing costs [16].

In modern information systems, data replication using CDC technology has become an integral part of en-
suring consistency, continuity of processing, and scalability of computing processes. This is especially true in
cloud and hybrid environments, where data is located in different regions, different types of storage and ser-
vices are used, and the load on systems changes dynamically. CDC minimizes the amount of data transferred by
focusing only on changed records, which is especially important when processing large streams of information
in real time. However, the effectiveness of such replication largely depends on the architectural model of its
implementation, which must take into account not only the computing capabilities of the system, but also the
requirements for latency, consistency, and infrastructure costs (Tab. 2).

Table 2
Architectural Models for Data Replication Using CDC in Cloud and Hybrid Environments
Architectural Model Description of Structur.e and Component Potential fox: La'lten_cy and Cost
Interaction Optimization
Push-Based Replication The data source independently initiates the Suitable for low-latency scenarios but
Model transmission of changes to the replica or requires a stable connection; limited flow
handler control
Pull Model with Periodic | A CDC agent or replica periodically queries the |Lower processing overhead but higher
Polling source for updates latency, especially with large data
volumes
Event-Driven Model with | Changes are written to a log (e.g., Kafka), from | Highly scalable; ensures low latency;
Event Broker which they are delivered to consumers enables real-time event processing
CDC via Embedded Cloud | Replication is managed through cloud-based Minimal maintenance effort; optimized
Services platforms (e.g., Google Dataflow, Azure Synapse, | for cloud provider infrastructure
Snowpipe)

Source: compiled by the author based on [2; 6; 7; 17; 19; 20]

In practice, event-driven models are increasingly favored, wherein changes are captured in real time us-
ing event brokers such as Apache Kafka or Google Pub/Sub and then distributed to consumers or processors
through streaming systems like Apache Flink or Google Dataflow [7]. This approach significantly reduces laten-
cy under high volumes of change while ensuring scalability and component isolation. Cloud-managed services,
such as Snowpipe in Snowflake or CDC pipelines in Microsoft Azure Synapse, automate event processing by dy-
namically allocating computing resources based on actual workloads. This minimizes administrative overhead
and helps prevent system downtime [15]. In complex hybrid architectures, hybrid models are being adopted
more frequently. These allow for differentiated change capture frequencies based on data type or priority. For
instance, critical transactions are recorded using event-driven methods, while secondary analytical data is up-
dated in batches [2]. Consequently, the architecture of CDC-based replication must remain flexible and adaptive
to meet contemporary demands for availability, processing speed, and infrastructure cost efficiency.

The effectiveness of implementing Change Data Capture (CDC) procedures in complex information environ-
ments depends not only on the choice of technology or tool, but primarily on the alignment of CDC mechanisms
with data source types, processing modes, and specific update scenarios. There is no universal approach to CDC
implementation, as different systems (transactional databases, analytical warehouses, streaming sources, or
non-relational NoSQL systems) have distinct requirements regarding latency, consistency, and availability. In
real-time contexts, it is particularly important to ensure consistency guarantees, adapt to variable workloads,
and maintain scalability without compromising data integrity. Therefore, establishing clear criteria for evaluat-
ing the efficiency of CDC procedures is a necessary prerequisite for their optimal use in modern heterogeneous
architectures.

In practical settings, the implementation of CDC procedures often involves finding a compromise between
latency and consistency, depending on the characteristics of the data source. For instance, financial transac-
tional systems prioritize strict transactional consistency, where minor delays are acceptable, but any loss or
inconsistency of changes is intolerable. In streaming architectures with high-frequency updates, the priority is
minimizing latency, even at the cost of temporary incompleteness, which is later resolved by event processors
[11]. In cloud environments, scalability and resource efficiency are of primary importance. Platforms such as
Snowflake employ adaptive CDC mechanisms with integrated services like Snowpipe Streaming, which provide
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low latency and automatic load balancing under distributed conditions. This approach enables the integration
of heterogeneous data sources and optimizes replication channels without requiring modifications to the ar-
chitecture of the source system.

Table 3
Efficiency Criteria for CDC Implementation in the Context of Data Source Types,
Processing Modes, and Update Scenarios
Efficiency Criterion Description Dependence on Source or Scenario
Transmission latency The time between a change in the source and Critical for streaming data and OLTP
its appearance in the target system systems (Online Transaction Processing)
Throughput The number of changes the system can process |Important for replicating large data batches,
per unit of time archives, and batch updates
Change consistency Guarantee of the correct order and Essential for financial and healthcare
completeness of changes in the target replica systems where incomplete replication is
unacceptable
Scalability The ability of the CDC architecture to support | Crucial for cloud environments and multi-
increasing data volume and number of component microservice architectures
consumers
Connectivity flexibility | The ability to integrate CDC with diverse Important for hybrid architectures,
sources including relational, NoSQL, and API- integration platforms, and ETL pipelines
based systems
Resource utilization The ratio between processing costs and A key parameter in systems with limited
efficiency replication speed computing resources

Source: compiled by the author based on [1; 4; 6; 8; 10; 12; 20]

In systems with high-frequency data changes, the implementation of Change Data Capture (CDC) proce-
dures encounters a range of systemic challenges that significantly affect the stability, reliability, and efficiency
of real-time data processing. One of the primary issues is performance instability caused by the overloading of
change transmission channels, especially during peak loads or when changes arrive unevenly. In high-transac-
tion environments, CDC systems based on triggers or periodic scanning can place considerable strain on the
source database, reducing overall throughput and increasing response times [16]. Even when using event-driv-
en architectures with message brokers, there remains a risk of exceeding queue limits, which may result in
delays or data loss under constrained computational resources [7].

Another critical issue involves conflicts arising from concurrent data access, which occur when multiple
subsystems simultaneously read, process, and update records. In such cases, the integrity of the transactional
context may be compromised, particularly in systems lacking centralized control over change streams. This
becomes especially problematic in distributed databases or environments with microservice architectures,
where CDC data consumers operate independently. Such independence can lead to state desynchronization
or duplicated processing [8]. Even when transaction logs are used as the primary source of change data, it is
not always possible to guarantee the correct order of events, especially in the presence of network delays or
node failures [20]. An additional challenge lies in the compatibility limitations of CDC solutions with traditional
database management systems (DBMS) and streaming platforms. Some legacy DBMSs, particularly those that
do not support external access to transaction logs or rely on outdated locking mechanisms, significantly com-
plicate the implementation of CDC without substantial infrastructure modification [5]. At the same time, many
streaming platforms, such as Apache Flink or Amazon Kinesis, impose specific requirements on event formats
and delivery order that do not always align with the capabilities of the data source. This creates the need for
supplementary adapters, converters, or buffering layers, which increase system complexity, introduce potential
points of failure, and reduce overall system stability [18].

Enhancing Change Data Capture (CDC) procedures in environments characterized by high-frequency chang-
es and variable workloads requires the implementation of adaptive technological solutions capable of main-
taining system resilience during peak loads, improving data consistency, and optimizing the use of compu-
tational resources. One of the key areas of improvement involves the adoption of adaptive change buffering
mechanisms, which enable the dynamic adjustment of the volume of events accumulated prior to processing
based on the current system state and available resources. Such buffering can be implemented either at the data
source (for instance, in the form of commit logs with timestamps) or within the intermediate event broker layer,
where intelligent queue management with prioritization is applied.

Another important component of CDC optimization is the use of asynchronous change logging. Offloading
change capture to a separate process helps prevent blocking the main transaction processing flow, enables
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independent scaling of processing components, and reduces latency. Asynchronous change handling, when
combined with timestamps and transaction identification mechanisms, ensures the orderly delivery of changes
to replicated target systems or analytical services. This approach is particularly effective in systems with a high
volume of parallel transactions, where synchronous CDC logging can negatively impact overall performance.

The third direction involves integrating CDC mechanisms with in-memory analytics, allowing modified data
to be processed directly in main memory prior to final storage. This approach enables near-real-time analytics
and forecasting without the need to wait for the completion of the full ETL cycle. In cloud environments, such
integration is typically implemented through the use of in-memory computational clusters, such as Apache Ig-
nite or Google BigQuery BI Engine, where modified data is delivered from CDC channels immediately following
event processing. This makes it possible not only to reduce system response latency to data changes, but also to
enable adaptive scaling of computational resources based on the context of the analytical query.

Collectively, these approaches provide a multi-level improvement in the efficiency of CDC procedures by
reducing the impact of workload on performance, enhancing transactional consistency, minimizing analytical
processing latency, and improving adaptability to the current demands of real-time distributed computing.

Conclusions. This study substantiates the role of Change Data Capture (CDC) technology as a key compo-
nent of effective real-time data replication within modern cloud and hybrid architectures. It has been estab-
lished that the efficiency of CDC implementation depends not only on the technical solution itself but also on
its alignment with the type of data source, the nature of data changes, and the requirements for consistency,
scalability, and latency. The analysis identified the most relevant architectural models for CDC deployment,
described the criteria for their effectiveness, and examined technical constraints that arise in systems with
high-frequency data changes. The main challenges include performance instability, conflicts during concurrent
data access, and compatibility issues with certain database management systems and streaming platforms.
The study provides a scientific rationale for the adoption of adaptive buffering mechanisms, asynchronous
change logging, and integration with in-memory analytics as strategic directions for enhancing the reliability
and performance of CDC infrastructures. Future research should focus on intelligent strategies for the dynamic
optimization of CDC processes based on workload context and business process characteristics.
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oA TA AHAJII3 ACIIEKTIB IOBTOPIOBAHOCTI PYTHHHUX 3ABJIAHD
Y NIPOLIECI PO3POBJIEHHA MOBIVIbHUX JOJATKIB

Anomayis. Memoio 00cAid#CeHHs € cucmeMHUll aHai3 pymuHHUX N08MOPI08AHUX 3a80aHb, U0 BUHUKAIOMb Y npoyeci
PO3p06IeHHSI MOBIILHUX 3ACMOCYHKIB, 0 MAKOXC BU3HAYEHHS IXHb020 8N1UBY HA eheKmUBHICMb po6omu po3pO6GHUYbLKUX KO-
MaHd. Ocobausa ysaza npudinsiemubcsi 8usi8eHHI0 nidxodie 0o 3HUNCEHHS 06Cs12y pymuHHUX O1tl 3a paxyHoK agmomamu3ayii,
cmaHndapmusayii ma noemopHo20 UKOPUCMAHHS piuleHb.

Memodosi02is. Y po6omi 3acmocoeano komn/ekcHUll nidxio, Wo noedHye aHaJiz Haykosux nybaikayill, 024150 2any3eaux
38imis, @ makod cucmemamusayio MunNo8ux pymuHHUX 3a80aHb HA PI3HUX emanax *ummegozo Yukay Mo6i1bHO20 3acmo-
cyHKY. [IpogedeHo nopieHANbHUL AHAI3 ICHYIOYUX MEeXHIYHUX piuleHb: [HCmpYyMeHmie agmomamu308aHo20 mecmyeaHHs, 2e-
Hepayii kopucmyesaybkozo inmepdelicy, 3acmocysanHsi npakmuk DevOps i inmezpayii 6ipmyaibHux nomMiyHuKis.

Haykoea HOBU3HA. 3anponoHO8AHO y3azaibHeHy Kaacudikayito pymuHHUX 3a8danb Mo6iabHOT pO3po6KU 3 ypaxyeaH-
HAM cneyugiku Android ma i0S-naamgopm. Bnepuie KOMNAEKCHO NPOAHANI308AHO NPO2AAUHU Y 3ACMOCYB8AHHI CY4ACHUX
iHcmpymeHmie asmomamu3ayii came y Mo6inbHill chepi. BusHaueHo, wo 6inbwicms icHyouux nioxodie He 8paxo8yoms 0co-
6.1ugocmi MobiabHUX naamg@opMm abo Mawms 8y3bkull mexHiyHull poKyc.

BucHosKu. Pesyrbmamu docaidsiceHHs nidmeepoxicyioms akmya/abHicme HeobxidHocmi yHigikayii ma asmomamusayii
noemopoeaHux 3asdanb 045 nidsuujeHHA epekmugHocmi MOGINBHOI po3pobKU. 3anponoHO8AHO NepcneKmusHi Hanpsmu
nodaavwux docaidxiceHb, 30KpeMa po3pobaeHHs cneyianizoeanux iHcmpymeHmis, wab/10Hie ma npakmuk, adanmosaHux 0o
BUKAUKIE MO6IL1bHOI iHJceHepil, wo do38oaumb ckopomumu eumpamu Yacy ma pecypcis, 3MeHWUmu KisbKicms nomMuaox i
npuckopumu euxid npodykmy Ha pUHOK

Katouosi caoea: mo6inbHuUll 3acmOoCcyHOK, po3pobka dodamkis, pymuHa, N08Mop8aHicms, NpozpamHe 3a6e3neueHHsl,
asmomamu3sayis, ’}eummeasutl Yuk/a npo2pamHo20 3a6e3neyeHHs.

Danylo TROSHCHY], Yuliya KUZNETSOVA. REVIEW AND ANALYSIS OF REPETITIVE ROUTINE TASKS IN
THE MOBILE APPLICATION DEVELOPMENT PROCESS

Abstract. The purpose of the study is to provide a systematic analysis of repetitive routine tasks in the development
of mobile applications and to determine their impact on the efficiency of development teams. Special attention is paid to
identifying approaches to reducing routine workload through automation, standardization, and reuse of solutions.

Methodology. The study applies a comprehensive approach that combines analysis of scientific publications, review
of industry reports, and systematization of typical routine tasks at different stages of the mobile application lifecycle. A
comparative analysis of existing technical solutions is conducted, including automated testing tools, user interface generation,
DevOps practices, and the integration of virtual assistants.

Scientific novelty. A generalized classification of routine tasks in mobile development is proposed, taking into account the
specifics of Android and iOS platforms. For the first time, existing gaps in the application of modern automation tools in the
mobile domain are comprehensively analyzed. It is identified that most existing approaches either overlook platform-specific
requirements or have a narrowly focused technical application.

Conclusions. The research results confirm the relevance of unifying and automating repetitive tasks to improve the efficiency
of mobile development. Promising directions for further research are proposed, including the development of specialized tools,
templates, and practices tailored to the challenges of mobile engineering, which will reduce time and resource consumption,
minimize errors, and accelerate product delivery to the market.

Key words: mobile application, app development, routine tasks, repetition, software development, automation, software
lifecycle.
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Betyn. Y cyyacHoMy cBiTi MOGiJIbHUX TeXHOJIOTiIA po3pobKa A0AaTKiB cTae Bce GibLI MONMy/IsIPHOIO
Ta HEeOOXiZiHO. 3 KOXKHUM JJHEM 3POCTA€E NONUT Ha fIKiCHI MOGiNbHI pilleHHs, 110 CTIOHYKa€e po3pOOHUKIB
MpanoBaTH HaJ, HOBUMHU POEKTAMU Ta BAOCKOHa/NIOBATH icHy04i. Ocob6nBoi nonyasipHOCTi HabyBalOTh
mobile-first migxoau, kosu came Mo6isbHA BEPCis MPOAYKTY CTa€ OCHOBHOIO TOYKOIO B3aEMOZII 3 KOPUCTY-
BaveM. [Ipuk1agy TakuX NPOAYKTIB — yKpalHCbKUM 3acTOCYHOK Diia, iAKW KapAUHAJbHO 3MIHUB CIPUAHAT-
TS AePKAaBHUX MOCAYT y nuppoBoMy nmpocTtopi, abo BetterMe, 1m0 3yMiB BUMTH Ha IJI06aJIbHUN PUHOK 3 Pi-
LIEeHHSAMHU AJ151 i3SUYHOT0 Ta MEHTAJbHOTO 370pOB’s. TakoX BapTo 3rajiaTH cTapTanu Ha Kutaiat Reface Ta
Liki24, siki IeMOHCTPYIOTh, IK MOOIJIbHUN 3aCTOCYHOK MOXKe CTaTH IAPOM MMPOAYKTY Ta ipakBepoM Gi3Hecy.

YcnimHicTh TaKUX MTPOEKTIB 3a/I€KUTH He JIMIIE BiJ iHHOBaI[ilHOI ifiel, a ¥ Big epeKTUBHOCTI peasizalii -
i caMe Ty T BUSABJISIETHCS BAXXJIMBICTh CHCTEMHOTO MMiJIX0AYy Z10 PO3POOKH. Y MpaKTHIi MOGiTbHOTO pO3pOo6HUKA
3HaYHa YaCTHHA Yacy BUTPAYAETHCS HA BUPILIEHHS TUIOBHUX 33/aY, IKi 3 IPOEKTY B MPOEKT MAIOTh NOJiOHY
CTPYKTYpY # Joriky. MeThcs mpo Taki eTanu, AK CTBOPEHHS apXiTeKTypH MPOEKTY, MiAKI0ueHHs 6i61ioTeK,
opraxisanis B3aeMogii 3 AP, TecTyBaHHS#, miATpHUMKa TOLLO.

IlocTaHoBKa npo6sieMH. He3Bakatoyu Ha Te, 1[0 PYTHUHHI 3aBJAaHHS 4YacTO CIIPUHMANOThCS SIK Jpyropsif-
Hi, iIX IOBTOPIOBAHICTb I TPYAOMICTKICTb MOXYTb iCTOTHO BIJIMBAaTHU HA 3arajibHy NPOAYKTUBHICTb KOMaHAHU
pO3po6HUKIB. KoXkeH NPOEKT MOYMHAETHCS 3 HA6OPY THUMOBUX AiH, AKi BUMararoTb BUTPAT 4acy i yBary, ajue
[IPY LIbOMY He JI0JJal0Th yHiKa/AbHOI LiHHOCTI NpoAyKTY. Taka cUTYyaLisi CTUMYJIIOE MTOLIYK CI0CO6iB aBTOMAaTH-
3auii, craHgapTU3anii Ta onTUMi3anii [UX Npouecis.

B ocTaHHi poku y chepi Mo6ibHOI pO3pOOKH 3’IBUJIMCS YMCJIEHHI iIHCTPYyMEHTH Ta MiAXO0AH, 10 [J03BO-
JISIOTh 3MEHIIUTH HaBaHTAXKEHHS Ha pPO3PO6HUKA, CKOPOTUTH Yac BUXOAY NPOJAYKTY HAa PUHOK i MiABULUTH
AKicTp KiHIEeBoro npoAykTy. IIpoTe ix 3acTocyBaHHs YacTo ¢parMeHTapHe, a BiICYTHICTb CHCTEMHOTO M-
XO/ly 10 MOBTOPIOBAHMX 33/1a4 NPU3BOAUTD A0 AyOJIIOBAaHHS 3yCUJIb Ta YCKJIAJHEHb NPU MaclITabyBaHHI KO-
MaHAHOI pO6OTH.

Y uboMy KOHTEKCTi mocta€ nmorpeba y Oibil rIM60KOMY aHasi3i MOBTOPHOBAHUX 3aBJlaHb, BJACTUBUX
MOGiJIbHINA po3po6I, 3 MeTOI0 MoAa bIIoro GpopMyBaHHS PeKOMeHJalil moAo ix epeKTUBHOI opraHisaiiii,
onTuMizanii abo aBTomMaTu3sanii. 30kpeMa, BaXKJIMBO BPaXOBYBaTH ClelU}iKy KUTTEBOIO LIUKJIY MOGIJIBHOTO
3aCTOCYHKY - Bii opMyBaHHS BUMOT /10 MiATPUMKH NPOAYKTY B OCTPEJII3HOMY nepiofi.

AHani3 gociigxeHsn i my6sikaniil. Po3po6ka Mo6iJIbHUX 3aCTOCYHKIB OXOIJIFOE IITMNA CHEKTP TEXHIYHUX
i opraHisaniiHUX NpoLeciB, 1110 MOBTOPIOKTLCA 3 IPOEKTY B NPOEKT. Taki 3aadi, NONPU CBOIO TEXHIYHY MPO-
CTOTY, CTAHOBJISITh OCHOBY II0ZIEeHHOI pO60TH PO3pO6HHMKA | MAlOTh CyTTEBUH BIJIMB Ha 3arajibHy NPOAYKTHUB-
HiCTb KOMaH/Y. He3Baxkarouu Ha CBOK OY/IEHHICTb, Iii 33/]a4i BIVIMBAIOTh Ha epEKTUBHICTh KOMaH/IH, IKiCThb
KOZy, IIBUJKICTD peJii3iB i 3arajbHy cTabijIbHICTb NPOJLYKTY.

PyTuHHI 3aBaHHs B MO6i/IbHINA po3po061i BKJIIOYAIOTH (aj1e He 06MeXKYI0ThCs): Ha/AIITYBaHHS CepelOBU-
1, NiAK/II04YeHHs 6i6/1i0TEK, CTBOPEHHSI TUIIOBUX KOMIOHEHTIB iHTepdeiicy, koHpiryparito API, HanncanHs
toHiT- Ta Ul-TecTiB, 3anmyck TecTiB, aHaJi3 JIOTiB, OHOBJIEHHS 3aJIeXKHOCTEH, CKJIalaHHsI 36ipKH, 3allyCK CUMY-
JISTOPiB 260 eMynsaTOPiB, KOHQIiryparito Cl/CD, mepeBipky mys1 pekBecTiB ToIo. YacTo came ni Aii BUMararmThb
MOBTOPEHHS, He [0lal09M HOBU3HH, ajle 3a/IMIIAaI0YUCh KPUTUYHO BaXXJIUBUMHU 19 YCMIIHOTO 3aMycKy i miA-
TPUMKHU 3aCTOCYHKY.

Baxk/IMBO BiZj3HAYMTH, 1110 XapaKTep PyTUHHUX 33/ja4 3HAYHOI0 MipOI0 3aJIeXXKUTh Bif MaciITaby IpOEKTY,
BUKOPHCTOBYBAHHX TEXHOJIOTiIM Ta 0COGJIMBOCTEN KOMaHAM PO3pOOHUKIB. Hanpukiaz, y HeBEJUKHUX TPOEK-
TaxX YacTHHA LMX 3aBAaHb MO)Ke GyTH MiHIMi30BaHa 3aBJSKH NMPOCTOTI CTPYKTYPH, TOAI K Yy MacIITaGHUX
KOPIIOPAaTUBHUX PillIEHHAX CKJIAJHICTD 1 KIJIbKICTb pyTUHHUX NIPOLECIB 3POCTAE B PasH.

3a AesKMMU OLIiIHKaMH, Ha BUKOHAHHS PYTUHHUX 33/1a4 M06i/bHI pO3poOHUKHK BUTpavawTb A0 60% cBo-
ro yacy. Takuil o6¢cAr po60TH 4aCTO HeJOOLIHIOETHCS, X04a caMe BiJi epeKTUBHOCTI iX BUKOHAHHS 3a/IEXXUTh
IIBU/KICTb BUBE/IEHHS TPOAYKTY HA PUHOK, SIKiCTb KoAy i moza/ibiia nifTpuMKa [6, 7].

AHaniz ny6sikaniil y cdepi nporpamHoi iHxkeHepii CBiAYUTh Npo HAsIBHICTb 3HAYHOI yBaru 0 PyTUHHUX
3a/1a4, 0COGJIMBO B KOHTEKCTi aBTOMAaTH3allii, TOBTOPHOTI'0 BUKOPHUCTAHHS KO/, 3aCTOCyBaHHS 11a6JI0HIB po-
€KTYBaHHS TOILO.

OpHak mepeBaKHA YaCTHHA TaKMUX JOCAIKEHb CTOCYETHCS 3arajbHOI pO3pO6KH NMporpaMHoOro 3abesre-
YeHHs i HeZJOCTaTHbO QOKYCYIOThCS CaMe Ha 0COGJIMBOCTAX MOGIbHOI po3pobkwy, e crnenudika miatdpopm,
3aJIeXKHICTh BijJj Mara3mHiB 3aCTOCYHKIB i B3aEMO/Iisl 3 MOGITBHUMH NPUCTPOSIMHU YACTO 3aJMLIAETHCS M03a
MeXXaMH yBaru JOC/JiIHUKIB.

Ha mpakTuii KoMaHAM CTBOPIOIOTH BJIACHI 6i6J1i0TEKH, BAUKOPHUCTOBYIOTH JIOKAJIbHI 1a6J10HH, opMatisy-
10Thb okpeMi etanu CI/CD, ane 6e3 eanHOi yHiPikoBaHOI MeTOA010TIT TaKi il 3a/IUIIAI0TECA TOYKOBUMH U TO-
raHo MacUITabyIThCS Ha iHII MPOEKTH 260 KOMaH/H.

TakuM YMHOM, HasIBHICTb MOBTOPIOBAHUX PYTHHHUX 33/ja4 ¥ MOGIJIbHIN po3pob1ii € cucTeMHO0 npobJie-
MOI0, 1110 HANPSIMY BIJIMBA€E Ha ePpeKTUBHICTb POGOTH, MiATPUMKY SIKOCTI Ta IIBU/KICTb OHOBJIEHHS NPOAYKTY.
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[i irnopyBaHHs - oiuH i3 6ap’epiB /1A POCTy Ta 3piJOCTi KOMaH/, TOMy MOAAJbIIE JOCAIPKEHHA Tiel TeMu
€ BKpall aKTyaJIbHUM.

YnpozoBX OCTaHHIX POKIB JOCTIAHULBKUH iHTEpec 0 onTUMi3anii npoueciB po3po6/ieHHs TPOrpaMHo-
ro 3a6e3neyeHHs MOCTIHHO 3POCTAE, L0 3yMOBJIEHO SIK TEXHOJIOTIYHUM IIPOrpecoM, Tak i miZiBUILleHUMHU BU-
MOTaMH [JI0 NPOJYKTHBHOCTI KOMaH/ po3po6HUKiB. Oco6JMBY yBary B LIbOMY KOHTEKCTi IPUBEPTAIOTh CaMe
MOBTOPIOBAHI, pyTUHHI Ail, IKi CympoOBO/KYIOTh MPOEKTYBAHHS, peasisaliio, TeCTyBaHHSA H 06C/IyroByBaHHS
MOOGITbHUX 3aCTOCYHKIB.

BigmosizHo mo 3BiTy GitLab DevSecOps Report 2024 [1], 3HauHa 4acTrHA yacy ¢axiBIiB BUTPAYaEThCS He
Ha CTBOpPEHHS1 HOBOro QYHKIIiOHANYy, @ Ha MiTPUMKY iHOPACTPYKTYpPH, YCYHEHHSI TEXHIYHOTO GOPTy, peB’ro
KO/ly, HaJIalITYBaHHS Cepe0BHUIIA, OHOBJIEHHS 6i61i0TeK TOI0. Y TOMYy K 3BiTi 3a3Ha4eHo, 10 27% po3po6-
HUKIB BBaXKalOTh 30i/bIIIeHHS PiBHA aBTOMATH3allii KJIFOUOBUM YUHHUKOM, SIKHHM Mir 61 CyTTEBO MiJIBULIATH
iXHI0 33/I0BOJIEHICTb POOOTOIO, IO Ife Pa3 MiJIKPECTE BAKJIUBICTb 3MEeHIIEHHS 06CATY TOBTOPIOBAHUX PyY-
HUX [Ji{l y I0/IeHHUX NpolLiecax Mo6iJibHOI pO3pOOKH.

Gitlab Ta Jetbrains y cBoi focnigHuLbKUX poboTax [1, 3] aKLeHTYIOTh yBary Ha 00MeXeHHSsIX, 1[0 BUHUKa-
I0Th BHAC/TiJOK BEJIMKOTO 00CATY pyTHHHOI partii. 30KpeMa, JOCIiJHUKY MiJKPeCAII0Th, [0 HOBTOPIOBAHICTh
Jil y MoGinbHIM po3po6li HeraTUBHO BIVIMBAE HA CTAGi/NbHICTh, IBUJKICTD MOCTA4aHHS OHOBJIEHDb i MEH-
TaJIbHE 3/10pOB’sl iHxkeHepiB. [Ipo6/ieMa nornbJII0ETHCA B yMOBAaX 0OMEXEHUX pPecypciB, TUIIOBO] /151 HEBe-
JINKUX CTApTaIiB abo iH/i-KoMaH/I.

B mexax craTTi [10] aBTOpH AOCTIKYIOTH BIJIMB BipTya/IbHUX [IEPCOHABHUX ACUCTEHTIB Ha epeKTHUBHICTh
BUKOHAHHS pyTUHHUX 3aBJaHb. 30KpeMa, HJeThbCsl Tpo BUKopUcTaHHA Siri, Google Assistant Ta iHmux aHasoriB
JUIsl aBTOMaTH3allii 6a30BUX Ail. Xo4ya miaxizg € mikaBuUM, GibLIiCTh KeWciB opieHTOBaHI HA Mo6yTOBI abo 3a-
rajipHi odicHi cueHapil, a He Ha mpouecy, crenudivHi 151 Mo6iBHOT po3po6ku. KpiM Toro, npakTU4HI acleKTH
iHTerpauii Takux pileHb y po6ode cepefoBHILe PO3POOHUKA 3aTHIIAITHCSA HEJOCTaTHBO PO3KPUTHMH.

Po6ora [5] npucBsiueHa temi aBromarusanii DevOps-3a7ja4 y nporueci po3po6KH nmporpaMHoro 3abesmne-
yeHHs. ABTOp oKpecsitoe 6a3oBi npuHuunu Cl/CD, TecTyBaHHA Ta ynpaB/iHHA peJizaMy, 110 Ge3mnepeyHo
CTOCYETbCA PYTUHHUX 33aZa4. BogHouac, g mpans Ma€e JOCUTh 3araJbHUHN XapakTep — GiabLIicTh BUCHOBKIB
CTOCYIOThCS JIMLIE TPAJULiIHHOI 6eKeH/I-PO3POOKH Ta HE BPaXOBYIOThHCS 0COBJHUBOCTI MOGIIBHUX MIaTHOPM.
Kpim Toro, mpukJ/iain MaloTb 0OMeXXeHy NPaKTUYHY LiHHICTD A5 TUX, XTO npaljoe y cdepi Android a6o iOS.

Y pocnimxkeHHi [9] po3rasgaTbecsa ocobauBocTi BnpoBamkeHHs: CI/CD y Mo6inbHIN po3pobLi B yMoBax
CYBOPHUX PETYJISTOPHUX BUMOT. ABTOPH aHaJIi3yIOTh BUKJIMKH, [TOB'A3aHi 3 JOTPUMaHHIM CTaHZAPTiB 6e31eKu
Ta KOHQiAeHiHHOCTI, Ta MPONOHYIOTH cTparerii A5 ycnimHoro BnposaxkeHHs CI/CD y Takux cepeioBHUILax.
OpHak, KOCTiPKeHHSI 0OMeXY€EThCA CrenudiKo BUCOKOPEryJbOBaHUX rajy3eH, [0 MOXKe 3MEeHIIUTH HOTo
3aCTOCOBHICTh y IIUPIIOMY KOHTEKCTi MOGIIbHOT PO3PO6KHU.

[ly6aikanis [11] npexcrasJsie migxig MOBICAT, cipssMmoBaHMi Ha aBTOMaTH4HY reHepauino GUI-kopy ans
Android-moaaTkiB 3a fomoMoror MeTOAiB iHXKeHepil, kepoBaHOI MogesiMHU. Lleit miaxia 103BoOJIsIE 3BMEHITUTH
py4HY mpallo Ipu CTBOpeHHI iHTepdeiiciB kopucTyBayda. [IpoTe, focaimkeHHs 30cepemkeHe Ha cnenrdidHo-
My acnekTi po3po6ku — reHepanii GUI-kozy, o 06MeKye oro 3aCTOCOBHICTb y BUPIIIEHH] IIUPIIOTO CIEKTPY
PYTHHHUX 3aBJaHb y MOGiJIbHIN po3po6Li.

Y crarTi [8] aHani3yeThcs 3acTOCyBaHHS IHCTPYMEHTIB aBTOMAaTH30BAHOTO TECTYBaHHS, TaKUX K
Selenium, Appium i TestComplete, y npoekTyBaHHi Ta miATpUMLI AKiCHUX MOGIIBHUX 3aCTOCYHKIB. ABTOpH
pO3I/IAAAI0Th KJAIOYOBI XapaKTePUCTUKHU IHCTPYMEHTIB, 30KpeMa IXHI0 THY4KICTb Ta NiATPUMKY Pi3HUX IJ1aT-
¢dopmM. HesBarkatouu Ha KOPUCHUM OIVISLJ, JOCTiKEHHS TOOY/J0BAHO JIUILE B MeXaX TECTYBAHHS Ta HE MiCTUTh
iHpopmauii om0 mokpaleHHs iHIIKUX TUIIOBUX 33/ad ITi/; 9ac po3po6KHU MOGiIbHOTO 3aCTOCYHKY.

[Hma ny6sikanis [4] TakoX MpUcBsiYeHA aBTOMAaTU30BaHOMY TECTYBaHHIO. Y Hill aBTOPH ONUCYIOTH CIie-
nudiky BUGOpy iHCTPYMEHTIB 3a/1€KHO BiJi TUILY 3aCTOCYHKY Ta 610/pKeTy KoMaHu. CTaTTs KOpUCHA A1 3a-
raJJbHOro 03HaHOMJIEHHS 3 MiZIX0jaMHU Jj0 aBTOMAaTH3allii, ajie He aKIleHTYE yBary Ha MoGiJIbHUX PpO3P0OHUKAX
AK IiapoBiM ayauTopii. KpiMm Toro, 6isibia yacTUHA NPUKJIAAIB [T0B’I3aHa 3 BE6-TECTYBAaHHSM, 1[0 3MEHLIYE
peJIEBAaHTHICTh Yy KOHTEKCTI MOOGiIIbHOI iHXKeHepil.

llle oxHe nocaimxenHs [2] 3ocepeKeHe Ha aBTOMATHU3Al] pyTUHHUX il POHTEHA-PO3POOHUKIB. Y cTaT-
Ti 3alIPOMOHOBAHO KOHLENIil0 «EAUHOI IIaTGOPMU» — CepeJOBUILA, Aie 00'€AHAHO TUIOBI IHCTPYyMeHTH, 110
Hak4acTie BUKOPUCTOBYIOTBCS IifL 4ac MOBCAK/AEHHOI pO3pO6KHU. ABTOD IeMOHCTPYE MOKJIUBICTh CTBOPEH-
HS KaCTOMi30BaHOT0 po6090T0 cepeZ0BHINA 3 MiITPUMKOI IOBTOPHOTO BUKOPUCTAHHS KOMIIOHEHTIB i 360py
dinbeky asid ix aganTUBHOTO OHOBJEHHS. [l1aTdopMa peasizoBaHa 3 ypaxyBaHHSM Lean Startup-mogeui, mo
Jl03BOJISIE IIBU/KO aJIalliTYBaTH pilleHHs miJ MoTpe6y KopucTyBada. BogHouac, monpu LiHHICTh 3aIpONOHO-
BaHOI apxiTeKTypH, po60Ta He OXOILIE MPobJieMH MOGIJIbBHOI PO3POOKH, 30CEpPEKYIOUMCh TEPEBAXKHO HA
Be6-koHTeKCTi. KpiM Toro, anasis o6MexyeTbcs e po3po6koo iHTepdeiiciB, 6€3 po3misafy CynyTHIX py-
THUHHUX npoliecis, Takux sk CI/CD, TecTyBaHHA 4u 36ip aHAJITUKH.
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TakuM 4MHOM, 6i/BIIICTD JOCTYMHUX My6JIiKaliit a60 He NPUAIIAIOTh JOCTAaTHBO YBAaru Mo6ibHiNA po3po6-
11§, a60 K OCJiPKYIOTh MPOAYKTHUBHICTD Y 3araJlbHOMY KOHTEKCTI, 30Ccepe/PKy09rCh Ha BUCOKOPiBHEBUX ITiJi-
X0/laX — apXiTeKTypi, TecTyBaHHi a60 3acTocyBaHHi DevOps-npakTuK. [HIIa YacTHHA po6iT MaE BKpal BY3bKy
COpsIMOBaHiCTh (HaNpPHUKJ/aJ, TECTyBaHHS) i CTOCYEThCSA OKPEMHUX TEXHIYHUX pillleHb, 110 He 3aBXKJU Macll-
TabyThCSA ab0 € peJIeBAHTHUMHU B JIOBTOCTPOKOBiH nepcnekTusi. Lle cTBoproe nmoTpeby B 6isblll IIMG60KOMY
aHaJTi3i MOBTOPHOBAHUX 33/1a4 caMe B KOHTEKCTI MOOUIbHOI pO3p0O6KHU — 3 ypaxyBaHHAM ii 0COGJIMBOCTEN HA
pi3HHUX eTanax *KUTTEBOTO LUKJY POTPAMHOTO 3a6e3MeyeHHsl.

AHaJ1i3 pyTUHHMX 3aBJAaHb NiJ, Yac poO3pO6KHU 3aCTOCYHKY. Orisi/i pyTUHHHX 33/1a4 AOLIJIBbHO 3/iHCHIO-
BaTHU y 3B’s13KY 3 eTallaMH1 XKUTTEBOTO [JMKJIy IPOrpaMHOro 3abe3neyeHHs. Lle J03BOINTh TOYHILIE BUSHAYUTH
BY3bKi MicClif, 1[0 HaliMeHIlle aBTOMATHU30BaHi.

Ha eTamni 36MpaHHs Ta yTOYHEHHS] BUMOT PO3POOHHUK 4aCTO CTUKAETHCS 3 MIOBTOPIOBAaHMMH KOMYHiKarii-
MU 3 MeHePKEPOM ab0 3aMOBHUKOM, HeobXiJiHicTI0 dopMasisyBaTh HECTPYKTYpoBaHy iHpopmarito, ajgamn-
TyBaTH Ii /10 TeXHIYHUX 0O6MexeHb maTdopMu. He3Baxkaroun Ha HAsIBHICTb CUCTEM yIpaBJiHHS BUMOTAaMH,
BeJIMKa YacTKa POOOTH TYT 3aJMLIAETHCS PYYHOIO.

Kongirypaliis mpo€eKTy Ha Mo4YaTKy po3p0o6KH TAKOXK NepeAdadaE 6araTo pyTUHHOI po60TH: HAJTAIITyBaH-
HS CTPYKTYpHU MogayJiB, iHTerpanis SDK, HamamwtyBanus CI/CD, TecToBux cepefoBuLl, cxeM 36ipky, signing
configs Tomo. L1i 3a1a4i 4yacTo MOBTOPIOIOTHCS BiJf IPOEKTY /0 MPOEKTY 3 MiHiMa/JIbHUMH BiZIMiHHOCTSIMH, Of-
HaK NMOTPe6yoTh 3HAYHOTO Yacy Ta yBaru.

[lig yac npoekTyBaHHsA iHTEpdeicy pyTUHHUMH 3aBJaHHSMU CTAIOTh NepeHeCeHHs AU3alH-MaKeTiB 10
KOy, aflanTariis ix A0 pi3HUX eKpaHiB, BiicyTHICTb y3romKreHux Ul-koMmoHeHTiB a6o ctuiiB. Lli 3aBganHsa
NoTpe6y0Th 6araTopasoBUX APiOGHUX 3MiH, HEPEBIPOK i yTOYHEHB, 1[0 YIIOBIIBHIOE POGOTY.

Ha etani apxiTeKTypHOro MpOEKTYBAHHS PO3POOGHUK MOCTIHHO NOBTOPIOE CX0XKi Aii: CTBOpeHHS 1a6JI0H-
HUX eJIEMEHTIB, MiIK/JII0YeHHS 6i6J1i0TeK, peasisallisi THITOBUX B3aEMO/Iill i3 6eKeH/[0M, HAlTMCAaHHSA OHAKOBUX
CTPYKTYP AaHUX. bisbIicTh KOMaH/ He MalOTh BJIACHUX reHepaTopiB Koy a6o DSL-iHcTpymeHTiB, TOMY Gara-
TO 3 LIUX NIPOLeCiB BUKOHYIOTbCA BPYyYHY.

[IpoTsarom peasizanii GpyHKI[iOHANTy, TUIOBUMH CTAlOTh 3aBAaHHs iHTerpamnii 3 API, 06po6ka MOMUJIOK,
ctBopenHs Ul Towo. 1li 3apa4i pifko € TBOpYMMHY, ajle BUMAraloTb 3HAYHOT'0 4acy Ta 3yCUJIb.

Ha eTami TecTyBaHHSI pO3POGHHUK CTHUKAETHCS 3 HU3KOK PYTHUHHHUX Ail, NOB'A3aHUX i3 3a6e3neYeHHIM
AaxocTi npoaykTy. Hacamnepe[ ijeTbca Npo HanMCaHHSA IOHIT-TECTIB [J19 epeBipKU JIOTIKK OKpeMHUX KOMIIO-
HeHTiB Ta Ul-TecTiB, ki aBTOMaTHYHO BiATBOPIOIOTH clieHapil B3aeMofii KopucTyBaya 3 iHTepdeiicom. Okpim
CaMOro HanMCaHHf, BXKJIUBO PeryJdpHO 3alyCKaTH Li TeCTH, aHali3yBaTH pe3yJbTaTH, yCyBaTH NPUYUHU
MOXXJIMBUX 300iB, a TAKOX MiATPUMYBATH TECTU B aKTyaJIbHOMY CTaHi B Mipy 3MiHU ¢yHKUioHany. Takox ciif
BpaxOByBaTH, 1[0 HaBiTb 32 HAABHOCTI aBTOMaTU30BaHUX TECTiB, YaCTUHA IlepeBipOK BUKOHYETHCA BPY4YHY -
OJIHAK Iifl py4YHa nepeBipKa, K IPaBUJIO, BiI6YBA€EThCA 11e HA eTali po3po6KH, KOJIH iHXKeHep MepeBipsie mpa-
Le3/]aTHICTb HOBOTI'0 GYHKIiOHAY JIOKATIBHO.

Illo & mo ¢pasu pesizy, To OCHOBHA YaCTHHA HA/IAIITYBaHb BXKe Ma€ OyTH BUKOHAHa paHille, Ha eTani KoH}i-
rypauii 36ipku Ta HanawtyBaHHsa CI/CD-npoueciB. BTiM, TyT 3aM1aeTbcst YMMasio NOBTOPIOBAHMX 3aB/IaHb,
MOB’sI3aHMX i3 JJOHAJAIITYBAaHHAM NapaMeTpiB pesi3Hoi 36ipKH, NepeBipKoI0 IiIbOBUX cepeoBULL (HAaIpH-
kJaa, KoHdiryparii build flavors), miaroTroBkor ckpiHIIOTIB, MeTaJlaHUX, CIUCKIB 3MiH, a TaKOX 3aMyCKOM
asnbda- Ta 6eTa-Bepcii 111 06MeKeHOro Kojia KOPUCTYBAYiB.

Ha eTtamni cynpoBogy ¥ 06cayroByBaHHSI pO3pOOHMK BUTPAyYa€E Yac Ha NepeBipKy aHaMIiTHKH, crash-pernop-
TiB, BiicTeXeHHsI IPO6JIEM, SKi MPOSIBUJIMCS TIMBKK B KopUcTyBadiB. OKpiM TOro, BUHHUKaE noTpebda B nepio-
JMYHOMY OHOBJIeHHi 6i6J1ioTek, 3MiHI noiTUK miaTdopM (Hanpukaaz, Google Play), siki noTpebyroTh mBUA-
KOI'0 pearyBaHHs i CHPUYMHAIOTH JOJATKOBI pyTUHHI HaBaHTXKEHHS.

OkpeMo BapTO BUAIIUTH Po6OTY 3 ¢iibeKoM, siK i3 60Ky KiHIIeBUX KOPUCTYBauiB, TaK i 3aMOBHUKIB. 36ip,
iHTepmpeTariis, npiopuTesallisg mod6akaHb i MPo6JIEM Iie MOCTIMHA Ai/IBHICTD, IKa HEPiZKO He Ma€ 4iTKoi
CTPYKTYPH i 3A4iHCHIOETHCA BPYYHY Yepe3 KiJibKa XKepeJs 0HOYacHO (BiATryku B MapKeri, email, MeceHmKepH,
BHYTDILlIHI TPEKEPH TOILLO).

TakuM YMHOM, MalKe KOXKEH eTall )KUTTEBOTO [[UKJIY MOGIJIbHOTO 3aCTOCYHKY CYNPOBO/KYETbCS 3HAYHUM
06CATOM NOBTOPIOBAHMX 3aB/JaHb. YacTHHA 3 HUX € TEXHIYHO TPUBiaJIbHOIO, aj/le BUMArae BUTPAT yacy U yBa-
T'Y, Bi/IBOJIIKa€ BiJ KpeaTHUBHOI 260 aHA/MITUYHOI JisIIBHOCTI, @ B JOBFOCTPOKOBIM EPCIEKTUBRI — 3HUXKYE 3a-
rajbHy epeKTUBHICTb KOMaH/H.

BHUCHOBKM. Y X0/1i aHa 1i3y O6y/10 BUSIBJIEHO, 1[0 3HAaYHA YaCTHUHA 3aB/[aHb, AKi [II0JHS BUKOHYIOTb MOOiIbHI
PO3POOHHUKHU, MAE PyTUHHUHN XapaKTep i 4acTo 3a/JUIIAETHCA 1M03a yBarow AoCaiAHUKIB. Ha ocHOBI cucTeMa-
THU3aMil TpoIeciB, XapaKTePHUX JIJIs BCiX eTaIiB XXKUTTEBOTO IUKJIY MOBIILHOTO 3aCTOCYHKY — Bif iHiniarizamii
Jl0 MATPUMKH Ta CyIPOBOAY — MOXKHA 3pOOUTH BUCHOBOK, 110 iCHY€E ITOTpeba y NepeocMHUCIEHHI NigX0/iB 10
onTHMizanii came noBTOpOBaHUX Aill. [lonpu mupoke BOpoBaKeHHS 3ac06iB aBTOMaTH3aLii, okpeMi chepy,
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SIK-OT JIOKaJTi3anisg 4yu ¢igbek-MeHeKMEHT, 3aJIMIIAIOThCS HEJOCTAaTHBO AOCTIPKEHUMH 3 TOYKH 30py iX
BILJIMBY Ha 3arajibHy epeKTUBHICTb.

[loTo4yHe fOCAIA>)KeHHA Ma€ aHaJiTUYHUH XapaKTep | He IpeTeHAYE Ha TIOBHe OXOIlJIeHHd TeMU. HaTomicTb
HAOro MeTOw OYJI0 OKPECJUTH KapTy MOBTOPIOBAHUX 33/1a4 Ta BUSBUTH AISTHKH, 10 TOTPEOYIOTh MOJa/IbLIO-
ro BUBUYEHHS. 3 OIJISIZy HA Iie, IepCIeKTHBHUM HANPSIMKOM HACTYIHOTO JOCJi/PKEHHS € MOTJIUGJIeHUH po3-
IJIA/] CKJIAQHOLIB, AKi BAHUKAIOTH M1/ 4aC BUPiLIeHHSA TUIIOBUX PyTUHHUX 3aBJlaHb, @ TAK0X CUCTeMaTHU3alid
icHyrouux nigxo/iB, ix mepeBar, 06MeXeHb Ta JA0LiJIbHOCTI BAKOPHUCTAHHS Y KOHTEKCTI MOGiIbHOT pO3POGKH.
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ASSESSMENT OF THE USE OF CLOUD TECHNOLOGIES IN ACCOUNTING AS AN INNOVATIVE TOOL

Abstract. The purpose of the work is to determine the main levers for the application of cloud technologies in accounting
as an innovative tool.

The methodology used in the work consists of identifying effective means of automatic data collection and tax reporting,
as well as uploading bank statements in the required format. It has been established that developers of so-called digital asset
technologies and software products require constant training and some testing of all service organization processes.

The scientific novelty of the work lies in identifying information literacy and effective financial management as key factors
in increasing the level of financial stability and independence in the context of the development of the cloud environment.

Conclusions. It has been proven that financial awareness and effective financial management are key factors in achieving
financial stability and independence, and therefore, with the help of cloud technologies available to us today, creating innovative
tools that promote effective financial management is a necessary tool for the effective functioning of an enterprise. The main
advantages of using cloud technologies in management accounting are investigated, taking into account the relevance of data
protection issues, company efficiency, efficiency and mobility of management decision-making. The requirements for training
and advanced training of industry specialists are considered. The peculiarities of the domestic, European and global markets,
in particular legislative requirements and accounting standards, are analyzed. The criteria on which the organization of the
accounting system in the cloud environment depends are substantiated. The current aspects of the creation and implementation
of cryptocurrency as one of the digital assets that occupy a certain place in the formation of modern accounting and auditing,
which is considered as one of the possible types of digital currency, which is designed to perform the functions of ensuring
optimality and efficiency, are investigated. The main components of the functionality of software products to simplify
accounting were analyzed. The functionality of software products, the features of working with different types of organizations,
companies, enterprises, their interaction, integration with financial institutions, for effective optimization of data exchange
between companies and specialists were studied.

Key words: cloud technologies, digitalization, software product, accounting, financial analysis.

Tamapa ®PAHYYK, /JAmurpo THUIIEHKO, Anwona /JAECATKO, Jmurpo T'HATYEHKO. OIIIHKA
3ACTOCYBAHHA XMAPHHUX TEXHOJIOTIH B BYXTAJITEPCHKOMY OBJIKY AK IHOBALIIMHOIO
IHCTPYMEHTAPIIO

AHomayis. Memor po6omu € 8U3HAYeHHS OCHOBHUX 8AXCE/I8 30CMOCYB8AHHS XMAPHUX MeEXHO102ill 8 6yX2a1mepcbKoMy
06.1iKy 51k iHHOB8ayiliH020 IHcmpyMeHmapiio.

Memodoso2is, sukopucmaHa 8 pobomi, no/seae y 8usHayeHi eoeKmueHux 3acobie asmomamuyHoz20 360py O0aHUX
ma ¢opmysaHHss nodamkoeoi 36imHOCMI, @ MAKOMC 3A8AHMAXCEHHS OGAHKIBCbKUX 8UNUCOK Yy nompi6bHomy dopmami.
BcmaHossieHo, wjo po3spo6HUKU MAK 36aHUX MexHOo.102ill Yyudposux akmueie ma npozpamHux npodykmie nompeoyiomo
nocmitiHo20 HABYAHHSI MA NeBHO20 MeCMY8aHHsl 8CiX npoyecie opzaHizayii cepsicy.
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Haykoea HO8U3HA po6omu no/s12a€y eu3HaveHHi iHgpopmayitiHoi 06i3HaHocmi ma epekmugHo20 ynpaeaiHHs piHaHcamu
sK K/a04o8ux gakmopis nidsuwjeHHs pigHs iHaHcogoi cmabinbHOCMI ma He3a/1eHCHOCMI 8 YM08aX pO38UMKY XMAPHO20
cepedosuuja. 06rpyHMo8aHo Kpumepii, 8i0 SAKUX 3a/1ex UMb Op2aHizayis cucmemu 6yxeaamepcbkozo 004IKy 8 XMAPHOMY
cepedosuuyi.

BucHoegku. /JosedeHo, wjo ¢pinancosa cgidomicmb ma epekmusHe ynpasaiHHsa GIHAHCAMU € KAIHY08UMU akmopamu
041 docsigHeHHs1 iHaHco80T cmabinbHOCMI ma He3aJ/excHocmi, a omaiice 3a A0ONOMO20H0 XMAPHUX MexXHO/102it, docmynHux
HaM cb0200Hi, cmeopeHHs IHHoBaYIlIHUX [HCMpyMeHmi8, Wo cnpusioms eheKmueHOMY Kepy8aHHI0 piHaHCaMU, € HEOOXIOHUM
iHcmpymeHmom eghekmugHozo pyHKYioHy8aHHs nionpuemcmaa. [locaidxceHo HacAiOKU 3acmocy8aHHs XMAPHUX MexXHO/102i1,
3 Ypaxy8aHHAM aKmMyaabHOCMi NUMAHHS 3axucmy daHux, edpekmueHocmi pobomu komnauii, ii onepamusHocmi ma
Mo6inbHoCcmi. O62pyHmosaHo eumoz2u 0o nidzomosku ma nidsuweHHs keasigpikayii gaxieyie eanysi. I[IlpoananizosaHo
ocobausocmi 8IMYU3HAHO20, €8PONElCbK020 Ma C8imo8o20 PUHKY, 30Kpema 3AKOHOOag4l eumozu ma cmaHoapmu
6yxaanmepcbko2o 06.4iKy. BcmaHoseieHo akmyaabHi acnekmu cmeopeHHs ma 8npoeaod’eHHs Kpunmosaaiomu K 00H020
3 yugposux akmusis, sKi 3alimaroms nesHe Micye y CMAaHOB/AEHHI Cy4AcHo20 064iKy ma ayoumy, Ky po32110aimb sK
0duH i3 moxcausux gudie yugdposoi eanomu, ska NOKJAUKAHA 8UKOHysamu (yHKYIi 3a6eaneyeHHs1 onmumaabHocmi ma
epekmugHocmi. 3anponoHo8aHO 800CKOHANEHHS KOMNOHEHMI8 PYyHKYIOHAIbHOCMI NPO2paMHUX NPOAYKMIE 0151 CNPOUjeHHS
6yxeanmepcbko2o 06.iKy. 062pyHMo8aHo 3anponoHogaHull YyHKYioHas npoepamHux npodykmis, ocobaueocmi po6omu
3 pi3HUMU munamu opzaizayil, KoMnawitl, nionpuemcms, ix 83aemodis, iHmezpayis 3 giHaHco8UMU yCMAaHO8AMU, 045
edpekmueHoi onmumizayii 06MiHy daHuMU Mixnc KOMNAHIAMU, paxieysamu.

Katouoei cnroea: xmapHi mexHos02ii, yugposgizayis, npoepamuuil npodykm, 6yxeanmepcokull 061K, piHaHcosull aHAI3.

Introduction. In today's world, where financial awareness and effective financial management are becoming
key factors in achieving financial stability and independence, the development of a virtual financial assistant
is becoming particularly important. With the help of the technologies available to us today, the creation of
innovative tools that contribute to effective financial management has become possible. Based on the research
chosen by the authors, its purpose is to analyze and improve the use of cloud technologies for accounting and
optimize financial reporting in the process of qualitative modification of cloud services.

Accounting application solutions require hardware for storing and processing information, while server
capacities - computers - are used to host automated management and accounting systems. The server requires
special placement conditions - a specially ventilated room, a staff of specialists to service it, etc. Conventionally,
servers for business management automation systems can be divided into two groups: local equipment and
cloud capabilities. Regarding local equipment, we note that it is computing hardware on which specialized
programs are installed to perform computing operations.

The software operateslocally and does notrequire an Internet connection. This is its advantage. Such machines can
be: office servers, which can be used for software with low resource requirements; high-power personal computers,
which are actually used as servers. Larger businesses with extensive IT infrastructure use large server machines
and a staff of specialists to maintain them as computing equipment. Cloud computing is the same servers, super-
powerful computer machines. All hardware is maintained by technical specialists and programmers. Such clouds
have many advantages for accounting programs, compared to local servers. Like any other software, management,
accounting, or other accounting systems can be stored and administered locally or on remote servers - clouds.

Analysis of recent research and publications. When studying modern domestic, European and global
market features, in particular legislative requirements and accounting standards, it should be noted that the
issue of using cloud technologies in accounting is a relevant issue and requires a comprehensive and thorough
analysis to study and offer recommendations for optimizing accounting activities, which is reflected in recent
publications by researchers. Shish, A. explores cloud technologies in accounting analysis in Ukraine and analyzes
the main differences and strategies for adaptation to the local context [4]. Pramuka B., Pinasti M. dconsider due
to the relevance of small business requests and comprehensively explore the main levers that rely on the use
of cloud and network accounting systems, which is due to the relevance of small business requests a ways to
address them [10]. Berdichevskaya V. considers the main aspects of using cloud technologies in accounting
of organizations, examining their areas of application, main advantages, disadvantages, as well as potential
problems that arise during their operation [6]. Fahmi M., Muda 1., Kesuma S. analyze digitization technologies
and the place of the enterprise in the process of introducing its developments into practical actions in the process
of using accounting and auditing software products [7]. Ghatrifi M. O. M., Amairi ]. S. S., Thottoli M. Investigating
international experience in improving accounting education and training during the development of modern
cloud technologies [9]. Mykhaylovyna S. 0., Matros O. M., Polishchuk O. M. investigate food technologies as an
important aspect of the development of the accounting and taxation system [3]. The problems of implementing
modern cloud technologies and their widespread application in the field of accounting and analysis of financial
activities often fall into the focus of scientific research by modern and foreign scientists, the results of theoretical
research and practical achievements are presented by scientists in their works [1, 2, 5, 8, 11, 12].

Main part. The active development of innovative technologies and other changes that have swept the
economy indicate that they are primarily due to the introduction of cloud technologies and the emergence
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of digital assets such as cryptocurrencies. Today, researchers argue that cloud technologies are changing the
theory and practice of financial reporting and accounting, which cannot be considered outside of the modern
digitalization of information and other flows. Information technology specialists develop special software
products, taking into account that these are new solutions that can help increase the efficiency of enterprise
management, accounting and financial activities using digitalization tools. We can argue that there are a number
of advantages of using cloud technologies, the most important of which are presented on (Fig. 1).
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Business information Software and server
security administration

Diata backup

Communication Software updates
speed

Access to

Business scaling

information

Fig. 1. Advantages of using cloud technologies

Accounting is a component without which the activities of any modern enterprise, institution or
organization cannot do. The main task of modern accounting, in conditions of rapid changes and innovations,
is to provide interested parties of the company with timely, fast and in the shortest possible time, namely:
managers, investors, participants, shareholders, and management, the necessary and truthful information to
make accurate, balanced, and relevant management decisions. An accountant must possess certain digital skills
that relate to information literacy, communication and interaction, security and problem solving. Within the
framework of communication and interaction, an accountant must be knowledgeable in modern technologies,
be able to use the latest platforms and services, while interacting with information users in compliance with the
rules of conduct within the framework of communication of this format. The criteria on which the organization
of the accounting system depends are presented on (Fig. 2).

Criteria for organizing accounting
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Fig. 2. The criteria on which the organization of the accounting system

When it comes to information literacy, an accountant is required to have a significant number of skills that
go beyond the skills of the profession, such as: the ability to qualitatively select and filter data among the arrays
of information in the digital space, recognize business processes and increase the use of modern information
technologies in working with accounting information, etc. Let's analyze a main components of this programs
functionality to simplify accounting, which represented on Figure 3 [5].
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PROGRAMS FOR ACCOUNTING
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Fig. 3. The criteria on which the organization of the accounting system

Functionality of My Electronic Document (M.E.DOC): universality: suitable for use by entrepreneurs of any
type of activity and various tax systems; modular structure: The program has a modular structure that allows
you to customize individual functionality depending on the needs of the enterprise. Features include personnel
records, payroll calculation, connection of the System of Mandatory and Centralized Accounting and Reporting,
registration of excise invoices and transport consignment notes (TCN), as well as a full cycle of work with
account books and tax invoices; electronic exchange: simplifies the process of exchanging electronic documents
with counterparties and supports online reporting; electronic reporting: allows you to submit reports online
to all regulatory authorities. Dilovod fuctionality: combining accounting and management records, control
of turnover, registration of single contribution payers (SCP) and the ability to submit electronic reports - all
these features in one program; the ability to keep records of several sole proprietors and legal entities on one
database; automatic archiving of copies of documents and display of all monetary circulation in the system;
an important bonus - automatic checking for errors in reporting; the ability to submit reports online, if there
is Internet access. It can be an attractive alternative for entrepreneurs who are looking for a convenient and
functional tool for accounting and reporting without significant efforts to learn accounting skills. Master
functionality: accounting: integration with the client bank simplifies financial transactions on accounts. The
program also allows you to keep records of sales, purchases, monitor warehouse balances and accurately
determine actual production costs. Financial reports are generated automatically, providing the user with up-
to-date information; personalized interface: master provides users with the ability to customize the interface
according to their needs and preferences, which makes interaction with the program as convenient and effective
as possible; allows reporting to regulatory authorities directly through the software interface, providing quick
and convenient access to this option. With this approach, the subscription fee becomes more transparent and
decreases proportionally to the number of additional functions installed. Using Bookkeeper the company's
employees can easily enter primary documents, thereby leaving the accountant with the tasks of checking the
correctness of the data and compiling reports. Functionality: work with different types of organizations, for
interaction with non-profit organizations, sole proprietors and legal entities; integration with Privat-24, which
allows you to speed up the circulation of documents between you, the accountant and your counterparties;
operational and tax accounting of sole proprietors, helps to maintain operational accounting and monitor
tax obligations of sole proprietors; automatic collection of tax reports, generates tax reports automatically,
simplifying your work; downloading bank statements in DBF format.

The functionality of SaaS depends on the selected version, suitable for different types of enterprises:
standard version is suitable for small and medium-sized enterprises; corporate version is an assistant for
large corporations; industry version contains specialized functionality for niche enterprises. The Debit Plus
system functionality: work with wages, tariffs, automatic surcharges; generation of certificates and export to
the bank; work with material assets, stocks, balances; turnover balance sheets and accounting cards; work
with balance sheets and generation of forms, statements, general ledger; work with fixed assets, inventory
cards, acts, depreciation accrual; work with cash and banking transactions, registration journal, advance
reports, cash orders; does not support electronic reporting. Full functionality of iFin Zvit is available even when
using gadgets, smartphones and tablets that can be used remotely. Not need to manually update the program,
since iFin Zvit automatically adapts to changes in legislation. Functionality: ability to synchronize with the
latest version of 1C, if it is installed on the computer, and transfer data and reports; exchange of tax invoices
with clients, their registration in the Unified Register of Tax Invoices and submission of requests; conclusion
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of contracts with regulatory authorities, warehouse accounting and payroll calculations; provision of expert
consultations in cases of unclear situations; the ability to send reports to the Treasury, Pension Fund and Tax
Inspectorate. Smartfin.ua allows not only professionals, but also entrepreneurs without special specialists to
keep accounting records independently. Smartfin.ua functionality includes: work time accounting; reporting;
control over settlements and cash transactions; calculation of salaries, bonuses and allowances; accounting for
all trade transactions; maintenance of employment contracts and employee cards; the ability to send electronic
reports through your personal account [5].

The studied cloud products are usually complex products, not limited to providing the right to use the
software, but also including other additional services depending on the selected cloud services, including
ensuring reliable isolation of the resource pool provided to the client from the resource pools of other clients
and system technology stack using server and network virtualization tools, confidentiality and protection of
customer data, ensuring the continuous functioning of relevant services. Analyzing the ways and prospects for
the development of accounting and certification, it should be noted that the convergence of cloud technologies
and digital assets means changing the ways of optimizing accounting and conducting financial activities. WThis
procedure includes identifying and analyzing all controls, determining which controls should be implemented,
and identifying gaps that need to be remedied. During testing, specialists verify and confirm changes in control
areas and identify them through walkthroughs, observations, and evidence checks. At the end of testing and
other activities, an analysis is performed and necessary recommendations are introduced to improve the
efficiency of the system. In fact, clouds are suitable for all participants in business processes, in particular
for financial services — optimization and savings on the purchase and maintenance of equipment, salaries for
a full-time specialist or an outsourced programmer. The advantages of using cloud services for accounting
automation are obvious.

Conclusions. Ukraine's active integration into the European and global economic space contributes to
continuous changes and improvements in the system of accounting standards and financial reporting. This
is due to both changes in the economy and the fact that the domestic accounting system is systematically
combined with international financial reporting standards (IFRS). The IFRS system itself is also constantly
being improved, which necessitates the constant adaptation of the national accounting standards system to
updated international standards. Under such conditions, the use of software products for accounting control
and financial reporting generation aims to ensure high-quality and proper interaction between programming
specialists and accounting specialists when developing software products. Server duplication and backup
technology allows the user not to worry about the reliability of information, so any data can be restored quite
quickly. Access to the accounting program is via remote desktop or via a Web browser. There is no need to
download the configuration to your computer or use office facilities. The only condition for a quick response
from cloud software is the speed of the Internet connection. In the local version, access to the system is possible
only if the host computer is working. The convenience of using cloud technologies is that the capacity can be
scaled by increasing the space on the server as needed, or vice versa, reducing it. Permission to the information
base can be restricted in a matter of minutes, while this is not easy to implement with local capacities. Quite
often, it is information data security that is the condition that restrains small business owners from migrating
to the cloud, which requires additional attention from researchers.
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AJITOPUTMH ONTUMAJIbHOT MAPIIPYTU3ALIIT A1 CJIYKB EKCTPEHUX PEATYBAHb

Anomayis. Memoio d0caiddceHHs € NUMAHHA nidsuweHHs edhekmueHOCMI peazy8aHHs CAYHC6 Had38U4aliHUX cumya-
yitl wasixom onmumizayii anzopummie mapwpymusayii ma po3pobka mMamemamu4Hoi Modeai mapwpymusayii ma aszopum-
Mig, SIKi 3a6e3neuyoms HAUKOpomui WASXU 3 Yypaxy8aHHAM 3MiH JOpoxcHbOI cumyayii 8 peasibHOMY Yaci.

Memodoso02is. Y docaidceHHi sukopucmaHo memodu meopii 2pagpis, espucmuyHi ma adanmusHi an120pummu, a Makoxic
cumyasiyitine Modea08aHHs 0151 NOPIBHSIHHA ehekmugHocmi pizHux nioxodia.

Haykoea Ho8u3Ha. Ynepuie 3anponoHo8aHo KomnsaekcHull nioxid do no6ydosu mapwpymy 3 ypaxy8aHHam JuHaMiYHOT
3MIHU JOpOJCHLOI 06CMAHOBKU 8 pealbHOMY Yaci, ujo 6a3yemubcs Ha A0anmMueHOMY AA20PUMMI 3 MeXaHI3MOM nepenaaHy-
eaHHs. Ha 8idmiHy 610 KaacuuHux memodis, po3pobaeHuli ai2opumm 003680./151€ CBOEUACHO KOpU2ysamu Mapupym y pasi eu-
s18/1eHHS 3amopis, agapill yu nepekpummis, 3a6e3nevyroyu cmilikicmeo piwieHb ma minimizayito yacy npuymms. Kpim mozo,
docaidxceHHs1 nepedbavae macumabosaHicms aa120pummis 0415 pi3HUX munis Hace/neHUX NyHKMie — 8id Mezanoicie 0o cinb-
cbKoi micyesocmi — 3 ypaxy8aHHsiM ocobaugocmeli doposcHbol iHgpacmpykmypu. Bascaugoro ckaadogoo Ho8u3HU € iHmMe-
epayist Modeii 8 peanbHi cucmemu nidmpumku hpuliHsimmsi piuieHb, Wo dae 3Mo2y He Aulle Mode1t8amu, aJae U NPaKMu4Ho
3acmocogyeamu pe3ys1bmamu.

BucHogku. 3anponoHosaHuti adanmugHutl hidxid do mapwpymu3sayii do38o.155€ cymmego 3amMeHwumu cepedHitl uac pe-
az2yeaHHs cAyxc6 HadzeuyatiHux cumyayiili, o nidmeepdyiceHo pezyabmamamu cumyasyiiiHo2o modeao8aHHs. Po3pobaeni
aszopummu 3a6e3ne4yroms 2Hy1ke 8paxy8aHHs1 OUHAMIYHOI OPOXHCHLOI 06CMAHOBKU 8 pexcuMi peasbHO20 HaCy Ma MOHCYMb
6ymu iHmezposgaHi y cyyacHi ducnemuepcuvki cucmemu. Macwma6ogaHicmsb i mexHo02iYHA CyMicHicMb piwleHHs po6umb
lio2o nepcnekmugHUM 0151 BNPOBAODNHCEHHS Y PIZHUX AOMIHICMPamMu8HO-mepumopiaibHuUX ymoeax Ykpaiu.

Katouyosi cnoea: anzopummu mapwpymusayii, cayxc6u HadsguuatiHux cumyayitl, onmumizayis, yac peazy8aHHs, meopis
epadpis, adanmusHi aszopummu, mpaHcnopmHa Modeo.

Oleksii KHONIN, Olena SKLIARENKO. OPTIMAL ROUTING ALGORITHMS FOR EMERGENCY RESPONSE
SERVICES

Abstract. The purpose of this study is to enhance the efficiency of emergency response services by optimizing routing
algorithms and developing a mathematical model and algorithms that ensure the shortest paths while accounting for real-time
changes in road conditions.

Methodology. The study employs methods of graph theory, heuristic and adaptive algorithms, as well as simulation
modeling to compare the effectiveness of various approaches.

Scientific novelty. A comprehensive approach to route planning is proposed for the first time, taking into account dynamic
changes in traffic conditions in real time. It is based on an adaptive algorithm with a replanning mechanism. Unlike classical
methods, the developed algorithm allows for timely route adjustments in case of traffic jams, accidents, or road closures,
ensuring solution robustness and minimizing arrival time. Moreover, the study considers the scalability of the algorithms for
various types of settlements - from large metropolitan areas to rural regions — while accounting for specific features of the
transportation infrastructure. An important aspect of the novelty lies in the integration of the model into real-world decision
support systems, enabling not only simulation but also practical implementation of the results.

Conclusions. The proposed adaptive routing approach significantly reduces the average response time of emergency
services, as confirmed by simulation results. The developed algorithms provide flexible handling of real-time traffic dynamics
and can be integrated into modern dispatch systems. The solution’s scalability and technological compatibility make it
promising for implementation in various administrative and territorial contexts of Ukraine.

Key words: routing algorithms, emergency response services, optimization, response time, graph theory, adaptive
algorithms, transportation model.
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Beryn. lIBuakicTh npubyTTS CIYK6 €KCTPEHOI0 pearyBaHHs € BU3HaYaJlbHUM YHHHUKOM [1J151 36epexeH-
HS KUTTA Ta MiHiMi3anii 30U TKIB y Ha/iI3BU4alHUX CUTYaLisx. B yMoBax 3pocTaHHs yp6aHisaLii Ta TpaHcopT-
HOT'0 HaBaHTAKEHHS BUOIp ONTHMaJIBHOI0 MapIIpPyTy YCKJIAJHIOETbCA AUHAMIKOIO JJOPOXKHBOI 06CTaHOBKH.
AKTyanbHICTb AOCTiAKeHHS 3yMOBJIeHA 3POCTAaHHSM HaBaHTAXKEHHS Ha CJY>KOM pearyBaHHs B yMOBax yp6a-
Hi3auii, IHTEeHCMBHOT0 aBTOMOOGI/IBHOTO PyXy Ta YaCTHX HaA3BUYAWHUX MOZiH.

TpaguuiitHi anropuTMu MapupyTusanii, sk-oT JedkcTpa 4u A¥, He BpaxoBYIOTb 3MiHM B peajibHOMY 4aci,
110 3HMKYE IXHI0O epeKTUBHICTB. Lle 3yMOBJII0€ HEOOXiAHICTD PO3POOKU alaNTUBHUX pillleHb, 3JaTHUX IIBU/]-
KO pearyBaTH Ha 3aTOpH, aBapil Ta iHIII nepelKoay.

MeTo10 AOC/TiAXKEHHS € CTBOPEHHS aJIFTOPUTMIB MapiupyTu3anii gus cayx6 101/112, ski 3a6e3ne4yoThb
MiHiMaJIbHUM Yac pearyBaHHA 3aBJAKH BpaxXyBaHHIO 3MiH JJOPOXHiX yMOB Y peaJlbHOMY 4aci.

IloctaHoBKa mpo6JieMu. CiyKOU €KCTPEHOr0 pearyBaHHS 4YacTO CTHUKAKTLCA 3 MPo6JieMOI0 BUGOPY
HaWIIBUALIOr0 MapLIPYTYy A0 Micus NoAil B yMoBaxX AWHAMIYHOI JOPOXKHbBOI cuTyalii. TpaguniiHi airoputmu
He BPax0OBYIOTb 3aTOPH, aBapii a60 MepeKpUTTs A0pir y peaJbHOMY 4aci, 1[0 MIPHU3BOJUTb 0 3aTPUMOK i 3HU-
»KeHHs epeKTUBHOCTI pearyBaHHs. BifcyTHICTh afanTUBHUX aJIFOPUTMIB, 3/JaTHHUX ONIEPATUBHO Nepeby10By-
BaTH MapIIPyT 3 ypaxyBaHHSIM aKTyaJIbHUX JAHUX, 06MEKY€e MOXKJIMBOCTI Cy4acHUX JJUCIETYEPCbKUX CUCTEM.
lle cTBopIoE nmoTpeby y HOBUX MiJIX0AaxX 10 ONTUMIi3alil MapuIpyTiB i3 BUKOPHUCTAHHAM iHTEJEKTYyaJbHUX Me-
TOJIB i CUMy/IAIiHOTO MO/le/IF0BaHHA [1; 4].

Anaunis gocaigxens i ny6aikaniid. [Ipo6sieMa no6yz0BM epeKTUBHUX MapUIPYTiB Y TPAHCIIOPTHHUX Mepe-
YKax pO3MIAAAETBCA B HAYKOBIH JIiTepaTypi Bxke NoHaA NiBcToiTTa. Cepe/ KJIaCUYHUX NiXOAIB 10 BUpiLIeHHSA
3a/ja4 MapupyTH3anii HaknmomupeHimMMy € aaroputm Jekcrpy, aaroputm A* ta aaroputm droiiga-Yop-
mwesta [8]. Ui aaroputMuy 3a6e3ne4y0Tb 3HAXO/KEHHSI HAMKOPOTIIOro LUISAXY B 3BAKEHUX rpadax, oAHaAK
MaloTh EBHi 06MeXXeHHS 100 MacIITab0BaHOCTI Ta aJanTanii [0 AMHAMIiYHUX 3MiH Tpadiky.

Y cydacHUX AocCaipKeHHsX yce 6isblie yBaru NpuAiIsSETbCA aJalTUBHUM Ta iHTEJIEKTYaJbHUM MeTOaM
onTuMizanii. 30kpeMa, po3rIsAAaThCs MiJX0AN HAa OCHOBI MHaMiYHUX rpadiB, y SKUX Baru pedbep 3MiHIOIOTb-
csl B PEXXUMI peasibHOTO Yacy, 3aJIeXKHO BiJj HaBaHTaKeHHs Ta 3aTopiB [3]. BukopucTaHHs MeTO/iB MalllMHHO-
ro HaBYaHHS JJIs1 IPOrHO3yBaHHS 3aTPUMOK, BUGOPY MapUIpyTy a0 OLiHKHA PU3UKIB JO3BOJISAE MiJBULIUTH
TOYHICTh Ta epeKTHUBHICTb JIaHyBaHHSA [2].

Oco6./1MBOi aKTyaIbHOCTi HA0YBaIOTh AJITOPUTMH MapIIpyTH3aLii B KOHTEKCTi CUCTEM eKCTPEeHOTOo peary-
BaHHA. Y TaKHUX CUCTeMax BaXKJIMBUM € He JIMILe CKOPOYEeHHH Bi/iCTaHi, a ¥ MiHIMi3anifa 4yacy 3 ypaxyBaHHAM
NpiOpUTeETIB, TUIly HaA3BUYAMHOI CUTYyaLil Ta pecypciB NiApo3ijiB. Y JiTepaTypi npeAcTaBjJeHO Pi3HOMaHIT-
Hi migxoau: 6araToKpuTepiajbHa ONTHUMIi3allis, MO/eJli i3 YaCOBMMM BiKHaMU, BUKOPUCTAHHS reoiHdopmarriii-
Hux cucteM (I'IC) y moennansi 3 GPS [5; 6; 8].

[Tonpu 3Ha4YHi HampalBaHHS, 1OCi CIOCTEPIraeETbCsl HU3Ka 00MeXXeHb: HeIOCTAaTHS aZalTallisl aJirOPUT-
MiB Z10 YMOB MiCbKUX MePeX 3 BUCOKMM piBHEM HeCcTabiJibHOCTI; 06MexxeHa iHTerparis 3 onepaTUBHUMH JiMC-
NeT4epCbKMMHU CUCTEMaMH; BiJICYTHICTb NMOBHOLIHHOI NepeBipKU pillleHb Yy peajlbHUX CLieHapidx, 30KpeMa
B YKpaiHCbKHX yMOBax [1; 4].

Ile Bka3ye Ha HEOOXiAHICTL PO3PO6JIEHHS HOBUX a60 B/IOCKOHAJIEHUX MOJieJIel, I1I0 BPaXxOBYIOThb 0COOJIH-
BOCTi po60TH c/yK6 pearyBaHHsI B YMOBaX 0OMEKEHOT0 4acy, BUCOKOT0 HaBaHTaXeHHs Ha JJOPOry Ta 3MiH-
HOTO CepeJ0BUIIA.

MeTa Ta 3aBAAHHA AOCAiIKeHHs. MeTor0 cTaTTi € miiBUIeHHA ePEKTUBHOCTI pearyBaHHs CJIY>K0 HaJ-
3BHYAMHUX CUTYALi{ MIJISXOM PO3PO6GKHU Ta BIPOBa/KEHHS aITOPUTMIB MaplIpyTH3alii, 3JaTHUX aJlanTyBa-
THCS 0 3MiH JJOPOXKHIX yMOB y peasibHOMY 4aci [9; 10].

JJis1 jocsirHeHHS oCcTaBJIeHoi MeTH cGOPMY/IbOBAaHO HACTYNHI 3aBJaHHSA:

¢ TOOYyZ0Ba MaTeMaTUYHOI MO/eJli MapIIpyTH3allii, ika BpaXx0BYE 4acOBi 3aTPUMKH, 3aBaHTAXKEHICTb Jjopir
Ta THUI NOJAIJ;

* aHaJ1i3 epeKTUBHOCTI KJIACUYHUX i CyYaCHUX aJIFOPUTMIB HAa OCHOBi €EKCIIEPUMEHTAIbHOT'0 MOZIETIOBaHHS;

* P03p0O0Ka a[AITUBHOTO AJIFTOPUTMY MapIIPyTHU3aLii AJsI eKCTPEHUX CJIYKO 3 JUHAMIYHOIO IIEPEOLiHKO
Bar pebep y rpadi;

e peaJlizalig IpOrpaMHOrO NPOTOTUILY CACTEMU MaplUpyTH3aLii;

e OIliHKa MacIITab0BAaHOCTI PillIeHb J/1s1 yMOB Pi3HUX MiCbKHUX | CI/IbCBKUX JIOKALiH.

BukJsia 0oCHOBHOTO MaTepiasy. Y paMKax JoCJiKeHHs 0y/10 po3p0o6JIeHO alanTUBHUH aJIFOPUTM Mapli-
pyTH3ali, IKUH NOEAHYE KJIACUYHI MeTOAM rpadoBOro MoIyKy 3 MexaHi3MaMM JMHAMIYHOTO OHOBJIEHHS Ja-
HUX PO JJOPOXKHIO CUTYaL|il0 B PeXUMi peasibHOTO 4yacy. B ocHOBI pimienHs1 - MoagndikoBaHu# ajaroputm A¥,
po31MpeHUi 6J10KOM OIiHIOBAaHHS aKTyaJbHOTO CTAHY TPAaHCHOPTHOI Mepexi, 1110 6a3yeTbCA Ha TeJleMaTHy-
Hux Ta GPS-nanux.

Juis mepeBipku edeKTUBHOCTI Oys0 MO6GY0BAaHO TPAHCIOPTHY MOJEJb MiCbKOI Mepexi, 110 BpaxoBYE
THUIM J0pir, 0OMeXeHHs UIBU/AKOCTI, UMOBIpHiCTb BUHMKHEHHS 3aTOpPiB Ta HenepeabadeHUx Nofil (aBapii,
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peMoHTiB). [IpoBesieHO cepito CUMYJIALH 3 MOPIBHSAHHAM PO6GOTH KJIACUYHUX Ta aAITUBHUX aJrOPUTMIB Ha
pi3HUX cleHapisax. Pe3ysbTaTH eMOHCTPYIOTh CKOPOUEHHS CEpeHbOTO Yacy npubyTTs Ha 12-27%, wio mif-
TBEPAKYE ePEeKTHUBHICTh 3alIPONIOHOBAHOTO MiIXOAY.

3anpornoHoBaHe pilleHHsI MOXe 6y TH iHTerpoBaHe B CUCTeMH JucieTdyepusanil ciayx6 101/112 ta macui-
TabOBAHO /JIs1 3aCTOCYBAHHSA B MicTax 3 pi3HO0 iHQPaCTPyKTYPHOIO CKJIAAHICTIO.

Y po6oTi Bukopucrano opientoBanuii rpad G = (V,E) G = (V,E) G= (V, E), me:

¢ VVV - MHOXMHA BEPIIWH, L0 TPEJCTABIAITD KJIKY0BI TOUKHU JOPOXKHBOI Mepexi (mepexpecTs, By3/1
AocTymy);

¢ EEE - MHOXXMHa AyT 3 AuHaMiYHUMU BaramMu we(t)w_e(t)we(t), ki 3MiHIOIOTBCSA B 3aJI€XKHOCTI Bij MOTOY-
Hol cuTyalii (3aTop, 06MeXeHHsI LIBU/AKOCTI, aBapii).

Baru ayr BU3Ha4alOTHCA AK:

we(t) = deve(t) + Se(t)w_e(t) = \frac{d_e{v_e(t)} + \delta_e(t)we(t) = ve(t)de + Se(t), me:

e ded_ede - goBxHMHA AiNSHKY;

e ve(t)v_e(t)ve(t) - pakTHyHA IWBUAKICTD HA JiNSAHL Y MOMEHT ttt;

* Se(t)\delta_e(t)e(t) - 3aTpuMKa, 3yMOBJIeHa 0OCOOJIMBUMHU 0OCTAaBUHAMH (HANPHKJIaJ, aBapier abo me-
PEKPUTTSM).

[IceBOKO/ 3aIPONOHOBAHOI0 3/JallTUBHOTO aJITOPUTMY:

Input: rpad G(V, E), noyaTkoBa BepuIivHa s, [[iib0Ba BepIIKHA t

IninianizyBaTu yepry npioputeTis Q:

Juis koxkHoI BepminHU v € V: dist[v] « oo

dist[s] < 0

Q.enqueue(s, priority=0)

[Toku Q He MOpOXKHA:
u < Q.dequeue()
Axmio u == t: 3aBepmWIUTH

st KoxkHOTO cyciga v 3 u:

w < ob6yucanTty_sary(u, v, t)
Axmo dist[v] > dist[u] + w:
dist[v] « dist[u] +w
Q.enqueue(v, priority=dist[v])

fko nijg yac pyxy BUsIBJIEHO NEPEKPUTTS pedpa:
OHOBUTH Bary w_e — oo
MOBTOPUTH PO3PaXyHOK MaplIPyTy 3 NOTOYHOI BepIUWHU

ApanTania MapuIpyTy B peaJlbHOMY 4aci:

» koxxHi NNN cekyHz cucteMa orpuMye oHoBsieHi GPS- a6o Tpadik-gaHi;

* IepPeOI|iHIOE Baru HaubJIMKIUX pebep;

¢ y pasi mepeBUILEHHS JOMYCTUMOrO MOPOrYy 3aTPUMKH — BUKOHYE replanning (moBTOpHe myaHyBaHHS
MapIpyTy).

CumyJisiniiiHe MoJie/IFOBaHHSI BUKOHYBasiocsl 3 BUKopucTtaHHaAM SUMO (Simulation of Urban Mobility) Ha
OCHOBI peasibHUX KapT MicT Ykpainy, iMmnoproBaHux 3 OpenStreetMap. Bysio 3MmozgenboBano nonaz 500 cueHa-
piiB pyxy A5 cyk6 pearyBaHHs y pi3HUX YMOBax.

[IporpaMHUil IPOTOTUN AJITOPUTMY peasi30BaHO y BUIVISAAI MOAYJIS, 10 IHTErPYETHCA i3 AUCTETYEPChKU-
MU CUCTEMAMH Ta MPAIoE ¥ 3B'a311i i3 cuMmynaTopoM Tpadiky. [I[poBesieHO cepilo eKCriepUMeHTIB, Jie opiBHIO-
BaJIMCA KJIACUYHI aJITOPUTMHU MapUIpyTU3aLil 3 afalTUBHUM.

CxopoyeHHs yacy pearyBaHHA ckjaso Bif 1,0 1o 2,4 xBUIUH y cepegHboMy. Y 83% BUNagKiB MapIUpyT,
06paHui aZJaITUBHUM QJITOPUTMOM, He IOTPeOYyBaB KOPEKIil HaBiTh npu 3MiHi yMOB.

Takoxx GyJs1a mpoTecToOBaHa iHTerpanisi 3 IPOTOTUIIOM JMCIETYEPCHKOI CUCTEMH, 5IKA [J03BOJIsJIA Y peaslb-
HOMY 4aci Bidyasi3yBaTH MapupyT i yac mpubyTTs.

OTpuMaHi pe3y/bTaTH NiATBEPKYIOTh ePEeKTUBHICTh aalTUBHOIO QJITOPUTMY Y TIOPiBHSAHHI 3 KJIAacK4-
HUMH NifgxoJaMu. 3HMKEHHS 4Yacy pearyBaHHsA Ha 12-27% € CyTTEBHMM NOKa3HHWKOM, OCOGJIMBO B yMOBAX,
KOJIM KO>XHa XBUJIMHA MO)Xe MaTH BUpilla/ibHe 3HAa4eHHA A/ NOPATYHKY KUTTA YU MiHiMisauii wkoau. 3a-
MPOINIOHOBAaHAa METO/ KA BUSABUIACh epEKTUBHOIO SIK Y MiCbKMX YMOBax i3 BUCOKHMM TpadikoM, Tak i B yMoBax
cinbcpkoi MicieBoCTi 3 06MeXeHUM BUOGOPOM MapIIpYTiB.
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Tabaung 1
CepepaHiil yac npuOyTTA B Pi3HUX MigXoAax (B XBUJIMHAX)
Anropurm Yac (cepepaniii) Bigxunenuns (%)
JeiikcTpa 9,8 +21
A* 9,1 +12
Floyd-Warshall 10,5 +32
3anponoHoBaHM 8,1 0

Jcepeno: cpopmosano asmopamu Ha ocHosi [1; 4; 7]

3aBAsiKM AUHAMiuHil 3MiHi Bar rpada B pexXuMi peasibHOT0 Yacy, CUCTeMa 3[jJaTHa ONepaTUBHO aJlalTyBa-
THCS 10 aBapil, 3aTopiB Ta nepekpuTTiB. [lepeBaru po3po6eHOro miAXoAy:

* BHCOKa LIBU/KICTb pO3paxXyHKy MapLIPyTiB HaBiTh NpH BeJUKiN KibkocTi BepiiuH (1o 5000);

* CTiMKiCTBb 10 3MiH y JOpOKHiN cUTYyaLii;

® CyMicHICTb 3 cy4acHUMHU reoiHpopManiiHUMU CUCTEMaMU;

* MOXXJIUBICTb BUKOPHCTAHHS Y BXKe iCHYI0UUX JJUCIIeTYePCbKUX LIeHTPax.

Ob6MeXxeHHs:

* HeoOXiAHICTb HAABHOCTI HAJliMHUX [I>)KepeJ1 JaHUX PO CTaH J0POXKHbOI Mepexi;

¢ HellOBHe BpaxXyBaHHA JIIOACbKOro GakTopa (HallpyKJIaJ, NOoBeiHKA iHIINX YYaCHUKIB pyxy);

e oTpeba y peryJsipHOMy OHOBJIEHH] 6a3y JaHUX MaplIPYTiB.

[l mepeBipku MaclITaboBaHOCTI Ta CTabiIbHOCTI poOOTH aJIFOPUTMY ITPOBEJIEHO TeCTYBaHHA Ha KapTax
MicCT pi3HOro po3Mipy Ta LiiJIbHOCTI 3a6yA0BU: yMoBHO MaJie (100 Tuc. xxuteniB), cepenHe (300 Tuc.) i Besuke
(monapz 500 Tuc.). [Ipu 36inbuieHHi KinbkocTi BepuinH rpada 3 1000 go 5000 yac 064uc/IeHHs MapUIpyTy 3a-
JIMIIABCA B Mexax 1,2-2,3 ¢, 1110 € JONYCTHMHUM y peaJbHOMY Yaci.

ByJsio TakoX NpoBeJieHO cepito CUMYJISALN y CiIbCbKUX palloHaxX 3 MiHiMaJIbHOIO KiJIBKICTIO aJibTepHAaTHB-
HUX MapLIpyTiB. Y TakuX yMOBax aJIOPUTM JEeMOHCTPYBaB MeHLIMH NPUPICT epeKTUBHOCTI (MIPUOIU3HO
8-12%), aste 36epiraB cTabisibHy po6OTY Ta aZlanTalito A0 3MiH. 3allpONIOHOBAHe pillleHHsS TaKOX NPOTeCcTo-
BaHO /JA: LIBUAKOI MeJJMYHOI JOTIOMOTH — 3 BpaxyBaHHAM Tuly Buk/IuKy; JJCHC - 3 npioputeTamMu A4 no-
KeX, 00BasliB, 3aTOIJIEHb; NOJILi] - Yy BUllaJIKax TEPMiHOBOTO 3aTPpUMaHHs ab0 0XOPOHU 06’€KTiB; ra30BUX Ta
eJIeKTpoaBapiliHUX c1yk6 — y pa3i 06puBiB Mepex abo 3arpo3u BUOYXIB.

BHUCHOBKM. Y MeXax JaHOTO AOC/Ii/KeHHs O6y/J10 po3po6JsieHO i MPOTecTOBAaHO afalTUBHUMU aJrOPUTM
MapuipyTHusanii 415 c1y0 eKCTpeHOoro pearyBaHHs. Pe3y/ibTaTH oka3aJ i 3MeHIlIeHHsI cepeJHbOTo 4acy pe-
aryBaHHA Ha 12-27% nopiBHAHO 3 TpaJULiMHUMU MeToJaMHU (aaropuTMu JledkcTpu Ta A*), 110 mifTBepAKyE
epeKTUBHICTb 3alponoHoBaHoro nigxoay. [IpakTU4YHaA LiHHICTb POOGOTH MOJISITAE Y MOXJIUBOCTI iHTerpauii
aJITOPUTMIB y cUCTeMHU AuciieTyepusanii cayx6 101/112, a Takox y MacuITaboBaHOCTI pillleHHS A/ Pi3HUX
MicT i perioHiB Ykpainu.

3anponoHoBaHUM NiAXi/J J03BOJISIE BpaXOBYBaTU AWHAMIUHI 3MiHU JOPOXXHbOI CUTYyallil, 3a6e3ne4yye 3MeH-
LIeHHs Yacy pearyBaHHs Ha Ha/i3BHUYalHI NoAil i eMOHCTpye xopolly MacliTaboBaHicTb. HaykoBa HOBH3Ha
MOJIATAa€ B MOEAHAHHI KJIaCUYHUX eBpUCTUYHUX MeToAiB (Dijkstra, A*) 3 AuHamMiYHUM nepeo6GpaxyHKOM Bar
rpada Ta npoueaypoto replanning. [IpakTH4YHa LiHHICTb - y MOX/JIMBOCTI BOPOBa/KEHHSI B CUCTEMHU JUCIIET-
yepusauii cnyx6 101/112 a6o micbkux reoindopmauiiiHux naatdopm. HanpsimMu nofanbuinx ocaifKeHb:

* PO3LIMPEHHs aJrOPUTMY 3 YpaxyBaHHSAM NOI'0JJHUX YMOB, 4acy 4061, CE30HHOCTI;

e iHTerpaui 3 po3yMHUMH TPaHCIIOPTHUMHU cucTeMaMu SmartCity;

¢ CTBOpPEHHs IIOBHOLiIHHOI'0 Beb-iHTepdelicy A/ onepaTUBHOIO JOCTYIY AUCTETYepiB;

¢ TeCTyBaHHA y peaJlbHUX YMOBaX CHiJIbHO 3 06JJACHUMU Ta MiCbKUMHU NiJip03AinaMu CIyo6.

CnucoK BUKOPUCTAHMX JKepe:

1. Hojat B,, Ilbeigi M. Adaptive Emergency Evacuation Routing: A Graph-Based Approach. Tongji University Press /
Elsevier, 2024, 292 p.

2. Lakhno V. A, Kasatkin D. Y., Skliarenko 0. V,, Kolodinska Y. 0. Modeling and Optimization of Discrete Evolutionary
Systems of Information Security Management in a Random Environment. Machine Learning and Autonomous
Systems. Smart Innovation, Systems and Technologies, 2022, Vol. 269, pp. 9-22. Springer, Singapore. DOI: https://
doi.org/10.1007/978-981-16-7996-4_2

3. Li X, Shahidehpour M. Urban emergency routing and traffic resilience with real-time data. [EEE Transactions on
Smart Transportation Systems. 2021. Vol. 2, No. 3. P. 214-225.

4. Mahmoud K., Taha M. Dynamic route optimization for emergency vehicle dispatch using real-time traffic data.
Egyptian Informatics Journal. 2022. Vol. 23, No. 1. P. 27-35.

5. Shiri D.,, Akbari V,, Salman F. S. Online algorithms for ambulance routing in disaster response with time-varying
victim conditions. OR Spectrum. 2024. Vol. 46, pp. 785-819. d0i:10.1007/s00291-024-00744-4

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 209



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

6. Talaat F. M., Gamel S. A. Smart navigation system for emergency vehicles (SNSEV): utilizing fog and cloud computing
technology for real-time traffic management. Neural Computing and Applications. 2025. Vol. 37, pp. 15547-15571.

7. Taylor & Francis Group, Evolutionary Optimization Algorithms. Chichester, UK: Taylor & Francis Group, 2021.

8. Toth P, Vigo D. Vehicle Routing: Problems, Methods, and Applications. SIAM, 2024 (updated edition), 527 p.

9. Trisolvena M. N., Wattimena F. Y., Untajana P. P. Logistics Efficiency in Product Distribution with Genetic Algorithms
for Optimal Routes. International Journal of Software Engineering and Computer Science (IJSECS), 2024, Vol. 4, No. 1,
pp. 247-262. Accessed on: Mar. 22, 2024. [Online]. Available: https://journal.lembagakita.org/index.php/ijsecs/article/
view/2045

10. Zverovich V. Modern Applications of Graph Theory. Oxford University Press, 2021, 368 p.

JlaTa HagxopkeHHs craTTi: 18.06.2025
JlaTa mpuiHATTA cTaTTi: 25.06.2025
Ony6.ikoBaHo: 23.09.2025

210 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

UDC 004.056
DOI https://doi.org/10.32689/maup.it.2025.2.31

Maksym CHEREMNOV

Postgraduate Student at the Department of Computer Engineering and Innovative Technologies,
International Humanitarian University,

cheremnovmaksym@gmail.com

ORCID: 0009-0006-4936-4747

TRANSFORMATION OF INTERNATIONAL CYBERSECURITY STANDARDS
AS A RESPONSE TO TECHNOLOGICAL AND GEOPOLITICAL CHALLENGES

Abstract. The article is aimed at analyzing the transformation of international cybersecurity standards (ISO/IEC 27001,
NIST Cybersecurity Framework, GDPR) as a response to technological (Al, IoT, 5G) and geopolitical challenges (state-sponsored
cyberattacks, regulatory fragmentation).

The study aims to identify key areas of evolution of standards, assess their adaptation to current threats, and suggest ways
to improve global cyber resilience through cross-sectoral cooperation.

The study is based on the analysis of verified data from reputable sources, including IBM Security Cost of a Data Breach
2024, ENISA 2023, Verizon DBIR 2024, Microsoft Threat Intelligence Report 2023, as well as official documents of international
organizations (EU, NIST, 1SO). A systematic approach was used to assess technological, geopolitical and regulatory factors
affecting cybersecurity standards. A comparative analysis of standards (ISO/IEC27001:2022, NIST CSF 2.0, GDPR, NIS2) allowed
us to identify their updates and limitations. Additionally, cross-sectoral cooperation initiatives such as the Cybersecurity Tech
Accord and the ENISA MeliCERTes platform were analyzed to assess their role in the implementation of standards.

The article offers a comprehensive analysis of the transformation of cybersecurity standards with a focus on their adaptation
to new technological threats (Al, IoT) and geopolitical realities (state-sponsored attacks). The novelty lies in the consideration
of cross-sectoral cooperation as a key mechanism for implementing standards, which has not been sufficiently covered in
the literature. The study also systematizes standard updates (e.g., the “Govern” feature in NIST CSF 2.0, the integration of
DevSecOps in ISO/IEC 27001:2022) and assesses their impact on global harmonization, highlighting the barriers associated
with regulatory fragmentation.

The transformation of international cybersecurity standards is necessary to counter modern threats. Updates to 1SO/IEC
27001:2022 and NIST CSF 2.0 address risks from Al, IoT, and supply chains, while GDPR and NISZ2 strengthen data protection
and incident response. However, political differences, such as between Western and Chinese standards (GB/T), complicate
global harmonization. The human factor, which accounts for 68% of data breaches, calls for increased cyber literacy. Cross-
sectoral cooperation, such as the ENISA and CISA initiatives, is critical to the practical implementation of standards. In the
future, cyber resilience will depend on flexible standards, coordination between states, the private sector and international
organizations, and investment in education and technology.

Key words: cybersecurity, international standards, Al, IoT, geopolitical challenges, ISO/IEC 27001, NIST.

Makcum YEPEMHOB. TPAHC®OPMALIA MIXKHAPOAHUX CTAHZAAPTIB KIBEPBE3IIEKH AK BIAIIOBIAb
HA TEXHOJIOT'TYHI TA TEOITIOJIITUYHI BUK/IMKH

AHomayia. Cmammsi cnpsiM08aHA HA AHAI3 MOJXCAUBOCMI Ma doYinbHOCMI 3MIH 8 MiXCHAPOOHUX cmaHdapmax Kibep6es-
neku (ISO/IEC 27001, NIST Cybersecurity Framework, GDPR) 3 o240y Ha mexHoso2iuni (L1, [oT, 5G) ma 2eonoaimuyHi YyuHHUKuU.
Mema po6omu. no/si2ae y 8UsHaQ4eHHI KA0Y08UX HANPsiMie esotoyii cmandapmis, oyiHku pieHs ixHbol adanmauyii do cy-
4acHux 3azpos i popmysarHs nponozuyiti wjodo nidsuweHHs 2106a1bHOT Kibepcmilikocmi uepes MixccekKmopaabHy cnignpayio.

Memodoso0zisi. B docaidxceHHi sukopucmaHo cucmemHuil nioxio do OYiHKU MexHO/102iYHUX, 2e0noAimuyHux i pezy-
JASIMOPHUX pakmopis, wjo eniusaroms Ha cmaHdapmu Kibepbesneku. [lposedeHo nopigHsIbHUll aHaniz cmaHdapmis ISO/
IEC 27001:2022, NIST CSF 2.0, GDPR, NIS2, sixuti do3g0.1ue gusieumu ixHi 06 MedceHHsl 8 KOHMeKcmi 3MiH 308HIWHBLO20 cepe-
dosuuwya.

Haykoea Ho8u3Ha noJ/sizae, Hacamneped, y OoKycy8aHHi A0CAIOHEHHS HA MINCCEKMOpAaAbHIll cnisnpayi sik K/AH04080-
20 MexaHizMy peaaizayii cmaHdapmis, wo paHiule 8ucgima8an0csi Hedocmamuwvo. B ybomy konmexkcmi npoananizogamo
iHiyiamueu mixccekmopaswsHoi cnienpayi, maki sk Cybersecurity Tech Accord i ENISA MeliCERTes, 0.5 oyiHku ixHboi posi 8
Moxcausili mpavcgopmayii HasseHUX cmaHdapmis. BusHayeHo, wo ocmaHHi oHosneHHs ISO/IEC 27001:2022 i NIST CSF 2.0
epaxosytoms pusuku 6id LI, IoT i nanyrozie nocmavaxHs, modi sik GDPR i NIS2 nocuaiotoms 3axucm daHux i peazys8aHHsl HA
iHyudenmu. [lpome noaimuyHi po36ixcHOCMI, 30Kpema mixc 3axioHumu ma kumaliicokumu cmarHdapmamu (GB/T), yckaadHro-
oMb 2/106a16Hy 2apMoHizayir. [lapaseabHo i3 Yum 8u3Ha4eHo, ujo Aodcbkull pakmop, wo cnpuvuHsie 68% sumokie daHux,
8UMA20€ NOCUNEHHS Kibep2pamMomHocmi.,

BucHoeKku. 3a nidcymkamu 0ocaidxnceHHs 3p06/1eHO BUCHOBOK, WO y MAlIOYyMHbOMY 2/1006a1bHA Kibepcmilikicms 3asexca-
mume 810 eHyukocmi cmaHdapmis ma egpekmugHoi koopduHayii mixe depxicagamu, NPUBAMHUM CEKIMOPOM i MIHCHAPOOHUMU
Op2aHi3ayismu 3a yMo8U HA/eNHCHUX iHeecmuyill y ocgimy ii mexHo/102il.

Katouosi caoea: kibepbesneka, mixcHapodHi cmandapmu, LI, IoT, zeonoaimuuni eukauku, ISO/IEC 27001, NIST.
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Problem statement. In the modern world, cyberspace has become an environment for economic, social
and political activities. At the same time, the rapid development of technologies, including artificial intelligence,
the Internet of Things and 5G, as well as the growth of cyberattacks (primarily strategic ones, as an element of
military and geopolitical confrontations), create new challenges for cybersecurity. Therefore, existing interna-
tional standards, such as ISO/IEC 27001, NIST Cybersecurity Framework, and GDPR, need to be transformed
to effectively respond to these challenges. The key problems are insufficient adaptation of standards to techno-
logical innovations, regulatory fragmentation, and geopolitical barriers that complicate global harmonization
and reduce cyber resilience.

Analysis of recent research and publications. A number of scientific works are devoted to research on
standardization in the context of ensuring effective cyber defense. Thus, S. Arsila, N. Pritam, S. Kepple [1] in
their report on the investigation of data leaks drew attention to the need to revise approaches to risk assess-
ment. The model for assessing risk management processes proposed by B. Barafor, A. L. Mesquida, A. Mas [2]
is based on the ISO 31000 standard and integrates it into the context of multiple standards, which promotes an
integrated approach to cybersecurity. At the same time, M. Edwards [7] emphasized the importance of updating
the ISO 27001:2022 standard, in particular Annex A 5.23, which regulates the security of cloud services. Tanvir
[20] notes that reliable communication frameworks for IoT play a critical role in ensuring data security in net-
works with a large number of connected devices. In addition, the GB/T 22239-2019 standard [9] establishes
basic requirements for classified cybersecurity protection, which is relevant, in particular, for Asian countries.

Regarding the coverage of geopolitical factors, A. Venkat [21] emphasized that geopolitical conflicts are
increasingly becoming a catalyst for cyberattacks, which prompts the creation of international initiatives such
as the Cooperative Cyber Defense Cooperation [12]. K. Siglik and ]. Gehring [5] propose a multilateral approach
to ensuring peace in cyberspace, emphasizing the need for cooperation between states, the private sector, and
international organizations. In this context, the NIS 2 Directive [15] and Regulation (EU) 2019/881 [17] set
higher standards for the protection of critical infrastructure and cybersecurity certification in the EU. Increased
cyber threats, including ransomware, also affect standards. S. Morgan [14] predicts that global losses from ran-
somware will reach $57 billion in 2025, which emphasizes the need to strengthen incident response standards
such as ISO/IEC 27035-1:2023 [11]. A. Ribeiro [19] in the ENISA 2024 report points to the growth of attacks
on availability and data, which requires the adaptation of standards to new challenges. IBM's 2024 report [6]
confirms that data breaches remain one of the most costly problems for organizations, prompting the imple-
mentation of standards such as ISO 27001:2022 [10].

At the legislative level, cybersecurity standards are also evolving. L. Y. Chang [4] analyzes the Budapest
Convention as a basis for combating cybercrime, which is especially relevant for Asian countries. In turn, the
California Personal Data Protection Act of 2018 [3] establishes new requirements for data processing, affecting
global standards. I. Relekar [18] notes that the updated NIST Cybersecurity Framework 2.0 helps organizations
adapt to new threats through a flexible approach to risk management.

D. Parsons [16] emphasizes the growth of attacks on industrial control systems, which requires strength-
ening the standards for protecting critical infrastructure. Microsoft's 2023 report [13] emphasizes the need to
integrate artificial intelligence into cybersecurity standards to counter sophisticated attacks.

A.Folorunso, W. Mohammed, I. Wada, B. Samuel [8] prove that the implementation of ISO standards significant-
ly increases the level of cybersecurity of organizations, providing a structured approach to information security.

The purpose of the article is to analyze the transformation of international cybersecurity standards (ISO/IEC
27001, NIST Cybersecurity Framework, GDPR) in response to technological (Al, IoT, 5G) and geopolitical (state-spon-
sored cyberattacks, regulatory fragmentation) challenges, as well as to identify key areas for their adaptation, assess
the role of cross-sectoral cooperation, and develop recommendations for improving global cyber resilience.

Summary of the main material. Cyberspace is a key element of the modern world, where technological
innovations and geopolitical tensions pose complex security challenges. The growth of cyberattacks, the pro-
liferation of artificial intelligence (AI), the Internet of Things (IoT), 5G networks, and state-sponsored cyber
operations require the adaptation of international cybersecurity standards. This transformation is aimed at
responding to new threats, harmonizing regulatory requirements, and taking into account political realities.

Technological advances are radically changing the nature of cyber threats. The IBM Security Cost of a Data
Breach 2024 report reports that the average global cost of a data breach reached USD 4.88 million, which is 10%
more than in 2023. Phishing (16% of cases) and the use of stolen credentials (15%) remain the main causes of
leaks. Artificial intelligence is opening up new opportunities for attacks, such as automated phishing campaigns
and deepfakes, which make them more difficult to detect [6]. Statista predicts that by the end of 2025, the num-
ber of 10T devices will reach 75.44 billion, which creates additional vulnerabilities due to weak security and
protocol heterogeneity [20]. In response, ISO/IEC 27001:2022 has been updated to include requirements for
risk management in cloud, Al, and [oT. The standard emphasizes the integration of cybersecurity into software
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development processes through DevSecOps and continuous risk monitoring to adapt to rapidly changing tech-
nologies [10; 7].

The fact that modern cyber threats are caused mainly by geopolitical challenges is confirmed by the fact that
most cyber attacks on critical infrastructure in the EU showed signs of state support, in particular from Russia, China
and North Korea [21]. The Microsoft Threat Intelligence Report 2023 indicates that Russia is responsible for 58%
of state-sponsored attacks in the world. This prompts the development of standards that take into account political
aspects [13]. The EU Cybersecurity Act of 2019 established a framework for the certification of products and ser-
vices, promoting the unification of requirements in the EU [17]. However, global harmonization is complicated by
differences between the approaches of the United States (NIST), China (GB/T standards) and other countries. For
example, Chinese standards GB/T 22239 provide for data localization, which contradicts Western principles [9].

Regulatory changes are an important driver of transformation (Tab. 1). For example, the GDPR, introduced
in 2018, set a global standard for data protection, influencing legislation, including the California Consum-
er Protection Act (CCPA) [10]. In 2023, the European Commission proposed the NIS2 Directive, which covers
the energy, transport, healthcare, and digital services sectors, strengthening the requirements for incident re-
sponse. ENISA estimates that NIS2 will affect 160 thousand organizations in the EU, which is twice as many as
the previous NIS Directive [15]. The NIST Cybersecurity Framework 2.0, published in February 2024, introduc-
es the “Govern” function for strategic cybersecurity management and recommendations for protecting supply
chains and countering Al attacks [18].

Table 1
Key cybersecurity standards and frameworks
Standard Organization Year of update Main changes
Integration of DevSecOps, Al risk management,
ISO/IEC 27001 ISO/IEC 2022 cloud technologies, and [oT
NIST CSF 2.0 NIST 2024 Imp.lementatllon of the G_overn function, supply
chain protection, countering Al attacks
GDPR EU 2018 E_stabllshment of global data protection standards,
fines up to 4% of annual turnover
EU Cybersecurity Act EU 2019 Certification of cybersecurity products, services,
and processes
NIS2 EU 2023 (offer) Expansion lntq new sectors, strengthening incident
response requirements

Jocepeno: cknadero 3a daHumu [10; 17; 18]

Itis the flexibility of standards that can be considered a key component for an effective response to challeng-
es. NIST CSF 2.0 uses a modular approach, allowing organizations to adapt the framework to their needs [18].
ISO/IEC 27001:2022 supports integration with other standards, such as ISO 31000 (risk management), which
facilitates implementation in different jurisdictions [2].

The main priority is to prepare for cyber incidents. For example, Cybersecurity Ventures noted that in 2021,
ransomware attacks occurred every 11 seconds, causing $20 billion in losses, which in turn will lead to attacks
every second in 2031 [14]. ISO/IEC 27035:2023 provides guidance on coordination between organizations and
government agencies during incidents [11]. The MITRE ATT&CK framework, which includes more than 200 at-
tack techniques, is used to model threats. According to the SANS Institute, in 2023, 45% of organizations in the
United States used MITRE ATT&CK to test systems [16].

Itis also important to note that the human factor poses the greatest risks. The Verizon DBIR 2024 report in-
dicates that 68% of data breaches are due to human error, including unintentional disclosure (43%) and weak
passwords (25%) [1]. ISO/IEC 27002:2022 includes recommendations for two-factor authentication and staff
training.

In general, effective cyber risk management requires a comprehensive approach that combines technologi-
cal, organizational and human aspects, and takes into account geopolitical factors. To systematize the relation-
ships between these elements and relevant standards, we have developed the diagram shown in (Fig. 1), which
illustrates the integration of technological, geopolitical challenges and cybersecurity standards in a single con-
ceptual model.

International cybersecurity standards continue to evolve to meet new realities. Updates to ISO/IEC
27001:2022 and NIST CSF 2.0 demonstrate progress in countering Al attacks, protecting IoT and supply chains
[8]- GDPR and NIS2 set high standards for data protection and incident response, influencing global practic-
es. However, regulatory fragmentation and political differences, especially between the West and China, make
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harmonization difficult. Investments in cyber literacy and coordination between states and organizations are
critical to improving global cyber resilience.

Technological challenges > Al 10T, 5G Cloud technology

International challenges > ISOIEC 27001, NIST CSF. GDPR

Geopolitical Threads > Cyberwars, State attacks

Fig. 1. Transformation of cybersecurity standards

Effective transformation of international cybersecurity standards is impossible without close cooperation be-
tween the public and private sectors, as well as international organizations. Most organizations around the world
consider cross-sectoral partnerships to be critical to countering cyber threats. For example, the Cybersecurity Tech
Accord initiative, signed by more than 150 technology companies, including Microsoft and Cisco, aims to jointly
develop secure products and share information about threats [5]. Within the EU, ENISA coordinates with national
authorities to facilitate the exchange of incident data through the MeliCERTes platform. In 2023, this platform pro-
cessed more than 10,000 cyber incident reports, which is 25% more than in 2022, according to ENISA [19].

In addition, international organizations such as the ITU (International Telecommunication Union) and the
OECD play a key role in harmonizing standards. For example, in 2023, the ITU published the X.1205 guidelines,
which clarify approaches to cybersecurity in the IoT, facilitating their integration with ISO/IEC 27001. The
OECD, in turn, updated its digital security guidelines in 2024, emphasizing the need for a global framework for
managing risks in supply chains. However, cooperation is complicated by geopolitical barriers. For example,
China's refusal to participate in international initiatives such as the Budapest Convention on Cybercrime limits
global information sharing on cyber threats. According to Interpol, in 2023, only 40% of member countries
regularly exchanged data on cyber incidents, which emphasizes the need for greater coordination [7].

Practical implications of cross-sectoral cooperation include the creation of joint cyber threat response
centers. For example, in the United States, CISA (the Cybersecurity and Infrastructure Security Agency)
launched the Joint Cyber Defense Collaborative in 2023, which brings together government, the private sector,
and international partners to counter ransomware attacks [12]. In Europe, a similar role is played by the Euro-
pean Cyber Crisis Liaison Organization Network (CyCLONe), created under NIS2. These initiatives demonstrate
that the transformation of standards must be accompanied by practical mechanisms for their implementation,
including joint training, technology sharing, and policy harmonization.

To increase the effectiveness of international cybersecurity standards, a global harmonization framework
based on cooperation through platforms such as the International Telecommunication Union should be devel-
oped to facilitate the harmonization of requirements across jurisdictions. Strengthening cyber literacy pro-
grams by introducing regular trainings for organizational staff is important, as only 30% of companies in the
EU, according to ENISA 2023, conduct them systematically. Establishing international cyber threat response
centers, following the example of CISA's Joint Cyber Defense Collaborative, will allow for the rapid exchange of
information about incidents and coordination between states and the private sector [12]. The integration of
artificial intelligence into cybersecurity standards, in particular to automate threat detection and analysis, is
necessary to counter sophisticated attacks such as deepfake or automated phishing. Implementation of these
measures requires joint efforts of governments, technology companies and international organizations to en-
sure the resilience of cyberspace in the face of modern challenges.
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Conclusion. The transformation of international cybersecurity standards is a necessary response to tech-
nological innovation, geopolitical tensions, and growing cyber threats. Updates to ISO/IEC 27001:2022, NIST
CSF 2.0, and proposals such as NIS2 are adapting regulatory frameworks to the challenges of Al, IoT, and
state-sponsored attacks, while the GDPR remains the global benchmark for data protection. However, regula-
tory fragmentation and policy differences, particularly between Western and Chinese approaches, complicate
harmonization. The human factor that causes most data breaches underscores the importance of cyber literacy.

Cross-sectoral and international cooperation, such as the Cybersecurity Tech Accord and ENISA platforms,
is critical to implementing standards and building cyber resilience. Going forward, success will depend on flex-
ible standards, increased coordination between governments, the private sector and international organiza-
tions, and investments in technology and education to ensure the resilience of global cyberspace.
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INTEGRATION OF LARGE LANGUAGE MODELS INTO CHATBOT-BASED
CUSTOMER CALL PROCESSING SYSTEMS

Abstract. Purpose of the work. To propose a hybrid model of automated text customer service that combines semantic
classification with the generative capabilities of LLM to improve the accuracy, relevance, and naturalness of responses.

Methodology. A system has been developed that selects one of three response mechanisms depending on the classification
of the intent and emotional tone of the query: template rules, search matching, or LLM generation. Experimental verification
was performed on a corpus of 7,500 queries (authentic and synthetic); evaluation was conducted using BLEU, ROUGE-L, and
expert criteria for comprehensibility, naturalness, and user trust.

Scientific novelty. For the first time, it has been shown that semantic routing in conjunction with LLM forms a more
robust and adaptive system capable of correctly processing complex or emotionally charged queries. The proposed model
outperformed baseline approaches in terms of accuracy (92.1%), BLEU 0.78, ROUGE-L 0.81, and the lowest failure rate, and
also received the highest expert ratings.

Conclusions. The hybrid model reduces operator workload, increases user satisfaction, and easily adapts to customer
behavior dynamics, providing empathetic and effective responses. Its practical value has been confirmed by examples from
e-commerce, banking, healthcare, and public services. Implementation challenges include integration with legacy systems,
regular knowledge base updates, and moderation of generated content. Further research is focused on personalization,
multimodal interaction, active learning, and optimization of computing resources, laying the foundation for the development
of advanced chatbots in areas with a critical need for high-quality automated support.

Key words: customer service processing, hybrid model, semantic classification, large language models, BLEU Score,
ROUGE-L Score, chatbot, customer service optimization.

Co¢is IIBELb. IHTETPALIIA BEJIMKMX MOBHUX MOJAEJIEM Y CUCTEMH OBPOBKU KJIIEHTCbKUX
3AIINTIB HA OCHOBI YAT-BOTIB

Anomayis. Mema po6omu. 3anponoHysamu 2i6pudHy modesb a8mMomMamu308aHO20 MeKCmMogoz20 06Ca1Y208Y8aHHS
KAleHMi8, Wo NOEOHYE cemMaHmuyHy Kaacugikayio 3 2eHepamusHUMU Moxcaugocmamu LLM 045 nidsuwjeHHs mo4Hocmi,
pesieeaHmMHOCmi ma npupodHocmi gidnogideti.

Memodos02is. Po3pobsaeHo cucmemy, wo 3aexicHo 8id kaacugpikayii inmenyii ma emoyiiiHo2o moHy 3anumy subupae
00UuH i3 mpbox MexaHiaMie 8i0noegidi: waba0HHI npasuia, nouykose 3icmas/eHHs a6o zeHepayito LLM. EkcnepumenmasibHa
nepegipka gukoHaHa Ha kopnyci 7 500 3anumie (asmenmuyHux i cuHmemu4Hux); oyiHka npogedexa 3a BLEU, ROUGE-L ma
eKcnepmHuUMuU Kpumepismu 3po3yminocmi, npupooHocmi i dosipu kopucmyeatis.

Haykoea Hosu3Ha. Bnepuie nokasaHo, Wo cemaHmu4yHa mapuipymu3ayis y 38’s3yi 3 LLM ¢opmye 6invw cmitiky U
adanmueHy cucmemy, 30amHy KOpeKImHo 06po6asimu ckAadHi abo emoyiliHo moHOBAHI 36epHeHHS. 3anponoHO8aHA Mo0elb
nepesuwjusia 6a3oei nioxodu za moynicmio (92,1 %), BLEU 0,78, ROUGE-L 0,81 ma HatlimeHworw yacmomoto 360i8, a makoic
ompumasa Hatisuwi ekcnepmHi OYiHKU.

BucHogku. l'i6pudHa modesb 3MEHUIYE HABAHMANCEHHST onepamopis, nidguujye 3a0080.1eHicmb Kopucmyeauie i s1ezko
adanmyemucsi 00 QUHAMiKu noeediHku Kjai€Hmis, nponoHyo4u o0HOYACHO emnamuyHi ma Oiegi 8idnoesidi. [IpakmuuHy
YiHHicmb nidmeepdiceHo Ha npukaadax 3 eqeKmpoHHoi komepyii, 6aHKigcvbkoi cghepu, oXopoHu 300poe’ss ma ny6AiMHUX
cepsicie. Bukauku enposadiiceHHs OXONn/Aww0MmMb iHmezpayir 3 Je2aci-cucmemamu, pezyasipHe OHOB/EHHS 6a3 3HAHL |
Modepayiio 32eHeposaHo20 koHmeHmy. Ilodanvwi 00CAiONHCEHHA CNPSIMOBAHO HA NepcoHaizayiio, MyabmumodanbHy
83aemodilo, akmueHe HABYAHHA MA ONMUMI3ayit0 064UCAI08ANbHUX PECYPCi8, U0 3aKAAJAE OCHO8Y 0151 pO38UMKY hepedo8ux
yam-6omig y chepax 3 KpUMu4HOW NOMPeB6OK y BUCOKOSKICHIL agmomamu308aHili niompumyi.

Katou4osi cioea: 06pobka kaieHmcoKux 3anumis, 2ibpudHa modeab, ceMaHmuyHa kaacugikayis, seauki MogHi modedi,
BLEU, ROUGE-L, yam-6om, onmumizayist 06¢.1y208y8aHHs1 KAiEHMI8.

Problem statement. Most customers face the chatbots’ inability in support services to understand atypical
or emotional requests, which increases the number of unresolved requests and worsens the user experience.
Traditional rule-based or scripted solutions are losing relevance because of limited flexibility, the inability to
adequately respond to atypical or emotionally coloured requests, as well as the difficulty in scaling multilingual
support. These limitations reduce customer satisfaction and create additional workload for agents in cases
where automated systems cannot cope.
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LLMs, such as GPT-4, show potential in solving these problems because of their ability to generate natural
and contextually-based responses. However, integrating LLMs into support systems has a number of challeng-
es. These include choosing the right response mode (LLM, rule-based, retrieval) and building an architecture
that ensures speed, accuracy, and secure generation. Furthermore, most current studies focus either on the
isolated use of LLM or on classic chatbots without a hybrid approach. This creates space for the development of
flexible, adaptive architectures that combine the strengths of different approaches.

Review of recent studies and publications. Recently, a significant amount of research has been devoted
to the integration of large language models (LLMs) into customer service systems. These models show the po-
tential to improve the quality of dialogues, personalization and efficiency of query processing. For example, Xu
et al. in their study [1] presented a new customer service method that combines search-augmented generation
with a knowledge graph. This method was applied in the LinkedIn customer service team for six months and
reduced the average time to resolve the problem by 28.6%.

Jo & Seo [3] analysed the role of LLMs in modelling the emotional tone of the response, focusing on emotion-
al aspects, but not covering technical or informational requests. Wulf & Meierhofer [11] studied automatic text
correction, customer query generalization, and question answering using LLMs. Riidel & Leidner [10] consid-
ered the integration of rule-based systems with neural chatbots, emphasizing the importance of controlling and
avoiding “hallucinations” of the models. Kruk et al. [5] presented BanglAssist, a multilingual customer service
chatbot capable of handling code-switching and dialect variations, which emphasizes the need for systems to
adapt to linguistic diversity.

Hong et al. [2] proposed the Similar Question Generation (SQG) approach based on LLMs. It enables creat-
ing a significant number of diverse questions while maintaining semantic consistency with the original ques-
tion-answer (QA) pair. This is achieved by using the natural language understanding (NLU) capabilities of the
master through fine-tuning using specially designed prompts.

Practical implementations also demonstrate the effectiveness of LLM in support services. For example, Klar-
na implemented Al agents that perform the work of 700 support staff, which indicates significant automation
potential. Shopify also used LLM to process basic queries, reducing the workload on operators and improving
the speed of responses. In 2024, Duolingo integrated GPT-4 into its platform to improve the user experience.
In particular, the Role Play and Explain My Answer functions enable users to have dialogues with Al characters
and receive detailed explanations for their answers. This brought the platform closer to the level of a personal
tutor. As Bicknell, the project manager, notes: “We’ve really come close to our ideal of being a personal tutor for
every user” [7].

Despite these achievements, there are gaps in research, including:

- Lack of adaptive query processing strategies that take into account the type, complexity, and emotional
context of the request.

- Limited attention to multilingualism and dialect variation processing.

- Insufficient implementation of hybrid architectures that combine rule-based, retrieval, and LLM approach-
es with dynamic switching between them.

This creates space for the development of a new flexible, adaptive chatbot architecture that combines the
strengths of different approaches, provides multilingual support, and takes into account the emotional context
of requests. This is what this study deals with.

Problem statement. The aim of this study is to develop and experimentally test a hybrid chatbot architec-
ture. It integrates LLMs into the client request processing system, taking into account the type, complexity, and
emotional colouring of requests.

Hybrid chatbot architecture. LLMs [8] are a modern advancement in Natural Language Processing (NLP).
They are an important component in creating intelligent chatbots, virtual assistance systems, and automated
customer support services.

A language model is a statistical or neural system that studies probabilistic patterns of sequences of words
or tokens in text. It predicts the next word or generates a text response based on these patterns. The main archi-
tectural basis of most modern LLMs are Transformers [9], a type of neural network. They enable efficient pro-
cessing of large amounts of text data thanks to the Self-Attention mechanism, which ensures that dependencies
between all words in the input sequence are taken into account, regardless of their position.

LLMs are trained by supervised learning or self-supervised learning. In the case of self-supervised learning,
the model is tasked with predicting hidden or next elements in text data without explicitly labelling examples.
The process involves processing large text corpora that can contain milliards of tokens. Intermediate steps
teach the model to recognize language structure, logical connections between sentences, contextual dependen-
cies, and even elements of general erudition.
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Typical tasks for pre-training are word masking tasks (Masked Language Modelling, MLM) or text autogen-
eration (Causal Language Modelling, CLM). Despite their results in natural language generation, LLMs have the
following limitations [10-11]:

- hallucinations, i.e. fictional facts or generation of incorrect information;

- difficulties in domain adaptation - LLMs may not cope well with specific topics without additional training;

- high computational costs both at the training stage and during model deployment.

The purpose of integrating chatbots with integrated LLMs into customer service systems is to provide au-
tomated support with minimal human intervention. However, the specifics of real user requests - including
short phrases, unstructured queries, a large number of errors or slang - pose serious challenges to the models.
Besides, in a business environment, it is important to ensure the controllability of responses, maintain service
quality standards and ensure that responses comply with corporate policies.

The application of LLMs for chatbots covers a variety of industries, including e-commerce, healthcare, bank-
ing, education, government services, and technical support. At the same time, the integration of LLMs into such
systems requires solving the problems of routing requests, filtering responses, a built-in fact validation mecha-
nism, and optimizing the generation speed.

The creation of hybrid architectures is emphasized among the possible ways to improve the quality of LLM-
based chatbots. They combine the capabilities of generative models with pre-processing of incoming requests,
semantic classification and the use of specialized rules or knowledge bases. Such solutions increase the accura-
cy, relevance, and controllability of automated responses.

This study proposes a hybrid model of processing customer requests, which combines several approaches
to analysing and generating responses in chatbots. The model is based on the integration of NLP methods, ma-
chine learning (ML), and current LLMs. This approach enables its adaptation to a wide range of requests - from
typical to non-standard or complex. The model’s function consists of several main stages (Figure 1):

1. Receiving a user request (Input): The user sends a text message in a natural language. The system accepts
this message as input for further analysis.

2. Request classification (Intent Recognition): at this stage, the system classifies the user’s intention. The
NLU component - a software module that analyses the grammatical structure of the sentence, keywords and
context - is used for this purpose.

3. Response strategy selection: After classifying the request, the system selects the optimal response strate-
gy. This hybrid model provides three main mechanisms: - template responses (Rule-Based);

- retrieval from the knowledge base (Retrieval-Based);

- LLM-based generation (Generative LLM-Based).

4. Formation of the final response depending on the selected strategy (Response Generation).

5. Sending the generated response to the user in the chat (Output).

Request
Classification

Response
Strategy Selection

Rule-Based Generative LLIM Retrieval-Based
Response Response Response
Response

Fig. 1. Model operation diagram

Source: created by the author

This model has several advantages. The combination of three approaches enables its adaptation to differ-
ent request types. The model can also serve thousands of users simultaneously, changing only the generative
component as needed. LLM is involved only when other approaches do not provide sufficient quality of the
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response, which helps to save resources. Besides, LLM creates more natural, polite, and contextually relevant
responses.

The developed model was compared with the following models:

1. Rule-Based Model [12] This model operates on the basis of hard-coded rules and templates. It relies on
predefined keywords, phrases and logical conditions, based on which the chatbot selects the answer.

Advantages: speed, ease of implementation, stability of the response.

Disadvantages: low flexibility, inability to handle complex or new requests, the need to manually update the
rules. Usually used in small projects or at the initial stages of customer support automation.

2. Retrieval-Based Model [13] The model is based on the principle of finding the most relevant answer
among the previously prepared ones. The user’s request is converted into a vector representation (for example,
via TF-IDF, FastText or Sentence-BERT), after which it is compared with the vectorized answers in the knowl-
edge base. The most similar answer is returned to the user.

Advantages: good quality for repeated requests, maintaining control over the answers.

Disadvantages: lack of flexibility in formulating queries, poor adaptation to new situations.

This approach is widely used in FAQ systems, banking chatbots, technical support.

3. Generative LLM-based model (LLM-Only) In this model, LLM only is used to generate the answer, such
as GPT-3.5, GPT-4 or similar. All logic, classification and formulation of the answer are delegated to the model,
which, based on training on huge arrays of text, generates answers that are stylistically and emotionally close
to human communication.

Advantages: high flexibility, naturalness of language, ability to solve non-standard situations.

Disadvantages: high consumption of computing resources, slowness in some cases, possible generation of
inaccurate or unwanted answers.

Increasingly used in corporate solutions but requires control over the quality of the answer and validation
of the content.

The proposed hybrid model combines the strengths of all three approaches: template response efficiency,
extraction accuracy, and generation flexibility. Comparison with these models allows for a comprehensive as-
sessment of response quality, performance, stability, and resource consumption.

Course of the experiment. The experiment was conducted on the basis of an internal simulation platform
that models the support service of a hypothetical telecommunications provider. The database of requests was
formed by combining real user requests - an anonymous history of support service requests (6,000 dialogues).
This was supplemented by artificially generated requests created using generative models to cover rare situa-
tions, as well as a set of test scenarios developed manually by customer service experts (150 dialogues cover-
ing typical cases - password loss, service connection, complaints, billing issues, etc.). In total, the experiment
involved a database of 7,500 requests covering 35 main request types.

Some of the requests were simulated through real users for obtaining a qualitative assessment. In particular,
the study involved 50 volunteers, who played the role of users with predefined scenarios. This included unex-
pected wording of requests, language errors, sarcasm, etc. Ten support agents acted as a reference response,
answering the same queries without the chatbot. The experiment lasted for two weeks. During this time, each
model (Rule-Based, Retrieval-Based, LLM-Only, hybrid) answered the same set of queries.

Generative models were run on a cloud infrastructure with GPU (NVIDIA A100), template and extraction
models on CPU servers, chatbots were integrated via API into a simulated support platform. The logging sys-
tem provided a full record of dialogues and reactions. All requests were fixed in advance (i.e., not dynamically
generated). Each model had the same time limit (3 seconds) for a response. LLM responses were additionally
filtered for failures.

Methods for evaluating results. The evaluation was carried out using a combination of metrics and expert
evaluation. Automatic metrics:

Accuracy - the accuracy of hitting the correct request template. Shows how well the system finds the correct
answer immediately (without clarification).

Accuracy = IX; 100%,

where Nr - the number of correct first answers, N - the total number of requests.
BLEU score - determines the coincidence of text fragments of a certain length (n-grams) between the gen-
erated and reference answer.

N
BLEU = BP-exp(> w,log(p,),

n=1
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where BP - penalty for short answer:

1, ifl=l,
BP = 1&
e ! else
where le - length of the reference answer, I - length of the answer.
pn - accuracy of text fragments, wn = 0,25 - weight of each text fragment.

ROUGE-L Score - determines the length of the longest common substring between the answer and the ref-
erence answer:

1 -pn -wn = 0.25 -ROUGE-L Score -

(1+Bp*)-P-R
R+p*-P

where P - the proportion of words in the response that are present in the reference. It is defined as the ratio
of the number of common words to the number of words in the response;

R - the proportion of words in the reference response that are present in the model response. It is defined
as the ratio of the number of common words to the number of words in the reference response;

B - a coefficient that is the ratio of P to R.

Latency - the average response generation time:

ROUGE -L=

)

T
Latency = N'

where T - the sum of all response times.
Failure Rate - the proportion of requests for which the model did not provide any meaningful response:

Failure Rate = ]1\\,; 100%,

where Ne - number of incorrect answers.

Expert evaluation was carried out on a scale from 1 to 5 according to the following criteria:

- quality of the answer (relevance, accuracy),

- clarity (simplicity of formulation),

- naturalness (is the answer like a human answer),

- trustin the answer (does the user believe that the information is correct).

The evaluation was carried out by 5 independent reviewers without technical training and 2 specialists in
the field of customer support. Table 1 shows the values of the metrics for evaluating the results of the experi-
ment. Figures 2-3 show histograms of automatic and expert indicators, respectively.

Table 1
Values of metrics for evaluating the models’ performance
Metrics Rule-Based Retrieval-Based LLM-Only Hybrid model
Accuracy (%) 62.3 74.8 87.5 92.1
BLEU Score 0.45 0.61 0.72 0.78
ROUGE-L Score 0.51 0.65 0.76 0.81
Latency (c) 0.8 1.2 2.4 1.6
Failure Rate (%) 18.2 11.5 6.1 3.7
Answer quality (1-5) 3.2 3.9 4.4 4.7
Intelligibility (1-5) 3.1 3.8 4.5 4.8
Naturalness of language (1-5) 2.7 3.5 4.8 4.9
User trust (1-5) 2.9 3.6 4.3 4.6

Source: created by the author

The conducted experiment made it possible to obtain quantitative assessments of the quality of the hybrid
model and three basic models of processing customer requests in chatbots. The hybrid model demonstrated
the highest average BLEU Score among all participants in the experiment. This indicates a high similarity be-
tween the generated responses and reference texts by n-grams. In particular, the rule-based model had the
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lowest BLEU, which was expected because of the limited number of predefined scenarios. According to the
ROUGE-L indicator, the proposed hybrid model also outperformed other solutions, demonstrating a better abil-
ity to preserve the main content of reference responses.

2 |
15
1 1
0.3 1
0
1 2 3 4
BEBLEU Score  WROUGE-L Score  ®Latency (c)

Fig. 2. Histogram of BLEU, ROUGE-L, Latency metrics for the studied models:
1 - Rule-Based, 2 - Retrieval-Based, 3 - LLM-Only, 4 - hybrid model

Source: created by the author

B Answer guality B Intelligibility ® Naturalness oflanguage ™ User trust

Fig. 3. Histogram of expert metrics for evaluating results for the studied models:
1 - Rule-Based, 2 - Retrieval-Based, 3 - LLM-Only, 4 - hybrid model

Source: created by the author

Fine-tuned LLM showed a medium result, while the rule-based approach significantly lost ground, probably
because of the lack of adaptation to the specifics of the requests. The hybrid model received the highest scores
for the Intelligibility criterion, which indicates the intuitiveness and ease of perception of its texts by users. Par-
ticularly large differences were observed between the hybrid model and the rule-based bot, which sometimes
generated too formal or limited in content answers.

The naturalness of the hybrid model’s answers was rated higher than that of other models, indicating a
better imitation of the human communication style. The rule-based bot showed the lowest results because of
rigid template constructions in the answers. The hybrid system ranked took first place in terms of the accuracy
of the provided answers. This emphasizes its ability not only to create understandable and natural phrases, but
also to adequately resolve users’ information requests.

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 221



Inghopmayiiini mexnonoeii ma cycninecmeo. Bunyck 2 (17). 2025

All results showed a low level of variance of estimates for the hybrid model, which indicates its stability on
different subsets of requests. Integration of a specialized semantic pre-processor with generative capabilities of
LLM significantly improves both formal metrics of correspondence (BLEU, ROUGE-L) and human impressions
of interaction (Intelligibility, Naturalness).

Basic approaches have certain advantages in specific cases, but lose efficiency when the variety of user
requests increases. The results of the conducted research have high practical significance for a wide range of
applications in the field of automation of processing of client requests. The proposed hybrid model, which com-
bines pre-processing of requests using semantic classifiers with the generative power of LLMs, demonstrates
a significant improvement in the quality of interaction with users. An example of a request and responses is
given below:

Example of user request 1:

“Good afternoon! I haven’t received my bills in the mail for two months. What's the problem?”

Answer of the Rule-Based template system:

“You can download the bill in your personal account at the link...”

LLM answer:

“Sorry for the inconvenience. Try checking your spam folder or updating your e-mail in your personal ac-
count.”

Hybrid model answer:

“There was probably a failure in sending bills. Check the e-mail in the user account or contact the operator.
If the e-mail is correct, I will resend the bill.”

Example of user request 2:

“I can no longer pay for the Internet at my tariff. It is now expensive for me. How can I suspend payment for
the service?”

Answer of the Rule-Based template system: “Payment information is available in the Tariffs section of the
website.”

LLM answer:

“I understand that you are in a difficult situation right now. You may want to contact our support team to
review your plan.”

Hybrid model answer:

“We are working with a social support programme. Call 0-800-xxx or fill out a form to temporarily suspend
payments.”

Both examples demonstrate the advantage of the hybrid model - contextual sensitivity and a specific, ac-
tionable response that goes beyond a template approach. The rule-based system provides general information,
LLM shows empathy, but does not always offer a practical solution. Instead, the hybrid model combines an
emotional response with a real next step, which is important in a service environment.

The proposed hybrid model will contribute to:

- Increasing customer satisfaction due to high indicators of clarity, naturalness, and accuracy of answers.
The system generates responses that are stylistically and emotionally close to human communication, which
has a positive effect on the perception of the service by customers.

- Reducing the workload on contact centre operators. More accurate and relevant automatic answers signif-
icantly reduce the number of cases of escalation of appeals to people.

- Adaptability to new scenarios. Unlike classic rule-based systems, the hybrid model can quickly integrate
new types of requests without significant costs for rewriting scripts.

- Reducing response time and increasing service efficiency, which directly affects the companies’ business
indicators.

The hybrid approach to processing appeals combines semantic classification with a generative language
model. This is an improvement on existing architectures designed to achieve a better balance between the
structuring and flexibility of answers. The proposed methodology for assessing the quality of the request pro-
cessing system with a combination of automatic metrics (BLEU, ROUGE-L) and subjective human assessments
(Intelligibility, Naturalness, Accuracy) provides a comprehensive approach to analysing effectiveness. Clarifica-
tion of the characteristics of the BLEU and ROUGE metrics specifically for short dialogic responses, which was
not always taken into account in similar studies before.

So, the study contributes both to the theory of LLM integration into application service systems and to
practical methods for building more flexible and effective new generation chatbots. Thanks to its architecture,
the proposed model can be applied in various areas, such as banking, e-commerce, technical support, health-
care, government services, and others. It is effective in those industries where high-quality customer service is
required 24/7. The conducted research opens up a number of promising areas for further improvement. For

222 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (17). 2025

example, the introduction of active learning methods, which will allow the system to independently identify the
most problematic types of requests and request human assistance for clarification. This will increase accuracy
without the need for massive manual data labelling.

The hybrid architecture can also be further expanded by personalizing responses for a specific user, using
his history of requests and behavioural patterns. In particular, the next step may be to integrate the processing
of not only text, but also voice, visual or structured customer requests, which will significantly expand the ca-
pabilities of the system. Besides, the analysis of the security of hybrid systems will be an important direction:
studying their behaviour in response to aggressive, manipulative, or unethical user requests. It is also worth
researching options for using less resource-intensive models or knowledge distillation methods to build com-
pact, energy-efficient solutions.

Research limitations. Despite the positive results, the study has a number of limitations that should be
taken into account when interpreting the obtained findings. The models were tested on a limited corpus of
requests, which, although covering the main types of requests, do not fully reflect the full diversity of speech
behaviour of real users. It should also be noted that LLM was run in a relatively stable, no-load environment
during the experiment, while performance may be affected by external API delays or resource constraints in re-
al-world applications. Furthermore, the hybrid model requires maintaining up-to-date data (contacts, policies,
programme terms), which poses scalability and maintenance challenges. Assessing the clarity and relevance of
responses also remains somewhat subjective.

Implementation prospects. The integration of LLMs into customer service systems opens up new oppor-
tunities for business and the public sector. In technical support services, LLMs can automatically respond to
user requests, reducing the load on operators and response times. Online stores can use LLMs for personalized
recommendations, order processing, and resolving customer issues in real time. Automating responses to typ-
ical citizen requests, such as processing documents or receiving social benefits, can increase the efficiency and
accessibility of government services.

Implementation barriers. Despite significant advantages, there are certain challenges:

1. Integration with existing systems. Many organizations use legacy systems with which it is difficult to in-
tegrate modern LLMs.

2. The need for moderation. LLMs can generate incorrect or unacceptable answers, so a mechanism for
checking and moderating content is required.

3. Updating knowledge bases. It is necessary to regularly update the databases from which LLM receives
data to ensure that the answers are up-to-date.

Conclusions. A new hybrid architecture for automatic customer request processing was developed and
tested in the study, which significantly improves the quality of interaction with the user compared to existing
approaches. The proposed model demonstrates high results according to the selected metrics for assessing
the quality of responses and confirms the effectiveness of combining semantic routing of requests with the
capabilities of generative language models. The results of the study have significant practical value for im-
plementation in various areas of business and open up new opportunities for the further development of in-
telligent customer service systems. The proposed approaches also form the basis for further research aimed
at personalization, multimodal request processing, increasing the dialogue system security, and optimizing
resource costs.
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