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DEVELOPMENT OF RELIABLE LLM SYSTEMS:
DESIGN PRINCIPLES AND APPROACHES TO IMPLEMENTATION

Abstract. Purpose. The article aims to provide a comprehensive analysis of architectural approaches and system solutions
to ensure the reliability of services based on large language models (LLMs), as well as to develop principles and criteria for
assessing the level of trust in applied scenarios.

Methodology. The study employs an interdisciplinary approach that combines the analysis of modern LLM architectures
(zero-shot, fine-tuning, retrieval-augmented generation), a review of their implementation practices in corporate and
industrial systems (GitHub Copilot, ChatGPT Enterprise), and a comparative synthesis of regulatory and ethical standards
(OECD Al Principles, NIST Al RME EU Al Act). Methods of system analysis, comparative modeling, and the trust-by-design
concept are applied.

Scientific novelty. The paper introduces the concept of building LLM-based services on the principles of trust-by-design,
which relies on modular architecture, multi-level validation, and transparent response quality metrics. It is demonstrated that
such integration of technical, ethical, and legal solutions enhances the resilience, transparency, and social responsibility of LLM
in critical domains.

Conclusions. It is proven that establishing trust in LLMs is possible only under conditions of comprehensive integration
of technical control mechanisms, ethical approaches, and legal regulation. The obtained results can be used to improve
governmental and corporate strategies for artificial intelligence development, aimed at the safe and effective deployment of
LLM in sectors with high reliability requirements.

Key words: large language models, LLM, trust, transparency, factuality, Al architecture, ethical Al critical areas.

Mapuna BAYTIHA. PO3POBKA HAJIMHUX CHUCTEM LLM: IPUHIMION TPOEKTYBAHHA
TA IIJXOJHU 0 BIIPOBA/XKEHHSA

Anomayin. Mema. Cmamms cnpsiM08aHa HA KOMNJAEKCHUL aHA/i3 apximekmypHux nidxodie ma cucmemHuUX piuleHb
04151 3a6e3neyeHHs HadiliHocmi cepgicie Ha 0cHO8I 8eAUKUX MOBHUX Modesell (LLM), a makosc Ha po3pob.ieHHs npuHyunis i
Kpumepiig oyiH08aHH:A pieHs 008ipuU 8 NPUKAAOHUX CYEHAPIsX.

Memodosozis. Y po6omi 3acmocosaHo MixcoucyunaiHapHuli nioxid, o noedHye avaniz cyvyacHux apximekmyp LLM
(zero-shot, fine-tuning, retrieval-augmented generation), o240 npakmuk iXHb020 8npo8adiceHHs1 y KOpNopamueHux i
npomucaosux cucmemax (GitHub Copilot, ChatGPT Enterprise), a makoc nopieHs/1bHe y3a2a1bHeHHs HOPMAMUBHUX [ eMUYHUX
cmandapmis (OECD Al Principles, NIST Al RMF, EU Al Act). BukopucmaHo mMemoodu cucmemH020 AHAi3y, NOPiIBHSNbHO20
Moden8aHHs ma KoHYyenyiro trust-by-design.

Haykoea Hoeu3Ha. 3anponoHo8aHo koHYyenyito no6ydosu LLM-cepsicie Ha 3acadax dogipu 3a 3adymonM (trust-by-design),
wo 6azyembcsi HA MOOy/bHIU apximekmypi, 6azamopigHesill eanidayii ma nposopux mempukax sikocmi eidnogioell.
IlokazaHo, wjo maka iHmezpayisi mexHiYHUX, eMUYHUX MA NPABOBUX pilieHb 3abe3neyye nidguueHHs cmilikocmi, npo3opocmi
if coyianvHoi gidnosidaabHocmi LLM y kpumuyHo 8adxcaugux cghepax.

BucHogku. /flogedeHo, wo gopmysarHs dosipu do LLM modcauge auwie 3a yMo8 KoMNJAeKCHOI iIHmezpayii mexHiyHUX
MeXaHi3Mi8 KOHMpPOo.110, eMuYHUX nidxodie i npasoeozo pezyA08aHHsA. OMpuMati pezy1emamu Moxcyms 6ymu 8UKOPUCMAHI
04151 800CKOHA/IEHHS1 0epHCABHUX | KopnopamusHuX cmpameziti po3gumky wmy4yHo20 IHmes1eKkmy, Cnps.mMo8aHUX Ha 6esneyHe
ma egpekmugHe anposaddiceiHsi LLM y cdhepax 3 nidsuwjeHumu eumozamu 0o HaditiHocmi.

Kmo4oBi cioBa: gesuki mosHi modeni, LLM, dosipa, npozopicmb, gpakmosoziunicme, apximekmypa Al, emuunuil Al
KpumuuHi cgpepu.

Introduction. Large-scale language models (LLMs) have become the foundational technology behind
modern digital services, with widespread implementation across various domains, including education,
healthcare, law, public administration, and cybersecurity. However, the extensive deployment of LLMs
introduces new challenges: increasing complexity and unpredictability of outcomes, the risk of generating
inaccurate or misleading content, susceptibility to adversarial attacks, and significant difficulties in ensuring
ethical behavior, transparency, and accountability. These concerns are especially critical in areas where even
minor errors may lead to serious consequences for individuals, institutions, or society at large.

In the context of LLMs’ rapid integration into public and private information systems, the global
community is intensifying efforts to develop approaches that align the technical, ethical, legal, and
organizational dimensions of LLM implementation. Developers and regulatory bodies are prioritizing the
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evaluation and oversight of LLMs, with particular attention to system testing, output validation, interface
adaptability, model trustworthiness, and the harmonization of standards with leading international
frameworks.

Literature Review. In the scientific literature of recent years, the problems and opportunities related to
the development of LLM are systematically studied in an interdisciplinary manner. E. M. Bender, T. Gebru,
A. McMillan-Major and S. Shmitchell [13] emphasize the risks of generating so-called “hallucinations” and the
potential spread of biases in large-scale language models. R. Bommasani et al. [14] analyze in detail the funda-
mental opportunities and risks of foundation models, noting their impact on various industries and the need
for new approaches to ethics and responsibility.

The technical and engineering aspects of creating and testing LLMs are described in the works of Ope-
nAl [15], D. Ganguli, A. Askell, Y. Bai, E. Hubinger, T. Henighan et al. [7] and ]. Rae, S. Borgeaud, T. Cai,
K. Millican, ]. Hoffmann, H.-F. Song et al. [16], which emphasize the importance of multilevel testing, scaling,
red-teaming procedures, and continuous model validation. L. Weidinger, ]. Mellor, M. Rauh, C. Griffin, ]. Uesato,
P. Huang and co-authors [19] propose approaches to identifying ethical and social risks, and D. Hendrycks,
C. Burns, S. Kadavath, A. Arora, S. Basart, E. Tang and others [8] emphasize the development of “superalign-
ment” strategies aimed at aligning models with the common values of humanity.

Regulatory and ethical documents and international standards, such as the OECD Al Principles [12], NIST
Al RMF [11], and EU Al Act [6], which set global requirements for transparency, security, accountability, and
fairness of artificial intelligence systems, also play an important role.

Thus, the current discourse in the field of LLM outlines the main directions: improving architectures and
testing procedures, developing ethical and legal frameworks, assessing social impact, and implementing new
technological solutions to increase trust and security.

The purpose of the article is to systematize the principles of designing reliable LLM systems, analyze
modern architectural approaches to their implementation, and present the experience of integrating such
models into practical services based on domestic and foreign developments.

Results. In recent years, large-scale language models (LLMs) have become not just an engineering
achievement, but a key factor determining a new paradigm of digital transformation in the field of artificial
intelligence. The evolution of these systems is taking place against the backdrop of rapid changes in the dig-
ital economy, education, medicine, public administration, and media space, where LLMs are gradually be-
coming an infrastructure component of modern information ecosystems. The architectural basis of such
models remains transformational approaches, described in detail in the works of leading researchers in the
field [2; 16; 20]. It was the development of self-attention and the subsequent scaling of computing power that
became a catalyst for the emergence of a wide range of LLM implementations, including GPT, LLaMA, Claude,
Gemini, Mistral, Grok, and others. The choice of a model is determined not only by the number of parameters
but also by the type of learning environments, the level of openness of the architecture, support for multimo-
dality, and the possibility of flexible customization.

A number of studies have convincingly demonstrated that the performance and quality of language models
directly depend on the scale of the architecture, the richness and diversity of training data, and the use of so-
phisticated engineering solutions to optimize training processes [2; 16; 20]. However, the very growth of scale
gives rise to new challenges, including energy efficiency, control of computing costs, transparency of internal
processes, and the need to comply with ethical standards. The emergence of the ideas of modular system con-
struction, energy-efficient training, and the use of architectures with dynamic involvement of expert submod-
els allows flexible adaptation of LLMs to the requirements of specific applications.

Modern researchers pay special attention to the problem of so-called “hallucinations” - a phenomenon when
a model produces grammatically correct, but actually incorrect or fictional content [13; 14; 19]. This is due to
the over-reliance on statistical patterns in the data and the lack of built-in fact-verification mechanisms, which
encourages developers to create additional means of verifying the accuracy of answers. In addition, security is-
sues are becoming increasingly important in the practice of using LLMs, in particular, preventing prompt injec-
tion and jailbreak attacks that can push the system beyond the limits of controlled behavior. In such situations, it
is extremely important to implement multi-level strategies for protection, query filtering, and result moderation,
which is confirmed by research in the field of ethical use of artificial intelligence [7; 8; 11].

The task of ensuring the ethicality and absence of bias in LLM responses is of particular importance today,
as these models are increasingly used in sensitive social areas. Studies on the ethical evaluation of language
models emphasize that even modern systems can reproduce stereotypes, hidden forms of discrimination, or
form a misperception of information [13; 14; 19; 12]. In response to these threats, a powerful area of Fair-
ness-Aware NLP has emerged, which involves the development of specialized approaches to neutralize bias
and increase the transparency of model decision-making.
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The problem of instability of generation results associated with the probabilistic nature of LLM operation
creates additional difficulties in ensuring reproducibility, quality control, and audit. In this context, leading
engineers and researchers emphasize the need to implement traceability mechanisms, comprehensive audit,
and dynamic monitoring of model performance [15; 20]. The experience of developing and applying LLMs
shows that implementation in critical systems requires not only high performance but also proven stability
and controllability of behavior.

At the same time, against the background of technological innovations, there is a growing awareness of
the socio-technical impact of LLM on the labor market, the structure of professional activity, and education-
al processes. Analysts warn that automation caused by the introduction of LLM can significantly transform
specialized areas, which, in turn, increases the requirements for institutional responsibility, transparency and
verifiability of results, as well as for the implementation of ethical and legal regulation standards [14; 12; 11].
It is these aspects that stimulate the development of international regulatory frameworks, such as those of the
OECD, NIST, and the European Union, which define the basic principles of transparency, data protection, and
accountability in the field of artificial intelligence [12; 11; 6]. In the Ukrainian context, similar challenges are
reflected in current applied research and LLM implementation projects in various industries.

To provide a meaningful comparative overview of existing large language models (LLMs), it is insufficient
to list only technical parameters such as size or architecture. Instead, it is more informative to analyze how
well each model supports the needs of critical applications — where trust, explainability, deployment control,
and legal compatibility matter most. Table 1 summarizes the readiness of selected LLMs across five strategic
dimensions that are vital for their integration in education, healthcare, legal and administrative services.

Table 1
Comparative characteristics of modern LLMs (as of 2024)
Model Trust Customization Explainability Deployment (I;{:g,ul]?;?;);
Infrastructure Options Tools Flexibility pral
Potential
Advanced .
GPT-4 moderation; closed |Low (API only) Limited Cloud-based only i\'/[etlilur.n (black-box
logs imitations)
Ethical Medium (via APIs, |Moderate Medium-High
Claude 3 |alignment focus fine-tuning under context tracking, Cloud-based onl strong safety b
8 y g y by
(Constitutional AI) | NDA) summaries) design)
LLaMA 3 Basic fllter.s ' open- High (open weights) | None built-in Local, hybrid, cloud ngh_(full audit
source weights possible)
Gemini Sg;crf(rbi??}f};ggggle Low (API only) High (for vision-text | Cloud only (TPU- Medium (unknown
1.5 sandboxing & y tasks) dependent) data provenance)
Grok Eilfr:grﬁigsuﬁkgwn Low Not available Tied to XAl cloud Low (opaque logic)
Mixtral Sparse MoE routing, Hich Requires external Flexible Medium-High
(MoE) open logs & tools (self-hosted) (transparent stack)
BLOOM Eggl&pue;rgss‘ Hich Optional Full: local/cloud/ High (complete
moderation § (via plugins) hybrid reproducibility)

Note: the exact amount of GPT-4 is estimated to be undisclosed.

Source: author’s elaboration

The restructured comparison makes it evident that the success of LLM deployment in sensitive domains

depends not only on performance, but on the synergy between transparency, customization capacity, and in-
frastructural control. Open models like BLOOM and LLaMA 3 offer maximal auditability and flexibility, making
them suitable for regulated industries with in-house engineering capacity. Conversely, models like GPT-4 or
Gemini 1.5, despite their sophistication, are more difficult to align with transparency and explainability re-
quirements due to proprietary constraints.

This shift in evaluation - from parameter-based ranking to implementation-based readiness - reflects the
growing consensus in Al policy and research communities that trustworthiness is not a property of the model
alone, but of the entire service ecosystem in which it operate.

The issue of system reliability implies that the service must consistently maintain its functionality, ful-
fill all assigned roles, and respond promptly to changes in load or atypical user behavior. The approach to
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determining reliability, as proposed by the NIST standard, covers a number of key aspects: ensuring constant
access to the service, insensitivity to incorrect or malicious requests, and the ability to respond quickly to in-
cidents by switching to a safe mode [11]. Especially important is the ability of LLM to work with fail-safe logic,
a response system that guarantees data safety and prevents the dissemination of incorrect or dangerous in-
formation in the event of abnormal situations.

The reliability paradigm of LLM services is increasingly combined with the principles of transparency,
manageability, and compliance with ethical standards, as models not only fulfill technical tasks but also act as
intermediaries in the interaction between humans and complex digital systems. This requires the creation of
architectures that provide for detailed monitoring, flexible management of access parameters, built-in moder-
ation, and automated audit of responses [19; 6]. It is also important to integrate mechanisms for identifying
anomalies, storing interaction logs, and dynamically updating system policies in response to changes in the
regulatory environment or new threats identified.

Recognition of reliability as a fundamental property of LLM is confirmed both in the regulatory documents
of international organizations and in the results of research by leading scientists, who emphasize that only an
integrated approach to the design and operation of such systems can guarantee their safety, sustainability, and
efficiency in dynamic and potentially risky application scenarios [19; 8; 11; 6].

In current LLM research, trustworthiness is conceptualized as a composite of security, factual accuracy,
transparency, response consistency, and personal data protection. As defined by NIST experts, a trustworthy
Al system must produce accurate, interpretable, and secure outputs, operate transparently, and preserve user
confidentiality [11; 5]. For LLMs, this entails both factual and explainable responses, as well as mechanisms to
prevent misinformation and enable traceability.

A promising technical strategy to enhance reliability is model aggregation - combining multiple LLMs
within one infrastructure to balance loads, compare outputs, and activate fallback models in case of failure.
However, designing such systems involves a trade-off between response speed and explainability. Light-
weight models like LLaMA 3 or Mistral offer faster processing but less interpretability, while larger models
(e.g., GPT-4, Claude 3) provide deeper reasoning at the cost of latency. More accurate outputs via complex
validation pipelines (e.g.,, RAG) can further slow response time and obscure the logic of generation, reducing
user trust [11; 6].

This creates a fundamental compromise: either prioritize transparency with slower, auditable outputs, or
optimize speed at the expense of interpretability. Regulatory guidance from NIST and the EU Al Act suggests
that in high-risk domains (e.g., healthcare, legal services), verifiability should take precedence [11; 6].

Another foundational design principle is architectural modularity. By organizing services as microcompo-
nents - separating input parsing, generation, validation, and logging - LLMs become more fault-tolerant, scal-
able, and easier to update without disrupting the whole system [20; 11]. Middleware tools such as API gate-
ways and multi-level caching are essential for load control and efficiency [11].

Finally, personalization is becoming a key vector of reliability. Adaptive mechanisms such as dynamic
prompt shaping, context retention, and vector-based user profiling allow models to tailor responses while en-
hancing relevance [7; 11]. Yet, personalization demands strict adherence to privacy protocols: encrypted stor-
age, time-limited data retention, and full transparency in user data handling [8; 11].

Modern LLM implementations rely on three dominant architectural approaches: zero-shot learning,
fine-tuning, and retrieval-augmented generation (RAG). Zero-shot models are applied without task-spe-
cific training, allowing rapid scaling but often sacrificing factual accuracy due to lack of contextual adapta-
tion [20]. Fine-tuning enhances precision and relevance in defined domains but raises risks of overfitting and
model bias [13]. RAG integrates external knowledge sources or search engines into the generation pipeline,
improving transparency and fact-checking, albeit at the cost of integration complexity and potential source
inconsistency [10].

Each approach entails trade-offs in trust and performance. As shown by P. Lewis et al. [10], zero-shot of-
fers speed but lacks transparency and reliability. Fine-tuning, according to T. B. Brown et al. [20], delivers do-
main-specific precision but demands rigorous data governance. RAG is particularly promising for trustworthy
applications, combining generative flexibility with verifiable content, though it requires strict safeguards for
source quality and data protection [10].

Ultimately, LLM reliability emerges not solely from model architecture, but from the integration of techni-
cal, infrastructural, algorithmic, and ethical components that support stable and controllable system behav-
ior [14]. As R. Bommasani et al. emphasize, effective deployment also depends on understanding user needs,
contextual risks, and regulatory constraints [14].

Recent trends point to hybrid architectures, where combining different strategies-modularity, traceabili-
ty, and auditability - enables improved transparency, resilience, and adaptability [5]. Modularization of LLM
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workflows facilitates granular control over response generation, verification, and logging. Explainability tools
and prompt validation systems are increasingly embedded in LLM pipelines to support trustworthy opera-
tions [10; 15; 17].

Comprehensive trust metrics now assess not only factual accuracy and process transparency but also re-
sistance to prompt manipulation, user satisfaction, and compliance with privacy standards. These align with
global frameworks such as NIST Al RMF and the EU Al Act [11; 6; 5]. As LLMs become integral to sectors
like education, healthcare, law, and finance, their deployment demands cohesive architectural and operational
strategies that meet high standards of security, ethics, and usability [14; 20; 8].

Modern LLM services are often deployed via bots, web portals, or SaaS platforms using standardized APIs,
offering rapid integration, scalability, and support for diverse tasks [15; 11]. Reliable integration with provid-
ers like OpenAl or Anthropic requires RESTful APIs with layered authorization, middleware for filtering and
routing, and safeguards against abuse [15; 7; 6; 20].

Scalability is achieved through containerization and asynchronous backends using tools like FastA-
PI, Redis, and Celery, optimizing performance under high load [20; 11]. Prompt engineering and context
management - such as using templates, context windows, and intent detection - directly affect response
quality [13; 10].

Output validation now combines manual review, automated metrics, and semantic checks to detect halluci-
nations. Content moderation and logging are integral to ensuring trust and traceability [19; 11; 5].

Security risks include hallucinated content, jailbreaks, and prompt injections, which demand multi-level
moderation - both pre- and post-generation [7; 1]. Techniques like red-teaming expose hidden vulnerabilities
and improve model robustness [7].

Ethical use in education, healthcare, and law requires strict oversight, transparency, and human control.
Systems like GPT-4 and Claude 3 implement layered audits and safety protocols [15; 8; 17].

Ultimately, trust in LLMs depends on robust infrastructure, ethical safeguards, and continuous adaptation
to new risks - combining engineering, regulation, and responsible design [19; 8].

The practical adoption of large language models has been enabled by a flexible technological stack that
integrates modern Al libraries, distributed architectures, and tools for seamless deployment. As noted by
T. B. Brown et al. [20], the Python ecosystem remains the dominant platform for LLM integration, combin-
ing FastAPI (REST API development), LangChain (context management), Gradio (Ul integration), and Hugging
Face Transformers (open-source models).

LLM-based automation is transforming front-end development. N. A. Ikumapayi [9] shows that OpenAl-as-
sisted code generation reduces development time and boosts efficiency. Similarly, S. Shen et al. [18] empha-
size the role of domain knowledge in automating JavaScript code.

Efficient orchestration between multiple LLMs is increasingly used to match model capabilities with que-
ry types. Middleware-based intent classification enables dynamic switching - e.g., GPT-4 for deep analysis,
Claude for extended context, and LLaMA or Mistral for fast, lightweight queries - improving both cost-effi-
ciency and relevance [14].

Preprocessing safeguards are also advancing. Semantic prompt validation and automated filters, as dis-
cussed by D. Ganguli et al. [7], mitigate the risk of inappropriate outputs-particularly in high-stakes domains
like education, law, and healthcare.

Impact assessments confirm substantial gains: L. Weidinger et al. [19] and A. Almalki & M. Aziz [1]
report that basic LLM integration reduces response times by up to 55%, improves satisfaction by
15-20%, and cuts redundant queries in half. These benefits extend to financial, educational, and corpo-
rate sectors.

Successful deployments hinge on modular backend tools, adaptive model routing, multi-level validation,
and user-centered design. Together, they enhance efficiency, trust, and adaptability across applications. En-
terprise ChatGPT offers encryption, moderation, and audit logging, though final validation of outputs often
remains user-dependent [1].

These real-world cases demonstrate that robust infrastructure, adaptive logic, and ethical oversight are
critical for scaling LLM-based services. Table 2 summarizes key architectural and technological components
used in such implementations.

In the context of increasing reliance on large language models in high-stakes domains, the development
of a clear and structured framework for evaluating the effectiveness and trustworthiness of such systems is
a necessary precondition for their safe and meaningful integration. Given the multifaceted nature of trust
in LLMs - combining technical, ethical, and user-centered dimensions - it is advisable to employ a layered
approach that links operational performance with design principles such as explainability, transparency, and
resilience to manipulation.
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Table 2
Comparison of technical solutions for implementing LLM services
Implementation Technologies / Advantages Limitations / Risks
component approaches
Server platform Python (FastAPI), Node. Flexibility, a large base of Python - lower performance at high
js (Express) ready-made libraries, quick launch | loads
Ul framework Gradio, Streamlit Low-code, integration with ML Limited scalability, poor style
models, easy customization control
LLM integration = OpenAl API, Anthropic = Easy connection, support for Cost of tokens, dependence on
API, HuggingFace state-of-the-art models external servers
Model Multiplexer, fallback Flexibility, load balancing, improved Complication of request routing
management mechanisms relevance logic
Prompt Prompt templates, Standardization of input, Vulnerability to prompt injection
processing context chaining repeatability of results and jailbreak attacks
Service scaling Docker, Redis, Celery Performance control, horizontal Requires a high level of DevOps
scaling competencies
Assessment of BLEU, cosine similarity, =Possibility of automatic monitoring ' Does not always correlate with
response quality | RL feedback subjective quality of perception
Content filtering = Regex filters, NLP Reducing toxicity and inappropriate = The need to constantly update the
moderation responses rules

Source: author’s development

The proposed framework is organized as a stepwise evaluation system that enables both developers and
institutional stakeholders to monitor key indicators of system reliability, while adapting the configuration
of LLM services to meet evolving demands. This methodology supports continuous assessment across five
interrelated dimensions, each of which corresponds to critical functional and governance aspects of LLM use
in real-world applications (Table 3).

The systematization of metrics for evaluating the trustworthiness and effectiveness of LLM-based services
is an important step toward the operationalization of ethical and technical standards in the deployment of
artificial intelligence in critical domains. The five-step model presented in Table 3 outlines an integrated
approach that connects the behavior of large language models at the micro level (generation quality,
factuality, explainability) with macro-level governance concerns such as security, resilience, user trust, and
regulatory compliance.

Table 3
System for evaluating trust and effectiveness of LLM services

Evaluation Dimension Key Indicators Tools / Methods

- % of accurate responses; hallucination rate; | Fact-checking APIs, knowledge bases, manual
Factual reliability ) .

cross-checks with trusted sources annotation

Transparency and % of responses with source trace; availability | Explainability modules, audit logs, prompt
explainability of reasoning; logging completeness tracing systems
Resistance to Blocked prompt injection attempts; jailbreak | Red teaming, semantic filters, adversarial
manipulation prevention rate testing scripts
User-perceived SUS/NPS scores; task completion rate; UX analytics, user surveys, load simulation
performance response time under load
Security and ethical Number of flagged outputs; privacy breaches; | Moderation tools, encryption logs, regulatory
compliance audit trail availability compliance dashboards

Source: author’s development

Each step reflects not only an isolated dimension of system performance, but also a specific aspect of trust
formation in digital environments, thereby enabling a layered interpretation of model behavior in real-life
applications.

The first stage, focused on factual reliability, addresses the core epistemic expectation from
LLMs - that generated responses correspond to verifiable truths rather than plausible-sounding fabrications.
This dimension plays a foundational role in ensuring semantic integrity, especially in knowledge-intensive

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 13



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 3 (18). 2025

domains such as medicine, law, and education, where the cost of factual errors may be high. Measuring
factuality requires both quantitative benchmarking against curated datasets and qualitative assessment
through independent validation pipelines.

The second component, transparency and explainability, refers to the model’s ability to provide justifiable
and auditable outputs. In contrast to black-box generation, transparent systems enable the user or auditor
to trace how an answer was constructed, what data or logic informed it, and where potential limitations lie.
This aspect is particularly relevant for institutional accountability, where LLM outputs must be interpretable
within legal or organizational frameworks. The presence of logging mechanisms, attention visualization,
and reasoning trace tools significantly enhances the traceability of LLM behavior and contributes to the
auditability of Al systems.

Manipulation resilience, the third pillar of the model, responds to the growing threat of adversarial use,
such as prompt injections and jailbreaks, which may bypass system constraints or provoke the generation of
harmful content. This dimension evaluates the robustness of LLM configurations under malicious scenarios
and provides an early-warning function for identifying system vulnerabilities. Its role is especially significant
in public-facing deployments or in sectors with strict reputational and safety requirements, such as
healthcare portals or government service platforms.

The fourth dimension, user-perceived performance, introduces the human-centered perspective into
the evaluation framework. Here, the emphasis shifts to how users experience interaction with the system,
measured through satisfaction indices (e.g., SUS, NPS), task completion rates, and latency under operational
loads. This dimension reflects the usability and perceived reliability of the LLM and is essential for long-term
adoption, especially in dynamic service environments such as online education platforms, business assistants,
or content generation services. The inclusion of this layer ensures that trust is not only engineered but also
experienced and sustained over time.

Finally, the fifth stage - security and ethical compliance - consolidates the governance layer of the model.
It encompasses indicators related to privacy protection, content moderation, and conformity with regulatory
frameworks such as the GDPR, the EU Al Act, or sector-specific Al guidelines. This stage is vital in domains
that involve personal data processing, sensitive information handling, or legally binding documentation.
It integrates the results of internal audits, external risk assessments, and ethical reviews, allowing
the organization to monitor and update its LLM deployment in line with evolving legal and normative
expectations.

Taken together, the five-step system offers not merely a diagnostic instrument, but a dynamic
infrastructure for continuous evaluation and adaptation. It facilitates informed decision-making for
developers, system architects, compliance officers, and institutional stakeholders by enabling early detection
of emerging risks, measuring the long-term reliability of LLM services, and supporting iterative improvement.
From a practical standpoint, the application of this framework allows organizations to align technical
performance with ethical values and user needs, thus forming a coherent and operational definition of
trustworthiness in Al systems. It supports the transition from model-centric to service-centric evaluation,
where trust is seen as a function of both algorithmic behavior and sociotechnical context. Ultimately, such a
multidimensional model contributes to the institutionalization of responsible Al deployment practices, which
is crucial for sustainable integration of LLM technologies into sensitive societal and economic infrastructures.

Conclusions. This study demonstrates that the development of reliable LLM systems requires an
integrated approach in which architectural modularity is effectively combined with well-designed control and
validation mechanisms at every level. The success of such solutions is reflected in their ability to maintain
system stability and security under high loads, efficiently manage request processing, and ensure response
quality through the use of intermediate control, semantic validation, resource balancing, and modern API
gateways. As evidenced by the analysis of practical implementations, LLM services are becoming drivers of
personalization and digital platform optimization, significantly reducing users’ cognitive load, particularly in
education, consulting, automated support, and related sectors.

Nevertheless, considerable challenges remain, especially regarding the potential generation of toxic or
inaccurate responses in sensitive domains such as medicine, law, and psychology. Insufficient oversight
and inadequate ethical moderation pose risks to user trust and may undermine the social legitimacy of
deployed systems. Experience from recent master’s and applied research projects confirms the importance
of employing advanced technological tools, including FastAPI, LangChain, Docker, and Gradio, in building
functional and scalable LLM infrastructures. The use of hybrid architectures that enable dynamic switching
between models based on specific requests supports the optimization of quality, cost, and processing speed.

The future of LLM services is closely tied to the expansion of multimodal capabilities, the alignment
of interfaces with ethical standards, and the improvement of model relevance through state-of-the-art
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reinforcement learning techniques. Particular attention should be directed toward research on how different
professional and age groups cognitively perceive LLM outputs, as such insights facilitate the customization of
systems to individual user needs.

In conclusion, the development of trustworthy LLM systems extends beyond a technical challenge and
evolves into an interdisciplinary endeavor that integrates advances in artificial intelligence, cybersecurity,
UX design, cognitive science, and ethics. The complexity and coordination of these approaches are essential
for creating systems that are not only high-performing but also socially responsible, safe, and acceptable for
use in critical sectors.
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USING MACHINE LEARNING METHODS FOR AUTOMATED CLOUD COMPUTING OPTIMIZATION

Abstract. This study is devoted to the development and experimental validation of a comprehensive approach to the
automated optimization of cloud computing through the use of machine learning methods. The proposed solution - an
intelligent adaptive orchestrator - integrates three key components: workload forecasting based on time-series models (LSTM,
Prophet), dynamic resource management using reinforcement learning methods (PPO), and an anomaly-detection module
employing autoencoders and statistical techniques.

The aim of the article. To design, implement, and validate an intelligent adaptive orchestration system that eliminates
critical limitations of traditional cloud resource management.

Scientific novelty. It lies in the design of a system with a modular architecture that ensures scalability, fault tolerance,
and flexible adaptation to diverse business objectives through dynamic tuning of the reinforcement learning agent’s reward
functions, with integration with container orchestration platforms (e.g., Kubernetes) and support for multi-cloud deployments.

The conclusions. Within this study, an intelligent orchestrator for cloud resource management was developed, implemented,
and experimentally validated, built on the integration of workload forecasting, reinforcement learning, and anomaly detection
methods. Experiments conducted both on a controlled laboratory testbed and in the real industrial hybrid infrastructure of
SoftRequest LTD confirmed the high effectiveness of the proposed solution. The practical value of the approach lies in the ability
to integrate directly with existing orchestration platforms, such as Kubernetes, without the need for substantial infrastructure
rework.

Key words: Kubernetes, multi-cloud environments, hybrid clouds, intelligent orchestrator.

Muxaiino BEPAHMK, Irop CTAPOJAYBCbKH1. BAKOPUCTAHHA METO/IB MAIIIMHHOTO HABYAHHSA
JJ1I1 ABTOMATHU30BAHOI ONITUMI3ALIII XMAPHUX OBYUCJIEHD

Anomayina. lle docnidiceHHs1 npucesiueHe po3pobyi ma exkcnepumMeHmMasbHill eanidayii komnaekcHozo nidxody
do asmomamu308aHoi onmumisayii XMapHUX O06YUC/AEHb WJ/SIXOM 3ACMOCY8AHHS Memodi8 MAWUHHO20 HABYAHHS.
3anponoHosaHe piweHHS - [HMejsekmya/abHUll adanmueHuli opkecmpamop - I[HmMezpye mpu KA0408i KOMNOHeHmMu:
NnpocHO3y8aHHS pobOYUX HABAHMAJCEHb HA OCHOo8i Modeseli 4acosux psidie (LSTM, Prophet), dunamiuHe ynpaeaiHHs
pecypcamu 3a donomoz010 Memodie Hag4aHHs 3 nidkpinaenHsam (PPO) ma Modyab 8usieneHHs AHOMAIT i3 BUKOPUCMAHHAM
asmoeHkodepie i cmamucmuyHux Mmemodis.

Memoto cmammi € npoekmygaHHs, enposadiceHHss ma easidayis iHmesaekmyaasHoi adanmugHoi opkecmpayitiHoi
cucmemu, wo ycyeae KpumuHi o6 MesxceHHs: mpaouyitiHo2o ynpasaiHHs XMApHUMU pecypcamu.

Haykosea HO8U3HA no0.120€ 8 NPOEKOBAHHI cucmeMu 3 MOJY/IbHOI0 apXimekmypoto, iKa 3a6e3neyye macumabosaHicms,
gidmosocmitikicmo i eHyukicms adanmayii do pizHux 6i3Hec-yiaell yepe3 JuHAMiYHe HAAAWMYBAHHS BYHKYIl 8UHa20podu
azeHma Has84aHHA 3 nidkpinaeHHsAM, 3 inmezpayieio 3 naamgpopmamu opkecmpayii konmeltinepie (Hanpukaad, Kubernetes) i
niompumka My muxXmMapHux po320pmatb.

BucHogku. Y medcax yvozo docaidiceHHss 6Y/a0 po3pobaeHo, 8nposadiceHo ma eKcnepuMeHmda/abHO 8aaido8aHO
iHmesekmyaavHUull opkecmpamop 045 YNpaseaiHHs XMApPHUMU pecypcamu, nobydosanull Ha iHmezpayii memodis
Npo2HO3YBAHHSA HABAHMANCEHb, HABYAHHS 3 NIOKpInAeHHAM i euse/neHHs aHomaxil. Excnepumenmu, nposedeHi sk Ha
KOHMPOAbHOMY 1a60pAMOPHOMY CmeHOi, MaK i 8 ymM0o8ax peanbHoi hpomucao8oi 2i6pudHoi inpacmpykmypu komnaHii
SoftRequest LTD, niomeepdu.u 8ucoky epekmueHicmb 3anponoHo8aHo20 piuleHHs. [I[pakmuyHa yiHHicmb nioxody noaszaey
Modxcausocmi npsimoi inmezpayii 3 HasisHUMU naamgopmamu opkecmpayii, makumu sik Kubernetes, 6e3 nompe6u 8 cymmesiti
nepe6ydosi iHppacmpykmypu.

Kawuosi cioea: Kubernetes, myabmuxmapHi cepedosuwya, 2i6pudHi xmapu, iHmesekmyaabHuUlli opkecmpamop.

© M. Berdnyk, 1. Starodubskyi, 2025
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The problem statement. The widespread adoption of cloud computing has revolutionized access to
computational resources, enabling organizations of all sizes to benefit from scalable, flexible, and cost-
effective infrastructure. Cloud platforms allow dynamic provisioning of processing power, memory, storage,
and network bandwidth, fostering rapid innovation and efficient operations across industries. However,
the rapid growth in the scale and heterogeneity of cloud infrastructures has introduced unprecedented
challenges in resource management [3].

Modern cloud environments must handle dynamic, unpredictable workloads driven by varying business
demands, user behaviors, and external events. Traditional resource management strategies, predominantly
based on static thresholds or manual scaling rules, are often unable to respond adequately to such
fluctuations. These mechanisms, while simple and computationally inexpensive, operate reactively rather
than proactively, leading to either over-provisioning (increasing operational costs) or under-provisioning
(resulting in SLA violations and degraded user experience) [5; 11].

Moreover, cloud ecosystems today are no longer homogeneous. They encompass a variety of resource
types, including general-purpose CPUs, specialized GPUs, FPGAs, TPUs, and other hardware accelerators, each
optimized for different workloads. Hybrid and multicloud deployments, combining public cloud services with
private data centers, further complicate the landscape by introducing diverse resource pools, varying pricing
models, and heterogeneous performance characteristics [6; 7].

In addition to dynamic workload patterns, cloud systems face sporadic, high-impact events such as flash
sales in e-commerce, viral content surges in media platforms, and end-of-month financial report spikes in
banking. These events demand immediate scaling responses that static autoscalers cannot efficiently deliver.
Any delay in resource provisioning during these critical periods can severely impact service availability, incur
financial penalties, and erode customer trust [10].

Therefore, there is a critical need for intelligent, self-adaptive cloud resource management systems that
can anticipate workload changes, make optimized scaling decisions in real time, and enhance resilience
against unexpected anomalies or failures.

Analysis of recent studies and publications. Recent studies have consistently demonstrated the
inadequacy of traditional threshold-based scaling methods in addressing the demands of dynamic cloud
environments. Mao and Humphrey [5] highlighted the limitations of static autoscaling strategies, particularly
under variable and unpredictable workloads, where fixed rules fail to optimize cost and meet application
deadlines effectively. Similarly, Yazdanov and Fetzer [11] investigated vertical scaling mechanisms and found
that simple reactive approaches often suffer from delayed response times and inefficient resource utilization.

In response to these challenges, the integration of machine learning (ML) techniques into cloud resource
management has become an active area of research. Xu and Li [10] introduced a dynamic cloud resource
management framework leveraging ML models to predict workload variations based on historical usage data.
Their findings indicated that learning-driven approaches could significantly improve resource allocation
efficiency compared to heuristic-based methods.

Forecasting future workloads is a critical component of intelligent orchestration. Qiu et al. [7] proposed an
ensemble of predictive models combining statistical techniques and deep learning approaches to anticipate
resource demand in cloud data centers. Their study demonstrated that multi-model ensembles outperform
single predictors in terms of accuracy and robustness, especially under mixed and volatile traffic conditions.
Similarly, Chen et al. [2] developed an RL-driven autoscaler for web applications that incorporates predictive
components to enable proactive scaling decisions, thereby improving both SLA compliance and cost-efficiency.

Reinforcement learning (RL) techniques have emerged as a particularly promising solution for dynamic
and autonomous resource optimization. Arabnejad and Barbosa [1] proposed a predictive RL-based
autoscaler capable of adjusting resource allocations based on both current and forecasted system conditions.
Their results showed that RL agents could dynamically learn optimal policies that balance multiple objectives
such as cost reduction, SLA adherence, and energy consumption. Tang and Narasimhan [9] further advanced
this field by applying continuous policy gradient methods for RL-based resource management, enabling faster
adaptation to fluctuating workloads and heterogeneous resource pools.

Another crucial dimension in cloud orchestration is anomaly detection. Traditional resource
management frameworks often ignore system anomalies, which can result in undetected failures and
degraded performance. Su et al. [8] addressed this gap by developing an adaptive autoscaling mechanism
that integrates deep RL with real-time anomaly detection capabilities. Their approach proved effective in
identifying service-level anomalies and triggering appropriate scaling or migration actions to maintain
service quality and infrastructure stability.

Comprehensive reviews by Hsu and Chung [3] emphasized that future cloud computing architectures
must incorporate machine learning-based orchestration as a fundamental capability, integrating workload
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prediction, autonomous decision-making, and anomaly detection into a unified control system. Kunal et al. [4]
supported this perspective, demonstrating the effectiveness of combining deep reinforcement learning with
predictive analytics to achieve intelligent, context-aware scaling of cloud applications.

Despite these advancements, existing research often treats forecasting, scaling, and anomaly detection
as isolated modules rather than components of an integrated system. A holistic approach that unifies these
capabilities within a modular, self-adaptive orchestrator remains underexplored. This gap motivates the
development of a comprehensive, machine learning-driven orchestration framework capable of enhancing
the adaptability, resilience, and economic efficiency of modern cloud infrastructures.

The purpose of the article. The primary goal of this research is to design, implement, and validate an
intelligent adaptive orchestration framework that addresses the critical limitations of traditional cloud
resource management. The proposed orchestrator integrates three interdependent machine learning
components: Workload Forecasting Module: To predict short-term workload changes based on time-series
analysis, enabling proactive scaling decisions; Reinforcement Learning-Based Orchestrator: To dynamically
optimize resource allocation policies, balancing multiple objectives such as SLA compliance, operational cost
reduction, and energy efficiency; Anomaly Detection Module: To monitor system behavior in real time and
initiate corrective actions in response to detected anomalies. The orchestrator is designed to operate in real
time within heterogeneous, hybrid, and multicloud environments, leveraging data collected from diverse
telemetry sources. By employing modular architecture principles, the system ensures extensibility, fault
tolerance, and adaptability to evolving infrastructure conditions and business priorities.

The research objectives can be summarized as follows: To develop a robust monitoring and data collection
infrastructure capable of capturing fine-grained performance metrics and business-level indicators; to design
and train machine learning models tailored for workload prediction and anomaly detection; to formulate the
resource management problem as a Markov Decision Process (MDP) and develop a reinforcement learning
agent using the PPO algorithm; to integrate the components into a coherent orchestration framework
interfacing with container orchestration platforms like Kubernetes; to evaluate the system’s performance
against traditional autoscaling methods in both controlled laboratory settings and real-world production
environments; to provide practical insights and architectural recommendations for the integration of machine
learning-based orchestration into existing DevOps workflows. By achieving these goals, the study aims to
contribute a scalable, modular, and intelligent solution capable of enhancing the adaptability, efficiency, and
resilience of modern cloud computing infrastructures.

Summary of the main material. Cloud computing is a model that enables ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing resources (such as servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal management effort [3].
Resource management in cloud environments involves monitoring, scaling, allocation, and optimization of
computational resources to ensure performance requirements are met while minimizing operational costs.

Machine Learning (ML) is a branch of artificial intelligence focused on developing algorithms that can
learn from data and make predictions or decisions without being explicitly programmed [10]. In the context
of cloud computing, ML is utilized to forecast workload changes, optimize resource allocation processes, and
detect anomalies within complex infrastructure systems.

Workload forecasting involves applying time-series models to predict future resource consumption
based on historical usage data. Models such as Long Short-Term Memory (LSTM) networks and Prophet are
capable of capturing complex temporal dependencies and seasonal patterns, thus enabling proactive scaling
of infrastructure resources [7; 2].

Reinforcement Learning (RL) is a type of machine learning where an agent learns to make optimal
decisions through interactions with its environment, receiving rewards for successful actions [1; 9]. In cloud
resource management tasks, RL enables the formulation of dynamic scaling and service migration strategies
based on multi-objective optimization, balancing factors such as service level agreement (SLA) compliance,
operational costs, and energy efficiency.

Anomaly detection focuses on identifying deviations from normal system behavior that may indicate
hardware failures, cyberattacks, or configuration errors. Methods based on autoencoders, clustering
algorithms, and statistical analyses allow the detection of both evident and subtle anomalies in large volumes
of telemetry data [8].

Fundamental Principles for Designing an Intelligent Orchestrator:

- modularity: individual components (forecasting, optimization, anomaly detection) function
independently and can be scaled or updated without disrupting the system’s integrity;

- adaptability: the system continuously learns from new data and adapts its behavior to evolving
environmental conditions;
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- integration: tight integration with container orchestration platforms (e.g., Kubernetes) to automatically
enforce orchestration decisions;

- continuous Optimization: regular retraining and updating of machine learning models based on
incoming telemetry data and system feedback to maintain and enhance decision-making quality.

Research Methodology. The research was based on an experimental methodology that combined system
design, prototype development, deployment, and multi-level experimental validation. The work was carried
out in several distinct stages:

- analytical stage: analysis of the problems of dynamic resource management in cloud environments,
identification of limitations in traditional autoscaling methods, and exploration of opportunities to apply
machine learning approaches in cloud orchestration;

- design stage: development of a modular architecture for an intelligent orchestrator, including
subsystems for telemetry collection, workload forecasting (LSTM, GRU, Prophet), reinforcement learning
(PPO algorithm), and anomaly detection (autoencoders and clustering methods);

- implementation stage: deployment of a high-frequency monitoring infrastructure based on Prometheus
and Elasticsearch, with data collection intervals of 5-15 seconds; development of online learning mechanisms
for forecasting models; and construction of an orchestrator supporting dynamic optimization of scaling policies;

- model training stage: initial training of forecasting models using historical workload data with
hyperparameter optimization (Grid Search); training of the reinforcement learning agent under simulated
workload scenarios using experience buffer mechanisms to improve training stability;

- experimental validation stage: testing system robustness, adaptability, efficiency, and reliability
under various operational scenarios, including load surges, node failures, and changing resource pricing in
multicloud environments.

To enhance the reliability of the experimental results, the following were used:

- multiple test runs to smooth out random fluctuations;

- control groups based on standard autoscaling mechanisms (HPA, VPA);

- statistical methods for significance testing (e.g., t-tests).

Experimental Base. The functionality and effectiveness of the developed solution were validated in two
environments:

- laboratory tested: a 30-node Kubernetes cluster (each node equipped with 8 vCPUs and 32 GB RAM)
and two GPU nodes (NVIDIA Tesla T4) of SotRequest LTD. Workloads were generated using specialized traffic
emulators simulating typical behaviors of e-commerce and financial services applications;

- industrial deployment: the financial services company SoftRequest LTD, operating a hybrid cloud
infrastructure based on OpenStack and AWS. Real-world workloads included transactional processing, real-
time analytics, and periodic training of Al models.

Infrastructure and application monitoring were performed using Prometheus and Elasticsearch, while
machine learning models were developed and executed using TensorFlow and PyTorch.

The effectiveness of the developed system was assessed using the following indicators:

- average response time and 95th percentile response time under various workload scenarios;

- SLA violation rate - the percentage of requests that exceeded acceptable response time thresholds;

- resource utilization efficiency - CPU and memory utilization rates during orchestrator operation;

- operational costs - total cloud infrastructure expenses (e.g.,, AWS costs) and energy consumption in the
local infrastructure;

- anomaly reaction time - the time interval between the occurrence of an anomaly and the initiation of
corrective actions by the system.

Each metric was analyzed under conditions of normal operation, load surges, infrastructure degradation,
and was compared against the performance of traditional autoscaling mechanisms.

The architecture begins with a Telemetry Collector (Node-Exporter, cAdvisor) that scrapes fine-
grained CPU, memory and I/0 metrics from every Kubernetes node and pod. These raw observations are
streamed into Prometheus, while logs flow to Elasticsearch, forming the central TSDB layer. A Feature-
Engineering / Streaming ETL service continuously aggregates and enriches the metrics, producing compact
feature vectors in near-real time. The vectors feed two specialised ML services: a Workload Forecasting
module (LSTM / Prophet) that predicts short-term resource demand, and an Anomaly Detection module
(autoencoders plus statistical tests) that flags abnormal behaviour. Both forecast outputs and anomaly
flags are consumed by a PPO-based Reinforcement-Learning Optimizer, which synthesises them with
the current cluster state to choose scaling, placement or throttling actions. Decisions are forwarded to the
Adaptive Orchestrator Control Plane, which translates high-level actions into concrete Kubernetes primitives
such as HPA/VPA changes, pod rescheduling or spot-instance requests. Through the Kubernetes API /
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Controller Runtime, these commands are applied uniformly across a hybrid runtime that spans an on-prem
OpenStack cluster and AWS EKS. Executed actions generate new states and rewards that are written, together
with the original metrics, into an Experience Buffer for continual learning. A background Model Trainer /
Online Tuning service samples from this buffer to update the forecasting, anomaly-detection and RL models,
closing the self-adaptation loop. A separate Load Emulator can inject synthetic traffic into the cluster during
laboratory testing to validate policies under extreme or corner-case scenarios. Operators observe the
entire system through Grafana dashboards fed directly by Prometheus (metrics) and Kibana views backed
by Elasticsearch (logs). The dashboards also surface the applied policies coming from the Control Plane,
providing full transparency into why and when the orchestrator scaled or migrated workloads. Overall, the
design realises a vertically integrated feedback cycle - observe — predict & detect —» decide — act — learn -
enabling proactive, cost-aware and resilient resource management across multicloud environments.

Technical Implementation. The production-grade prototype was deployed as fourteen containerised
micro-services on Kubernetes, each packaged with locked, reproducible Helm charts. At the foundation,
a high-frequency observability stack polls every node and pod with Node-Exporter, cAdvisor and kube-
state-metrics; raw metrics arrive in Prometheus at five-second granularity while structured logs land in an
OpenSearch cluster configured with hot-warm tiering so that recent indices remain on NVMe storage and
older shards migrate to cost-optimised disks. Thanos remote-write off-loads up to one-and-a-half years of
historical data to an S3-compatible MinlO bucket, ensuring that the modeller can replay the entire operational
history without impacting online queries.

A Python FastAPI service, built around the Faust streaming framework, subscribes to the metrics_raw Kafka
topic, applies windowed aggregations at five seconds, one minute and fifteen minutes, computes derivative
features such as CPU deltas, exponential-weighted moving averages and trend slopes, then serialises the
resulting vectors with Apache Arrow before publishing them to the features_v1 topic. Sustained throughput
in production is roughly two megabytes per second, and in end-to-end tests the p-99 latency between a
Prometheus scrape and a feature message entering the machine-learning layer is below one second.

Forecasting is served by an ensemble endpoint that multiplexes two distinct models: a Prophet instance
tuned to capture daily and weekly periodicity with a changepoint prior of 0.2, and a two-layer LSTM built in
TensorFlow 2.16 with 128 hidden units per layer and a dropout of 0.2. Hyper-parameters were discovered
by a grid search over learning rates and look-back windows using a ninety-day sliding training set; retraining
triggers automatically at midnight or whenever the weighted absolute percentage error exceeds fifteen per
cent. Inference runs in TensorFlow Serving with a batch size of sixteen and maintains a p-95 latency of forty-
five milliseconds per series.

An anomaly-detection micro-service hosts a symmetric dense auto-encoder, forty-eight hours of “healthy”
data are replayed nightly to refresh its weights, and the reconstruction error threshold (mean plus three
standard deviations) is recalibrated at the end of each run. A lightweight z-score guard operates in the same
container so that sudden spikes can be flagged within hundreds of milliseconds, even if the auto-encoder
inference queue backs up. Both anomaly flags and point forecasts are appended to the state vector consumed
by the reinforcement-learning agent.

Resource allocation is framed as a continuous-action Markov Decision Process and solved with Proximal
Policy Optimisation in Ray RLIib 3.0. The fifty-four-dimensional state contains current utilisation, forecast
residuals, anomaly indicators, spot-price fluctuations and energy-tariff signals; the three-dimensional action
proposes a replica-scaling multiplier between 0.5 and 2.0, a CPU-limit shift between -1 and +1 core, and a
node-affinity score that steers the scheduler towards GPU or spot nodes. Eight learner workers execute in
parallel on separate vCPUs, while the central parameter server uses a single NVIDIA T4 GPU for policy
updates. A Redis-backed experience buffer can hold two million tuples; as soon as four thousand new
transitions accumulate - typically about thirty seconds - the agent performs an on-policy update with a clip
parameter of 0.2 and a GAE lambda of 0.95.

Decisions emitted by the agent enter a custom Go controller that reconciles an AdaptivePolicy custom
resource. The controller translates abstract actions into concrete Kubernetes primitives: it adjusts HPA and
VPA targets, annotates pods to trigger rescheduling, calls kubectl drain for live migration and interacts with
the AWS EC2 Fleet API to request spot instances. Every change rolls out through a guarded canary stage that
initially exposes only one per cent of user traffic; if p-95 latency remains below one hundred and ten per cent
of baseline for two reconcile loops, the controller ramps exposure by ten per cent per minute; otherwise, it
rolls back and pins the policy revision for post-mortem analysis.

A nightly Kubeflow Pipelines workflow pulls fresh experience data, launches distributed training jobs on
two dedicated GPU nodes, performs Optuna-driven hyper-parameter optimisation for the predictive models,
version-tags the artefacts with Data Version Control hashes and uploads them to the MinlO model store.
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Newly trained models are shadow-served for fifteen minutes with ten per cent traffic replay; promotion
occurs automatically if the weighted absolute percentage error rises by no more than two percentage points
and the reward trend stays positive. Model-drift rules in Prometheus watch the production error metrics and
push alerts to Slack when WAPE exceeds eighteen per cent for a sustained quarter hour.

Continuous integration runs in GitLab and executes linting, unit tests, container builds with BuildKit, Trivy
image scanning and Helm-chart rendering. Staging deployments occur on an isolated thirty-node cluster
where Locust and K6 replay week-long production traces; a pipeline succeeds only if average response time
stays within five per cent of baseline while infrastructure cost, computed from mock AWS billing data, falls
by at least three per cent. The median pipeline duration is fourteen minutes, and mean time to restore after a
failed deployment is under twelve minutes thanks to automated rollbacks and pre-baked golden images.

Security and compliance are enforced with Vault-backed CSI drivers for short-lived secrets, OPA Gatekeeper
policies that block privileged or host-PID pods, and cosign signatures that guarantee supply-chain integrity
from source commit to running image digest. All inter-service traffic is encrypted with Istio mutual TLS, and
cross-cluster links use WireGuard tunnels. Infrastructure spans an eighteen-node private OpenStack cloud for
latency-critical workloads and a twelve-node AWS EKS footprint that mixes on-demand and Graviton-powered
spot instances for cost-efficient burst capacity; Calico enforces network policies across both sites.

Benchmarking on the production workload showed that the orchestrator lowers average response time
by thirty-three per cent, halves SLA violations and cuts cloud spend by roughly twelve per cent over a rolling
thirty-day window. Anomaly mean-time-to-detect is about six seconds and mean-time-to-mitigate under
fifteen. Collectively, these results confirm that the observe-predict-optimise-act-learn feedback loop operates
fast enough to out-perform traditional HPA/VPA scaling while remaining safe, auditable and cost-aware in a
heterogeneous multicloud environment.

Performance Evaluation Results. The experimental evaluation was conducted in two environments:
on a controlled laboratory testbed at SoftRequest LTD and in its real-world production hybrid cloud
infrastructure.

Key performance indicators (KPIs) used for evaluation included:

- average and 95th percentile service response time;

- SLA compliance rate;

- resource utilization efficiency;

- trends in operational cost dynamics;

- anomaly detection and response speed.

The results demonstrated that the proposed architecture ensures high application stability even under
sudden and significant workload changes.

System Response Time. Comparative analysis showed a significant reduction in both average response
time and the 95th percentile (p95) compared to traditional Kubernetes scaling mechanisms.

Results recorded on the SoftRequest LTD testbed:

- average response time was reduced by 28% compared to HPA;

- p95 response time was reduced by 31% under peak load conditions.

In real-world production at SoftRequest LTD:

- average response time decreased by 30-35% during typical business workloads;

- the proportion of requests processed under 200 ms increased from 92% to 97%, significantly improving
the end-user experience.

Thus, proactive workload forecasting enabled minimizing response latency through advance resource
scaling.

SLA Violations. Service Level Agreement (SLA) violations are a critical indicator of the quality of cloud
infrastructure services. Even short-term SLA breaches can result in penalties and reputational damage.

During the experiments:

- with traditional autoscaling mechanisms (HPA/VPA), the SLA violation rate was approximately 6.2%;

- after deploying the intelligent orchestrator, the violation rate dropped to 2.7%.

These findings are summarized in Table 1.

The reduction of SLA violations by more than half demonstrates the high predictive capabilities of the
developed models and the system’s ability to react before service degradation occurs.

Table 1
Comparison of SLA Violation Rates
Environment SLA Violation Rate (Baseline) SLA Violation Rate (Orchestrator)
Laboratory Testbed 6.5% 2.8%
Production Environment 6.0% 2.6%
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Cost Efficiency. Economic efficiency is an essential factor when considering the adoption of new cloud
technologies.
During a 30-day observation period:
- infrastructure costs were reduced by 10-15% compared to baseline autoscaling mechanisms.
Main cost-saving factors included:
-prevention of unnecessary resource over-provisioning during short-term peaks;
—-automatic utilization of cheaper spot instances during periods of low activity;
rapid deallocation of underutilized resources after load reductions, minimizing charges for idle capacity.
Thus, the implementation of the intelligent orchestrator resulted not only in improved performance
metrics but also in significant operational cost optimization.
Anomaly Detection and Reaction. In dynamic multicloud environments, the ability to quickly detect and
resolve anomalies is critical to ensuring business continuity.
The anomaly detection module achieved the following:
- average anomaly detection time was 5-7 seconds, more than twice as fast compared to traditional
threshold-based monitoring tools;
- response time - the interval between detection and corrective action initiation - remained below
15 seconds.
Table 2 provides examples of typical anomalies detected and the corresponding mitigation actions.

Table 2
Examples of Detected Anomalies and Response Times
Anomaly Type Detection Time (s) Response Time (s) Mitigation Measures
CPU Saturation 5 12 Pod rescheduling
Storage Latency Spike 6 13 Volume migration
DDoS Attack Simulation 7 14 Temporary scaling action

By identifying potential failures at early stages, the system demonstrated high resilience even under heavy
and unpredictable workloads.

Key Architectural Advantages. The comprehensive architecture of the developed solution achieved a
synergistic effect through:

- integration of forecasting models for advance resource scaling;

- use of reinforcement learning agents to develop optimal resource management strategies under multi-
criteria constraints;

- deployment of real-time anomaly detection mechanisms to ensure early failure warning and incident
mitigation.

The modular structure of the architecture enabled flexible adaptation of the system to different cloud
platforms and existing DevOps workflows without requiring substantial changes to the customer’s infrastructure.

Summary of Quantitative Results. The summary of experimental results confirms:

- reduction of average response time by up to 35%;

- decrease in SLA violations by more than 50%;

- reduction of infrastructure operational costs by 10-15%;

- shortening of anomaly reaction time by more than 40% compared to conventional monitoring solutions.

Thus, the developed intelligent orchestrator demonstrated its high effectiveness for deployment in
dynamic, heterogeneous, and multicloud environments requiring flexibility, scalability, and high resilience.

Conclusions and prospects for further research. Within the framework of this study, an intelligent
orchestrator for cloud resource management was developed, implemented, and experimentally validated,
based on the integration of workload forecasting, reinforcement learning, and anomaly detection methods.

The experiments conducted both on the controlled laboratory testbed and in the real-world production
hybrid infrastructure of SoftRequest LTD confirmed the high effectiveness of the proposed solution. The key
achieved results include:

- areduction of average service response time by up to 35%;

- adecrease in SLA violation rate by more than 50%;

- areduction of infrastructure operational costs by 10-15%;

- an improvement in anomaly detection and reaction time by over 40% compared to traditional methods.

The developed architecture demonstrated the ability to efficiently adapt to changing operating conditions,
maintained system resilience during load surges, and ensured cost-effective resource utilization without
compromising service quality.
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The practical value of the proposed approach lies in its ability to integrate directly into existing
orchestration platforms, such as Kubernetes, without requiring a major overhaul of the infrastructure.
This enables enterprises and service providers to minimize implementation costs and significantly enhance
the level of operational automation.

Despite the positive results obtained, the study opens several promising directions for future research:

- expanding the forecasting functionality by incorporating external factors (e.g., seasonal demand
fluctuations, marketing events, changes in resource pricing by cloud providers);

- developing adaptive self-learning systems that enable the orchestrator to autonomously optimize its
models in response to shifts in workload profiles or service architectures without human intervention;

- integrating energy consumption forecasting models to build energy-efficient scaling strategies and
reduce the carbon footprint of cloud infrastructures;

- designing security-focused anomaly detection mechanisms aimed at real-time identification of
cyberattacks or data leakage attempts;

- applying graph neural networks (GNNs) for more accurate analysis of network relationships between
application components and for optimizing service placement based on network topology awareness;

- creating comprehensive multicloud optimization strategies that simultaneously consider cost,
performance, energy efficiency, and reliability across different cloud providers.

In the future, the development of such intelligent orchestrators could become a cornerstone in building
fully autonomous, self-learning cloud platforms capable of real-time adaptation to global shifts in operational
conditions, business priorities, and quality of service requirements.

Thus, the results obtained not only demonstrate the scientific and practical significance of the proposed
approach but also lay a strong foundation for continued research in the field of intelligent cloud systems
automation.
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MPOBJIEMA CTIMKOCTI IH®OPMAIIIMHO-KOMYHIKALIIMHUX CUCTEM
B YMOBAX EHEPTETUYHUX 350iB

Anomayis. Memoto cmammi € ananis 3a2po3 045 iHgpopmayitiHo-komyHikayitinux mepedc (Information-Communication
Networks - ICN) uepes nepe6oi 8 scusieHHi ma po3pobka npoakmueHoi cucmemu 0151 nidguujeHHs1 ixHboi cmilikocmi.

Memodosozis. [ocaidxceHHs1 6a3yembcsi HA aHAAI3i cmamucmuyHux O0aHUX Npo 3poCMaHHA yacmomu 6ekaymis
(Ha 64% 6iavwe 360i6 y CILIA 3a 2011-2021 poku nopigHsiHO 3 honepedHim decamuaimmasm) ma oyinyi ixHix Hacaidkie,
Makux sik ekoHoMIiuHi 36umku (noHad 400 maH eapo Ha IlipeHelicbkomy nisocmpogi) ma empama 0aHuXx y eHep203a1edxcHill
onepamusHitl nam’sami (RAM), wo npuzgodums do nowkodiiceHHs cucmemHux aiiiie i kackadHux 360i8 y xmapHux dama-
yeumpax. Tpaduyiiinimemoduaxucmy (/]bK, 2enepamopu) oyiHeHo ik HedocmamHi yepe3 8UCOKY 8apmicms, ekcnayamayititi
sumpamu, dezpadayito 0641a0HAHHS Mma 3a1excHicms 8i0 A0dcbko20 akmopa. 3anponoHO8AHO NPOAKMUBHY cucmemy
NnpocHO3Y8AHHS PU3UKIB, IKa BUKOPUCMOBYE Memodu MawuHHo20 Has4aHHs (ARIMA, LSTM) das ananizy icmopuyHux daHux
eHepz2oMepedxc (Hanpyaa, yacmoma), Memeopo.102iyHux gakmopis i daHux onepamopie enHepzocucmem. Cucmema 064UCAO€E
iHmezpabHUll NOKA3HUK PU3UKy ma agmomamu4Ho 3anycKae 3axucHi cyeHapii das miHimizayii 36umkie.

Haykoea Hosu3Ha. HosusHa nosszae 8 po3pobyi npoakmueHoi cucmemu npo2Ho3y8aHHs pusukie 045 ICN Ha ocHosi
MAWUHHO20 HABYAHHS, SIKA nepedbauae nomeHyiliHi 6aekaymu, 3amicmb peakmueHO20 peaz2ysaHHs. IHmezpaabHull
NOKA3HUK PU3UKY, WO 8pAX08YE eHep2emuyHi, Memeopo102iyHi ma onepayiiiHi daHi, € yHIKAAbHUM [HCMPYMEHMOM 0/
asmoMamu4Ho20 3anycKy 3axuUCHUX CYeHapiis, Wo 3HUXCYE 3a1excHicmb 8i0 1100cbko2o hakmopa ma dopo2020 06.1a0HAHHSL.
Lle piwienHs nidsuwye izuuHy ma KibepzaxuwjeHicms Mepexc, MIHIMI3yo4u 8pa3aueocmi 0o KackadHux 360i8, Wo € HOBUM Y
nopieHsHHI 3 mpaduyitiHumu nioxodamu.

BucHoeKku. 3pocmaHHs yacmomu mamacumaois 6siekaymis eumazae nepexody 0o Npoakmug8HUX piuieHb. 3anponoHo8aHda
cucmema npo2HO3y8AHHS HA OCHO8I MAWUHHO20 HABYAHHS 3a6e3neyye C8OEUACHe peaz2y8aHHs Ha 3a2P03U, MIHIMI3ye 36UMKU
0411 IH@opmayiiiHux, npoepamHux i anapamHux komnonenmie ICN, nidsuwye kibepbesneky ma 3abesneyye 6esnepepsHicmo
pobomu 8 yMog8ax eHepaemu4Hux 360is.

Kawuvosi caoea: iHpopmayiliHo-koMyHIKayiliHl  mepedsci, cmilikicmb  iHpopmayiliHo-KomMyHIKayiliHux cucmem,
eHepeemuyHi 3001, 6s1exkaym, Kibepbeaneka, NpoOAKMUBHE YNpAe/iHHS, NPOZHO3Y8AHHS PU3UKIB, MAWUHHE HABYAHHS,
KpumuyHa iHggpacmpykmypa.

Viktor BOYKO, Valeriia SLATVINSKA, Yevgeny PSHENYCHNY. THE PROBLEM OF STABILITY
OF INFORMATION AND COMMUNICATION SYSTEMS IN CONDITIONS OF ENERGY FAILURES

Abstract. Scientific novelty. The novelty lies in the development of a proactive risk forecasting system for ICN based on
machine learning, which predicts potential blackouts, instead of a reactive response. An integral risk indicator, considering
energy, meteorological and operational data, is a unique tool for automatically launching protective scenarios, which reduces
dependence on the human factor and expensive equipment. This solution increases the physical and cyber security of networks,
minimizing vulnerabilities to cascading failures, which is new compared to traditional approaches.

Purpose. The purpose of the article is to analyze the threats to Information-Communication Networks (ICN) due to power
outages and develop a proactive system to increase their resilience.

Methodology. The study is based on the analysis of statistical data on the increase in the frequency of blackouts (64% more
outages in the USA from 2011 to 2021 compared to the previous decade) and the assessment of their consequences, such as
economic losses (over 400 million euros in the Iberian Peninsula) and data loss in volatile random access memory (RAM), leading
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to corruption of system files and cascading failures in cloud data centers. Traditional protection methods (UPS, generators)
are assessed as insufficient due to high cost, operating costs, equipment degradation and dependence on the human factor.
A proactive risk forecasting system is proposed that uses machine learning methods (ARIMA, LSTM) to analyze historical power
grid data (voltage, frequency), meteorological factors, and power system operator data. The system calculates an integral risk
indicator and automatically launches protective scenarios to minimize losses.

Conclusions. The increase in the frequency and scale of blackouts requires a transition to proactive solutions. The proposed
machine learning-based forecasting system provides a timely response to threats, minimizes damage to information, software
and hardware components of ICN, increases cybersecurity and ensures continuity of work in conditions of energy failures.

Key words: information and communication networks, information and communication system resilience, power outages,
blackouts, cybersecurity, proactive management, risk prediction, machine learning, critical infrastructure.

IlocraHOBKa mpo6JieMH B 3arajbHOMYy BUDIAAI Ta ii 3B'A30K i3 BaXXJIMBUMM HAyKOBUMHU YU
NPAaKTUYHUMH 3aBAAHHAMM. Y CydacHUX yMoBax iHdopMmaliliHo-koMyHikanifiHi Mepexi (Information-
Communication Networks - ICN) € ocHoBoI0 KpuTH4HOI iHPpaCTPyKTypH, 110 3a6e3neyye GyHKI[iOHyBaHHSA
€KOHOMIKH, JIepKaBHOr0 yIpaBJIiHHA Ta CyCNiJILHOTO KUTTH. IX 6e3nepebiiina po6oTa — K/IH0490BUH paKTOp
cTtajoro po3BuTKy. OfHaK, nonpu nporpec y rajuysi texnoJsorid, ICN 3anuiaroTbcs Ay»e Bpa3JIMBUMU [0
30BHIIIHIX BIJIMBIB, 30KpeMa, 0 BEJUKOMACIITAOHUX 360iB B eJIEKTPOIMOCTAYaHHI, BiIoMUX SIK GJieKayTH
(blackouts) [15], [4]. Lli iHIiu1eHTH 1eMOHCTPYIOTh TPUBOXKHY TEH/IEHI[iI0 /10 3pOCTaHHS YaCTOTH Ta MacCIlTa-
6iB, 1110 MiATBEPPKYETHCS He JIMIIe eMIipUYHUMU CIIOCTEPEXKEHHSIMU, @ U CTATUCTUYHUMHU AaHUMU. Hanpu-
KJIaJl, 3Ti[HO 3 po3paxyHKaMu aHajaiThu4Horo neHTpy Climate Central [7], y Cnony4yenux lllTaTax 3a nepion
2011-2021 poxkiB cTasnocs Ha 64% 6Ginblie BeJMKUX 360IB B eJleKTpoMepexax, Hik 3a NonepesHE JAecsaTU-
aitts (2000-2010). [Togi6Ha guHAaMiKa crocTepiraeTbes i B iHIIMX perioHax cBiTy, BKJIFOUHO 3 EBpPOIOI0 Ta
A3iero, 1e 3poCTaHHS CIIOXKUBAHHS Ta CTApiHHA iIHQPACTPYKTYPU CTBOPIOIOTH Mi/BULIEH] pU3UKHU.

PyiiHiBHI HacaiKu 6/ieKayTiB BUXOAATH JaJeKO 3a paMKH KOpPOTKo4acHoi He3py4yHocTi. [Ipukiagom
MOXKe CJYTYBaTH iHIUJEHT, 1o cTaBcs 28 kBiTHS 2025 poky Ha IlipeHelicbkoMy miBocTpoBi [19]. Llei 36i#,
o oxonus Icnawito, [loptyrasnito, Augoppy, YactuHy ®Ppannii Ta Mapokko, pu3BiB He TiJbKU [0 KOJAMCY
TPAHCIOPTHOI CUCTEMHU Ta 3yIMUHKU METPOIOJITEHY Y BEJIMKUX MicTaX, Takux sk Jlicabod i Maapug, a it f0
TpariyHUX JI0JCbKUX XKePTB — llOHAalMeHlle o/jHa JiloJuHa 3arunyJa B [lopTtyrauii, a Bicim - B [cnanii BHacJ1i-
JIOK MOXKeX, CIPUIMHEHUX CIPOO6AMU aBapiliHOro ocBiT/eHHs. EkoHOMIUHI 36UTKH BiJf 11bOro iHIUJEHTY, 32
pisHuMU ornjinkamu, nepeBuinuau 400 minbiioHiB €Bpo. 1li 36UTKHU ckiaganucsa 3 6esidi ¢pakTopiB: BTpaTU
MNPUOYTKY MiIMPUEMCTB Yyepe3 MPOCTilt, 30UTKIB Bi/| ICyBaHHS NMPOAYKIii, MOPYIIEHb JOTICTUYHUX JAHIII0XK-
KiB i BUTpAT Ha BiIHOBJIEHHS MOUIKO/PKEHOT0 06/1alHaHHA. OCHOBHI MPUYMHU TAaKUX MACHITAOHUX 360i1B, K
MPaBuUJIO, MalOTh KOMIIJIEKCHUI XapaKTep, BKJIOYHO 3i 3HOCOM iHPACTPYKTYpPH, 3pOCTAaHHSIM €HepProcroXu-
BaHHS, HU3bKOI0 aBTOMAaTHU3alLli€l0 YIPABJIiHHSA Ta JIIOJACbKUM GaKTOpPOM [4].

AHati3 ocTtaHHIiX goc/ikeHsb i ny6ikaniil. [I[po6seMa cTilikocTi iHpopMaliiHO-KOMYHIKaLiHUX CHC-
TeM (ICN) B yMoBax eHepreTU4HUX 300iB CTa€ Aefalli aKTyaIbHIIIOK Yepe3 3pOCTaHHS YacTOTH GJIEKAYTiB,
COPUYMHEHUX KJIIMAaTUYHUMHU 3MiHaMH, CTapiHHAM iHQPACTPYKTYypH Ta 3aJIeXKHICTIO Bij Bi[HOBJIIOBAJIbHUX
JbKepeJs eHepril, 110 BIUIMBA€E Ha POOOTY AaTa-LeHTPIB, TEJEKOMYHIKAIiHHUX Mepex i KpUTUYHUX CepBiciB.
Y po6oTax ocTaHHIX POKiB 3HAa4Ha yBara NpuAisA€TbCsA aHali3y TeHAeHI il 3601B i po3po61i MpoaKTUBHUX Pi-
uieHb AJs nigsuiieHHs xuByvocti ICN [15, c. 1-8; 20, c. 428-431]. Tak, P. Hines, J. Apt Ta S. Talukdar gocniz-
KYIOTb iCTOpUYHI JjaHi npo Besuki 61ekayTy B CLIA, BKa3yo4H Ha iX CTabiibHY 4acTOTy Ta power-law po3srmo-
Jis posmipis [15, c. 1-8], Togi sik Y.-K. Wu, S. M. Chang Ta Y.-L. Hu migkpec/1010Th KOMIJIEKCHI TPUYUHU 3601B,
BKJIIOYAIOYH TEepeBaHTaXEHHS Mepex i kackazaHi BigmoBu [20, c. 428-431]. 3BiT ASCE 2021 poky oniHio€
eHepreTuuHy iH¢pactpykTypy CIIA Ha D+, 3a3Haya04uu 3pOCTaHHS MONUTY Bif JaTa-1ieHTPiB i Bpa3iuBicTh
Jlo noroaHux ¢akropis [4], a Climate Central ¢ikcye 78% 3pocTaHHs norogHux 360is 3a 2011-2021 pp. [7].
B. A. Carreras Ta iH. aHaJIi3yI0Tb pU3UKHU 6JieKayTiB Mpu BUcokoMy npoHukHeHHi B/IE, akueHTyoun Ha $JyK-
Tyanisx i kackaaHux edekrax [5, ¢. 132663-132674], a E. L. Ratnam Ta iH. npononytoTh AuBepcudikaniro ass
MiJBUIIIEHHS CTIMKOCTI A0 KJAIMaTU4YHUX i Kibep3arpos [18]. KonkpeTHi iHIuAeHTH, K-0T 6jekayT Ha [lipe-
HelcbKkoMy niBocTpoBi 2025 p. [19], 3601 Google Cloud 2023 p. uepes BigmoBu JBXK [2; 9; 13; 14] Ta npo6Jie-
Mu B gata-ueHTpi 2025 p. [17], intocTpytoTh BpasauBicTb ICN g0 nepe6oiB xkuBsieHHs. B. Boiiko, M. Bacuien-
ko Ta B. CinatBiHcbhKa po3po6usiu Mogeni xkuBydocTi ICN 3 BuUkopuctaHHAM rpadoBOro miAXoAy AJis CUMYAALii
BigHOBJ/IeHHs micid 360iB [1, c. 13-19], a M.-G. Florin Ta iH. k1acudikyOTh pU3UKU eHEPreTUYHUX KPU3 3a
MaTpuIelo UMOBipHicTh-BIIUB [11]. 3acTocyBaHHS MallMHHOI'O HaBYaHHSA JJ1s1 MPOTHO3yBaHHS 360iB Joci-
JKyeTbes B poboTtax U. Farooq ta R. B. Bass [10, c. 61494-61519], A. K. Onaolapo Ta iH., iKi IpONOHYIOTb KO-
JlabopaTHBHI HEMPOHHI Mepexi JJis nepenbdadyeHHs 360iB [16, c. 3079-3087], a Takox y mocigpxeHHax Aalto
University [3] Ta B. Ghasemkhani Ta iH., e po3po6JieHO Mozeti 17151 OLiHKY TpUBaJIoCTi 3601B [12].

MeToM0 AaHOI CTATTi € OGI'PYHTYBaHHS Ta Po3po6Ka KOHIeMNLii CUCTeMU NPOAKTUBHOI'O IPOTHO3yBaHHSA
pU3BUKIB /g 3a6e3neyeHHs cTilikocTi iHpopMmaliiHo-koMyHikaLiiHux Mepex (ICN) B yMoBax eHepreTUUHUX
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360iB. /ly11 bOTO 3p06JIEHO HACTYMHI KPOKH: aHasli3 iCHYIOUMX 3arpo3, CHpUYMHEeHUX OsekayTamu, as ICN;
KPUTHYHHUH OTJIsA/, 0OMeXeHb TPaJULIiMHUX METO/iB 3aXHCTY; OGIPyHTYBaHHs HeOOXiZHOCTI mepexoay Bif
peaKTUBHUX [0 NPOAKTUBHUX METOJIB pearyBaHH:; ONUC METOAOJIOrII Ta apXiTeKTypy CUCTEMH, L0 BUKO-
PUCTOBYE METOM MAalIMHHOTO HaBYaHHA [JI IPOrHO3yBaHHA IHIMAEHTIB; AeTasi3alid eTamiB BIIPOBaKEH-
HA Ta eKCIJIyaTalil 3alpOIIOHOBAHOI CUCTEMHU.

BuksiaZ, OCHOBHOTO MaTepiainy. 3azpo3u 0.1 iHgopmayiliHo-kKomyHikayitiHux mepexc: TexHiuHi ma opea-
HizayitliHi acnekmu. [IpUNMHEHHS €JIEKTPONOCTAa4YaHHsI € KPUTHYHO 3arpo3oto st ICN 3 KiJIbKOX KiIH04o-
BUX NPUYMH. HalicyTTeBiMMU €: BTpaTa AaHUX, 1[0 36epiraloTbCsl B eHepro3asiexHii onepaTUBHIN nam'sTi
(O3I1), i mopyueHHs 3B’I3HOCTI MepeXKi, 0COGJIMBO B LIEHTPaJIi30BaHUX iEpAapXiYHUX CHUCTEMAX.

e BTpaTa jaHUX B ONepaTUBHIN mam’aTi

Cy4acHi KOMI'IOTEepHI CHCTEMH, BiJj NEPCOHAJIBHUX KOMIT'IOTEPIB 0 MOTY)XHUX CepBepiB, MoGyAoBaHi
Ha apxiTekTypi ¢pon HelimaHa. Y ii ocHOBI JieXXUTh NPUHLUIN 36epiraHHs BUKOHYBAHOTO NPOTPaMHOTO KOJY
Ta 06pO6JIIOBAaHMX JAaHUX B OZHIH i TiK camiil mam’aTi - onepatuBHii mam’ati (RAM). RAM € eneprosanex-
HOI0, TO6TO ii BMICT MOBHICTIO CTUPAETHCA NPHU BTPATi e/leKTpoKUBJIeHHS. Lle 3ymMoBiieHo 11 ¢izuyHOI0 MpH-
ponorw - RAM BHUKOPHCTOBYE TpUrepU Ta KOHJAEHCATOPH, AKi BUMaralmTb NOCTIHHOTO eJIeKTPUYHOTO 3aps-
Iy JJisl MiATPpUMaHHSA cTaHy «1» ab6o «0». 3 omHOTO 60KY, Iie 03BoJisie RAM mocsraTu HaZiI3BU4aHO BUCOKOI
WIBU/KOZII, 1110 HabaraTo NepeBHINYy€E WBUAKICTb JOCTYITY /10 JAHUX HA eHeProHe3a/eXKHUX HaKOMM4yBayax,
TaKuX 5K )kopcTKi gucku (HDD) a6o TBepaoTinbHI HakonuyyBadi (SSD). 3 iHmoro 60Ky, panToBe BiiKJII0YEH-
HS JKMBJIEHHS], OMMHAIOYM LITATHI NPOLeAypH 3aBepLIeHHsI PO6OTH omnepaliiHoi CUCTEMHU, TPU3BOJUTD [0
MUTTEBOI BTPATH BCiX AaHUX, ki 3Haxoguarcsd B RAM y MoMeHT 36010. B pe3ysibTaTi MOXKyTbh OyTH BTpadeHi
He TiJIbKK He30epeXxeHi faHi KOPUCTyBa4a, a © KPUTUIHO BAXKJIMBI CUCTEMHI ¢paiiy, [0 MOTEHIIHHO Befe 10
MOIIKO/[XKEHHS OTlepaliiiHOl CUCTEMH Ta He06XiAHOCTI 1l MOBHOI MepeBCTAHOBJIEHHS.

o Kackazni 3601 B ieHTpasi30BaHUX CUCTEMax

PozButok ICN Tsxie f0 meHTpasnizanii Ta iepapxizauii [1]. [losiBa MOTY>XHUX 06YMC/IIOBAIBHUX CUCTEM
i maTa-neHTpiB Nmpu3Besa [0 LWHPOKOTO BIPOBaJKEHHA TEXHOJIOTIM BipTyasisanii Ta KoOHTelHHepH3anil.
Lli TexHosoril J03BOJISAIOTH ONTHMaJbHO BUKOPUCTOBYBAaTH PECYPCH MOTYXHUX KOMITIOTEPHUX KJacTepiB:
004YMCTIOBAJIbHI MOTY>KHOCTI MOXKHA «PO3JIJATH» MiXK KOPUCTyBadyaMH, CTBOPIOBATH CUCTEMHU, siKi aBTOMa-
THUYHO PETYJIIOI0Th BUTPATY PecypciB, Ta ONTUMI3yBaTH PO3TOPTAaHHS NMPOrpaMHOro 3abesneyeHHs 3a JJONO0-
MOTOI0 3a3/aJIeTiib CTBOPEHUX 06pa3iB onepaLiiHUX CUCTEM i KOHTEHHEPIB.

OpHaK, 3 TOYKU 30PYy CTIHKOCTI, Ile CTBOPIOE TOAATKOBI PU3UKU. Y TaKuX cucTeMax B RAM 36epiraroTbcs He
TiZIbKY JjaHi onepaniiHoi CUCTEMH Ta KOPUCTYBALbKUX MPOLECIB, @ 1 YaCTUHU CUCTeM 3abe3neyeHHs BipTyasi-
3auii Ta KoHTelHepu3alil (rinepBi3opy, YaCTUHU CUCTEM KOHTelHepu3arii). PanToBe BiK/II0UeHHS )KUBJIEHHSA
MO’Ke MPH3BECTH JI0 KaCKaJHOT0 36010, KOJTH Bi/[]MOBA OZJHOTO I|eHTPaJIi30BaHOr0 By3Jia TSTHE 3a CO60I0 BTPATy
3B’13HOCTI Ta QyHKI[IOHA/IBHOCTI B MaciITabax yciel Mepexi [8]. [IpukiaioM € 36il y 30Hi us-east5-c gaTa-1eH-
Tpy Google Cloud [2], cnpuurHeHu# BigMoBolo mxepesia 6e3nepebiitHoro »xuBeHHd ([ABXK) [9]. Lieit inuugeHt
MPU3BIB Z10 MOPYLIEHHSI POGOTH MMOHAJ, JBaALATH Pi3HUX CepPBIciB, 3aUeNnUBIIN TUCAYi KOPUCTYBaviB 110 BCbOMY
cBity [13]. [Hmm# noai6HMN BUNaioK — 36iK 25 kBiTHA 2023 poKy B 30Hi europe-west9-a, /ie BUTIK BOJHU Ta MO-
JlaJTbllIa MOXKeXa MPU3BEeJIH JI0 BiIK/IFOUeHb i BUMaraJ/iv oHaj o064 Ha BijHOBIeHHs [14].

¢ [Ipo6sieMu KiGepOe3neKH MiJj yac eHeEPreTUYHUX 3601B

[Ipo6sieMa eHepreTUYHUX 3601B NPSIMO BIJIMBA€E Ha KibepbOe3neKy, CTBOPIOIOYM HOBi BEKTOPH 3arpos, sKi
BUXOJATb 3a Mexi nmpoctoi BificyTHocTi 3B’s13Ky [20]. PanToBe BifgK/IIOUeHHS >KUBJIEHHSI MOXE NPU3BECTH
Jl0 He3alJIaHOBAHOI'0 i HEKOPEKTHOTr0 3aBepILIEHHSI POOOTH CUCTEM, L0 MOPYUIYE LiTiCHICTh JaHUX i KOH-
¢irypaniro nporpamHoro 3a6e3nedyeHHs. [lig yac 6ekayTy KpUTHIHO BaX/IUBI CIy»06H, sIKi 3a6e31e4yoTh
kibepbesneky - cucrteMu BUsiBJeHHS BToprHeHb (IDS), cuctemu nportuzii Bropruensm (IPS), mi>xkmeperxesi
ekpanu (firewalls), cucreMu MOHITOPHHTY Ta JIOTYBaHHS — MOXYTb BHUHTH 3 JIaJly sIK i Bce iHIIe mporpam-
He 3a6e3nedyeHHs. OCKiJIbKY 3JI0OBMUCHUKHU MOXYTb CKOPUCTATUCSH CUTYALi€l0, 06 MPOHUKHYTH B CUCTEMY,
3aJIMLIMTH IIKiJJMBe MporpaMHe 3abe3nedeHHs a60 CKOMIPOMETYBATH [jaHi, e 3HAYHO MiJ{BUILYE PU3UK
inmugenTiB. Hanpukian, ko miJ 4yac 36010 BiJKJIIOYAETHCS CUCTEMA Pe3epPBHOTO KOMiIOBaHHS, Ile MOXe
MPU3BECTHU He TIIbKHU [0 BTPATH JAHUX, aJie i J10 MOTEHLiMHOro 36010 B po60Ti CUCTEMH BiHOBJIEHHA [5].

Takox Gs1eKayTH MOXKYyTb NPU3BECTH /10 3HMKEHHSI KOHTPOJIIO Ta BTPATH ymnpaBJiHHA Mepexero [18].
Y cutyauii 6/1€KayTy CUCTEMHU JUCTAHLiHHOIO MOHITOPHUHIY Ta YNPaBJiHHA MOXYTb 6YTH HEeJLOCTYIHUMH,
10 pO6UTH HEMOXKJIMBMM ONEPAaTUBHE pearyBaHHs Ha OyAb-ski KibepiHuuzeHTH [11]. [lepconan Moxe 6yTH
036aBJIEHUH MOXKJIMBOCTi BUaCHO pearyBaTH Ha NoNepe/pKeHHs], BUABJIEH] B cCHCTeMaX MOHITOPHUHTY, sIKi I1ie
MPOAOBXKYIOTh pauBaTH Bijg JBX a6o gomaTkoBuUX MKepes )KUBJIeHHs. Lle MoXke MPU3BECTH [0 3aTPUMKHU
B pearyBaHHi Ha kibepaTakH i, IK Hac/1i10K, 36i/bIIeHHs 30U TKiB. KpiM TOTrO, BifiHOB/IEHHS TicJig 36010 MOXe
OyTH MOB’si3aHe 3 BUCOKUM PU3MKOM. Kosu crcTeMu nepesaBaHTaXKYIOThCS Mic/Is TPUBAJIOL BiZICYyTHOCTI KU-
BJIEHHS], BOHU MOy Tb OYTH BpPas3JIMBi /10 aTaK «HYJIbOBOTO AHS» ab0 iHIIKX 3arpos, sKi 3JI0BMUCHUKHU MOTJIU
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3aMyCTUTH mif yac 3601. Hanpuknaz, Ko 3JJ0BMUCHUKH Gi3MUHO OTpUMaJK AOCTYN 0 0OJIaZHAHHSA MHif,
yac 6J1eKayTy, BOHH MOXXYTbh BCTAHOBUTH LIKi/IJIMBe NMPOTpaMHe 3a6e3MedeHHs, siKe CIIPaLIO€ Mij| yac BiJHOB-
JIEHHA KUBJIEHHS.

Tomy nepexij 0 IPOAKTHBHOTO yIPaBJiHHSI €HePreTUYHOI0 CTIMKICTIO, [0 BKJ/IOYA€E MPOTHO3yBaHHSA pPU-
3WKiB 3a [OTIOMOTO MAlIMHHOT'O0 HaBYaHHsS € HEOOXiJHUM eJIeMeHTOM KOMILJIEKCHOI cTpaTeril kibep6e3re-
k. Taku# migxis 7O3BOJISIE HE MPOCTO pearyBaTH Ha 36iii, a 3aM06irT™M HOro HeraTUBHUM HaC/IifiKaM, 3aXU-
IIAI0YY LTICHICTD AaHUX i 6e3mepepBHICTh POOOTH KPUTHUYHHUX CEPBICIB IIe A0 TOro, K iHIUAEHT Habyae
KPUTHUYHOIO XapaKTepy.

AHani3 icHytouux piwieHsb ma ix obmedscens. TpaAUiHHAM | HAWGIIBII NPAMOJIHIMHUM LISIXOM BUPiLIeHHS
npo6JieMH eHepreTUYHUX 360iB € pe3epByBaHHs — YaCcTO 6araTopasoBe — BCiX iCHYI0YMX CUCTEM EHEPTrOKHUB-
JIEHHSI Ta aBTOMATH3allisl Iepexo/y Ha aBapiliHe eJIeKTPonocTayaHHs. 3a3BU4ail BUGYZ0BYEThCS JJBOETANlHA
cucTeMa:

e Jlxxepeso 6e3nepebifiHoro xuBsaeHHs ([JBXK): Mae BOyioBaHM aKyMy/IsITOp i po3paxoBaHe Ha MiJTPU-
MaHHSI QYHKLiOHYBaHHS 06J1a/lHAHHS B MPOMIXKKY Bifi KiJIbKOX XBHJIMH /0 KiJIbKOX ro/iuH. lle 103BoJIsIE KO-
PEKTHO 3aBepPUIMTH Po6OTY 06/1afHAHHS 260 MePEKIIOYUTHUCS Ha pe3epBHE HKEPEJIO.

e JlusenbHUM abo raszoBuil re”Heparop: [lapasenbHo 3 JBXK 3amyckaeTbcs [0JaTKOBE [KEPEsO KHB-
JIeHHS], siKe 3a6e3neyye aBTOHOMHE €JIEKTPOXKUBJIEHHS MPOTArOM TPHUBAJIOrO 4Yacy, 0 YCYHEHHS OCHOBHOI
npo6JieMHu.

OpHak TakWM miaxiJ, mompu HWOro O4YeBUAHI NepeBarw, MOB'SI3aHUM 3 HU3KOI CYTTEBUX OOMEXEHb.
[lo-mepuie, BiH MOB’sI3aHUM 3 BEJMKHMMHU KaliTaJbHUMHU Ta €KCIIyaTal[ilHUMH BUTPATAMU Ha MiJTPUMaHHSA
pesepBHOI iHQpacTpykTypu. [lo-apyre, Horo eGeKTUBHICTb YaCTO «BIUPAETHCS» B JIIOJCbKUH GaKTOp. ABTO-
P11 HEOJHOPA30BO CTUKA/IMCSA 3 CUTYaLli€10, KOJIU 32 HAABHOCTI reHepaTopa epcoHaJsl He Mir M0ro 3anyCTUTH
BYACHO Yyepe3 NOMUJIKH B IPOLeAYPi, 1110 MPHU3BOJMIIO 10 BTPATH KUBJIEHHS — | MOB’s13aHO]1 3 IUM BTpPaTH Ja-
HUX i IOpyLIeHHS pO60YHX MPOLECIB.

BapTicTh mOBHOro pe3epByBaHHS € 3HAaYHUM Gap'epoM. BoHa BKJIIOYA€E He TiJIbKK KaIliTa/JbHI BUTPATU
Ha npujab6aHHA 00/IaZiHAHHSA, a ¥ pery/sipHi eKcryaTaliiiHi BUTpaTH Ha MaJUBO, TEXHIYHE 00C/IyroByBaH-
He Ta 3aMiHy KoMmnoHeHTiB. Akymynsatopu /JBXK, Hanpukiazs, MalOTh 0OMeXeHUH TepMiH cay>k6u (3a3Bu-
4ail 3-5 pokKiB) i BUMarawThb Z0POroi 3aMiHuU. [X EMHICTb 3HMUXKYETCA 3 KOKHUM IUKJIOM PO3PAAY-3apsLy,
a TaKOX Mi/Ji BIVIMBOM BHCOKHX TEMIIEPATYP, 1[0 POOUTH IX BCe MEHII HaliMHUMHU 3 YacoM. Ll npupozgHa fe-
rpazanis o6/aZjHaHHs [epPeTBOPIOE CTALiOHAPHI CUCTEMH pe3epBYBAaHHS Ha «OJHOPA30Bi» pillleHHS, KO
He NPUZIJISATYH HaJIeXKHOI yBaru iX CBOEYaCHOMY OHOBJIEHHIO Ta 06C/IyTOBYBAaHHIO.

JlomaTKOBUM YCK/IaZHIOBAJbHUM GAaKTOPOM € Uy TVIMBICTh CUCTEM pe3epBYBAHHSA Jj0 TEXHIYHOTO 06CIyTo-
ByBaHHA. Hanpukiaz, ekcrityaTanisi Ju3e/bHUX TeHEPATOPIiB MAa€ TUMYACOBi 0OGMeXeHHs], Mic/Is IKUX X He-
00XiZTHO BiZIKJIFOUATH AJIS OXOJIOMKEHHS Ta/a60 npodisakTuku. CamMi reHepaTOpPH BUMAralThb PeTyIsIpHOTO
3MalleHHs, 3aMiHu QinbTpiB i KoHTpOJIO piBHA manuBa. /IBXK, cBoer deproto, PyHKILiOHYIOTh Bif aKkyMysisi-
TOPIB, 1110 Nepe3aps/PKAIThCs, IKi MalOTh 0OMeXeHY KiJIbKiCTb IUKJIIB Nepe3apsa/KH, Mic/sg 4oro X EMHICTb
3MeHUYEeThCA. Ha €MHICTB | IBUAKICTD po3pafly aKyMy/nsATOPiB MOXKe BIJIMBATH TeMIlepaTypa HaBKOJIMUI-
HBOT'O CEpPeJOBULIA, PEXKUM I IIBUAKICTD Nlepe3apsaKHu.

TakuM 4yuHOM, HaBiTh cucTeMa 3 «6ydepHUMHU» [IBXK i JOBroCTpOKOBUMU pe3epBHUMHU reHepaTOpaMH
€ CKJIQ/IHOI0 CHCTEMOI0, IKa 3 YaCOM MOKe Jlerpa/lyBaTH, 0COGJIMBO 3a BiICYTHOCTI HaJIEXKHOTO 0GCIyroBy-
BaHHSA i pery/IipHOro TeCTyBaHHs. XapaKTepHUM NPUKJIALOM € «ogHOpa3oBuii» /IBXK, B skoMy He nepejba-
YeHO 3MiHy aKyMyJISITOPa, 1110 POOGUTH HOT0 HEHAZiIWHUM Y JJOBTOCTPOKOBIH MepCreKTHUBI.

Mooicausocmi npozHo3ysaHHs iHYyudeHmis. IHIUAEHTH 3 Nepe6osiMU eHepronocTadyaHHsl MOKHAa YMOBHO
PO3AiMMTH Ha ABi KaTeropii: MporHo3o0BaHi Ta HEMPOTrHO30BaHi. SKI0 3aM06IrTH MWKOAI BiJi panrTOBUX MOAIN
(HampuKJIaJl, 3eMJIETPYCY) CKJIaZHO, TO MPOTHO30BaHi MoJii, 3a yMOBHU aleKBaTHOI Ta CBOE€YacHOI peakiii Ha
HUX, 103BOJISIOTb MiHIMi3yBaTH a60 MOBHICTIO 3ano6irTu 36MTKaM. MOXXJIMBOCT] MPOTHO3yBaHHS B CYYaCHUX
YMOBAax JIOCHUTbh LIKPOKI, 1110 MTOB’SI3aHO 3 XapaKTepoM QyHKI[IOHYBaHHS €HEPTOCHUCTEMH.

EHepreTu4Hi Mepexi € CKJIalHUMHU Ta pO3MNOAIIeHUMU cucTeMaMU. CyTTEBY poJib y IX CTIMKOCTI Bifirpae
piBHOMIipHICTB i cniBMipHiCTh HaBaHTaXKEHHS 3 F€HEPYIOUYUMH MOTY>KHOCTSAMHU. 3a6e3nedeHHs [bOro 6asaH-
Cy BU3HA4a€E cTabinbHicTh Mepexi. YuM bisibiia eHeprocucreMa (3a yMoBH il KEpOBAHOCTI), TUM BHINA i1 Ku-
BYYICTb, OCKIJIbKY BeJIMKWM PO3Mip A03BOJISIE B pa3i HeCIPUATIMBUX BIVIMBIB Iepepo3NOAIIATH NOTYXKHOCTI
MDX pi3HUMM JiJITHKaMH, BUPiBHIOIOYH HaBaHTa)KeHHA. KpiM Toro, BaXXJINBUM eJIeMEHTOM € CUCTEMHU HaAKO-
NUYeHHs-BiAAa4i eHeprii, Taki sk rizpoakymyntoBanbHi enektpocrannii (FAEC), aki MoXXyTh 3MiHIOBaTH pe-
»KUM pOOOTH, BUPOGJIsiIouU Oisble abo MeHIe eHepril 3a/IeXKHO Bif moTpeo6.

AHaui3 iHM/IeHTIB MOKAa3YyE, 1[0 HACTAaHHIO 6JIEKAYTY YacTo MePeAy0Th 3MiHU B CTaHi eHeproMepexi ta ii
napaMeTpiB (Hanpyra, yactora) [6], [19], [17]. Ik npaBuso, 6/1eKayT € HACAIAKOM TPOGJIEM Ha AKIKCh JiNsH-
1, AKi HAMararTbCs CKOMIIEHCYBATH LIJISIXOM «MaHEBPYBaHHS» EHEPTrOCUCTEMOIO — 3MIHOIO PEXUMY POGOTH
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reHepauii Ta nepepo3noAizioM NoTokiB eHeprii. Taki fii MOXyTb K YBIHYQTHUCA YCIiXOM, TaK i IPU3BECTH 0
6iTbII TI06ATBHOTO BiJIKJIFOUEHHS, IKI[O PeCypPCiB A/ «MaHeBPY» He BUCTAYUTh. Baxk/uBo, 1m0 noAi6Hi Aii
BIUIMBAIOTh Ha CTaH eHeproMepexi Ta MOXKyTb OyTH BifcTexxeHi K 3MiHM B CTabiIbHUX /10 IbOTO MOMEHTY
napameTpax [10], [17]. TouHicTe TpOrHO3yBaHHS MOXKHA CYTTEBO IMiJIBUILUTH, BPaXOBYIOUH J10AATKOBI mapa-
MeTpH [5], [16]:

e Meteoposioriuni gani: [lorogni siBuIa, Taki K CUJIbHUM BiTep, rpo3u, oOMep3aHHs, CHiromagu a6o
CIeKa, € YaCTUMHU IPUYMHAMH ITOIKO/KEHb JIiHIN esekTponepead (JIEI) i o61agHanHS.

e Ce30HHI Ta TUM4YacOBi AaHi: Yac poky Ta /00U, 10 BIJIMBAIOTh HAa 3araJbHUMA piBeHb CIIOXKMBAHHS Ta
BUPOGHUIITBO eJleKTpoeHepril (HanpukJ/aj, MiKM HaBaHTaXXeHHs B JIITHIO CIIEKy yepe3 KOHAUIioHEPH abo
B 3UMOBi MOPO3H Uepes onajieHHs).

e TexHiuHi gaHi: /laHi Bii AATYMKIB | CUCTEM MOHITOPUHTIY, AKi MOXXYTb BKa3yBaTH Ha llepeBaHTaXXeHHSA
06J1aiHaHHS 260 aHOMaJIbHI PEXXUMHU PO6GOTH.

Cucmema npoakmueHO20 NPO2HO3Y8AHHS PU3UKie. 3 ypaxyBaHHSAM YCiX mepepaxoBaHUX 0OMeXeHb, Mpo-
MOHYETHCS BIPOBA/PKEHHS J1OAATKOBOI Mipu 6Ge3meKd — cucmemu NpoaKmueHO020 NPO2HO3YB8AHHS PU3UKIS.
llel iHCTpyMeHT GyZie BiACTEXyBaTH CTaH MepeXi eHeprornocTadyaHHs Ta aHa/i3yBaTH BTOPHUHHI mapaMe-
TpPH, TaKi K 3arajibHe HABAaHTAXKEHHS Ha MEPEXY B MeXaxX KOHTPOJIbOBaHOI iHGPACTPYKTypH, 3MiHHU B CTa-
Hi €HeprocUcTeMH, BXiJlHi MOBiloMJIeHHS Bif, cay»k6 onoBiuneHHs i HaBiTh nporHosu noroau [3]. B ocHoBi
MPONOHOBAHOIO PillleHHS JIEXKUTh KOHLEeNLis paHHbOTO MONepe»)KeHHs, peai3oBaHa 3a J0MOMOr0l0 MeTo-
JiB MalUTMHHOTr0 HaB4aHHsA [12]. 3aMicTh TOro mo6 NacuBHO pearyBaTH Ha 36iH, cucTeMa aKTUBHO aHaJIi3ye
6e3s1i4 mapameTpiB, nepegdadarouu KMOBipHICTb Or0 HacTaHHH. [lJ1s IbOr0 MOXKYTh 6y TH BUKOPHCTAHI Ipo-
THOCTHYHI MoZieJli Ha OCHOBi YacoBUX psZiB, Taki ik ARIMA (Autoregressive Integrated Moving Average) a6o
LSTM (Long Short-Term Memory). L|i MogeJii HaBYalOThCS HA iICTOPUYHUX JAHUX IPO CTaH eHeproMepexi (Ha-
Mpyra, 4acTOTa, HABaHTAXKEHH ) 1 37jaTHI BUABJIATH aHOMaJIil, 1[0 epeyI0Th BETUKUM 3605M.

Sk jomaTKoOBi MapamMeTpy MOXKYTb 6YTH BUKOPHCTAHI:

e JlaHi Bix MeTeoposioriuHux cay:x6: [Hpopmariisi mpo HaGIMKEeHHs IITOPMIB, CUIIbHUX BiTpiB Ta 06Mep-
3aHH#, 9Ki MOy Tb nowkoguTu JIEIL

¢ [Hdopmarnis Bij onepatopiB eHeprocucteM: ONoBileHHs NMPO MJAHOBI a6o mo3anyaHoBi po6oTH, aBa-
pii Ha mifgcTaHLifgAX.

Ha ocHoBI aHa/i3y UMX JaHUX, CUCTEMA OGYMC/IIOE IHTErpaJIbHUIM MOKAa3HUK PU3UKY. UMM BUIIMI MOKa3-
HUK, TUM BHIA HMOBIpHiCTb 36010.

Cucrema Moxke QyHKI[IOHYBATH SIK CUCTEMA MiATPUMKHU NPUHHATTA pieHsb (CIIIP) gus nepconany, Big-
MOBiJla/IbHOTO 3a 3abe3nevyeHHs QYHKI[IOHYBaHHSA eHeprocucTeMu. Taka cucTeMa MoXke OYTH peasi3oBaHa
y BUIJIsIZAI MOEAHAHHSA IleHTpasi3oBaHoro Aambopay 3 iHpopmarieto aas oneparopa ta APl s iHTerpanil
3 icHyr04010 iIHPACTPYKTYPOIO.

BoHa Moryia 6 BM/jaBaTH NOIEepePKEHHS PO MOXKJ/IMBI BiIK/IIOUEHHS, J03BOJISIOUH ONepaTopy NPUUHATH
cBO€vYacHe pimeHHs. OJJHAK 3BAXKAKYHM Ha MBUAKOIJIMHHICTD MOAIOHUX iHI[UAEHTIB, BUJAETHCSI KOPUCHUM,
o6 Taka CUCTeMa IpaloBajla B aBTOMAaTUYHOMY PEXHMi. Y TaKOMy peXUMi BOHA CIOYaTKy BXXMBAa€ He06-
XiTHUX 3aX0/iB I[0/10 HEJIOMYIleHHS BTPATH AAaHUX, a MOTiM iHpOpMyE omepaTopa.

KurouoBoro 0co6iMBicTIO cucTeMH € ii 3JaTHICTD 10 «M'IKOTO YNPaBJIiHHA», 1[0 A03BOJISIE YHUKHYTH I10-
MUJIKOBUX CIpalbOBYBaHb i HEBUIIPABAAHOTO BiJIKJIOYEHHS 06Jia/lHAHHA. 3a/IEXKHO BiJi BEJIMYUHU PU3HKY,
CHUCTEeMa MOXKe epeBoAUTH QYHKI[IOHYBaHHS CUCTEMH Ha KiJibKa pisHUX piBHIB. HanpukJiaz:

¢ PiBenb 1 (Huspkuil pusuk): Bifnpaska nosijoMmieHHs agMiHicTpaTopy.

e PiBenb 2 (Cepenniii pusuk): [lifroroBka pe3aepBHUX CUCTEM /10 pO6OTH (HANPHUKJIAJ, IPOTrPiB JH3€eb-
HOro reHeparopa, nepeipka crarycy JBXK).

¢ PiBenb 3 (Bucokuii pusuk): ABToMaTHUYHe BUKOHAHHS 3aXHUCHUX CIleHapiiB, TAKUX K 36epeKeHHs Bij-
KPUTHUX JJAHUX.

¢ PiBenb 4 (ABapiiiHe pearyBaHHs): KopekTHe 3aBepieHHSI pO60TH HEKPUTHUYHHUX CEPBIciB i mepeBeien-
HA KJII0YOBUX CUCTEM Ha pe3epBHe XKUBJIEHHS.

lle mo3BoJisie MiHiMi3yBaTu 36UTKH, HE BAAIOYHUCH 10 PAJIMKAJbHUX 3aX0/[iB TPHU KOXXKHOMY He3HAYHOMY
KOJIMBaHHI Mepexi.

Caif BpaxoByBaTH, 1110 B TAKOMY PEXXHUMI MOKJIMBI TOMUJIKOBI CIpallbOBYBaHHSA Ta NOMHUJIKHU B IPOTHO3Y-
BaHHi, TOMy ONITUMAJILHUM OyZie «M'SIKe YIIPaBJIiHHS», [0 MiHIMi3y€ MOXX/JIMBUMA 36UTOK BiJl TAKUX TIOMUJIOK.
CucreMa MOXe IPUHAMaTH pillleHHs PO nepeBeieHHs 06J1a/lHAaHHS B PEXXUM MiABULIEHOr0 PU3UKY, PO Hif-
FOTOBKY CHCTEM pe3epBYBaHHA TOILO, 3aJIe3KHO BiJi po3paxOBaHMUX NMOKAa3HUKIB pU3HKY. lle f03BOI€ YHUK-
HyTH HENMOTPiGHUX BiJIKJII0YEHb i 36eperTy 6e3nepepBHiCTb POGOTH MPY HE3HAYHUX KOJIMBAHHSIX.

Cucmema npozHosysaHHs: Memodosozis ma peasizayis. CaMm no cobi KoMI'l0Tep, K MPUCTPiK, He Mae
creLia/IbHUX CEHCOpIiB JJI BUMIpDIOBAHHS NapaMeTpiB eHeproMmepexi. BHyTpiliHI ceHcopu BUMIPIOIOTH
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HamnpyTy Ta iHLIi mapaMeTpu po6OTH MiKpOIPOIecopa Ta iHIIOro anapaTHOro 3abe3nevYeHHs, IKi 3HaX0AATh-
csl «1m03ay» 0JI0Ka XKUBJIEHHS. BJIOK 'KMBJIEHHSI KOMIIEHCYE i 3IJ1a/KYE KOJIMBAaHHS HaNpyry Ta iHIIMX mapa-
MeTpiB eHepro>KUBJIEHHS | TAKUM YMHOM HiBeJIIOE MOXKJIUBICTb CIIOCTepeKeHb. TaKUM YMHOM, 10 HeJaBHbOTO
4yacy BiiCTe’XKeHHs OCHOBHHUX IapaMeTpiB BUMaraso Joporoi BUMipioBa/bHOI anapaTtypu. OfHak 6JyieKayTH
CIPUYMHUJIN IIMPOKe MOUIMPEHHs Ta eBOJIIIiI0 cucTeM Ge3nepebiiiHOl Hanpyru. Hapasi 6iburicts npode-
ciiHUX Kepes 6e3nepebiliHOro KUBJIEHHS 3abe3nedeni iHpopmarniiiHuMu iHTepdeiicamu (MepexeBi KapTy,
USB, nocnizoBHi mopTH), MiK/IOYUBIIMCE 0 SIKMX, MOXKHA OTPMMATH MOKa3aHHS MapaMeTpiB Mepexi, Ta-
KHUX SIK HaIpyTra, 4acTOTa, HABAaHTAXKEHHS Ta CTaH akyMyJssTopa. PerynspHuit 36ip niel indpopmarnii go3BoJisie
chopmMyBaTH BeJIMKY 6a3y JaHUX, sIKa i MOCTY>KUTb OCHOBOIO [1J1s1 pO6OTH CUCTEMH NPOTHO3YBaHHS

[IponoHOBaHa HaMU CHCTEMAa 3aXHMCTy BUKOPHUCTOBYE HasiBHY iHQPACTPYKTYypy AJs BiJICTEXXEHHS OC-
HOBHUX MapaMeTpiB i JOCTyn A0 IHTepHETy AJ MOHITOPHMHIY BTOPUHHUX. /Il MPOTHO3yBaHHS BUKO-
PUCTOBYIOTBHCS METOAY MAlIMHHOI'O HaBYaHHS, SKi Ha OCHOBI aHaJi3y oTpuMaHoi iHpopManii 06UUCTIOITH
3HAYeHHA BeJIMYMHU PU3UKY. 3a/IeXKHO BiJi BEJIMNUMHU PU3UKY, CUCTeMa NPUUMAE pilleHHs MPO PEeXUM po-
6otu. CJiJi 3a3HAYUTH, 10 B Pi3HUX BUIAAKAX MOXKYTh MaTH Miclle pi3Hi HA60pU pPeKHUMIB POOOTH Ta Clie-
HapiiB pearyBaHHs. TakoXX po3yMHO HaZlaTU KOPUCTYBa4yeBi MOXJIMBICTh BU3HA4YaTH CBOI BJIACHI crieHapil Ha
OCHOBI BXKe 3aZjaHux. Taka cucteMa B pasi ekcriyaTauii POSIX-cymicHux Be6-cepBepiB MOXe ciupaTHCs Ha
BUKOPHCTAHHS YaCTKOBO peasi3oBaHUX clieHapilB (HampukJ/aj, unit-iB y pamkax systemd migxoay). ko
po3mIsiHyTa ab0 KOHTPOJIbOBAHA CHCTEMA € PO3IO/i/IeHO0, CJIi/] 3a6e3MeYrTH LieHTPpali30BaHUU Aambopy,
MOMJIMBICTh YNPaBJIiHHA | BK/IIOYEHHS-BUKJIOYEHHS POOOYMX CTaHIHM i AucTaHIiliHe ynpaB/iHHSA HUMU.
[IponoHOBaHa cHucTeMa IIBUJKOTO pearyBaHHS MPH PO3ropTaHHI Oyze AesdKui 4yac 36upaTtd iHdopmalito
B MAaCHBHOMY pexxuMi, popmyrodu iHopMaLiiHO-4acoBUH JaHAAPT NOBEJiHKM eHeproMepexi Ta 3ictas-
JIII0OYU MOT0 3 BTOPUHHUMHU NapaMeTpaMHu

[IponmoHOBaHa cHcTeMa MPOTHO3YBAaHHS €HEPreTUYHHUX 300iB CKIAZAETHCS 3 TPbOX OCHOBHHX YaCTHH:
6s10Ky 360py manux (Data Collection Unit), 610Ky 06po6ku Ta anasni3y gaHux (Processing and Analytics Unit),
0JIOKY MPOaKTHUBHOTO pearyBaHHs (Proactive Response Unit).

BJyiok 360py faHUX - Ile «CEHCOPHU» piBeHb, IKUW BifjoBifae 3a 36ip iHdopmauii 3 pisHUX mKepeJ.
Jlo HbOTO BXOASITH MOAYJi-areHTH Ta MepexeBi iHTepdeiicu/API-uutto3u. Moaysi-areHTH SIBJASITH CO60I0
nporpaMHe 3a6e3neyeHHs, BCTAHOBJIEHE Ha NMPUCTPOsAX abo cepBepax, migegHanux go [BXK. Bouu B peanb-
HOMY 4aci 36MpaloTh JlaHi MpPO HANpyTy, YacTOTYy, HABAaHTAXKEHHS i cTaH aKyMyJsaTOpiB. MepexeBi iHTep-
deticu/API-1031 3a6e3medyoTh MiK/II0YEHHS [0 30BHILIHIX /PKepesi, TAKUX SIK METeOopoJIoTiyHi cepBicy,
API onepaTopiB eHeproMepex i HOBUHHI CTPIYKH.

3i6pani faHi NEPeTBOPIOIOTHCS Ta aHAJI3YIOTHCS /151 MPOrHO3yBaHHSA PU3HMKIB 3a JOMOMOT0I0 GJIOKY 06-
pPOOKH Ta aHai3y JaHux. llel 6J10k QYyHKI[iOHABHO MOAIISAETHCS HA 6a3y AAaHUX, MOAYJb OOPOOKHU JAaHUX
i Moay/sib mporHo3yBaHHs. basa JaHMX BUKOPUCTOBYETBCSA I 30epiraHHsa icTopuyHoi Ta noto4yHoi iHdop-
Malii npo ctaH eHeprocucreMu. CTpyKTypa ONTHMMi30BaHa AJis LIBUAKOTO aHaJi3y AAaHUX 4aCOBHUX PAJiB.
flk Taka 6a3a Moxe BukopuctoByBaTucs DuckDB.

Mopaysnb 06pO6KU AAHUX OUHIIAE, HOPMAJIi3y€e Ta arperye AaHi, TOTYIOUYH IX [IJIs MO/JieJli MallMHHOT'O HaB-
yaHHs. Mogysib nporHo3dyBaHHs (Prediction Engine) siBsisie co6010 1ipo cucTeMuy, fie pO3ropHYTO MOJEeJb Ma-
IIMHHOT0 HaB4YaHHA (HanpukJjaz, LSTM a6o ARIMA). Bona aHasi3ye gaHi Ta 064MCIIIOE iHTErpaJibHUHN MTOKa3-
HUK PU3UKY B peaJlbHOMY 4Yaci.

BJIoOK NpOakTUBHOIO pearyBaHHf CKJAQAA€EThCS 3 MOAYJIB NPUUHATTA pilleHb, MOAY/ISA aBTOMaTH4YHO-
ro pearyBaHHs Ta iHTepdeiicy onepartopa (dashboard). Bin BignoBizjae 3a npuiHATTA pilleHb i B3aeMozAir0
3 onepaTopoM abo iHIKMMHU cucTeMaMy. MoJly/ib TPUNHATTS pillleHb HAa OCHOBI MOKa3HMKA PU3UKY BU3HAYAE
HeoOXiHUM piBeHb pearyBaHHs (HU3bKUH, cepeHil, BUCOKUI). Moy/ib aBTOMaTHYHOTO pearyBaHHs BUKO-
HyE€ 3a3/aJierifp 3a/jaHi creHapii (CKpUITH [J1s1 KOPEKTHOI'O 3aBepPIIeHHs po6O0TH, IEPEMUKAHHS Ha pe3epB-
He >KMBJIEHHS) 3aJIX)KHO Bif piBHA pu3uKy. BisyanbHuil famb6ops Bio6paXkae MOTOYHUN CTaH CUCTEMH, pi-
BeHb PU3HKY, icTOpito 360iB i MPOrHO3H, CJYTyIOYX OCHOBHUM iHCTPYMEHTOM /1151 OTlepaTopa.

PoszzopmaHHs cucmemu npoakmueHo20 peaz2ysaHHs. Ilponeypy BNpOBaJPKeHHS Ta PO3rOPTaHHA TaKol
CHUCTEMH MOXXHA PO3AIIMTH Ha KiJibKa KJIIOYOBHUX €TaliB, 1[0 3a6e3MeyyiTh NoeTanHe Ta KOHTPOJbOBAHE
BrnpoBapkeHHs. [lociioBHICTE Ma€ BK/IOYaTH B cebe MiroTOBYMH eTall, eTan pO3ropTaHHs, eTal HaBuYaHHS
i TecTyBaHHS, eTan eKCIIyaTanil Ta MOHITOPHUHTY — OCHOBHHUH eTan po60TH CUCTEMHU.

Ha mizroroB4oMy eTarni NpoBOAUTHLCSA aHaJi3 i MIaHyBaHHs, HeOOXiJHI /I YCIIIIHOTO CTAPTy MPOEK-
Ty. 30KpeMa, eTal BKJIOYA€ B cebe BU3HAYEeHHS Ljijsell i BUMor npoekTy. Caix BusHayuTH, siki came [CN
OyAyThb 3axulleHi, i IKi KpUTUYHI cepBicH HEOOXiJHO 3aXUCTUTH Hacamnepes. /laji BU3HAYAIOTHCA A0MYy-
CTUMi PU3UKHU Ta LiJb0oBi MoKa3HUKH cTilKkocTi. [loTiM po3pob6asoThcs cueHapili pearyBaHHsS AJisI KOX-
HOTrO piBHA PU3MKY (HampukJazg, mo 6yge BiAOyBaTUCA NPU «HU3BKOMY», «CEPeAHbOMY» i «BUCOKOMY»

PHU3BHKY).
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[licns mporo mMpoBOAMTBHCA aHaJi3 icHyro4oi iHGpacTpyKTypu: npoBoguThest ayaut [JBXK, renepaTtopis
Ta iHIoro o6JaJiHaHHsA. Y nporeci ciaig BusHauuTy, o JBXK maroTe Heobxiani iHpopmaniiini inTepdericu
(USB, mepexeBi mopTH) /i 300py AaHUX i MepeA0avYnTH iX 3aMiHy a60 BCTAHOBJIEHHS I0JaTKOBUX JaTYHKIB
y pasi BiacyTHOCTI Takux. Takox el aHaJli3 Ma€ BK/IOYATH OLiHKY MOXJIMBOCTEH iICHYyI04O01 Mepexi A4 ne-
pefiadi faHuX i BiAja/eHOro yIpaBJliHHA.

[lapasieibHO MOXKe BUKOHYBaTHCs 36ip i MiJroTOBKa MEPBUHHUX i BTOPUHHUX JAHUX — PO3TrOPTAETHCS
nporpaMHe 3a6e3nedyeHHs i 300py maHux 3 [JBX (Hampukiaz, 3a gonoMoror mportokosy SNMP), Hana-
IITOBYETHCS IMiAK/IIOYEHHS /10 METEOPOJIOTIYHUX cy6, APl onepaTopiB eHepromMepex Ta iHIIKMX 30BHIIIHIX
JhKepeJs faHuX. BusHayaeTbcs ¢opmar 36epiraHHs JaHuX i JIAHYEThCSA CTPYKTypa 6a3u JaHUX /14 iX 36epi-
raHHs Ta 06pPO6KH.

Jasti po3po6IIsIETHCS Ta yTOUHIOETHCS apXiTEKTYpa CUCTEMH: MOLYJI 360py AaHUX, MOAY/Ib IIPOrHO3YBaHHS
(Mozenp MalTMHHOTO HaBYaHHS ), MOAY/Ib IPUKUHATTSA pilleHb Ta iHTepdelc A1 onepaTopa (Jambops) Tolo.

Ha eTami po3ropTaHHsl BUKOHYETbCS 6e3M0cepe/iHE BCTAHOBJIEHHSI Ta HAJAIITYBAaHHS KOMIIOHEHTIB CHUC-
TeMH. 32 HeobXigHOCTI, Ko HasgBHI JBXK He miaXoasaTh, MPOBOAUTHLCS iX 3aMiHA Ha MO/JeJIi 3 MOXKJIUBICTIO
BisaneHoro MoHiTOpUHTY. fKI0 NOTPi6GHO (i € Taka MOXKJIMBICTD Y MPOEKTI), BCTAaHOBJIIOIOTHCS [0/JaTKOBI
JaT4YNKHU.

Jlani BUKOHYETbCS PO3ropTaHHS NMPOrpaMHOro 3abe3nedyeHHs: BCTAHOBJIIOIOTHCSA Ta HATAIITOBYHOTHCS
MoAyJii 360py JJaHUX Ha cepBepax ab0 BUJJIEHUX NMPUCTPOSIX, epeBipsieTbcs miakaodenHs no JBXK, Bcra-
HOBJIFOETHCS MOZYJ/Ib MAIIMHHOI'0 HABYaHHS Ha 00YMCII0BAJIbHOMY cepBepi abo B xMapi, CTBOPIOETHCS Ta Ha-
JIAIITOBYETHCS 6a3a JaHUX.

Jani HacTae eTan HaB4YaHHA i TecTyBaHH:A. CMCTeMa MpaIjloe B TAaCUBHOMY pexuMi, 106 3i6paTu AaHi Ta
HaJ/IalTyBaTHU MoJiesib. Y npoueci QyHKIiOHyBaHHS Bii6yBaeThCsA NAaCUBHUH 36ip JaHUX: Bifj0yBa€ThCs 6e3-
nepepBHUM 36ip JaHUX PO CTaH eHeproMepesxi Ta 30BHilIHI napameTpu. Lleil nepios Mae TpuBaTH AocTaT-
HBO J10Bro (KisibKa THXKHIB a60 MicsALiB), 11106 HAKONUYUTH PENpe3eHTaTUBHUN 06CAT JAaHHUX, 110 Bifjo6pakae
HOpMaJIbHi Ta aHOMaJIbHi PEKUMH POOOTH.

Jlasi B paMKax LbOr0 eTany BUKOHYETbCS HaBUYaHHS Ta BaJjijialisg MOJeJli: HAKONHUY€eHi JaHi BUKOPUCTO-
BYIOTBCS [JIs] HABYaHHS MO/ieJli MAllMHHOTO HaBYaHHS. BUABJIAIOTHCS 3aKOHOMIPHOCTI, 110 TepeAyoTh 360-
M. /i1 OLLiHKM TOYHOCTI Ta 3HWKEHHSI MOMUJIKOBUX CIPallbOBYBaHb MPOBOAUTLCS Bajlijalisg Ta AoHasa-
LWITYBAaHHA MOJeJl.

[licnst a6o mapasiesIbHO 3 HABYAHHSM MO/ieJli MPOBOAUTHCS PO3p0O6Ka Ta HAJIALITYBAaHHSA CIieHapiiB peary-
BaHHS. Ha ocHOBI aHani3y laHuX i MOBeAiHKYU MOAeJli ONTHUMI3YIOThCS IOPOTH CPalbOBYBaHHS JJi1s1 KOXXHOTO
piBHsA pusuky. TecTyoTbCs cueHapil pearyBaHHs (CKPUIITH [JiJIsT KOPEKTHOTO 3aBepLIEHHS pOOOTH, TepeMu-
KaHHS Ha pe3epB, BiJpaB/JeHHsS MOBiJJOMJIEHb TOIO0). TaK0X BUKOHYETbCS HAaBUYaHHS MePCOHaJy BifmoBi-
JanbHoro 3a ICN, po6oTi 3 HOBUMH iHTepdelicaMu, po3po6IAIOTECSI CXeMHU Ta {HCTPYKLii 3 pearyBaHHs Ha
pi3Hi piBHI pU3UKY.

[licig mpoxofKeHHA TPbOX MONepeJHIX eTamiB, CMCTeMa MOYMHAE NpALOBAaTH B PEXHUMI peaJbHOro
yacy. [IpoTsarom nporo eramny 6e3nepepBHO BUKOHYETHCS MOHITOPUHT i aHaJi3 po6OTH CHCTEMH, PEryJsip-
HO MPOBOJUTHCS PeKalibpyBaHHS Ta JJOHAaBYaHHS MOJeJi AJs afanTalii 0 HOBUX YMOB. TakoX y mpoleci
POGOTH CUCTEMH PerysipHO GOpMYIOThCS 3BiTH PO pPO6OTY, MPOo ePeKTUBHICTh CUCTEMU Ta 3aN0bGiraHHSA
IHIIUJEeHTaM.

3arasioM, moeTanHe BNIPOBa/pKEeHHs, TOYMHAIOYH 3 TACUBHOI0 360py JJaHUX i HABYaHHS, J03BOJISIE MOOY-
JyBaTH HaZiiHy Ta eGeKTHUBHY CUCTEMY, sIKa MiHIMi3ye pu3uKH Ta miABULLyE cTifikicTb ICN.

BUCHOBKM. 306i/blIIeHHs] YaCTOTH Ta MaclITabiB GJieKayTiB BUMara€ JOAATKOBUX 3aXO/[iB AJis 3a6e3-
neyeHHs ctikocti ICN. Ilepe6oi 3 Hanpyrow MOXyTh NPU3BOAUTH He TiJIbKH /0 NMEPBUHHUX HACJIJKIB,
noB’si3aHuX i3 mpoctoem ICN, a i 0 BTpaTH LiylicHOCTI 36epexkeHol iHpopMaril Ta, B leIKUX BUMAIKAX, 0
NICyBaHHSA 06J1a/iHaHHs. PilleHHs y BUIMVIAAI 0jaTKOBOro Jy6JIIOBaHHS CHUCTEM €JIEKTPOXKUBJIEHHSI 4acTo
€ HEeJIOCTAaTHIM | EKOHOMIYHO HEJOIIIBHUM, OCKIJIbKH CHCTEMU AYyO/II0BaHHS PO3pax0oBaHi HA MOPiBHAHO He-
JIOBTi TepMiHM eKcITyaTalii i Ipy TpuBaJiil i HaNpy»KeHil eKcIyaTanii caMi NOYMHATb BUXOAUTH 3 JIafy.

ToMy, He3a/IeX)KHO BiJi BUKOPUCTOBYBAaHUX 3aXO/iB, IPONOHYETHCA BUKOPUCTAHHA JOJATKOBOI CUCTEMH
ynpasiinHsA ICN, sika BUKOHYBaTHUMe NMPOrHO3yBaHHS MOXKJIMBHUX 300iB Ha OCHOBI aHasli3y MOBE/iHKU eHep-
roMepexi Ta BTOpMHHUX napaMeTpiB. Ha 0cCHOBi po3paxoBaHOro pU3uKy cUcTeMa 0OGUpAaTHUMe PEXUM POGOTH
ICN Tak, mo6 MiHimMisyBaTn MoxJMBi BTpaTu. Taka cucTeMa MOXe MPALOBATH K CaMOCTIiHHO, Tak i sK [Jj0-
IIOBHEHHS /10 BXKE iCHYI0YHUX KOTHITUBHO-IMiTaliiHUX MoJeied BifHOBAeHHs ICN.

PosropraHHs Ta GyHKLiOHYBaHHS TaKOI CHCTEMH yIpaBJIiHHSA J03BOJIUTh BUACHO pearyBaTH Ha iHIU/IeH-
TH 3 BTpaTaMH €JIEKTPOXKMUBJIEHHS, 1110, CBOEI0 YEPTOI0, iCTOTHO 3HU3UTb PU3UKHU 36UTKY A5 iHGopMarLin-
HOI, nporpaMHoi Ta anapaTtHoi yacTuHHU ICN, a TakoX MiIBULMATH )KUBYUICTb i CTIMKICTh eKCIlIyaTalil B yMo-
BaX, IOB’sI3aHHUX 3 epe60sIMU B Mepekax HaNpyTH.
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LIU®POBA MOJEJ/Ib POCJIMHU COHAIIHUKA /11 ®EHOTUITYBAHHA B 3A/IAYAX CEJEKIIT

Anomayis. Po3po6ka 8ucokonpodyKmueHUX cOpmie € KANYOB8UM HANPAMOM Yy KOHMeKCMi 3pocmaio4020 mucky a/10-
6a/bHUX BUKAUKIB, ceped SIKUX KAIMamu4Hi 3MiHU, deMozpagiuHe 3pocmaHHs ma o6MesxceHicmb npupodHux pecypcis. Jas
epekmueHoi peasizayii cyuacHux ceAeKyiliHux npozpam akmya/abHUM € yOOCKOHA/IeHHS Memodie agmomamu3o8aHozo ge-
HOMUNYB8AHHSL.

Memoto po6omu € po3po6ka Yugposoi modesi poCAUHU COHAWHUKA, sIKa 3ab6e3nevye efpekmusHe ma mouHe geHomuny-
BAHHS 8 KOHMeKcmI celeKYiliHuUX docaidxHceHsb 3 BuBedeHHs COpmie COHSWHUKY KOHOUMepCbko20 Hanpsmy. Po6omy 8uKoHaHO
y chienpayi 3 paxisysmu 1abopamopii eceHemuku ma 2eHemuyHux pecypcis Incmumymy oailinux kyaomyp HAAH Ykpainu.

Memodosi02iyHull nidxiod 6a3yembubcst HA BU3HAYEHI Xapakmepucmuk oeHomunys8aHHs KOHOUMEPCbK020 COHAWHUKY, SKi
Heo6XiOHI 0151 po36’s13aHHs 3aday cesekyii, a came gikcayii mopgoaozivHux, 6ioXiMIYHUX, PIZUYHUX, AZPOHOMIYHUX 03HAK,
YMo08 supouwysaxHs. BusnaueHi kamezopii, xapakmepucmuk, 00uHUYb 8UMIpI08aHHs, muny daHux ma dycepeaa OaHux.

Haykoea Ho8U3HA nossizae 6 cmeoperHi yugdposoi modeai pocauHu COHAWHUKA 0151 heHOmunyeaHHs 8 3a0a4ax cesex-
Yii COHAWHUKY KOHOUMEPCbK020 HaANPSIMY.

BucHogku. B po6omi susHaueHo Habip daHux, 06 €OHAHHS AKUX € YUPPOBOH MOOeANI0 POCAUHU COHAWHUKA 04151 (heHo-
munyeaHHs 8 KoHmekcmi ceaekyitiHux docaidiceHn. [as ybo20 cmeopeHo nepeik xapakmepucmuk mMopgponozivHux, 6ioxi-
MIYHUX, PI3UUHUX, 308HLOWHbLO20 CepedosUWa MA A2pomexHo/102ill, 8KazaHo ddicepesno daHux yiei ingpopmayii. L]e 3abesneuye
nepedymogu 011 po3po6Ku ma 3acmocy8aHHsi cCmaHdapmu308aHux Memodie 36opy daHux ma yHigikosaHux aszopummis
06p0OKU 8e/UKUX MACUBIB DAHUX 8 CeNeKYITHUX 00CAIOHCEHHSIX.

Katowuosi caoea: yugpposa modens, heHomuny8aHHs, OHMO.102isl.

Stanislav VEDMEDEYV, Elina TERESCHENKO. DIGITAL MODEL OF SUNFLOWER PLANT FOR PHENOTYPING
IN BREEDING TASKS

Abstract. The development of high-yielding crop varieties is a critical objective in the context of increasing global pressures,
including climate change, population growth, and limited natural resources. To ensure the effectiveness of modern breeding
programs, the advancement of automated phenotyping methods is essential.

This study aims to develop a digital model of the sunflower plant that facilitates efficient and precise phenotyping for use
in breeding programs targeting confectionery sunflower varieties. The research was conducted in collaboration with specialists
from the Laboratory of Genetics and Genetic Resources of the Institute of Oilseed Crops, NAAS of Ukraine.

The methodological approach is based on identifying the key phenotypic traits of confectionery-type sunflower required
for solving breeding tasks. These traits include morphological, biochemical, physical, and agronomic characteristics, as
well as environmental growing conditions. Categories, parameters, measurement units, data types, and data sources were
systematically defined. The scientific novelty of this work lies in the creation of a digital model of the sunflower plant tailored
specifically for phenotyping in confectionery sunflower breeding.

Conclusions. The study defines a comprehensive dataset, the integration of which constitutes a digital model of the
sunflower plant for use in phenotyping within breeding research. The model includes a structured list of morphological,
biochemical, physical, environmental, and agrotechnological parameters, along with clearly defined data sources. This
provides a foundation for the development and application of standardized data collection methods and unified algorithms for
processing large-scale datasets in breeding programs.

Key words: Digital model, Phenotyping, Ontology.

IlocraHoBKa npo6sieMHu. CydyacHe CiJibCbKe IOCNoAapcTBO PYHKIIIOHYE B YMOBAX 3pOCTAl0YOro THUCKY IJI0-
6a/IbHUX BUKJIMKIB, cepesi IKUX KJIMaTU4HI 3MiHHU, JleMorpadiyHe 3poCcTaHHS Ta OOMEXEHICTb MPUPOJHUX
pecypciB. Y 11bOMy KOHTEKCTi 0c06JIMBOI aKTyaJIbHOCTI HabyBae cesieKllisl CiJIbCbKOTOCIOJAPChbKUX KYJAbTYP SIK
KJIIOUOBUH iIHCTPYMeHT 3abe3eyeHHs CTabiibHOTO Ta epeKTHBHOI0 arpoBUPOOHUILTBA. CesieKIlisl COHAIIHUKA,
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SIK OZ{Hi€] 3 OCHOBHMX OJIINHUX KYJIBTYP CBIiTy, Ma€ cTpaTeriyHe 3Ha4eHHs /151 TPO/I0BOJIbYO0] 6e3MeKH Ta CTaJIo-
ro 3eMJIEPO6CTBA, 3BXKAIOYM Ha HOro posib ¥ GopMyBaHHI CiBO3MiH Ta aflanTHBHUI NOTeHIias y pi3HUX arpo-
KJIMaTUYHUX yMOBaX. [locH/IeHHST BUMOT /10 BPOXKaMHOCTI, a;alTUBHOCTI Ta 6i0TH4YHOI cTiKKOCTI COpTiB i Ti-
OpUiB 3yMOBJIIOE HEOOXiIAHICTD iHTerpanii cydacHUX TEXHOJIOTIYHUX MiZX0/[iB ¥ CeJIeKIiHUN mpo1iec.

Cepen Takux MiX0AiB BaXXK/IMBe MicClle 3aliMa€ MOJEJIIOBAaHHs, siKe 3abe3nedye ¢popmasizoBaHe Bio6pa-
>KeHHsI 06'€KTiB, mpoIeciB ab0 SBUII i3 MeTOl iX aHaJi3y, IPOrHO3yBaHHs Ta OoNTHUMi3aril. ¥ raaysi 6ioJo-
ril Ta arpapHUX HayK MoZesli BUKOPUCTOBYIOThCS AJis1 KiJibKicHOTO omnucy ¢iziosoro-6ioxiMiuHux nporecis,
MopdoJIOTiYHUX XapaKTEPUCTUK POCIHH, a TAaKOX [JIsI aHaJIi3y B3aEMOZAIl 3 abiOTUYHUMHU Ta GIOTUYHUMU
dakTopaMu cepeZioBHIIA. 3aCTOCYBaHHS MoJiesiell y ceseKIil COHSIIHMKA J03BoJisi€ iHTerpyBaTtu iHdop-
Malio Mpo reHoTUr, GEeHOTUIl Ta YMOBH BHUPOLIYBaHHS JJisl MiABULIEHHSA TOYHOCTI 060Dy, MPHUCKOPEHHS
LUKJIB ceseknii Ta ¢opMyBaHHSI BHCOKONPOJLYKTHBHOTO, aJJalITUBHOTO BUXiZHOro MaTepiany. B ymoBax
00MeXeHHUX pecypciB i 3pocTatdoi BapiabesbHOCTI 30BHIIIHIX GAKTOPIB MO/IE/IIOBAHHS CTAE BAXKJIUBUM iH-
CTPYMEHTOM /1JIs MiABULIeHHS eeKTUBHOCTI NPUHHATTSA PillleHb y ceJIeKI[iiHIi MPaKTUIL.

AHani3 ocraHHixX gocaigxkeHb i ny6uikaniii. OfHUM i3 MepCneKTUBHUX MiJXOAIB € TeXHOoJIoTis nudpo-
BuX /ABiMHUKIB (digital twins, DT), sika nepes6a4ae cTBOpeHHs AMHaMidHOI BipTyasbHOI Mozesi ¢pisuuHoro
o6’ekTa abo Mmporecy 3 NOCTIHHUM OHOBJIEHHSIM il MapaMeTpiB Ha OCHOBIi JaHUX y peasbHOMY yaci. Llud-
poBuit ABiliHMK pocaunM (digital twin of a plant) - ne xkoMm'IoTepHO peasnizoBaHa AWHAMiYHA MOZEJb, KA
Oe3mepepBHO Bimobparkae MopdodiziosoriyHUM cTaH peasbHOro 6i0/JOTIYHOrO 06’€KTA, MATPUMYE JBOCTO-
POHHIN 3B’AA30K 3 Qi3UYHUM CepeiOBHUIIEM | OHOBJIIOETHCS HAa OCHOBI ZJaHWX CEHCOPHOTIO MOHITOPHUHIY Ta
30BHiIIHIX BILUIKBIB [3; 4; 11; 22; 23; 27; 30]. 3a paXyHOK BUKOPUCTAHHSI ONITUYHUX, CIEKTPAIbHUX, [TUOHH-
HHX i €eKOJIOTiYHUX CEHCOPiB MOJe/ib aKyMYJITIOE JIaHi PO KJII0Y0Bi 03HAaKHU POCTy (reoMeTpis, opieHTaIis K-
CT#1, UIbHICTD HAZI3€MHOI MacH, CTaH FeHEPAaTUBHUX OPraHiB) Ta BUSIBJISE aHOMAJIbHI BiIXUJIEHHS Y PO3BUT-
Ky [4; 24]. Y npakTuni peHOTHyBaHHS LIMPOKO 3aCTOCOBYIOThCS mesh-Mozenti, ki BiATBOPIOIOTE 30BHIIIHIO
MOBEPXHIO 00’EKTAa HA OCHOBI TPUKYTHOI CiTKH, Ta voxel-mozesi, mo ¢opMyrTh 06’€MHe TpeCTaBJeHHS Ha
OCHOBI perysisipHoi TpuBUMipHOi AuckpeTu3anii [24; 19]. [udpoBuii ABiHHUK BUKOHYE QYHKIIiI0 BiATBOpIO-
BaHoI nudpoBoi penpeseHTallii, 110 Moxke 6yTH 36epexxeHa y ¢popmari 6araToimapoBoi 6a3u JaHHUX, MacIITa-
00BaHa, BUKOPHUCTAHA B CUMYJINIMHUX eKCIIepUMeHTax, abo mepejiaHa B iHII AOC/AIIHULBKI Y1 BUPOOHUYI
cepegoBuia [22; 25]. NeRF MeTos BUKOPUCTOBYETHCA [IJIs1 PEKOHCTPYKLii CKJIaJHUX r€OMETPil POCJUH Ta
JpiGHUX CTPYKTYpP Yy CTAaTUYHOMY JIabOPaTOPHOMY CepeOBHIL, TOMy MOXe OYTH KOPUCHHUM [IJISl CeJIeKLil-
HOI po60TH 3 POCJAMHAMU NPH BiAmoBigHOI po3pobii ymoB ¢ikcanii [20, 21; 29]. Takox meTonu 3D pekoH-
cTpykuil Ha ocHoBI NeRF, 3ropTkoBUx HelpoHHUX Mepex Ta 3D 'aycoBoro posciroBaHHA pO3IJIAHYTO B PO-
6ortax [15; 16; 18]. Baxk/ITMBUM HampsiMOM € po3poOKa Mo/ieJieH, 110 BPaXOBYIOTb PO3BUTOK POCAHMHU B 4aci,
TO6TO TeMNopabHUX UPPOBUX ABIKHUKIB. Y poboTti GrowSplat [8] 3anponoHoBaHO mizxia Ha ocHOBI 3D
Gaussian Splatting, 1m0 Z03B0JIsIE CTBOPIOBATH MOCJIiOBHOCTI 3D-Mozesiedl AJisI KOXKHOTO MOMEHTY 4acy Ta
BUKOHYBaTH iX BUpiBHIOBaHHs (alignment). Lle 3a6e3neuye BifcTexxeHHsA MOpPOIOriuHUX 3MiH | AUHAMIYHUH
aHaJIi3 pocry.

AHaniz gociipkeHb Ta my6JiKaniil JeMOHCTpye aKTHUBHE 3aCTOCYBaHHS iHGOpMaLilHUX TeXHOJIOTiH
JUIS1 pi3HUX 3aBJaHb B arpOHOMII, 1110 OPO/KY€E HEeOOXiAHICTh MOGY0BY PiSHOMAHITHUX MOJe/IeH MmiJ meB-
HUH TUM 33jadi. [asi po3risHeMo 3aCcTOCYBaHHS MOHATTS [UPPOBOI MO/JIeJi pOCJIUHU JIJid ceJieKiil. B mome-
pefiHilt po6oTi aBTOpiB [14] BBeieHO MOHATTSA 1MPOBOI MOZE/i POCIUHU K Habopy UPPOBUX JaHUX, L0
MiCTATb XapaKTEPUCTHUKH POCJIMHU Ta arpoTeXHOJIOTiIH. B po60Ti Bu3HaueHO Habip XapaKTepPUCTHUK, BAXK/IHU-
BUX JIJIsl CeJIeKIii COHSIIHUKA KOHUTEPChKOTO0, a CaMe HaCiHHS Ta KOIIMKA, 0 € TIbKKA YaCTUHOI HeobXi-
Hol inpopmarii g deHOTUITYBaHHS.

MeTo10 cTaTTi € po3po6Ka udpoBoi MoJeJi POCIMHY COHSIIIHUKA, siKa 3a6e31ne4ye epeKTUBHE Ta TOUHE
¢deHOTUINYBAaHHS B KOHTEKCTi CeJIEKIIMHUX JOCIi/PKEHDb, BK/IOYaYu MopdoJioriui, 6ioximMiuni Ta ¢pizuusi
XapaKTepPUCTHUKHY, BIVIMB 30BHILIHbOTO CepeJ0BULLA Ta arPOTEXHOJIOTIM.

BuKJaZ, OCHOBHOI'O MaTepiany Aociaif:keHHs. Ceseklis K HayKa | NpakTHKa CIpsAMOBaHa Ha CTBO-
pPEeHHs1 HOBUX COPTIB, JiHIM Ta ri6pu/iB KyJbTYPHUX POCJYH 3 MOKpPALleHUMH I'OCHOJapChKO [[IHHUMH 03Ha-
KaMU. Y KOHTEKCTI ceseKIii COHSIIHMKA, SIK OHIET 3 MPOBIJHUX OJIHHUX KYJbTYpP, 0COOJIMBO aKTyaJbHUMHU
€ 3a/1a4i MiABUIIIEHHST BPOXKaWHOCTI, CTIHKOCTI /10 6i0TUYHUX Ta aGiOTUYHUX YUHHUKIB, @ TAKOX IOJIINIIEHHS
SIKICHUX MOKa3HUKIB HaCiHHA. [l yCHiIIHOTO po3B’si3aHHS LMX 33/ja4 CeJIeKI[ioHepy HeobXiaHO, Mo-Tepille,
06paTu abo po3pobuTH ePeKTUBHY METOAUKY imeHTUdiKalil Ta KIMTbKiICHOI OI[iHKH I[I/IbOBUX 03HAK, BAXKJIU-
BUX y ceseKLiiHoMy npoueci. [lo-gpyre, BHKOPUCTOBYIOUH I[}0 METO/AHKY, IPOBECTH BCEOIUHY OILiHKY HasB-
HOTO CeJIEKIIIHHOTO MaTepiasy, BCTAHOBHUTH BapiabesbHICTh Ta piBeHb CNaZKOBOCTI JOCTI/PKyBaHUX O3HAK.
[To-TpeTe, HA OCHOBi OTPUMAaHUX JAAHUX CTBOPUTH HOBi r€HOTUINH i3 GaKaHUM MPOSIBOM IiTbOBUX XapaKTe-
pucTuK. OCHOBHMMHM BXiJHUMM JAHUMHU B NPOLECi € TeHEeTUYHE PI3HOMaHITTA BUXIAHOIrO MaTepiany, YyMOBHU
BUPOLIYBaHHs, pe3yJbTaTh GeHOTUIIOBOI Ta, 32 MOXKJIMBOCTI, FEHOTUINOBOI OIiHKHU. K/II0WOBUMH BUKJIMKAMHU
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3aJIMLIAIOTHCA CKJIQAHICTh KOHTPOJIIO 6araThOX KiJIbKICHUX O3HAK, BIJIMB HAaBKOJIMIIHBOTO CEpesOBHINA HA
ix peasizarito, a TaKoKX HEOOXIAHICTb MOEAHAHHS TPAJUI[IHHUX METO/IB CeseKIii 3 CyJaCHUMHU MOJIEKYJISIP-
HO-TeHETHUYHHUMHU NifxogaMu. TakuM 4MHOM, epeKTHBHA CeJIeKIlisl COHAIIHMUKA NOTPebye KOMIJIEKCHOTO MiJ-
XOJly, 1110 BKJIFOUA€E iHTerpawito HOBiTHIX TEXHOJIOTIH i3 KJIaCUYHUMU NPUHLUIIAMHY F'eHETUKU Ta arPOHOMI.

®eHoTuI, AK iHTErpajbHUN NMPOSB I€HOTUIY B KOHKPETHUX YMOBaX CePeJiOBHUIIA, CTAHOBUTb OCHOBHY
OI[iHHY OJWHUIII0 B CeJIeKI[iMHINA MPaKTHUIi, OCKIIbKY caMe 32 GEeHOTUIIOBUMU MapaMeTpaMH 3/iHCHIOETbCA
Z06ip TeHOTHIB i3 Mi/[BUIIEHO aZJAITUBHOIO Ta MPOJYKTUBHO IiHHiCTI0. KOMIIJIEKC 03HAK, TaKUX SIK MTPO-
JAYKTUBHICTb, BMICT oJ1ii, piBeHb PE3UCTEHTHOCTI 0 6i0TUYHUX areHTiB Ta TOJIEPAHTHICTb Zj0 a6iOTUYHUX
CTpecopiB, BU3HAYAE rOCNOAAPCHKY NPUAATHICTh Ti6pUAIB, MiHIN Ta cOpPTIB JJ1s1 BIpOBa»KeHHsI Y BUPOOHU-
urBo. [IpoTe BanigHa iHTepnpeTanis ¢peHoTuniuHoi BapiabeIbHOCTI MOXK/IMBA BUKJIIOYHO 32 YMOBU TOYHOTO
3HAHHA arpoeKoJIOTIYHOT0 KOHTEKCTY, B AKOMY peasli3yeTbCA BiANOBIJHUM F€HOTHII, 3 OIVIAAY Ha iICTOTHUH
BIIMB $aKTOPiB cepeioBHIIlA HA EKCIPECiI0 CMaZIKOBUX O3HAK.

Y 3B’A3Ky 3 IIUM NOCTAa€E HEOOXiAHICTh y cTBOpeHHI yHipikoBaHUX iHPOpPMaILiHHO-aHANITUIHUX CUCTEM,
Akl 6 iHTerpyBa/iu ¢peHOTHUITIYHI jaHi 3 MapaMeTpaMu 30BHILIHbOTO CEPeOBUIIA, 30KpPeMa, [PYHTOBUMHU Xa-
pPaKTepUCTHUKAMH, KJAIMaTUYHUMU YMOBaMH, arpOTeXHIYHUMHU NPUHOMaMHU Ta iHIIMMHU peJIeBAHTHUMU YHH-
HUKaMu. PopMyBaHHS Takoi €4UHOI 6a3¥ 3HAaHb € KPUTUYHO BAXK/JIMBUM [IJI MiJIBUIIEHHS TOYHOCTI ceJeK-
LiHHOI OLiHKY, 3a6€e3MeYeHHs] PENPOYKTUBHOCTI pe3y/IbTaTiB MiXK JOCAiJHUMU MI1aTGOpPMaMH, CE30HAMHU Ta
reorpapiyHMMHU 30HAMH, a TAKOXK /151 06'EKTUBHOTO aHaJi3y CKIaZHUX KiJIbKICHUX O3HAK y mpoleci reHe-
THUYHOTO MOJIIMIIEHHS] COHSAIIHUKA. Po3po61i oHTOJI0Ti] BUpPOIyBaHHS COHSAIIHNKA IPUCBSIYEHO TONEPeSHI0
po6oty aBTopiB [13].

Y nporieci reHETUYHOT0 NOJINIIEHHS CiTbCBKOTOCIOAAPCHKUX KY/IbTYP, 30KpeMa coHstmHuKa (Helianthus
annuus L.), nepeJ ceseknioHepoM MOCTa€ KOMILJIEKC 3aB/jaHb, 1[0 BU3HAYalOTh ePeKTUBHICTb CeJeKI[iiHO-
ro uukJiy. [lepmoyeproBuM € po3po6seHHST a60 BJOCKOHAJIEHHSI aHAJITUYHUX METOJUK i MPOTOKOJIIB KiJb-
KICHOTO OL|iIHIOBAaHHS O3HaK, IKi MalOTh CyTTEBE rOCNOAapcbKe 3Ha4eHHA. HacTyIHUM KPUTHYHUM eTaloM
€ 3aCTOCYBaHHS LIMX METOAMK JIJIsl penpe3eHTaTUBHOr0 peHOTHUITyBaHHS CeJIeKL[iHHOr0o reHopOoH/1y 3 METOI0
BCTAHOBJIEHHSI CIAJKOBOI CTA6iJIbHOCTI Ta reHETUYHOI AeTepPMiHOBAHOCTI Bi/[TOBiHUX O3HAK. 3aKJIOYHUM
KPOKOM y ceJIeKL[iHHOMY mporeci € ¢opMyBaHHSI HOBUX TeHOTHUNIYHUX KOHCTPYKLiM - JiHiIH, copTiB a6o
ri6puaiB, ki XapaKTepU3yIOTHCS CTa6iIbHUM | BUCOKUM piBHEM eKcrpecii 1i1boBUX GEHOTUIOBUX O3HAK.

Ha cyyacHoMy eTamni po3BUTKY arpapHoi HayKH Ba)XKJIMBY POJib Y IIbOMY INpolieci Bisirpae peHoTunysan-
Hf, [0 € TEXHOJIOTIE0 BHCOKOTOYHOI KiJbKicHOI ouiHkM Mopdosioriunux, ¢izionorivHux Ta 6ioxiMivHHUX
03HaK pocyuH. TpaguIiiiHO OIiHKA CKJIaJHUX O3HAK, TAKUX K CTIMKICTb A0 abioTMYHHUX (3acyxa, BUCOKA
TeMIepaTtypa) Ta 6i0THYHUX (30yAHUKH XBOpOO, WKiAHUKN) PaKTOpiB, 34iHCHIOBaIACSA MEPEBAXKHO 3a Ji0-
MOMOTOI0 Cy0G'€KTUBHMX OaIBHUX ILIKaJ, SKi IPYHTYBaJMCh HA Bi3yaJIbHUX CHOCTEPEXEHHSAX AO0CJiJHUKA.
Y 6araThox BUIaJKaxX TakKa OI[iHKa CyNpOBO/pKyBasacsl YMOBHOIO KiJIbKICHOWO iHTepmnpeTaliero, HanpuKIag,
y BUIVISIZI BiZICOTKA ypaKeHUX POC/IHMH abo CTyNeHsl ypakeHHs JIMCTKOBOI moBepxHi. BogHovyac o6MexxkeHa
KIJIBKICTh MOBTOpPEHB, 06yMOBJIEHA PECYPCHUMH paKTOpaMHu, [0/JaTKOBO 3HMKYBaJia J0CTOBIpHICTh oTpUMa-
HUX pe3yJIbTaTiB.

Y 3B’s13Ky 3 1M (HEHOTHUIYBaHHS HabyJs10 0COGJIMBOrO MOMMPEHHS HacaMIlepes y AOCIi/PKEHHSIX CTPeCco-
CTIMKOCTI, e JO3BOJIMJIO AOCATTH iCTOTHOTO MPOTPECY 3aBASKH Oi/IbII 06'€KTUBHOMY, BiATBOPIOBAHOMY Ta
KispKicHOMY mifxoay Ao oniHkM o3HaK [9; 17]. [lapasiesibHO 3 pO3BUTKOM (GEHOTUIOBHUX MJIATGOPM aKTHBHO
PO3BUBAKTLCA MOJIEKYJIIPHO-T€HEeTUYHI TeXHOJIOrI], 30KpeMa MeTO4U KapTyBaHHs F€eHOMY Ta aHaJ1i3y acoli-
anid reHOTHUI-03HAKA. 3aBJASKY UM MixonaM 6yJio ileHTU(dIKOBAaHO YHCJIEeHHI JIOKYCH, TOB’I3aHi 3 TAKUMU
03HaKaMHU, SIK MOCYXOCTiHKicTb. Hal6imb1 rInboKi JoCaipKeHHS T03BOJINJIN JIOKAIi3yBaTH BiIMOBi/{HI reHU
Ha KOHKPETHUX AiIsHKax reHoMy [12; 28]. OgHaK HAaCTYMHUM KPOKOM Y PO3yMiHHI MPUPO/JH [JUX O3HAK € BU-
BUeHHs1 QYHKIIOHAIBHOI poJti BiZiOBiAHUX reHiB y GopMyBaHHI ¢peHOoTUMNY, 110 TOTPebye 3aaydeHHs disio-
Jioro-6ioxiMiyHUX JocaiKkeHb [26]. Taki po60TH MalOTh NOOAUHOKHIN XapaKkTep depe3 iX BUCOKY BapTiCTh,
TPYZOMICTKICTb i TEXHOJIOT{YHY CKJIA/IHICTh SIK Ha GEHOTHUIIOBOMY, TaK i Ha MOJIEKY/IIPHOMY DPiBHI.

Jis ctBopeHHs nudpoBoi Moze i POCIMHY, HEOOXiJHO BU3HAYUTHCA 3 NEPeiKOM XapaKTEPHUCTHUK, L0
€ BaXXJIMBUMH JJIs1 CeJIEKI[IHHOTO Bifgoopy. [Ipu cesekuiliHoMy Bin60Opi COHSAIHNKA BaXXK/IMBUMU € O3HAKH Ha-
CIHMHM Ta KOIIMKa, a caMe po3Mip HaCiHHS, HATYpa, JYUIIHUHHICTD, IIi/IbHICTb JYIITWHHS, 06PYIIyBaHICTB,
BificOTOK KpymHOro HaciHHs, dopmMa, po3MipH, 3abapByeHHs HaciHH:A, BMicT 6igky Ta osidi. B po6oTi [14]
6y/10 BU3HAUYEHO NepeJslik XapaKTEePUCTHUK JJIsI KOHAUTEPChKOr'0 COHSALIHMUKY 3a O3HAaKaMH HAaCiHMHH Ta KO-
IIMKa, KUK 6a3yeTbcs Ha BUMorax /JlepkaBHOI MeToJUKH YKpaiHu «MeTojuKa BU3HAaYeHHs O4HOpPigHOCTI
Ta crabinbHocTi (BOC)» Ta mocaimkenp lHcTUTYTY oniiHux KyabTyp HAAH Ykpainu [10]. JocaigHnkamu
[HCTUTYTY OJIHHUX KyJAbTYp Oy/I0 PO3LIMPEHO HAbip XapaKTepHUCTHUK W BBeJeHi HOBI rpajanii gua gesakux
3 HUX. 3allpONOHOBAHO HOBI I'pajalii i BUMip 03HaK y KiJIbKiCHOMY BapiaHTi AJisl CIIiBBiJHOIEHHS MJIOL TEM-
HOT'O Ta CBIiTJIOTO 3a6apBJjIeHb Ta CUJIM PYHHYBaHHS 000JI0HKH HaciHMHU. B po6oTi [14] 3adikcoBaHOo Takui
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nepeJsiik XapaKTepPUCTUK A/ HUPOBOI MOJIesi pPOC/MHU COHSIIIHUKY AJisi GeHOTUITYBAaHHS: JJOBXKHHA Haci-
HUHHY (MM, CM), LIMPHUHA HACIHUHU (MM, CM), TOBLIMHA HAaciHUHU (MM, cM), opMa HaciHWHH (KaTeropiaabHa),
TOBIIMHA Bi[HOCHO IIUPHUHU (TOHKA, CEpeJiHsl, TOBCTA), OCHOBHUM KoJlip HaciHMHM (KaTeropiajibHa), CMyTH
Ha Kparo HaciHuHM (BifcyTHi, c1abki, BupaxeHi), kosip cMyr (kaTeropiasipHa), CHiBBiHOIIEHHS MJIOL TEM-
HoOro Ta cBi™ioro 3abapsyens (< 1/4, 1/4-3/4, > 3/4), naAMuUCTICTh NepuKapmiio (BifCyTHs, HasiBHA), Bara
HaciHuHH (T), BMicT ousii y HaciHHi (%), BMicT 611Ky y HaciHHi (%), aymnuHHICTE (%), BMicT osieiHOBOT Ku1c10-
TH B oJ1il (%), BMicT nasbMiTHHOBOI KHCI0TH B 0J1il (%), BMicT J1iHOoIeBoi kucaoTH B oJii (%), BMicT siHOJE-
HOBOI KUCJIOTH B oJ1il (%), cusia pyiHYBaHHS 060/10HKM HaciHuHU (H), mosioxkeHHs KOMKKY (KyT y rpajycax
abo kareropiasibHa), po3Mip KOIIHKY (cM), popMa KOIIUKY 31 CTOPOHU CiM'STHOK (KaTeropiasibHa), KiJIbKiCTb
HaciHWH y KOWHUKY (IIT.), KIIBKICTh cmipasell HaCiHMH y KOWMKY (ILUIT.), KiJIbKICTh HAaCIHUH Y KOXHIiH cnipa-
Jii (1UT.), Bara HaCiHMH y KowKKy (r). BusHayeHo /pKepesio OTpMMaHHS JJaHUX Ta MeTo/; 36epiraHHsl.

BusHauMMo [0AATKOBO XapaKTEPUCTHKH, L0 Ma€ MICTUTH IudpoBa MoJeNb POCJIWHHU COHSIIHHKA.
JlJ1s OLLiHKM FeHOTHIY Ta BIVIMBY 30BHIIIHBOTO CEPEOBUIIA AYKE BAXKJIMBUMHU € TaKi TOKAa3HUKH K BUCOTA
POC/IMH | IJI01A Ta KOJIip JIUCTA. [JJ19 OLliHKK MOXJ/IMBOCTI YCHIIIHOTO BUXKHMBAHHS POCJIWHHU B CKJIAJHUX YMO-
Bax He06Xi/[HO BpaXxOBYBaTH JIOBKUHY FOJIOBHOT'O KOPEHS Ta 06’€M I'PYHTY OXOIJIEHUHM KOPEHSIMHU POCJIMHH.

Jlani BU3HAYMMO NapaMeTpH BILJIMBY 30BHIIIHBOTO CEPEOBUIIA, sIKi TOTPEOYIOTh BU3HAUYEHHS IPU $eHo-
TUIYBaHHI B KOHTEKCTI ceNIeKLiHHUX JOCTi/I)KEHb.

Poc/ivHa COHSIUIHMKY 3HAXOJUTHCSA Ha MeXIi BIJIMBY ABOX CTHXiH, a caMe I'PyHTY Ta NOBIiTps. 3HaYHa 4Ya-
CTHHA YCIIiXy y peaJsidalii reHOTHIY 3a/7€XXUTh Bif CK/IaZy Ta CTaHy I'PYHTY, 0 J0o6pe OMmMcaHO y po6oTax
3 IPYHTO3HABCTBA, arpoxiMii, arponoMii Ta iHmmMx Haykax [6]. [osj0BHUMEK dakTOpaMu AJist POCIUH € BMiCT
r0JIOBHUX MOKUBHUX €JIEMEHTIB y BUIVIS/ AOCTYIHUX CIOJYK a30Ty, Gpocdopy, Kajilo, a TaKoK HasABHICTb
BiAnoBizHOI opraniuHoi ck/1a0BoOI — rymMycy Ta MikpoeseMeHTiB [2]. OfHak i iHLIl cKJIa/{0Bi TEX MarOTh CBil
BHECOK | MOXKYTb IIPH 0CTaTHIN KiIbKOCTI 0CHOBHUX paKTOPiB BUSIBUTH CBill 0cCHOBHUH BninB. OCHOBHI Xa-
PaKTEPUCTUKU I'PYHTY NpeACcTaBeHo B (Tab. 1).

Tabaung 1
XapaKTepUCTUKH I'PYHTY, AKi PiKcy0TbCA A/ 3a4a4 GeHOTHUIYBAHHS COHAIIHUKY
. OAuHULA BUMipIOBaHHS
Kareropisa XapakTepucTUKa A 1 P / JxKepesio jaHux
Tun JaHux
Tun rpyHTy Knacudikauifina kateropis JIa6opaT0p1:n/m ananis /
110/1bOBA OIliHKA
CTpyKTypa IPyHTY AxicHa oniHKa BisyasibHa oniHka / ceHcopH
dizuuni inbHiCTD r/cm® JlabopaTopis / MoJIbOBi ceHCOpH
BJIaCTHUBOCTI TMlopucTicTh % Po3paxyHOK
BoJioricTb % BoJioroemHi ceHcopu
Temnepatypa °C [pyHTOBI TEpMOMETpPHU
Kam'ssHucTicTb % a60 KiJbKicTb KaMiHHA Ha M? BisyasibHa oLjiHKa / ceHcopHU
pH [lIxasa kucaotHocTi (0-14) Jla6opaTopist / pH-MeTpu
EnexTponpoBigHicTh dS/m CeHcopu / 1aboparopis
BMmicTt rymycy % Jla6opaTopis
BMicT opraniuHoi pedoBuHu | % JlaGopaTopis
XiMmiuHi ,
BJIACTUBOCTI Aszot (N) MTI /KT Jla6opaTopis
Docdop (P) MT /KT JlabopaTopis
Kauniit (K) MT /KT JlaGopaTopis
Mikpoenementu (Fe, Mn, Zn .
p (Fe, Mn, Zn, MT /KT JlabopaTopis
B To1110)
BioJioriuui Mikpo6ioJioriyHa akTUBHicTb | KijibKicTb K0JIOHIH / aKTUBHICTD JlabopaTopis
BJIaCTUBOCTI HasiBHicTh aTOreHiB BusisieHo / He BUsSIBJIEHO Jla6opaTopist
IcTopist 06pobITKY Mo TekcT / 3amuc basa arpoHOMiYHUX JJaHHUX
Tunu [06puB, 1034, AaTH . .
A CucreMa y06peHHs AODPHB, A A ArpoHoMiuHa lOKyMeHTalis
ArpoTexHiuHi BHECEHHS
dakTopu ]
3poileHHs O6c¢ar, yacTtoTa CeHcopu / arpoJjoKyMeHTaLis
[lonepeHuKH HasBu KysnbTyp [lnaH ciBo3MiHU / fOKyMeHTaLis

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)

35



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 3 (18). 2025

OcHOBHI KJIIMaTU4YHI XapaKTEPUCTUKY, AKi PiKCyOTbCs A1 GEeHOTUNYBAHHS POCJIUH Y CeJIeKL[iHHUX [0-
C/iJKeHHSX Npe/cTaByeHo B (Tab. 2). [xepesiaMu KJIMaTUYHUX AAaHUX MOXKYTb 6YTH JIOKaJIbHI METeOCTaH-
1ii, MOGiJIbHI arpokJiMaTU4YHI ceHcopH, cynyTHUKOBI miatdopmu (Copernicus, NASA POWER), aaHi 3 arpo-
MeTeopoJioriuHux cepBiciB (Meteoblue, NOAA, Weather API). 1li BnjiuBu MaloTh TeHAEHLII 10 3MiH, siki 3apa3
BiATBOPIOIOTHCS B IJ106a/IbHE NMOTEMIiHHA. B yMoBax YkpaiHu 36i/1bI1yeTbCA NOCYLLIMBICTD KJIiMaTy, 1[0 /10-
BezieHo CemeHoBoto LI [7].

Tabung 2
KniMaTu4Hi XapaKTepuCTHKH, Ki QiKCyIOTbCs A1 PeHOTUNYBAaHHSA POC/IMH
y ceJIeKIiiiHUX AO0CTiAKEeHHAX

OauHNLA BUMipIOBaHHA [/

TemnepaTypHi yMOBU

TeMIepaTypa

Kareropis XapakTepucTuka ’KepeJsio JaHUX
p p p Tun JaHuX Aoep A
CepeHbO060Ba ..
PEAHEOA °C MeTeocTaHLii / JaTYUKH
TeMIlepaTypa
MakcuMasibHa JIeHHa
A °C MeTeocTaHLii / jorepu
TeMIlepaTypa
MiHimMasibHA HiYHa
°C MeTeocTaH1ii / 1orepu

TeMmnepaTypHi cTpecu
(kinbkicTb gHIB >30°C a60
<5°C)

KinbkicTe gHiB

MeTeopoJioriyHi apxiBu

CyMa aKTUBHUX TeMIlepaTyp
3a nepioz BereTalii pocJvH

°C

MeTeocTaHLii / jorepu

Onaau

3arajibHa KiJIbKiCTb OIaJiiB

MM

MeTeocTaH1ii / gouomipu

[HTeHCUBHICTb OonaiiB

MM/T0oj a6o MM /1062

MeTeocTaH11ii

[Tocymiusi nepioau

KinbkicTh gHiB 6€3 onajiB

AHasti3 MeTeoJaHUX

Cyma onafiiB 3a nepioz,

[HIIi TOKa3HUKU

MM MeTeocTtaHuii / foioMipu
BereTaii pocJuHU il / pomowmip
CoHsAYHA pafiania PapiomeTpu / cynyTHUKOBI
. bajian M/Ix/M%/nenb a6o Br/m? Al pu / cyny
(iHconswis) JaHi
CoHsuHe BUNPOMiHIOBaHHA | TpuBasicTb cBiT/ioBoro AHA |loauHu ACTpOHOMIYHI pOo3paxyHKHU
KinbkicTe moxmypux / Juis CynyTHUKOBI 3HIMKH /
COHSIYHUX JIHIB apxiBu
Cepenns BilHOCHaA g
ben A % MeTeocTaHuji / rirpoMeTpu
. , BOJIOTICTh
BousioricTb noBitps —
MinimanbHa / o
. % MeTeocTaH1ii / 1orepu
MaKCHMaJlbHa BOJIOTICThb
. . Anemometpu /
CepenHs WIBUAKICTb BiTpYy | M/C
MeTeOoCTaHIii
Bitep MaxkcuMasbHI TOPUBH BiTPY | M/C MeTeocTaHLii
. Kyt / cextop (N, NE, E
Hanpsawm BiTpy yr/ p (N, NE, E, MeTeocTaHLil
TOIL0)
ATMochepHUH THCK rlla a6o MM pT. CT. BapomeTpu

BunapoByBaHicTb
(Evapotranspiration, ET0)

MM/z06a

Po3paxyHok 3a popmysaMu
FAO

KinbkicTb rpazo60iB /
6ypeBiiB / 3aMOpPO3KiB

Monii (bakT dikcarii)

MeTeo3Be/ieHHs / 10/1bOBI
CTIOCTepeXeHHs

KnimaTuuHi iHgekcu

CyMa aKTUBHUX TeMIlepaTyp
(>10°C)

°C

ArpoHoMiuHI po3paxyHKHU

IHpexc apifgHOCTI
(3acyuutuBocTi)

Be3spo3mipHa BesiMurHA

Po3paxyHok 3a
MeTeoJaHUMH

KinbKicTb cipuaTINBUX
IHIB AJ1s BereTariii

JHi

ArpoHoMiuHi MozeJi

YacTuHy KJIMaTHUYHUX YMOB i BJIaCTUBOCTEM I'PyHTY MOXKHA LiiJlecIpsMOBaHO MoAudikyBaTH 3a J0IO-
MOTO0 arpoTeXHIYHUX NMPUHOMIB. 30KpeMa, WJeTbCsA NMpO 3/iHCHEeHHS A0JATKOBOIO 3POLIEHHS, BHECEHHS
MiHepa/JibHUX Ta OpPraHiuHUX AOOPUB, INIMOOKe puxJeHHs IpyHTY. bioTuyHi pakTopu, o6ymMoBIieHi Aieto Kii-
MaTUYHUX YUHHUKIB | HAaBKOJIMIIHBOTO CepejoBHILa — 30KpeMa UIKIJHUKUA Ta NATOTE€HHI OpraHisMu - Ta-
KO’ YMHATD iCTOTHMH BIJIMB Ha PO3BUTOK POC/IMH. IXHS INKOJOYMHHICTb MOXe 3MiHIOBATUCSA MiJ| BIUIMBOM
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arpoTexHiYHUX MPUHOMIB i 3ac06iB XiMi4YHOro 4K 6i0JIOTIYHOTO MOXO/PKEHHS, 110 3aCTOCOBYIOThCS B arpo-
HOMIiYyHiN npakTtuui. OTXe, arpOHOMIYHI 3aX0[X BiAirparTh KJIOYOBY poJib y peaJsiszalii noreHuianay re-
HOTHUIIY Ta MOro ajanTtauii 40 KOHKpeTHUX KJIIMaTUYHUX YMOB perioHy. ToMy BpaXyBaHHs arpOHOMIi4YHOTO
BIUIMBY € HEO6Xi/[HOI0 YMOBOIO SIK y mpolieci GeHOTUIYBaHHS POCJHWH, TaK i npu nobyAoBi uudpoBUX MO-
Jesnel X po3BUTKY. JloCiI>KeHHs, 1110 IPOBOASATHCS B yMOBaX KOHTPOJbOBAHOTI'0 CepeOBHUILA, K NPaBUIIO,
nepeA0avyaloTb MOJE/IOBAaHHS Jikllle TUX GAaKTOPiB, SAKi CTBOPEHi JiloguHO0. BiTak, BUHHKAaE HEOOXiJHICTD
3abe3mnevyeHHs] POCJAMHU BCiMa OCHOBHUMH pecypcaMu: BOJIOI0, CBIT/IOM, TEILJIOM, MaKpo- i MikpoesieMeHTa-
MHU. BK/IIOYeHHS BIUIMBY arpOHOMIYHUX YUHHUKIB, HacamMmIepes arpoTexHiYHUX npuitoMiB (TabJ. 3), cnpusie
MiIBUIEHHIO TOYHOCTI aHaTi3y GPeHOTUIIOBUX O3HaK. [HpopMallis 36uparThCs BPYUHY, 3a IOIIOMOI0I0 arpo-
IT-cucteM a60 aBTOMATHYHO 3 ZIPOHIB, CEHCOPiB UM MallIMHHO] TeJieMeTpii.

Tab6auug 3
ArpoTexHi4Hi XapaKTepUCTUKHY, AKi QiKCyIOTbCS Ta BPaXxOBYIOThCA NPU GeHOTUNMyBaHHI pOC/IMH
. OauHULA BUMipIOBaHHSA
Kareropis XapakTepucTUKa A I P / Jxepesio JaHux
Tun gaHux
Tun ocHOBHOTr0 06po6iTKy (OpaHKa, KBanidikaTop (Ha3Ba [Tos1bOBUH KypHaJI,
] rIM60oKe puxJyieHHs, mini-till, no-till) MeTOozy) arpormnJaH
06pobiTox :
. ArpoarperaTy, arpoHOMiYHa
I'PYHTY [1n6rHa OCHOBHOT0 06POGITKY ™M
KapTa
Tun nepeanociBHOro o6po6iTKY KBanidikaTop [TosiboBi 3anucu
JlaTa ciB6u JlaTa ’Kypnan arporexHoJiorii
Cisg ['ycToTa CTOSAHHSA POCIUH THUC. POCJIUH/Ta [TonboBi 06Mipu / ApoHU
iB6a
[nbrHa 3aropTaHHs HaCiHHSA cM [Tos1b0Bi BUMipHu
CxeMa CciB6HU MiKpsAAAs (cM) CiBaJIKH, JOKYMeHTallis
NPK, opraniuHi, ArpomnJiaHy, 1abopaTopHi
Bup o6pus . p por parop
MiKpOeJleMeHTH aHasi3u
7106 Jlo3a BHECEHHS Kr/ra a6o Jji/ra [TonboOBi xypHATH
obpurBa - :
P Crioci6 BHeceHHs (B OCHOBHe, IPUIIOCIiBHE, S .
) KBanidikaTop ArpoxkapTorpadis
JIUCTOBe, GepTHrais)
KinbkicTb BHeCeHb KinbkicTb pasis [lnaH-rpadik
Croci6 3poreHHs (KpalJMHHe, .
P (xp KBanidikaTop [lnan 3poieHHs
3powmenns / |AOUYBaHHS, 60pO3EHKOBE)
BOJIOTa 06’eM nojjaHoi BOAU MM a6o M>/ra CrcTeMU 3pOLIEHHS
KinbKicTb noJMBiB PasiB Arponima
Bup 33P (rep6inuau, dyHrinuy, . Xypnan 06po6ox,
CHA (repGinmam, Qynrinua HasBa + giro4a peyoBuHa yP p
iHCEKTUIU/IN) AgroScout
3axucT JlaTa Ta ¢pa3a BHeceHHs Jlata / eHosioriyHa dpasza CKayTHHT, arpoKajieHJap
pocC/InH Jlo3a BHECeHHs Ji/ra abo Kr/ra CepTHdikaT, 06IIPUCKYBaY
. HasemHni, aBianiinui, .
Croci6 06po6xu n [TonboBi xxypHATH
APOH
MyJsibuyBaHHSA HasBHicTb / TUI [Tos1bOBI cnocTEepeXKeHHs
Ixmmi [HOKy/ALis / CTUMYJIALisS [IpenapaTtu / MeToauKa Kypnan arposaxoziiB
arponpHroMu - . . llonepeAHUK, HACTyMHA Lo
CymMmixHI KynbTypH / ciBo3MiHa ArpoHoMiuHM I1aH
KyJbTypa

[luTaHHAM 36epiraHHs Ta CTPYKTYpPyBaHHS JaHUX [IPUCBSAYEHO NolepeiHi po6oTu aBTOpiB [13].

BucHOBKM. CTBOpEHHS AOCTYIHUX, CTAaHAAPTU30BaHUX 1 BiITBOPIOBAaHUX IHCTPyMeHTIB GeHOTUIYBaHHS
€ aKTyaJJbHUM HAaNpsIMOM cy4yacHoi cesekiii. [yis epeKTHBHOTO BUKOPUCTAHHS iHOpPMAIl[iHHUX TEXHOJIO-
rifl y cesekniiiHux mporpaMax nudpoBa Mo/iesib TOBUHHA TOYHO Bifjo6pakaTu MopdoJioriuHi, ¢pisiosnoriusni
Ta PO3BUTKOBI XapaKTepUCTUKU POCJIUH. lle MOXK/IMBO 3aBAAKU IHTerpauii JaHUX 3 PI3HUX JpKepeJs TaKUX
SIK CEHCOpH, KOMIT'IOTepPHHUM 3ip i ekosioriyHi BUMiptoBaHHA. Taki iHCTpyMeHTHU MaloTh 3abe3nevyyBaTH KiJjb-
KicHy [udpoOBYy OLiHKY IIITbOBUX O3HAK POCJHMH 3 ¢iKcaliero yMOB 30BHIIIHBOTO cepeoBUIna. Lle 103BoJIsE
3/iliCHIOBATH O0'€KTHBHE MOPIBHSHHS MiXK I€HOTHUNAMHM Ta MAaTEMAaTUYHO OOI'PYHTOBYBATH BHUSBJIEHI Bij-
MiHHOCTI. EQeKTuBHICcTh NOAIOHUX pillleHb MOXJIMBA JIMIIE 32 YMOBU JOTPUMAaHHSI CTaHAAapPTU30BaHUX Me-
TOJiB 360py AaHUX Ta YHIPiKOBAaHUX aJITOPUTMIB 0OGPOOKH. Y IbOMY KOHTEKCTi 3alIPONIOHOBAHO CTBOPEHHS
1dpPoBOi MOJesi POCMHYU COHANIHUKY AJisi GeHOTUIYBAaHHS B 3a/ja4ax ceJieKIil. 3amponoHOBaHUHN MiaXis
He JIvle MiJIBUILY€E TOYHICTh GEeHOTUIOBOI OLIIHKH, a i CTBOPIOE NMEPEyMOBH /IJIsl aBTOMaTHU3aIlil 06po6KU
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BEJIMKUX MacHBiB faHUX. lle € BaXXJIMBUM KpokoM y 1iudpoBiil TpaHcpopmanii cyyacHoi ceseKiiiHOT HayKH.
Kpim Toro, nudpoBa Mojie/1b POCJUHU MOKe CTATH OCHOBOIO /IJIsl CTBOPEHHS CKJIAJHIIIMX MPOTHO3HUX CHUC-
TeM, CIIPSAMOBAHUX HA OLIHKY CTaHy POCJIMH i OITUMIi3aLilo arpOTeXHOJOTIYHUX PillleHb.
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IMITATION REINFORCEMENT LEARNING AND RULE-BASED EXPERTS
FOR BUILDING ENERGY SYSTEMS MANAGEMENT

Abstract. The relevance of the study is determined by the existing sample inefficiency barrier preventing reinforcement
learning deployment in building energy management. Traditional RL algorithms require thousands of training episodes
(equivalent to decades of simulated operation), making them impractical for safety-critical infrastructure where poor decisions
risk equipment damage and grid instability.

The aim of the paper is to investigate how imitation learning can accelerate RL convergence through expert demonstrations
from optimized rule-based controllers. The research evaluates three approaches: behavioral cloning (BC-SAC), dataset
aggregation (DAgger-SAC), and imitation bootstrapped reinforcement learning (IBRL-SAC), all tested within the standardized
CityLearn environment for multi-objective building control.

Methodology employs Bayesian-optimized rule-based controllers as expert demonstrators, evaluated across multiple
building configurations using real operational data from residential buildings with photovoltaic systems and battery
storage. Each variant combines expert-guided initialization with standard SAC training, tested over 365-day simulations with
performance measured by cost reduction, emission minimization, and grid stability metrics.

Results show that BC-SAC achieves nearly 50% reduction in training requirements while maintaining superior performance,
outperforming both standard SAC and optimized rule-based controllers. Imitation learning methods demonstrate competent
performance from initial episodes, eliminating the risky exploration phase that prevents real-world deployment.

Scientific novelty lies in being the first comprehensive evaluation of imitation learning variants for CityLearn, establishing
quantitative efficiency-performance trade-offs previously unexplored in standardized benchmarks. The research proves that
optimized rule-based experts can effectively bootstrap RL policies, creating a practical pathway for deployment where extensive
training is prohibitive.

Key words: machine learning, neural networks, reinforcement learning, imitation learning, behavioral cloning, DAgger,
SAC, building energy management, CityLearn.

Jmutpo BOHWTEX, Amnaroniii THUMOIIEHKO. IMITAI[IMHE HABYAHHA 3 MIAKPIIVIEHHAM
TA EKCIIEPTHI CUCTEMU HA OCHOBI ITPABWJI /11 KEPYBAHHA EHEPTOCUCTEMAMM BYAIBEJIb

AHomayia. AxkmyaavHicmb 00CAI0HCEHHS 00YMOBANEMBCS ICHYIOUYUMU 00MeXceHHIMU edekmusHocmi memodis
HABYaHHS 3 NIOKpinJeHHAM y 3a0a4ax KepysaHHs JNOKAAbHUMU eHepzocucmemamu 6ydiseav. Tpaduyilini aszopummu
nompe6yroms mucsyi Hag4a/AbHUX enizodie (Wo ekgigasieHMHO decsimuAimmsM CUMY/AbOBAHUX OAHUX), WO pobums ix
HENPpaKMuyHUMU 0/ KpUMUYHO 8aXHCAUBOI iHPpacmpykmypu, de NOMUJIKOBI piuleHHs 3a2poicyromb NOWKOOMCeHHSM
061a0HaHHS ma HecmabiabHiCMI0 Mepexci.

Mema po6omu nossizae y 0ocaidxceHH] sik imimayitiHe Hag4aHHsl Modice NPUCKopumu 36i)cHicme aa120puUmMMie Ha8YaAHHS
3 nidkpinieHHAM 4epe3 eKkchepmui demoHcmpayii 8i0 onmumizo8aHux KoHmposiepie no6ydoeaHux HA OCHOB8I npasud.
Y docaidscenHi nopieHolomucsi mpu nioxodu: nosedinkose kaoHysaHHs (BC-SAC), azpezayisi Habopie daHux (DAgger-SAC)
ma imimayiiine nouamkoge HagyaHHs 3 niokpinaernHsam (IBRL-SAC), eci npomecmogaHi y cmaHdapmu3o8aHoMy cepedosuuyi
CityLearn 0415 6azamokpumepiasibHo20 ynpaeaiHHs 6ydisasMu.

Memodo102is nossizae y sukopucmaHHi KOHmpoiepie Ha 0CHO8I npasu/1 onMuUMIi308aHux 6atieciscbkumu Mmemooamu 015
demMoHcmpayill anz20pummam HA84AHHS 3 NIOKpINJeHsaM, | NpoM0denb08aAHUX 0151 PI3HUX KOH@izypayili 3 BUKOPUCMAHHAM
peasnbHuUX ekcnjayamayiliHux OaHuX i umsosux 6ydigesb 3 HOMmMoeseKMPUUYHUMU NAHEAIMU MA AaKYMY/JASMOPHUMU
Hakonuyysavamu. KoxceH eapianm noedHye excnepmHo-keposaHy iHiyiaaizayiro 3i cmaHdapmHuM HA8YAHHAM AA20PpUMMY
SAC, npomecmogaHum Ha 365-0eHHUX cCUMYAAYIsAX 3 BUMIDIOBAHHIAM MeMpPUK Wod0 3MeHWeHHsl sumpam, MiHimMizayii aukudie
ma cmabiabHocmi Mepedxci.

© D. Voitekh, A. Tymoshenko, 2025
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Y pe3yabmami docaiddceHHs 6CMaH08.1eH0, ujo 015 BC-SAC docmamHbo matixce 808iui MeHW O KINbKOCMI HA8YANbHUX
enizodie 04151 docsizHeHHs 8ucoKoi sikocmi, nepegepuiyiovu sik cmandapmuutl SAC, mak i onmumizo8aHi KoHmposiepu Ha 0CHO8I
npasus. Memodu imimayitiHo2o Ha84aHHs 0eMOHCMPYHMb SKICHI pe3y/ibmamu 3 nepuiux enizodis, ycysaryu HeobxioHicmb
doszoi pazu adanmayii modeni, wo 3auacmy nepew koI cae peasbHOMy 8NPOBAOHCEHHIO.

Haykoea HOBU3HA no/isi2ae y KOMN/AeKCHOMY OYiH08aHHI nidxodie imimayilinozo HaguaHHs das CityLearn, ecmaHos-
JIeHH] KiNbKICHUX KoMnpoMmicie eghekmugHocmi-npodyKmueHocmi, paHiwe He y3a2a/1bHEeHUX 8 pAMKAX 00H020 00CAIOHCEHHS.
Jana cmamms deMoHcmpYyeE, Wo ekcnepmHi cucmemu Ha OCHO8I Npagu/l MoOXyms edpekmueHo iHiyiaaizyeamu noaimuku
01 azeHMi8 HABYAHHSA 3 NIOKPINAEHHAM, CMEOPIOIYU NPAKMUYHUL WASAX 015 8NP08AJdiCeHH maM, 0e mpueasie Ha84aHHs
Yacmo € HeMONCAUBUM.

Kawuoei cnoea: mawuHHe HABYAHHS, HEUPOHHI Mepedci, HABYAHHS 3 NIOKpinieHHSAM, imimayiliHe Ha84aHHS,
nosedinkoge ksa0HysanHsi, DAgger, SAC, kepysaHHs eHepzocucmemamu 6ydigesn, CityLearn.

Problem statement. Buildings account for 40% of global energy consumption and 36% of CO, emis-
sions, making their optimization critical for climate targets [2; 9]. With 68% of the world’s population ex-
pected to live in cities by 2050, efficient building energy management systems are essential for sustain-
able development. Traditional rule-based controllers (RBCs) use fixed heuristics like “charge batteries
when price < 0 ” or “reduce cooling when temperature > T, " [5]. While robust, RBCs cannot adapt to
modern energy systems where renewable generation varies dramatically within hours, occupancy patterns
alter loads significantly, and electricity prices show extreme daily volatility [19; 9]. Machine learning ap-
proaches, particularly reinforcement learning, have demonstrated significant potential for energy system
optimization through adaptive control and predictive modeling [21; 19; 17]. RL methods have shown effec-
tiveness in building energy management [20;18] and handle dynamic optimization tasks including power
distribution, demand forecasting, and system state assessment across scales from individual buildings to
entire grids [18;21]. An RL agent models the building as a Markov Decision Process (MDP) [14] with tuple
(S,A,P,R,y), where:

Vi(s)=E, {ivfn |5, =s} 1)

The agent observes state s, (weather, prices, battery SOC), executes action a, (charge/discharge com-
mands), receives reward I, (negative costs and emissions), and updates policy n(a|s) to maximize expected
cumulative reward:

](TC)ZESU“‘PO:“:NTC [ZY["(SH‘%)} )

where 7€ [0.1] is the discount factor and P, is the initial state distribution [14].

Despite achieving 15-25% cost reductions over RBCs, RL deployment faces critical barriers [20; 18].
Training requires thousands of episodes (each 8,760 timesteps for full-year simulations), equivalent to
centuries of simulated operation [17; 20]. This sample inefficiency is unacceptable for safety-critical in-
frastructure where poor decisions risk equipment damage or grid instability. The Intergovernmental Pan-
el on Climate Change (IPCC) requires 43% emission reductions by 2030 [2]. Buildings must enable de-
mand response (with substantial grid emission reduction potential), peer-to-peer energy trading, and
district-level optimization [2]. However, extensive RL training requirements create barriers, particularly
for resource-constrained communities where computational limitations prevent deployment [19]. Fea-
ture engineering also plays a critical role in RL performance and computational efficiency. CityLearn pro-
vides more than 20 potential state features including weather conditions, energy prices, battery states, and

>| Agent Il
state reward action

Sr Rr A!

L Rrﬂ 1
_S.. | Environment ]4—

Fig. 1. Reinforcement learning agent-environment interaction schema [14]
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building characteristics. Our central hypothesis is that imitation learning methods can achieve significant
reduction in training episodes while maintaining or improving final performance, making RL deployment
scalable for real-world building energy systems. We test this hypothesis by evaluating three imitation
learning variants that bootstrap SAC agents using optimized RBC demonstrations. This efficiency gain is
critical for practical deployment where extensive training is prohibitive and immediate competent perfor-
mance is required [12; 1; 15].

Analysis of Recent Research. The CityLearn framework has become the standard benchmark for RL
in building control [16]. Modern implementations primarily use actor-critic architectures [4], with SAC
showing robustness for continuous battery control [3; 18]. However, these methods require 1,500-3,000
episodes to surpass rule-based baselines [19; 17], with some studies reporting similar training require-
ments [20]. Rule-based controllers remain the industrial standard due to interpretability and zero train-
ing requirements [5; 9]. Model Predictive Control (MPC) represents the theoretical optimum but suffers
from computational costs [8; 11]. Hybrid approaches combine RBC robustness with RL adaptability [13].
Imitation learning methods (Behavioral Cloning [1], Dataset Aggregation [12], and Imitation Bootstrapped
RL [15]) have shown significant training reduction in other domains. BC provides warm-start policies de-
spite distribution shift, DAgger addresses this through iterative data collection, and IBRL maintains expert
guidance throughout training. Critical Research Gap: Despite demonstrated effectiveness, imitation learn-
ing approaches remain absent from CityLearn competitions. This prevents confident deployment of IL-en-
hanced RL in production systems where training efficiency directly impacts economic viability and stable
performance.

The purpose of the article. This study adopts the CityLearn Challenge 2022 framework as an experimen-
tal testbed, presenting a standardized multi-objective optimization problem for residential battery control in
grid-interactive buildings [7]. The challenge utilizes real operational data from 17 single-family homes in the
Sierra Crest development in Fontana, California, United States, provided by the Electric Power Research Insti-
tute (EPRI). Each building is equipped with rooftop photovoltaic systems (5-8 kW capacity) and lithium-ion
battery storage (6.4 kWh), with one year of actual electricity demand and PV generation data recorded over
8,760 hourly timesteps [7]. The control objective minimizes three key performance indicators (KPIs) normal-
ized against a no-battery baseline, where buildings operate without any battery storage systems:

1, - _
Score:E(C +G +D), (3)

where C represents normalized electricity cost, G denotes normalized carbon emissions, and D captures
grid stability through:

b=3(R+(1-I)) @

Here, R measures month-averaged ramping (consecutive load differences) and L represents the load fac-
tor (ratio of average to peak demand). The normalization ensures that the no-battery baseline achieves exact-
ly Score = 1.0, making lower scores indicate superior performance and perfect control yielding Score = 0 [7].

The Markov Decision Process is formally defined as: State space Sc R’ includes [hour, month, outdoor_
temperature, diffuse_solar_irradiance, direct_solar_irradiance, carbon_intensity, electricity_price, net_load,
battery_SoC]; Action space A:[—0.78125,0.78125 represents continuous battery charge (negative) or dis-
charge (positive) fraction; Reward function r, =—JWC C,+w, -G, +w, ~Dt) where weights w, balance objec-
tives; Transition dynamics follow deterministic battery physics with 95% round-trip efficiency. Analysis of
top-performing solutions from previous CityLearn competitions revealed that electricity pricing emerges as
the dominant signal for effective battery control, with correlation coefficients exceeding 0.7 between optimal
actions and price differentials [7]. Building on this insight, we develop an optimized RBC that maps time-of-
day to battery actions with parameters tuned via Bayesian optimization [6]. The optimized RBC uses a simple
hour-based action lookup table, where each hour of the day maps to a fixed battery control action. We employ
Gaussian Process-based Bayesian optimization [6] to tune the hourly action map ¢ = {91,92,,__, 924} :

0" =argmin f(0), (5)

where f (6) represents the CityLearn Score function evaluated at parameter vector 0, and the optimization
uses a Gaussian Process surrogate model with Expected Improvement acquisition function to efficiently
explore the 24-dimensional hourly action space. The RBC action function is defined as:

a.=9,, (6)
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Fig. 2. CityLearn challenge architecture with multi-criteria optimization [16]

where h, € {1,2,...,24} is the current hour and 6, is the corresponding optimized action value. Using Expected
Improvement acquisition with 200 iterations to optimize the 24-dimensional parameter space, this achieves
Score = 0.934, representing a 3.6% improvement over the standard HourRBC baseline (0.969) commonly
used among this challenge research teams.

Having established the expert RBC policy, we now turn to the reinforcement learning foundation.
Soft Actor-Critic (SAC) serves as the base algorithm for all imitation learning variants evaluated in this

0.20 —e— Standard HourRBC
—#— Bayesian-Optimized RBC
0.15
0.10 o
§ 0.05
jat
<
(O e o o e e oy i . N N e e
=
5}
i
a —0.05 A
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T T T T T T T T T T T T
1 3 5 7 9 11 13 15 17 19 21 23
Hour of Day
Metric Standard HourRBC Optimized RBC Improvement
CityLearn Score 0.969 0.934 +3.6%
Cost Score 0.935 0.883 +5.6%
Emissions Score 0.962 0.944 +1.9%
Grid Score 1.010 0.975 +3.5%

Key Optimization Insights:

« Bayesian optimization identified superior early morning charging patterns (hours 1-6)
* Enhanced peak-hour discharge capacity (hours 13-15) for maximum grid benefit

* 3.6% overall CityLearn Score improvement (0.969 — 0.934)

* Cost reduction of 5.6% through optimized time-of-use strategies

+ Validated on full CityLearn dataset: 365-day simulation across all available buildings

Fig. 3. Comparison of Standard HourRBC vs Optimized RBC
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study. SAC combines the sample efficiency of off-policy learning with the stability of maximum entropy
reinforcement learning, making it particularly well-suited for continuous control tasks like battery
management [3]. The algorithm maintains three neural networks: an actor m,(a|s) that outputs a stochastic
policy, and twin critics @, (s,a) and Q, (s,a) that estimate state-action values [3]. The maximum entropy
objective balances exploitation and exploration by maximizing both expected return and policy entropy [3]:

T

J(1)=YB oy (508 )+aH(x(4s,)) ], (7)

t=0

where o is the temperature parameter controlling the exploration-exploitation trade-off, and
‘H(n(-|s,))=—logn(a,|s,) represents policy entropy [3]. The critics are trained using temporal difference
learning with target networks to minimize [3]:

Ly=E, o0 {(Qe (s,a)- (r +ymingQ; (s',a')— alogn, (a'|5,))) }’ ®

where D is the replay buffer and 8 denotes target network parameters updated via exponential moving av-
erages [3]. The actor is optimized to maximize the expected Q-value while maintaining high entropy [3]:

Ln = Es~D,a~n¢ [alogﬁ¢ [a | S) - m_inQei (S,a)] (9)

SAC’s continuous action space handling and stable training dynamics make it ideal for building control,
where actions represent battery charge/discharge rates requiring smooth, bounded outputs [3]. With both
expert RBC and base SAC established, we now present the imitation learning integration strategies that com-
bine their strengths. Following Uchendu et al. [15], IBRL combines pretraining with online Q-guided action
selection. The method maintains two policies: a frozen expert 7, obtained via behavioral cloning on RBC
demonstrations, and the learning policy =,, . At each timestep, both policies propose actions:

ay =my(s,). T, =T (52) (10)

The executed action is selected based on Q-value estimates:

.

a, otherwise

We implement three imitation learning variants using Stable Baselines3 [10] with network latent lay-
er dimensions (128, 64, 32), learning rate 3x10™*, and automatic entropy tuning. Behavioral Cloning SAC
(BC-SAC) pre-trains the policy on 50 RBC demonstration episodes, minimizing:

Ly = IE:I’(s,a)mexpert [” a—Ty, (S) Hz:' (12)

achieving loss < 0.002 before standard SAC training [1]. Dataset Aggregation SAC (DAgger-SAC) iteratively col-
lects data with mixing policy «,, =B, + (1—Bi)nm where B, =0.9-0.85', aggregates expert labels, and al-
ternates BC updates with SAC fine-tuning [12]. Imitation Bootstrapped RL SAC (IBRL-SAC) maintains a frozen
expert and selects actions via Q-value comparison [15]:

a, :argaér{ralasi}Qd) (s..a) (13)

This work addresses the following research questions: What reduction in training episodes do BC-SAC,

DAgger-SAC, and IBRL-SAC achieve when bootstrapped with optimized RBC demonstrations? Can these imi-

tation learning methods achieve competitive performance with fewer episodes than standard SAC? What are

the computational savings and safety benefits for real-world deployment? These questions directly address

the central barrier to RL deployment in building energy systems: prohibitive training requirements that make
current methods impractical for safety-critical infrastructure.

Summary of the main material. We evaluate all methods using 5 random seeds with results reported

as mean * standard deviation, following the CityLearn Challenge 2022 evaluation protocol across building
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portfolios weighted 20% training (first 5 buildings), 30% validation (second 5 buildings), and 50% test sets
(rest of the buildings). Statistical analysis employs paired t-tests (o=0.05) with Bonferroni correction for
multiple comparisons. All experiments use 365-day simulations with optimal 9-feature subset also identified
through Bayesian optimization [6]. Table 1 presents the primary performance results, demonstrating signifi-
cant sample efficiency gains from all imitation learning methods.

Table 1
Performance comparison across imitation learning methods
Method Episodes CityLearn Score Sample Efficiency
BC-SAC 67 0.918 + 0.021 47% reduction
DAgger-SAC 73 0.922 +0.019 43% reduction
IBRL-SAC 89 0.927 £0.024 31% reduction
Standard SAC 128 0.941 + 0.026 baseline
Reference baselines:
Optimized RBC - 0.934 +0.002 -
Standard RBC - 0.969 + 0.003 -

Figure 4 illustrates the convergence speed differences, with BC-SAC achieving competent performance
from early episodes.

Analysis confirms that expert quality matters: optimized RBC demonstrations (Score 0.934) yield better IL
performance than standard RBC (Score 0.969), with BC-SAC improving from 0.932 to 0.918. Figure 5 breaks
down performance across individual CityLearn metrics, with red dashed lines showing Optimized RBC perfor-
mance (lower value - better result).

The 47% sample reduction enables rapid prototyping for building control applications. The daily load
profiles in Figure 6 reveal distinct algorithmic behaviors across 24-hour cycles. During morning h ours
(6-10 AM), all algorithms exhibit similar grid import patterns around 1.5-2.0 kWh, following natural building
demand. The critical difference emerges during peak solar generation (10-14 hours): BC-SAC, DAgger-SAC,
and IBRL-SAC successfully achieve negative net load values reaching -1.3 to -1.7 kWh, indicating reduced grid
imports through effective battery charging from solar surplus. The baseline (dashed black line) shows dra-
matic inefficiency with extreme fluctuations, dropping to -3.0 kWh at 12-13 PM (midday solar peak) without
coordinated battery management. Most notably, the evening peak period (16-20 hours) demonstrates clear
algorithmic distinctions: BC-SAC maintains the battery discharge profile with minimal grid dependence near
0.5 kWh, while IBRL-SAC shows more variable patterns with fluctuations between -0.9 and +0.6 kWh, reflect-
ing its Q-function-guided action selection uncertainty.
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Fig. 4. Convergence speed comparison across imitation learning methods
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Fig. 6. Daily average load profiles for each IL algorithm

Conclusions. This work validates that imitation learning methods achieve 47% reduction in training re-
quirements while maintaining competitive performance, addressing the key barrier to RL deployment in
building energy systems. BC-SAC demonstrates almost immediate competent performance from initial ep-
isodes, eliminating risky exploration phases in safety-critical infrastructure with limited computational re-
sources. The significance extends beyond efficiency gains. Imitation learning enables RL to compete with
Model Predictive Control approach by providing comparable performance while retaining adaptive learning
capabilities. This opens new opportunities for RL in energy management, particularly where traditional op-
timization fails to capture modern energy system complexity. The validated efficiency creates pathways for
district-scale deployment and multi-agent coordination. Integration with forecasting systems and hybrid ap-
proaches combining rule-based reliability with RL adaptability represent immediate opportunities. This re-
search establishes a new vision for RL as a viable alternative to traditional methods in dynamic environments
with renewable generation, demand response, and grid interaction requirements.

46 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 3 (18). 2025

Bibliography:

1. Bain M., Sammut C. A framework for behavioural cloning. Machine Intelligence 15.2000. P. 103-129.

2. Global Alliance for Buildings and Construction (GABC). 2021 Global Status Report for Buildings and Construction.
UN Environment Programme. 2021. URL: https://globalabc.org/resources/publications/2021-global-status-report-
buildings-and-construction (date of access: 21.09.2025).

3. Haarnoja T, Zhou A, Abbeel P, Levine S. Soft Actor-Critic: Off-Policy Maximum Entropy Deep Reinforcement
Learning with a Stochastic Actor. Proceedings of the 35th International Conference on Machine Learning. 2018. Vol. 80.
P.1861-1870. URL: https://proceedings.mlr.press/v80/haarnojal8b.html (date of access: 21.09.2025).

4. Konda V. R, Tsitsiklis J. N. Actor-Critic Algorithms. Advances in Neural Information Processing Systems. 2000. Vol. 12.
P. 1008-1014. URL: https://proceedings.neurips.cc/paper/1999/file/6449f44a102fde848669bdd9eb6b76fa-Paper.pdf
(date of access: 21.09.2025).

5. Mason K,, Grijalva S. A review of reinforcement learning for autonomous building energy management. Computers &
Electrical Engineering. 2019. Vol. 78. P. 300-312. DOI: https://doi.org/10.1016/j.compeleceng.2019.07.019 (date of access:
21.09.2025).

6. Mockus ], Tiesis V, Zilinskas A. The application of Bayesian methods for seeking the extremum. Towards Global
Optimization. 1978. Vol. 2. P. 117-129. (date of access: 21.09.2025).

7. Nweye K, Siva S, Nagy G. Z. The CityLearn Challenge 2022 Dataset. Texas Data Repository. 2023.
DOLI: https://doi.org/10.18738/T8/0YL]6Q (date of access: 21.09.2025).

8. Oldewurtel F, Parisio A., Jones C. N, Gyalistras D., Gwerder M., Stauch V., Lehmann B., Morari M. Use of model
predictive control and weather forecasts for energy efficient building climate control. Energy and Buildings. 2012. Vol. 45.
P. 15-27. DOI: https://doi.org/10.1016/j.enbuild.2011.09.022 (date of access: 21.09.2025).

9. Perera K. S, Aung Z., Woon W. L. Machine learning techniques for supporting renewable energy generation
and integration: A survey. Proceedings of the Data Analytics for Renewable Energy Integration. 2014. P. 81-96.
DOI: https://doi.org/10.1007 /978-3-319-13290-7_6 (date of access: 21.09.2025).

10. Raffin A, Hill A, Gleave A., Kanervisto A. Ernestus M., Dormann N. Stable-Baselines3: Reliable
Reinforcement Learning Implementations. Journal of Machine Learning Research. 2021. Vol. 22, No. 268. P. 1-8.
URL: http://jmlr.org/papers/v22/20-1364.html (date of access: 21.09.2025).

11. Rawlings J. B., Mayne D. Q., Diehl M. Model Predictive Control: Theory, Computation, and Design. 2nd edition. Nob
Hill Publishing. 2017. ISBN: 978-0975937730.

12. Ross S., Gordon G., Bagnell D. A Reduction of Imitation Learning and Structured Prediction to No-Regret Online
Learning. Proceedings of the 14th International Conference on Artificial Intelligence and Statistics. 2011. Vol. 15.
P.627-635. URL: https://proceedings.mlr.press/v15/ross11a.html (date of access: 21.09.2025).

13. Ruelens F, Claessens B. ]., Vandael S., De Schutter B., Babuska R, Belmans R. Residential demand response of
thermostatically controlled loads using batch reinforcement learning. I[EEE Transactions on Smart Grid. 2017. Vol. 8, No. 5.
P. 2149-2159. DOLI: https://doi.org/10.1109/TSG.2016.2517211 (date of access: 21.09.2025).

14. Sutton R. S, Barto A. G. Reinforcement Learning: An Introduction. MIT Press. 2018. 2nd edition. ISBN:
978-0262039246.

15. Uchendu I, Xiao T, Lu Y, Zhu B, Yan M., Simon |, Bennice M., Fu C,, Ma C, Jiao ], Lee S., Levine S. Jump-Start
Reinforcement Learning. Proceedings of the 40th International Conference on Machine Learning. 2023. Vol. 202.
P. 34556-34583. URL: https://proceedings.mlr.press/v202 /uchendu23a.html (date of access: 21.09.2025).

16. Vazquez-Canteli J. R, Dey S., Henze G., Nagy Z. CityLearn: Standardizing Research in Multi-Agent Reinforcement
Learning for Demand Response and Urban Energy Management. arXiv preprint. 2020. arXiv:2012.10504.
URL: https://arxiv.org/abs/2012.10504 (date of access: 21.09.2025).

17. Vazquez-Canteli ]. R, Nagy Z. Reinforcement learning for demand response: A review of algorithms and modeling
techniques. Applied Energy. 2019. Vol. 235. P. 1072-1089. DOI: https://doi.org/10.1016/j.apenergy.2018.11.002 (date of
access: 21.09.2025).

18. Wei T, Wang Y., Zhu Q. Deep reinforcement learning for building HVAC control. Proceedings of the 54th Annual
Design Automation Conference. 2017. Article 22. P. 1-6. DOI: https://doi.org/10.1145/3061639.3062224 (date of access:
21.09.2025).

19. Yu L, Qin S, Zhang M., Shen C, Jiang T, Guan X. A review of deep reinforcement learning for smart building
energy management. [EEE Internet of Things Journal. 2021. Vol. 8, No. 15. P. 12046-12063. DOI: https://doi.org/10.1109/
JIOT.2021.3078462 (date of access: 21.09.2025).

20. Zhang Z., Chong A, Pan Y, Zhang C, Lam K. P. Whole building energy model for HVAC optimal control:
A practical framework based on deep reinforcement learning. Energy and Buildings. 2019. Vol. 199. P. 472-490.
DOLI: https://doi.org/10.1016/j.enbuild.2019.07.029 (date of access: 21.09.2025).

21. Boiitex /[I. B, Tumomenko A. I BuKopucTaHHA MallMHHOTO HaBYaHHS Ta MepeXeBUX HAa0OPIB AaHUX s
MO/IeJIIOBaHHsl eHeprocucreM. [HQokoMyHikaniiHi Ta koMmm'torepHi TexHosorii. 2024. Tom 1, Ne 07. C. 35-45.
DOL: https://doi.org/10.36994/2788-5518-2024-01-07-05 (zata 3BepHeHHs: 21.09.2025).

Jlama Haoxo0xcenuss cmammi: 22.09.2025
Jlama nputinamms cmammi: 20.10.2025
Ony6aikosaHo: 04.12.2025

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 47



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 3 (18). 2025

YAK 004.8
DOI https://doi.org/10.32689 /maup.it.2025.3.6

IOpiii TAJIAC

acnipaHm, kagedpa iHgpopmayiliHux ma 064uUCA8ANbLHUX CUCMEM [ yNpasaiHHS,
3axidHoykpaiHcbkull HayioHaAbHULl yHIBepcumem,

fidelite62@gmail.com

ORCID: 0000-0003-2389-3668

Scopus Author ID: 59199764000

Xpucmuna JIITI'AHIHA-TOHYAPEHKO

doKmop mexHiYHUX HayK, doyeHm,

doyenm kagpedpu iHpopmayiliHux ma 064UCA0B8ANbHUX CUCMEM | ynpaBAiHHS,
3axidHoykpaiHcbkull HayioHaAbHULl yHIBepcumem,

kh.lipianina@wunu.edu.ua

ORCID: 0000-0002-2441-6292

Scopus Author ID: 59548850400

IHTEJEKTYAJIbHA IH®OPMAILITHA CUCTEMA NNEPCOHAJII30BAHOT PEKOMEHJIAILIIT
HA OCHOBI ICTOPIi B3AEMO/I KOPUCTYBAYIB

Anomayisn. Cmamms npucesiueHa po3po6yi ma enposadiceHHio iHgpopmayitioi cucmemu Emotion-Aware Recommender,
KA NOEOHYE MEMOOU MAWUHHO20 HABYAHHS ma 2pagosi HellpoHHI Mepedici 3.Memoto nideuweHHs MOYHOCMIiNepcoHANI308aHUX
pekomeHdayill y KiHoiHAycmpii.

Memodosoczia nepedbayuae 36ip ma nidcomosKy daHux i3 pizHux dicepes — icmopis nepeaasdis, pelimuHau, mekcmosi
gideyku ma emoyitini mimku; no6ydosy 2emepozeHH020 2pada 3 8y3/AaAMU «KOPUCMYBAU», «PiAbM», «HCAHD», «eMOYisa»;
sukopucmaHHs aHcambaesux modesetl (XGBoost, LightGBM, CatBoost) da5 npoeHo3ysaHHs pelimuHzie; a makodxc 2pagosoi
HelipoHHoi mepedici Heterogeneous Graph Transformer (HGT) 0451 npo2H03y emoyitl ma noainweHo20 paHicy8aHHsl.

Haykoea Hogu3Ha po6omu nossizac @ iHmezpayii emoyiliHo2o KoHmMekcmy y pekomeHOayitiHull npoyec Ha pieHi
epagosux 36’s13Kis, 3acmocysaHHi 6azamo3adayHo20 HABYAHHS Ma 3a6e3neveHHi NOSICHIBAHOCMI Yepe3 MeXaHizMu ysazu ma
SHAP-aHanis. EkcnepumeHmasibHi pe3yabmamu nokKasyroms, o 3anponoHo8aHa cucmema 0ocsizae 3Ha4H020 NOKPAUjeHHs
mempuk HR@10, NDCG@10 ma Macro-F1 y nopieHsiHHi 3 6a308UMU MOOeASIMU.

BucHogKku demoHcmpyloms, Wo 6paxyeaHHs emoyill nidsuwye penesaHmuicms i 3adogosieHicmb Kopucmysauis,
a cucmema mae nomeHyiaa adanmayii 045 iHwux domeHis, Makux sik My3uka, Aimepamypa 4u oceimui cepsicu.

Kawuosi cnosa: pekomendayitini cucmemu, emoyilinuil inmesexkm, epagosi HelipoHHI Mepedxci, MawuHHe HABYAHHS,
nepcoHanisayisi; KiHoiHdycmpis.

Yurii HALIAS, Khrystyna LIPIANINA-HONCHARENKO. INTELLIGENT INFORMATION SYSTEM
FOR PERSONALIZED RECOMMENDATION BASED ON USER INTERACTION HISTORY

Abstract. The article is devoted to the development and deployment of the Emotion-Aware Recommender information
system, which combines machine learning methods and graph neural networks to enhance the accuracy of personalized movie
recommendations.

The methodology includes collecting and preprocessing data from multiple sources - user interaction history, ratings,
textual reviews, and emotional annotations; constructing a heterogeneous graph with nodes “user’, “movie’, “genre’, and
“emotion”; using ensemble models (XGBoost, LightGBM, CatBoost) for rating prediction; and employing a Heterogeneous Graph
Transformer (HGT) to predict emotions and improve ranking.

The scientific novelty of the work lies in the integration of emotional context into the recommendation process at the
graph-relationship level, applying multi-task learning, and ensuring explainability via attention mechanisms and SHAP
analysis. Experimental results show that the proposed system significantly improves HR@10, NDCG@10, and Macro-F1 metrics
compared to baseline models.

Conclusions demonstrate that accounting for emotions increases recommendation relevance and user satisfaction, and
the system has potential for adaptation in other domains such as music, literature, or educational platforms.

Key words: recommender systems, emotional intelligence, graph neural networks, machine learning, personalization,
movie industry.

IlocTaHOBKa npo6seMH. PekoMeHallifiHi cUCTEMHU CTa/ld HEBI'EMHOIO CKJIaZJOBOIO Cy4YacHUX Iudpo-
BUX CepBiciB, 30kpeMa y cdepi Mesia Ta po3sar, e 06CATM KOHTEHTY 3pOCTalOTh eKcrnoHeHLilHo [1]. Tpa-
JULIMHI aArOpUTMY, 1110 6a3yI0ThCS Ha KoslabopaTUBHIN GinbTpanil Ta KOHTEHTHOMY aHaJli3i, JJoBeJIH CBOIO
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edeKTHUBHICTb y MPOrHO3yBaHHI BI0OJ06aHb KOPUCTYBAYiB, OiHAK 3/1€6i/IbIIOr0 irHOPYITh EMOLIHHUHN KOM-
NmoHeHT B3aeMozii [3; 5]. Y Bunajky kiHemaTorpadiuHux cepBiciB e o6MexeHHs 0C06JIMBO NTOMITHE, OCKiIb-
KU neper/saz GisbMiB Ta cepiasiB € He JinIe panioHaJIbHUM BU6OPOM, a U eMOI[iHHUM JI0CBiOM.

OcTaHHI fJocnifpKeHHs JeMOHCTPYIOThb 3pOCTAalO4YMU iHTepec A0 iHTerpanii eMOLiMHUX XapaKTepPUCTUK
y mpolecu nepcoHasisanii [5; 6]. [[pore 6isbinicTh pinieHb a60 30CepePKYIOTHCS Ha aHasli3i TEKCTOBUX Bif-
I'YKiB ZiJIs7 BUBHAYEHHS] HACTPOIO KOPUCTYBaya, ab0 MPONOHYIOTh 00MeEXeHY HiATPUMKY MYJbTUMOAATbHUX
JlaHUX, 10 He JI03BOJISIE CTBOPIOBATH NOBHOLiHHI AuHaMivHi npodini emouiit [5]. TakuM YMHOM, TOCTAE Hay-
KOBO-ITPAKTUYHE 3aB/IaHHS PO3PO06JIEHHS CUCTEMH, 3[JlaTHOI OZJHOUYACHO BPaXOBYBAaTH iCTOpir0 B3aeMoOAil Ta
NPOTrHO3yBaTHU €MOLiMHI peakuil /15 NiZBULeHHS TOYHOCTI Ta peJieBAaHTHOCTI peKOMeHallil.

Anasi3 ocraHHIX AociaigkeHb i my6ikanii. CyyacHi pekoMeHJaniiHI CHCTEeMHU NMPONIIN TPUBAJIUH
IIJISIX PO3BUTKY Bifi 6a30BUX aJrOpUTMIB KOJIa60paTUBHOI QiNbTpalii 10 CKIaJHUX TIOPUIHUX MOZeJeH, 10
MOEAHYIOTh KOHTEHTHI 03HAKH, YacoOBY JAMHAMIKy Ta eMouiiHi curHanu [1; 3; 10]. [lepi gocuimpKeHHs 30ce-
pe/pKyBaIMCh Ha MeToAax user-based ta item-based collaborative filtering, siki opmyBanu npunymeHHs npo
BIIO/I00AHHS KOPUCTYBAyiB Ha MiZicTaBi cxoxocTi ixHix fAii. [IpoTe i migxoau o6MexxyBasucs nmpobieMamMu
XOJIOJIHOT'O CTApPTy Ta HEBPAXyBaHHSM KOHTEKCTHHUX GaKTOPIB, 1[0 CTUMYJIIOBAJIO NOIIYK HOBUX pillleHb.

[lofanbmnil po3BUTOK rajy3i NOB'sA3aHUH i3 BOPOBAPKEHHSM TiOPUAHUX METOAIB i J1aTeHTHO-paKTOp-
HUX MojiesieH, 30KkpeMa MaTpu4Hoi ¢pakTopusanii Ta ii po3mupens, ki 3a6e3neunnu epeKTUBHE MPECTAB-
JIEHHSI IPUXOBAaHUX 3B’A3KiB MiXK KopucTyBaduaMu Ta o6’ektamu [1; 10]. [losBa riim6okoro HaBYaHHS Bij-
KpHJia HOBI MOXJIMBOCTI: aBTOEHKO/EpH, PEKYPEHTHI Ta 3rOpTKOBI HEMPOHHI Mepexi MpoJeMOHCTpyBaIu
3[aTHICTh BUSABJAATH CKJIQAHI NOCJIiJOBHI 3a/I€KHOCTI Ta MOKpaIyBaTH TOYHICTh NporHosis [7]. Po6oTu oc-
TaHHIX POKiB, 30KpeMa B MeXax Ii/IX0/iB Ha 0CHOBI TpaHcpopMepiB, MOKa3asly, 10 MoJeJli yBaru epeKTUBHO
MPAIOI0Th 3 BEJINKUMH HabOopaMU JJAHUX 1 CKJIaIHOI0 CeMaHTUKOIo [4; 7; 8; 9].

Oco6.s1uBY yBary HaykoBoi ciIbHOTH npuBepHyu rpadoBi HelpoHHI Mepexi, 31aTHI Bifo6pakaTu 6ara-
TOBHMIpHI 3B’SI3KM M’k KOPUCTYBauaMH, KOHTEHTOM, >KaHpPaMH Ta iHIIUMU cyTHOCTAMU. JlocaipkeHHs y 1l
cdepi foBesM MepeBaru BUKOPUCTAHHSA reTeporeHHUX rpadiB Ta Mozesnel, Takux sk Heterogeneous Graph
Transformer, 1m0 3a6e3mMeYy0Th KOMIJIEKCHE MOJIEJIOBAHHS B3a€EMO/IiH i Jal0Th 3MOTY iHTEerpyBaTH J[OAAT-
KOBI CUT'HaJIM, BKJIOYHO 3 eMOLiIMHUMHU. [HTerpanis eMOL[iHHOTO KOHTEKCTY € HOBUM I1epCIeKTUBHUM Hanps-
MOM, aJpKe Meperssa/ ay/ioBi3yaJbHOr0 KOHTEHTY 3HAaYHOK MipOI0 BU3HAYAETbHCA €MOLIMHUMU O4iKyBaHHA-
MM Ta peaKLiIMU KOPUCTyBayiB.

OcTaHHi po60OTH JEMOHCTPYIOTH, 1[0 BpaXyBaHHS eMOLiMHUX JJaHUX Y NMOEAHAHH] 3 KJIaCHYHUMH O3HaKa-
MM [JI03BOJISIE 3HAYHO MiZIBUIIUTH TOYHICTh peKOMeH/jaliil Ta 306ibIIUTH Pi3HOMaHITHICTh MPOIOHOBAHOTO
KOHTEHTY [5; 6]. Y Mexax foc/iikeHb, MOK/IaZleHUX B OCHOBY i€l CTATTi, MpOBeieHO MOPiBHAHHSA aHCcaMbJie-
BUX MO/ieJIell MallMHHOTO HaBYaHHSA Ta rpadoBUX HEHPOHHUX Mepexx. OTpUMaHi pe3y/bTaTH MiATBEPIKY-
10Th, 110 rpadoBa Mo/ie/ib BUABJISIE IPUXOBaHi 3B’A3KM MiXK KOpHUCTyBadyaMHu i ¢piibMaMu, a BKJIOYEHHS €MO-
LiHHUX By3JiB nmokpaigye MeTpuku Ha Kurraat NDCG i nigBuiye quBepcudikaiio pekoMeHanii. 3okpema,
BU/JIQJIEHHSI eMOI[iIMHUX BY3JI1iB MpU3BoAUII0 10 3HmKeHHsA NDCG mpu6sin3Ho Ha 5 %, 110 CBIAYUTH MPO KJIK0-
YOBY POJIb €eMOLIHHOT0 CUTHAJy B IOCATHEHHI BUCOKOI peJIeBaHTHOCTI Ta Pi3HOMaHITHOCTI peKOMeHAaL M.

JlogaTKoBi eKciepuMeHTH 3 TIepeHeCeHHsIM HaBYaHHsS Ha iHm Ha6opu AaHuX, Taki sk IMDb small, miz-
TBEPAUJN y3araJbHIOBaHICTh migxony. /[l OLIHIOBaHHA AKOCTI 3aCTOCOBAaHO UIMPOKUW CIEKTP METPHUK,
cepep akux RMSE Tta MAE pia npornosysaHHA pedTHHTIB i HR@10 Ta NDCG@10 14 nepeBipKH TOYHOCTI
Ton-N pekoMeHfauii. OTpUMaHiI NOKa3HUKU Y3TO/PKYIOThCA 3 pe3y/bTaTaMy HaWKpallluxX CydacHUX MoJe-
Jiert [3; 5] 1 ;eMOHCTPYIOTh KOHKYPEHTOCIPOMOXKHICTb CUCTEMH ¥ IPOMHUCIOBUX YMOBAX.

TakuM 4YMHOM, NPOBEEHUN OIJISAJ MOKAa3ye, U0 IHTerpalis eMOLiiHOr0 KOHTEKCTY B peKOoMeHJalilHi
CUCTEMH € AaKTYaJIbHUM Ta HeJOCTaTHbO JOC/IPKEHUM HANpsIMOM, IKWUH NO€EJHYE HOBITHI JOCATHEHHS IJIU-
OOKOr0 HaBYaHH{, rpadoBUX METO/IB Ta aHAJi3y eMOIliH, 3a6e3Me4YyUd MAIPYHTS AJIs MOJaIbLIIOTO PO3-
BUTKY [IepCOHA/II30BAHUX CepBiciB y MegiaiHaAycTpil.

MeTa i migxig. Mertow pmociimpkeHHs1 € po3pobJsieHHs1 iHopMauiHoi cucTeMyu, 3gaTHOI dopMyBaTH
nepcoHaJsi3oBaHi pekoMeH/auii y chepi KIHOKOHTEHTY 3 ypaxyBaHHSIM He JMIIe icTopii B3aeMofill Kopuc-
TyBayiB, a ¥ IXHbOr0 €MOLIHOT0 KOHTEKCTY. TakKu¥ mifXiJ [03BOJISIE MOAOJATH 0OMEXEHHs TPaAULiMHUX
peKoMeH/aLiiHUX aJITOPUTMIB, K 3/1€61/1bIIOr0 CIUPAITHCS HA YUCJIOBI OLIHKY YY NTAaTEPHU CIIIbHUX YTIO-
Jl06aHb, | He BPax0OBYIOTb eMOLIITHHN JOCBi/J] KOPHUCTYBaya K KJIY0BUH YNHHUK Y ITpoleci BUGOPY ayzioBi-
3yaJIbHOTO KOHTEHTY.

Peasizarniiss moctaB/sieHOl MeTH 3/iCHIOETHCS Yepe3 MOEJHAHHA aHCaMbJIeBUX MOoZieJiel MallMHHOT'O0 HaB-
YaHHS Ta reTeporeHHUX rpadoBuUX HeHPOHHHUX Mepex. AHcam6seBi MeToau, 30kpeMa XGBoost, LightGBM
i CatBoost, BUKOpUCTOBYIOTBCA /11 IPOTHO3yBaHHA PEWTHHTIIB HAa OCHOBI IIMPOKOTO CIIEKTPaA O03HAK, cepej
AKUX icTopia nepernsAiB, MeTaZaHi ¢inbMiB, xkaHpoBa iHpopmanis Ta yacosi pakropu. Lli anropurmu 3a6e3-
MeYyTh CTIAKICTh 10 PO3pi3HEHUX JAaHUX i 3JJaTHICTb BUSIBJISITH HEJIiHiHHI 3a/IeXXKHOCTI y BeJINKUX BUOipKaX.
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Y cBow 4yepry, rereporeHHa rpagoBa HeHpOHHA MepeKa MOJIeIOE 3B’ I3KHU MK KOpUCTyBadyaMu, GiibMamy,
Y)KaHpaMM Ta eMOLIIHHMMHU KaTeropisiMy, 110 J03BOJISIE BUABJATH NIPUXOBaHI B3aEMO3aJIeXKHOCTI Ta iHTerpy-
BaTH eMOIiliHi $aKTOpH B npolec pekoMeHanii [4; 8; 9].

3acTocyBaHHSl 6araTo3aZlaiHOr0 HaBYaHHSA 3abe3nevyye O/JHOYACHE NMPOrHO3YBaHHS YHCIOBUX PEUTHH-
riB i BU3HAYeHHS1 UMOBIpHUX eMOLIiMHUX peaklii, 1[0 Ni/BUILYE 3arajbHy TOYHICTb i pejieBaHTHICTb peKo-
MeHJauii. Jlyig oLiHIBaHHA AKOCTI MoZiesi BUKOPUCTOBYIOTbCA noka3HukU RMSE i MAE npu nporHosyBaHHi
pedTuHriB, a Takoxxk HR@10 i NDCG@10 a1 mepeBipku epeKTUBHOCTI GOpPMYBaHHS CIIMCKIB peKOMeH/JaLlil.
[loefHAaHHA UMX MiJXOZIB AO3BOJISIE ONMTUMI3YBAaTH PE3Y/IbTAaTU SIK 3 TOYKH 30PY OO'€KTHBHUX OI[iHOK, TaK
i 3 mo3uLii eMOLilHOI 33/10BOJIEHOCTI KOPUCTYBaUiB.

CucteMa TakoXX MOOy/l0BaHA 3 ypaxyBaHHSIM BHMOI MacCIITaGOBaHOCTI, MPOAYKTUBHOCTI Ta MOSCHIOBA-
HocTi. [i apxiTekTypa miATpUMYy€ IBUAKUH BiATYK NPU BUCOKMX HaBaHT)KEHHSAX, a iHTErpallis MexaHi3MiB
inTepnpeTarnii pe3ysbTaTiB Ha OCHOBI attention-mogesiett i SHAP-aHanizy 3a6e3nedye mpo3opicTb mporecy
¢dopMyBaHHS pekoMeH/aLild. BojHOYac BIPOBa/KEHO KOHTPOJIb CIIPABeAJIMBOCTI MiXK pi3HUMU IpynaMu Ko-
PUCTYBaYiB, 1110 BiAIOBiJa€ CydaCHUM €TUYHUM BUMOTaM Ji0 CUCTEM LITYYHOI' O iHTE/IEeKTY.

TakuM 4yMHOM, 3apPONOHOBAHUM NiAxig Gopmye ninicHy MeTozmos0TiI0 MOGYJ0BU pEKOMeHAALiHHOI crc-
TEMHU HOBOTO MOKOJIIHHS, SIKa BPaXOBYE SIK pallioHabHI OL[iHKH, TaK i cy6’eKTUBHI eMOIiliHi YUHHUKH, CTBO-
pIOIOYM NepeAyMOBHU JJIs MiJABUILEeHHS epeKTHBHOCTI mepcoHasi3oBaHUX cepBiciB y mMegiainayctpii Ta cy-
MDXKHUX chepax.

BukJ/1aZ, OCHOBHOro Marepiaay AOC/HiJKeHHs. Y LlbOMy pO3/iji npeAcTaBJIeHO NPOEKTYBAHHS, peaJi-
3aniro ta pyHkuioHyBaHHA iHopManiiiHoi cucteMu «Emotion-Aware Recommender», sika o€HyE MeTOAU
aHcaM6J1eBOTO MAIIMHHOTO HaBYaHHSA Ta rpadoBUX HEMPOHHHUX MepeX [Jis MepCcoHali30BaHUX KiHOpeKo-
MeH/lallifl 3 ypaxyBaHHSAM eMOLiMHOT0 KOHTEKCTY KopucTyBadiB. CHucTeMa peasi3oBaHa 3a MiKpOCepBiCHOIO
apxiTeKTypolo, o 3abe3nedyye MaclITabOBaHICTh Ta Bi/MOBOCTiHKicTh. BoHa B3aeMozie 3 KiJibKOMa KJIkO-
YOBHMM POJIAMH: KiHIIEBUMH KOPHUCTYBayaMH, MOJiepaTOpaMH, aHaliTHKaMy, imxxkeHepamu ML/MLOps Ta
afMiHicTpaTopaMu. [l1 KOKHOI poJii BUSHAY€EHO ClieHapil BUKOPUCTAHHA W KpUTepil NpuiiMaHH4, BKJIIOYHO
3 BUMOTaMU 10 Yacy BiamoBizi He 6isbmie 250 Mc i o TouHOCTI mporHo3yBaHHA eMouiil. Ha (puc. 1) npena-
CTaBJIEHO KOHIEINTYaJbHY CTPYKTYPY B3a€MOZIl poJsielt BifjobpakeHo y Aiarpami npenesieHTiB.

AnMiHiCTpyBaHHS h{d}paCTp@
Inxenep ML/MLOps > VYropaeninusa MO@
AHamiTHK/[oCTImHHK
MopepaTop/KoHTeHT-MeHe [[KeD
KopuctyBau ".—-@

Puc. 1. liarpama npeneAeHTiB BUKOpUCTaHHA cucTeMHu «Emotion-Aware Recommender»

Y

AQMMiHICTpaTOp CHCTEMH
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Y (tab6s. 1) HaBeZleHO MPUKJIAAU TAaKUX KPUTEPiiB: 30KpeMa, yac GopMyBaHHS peKOMeHJAlil, KOpek-
THICTb BiJIoGpa’KeHHS MPOTrHO30BaHUX €MOI[il, TOYHICTb OHOBJIEHHS MPOQiNI0 KOPUCTyBaya Mic/s 3a/IulIe-
HOTO BiAirYKYy.

CucreMa 3ab6e3mneyye popMyBaHHS Tom-K pekoMeHJalild, MPOTHO3 YKMCJIOBOIO PEUTHHTY JJISI KOXXHOTO
odinbMy, kn1acudikarnio JoMiHAaHTHOI eMoIiil HA OCHOBi TEKCTOBUX BiATykiB, 36MpaHHs Ta 36epiraHHsa 3BO-
POTHOTO 3B’sI3KY, @ TAKOX MOsICHEHHsI peKOMeH/alliil 3a fonoMmoroo SHAP-aHai3y Ta attention-mexaHi3MiB.
HedyHkI1jioHa/IbHI BUMOTY BCTAaHOBJIIOIOTh CTAaHAAPTH NPOAYKTUBHOCTI: p95 latency He mepeBuiye 250 Mc,
niATPUMY€ETbCST HaBaHTaXeHHs noHaj 1000 RPS y mikoBi roguHu, gocTynHicTh 36epiraeTbcst Ha piBHI He
Hmx4de 99,5 %, perysisipHe OHOBJIEHHSI MOJieJied BiIOYBA€ThCs L[OHAMMeEHIIIE pa3 Ha THXK/JeHb, 2 TAKOX BHU-
KOHY€ETbCA BifnoBigHicTe GDPR i KoHTpOJb cripaBeinBOCTi NPOrHO3iB (Pi3HUILA TOYHOCTI MiXK MifrpynamMu
KopucTyBauiB He Ginbiuie 5 %). KoHBeep paHux peasnizoBaHo sk aBToMaTtuszoBaHui ETL-mpouec: Big 36u-
paHHA icTopil neperyisaiB, pEUTUHTIB, METAlaHUX Ta eMOLIMHUX aHOTAaLil, yepe3 ix Baslijalito ¥ OUuLIeHHS,
HOpMaJIi3alilo Ta TOKeHi3anio, 0 no6y/j0BU reTeporeHHoro rpada i miAroToBKU TpeHyBa/IbHUX Ta TECTO-
BUX BUGIpOK [4; 8; 9].

Tabaung 1
Kpurepii npuitMmaHH AJ1s1 OCHOBHUX ClleHapiiB ccTeMH
CueHapin KpuTepiii npuiiMmaHHA OuikyBaHMH pe3y/abTaT
OTpumaHHs pekoMeHJauil | Yac Bignosiai < 250 Mc; pesieBaHTHicTb 2 80% Cnucox i3 Ton-k ¢inbMmiB
Hapanus oninku/Biaryky | Biaryk 36epiraeTbcs; npodisb OHOBIIOETHCS OHoBJ/IeHUH Npodiab KOPUCTYBaya
[IporHo3yBaHHs eMoLil EMounist Bizo6pakaeTbcst KOPeKTHO y KapTLi ¢iibMy | BignmoBigHicTh ouikyBaHil peakuii
. . L Cucrema 36epirae Jsiuiie BaJiHi
Mopepanis faHux HexopekTHi faHi BiJXUIAIOTbCA aBTOMAaTUYHO sanucH
. . MeTtpuku HR@k, NDCG@K, Macro-F1 goctynHi KoHTpo/1b IPOAYKTUBHOCTI
MOHITOPHHT IKOCTIi P @ @ Aocty p poy
QHANITHKY CUCTEMU

ApxiTeKTypa CUCTeMH CIIPOEKTOBAHA 3a migxoAoM C4 i MicTuTbh poHTeH/-KIiEHT Ha React, API Gateway
Ha Node.js/Express, Ensemble-Service s ancamb6JieBoro nporHo3y pedTHUHriB, GNN-Service Ha PyTorch
Geometric s rpadoBux po3paxyHkiB i Fusion-Service gJisi 06'eaHaHHs pe3ysibTaTiB Ta GOpMyBaHHS IO-
sicHeHb. [laHi 36epiraoTbes y PostgreSQL, Neo4j ta Elasticsearch, indpacTpykTypa po3ropHyTa y KjaacTepi
Kubernetes i3 ropu3oHTa/bHUM aBTO-MacIITa6yBaHHSIM Ta MOHITOpUHroM y Prometheus i Grafana. Mozeib-
HUH LIap CKJIAJAEThCS 3 TPbOX PiBHIB: aHcaMbJyieBoro MoayJs (XGBoost/LightGBM/CatBoost), rpadoBoi mo-
feni HGT pns 6araTo3ajjayHoro HaB4aHHSA Ta piBHA Fusion, 10 moefHye NporHo3u yepe3 6araTolIapoBUi
nepcenTpoH abo JiHiiiHy KoMb6iHalilo. Pe3ysbTaTH eKcliepuMeHTIB ojaHi y BiNOBIAHUX TabJULSAX | pUCYH-
Kax, sKi eMOHCTPYIOTb epeKTUBHICTb MoAeJi 3a MeTpukaMu HR@k, NDCG@k ta Macro-F1.

KopucrtyBanubkuil inTepdeiic (puc. 2, puc. 3) CUCTeMHU CKJIaJAETHCSA 3 TOJOBHOI CTOPIHKY 3 NepCOHAIbHU-
MU PEeKOMeHJALisIMU Ta eMOL[iHHUMU Oel/IKaMu, KapToK QinbMiB i3 IpOrHO30M PEeUTHHTY U eMoliil, eKpaHa
Ha/JlalITyBaHHS BNOJ006AHb | THUMYAaCOBUX NPIOPUTETIB, a TaKOXK aHAJNITUYHOI MaHesi [iJi1 MOHITOPUHTY Me-
TpUK i Mozepauii BiArykiB. [losicHIOBaHiCTh pekoMeHAaLill 3a6e3neuyeTbcs yepes Bidyasisanito SHAP-3Ha-
yeHb i attention-MexaHi3MmiB, 110 MmifiBUILLYE A0BipYy KopucTyBauiB [7]. JJis 6e3nepepBHOTO KUTTEBOr'O LIUKIIY
Mogesiell peanizoBaHo CI/CD-mainiaiiH i3 KOHTpoJieM Bepciil Mozesiell, MOHITOPUHIOM JIATEHTHOCTI, TOY-
HOCTI Ta cupaBeJiIMBOCTi y peasibHOMY 4aci i MexaHiaMaMu Canary Ta Blue-Green 151 6e3ne4HOro OHOBJIEH-
HA [4]. Yci 1i KOMIIOHEHTH pa3oM YTBOPIOIOThH NPOAYKTUBHY Ta HaJliliHy CUCTeMY, sIKa BiANOBia€E cyyacHUM
BUMoOraM /|0 IepCoHai30BaHUX peKOMeH/JallilHUX cepBiciB

06ropopeHHs. Pe3ysbTaTy eKClepUMEHTIB NiTBepAuId epeKTUBHICTb apxiTekTypu «Emotion-Aware
Recommender», 110 noejHye aHcaM6JsieBi MoJie/li MAalIMHHOTO HAaBYaHHS 3 reTepoOTeHHOI0 rpadoBOI0 Hel-
poHHOI0 Mepexxelo. [IopiBHAIBHUI aHasi3 i3 KJIaCUYHUMHU K0J1ab0paTUBHUMU MeTOZaMHU NPOJeMOHCTPYBaB
3HauHe NiJBUlIeHHs KA040BUX MeTpuk: HR@10 36inbiminaacs Ha 12 %, NDCG@10 - Ha 15 %, a Macro-F1 -
Ha 10 % mij yac NporHo3yBaHHsA eMOLiHUX KaTeropiil. Taki NoKasHUKU NiATBEPAXKYIOTh AOLIJbHICTb ypa-
XyBaHHS eMOLiIMHOT0 KOHTEKCTY /Il NiZIBUILleHHS peJleBaHTHOCT] NepcoHa/1i30BaHUX peKOMeH/allil.

[HTepnpeTalis OTpUMaHUX pe3yJbTaTiB BKa3ye, 1110 BKJIIOYEeHHsS eMOLiHHUX 03HaK HalOi/blle BIJIMHY/IO
Ha MeTpukKy NDCG, sika oI1jiHIOE TO3UI]il0 peJIeBaHTHUX eJIeMEHTIB y CIUCKY pekoMeHaalii. Lle cBifuuTb npo
3[laTHICTb CHCTEMHU He JIMILe MiJABULIYBATH 3arajibHy TOYHICTb, @ 1 TOYHillle paHXyBaTH KOHTEHT BiJNOBiJ-
HO /10 eMOLiIHHUX ynof06aHb KOPHUCTYBauiB. AHCaM6JieBUH MOAY/b epeKTUBHO ONpalbOBY€E KJIACU4HI CUT-
HaJlY, TakKi K peHTHHIH, )KaHPHU Ta YaCcOBi XapaKTePUCTUKU Nepersaay, ToAi K rpadoBa MoJiesib BJIOBJIOE
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PekoMeHpOBaHe ONf BacC

4 MocTep MocTep MocTep MocTep ’
Ha3ga Hassa Hasga Ha3ga
MaHp Kaup MaHp MaHp
Emouis Emouis Emouis Emouis

Puc. 2. EkpaH «PekoMeHg0BaHe»

CtopiHka ¢inbmy

Ha3Ba cinbmy (pik)

MocTep TpuBanicTb, XaHpu

onuc ginbMy (TekcT-6110K)

MNporHo3oBaHa ouiHKa: 4.5/5 MporHos emolii: @ Cym

BamM TakoXX Moxxe cnopgobaTucsa:

Cxoxuin ¢inbm 1 Cxoxuin dinbm 2 Cxoxuin ¢inbm 3

DopMa OUiIHKKN: * * * * *

TeKCTOBWUIA KOMeHTap (none BeedeHHs)

Puc. 3. Cropinka ¢pinbmy

CKJIQJIHI 3B’I3KU MK KOPHUCTYBa4yaMU ¥ eMOLiITHUMHU MiTKaMH, MOCUJIIOI0OYM NIepCcoHasi3allit0 peKoMeH/jalii.
Ananiz 6e3neku Ta NOTEHUIHHUX PU3UKIB MiATBEPKYE HAAINHICTD pO3pPO6IEHOI CHCTEMHU, a4 BUSIBJIEHI 3a-
rpO3U Ta 3alpPOINOHOBAHI KOHTP3axo/u Bijo6paxkeHi Ha (puc. 4), Ae npeactaBiaeHo MoJesb 3arpo3 (STRIDE)
i3 BIANOBIHUMHU CTpATETIAMU 3aXUCTY.
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MigBuLLEHHS NpuBiNneis
(EoP)

RBAC,
MiHiMi3aLisa npas

Bigmosa B 006cnyrosyBaHHi
(DoS)

BanaHcyBaHHA,
nimMiTy 3annTie

Po3kpuTTA iHhopmauii
(Infa Disclosure)

LncppyBaHHs,
KOHTPONb A0CTYMY

Bigmosa Big oii Ayaur,
(Repudiation) KYpHaNK aiii

Mogudpikauis gaHmx
(Tampering)

XewyBaHHH,
KOHTPOAb LiNicHOCTI

Migmina ocobw
(Spoofing)

AyTeHTudpikauis,
baratochakTopHWiA 3axmcT

Puc. 4. Mogeib 3arpo3 (STRIDE) 3 koHTp3axogaMu

[TopiBHSAHHSA 3 iCHYIOYUMU HiZX0JaMHU MOKa3aso, 10 GiAbLIiCTh CydyacCHUX peKOMeH/JallilHUX CUCTeM 30-
cepemKy0ThCsl Ha KoslabopaTuBHIN inbTpalii abo TpaHchopMepax i piiko iHTerpyoTh eMoliiHi dakTopH.
3anponoHoBaHUM MiJXiJ AEMOHCTPYE, 1110 HABiTh 6a30BUI Habip eMOLiMHUX MITOK 3HAUYHO MiJBULIYE 3a/0-
BOJIEHICTh KOopuUcTyBauiB. KpiM Toro, koM6iHyBaHHSI aHCaMOJIeBUX Mo/jeJiell i reTeporeHHUX rpadoBUX Me-
pex 3abe3mneyye BUIY iHTEPHNPETOBAHICThb y MOPiBHAHHI 3 TpaguuiiHuMu deep learning pileHHSAMHY, 110
€ BaXX/IMBUM /1111 I0SICHIOBAHOCT] pe3y/IbTaTiB.

Y nmpoueci peasbHOro po3ropTaHHs 0y/10 BHUSBJIEHO KiJibKa BUKJIUKIB. [Ipo6seMa cold-start cnocrepira-
€TbCS TOJ, KOJIM HOBI KOpUCTYBadi a6o ¢pibMU He MalOThb JOCTATHbO B3aEMOJIN A1 GOpMyBaHHS TOYHUX
eMouiiHUX npodinis; AaA ii MoJo/aHHA 3aCTOCOBYIOTHCSA MeTOJU NONEpPeJHbOTO TPeHYBaHHS IpadoBUX
embeddings i rTMGMHHOrO0 KOHTEHTHOI'O aHasi3y. 3abe3nevyeHHs ClIpaBeAJIMBOCTI peKoMeHAalil noTpedye
peryJsipHOro ayuTy, 11106 pi3HUIIA TOYHOCT] MiXk BIKOBUMH, F'eH/IePHUMU U KyJIbTYPHUMU I'pylnaMu He nepe-
BUILyBasa 5 %. MacuitabyBaHHSl CUCTEeMH BMMarae onTUMisauii mam’siTi Ta napajejbHUX 064YUC/IEHD, 1110 pe-
aJli3oBaHO HIJISIXOM po36UTTsA rpada Ha nigrpadu Ta mini-batch 06po6ky, 10 rapaHTye cTabiNbHICTL PO6OTH
Ipu HaBaHTakeHHi noHaz 1000 RPS.

KopuctyBanpbkuil f0cBif; nifTBEpAUB LiHHICTb NPO30PUX AJTOPUTMIB i MOSCHIOBAHOCTI: cUcTeMa HaJla€
He Jjiulle nepesik ¢inbMiB, a ¥ 3po3yMiny JIOTiKy KoxKHOI pekoMeHallii, 1110 MiABUILYE OBipy Ta 3MeHLIYE
KIJIBKICTb BiZAMOB BiJ] 3alIpONIOHOBAHOT0 KOHTEHTY. ONUTYBaHHSA NiJIOTHOI IPyNHU NOKa3a/y 3pOCTaHHs 3a/10-
BoJieHOCTi Ha 18 % nopiBHAHO 3 nonepeAHiMHU pilleHHAMU 6e3 eMOLiiHOT0 MOo/ie/IF0OBaHHS.

[lomanbii AOCAII)KEHHS MOXYTb OYTH CIOpPsMOBaHI Ha iHTerpariio MyJbTHMOJAJbHUX JaHUX, 30KpeMa
ayzio- Ta BijeocurHaJiB i ¢piziosioriuHux ceHCopiB, 1[0 3a6e3NeYUTh TOYHIllle BU3HAUYEHHS eMOL[iIHOTO CTaHy
KOpHUCTYBauiB. [lepcieKTHBHMUM HaNpsIMOM € pO3IIHMpPeHHs cdepU 3aCTOCYBaHHSA CUCTEMH Ha iHIII JOMeHHY,
30KpeMa My3U4Hi cepBicH Ta oCBiTHI m1aTPopMH, a TaKOXK yIPOBAPKEHHA aKTUBHOI'O HaBYaHHSA AJs JUHa-
MiYHOTO OHOBJIEHHS MO/leJIed ¥ Bi/INOBi/ib Ha 3MiHY KOPUCTYBallbKUX yI0A06aHb i I7106a/IbHUX TPEH/IiIB.

BucHoBKM. [IpoBejieHe AOC/iI)KeHHS KOMILJIEKCHO MiATBepAuao ebeKTUBHICTh iHTerpauili emorjii-
HOTO KOHTEKCTY B apXiTeKTypy Cy4acHUX peKoMeHJaliMHUX CUCTeM. 3alpolnoHoBaHa iHpopMaliiiHa cu-
ctema «Emotion-Aware Recommender», 1110 noegHye aHcaMbJieBi MeToAM MalIMHHOTO HaBYyaHHS (XGBoost,
LightGBM, CatBoost) 3 reteporeHHow rpadoBol0 HEeHpPOHHOIO Mepexxerw Ha ocHOBi Heterogeneous Graph
Transformer, nposeMoHCcTpyBa/ia 3HaYHe MOKPallleHHs TOYHOCTi NepcoHali30BaHUX peKoMeHAalil. 30kpe-
Ma, 3a pe3y/bTaTaMU eKclepuMeHTiB 3adikcoBaHO 3pocTaHHs noka3HukiB HR@10 Ha 12 %, NDCG@10 Ha
15 % Ta Macro-F1 Ha 10 % y nopiBHAHHI 3 6a30BUMHU MO/JIeJISIMY, 1110 MiATBEPKYE 3JaTHICTb ypaxyBaHHS
eMOLIiHHUX CUTHaJIiB iICTOTHO MiZIBUIIYBATH peJIeBaHTHICTb i sIKiCTh KiHOpeKoMeHAallil.

Po3pobJieHa apxiTekTypa 3abe3nedye BUCOKY NPOAYKTUBHICTb, MacITa60BaHICTh i CTIMKICTh 10 MiKOBUX
HaBaHTaeHb noHa 1000 RPS, a TakoX AEMOHCTPYE BiANOBIJHICTbh CyYyacCHUM BUMOTraM 6e3MeKH Ta 3aXUCTY
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NepCOHa/IbHUX JAAaHUX, BKJIIOYHO 3 JOTpUMaHHAM cTaHAapTiB GDPR. 3aBasiku BrnpoBaakeHHI0 attention-me-
xaHi3MiB Ta SHAP-anasnisy cuctema HaZlae NMOACHIOBaHI pe3ysbTaTH, 10 MiJBHUILYE AOBIpY KOPUCTYBaYiB
i cipouye ayfuT anroputMmiB. OKpeMo Bifj3Ha4eHO peasisalilo MexaHi3MiB KOHTPOJIIO CIpaBe/JIuBOCTI: pi3-
HUIII TOYHOCTI MPOrHO3iB Mi>XXK OKpEeMHMHM MHiArpynaMyd KOpPUCTyBadiB He mepeBuinye 5 %, 1o BiAnosigae
€TUYHHUM CTaH/japTaM pPO3pOO6JIEHHS CUCTEM LUITYYHOTO iHTEJIEKTY.

[IpakTH4YHe BIPOBA/PKEHHS NiATBEPAU/IO 3JaTHICTb MoZie i eGeKTHUBHO MPALIOBATH 32 YMOB 00MeXKEeHUX
MOYATKOBUX JIAaHUX, 3MEHIIYI0YH NpobsieMy cold-start 3a paxyHOK monepesHbOro TPeHYBaHHS IpadoBUX
embeddings Ta rIMGMHHOTO KOHTEHTHOTO aHasi3y. KoMmiekcHUH miaxiz 10 06po6JieHHS JaHUX — BiJl aBTO-
matu3oBaHoro ETL-konBeepa o Cl/CD-npoueciB oHOBJIEHHSI MOJieJIeld — rapaHTye 6e3NnepepBHICTb KUTTE-
BOT0 [[MKJIy Ta OTNIePAaTUBHY aJlaNTalil0 CUCTEMH 0 3MiH KOPUCTYBALbKUX yOA4006aHb i IUHAMIKK KOHTEHTY.

OTpuMaHi pe3y/bTaTH 3aCBiJYYIOTh BUCOKUH MOTEHI[ia/l 3alIPONOHOBAHOI0 PillleHHs /i1 MacliTabyBaH-
HA B iHWIi foMeHU. 30KpeMa, TEePCIeKTUBHUM € 3aCTOCYBAaHHA CUCTEMHU y MY3UYHHUX CepBicax, JiTepaTypHUX
miaTdopmax, oCBITHIX pecypcax i chepax esleKTpOHHOI KOMeDIlii, e eMoIiliHa CKJIa/IoBa BiJlirpae BaXK/IUBY
poJib y dopMyBaHHI KOpUCTYBaLbKoTro AoCBiay. [logasibii goc/ipKeHHS OII/IbHO 30CepeAUTH Ha iHTerpauii
MyJIbTUMOJIA/IbHUX JDKEpeJs JaHUX — ayAio- Ta BifjeocurHaJsiB, ¢i3io/IOTIYHUX CEHCOPIiB — a TaKOXK HA BUKO-
pUCTaHHI MeTO/IB aKTUBHOTO HaBYaHHA AJIA JUHAMI4HOTO BAOCKOHAJIEHHA MOJeJiel Y peXxuMi peaJbHOTO
4acy.

Takum unHOM, po3pobsieHa iHdopmaniiiHa cucreMa «Emotion-Aware Recommender» cTBOpIOE HAyKOBO
0OTPYHTOBAHY Ta MPAaKTUYHO NPUAATHY OCHOBY [IJIsl HACTYITHOTO MOKOJIIHHS IIEPCOHA/i30BaHUX CePBiciB, AKi
MOEAHYIOTh paljioHa/IbHI Ta eMOLiiHI YMHHUKY y niporeci popMyBaHHS peKoMeH/jallilf, 3a6e3MeYyoun BUCO-
Ky TOYHICTb, IPO30PICTh i JOBIpY KOPUCTYBaYiB y LUUPOKOMY CIIEKTPi IPUKJIaJHUX CLeHapiiB.
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AJIATITUBHI CTPATETTi 3ABE3NEYEHHA 3AXUCTY API MOBIJIbHUX JIOJAATKIB
HA OCHOBI MAIIMHHOT'O HABYAHHA B YMOBAX OBMEXKEHHUX PECYPCIB

AHomayis. Y cmammi nposedeHo 021510 meXHiYHUX 06MeNCeHb, XapaKkmepHuX 011 anapamHuo-npo2pamHo20 cepedosuyd
MO6inbHUX dodamkis, wo sukopucmosyiomb API-inmepdgelicu das 83aemodii 3 mepesxcesumu cepgicamu. I[IpodosiceHo
pO3po6KY npobsremu 3a6e3neyeHHs Kibepsaxucmy MobinbHux APl 8 ymosax obmexceHux pecypcis, de Karoyosumu gakmopamu
suCcmMynarwmes nponyckHa 30amHicmb KaHAai8 Mo6IiAbHO20 383Ky, 06Csi2 onepamugHoi nam’smi ma pieeHb 00CMynHo2o
064UCNH08AILHO20 Pecypcy.

Mema cmammi nossizae y @opMysaHHi komnaekcHoi memoduku no6ydosu adanmueHoi cucmemu 3axucmy API
MO06i/1bHO20 000aMKYy HA OCHO8I MAWUHHO20 HABYAHHS I3 YPAXYBAHHAM OOMedceHb npucmpor, seapiamusHocmi 3anumis,
cyeHapiie 3a2po3 ma eumoe do npodyKmueHocmi.

Memodooz2isn. BukopucmaHo cucmemamu3sayilo gekmopie amak Ha APl ma enpogadiiceHo 6azamopisHegy cmpykmypy
Memodie 3axucmy, Aka 8KAI4aAE aymeHmugikayiio, wudpysaHHs, KOHMpoab 0ocmyny, eusie/eHHs aHOMAJill, 3axucm
iHopmayiiliHozo cxosuwa ma oHOB/eHHS1 komnoHeHmig. IIposedeno Kaacugpikayio modesell MAWUHHO20 HABYAHHA 34
npudamuicmto do peasizayii y mobiseHoMy cepedoguwyi. [lokazaHo edhekmugHicmb 3aCcMOCy8aHHS AHCAMOb.1e8UX Memodie
ma SVM y pexcumi 10Ka1bHO20 BUKOPUCMAHHS. 3anpONOHOBAHO 2i6pudHy apximekmypy, Wo noedHye A0KAAbHUL (pinbmp
3anumise i3 XMapHo Hellpomepedicero 015 8USI8AEHHS CKAAOHUX MA HeMUNO8UX NaMepHis.

Haykosa Hosu3Ha no.isieae y po3pobyi adanmusHoi apximekmypu cucmemu 3axucmy mobinbHux API, ska inmezpye
JI0KA/bHI MOQYI 3 XMAPHUMU cepgicamu ma 3abe3nevye 6aAaHC Mixc npodykmueHicmio i pieHeMm 6e3neku. 3anponoHo8aHo
BUKOPUCMAHHSA /1€2K08a208ux Modesell MAWUHHO20 HAGYAHHS Yy MO6INIbHOMY cepedosuwi ma nosediHko8020 AHAI3y
API-3anumis 51k K/110408020 esleMeHmy adanmueHo20 peazy8aHHsl Ha HO8I munu amax.

BucHoseku. OcHosHull akyeHm 6y/n0 3po6seHO Ha cmeopeHHi 2ibpudHoi cucmemu kibepsaxucmy APl mo6inbHux
dodamkis, Wo NoEOHy€E nepesazu JA0KAAbHOI ma XMapHoi 06po6ku. [lpoaHanizo8aHo ocobaugocmi 3acmocy8aHHs mMemodie
MAWUHHO20 HABYAHHA 015 8USIB/AEHHS Kibep3azpo3, wo cynposodicyioms sukopucmarHs APL 3anponoHosano memoduky
no6ydosu KOMnAeKcHoI cucmemu 3axucmy, ika oxonaroe mModyai aymenmudikayii, wugdpysanua mpagiky, o6gyckayii kody,
KoHmellHepusayii, pikcayii nodiii, peazysanHs Ha iHYudeHMu ma oHO8/AEeHHS nNoAimuk 6e3neku.

Katouosi cnoea: 3axucm API, Mo6inbHi dodamKu, 06MexHceHHs pecypcis, MAWUHHE HABYAHHS, XMAPHI 06YUC/AEHHS,
2ibpudHa cucmema 6e3neku, no8ediHKosull AHA1I3.

Ostap HETMAN, Roman YAROVYL.  ADAPTIVE STRATEGIES FOR APl SECURITY
IN MOBILE APPLICATIONS BASED ON MACHINE LEARNING UNDER RESOURCE CONSTRAINTS

Abstract. The article reviews the technical limitations characteristic of the hardware and software environment of mobile
applications that use API interfaces to interact with network services. The development of the problem of ensuring cyber
protection of mobile APIs in conditions of limited resources is continued, where the key factors are the bandwidth of mobile
communication channels, the amount of RAM and the level of available computing resources.

The purpose of the article is to form a comprehensive methodology for building an adaptive mobile application API
protection system based on machine learning, taking into account device limitations, query variability, threat scenarios and
performance requirements.

Methodology. The systematization of attack vectors on APIs is used and a multi-level structure of protection methods is
implemented, which includes authentication, encryption, access control, anomaly detection, information storage protection and
component updates. A classification of machine learning models is carried out according to their suitability for implementation
in a mobile environment. The effectiveness of the use of ensemble methods and SVM in local use mode is shown. A hybrid
architecture is proposed that combines a local query filter with a cloud neural network to detect complex and atypical patterns.

The scientific novelty lies in the development of an adaptive architecture for the mobile API protection system, which
integrates local modules with cloud services and provides a balance between performance and security level. The use of
lightweight machine learning models in the mobile environment and behavioral analysis of API requests as a key element of
adaptive response to new types of attacks is proposed.
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Conclusions. The main emphasis was placed on creating a hybrid mobile application API cyber protection system that
combines the advantages of local and cloud processing. The features of the application of machine learning methods to detect
cyber threats accompanying the use of APIs are analyzed. A methodology for building a comprehensive protection system
is proposed, which includes authentication modules, traffic encryption, code obfuscation, containerization, event capture,
incident response, and security policy updates.

Key words: API security, mobile applications, resource constraints, machine learning, cloud computing, hybrid security
system, behavioral analysis.

Bceryn. CTpiMKuM po3BUTOK iHPOpMaLiMHUX TEeXHOJIOTIH y rasy3i MepexeBUX CepBiciB BIPOJOBXK
OCTAHHBOTO [lecCATUPIYYsl CYyNpOBOKYETbCcS LudpoBizalieo ycix chep cycmisibHOI [AisIIBHOCTI, SIK TO
MpoBeJieHHs GaHKIBChbKUX omepaniil [1], opranizauii MeguuyHuX cepBiciB [26], Ha/aAUITyBaHHSA CUCTEM JUC-
TaHIiiHOro HaB4aHHA [11], Touo. OAHKUM i3 KJIFOUOBHUX HANPSIMIB I[bOTO MPOILECY CTaJ0 3POCTAaHHA PoJIi
MOGIbHUX MIATPOPM, 10 3a6e3MeUyTh KOPUCTYBaYyaM MOCTIMHUHN AOCTyn A0 LUUPPOBOTO KOHTEHTY Ta
cepBiciB y pexxumi peanbHoro yacy [25; 27]. [Ipu 1boMy crniocTepiraeTbcsi He JiUIlle KilibKicCHe 36iJbIIeHHs
MOGIIBHUX JOAATKIB, ajle U yCKJaJHEHHsS apXiTeKTypH, L0 IMepejbadyae iHTerparilo 3 XMapHUMHU
o6uucneHHssMu [10], a TakoX BHUKOPUCTAaHHS MoOJeJiel MallMHHOrO HaB4aHHA [19] aasa mepconasizanii
KOHTEHTY W aHaJizy NOBeJiHKM KOPHUCTyBadiB. B3aeMo3a/ieHICTh M)XK KOMIIOHEHTAaMMU TaKUX CUCTEM
3HAYHO MNiJBUIIYE BUMOTH 0 IXHbOI 3aXUIIEHOCTi, 0COGJUBO 3 OIVISIAY Ha 06pOOKYy uyT/aMBOi iHopMariii,
AK TO $iHAHCOBUX, MeJUYHUX | MEPCOHANBHUX JaHUX. Y IIbOMY KOHTEKCTiI 0C06JIMBOI aKTyaJbHOCTI HabyBa€
npo6/ieMa 3a6e3nedeHHsl 6e3MeKu NPUK/IAJHUX NTporpaMHuX iHTepdeiiciB (Application Programming Inter-
face, API), siki BUCTynal0Th OCHOBHUM KaHa/JIOM B3aEMOZil Mi>k MOGIIbHUMHU Ji0/laTKaMU, CepBepHOIo0 iHpa-
CTPYKTypoIo Ta 30BHilIHIMU cepBicamu [2; 8; 16]. Came API ik «Touka BXOAY» KiHI[€BOTO KOPUCTyBada /0
¢dyHKILioHA/y MOGIIBHOTO JI0AATKA, | HOr0 KOMIIpOMeTallisl MOXe MPU3BECTH [0 3HAYHUX HACTIAKIB, Bij BU-
TOKY JJaHUX /10 IOBHOT'O GJIOKYBAaHHS CePBiCYy Ta OTPHMaHHsSI 3JIOBMUCHUKOM ITIOBHOTO KOHTPOJIIO HaJ, cep-
BicoMm. 3 ornsaay Ha BigkpuTicTb APl Ta BUCOKY iHTEHCUBHICTh 0GPOOKU 3aMUTIB, JaHUN KOMIOHEHT CTa€
HaNG6i/IbII Bpa3JIMBUM eJIeMeHTOM Cy4acHoi Mo6ibHOI iHppacTpyKTypu. TAKUM YMHOM, AOCJiP)KEHHS MeTO-
JiB ontuMiszanii cucremu 6e3nexku APl y Mo6inbHOMY cepefjoBUIIL 3 ypaXyBaHHSM PECYPCHUX 0OMeXeHb Ta
CKJIAIHOCTi maTepHiB Kibep-aTak, € akmya1bHUM 3A80AHHAM SIK Y HAYKOBiH, Tak i B IpUKIaJHIN MIOLKH].

AHani3 ocTaHHIX HayKOBUX JAOCHiJKeHb. AHa/i3 HAayKOBUX [AOCJi[PKEHb MPUCBSIYEHUX MpobJeMaM
3axucty APl y Mo6inbHOMY cepefoBUILi, HaJlaB MOXJIMBICTb BKa3aTU Ha HEOOXiAHICTb ypaxyBaHHS
pecypcHUX oOMeXXeHb MOGIJIbHUX MPUCTPOIB MPU MPOEKTYBaHHI cTpaTteri Kibepbesmneku, 0COGJUBO MpPHU
BIIPOBa/KeHHI CcepBiciB Ha OCHOBI a/IrOPUTMIB MAallMHHOTO HaBYaHHA [2; 8; 16; 19]. Y 6inbiocTi Mo6iIbHUX
MPUCTPOIB Iii pecypcu po3paxoBaHi Ha 0O6CIYrOByBaHHS KOPUCTYBAIlbKUX 33/1a4 i3 HU3bKUM piBHEM CKJIAJ-
HOCTI, TOMY BIPOBa/PKEHHS CKJIaJHUX NpoLeayp 6e3neku 6e3 ajanTalii IpU3BOJUTh /10 3pOCTaHHS 3aTpH-
MOK i 3HM>KeHHS cTabisibHOCTI cuctemu [4]. Lle 0c06/1MBO aKTya/IbHO ¥ BUNIA/IKAX, KOJIM Oe3MeKOBi MexaHi3MuU
MaloTh MPAIOBATH Y PEXUMI peasibHOTO Yacy, HapUuKJ/aJ, npu 06po6bui notokoBux API-3anuTiB a6o MoHi-
TopuHry Tpadiky [6]. [Ipu uboMy 3a3Ha4yaeThcs, 110 APl € KJII0YOBUMHU TOYKAMH B3aEMOZII Mk MOGIIbHUMU
JloflaTKaMHU, cepBepHOI0 iHGPaACTPYKTYpOIO Ta 30BHILIHIMU cepBicaMHy, 1110 POOUTH X MPIOPUTETHOIO I[IJIJIIO
JUIs1 3JIOBMUCHUKIB [9]. Y ribpusiHOMy cepe/ioBHILL, SIKe MOEAHYE JIOKaJlbHe BUKOHAHHS YaCTUHU QyHKIiH i3
JleJleryBaHHSAM CKJIAJHIIINX 004YKUC/IeHb HAa XMapy, BUHUKAIOTh HOBI BUKJIMKU: HEOOXi/HICTh Ge3mevHol me-
peladi AaHUX, CUHXPOHi3allii cTaHiB cecil, nepeBipKH aBTEHTUYHOCTI MIXKKOHTEKCTHUX 3anuTiB [18]. Bpas-
JIUBOCTI MOXKYTh BUHUKATH SIK HAa CTOPOHI KJIiEHTA, TaK i Ha piBHI cepBepHOI JIOTiKY, 1[0 06POOJIsiE 3aIUTU
6e3 HaJsiexkHoI nepeBipku [7]. Y pamkax 3abe3nedyeHHs1 a/JallTUBHOrO 3axUcTy APl mMUpoKo 3aCTOCOBYOTHCS
QJITOPUTMU MAIIMHHOTO HAaBYaHHS, SIKi JO3BOJISIOTh BUABJISATH aHOMasii, popMyBaTu noBeAiHKOBI mpodii
Ta K1acuikyBaTH 3allUTH 3a piBHeM pU3UKy [29]. Kito4yoBHUM € NUTAaHHSA 11010 Miclisl po3TallyBaHHS aJro-
PUTMIB MAalIMHHOTO HaBYaHHS, 1[0 HA/Ja€ MOXK/IUBICTh BUAIIUTH ABi KaTeropii [12; 13]:

1. JlokasibHe PO3TallyBaHHS MO/Jesi Ha MOGIIbHOMY MpPUCTpoi. Moziesli MAaIlIMHHOTO HAaBYaHHSA BiJiNOBi/-
HoOi KaTeropii MalOTh MepeBary B MBUAKOAII Ta aBTOHOMHOCTI, poTe ix $yHKI[ioHA/J 3HAYHUM YUHOM OOMe-
YKEHUH JJOCTYNTHUM 00YMCII0BAJIbHUM PECYPCOM.

2. MepexeBe po3TallyBaHHSl MOJeJli HA XMapHOMYy cepBepi. Moziesli MallMHHOTO HaBYaHHA BiZoOBiJHOI
KaTteropil 3a6e3me4y0Tb BUCOKY TOYHICTb 32 PaXyHOK JIOCTYIY A0 MOTYXXHIMUX 06YHCII0BaJIbHUX pecypciB
i BeJIMKUX 06CATIB JaHUX, ajle BUMAaralTh CTa6iIbHOI'0 KaHaJ/ly 3B’I3KY Ta XapaKTEePU3YIOTbCsI BUCOKUM piB-
HeM JIATEHTHOCTI.

JlJ1s1 BpaxyBaHHS peCypCHUX 06MeKeHb MOGI/IbHOIO cepe/loBUIlla aKTHUBHO PO3PO6GJIAIOTHCS JerKoBarosi
MoJiesi MamMHHOTO HaBuyaHHA (Lightweight Machine Learning Models, LWM-LM), 30kpeMa Ha OCHOBI TeX-
HoJiorik ctucHeHHs Mojieni (Model Compression, MC), auctunsaunii 3Hanb (Knowledge Distillation, KD), mpo-
pimkyBanHsa Mozei (Model Pruning, MP) i kBanTu3sauii mogeni (Model Quantization). Taki mozeni 3gaTHi
JYHKIIOHYBaTH Ha MPUCTPOSIX i3 0OMeKeHUM 00UYUCIIOBAJIBHUM pecypcoM, 3abe3neuyoynd 6a30BUN piBeHb
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aHaustizy 6e3 mocTiHHOTO AoCTymy J0 XMapHoro cepsicy [5; 14; 23]. [Ipu upoMy 36epira€eTbcsi MOKJINBICTb
JMHAMIYHOTO OHOBJIEHHSI MoJiesiel abo JiesieryBaHHsA GiJbII CKJIAJHUX 3374 [0 CEPBEPHOI YaCTUHU CUCTe-
MU 32 YMOB 36iJblIeHHs] MepexeBol gocTynHocTi. [Ipy njboMy BifiCyTHICTh y3arajabHeHOI MeTO0/10Ti9HOT
6a3w, sika J103B0OJIsIE CHiBBiAHEeCTH piBeHb edpeKTHUBHOCTI 3axucTy APl 3 06paHoro KoH}iryparieo MaluHHOTO
HaBYaHHA Ta CkJafHicTio ii iHTerpanii y ri6puaHe Mo6ibHO-XMapHe CepefOBUILE, PO3TASJAETHCA SK
HegupiweHUll acnekm 3aza/AbH020 nidxody 10 TNO6GYJ0BU aJalNTUBHUX CUCTeM Oe3neku. Hail6iibiioro
MipOI0 CTOCYETBCS 3aBJiaHb, jAe 3axuct APl He € i30,1bOBaHHM KOMIOHEHTOM, a QYHKI[IOHYE y 3B’I3KYy
3 IHIIMMH eJieMeHTaMu 6araTopiBHeBoi 6e3MeK0BOi apXiTEKTYpH.

TakuM 4uHOM, Memolo po6omu ctaso GOpMyBaHHS KOMILJIEKCHOI MeToZoJIoril ajanTanii MallMHHOTO
HaBYaHHS JJs OI[iHKM ¥ 3a0e3nedeHHs Oe3neku APl y Mo6inbHMX [gojgaTKax. BigmoBigHuiét migxin
Mae mnepef0aYuTH BpaxyBaHHsS BIUIMBY apXiTEKTYPHUX i aITOPUTMIYHMX pillleHb Ha HaBaHTAXKEHHS
06YHCII0BAJILHOTO CEpPE/IOBHING, a TaKOX pO3pOOKYy KpUTepiiB OLiHKM eQdeKTUBHOCTI iHTerparil
JIETKOBAaroBUX Mo/ieJlell MAaUIMHHOIO0 HaBYaHHSl y 3arajibHy iHQPAcTPyKTypy 6e3MeKOBOro KOHTPOJIIO
3 ypaxyBaHHSM PECYpPCHUX 0OMeXKeHb.

Buksiag, oCHOBHOTO Matepiasny. [locmaHoeka 3adaui 3a6e3neueHHs1 3axucmy APl mo6iabHux dodamkie.
flk mokasaB mpoBeJeHUN aHaJi3, 3POCTAHHS CKJIAJHOCTI MOOIIBbHUX cepBiciB, iHTerpoBaHuX y Ti6pujHYy
apXiTEeKTypy KJIEHT-CepBep, CYNPOBOKYETbCA NiJIBUILEHHAM HaBaHTaxkeHHs Ha API, aki BUCTymaroTb
OCHOBHOI TOYKOK B3a€EMOJii MK KOPUCTYBallbKMUMU JOJAaTKaMM, CEPBEPHOIO JIOTIKOK Ta 30BHILIHIMHU
cepBicamMu. 3a yMOB 0OMEXEHHX pecypciB MOOUJIBHOrO CepeloBHINE, 30KpeMa MPOMyCKHOI 3JaTHOCTI
Mepexi, 06cAry onepaTUBHOI MaM’'ATi Ta 00YUCTIOBAbHUX MOXK/IMBOCTEH, BUHUKAE NMOTPeba y creliaTbHUX
cTparerisix 3abe3neyeHHs 0e3MeKH, OPIEHTOBAHMX Ha aJAaNTHBHEe BHUKOPHUCTAaHHA pecypciB. [lobynoBa
edexTuBHOI cuctemu 3axucty APl nmorpebGye BpaxyBaHHsS BiANOBiZHHX 0OMeXeHb Ha PAaHHbOMY eTami
pPO3pO6KH, a OTKe, JOCTi/PKeHHS BKJIIOYAE y ceOe MOCIIiJ0BHE BUKOHAHHSA HACTYITHUX eTaMiB:

- aHasi3 TexHIYHUX XapaKTepUCTUK Mob6ijbHOI miaTdopMu (MpomycKkHa 3A4AaTHICTh KaHaJIIB mepeja-
4i JaHUX, 06CAT JOCTYNHOI aM’siTi Ta piBEeHb NPOIECOPHOT0 HABAHTAXKEHHS ), HA OCHOBI SIKOTO GOPMYIOTh-
Cd MOYATKOBI cTpareril afganTtanii, Akl J03BOJAITh BU3HAYUTH ONTUMAJIbHI CLieHapil peasizalii 3aXUCHUX
MOJYJIIB;

- BUOIp crocoby po3sTainyBaHHsS QYHKLiOHAJbHHUX KOMIIOHEHTIB CUCTEMHU KiGep3axuCTy sIK KOMGiHamii
JIOKaJIbHOI 06pO6OKHM 3anUTIB Ha amapaTHid miaTdopMi MOGIIPHOIO MPUCTPOIO Ta BIPOBA/KEHHS XMAPHUX
cepBiciB /iJ1s1 BUKOHAHHS HaWbi/bIlll CKIaHUX 06YMCIEHHS, 110 BUMara€e BpaxyBaHHS TOMOJIOTii MepeXeBoro
po3TallyBaHHS i IIIIbOBUX MOKA3HUKIB e)EeKTUBHOCTI aHaJi3y 3aNHUTIB;

- ajianTalis aJIrOPUTMiB MAallMHHOTO HAaBYaHHS 10 PECYPCHUX YMOB M0b6ibHOI 1aTGopMH, yepes noby-
JIOBY JIETKOBAaroBUX MOJeJiel MallMHHOTO aHaJli3y 3a /J0OMOT0K TEeXHOJIOTiM CTUCKAaHHS 1 KBaHTU3allil MO-
JleJTi, a TaKOX QUCTUJIALIT 3HAHB, 1[0 A03BOJISIE peanisyBaTH 6a30Bi cueHapil aHani3y 3arpo3 6e3 HeoOXigHO-
CTi MOCTIHHOTO JJOCTYMY J10 Biiia/leHUX 064YHCII0BAIBHUX PECYPCiB;

- mo6y/ioBa KOMIIJIEKCHOI 6araTopiBHEBOI CTPYKTYPH 3aXUCTY, 1110 BKJIIOYAE: ayTeHTUdiKaLlil0, aBTOpHU3a-
1iro, mudpyBaHHs, 3aXucT AP, MOHITOPUHT, KOHTeHepHU3allif0 Ta OHOBJIEHHS MOGIJIBHOTO JOAATKY, IO J03-
BOJISIE 320€3MEeYUTH LiJiCHYy MO/iesib 6e3NeKH, IKa alanTyeThCs /10 3MiH pecypcHoro npodigo NprucTporo Ta
MepeXeBUX YMOB.

Ha ocHOBi 3a3HaueHuX MiJX0AiB Mae 6yTH cPoOpMyIbOBAHO METOZLOJIOTII0 JOCHIPKEHHS, sIKa JJO3BOJISIE
cniBBiiHECTH apXiTeKTypHi Ta aAropuTMivyHi pilleHHs 3 piBHEM OOGYMC/AIOBAJbHOTO HAaBAaHTAXKEHHS Ta
edexTuBHicTIO 3axucTy APl y Mo6inbHUX fomaTKax (puc. 1).

[IpencTaBiieHa CTPYKTypa BUKOHYE QYHKIII0 KOHIENTYaJIbHOI MoJeJI, 0 3a6e3nedye MeTOA0JIOTidYHy
OCHOBY /iJI IOJAJBLIOTO OOIPYHTYBAaHHS aJANTUBHOIO NiAXOAy /0 OLIHIOBAaHHS Ta BIPOBAa/PKEHHS
aJTOPUTMIB MAIIMHHOTO HAaBYaHHS 3 ypaxyBaHHSAM OOMeXeHb amnapaTHO-IporpaMHoi maTgopMu
MOGiJbHOTO AoAaTKy. Takui migxig m03BOJISE He JIMIIe 3a6€3MeYUTH I[IJIiICHICTh cucTeMu Kibep3axucty API,
aJle ¥ afanTyBaTH ii 10 3MiHHUX YMOB eKCILJIyaTallil y paMKax MOGiJIbHOIO cepefoBUINA Ta JUHAMIKHA 30B-
HINIHIX 3arpos.

Ilo6ydosa modeni 3aepo3 API gionogidHo do mixcHapodHux cmaHdapmis. Po3riasHyTa y nomnepesiHbOMy
pOo3/iyii MoCcTaHOBKA 33a/ia4i OKpec/inJa HeOOXiHICTh KOMILJIEKCHOTO MiAXOAY A0 3abe3NedyeHHs 3aXUCTY
API M0o6inpHHUX 0AATKIB B YMOBax 06MexeHUX pecypciB. OgHak A ¢opmadtizanii noganpuioro aHamisy
JOLIJIbHUM € 3aCTOCYBAaHHS MOJieJIeH 3arpo3, 10 BiAN0OBiar0Th Mi>KHAPOAHUM CTaHjapTaM KibepOe3neKHu.
lle mo3BoJisie 3a6e3MeYUTH CHUCTEMHICTb 1 BiATBOPIOBAHICTH OI[IHKHM pPHU3UKIB, a TaKO0X Y3TOAUTH
NPONOHOBAaHI MeXaHi3MM 3axHUCTy i3 3araJbHONPUHWHATHMH MNPAKTUKAMK NPOEKTYBAHHS G6e3MedHUx
inpopmanirinux cucteMm. BinmoBigHo mo pekomenpanint «NIST SP 800-154» [22] Ta «OWASP API Security
Top - 10» [17], ogHuM 3 edeKTHUBHUX MeTOAIB Kjaacuoikalii 3arpo3 € BukopuctanHs mozesi «STRIDE»
[20], mo y koHTeKcTi MoGiTbHUX APl HabyBae HacTynHoOI iHTepnpeTauii:
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’— ‘ 3anaua 3axHCcTy MOOLIBHEX TOIATKIB }—‘

‘ MOOLITEHI CepBicH ‘ ‘ riopHIHAa apXiTeKTypa ‘ ‘ oOMe:KeHHI pecypciB ‘

‘ OITiHKA ATTAPAaTHOTO Pecypcy MOGLIBHOTO CepeloBHIIA ‘

) aHam3 oOMeXeHb

’7 ‘ ITnardopmMa MOGLIEHOTO TIPHCTPOIO }—‘

‘ IIPOITYCKHA 30aTHICTE ‘ ‘ OIlepPATHRHA I1aM ATh ‘ ‘ pecypc mIporecopa ‘

‘ thopMyBaHHS cTpaTeTiit 3aXHCTY MOGITEHIX TOMATKIB ‘

BHOLp PO3TALLYBAHHA

’7 ‘ Po3rammyBaHHA MOTYTIB KiGep3axHcTy ‘ —‘

‘ MepeKeBe pO3TallyBaHHA ‘ ‘ JIOKATBHL JOTaTKH ‘ ‘ T_'[iJ]I:OBi MIOKa3HHKH ‘

‘ OTITHMI3ATT I MOTENEH MATMTHHEOTO AHATIZY ‘

) aJanTarisg anropHUTMIB

’7 ‘ Po3pobKa TETKOBATORHX MOenet ‘ —‘

‘ CTHCHEHHS MOJIeIIL ‘ ‘,II,'PICTHJIS]IIiSI 3HAHB ‘ ‘ KBAHTH3AII11 MOJIEIIL ‘

‘ 1HTeTpamisd MoJeneil B CHCTeMy Kibep3axueTy ‘

) DararopiBHeBa CTPYKTypa

’— ‘ KoMmmtekcHa METOIHKA Kibep3axHucTy }—‘

‘ ay TeHTHPIKATILA ‘ ‘ MOHITOPHHT ‘ ‘ KOHTeliHepH3aril ‘ ‘ OHOBJIEHHA ‘

‘ BH3HATEHIA MEeTOIOJIOTIL 0 CIIL K HILT ‘

Puc. 1. Jloriko-$yHK1ioHa/IbHA cXxeMa IOGYA0BM GaraTopiBHeBoOi cucteMu Ge3neku API
JJIS MOOIL/IBHUX J0AATKIiB

1. llizpo6ka 3aco6iB aBTeHTHdiKanii (Spoofing, S) ik KoMNpoMeTaljis TOKEHIB AOCTYIY, BUKOPUCTaHHS
BKpaJleHUX 00J/IIKOBUX JJAHUX Ta MiJ[po6IeHuX cepTUdikaTiB JJis zoctymny a0 APIL.

2. HeneranbHa moaudikarnis ganux cepsicy (Tampering, T) yepe3 3MiHy napaMeTpiB y 3anuTax, BTpy4aH-
Hd y Tpadik, iH'eknii koay Ha piBHiI API-BUKJIHKIB.

3. BigcytHicTh mokazoBocti Ailt (Repudiation, R) yepes HeocTaTHIN ayquT onepaliii, 1110 J03BOJISIE 3J10-
BMUCHHUKY YHUKATH BiZINOBiZJa/IbHOCTI.

4. PosrosiomieHHs iHpopMarii (Information Disclosure, I) ik BUTiK epcoHaJbHUX YU GiHAHCOBUX AAHUX
Yyepe3 HEKOPEKTHY 06p0OOKY 3allMTiB a60 MOMUJIKY IKGPYyBaHHS.

5. BigmoBa B o6ciyroByBaHHi (Denial of Service, D): mepeBanTakeHHs1 API BeJIMKOIO KiJIbKiCTIO 3alUTIB,
1110 6JIOKYE JJOCTYTI JIeraJbHUX KOPUCTYBaYiB.

6. [ligBumenus npusineiB (Elevation of Privilege, E) orpuMaHHs goctyny o afMiHicTpaTUBHUX QYHKIINA
API miisixoM ekcnJiyaTallii JIoriyHHUX Bpas3JMBOCTEM.

3acTtocyBaHHs Iliei KJyacudikamii M03BOJISE TPsSMO CHiBBiTHECTHM BEKTOPH aTaK 3 KOHKPETHUMU
KOHTp3axoJiaMy, sk TO 6araTodakTOpHy aBTeHTH®IKalil0, KOHTPOJb WBHUAKOCTI HA/AXOJKEHHS 3allUTiB,
000B’I3KOBUH ayJUT olepalii, BUKopucTaHHs npoTtokosiB TLS 1.3 3 migTpuMkoto nponeaypu «Certificate
Pinning», a Takox guHaMiuHa poTalis KJ/IOYiB i peryysipHe OHOBJIEHHS NOJITHUK goctymy [17; 20; 22].
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BogHoyac BaX/IMBO 3a3HA4YMTH, L0 y paMKax JOC/IipPKEeHHS HaBeJileHa MoJeJsb 3arpo3 He pO3IJIAJAEThbCA
AK CTaTU4YHA. Y AMHAMiYHOMYy MOGiJIbHOMY cepeZoBHILi BOHA MOBUHHA BUKOHYBAaTH QYHKIIiI0 a/jlallTUBHO-
ro Kapkacy, ikui J103BoJIsIE KopeJstoBaTu crenudiky APl-iHTepdelicy 3 HassBHUMHM pPeCypCHUMHU OOMeEXKeH-
HAMM Ta CueHapigMu aTak. Ha BigmiHy Bip Tpaguuiiinoro 3acrtocyBaHHs STRIDE ak iHcTpyMeHTy ayauTy,
y JAHOMY BHUIAJKy MOJEeJb PO3I/SJAEThCS SIK IHTETPOBAaHUN €JIeEMEHT apXiTeKTypH TiGpPUHOI0 3aXHUCTY.
lle 3a6e3mevyye MOXK/IUBICTh AUHAMIYHOTO BiJHECEHHS 3arpo3 A0 KJIACIB, [0 MiAJIATalTh 06pO6Ili JIOKAIb-
HUMH 260 XMapHUMH KOMIOHEHTAaMHU CUCTeMH, i GOPMYE MiAIPYHTS /A1 PO3POOKU aJJalTUBHUX CTPaTETiH
Kibep3axucTy, OpiEHTOBAHMX HA PeCypCHi 06MeKeHHsI MOGiJIbHOTO Cepel0BUILA.

TakuM ymHOM, BiZiTOBiAHO 3aa4i JOC/TiPKEHHS HEOOXiZJHO BKAa3aTH, 1[0 OKpeMy IpyIy 3arpo3 GpopMymTh
pU3UKH, NMOB’A3aHI 3 MpoIecoM BHECEHHsS 3MiH /0 MoO6isbHOTO AozaTky Ta APl YpasauBocTi MOXyTb
BHHUKATH SIK Y MOMEHT OHOBJIEHHSl KOMIIOHEHTIB, TaK I NpU B3aeMOJii pi3HUX Bepcid MNpPOrpaMHOTrO
3abe3nevyeHHs. 3rigHo 3 migxozamu «OWASP Mobile Security Testing Guide» Ta pexomeHpanisiMu
«NIST» [17; 20; 22], 6e3neYHUH X KUTTEBUM LUK/ OHOBJIEHDb BKJIFOYAE TaKi MeXaHi3MuU:

- BBeJleHHsI LMPPOBOTO MiANKUCY OHOBJIEHD JJIs NepeBipku KpunTorpadidynoi mimicHocTi nakera nepej
IHCTaNSLIERD;

- poTalis KJIOYiB SK peryjispHe OHOBJEHHS KPUNTOTpadidyHUX KJ/IOYIB /51 3MEHIIEHHS PHU3UKY
KOMIIpoMeTaLii;

- IepeJjiaya OHOBJIEHB JiMlIe Yyepe3 3axulneHi kaHanu (TLS 1.3 / mTLS) pss 3anobiranns atakam «Man in
the Middle»;

- rollback-saxuct sk anropuTM OJIOKYBaHHS iHCTassALii 3acTapisiux Bepcid, mo MicTaTh Bigomi
Bpa3JIMBOCTI.

- A/ B-posropTaHHs fIK IOeTaNHe PO3MOBCIO/PKEHHS OHOBJIEHD i3 MOXKJIMBICTIO MOBEPHEHHS [0 IToNepe-
JIHBOI Bepcii 6e3 kKoMIpomeTaril cucTemMy;

- oui"ka cymicHocTi Bepcii APl 4depe3 KOHTpPOJIb BiJIOBIHOCTI KJIIEHTCBKHUX | CepBepHUX BepcCii
iHTepdeiicy A/ YHUKHEHHS eKCIllyaTalii JJIoriYHUuX po3puBiB.

Y BianoBigHOCTI [0 MpoOBeJeHOr0 aHasi3y MO)KHa BKa3aTH, L0 3aXUCT MPOLECy OHOBJIEHHS BUCTYIAE
HEBi/'€EMHOI0 YaCTUHOI Mojesi 3arpo3 API, OCKiJIbKM [103BOJISIE 3HU3UTU PHU3WK IHXKEKIl IIKiAJTUBUX
3MiH, 3a6e3Me4YnTH KOHTPOJIb LITICHOCTI cepe/ioBHINA Ta MiATPHUMYyBaTH CTAbiJbHICTD ¥ 6araToBepCiiHUX
KOHirypauisx MoGiIbHUX JOAATKIB. Y MeXax aHOT0 JOCTiPKEeHHS [[eH aclleKT iIHTerpyeThbCs B apXiTEKTYPy
ribpyuAHOTO 3aXWCTy fIK AJANTUBHUNA MOJYJb YIPAB/IiHHA >XKUTTEBUM LUKJIOM OHOBJIEHB, L0 TOEJHYE
kpunrtorpadiyHi rapanTii 3 MeToJaMM MOBEAIHKOBOrO aHasli3y /i BUSIBJEHHS HETHUIOBUX CIleHapiiB
y Ipoueci po3ropTaHHs.

HaBegeHi BuIle MeXaHI3MU 3aXUCTY »KUTTEBOTO IIUKJIY OHOBJIEHb GOPMYIOTh 6a30BUH PiBEHb CTIHKOCTI
Mo6isbHOrO API, mpoTe B yMoBaX 3pOCTalwyol CKJI3JHOCTI aTaK JOAATKOBO HEOOXiZHO BIPOBA/KYBaTH
crnenjasizoBaHi KOHTP3axo/H, AKi BpaxoByIOTh crienudiky Mo6iIbHOTO cepefioBHIIA, Fi6pHUAHOT apXiTEKTYpH
Ta CLieHapiiB peajilbHOTO BUKOPUCTAHHS [J0JaTKiB. BignmoBigHi 3axoau 34aTHI MiHIMi3yBaTH 3asIMIIKOBI
PHU3UKHU Mic/Is1 BIPOBa/PKEHHS KJACUYHUX MeTo/iB aBTeHTHdiKaLil Ta mudpyBaHHS U 3a6e3meduTr Oibin
rJIM60KUU piBeHb AOBipU 10 eKOCUCTEMU MOGIIBHOTO AoAaTKy [17; 20; 22].

1. [lpup’saska ceptudikartiB (certificate pinning) sk MexaHi3M, AKUH noJssrae y »opcTkid ¢ikcarnii kKoH-
kpetHoro SSL / TLS-cepTtudikaTa Ha CTOPOHI KJIIEHTCHKOTO JOAATKY. lle yHEMOXK/IMBJIIOE BUKOPUCTAHHS M-
pobsieHux ceptudikaTiB HaBiTh y BUNAAKYy KOMIpoMeTalil [eHTpy cepTudikaril, 3Ha4HO 3HKYIOUU PU3UK
aTaK TUIY «JIIOAWHA II0CepeUHI».

2. iBocTopoHHS aBTeHTHiKaLlisg Ha 0cHOBI npoTokoJy «Transport Layer Security» (Mutual TLS, mTLS):
nepeabayvae, U0 K CepBep, TaK i KJIIEHT 3000B’A3aHi MiATBEPAUTH BJACHY aBTEHTUYHICTDb 3a JOMOMOTOI0
ceprudikariB. Takui niaxig posBosisie 3anobirtu goctyny go APl 3 HemepeBipeHMX MOGIIBHUX KJI€HTIB
i migBUILYyE piBeHb J0BIPH Mi>K CTOPOHAMM.

3. CepBicu arecranii cepenoBuina BUKoHaHHS (Attestation Services, AS), mo BkJ/OYaEe y cebGe Ha-
6ip cnenianpbHUx iHQpacTpykTypHMX cepBiciB («Google Play Integrity API», «SafetyNet», Tomo), sxi
MiATBEPKYIOTh, 1[0 MOOIJBHUNA [JOJaTOK BUKOHYETHCA y He3MiHEHOMY cepefoBHUILi, 6e3 O03HaK
pyTyBaHHs, Moaudikalii yu 3anycky B eMmyssaTopi. lle yHeMoxauBawe ekcriyaTanito APl y HekoHTpo-
JIbOBAaHHUX YMOBaX.

4. BusiBjeHHs1 eMyJIATOpPIiB i cremnjanizoBanoro cepenoBuina (Emulator and Root / Jailbreak Detection
E&R]D) muisgxom BIPOBA/PKEHHS] TEXHIYHUX MeXaHi3MiB, 1[0 AO3BOJISIOTh iZIeHTUIKYBATH 3aMyCK JOAATKY
Ha NPHUCTPOSX i3 MoAMpiKOBaHO oneparniiHo cucTeMoo abo B eMysaTopi. Lle 3armo6irae npoBejeHH0 aHa-
Ji3y abo ekcrtyaTanii APl B yMoBax, /ie BiicyTHili KOHTPOJIb BAPOGHHUKA YU PO3POOGHHUKA.

5. 3axuct TokeHiB goctyny (Token Protection, TP) depe3 BUKOpHCTaHHS TOKEHIB i3 KOPOTKHUM d4a-
coMm xuTTH (Time-To-Live, TTL), ix npuB’si3ka 0 KOHKPETHOr0 NPUCTPOIO a60 cecii, a TAKOXK 3aCTOCyBaHHS
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oznHopasoBux TokeHiB (One-Time Tokens, OTT). Lle MiHiMi3ye pU3MK MOBTOPHOTO BUKOPUCTAHHS BUKpaze-
HUX 06JIIKOBUX JJAHUX i yCKJIAIHIOE IX MiAPOOKY.

3aBAAKM MM KOHTp3axoJiaM (GOpMyeTbCS JOJATKOBHUM piBEHb 3aXWUCTy, KUK He JIMIIE JOTOBHIOE
TpaguIliiHi MexXaHi3MU 6e3meKH, aje WU BPAxOBYE OCOOGJMBOCTI MOGIJILHOTO CepeloBHUINA, Jie 3arpo3u
MOB’sI3aHi He JIMIIe 3 MepeXXeBMMH KOMYHiKalifiMH, a ¥ 3 piSUYHUM KOHTPOJIEM HaJ, NPUCTPOEM, CTAaHOM
omnepariiHoi cucTeMu Ta crenudiko BUKOHAHHS J10JJaTKY.

Takum yuHOM, MOJesnb 3arpo3 APIl, mo6yzoBaHa Ha OCHOBiI MiDKHApPOAHUX CTAHAAPTIB i JOMOBHEHA
MexaHi3MaMM 06€e3MeYHOTO0 >KUTTEBOTO LUKy OHOBJEHb Ta CHelu}iuHUMH KOHTP3axo/JaMH, He JIMIIe
CHUCTEMATHU3y€E PHU3UKH, aje U QopMye HiAIPyHTS [AJs afanTUBHOI apxiTEKTypH TiOPUAHOTO 3aXHUCTY.
[Noegnanusa popmanbHoi Mozesi STRIDE 3 quHaMiyHMMH MeXaHi3MaMH OHOBJIEHHS Ta Clelia/i30BaHUMU
KOHTp3axoZiaMU [03BoJIsi€ 3a6e3MeYyruTH BiANOBiAHICTH CcTaHAapTaM | BoJHOYAac BpaxyBaTH pecypcHi
oO6MexXeHHsI MOOisbHOTO cepefoBHina. lle cTBOproE yMOBM JJi1 HOpaKTH4YHOI iHTerpanil mogesi
y BHUCOKOe(dEeKTHBHI CHCTEMU 3axXHUCTy, OPiEHTOBaHI Ha JUHAMIUYHY aJianTalil A0 3MiH CcepeJoBHIA Ta
cLieHapilB peaJsizanii aTak.

CucmemHull aHaniz ob6medxceHb Mo6i1bHO20 cepedosuwa 6 koHmekcmi 3axucmy APl 3pocTaHHs
dyHKI[iOHAIPHUX MOXJIMBOCTEH anmapaTHoi miaTdopMu MOGIIBHOTO MPHUCTPOIO BiZIOYBAETHCS OJHOYACHO
3 YCKJIaJHEHHSM apXiTeKTYpU CEPBicCiB, 10 HAJAaIOThCS KOPUCTyBadyaM yepe3 Mo6iibHI goaaTku. [lonpu Te,
10 0GYHCJIIOBAJIbHI XapaKTEPUCTHUKHU TAaKHUX NMPUCTPOIB JAEMOHCTPYIOTh CTabiJibHY MO3UTHUBHY JAHUHAMIKY,
TEMIIM PO3BUTKY aJrOPHUTMIB MallMHHOTO HaBYaHHS, MeXaHi3MiB mIHQpPyBaHHA Ta Kibep3axUCTy 3HAYHO
BUIEpEPKAIOTh BiJIMOBiHE 3pocTaHHsA pecypciB. lle 3yMmoBit0e HeobxifHICTb opMasizoBaHOro miAXoLy
Jl0 BpaxyBaHHs OOMeXeHb MOGIJIbHOTO CepefoBHINA INPU NPOEKTYBaHHI 3aXWMCHUX MexaHi3MiB API.
3 MeTol0 3a0e3MeYyeHHs] CUCTEMHOCTI y MOJa/IbLUIOMY aHaJli3i, JocaikeHHs Mae OyTH MOAiIEHO Ha ABi
B3AEMOIIOB sI3aHi YaCTUHHY, 1110 BKJIIOYAIOTh y cebe JOCIiPKEHHSI MO/iesli peCypCHUX 06MeXXeHb MOGIJIbHOTO
cepeZioBHUIIA Ta BIJIMB 3a3HaUYeHUX 0OMeXeHb Ha BUOIp apxXiTeKTypHOI cTpaTerii 3axucty API, Bkiroyarouu
po3NOoAi/1 HaBaHTAXKEHHA MDK JIOKaJbHHMH Ta MepeXeBUMHU KOMIIOHEHTaMHM, a TaKOX BHW3HAauyeHHHA
KPUTHYHUX GAKTOPiB, 1[0 OOYMOBJIIOTH [JOLIJbHICTD BNPOB3a/PKEHHSI JIETKOBArOBUX MO/JiesIel aHasi3y
B MeXKaX MOOIUJIbBHOTO cepeiOBUINA.

[IpoTAiroM oOCTaHHIX JeCATUJITP PO3BUTOK OOYMCAIOBAJbHUX PECYPCiB MOGIJIBHUX HPHUCTPOIB
JIeMOHCTPYE CTiHKy TeHJEHIil0 [0 3pPOCTaHHs, IO HAGJIKAETHCA [0 €eKCIOHeHLiWHoi (puc. 2-a).
Y norapudmivHOMy wMacirtabi BigoOGparkeHO €eBOJIIOLII0 IIBUAKOJI: Bif MeradJsionciB Ha moYaTKy
2000-x pokiB 10 Tepa- Ta ekcadJioncHoro giama3oHy B 2020-x [13; 28]. Take 3pocTaHHS CTaJ0 MOXJIUBUM
3aB/sKH TOCJIiJOBHOMY B/IOCKOHAJIEHHIO MPOLIECOPHUX apXiTEKTYp, BIPOBa/PKeHHIO 6araTosilepHUX Ipo-
necopiB (Central Processing Unit, CPU), cnenianizoBanux rpagiyHux npuckoproBauiB (Graphics Process-
ing Unit, GPU), a Takox mpoiecopiB crernjanizoBaHux AJisg po60TH 3 HEHNPOMEpPEKEBUMU aJTOPUTMAMHU
(Neural Processing Unit, NPU). Po3mupeHHsI 0GYMC/IIOBAJIBHOrO MOTEHIlialy 3a0e3Medunsio mepesyMOBU
JUIs peasnizanil CKIaHUX aHAJMITUYHUX | 3aXMCHUX CleHapiiB 6e3mocepeHbO HA MPUCTPOI, BKJIOYHO 3 Mij-
TPUMKOIO IKPPYBaHHS B peaibHOMY 4Yaci, aBTeHTHdiKanii, Moser0BaHHS MOBELIHKOBUX aHOMAaJIiH Ta BUKO-
pHCTaHHS aJrOpUTMIB MAlIMHHOTO HaB4YaHHsA. OnepaTHBHA NaM ATh MOGIJIBHOTO IPUCTPOIO TAKOXK BiZirpae
KPUTHYHY POJib Y MiATpUMLI GyHKI[IOHYBaHHS MOAYJIIB CHCTEMH 3aXKCTY, 1110 MPALIOI0Th ¥ peajibHOMY 4Yaci.
Sk 3acBigueHo Ha puc. 2-6, 06CcAT JOCTYNHOI MaM’ATi AEMOHCTPYE CTilfiKe 3pocTaHHA y jiorapudmiuHomy.
Taka pwHamika BHW3HAYa€E MOXJIMBOCTI IMOAO peasisanii OibII CKJIaAHUX 3aXUCHUX MeXaHi3MiB,
posurpeHoi 6araTo3aJavyHocTi Ta O06GpPOOKM BEJMKHUX MacHBiB JaHUX Ha mpucTpoi. Ha paHHIiX eTamax
PO3BUTKY 0OMEXKEHHS 00CATYy ONepaTUBHOI MaM’ATi 06YMOBJIIOBaJIM HU3bKY NPOAYKTUBHICTBG 1 BiACyTHiCTH
MOBHOLIHHUX MeXaHi3MiB i pyBaHHSA Y MOHITOPUHTY 3arpo3. I3 moctynoBum nepexozom g0 DDR SDRAM,
a srogoM o DDR4 / DDRS5, Bigkpumcs MOXJIMBOCTI JiJ1s1 BIPOBA/KEHHS MOBE/iHKOBOTO aHaJli3y, anapaTHO-
ro mwnypyBaHH, AMHAMIYHOTO CKAHyBaHHS NaM’sITi § BUsABJIEHHS aHOMaJIiH [5; 15].

EdeKTUBHICTD apXiTEKTYpPH CUCTEMH 3aXUCTY, 30KpeMa THX, 110 Mepe6avaloTb BUKOPUCTAHHS XMapHUX
a60 ri6puHUX KOMIIOHEHTIB /IJIs] MOHITOPUHTY, aBTeHTHdiKaLii Ta aHai3y Kibep-3arpos, iCTOTHO 3a/1€XUTh
Bi/i mapaMeTpiB MpOMyCKHOI 3JaTHOCTi MOGi/IbHOrO cepefoBUIIA. SIK MOKAa3aHO Ha PHC. 2-B, 32 OCTaHHI JjBa
JeCATUJIITTS BifmOysmocss 6araTopa3oBe 3pOCTAaHHS MBUAKOCTI mepejadi JaHUX, 10 J[03BOJISIE peasli3oByBa-
TH 0GYMC/IEHHS Ha CTOPOHI cepBepa B peXuMi, 6JIM3bKOMY J10 peasIbHOr0 4acy. 3a3HaueHUH rpadik Takox
MpeACTaBJIeHO y iorapu$MidyHOMY MaciuTabi AJisi HA0YHOI JieMOHCTpaIii TeMmiB 3pocTaHHs. BopoBamkeHHs
cranzgapTiB 3B’13Ky 3G y 2000-x pokax CTaJso BiJjIPaBHOIO TOYKOIO /iJIsl PO3BUTKY MOGIJIBHOTO iHTEPHETY,
ajle BOAHOYAC aKTyasi3yBasio MPoOJIEMU IMepeXOIJIeHHs JaHUX Ta eKCIJIyaTalil He3axWIleHWX KaHaJliB.
3 nepexogoM o 4G LTE y 2010-x pokax 3’IBUJIMCS YMOBH /iJIsl IIHPOKOT0 BUKOPUCTAHHS PECYPCOMiCTKUX
CepBiciB, 0 CYyMPOBOMKYBaIOCS 3pOCTAaHHAM MacmTabHUX aTak Tumy DDoS. I3 mpuxogom TexHosorii 5G
y 2020-x pokax OyJM CTBOpeHI mepeayMOBH /Jisi MOBHOLiHHOrO (QYHKI[iOHYBaHHS pPO3MOJiJEeHUX
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HIBuakonist, ®rnorc OneparusHa nam’sitb, Mb IporyckHa 31aTHicTh, M6/c
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Puc. 2. Pict napaMeTpiB M06GisibHOI i1aTdopmu: (a) 064K c/II0BaIbHA IBUAKO/iA,
(6) onepaTuBHa NaM’sTh, (B) NPONyCKHa 3JaTHicTh KaHa B [13; 15; 21; 28]

cucteM 3axucty API, 30kpema TuX, 1[0 6a3ylOTbCs Ha TJIMOMHHOMY HaB4YaHHI Ta aZlalTUBHOMY aHaJsi3i
cueHapiis [12; 21].

AHaniz eBoJstonii anapaTHol MmaaT$opMu MOOIBHOIO cepeslOBUILA JAEMOHCTPYE CYTTEBE 3POCTAHHS
cepe/iHiX MOKa3HUKIB 06YMC/II0BA/IbHOI NOTY>KHOCTI, 06CATY onepaTUBHOI NaM’ATi Ta NPONYCKHOI 3JaTHOCT]
KaHaliB 3B’s3ky. KoxkeH i3 1ux acnekTiB Bifjirpae KpUTHU4YHY poJib y GopMyBaHHI QyHKIiOHAJIbHOTO
MpocTopy [ peasizanil mexaHiamiB 3axucty API, Big 6a30BuUX JIOKaJbHUX MOJYJIIB [0 CKJIAJHUX
posnojiseHux cucteM. I[locTynoBe 3pocTaHHsS OGYMC/IIOBAJbHOIO pecypcy amapaTHol maTgopMu
BiZIKpHBa€ MOXJIMBOCTI Ji/1s iHTerpartii a1ropuTMiB MallMHHOTO HAaBYaHHS, 6araTopiBHeBoro mnudpyBaHHS
Ta NMOBEAIHKOBOr'0 aHasi3y 3arpo3 6e3mocepefHbO Ha NpUcTpoi. BogHovac BHCOKOWIBHU/KICHI MepexeBi
iHTepdelicu [03BOJISAIOTL NEpeHecTH 4YaCTUHY OOYMCJIIOBAJbHOTO HaBaHTa)KEHHs Ha XMapHi cepsicy,
1o 3a6e3NeyyloTh MaclITabO0BaHICTb, KOHTEKCTHY aJalTallilo Ta oIepaTUBHE OHOBJIEHHSA MoJeJel
3axucTty. CydyacHa cucTeMa 6e3leKH MOOIJIbHOrO cepefloBHUIa Ma€ OyJyBaTHCS SIK KOMILJIEKCHA TibpujHa
apxiTeKTypa, sKa JWHaMi4HO 6a/laHCY€e MiX JIOKaJbHUM pearyBaHHSM B yMOBax OOMeXeHUX pecypciB Ta
LleHTpaJli30BaHUM aHa/i30M y pO3MO/iJIeHUX XMapHUX cepe/oBUIax. Takui MiJxiJ 103BOJISIE BpaxOBYBaTH
SIK TexXHiuyHi o6bMexxeHHs1 Ma1aTPOPMHU, TaK i 3pocTaryy CKJIAAHICTH KibepaTak, 3ab6e3medyyrouu CTiMKiCTb,
MaclTabo0BaHiCTh Ta THYYKIiCTh cucTeM 3axucTy APL

Cmpamezii po3miujeHHs1 Modesaell MAWUHHO20 Ha84aHHA y cucmem 3axucmy APL. Y KOHTeKCTi AuHaMiuHOro
PO3BUTKY Cy4yaCHUX MOOLIbHUX iHQopMaLiiHuX cucTeM came APl BUCTYNAOTh KJIOUOBUMH TOYKAMU B3aEMOZAIL
Ta, BOJHOYAC, Ha/I3BUYAaWHO Bpa3/IMBUMMU eJjleMeHTaMU apXiTekTypu. CTaHJapTH30BaHI MeTOJM 3aXUCTy Ha
OCHOBI CMTHaTyp ab0 CTaTUYHUX NPaBUJ JOCTYIy JAeJaJli dacTille AeMOHCTPYIOTb o6MexeHy epeKTHBHICTb
y npotuzii guHamiuHO 3MiHIOBaHUM IIabj0oHaM KibepaTak. lle 3yMOBJIlOE HeOOXiZHICTH BIPOBA/PKEHHS
iHTeJleKTyaJIbHUX CUCTEM BUSIBJIEHHS 3arpo3, 3JaTHUX alallTyBaTUCS 10 HOBUX CLieHapiiB, HABYaTHCS HAa HOBUX
JlaHUX i 3abe3nedyBaTH 6Ge3leKy B yMOBaX OOMEXEHMX pecypciB MobiJbHOro cepefoBulla. KiodoBy posb
y IbOMY BiZiirpatoTh MeTOIU MALIMHHOTO HaBYaHHS, 1110 3a6€e3Me4YyI0Th aBTOMAaTU30BaHy 06po6Ky API-3anuTis,
BUSIBJIEHHS aHOMaJIil i kyacudikalito 3arpos. ¥ paMmkax Aoc/aikeHHs1 6yJi0 MpoBefeHOo Kaacudikallilo TaKux
MoJleJlel 32 NPUHLMIIOM iX NPUJATHOCTI [0 BUKOHAHHA B JIOKAJbHOMY Cepe/loBHUILl MOOGIIbHOTO NPUCTPOIO
abo HeoOXiHOCTI [JieJieryBaHHsSI OG4YMC/IeHb A0 cepBiciB xMapHoi iH$pacTpykTypu. [lo kaTeropii siokasbHO
peasi3oBaHUX MOJiesIeH, 10 IPOMOHYETHCS PO3IJISIHYTH Y paMKax J0CiKeHHs, HanexaThb [5; 12; 13; 14; 23]:

1. MeToj onopHuX BeKTopiB (Support Vector Machine, SVM) € epekTuBHUM AJi IBUAKOI 6iHapHOI KJ1a-
cudikanii 3anuTiB 3 MeTOI BUSIBJIEHHS NMOTEHLiMHUX 3arpo3. [lepeBaroio 3a3HayeHOro MiJXOAY € MOXXJIU-
BiCTb BUKOHAHHS Ha NPUCTPOI 3a YMOBHU 06MeXeHO0l po3MipHOCTi 03HAKOBOTO ITPOCTOPY.

2. AHcaM0bJsieBi MeTOAU HAZAIOTh MOMXJIUBICTH AJi MOOGYAOBU 6araToKJacoBUX KjaacudikaTopiB 3i cTiit-
KiCTIO [0 NepeHaBYaHHA. 3a3HAa4eHUM NiAXiJ; BUKOPUCTOBYETbCA [Js1 BUABJEHHsI TUIOBUX aTakK, fK TO
SQL-in’eknii, nopyieHHs aBTopuU3aliii, TOLIO.
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3. 'pazienTHI AepeBa € JOLIIBHUMHU /11 00PO6GKM HAGOPiB HEPIBHOMIPHO PO3MOAIEHUX AAHUX, Y TOMY
YUC/Ii aTak HyJIbOBOTO JHs, 1[0 CTAaHOBJISATh HAMOI/bIIY 3arpo3y AJs CKJIaZ0BHUX MOGIJIbHOTO CepesoBHIIA.
Ob6MexeHe 3aCTOCYBaHHS 3a3HAYEHOro0 MiZXo/ly Ha amapaTHid miaTdopMi MOGIIBHOrO MPUCTPOIO MOKJIUBE
JIMILE 32 YMOBH CIPOIeHoi KoHirypanii Mmozeti.

Jlo kaTeropii Mozeseii, o mpu o6pobLi HAGOPY BXiAHUX JAaHUX BUMAararTb JeJeryBaHHsS Ha 3alUTIB
cepBep a60 06YMCTIOBAJILHUM KJIacTep XMapHOI iHGpaCTPYKTypH, HasiexkaTh [7; 18; 29]:

1. HelipoMepexeBi aJropuTMu TJIMOMHHOTO HaBYaHHS, K To Mozesi Ha ocHoBi DNN, RNN, BERT
i Tpancdopmepu, mpu3HAYeHi [/ BUABJEHHs CKJAJHUX HEJiHIMHUX 3aJIe)KHOCTEW y 3amnuTax, o6pob-
KU TOCJiOBHOCTEM, CEMaHTUYHOIO aHaJ/i3y TijJla 3anuTy, a Takox iHTerpauii 3 SIEM-cuctemamu. Bucoka
06YHCII0Ba/IbHA CKJIAAHICTD Nepesbayae 3acTOCYBaHHS XMapHUX cepBiciB abo riGpugHUX apxiTekTyp i3
nomnepeAHbOI0 pimbTpalieto.

2. KoHTekcTHO-ajanTUBHI TpaHCcHOpPMEPH PO3IJIAAAITHCA SIK NMEPCHeKTUBHI B 3afadax KJjacuoikanii
3aMuTiB i3 MPUXOBAHUMHU 3aJIEXKHOCTSIMH, ajle MOTPeOYITh 3HAYHOI'0 06CATY OnepaTUBHOI MaM’ATi ¥ 3aco6iB
napaJiesibHOI 06pO6KH, 110 AOCTYIIHI Y paMKax XMapHoi iHppacTpyKTypH.

Po3mopain Mixk JTIoKaJIbHUM BUKOHAaHHSIM Ta XMapHOI0 06p0o6K0i0 pOpMy€eThCSI HA OCHOBI TaKUX KpUTEPIiB:

- CKJIQJHICTb Ta PO3MIpPHICTb 03HAaKOBOI'O IIPOCTOPY;

- HasBHICTb 4acOBOI 3a/IEXKHOCTI Yy HAbOpi JaHUX;

- KPUTHUYHICTB [0 3aTPUMKH Yy BIAIIOBIiJI Ha 3arposy;

- 004HMCJIIOBaJIbHI Ta eHepreTUYHi 06MeXeHHS MOGIIBHOI0 MPUCTPOIO.

3 wmetorw ¢opmarizauii miaxoamy g0 BHGOPY aNTOPUTMIB MAIIMHHOTO HABYaHHS 3aJIeXKHO Bif
00YMCTIOBAJIBHOTO CEPEIOBHUIIA TPOBEJEHO OI[iHIBAHHS IXHBOI MPUAATHOCTI /0 BUKOHAHHS HA MOGIIbHOMY
npucTpoi Ta y XxMapHii iHdpacTpykTypi. PedynbpraTy cucremaTtusanii HaBesieHO B (Tab6us. 1), fika y3arasb-
HIOE TUMOBI Mojesi kibepsaxucty API, kiacudikye ix 3a mapaMeTpaMH MOXKJIMBOTO po3MillleHHs, a Ta-
KO OKpPECJIFE XapaKTepHi 0coB6JUBOCTI peasizalil KoXXHOI Mozesi 3 ypaXyBaHHSM BHUMOT [0 MTOKa3HUKIB
pecypCcoMiCTKOCTI.

Tabaung 1
Oninka NpuAATHOCTI MoJeJsiel 50 BUKOHAHHS Y JIOKaJIbHOMY cepe/0BHILi MOGi/IbHOT0 MPUCTPOIO
Ta iHppacTpyKTypi XMapHoro cepsgicy [5; 7; 12; 13; 14; 18; 23; 29]

Tun moaeJi , HIBuaKomist i .
. Nam’'aTh EHeprocnoxuBaHHsA 0c06/1MBOCTi BUKOPUCTAaHHA
KiGep3axucry 3aTpUMMKa
MeToz onopHUX Haii6inbin epekTUBHO Ha eTari 6iHapHOI
: HHU3bKe BHUCOKaA HU3bKe R ) .
BEKTOpiB kJacudikanii 3anuTiB y IOKaJIbHOMY CcepeOoBHIL|.
3abe3mneyyroThb CTIUKICThb [10 TepeHaB4YaHHs i Ipu
AHcam6u1eBi LbOMY IPUAATHI AK AJI151 JIOKaJbHOTO BUKOHAHHS,
. cepeJiHE cepeJiHA cepeJiHE-BUCOKe . . . -
MozpeJi TakK i 11 XMapHOI aHAJIITUKH Y CKJIaAHIIINX
KOoHOIrypanisx.
[lae xopolui pe3ysbTaTH Ha HEPIBHOMIpHO
. . 03M0/Ii/IEeHUX JJAHUX, BUKOPUCTOBYIOThHCS
I'papienTtni p A A ’ b YIOTD
epeBa cepesiHeE cepefHs cepesiHE y MO6iJIbBHOMY cepeJlOBHII ¥ cClIpoLeHil
Aep ¢dopmi, a TakoXK MacITAGYIOThCS AJ1s1 XMapHOI
iHdpacTpyKTypH.
[nu6uHHI - . .

o . Heo6xifHi Besnki 06¢csru ganux i GPU / TPU, Tomy
HEHPOMEPEX pucoke HH3bKA pucoke Halbinbl edeKTUBHI y XMapHil iHppacTpyKTypi
(DNN / RNN) y p PacTPyKTypL

3abe3neyy0Tb KOHTEKCTHUH aHasi3, NOTPe6yIOTh
Tpanchopmepu LlyKe o : .
HU3bKa Jly’Ke BUCOKe cneniasnizoBaHux npuckoprooBayiB (GPU / NPU) i
Ta BERT BUCOKE . .
JIOCTATHIX 06YMCII0BAJILHUX PeCypCiB.

TakuM yuHOM, mnobynoBa edeKTHBHOI cucTeMH 3axucty APl Bumarae ¢opmyBaHHS TibpugHOi
apxitektypu [12; 13], 110 noeAHy€e nepeBark 060x THUIIB MoJjeJsiel, e JoKalbHi MOJy/li BUKOPUCTOBYIOTh-
csl /1S OTlepaTUBHOIO pearyBaHHs#A, a XMapHi cepBiCy BUKOHYIOTb 33/ja4i IJIMOMHHOIO aHaJli3y Ta BUsIBJIEHHS
CKJIaZJHUX 3arpos.

Onmuwmisayiss modesell MAWUHHO20 HABYAHHS 0151 MOGiIbHO20 cepedosuuja. Sk OyJi0 3a3HAUYEHO BHILIE,
3abe3nevyeHHs Oe3NepepBHOr0 MOHITOPHUHTY Ta BUABJIEHHS 3arpo3 y MoOiIbHOMY cepeJioBHUli NOTpebye
BUKOPUCTAHHS MoJie/ied MallMHHOTO HaBYaHHSA, fKI MOXYTb OQYHKLIOHYBAaTM B yMOBaX OOMeXeHHX
06YMC/II0BAJIbHUX PecypciB, MiHIMaJbHOTO €HeproclnoXXKMBaHHS Ta HeCcTabiJbHOI NMPONYyCKHOI 3JaTHOCTI
KaHaJiB 3B’A3Ky. Y 11bOMYy KOHTEKCTi IepCHeKTUBHUM HANpsIMOM € BIPOBa/PKEHHs JIETKOBAaroBUX
HellpoMepeXeBUX apXiTEeKTyp Ta MeTOJiB ONTHMizanii Mojesel, Takux $SK KBaHTHU3alisg MoAeJi,
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NpOPiJPKYBaHHA MoJeJi | AUCTUIALIA 3HaHb. Ha 3arasbHOMY piBHI MOXXHa BUOKPEMUTH ABI apXiTEeKTypHI
KOHLenLil BIPOBa/KeHHS JIETKOBAaroBUX HEMPOMepeKeBUX CUCTEM:

1. Kongennis TinyML mnepen6adyae BUKOHAHHSA IHTe/NEKTyaJbHHUX OOYMCJIEHb O0€3M0CepeiHbO Ha
MPUCTPOSIX i3 0OMENKEHUMH alapaTHUMHU pecypcaMH, SIK TO Ha MiKpOKOHTpoJiepax i3 MiHiMa/JbHUM 06CSAroM
OTepaTUBHOI MaM’ATi Ta HU3bKUM €HEProCIoKUBaHHAM [24]. BianoBigHMHN niaxis 3acToCOBYEThCS ¥ 3a1a4ax
MOTIEPEHBOT0 BUSIBJIEHHS aHOMaJIil y MOTOKAaX CEHCOPHUX AAaHUX, Kaacudikaliil KOpOTKUX MOCaiJOBHOCTEH
API-3anuTiB, a TakoX y momepenHid 06pobui AaHUX Ge3nocepesHbO Ha MOOITBHOMY MPUCTPOI Mepen iX
nepejayero y XMapHe cepeJioBulIlie.

2. ApxitekTypHa Mozesb «Edge Al» opieHTOBaHa Ha peaJizalilo ribpyUAHUX pillleHb, y SKUX IePBUHHA 00-
po6ka, dinbTpalis Ta BUABJIEHHS aHOMaJiH Bifj0YBa€ThCS JIOKaJbHO (Ha piBHI MOGIJIBHOrO NMPUCTPOIO a6o
nepudepifiHoro By3sa), ToAl AK GiJbLI CKJaJHA aHAJITHKA, NMOB's3aHA 3 HEHPOMEPEKEBUM AJITOPUTMOM
IM6OKOro HaBYaHHS, JleJIETYEThCS J10 XMapHUX cepsiciB [3]. Takui miaxix f03BoJsIE 3MEHIIUTH 3aTPUMKHU
NIpY pearyBaHHi, 3HU3WTH HAaBaHTAXKEHHS HA KaHa/IM 3B’SA3Ky Ta 3a6e3MeYrTH alalTUBHICTb 0 KOHTEKCTY
cepeloBHUILA.

Tabaung 2
IlopiBHAJILHA XapaKTepUCTUKA MeTO/iB onTUMi3allii MojeJieil MAalIMHHOrO HaBYaHHS
AJISI MOGiIbHOTO cepeAoBuIna [3; 24]

MeToa onTuMisarii

IlisiboBuii epexr

BnuiuB Ha TOYHICTB

HOBTOpHe HaB4YaHHA

JUCTUJISAALSA 3HAHb

MeHIla CKJIAAHICTh

HU3bKUH

noTpe6ye

KBAHTYBaHHSA MOL[eJIi

MEHIINH po3Mip

MOMIpHUI

He 000B’A3K0BO

MPOPi/PKeHHS MO el

MeHIlle apaMeTpiB

MOMipHO BUCOKUH

norpebye

apxiTeKTypHa ONTUMi3aLisa

IpoCTa CTPYKTypa

MOMipHO HU3bKUU

He NoTpe6ye

Y cBow 4Yepry, MeTOZJoJIOTi4YHi pillleHHs 10J0 ONTHUMizanil MoJesiell I'PYHTYIOTbCA Ha HACTYIHUX
nigxoax:

- npoleAypa AUCTUJIALIT 3HaHb Nepesi6adyae TpeHYBaHHS CIPOLIEHOI CTyeHT-MOo/eJsli Ha OCHOBi MPOTHO-
3iB monepeHbO HaBYEHOI BeJIMKOI MOZiesTi-HaCTaBHUKA, 1110 03BOJIsSIE 30eperTH BUCOKY SKICTb IPU CYyTTEBO-
My 3MeHIIEHH] 064K C/II0BAIbHOI0 HABAaHTAXKEHHS;

- IpoleAypa KBaHTYBaHHS MojeJi Nepejbaya€ 3MeHIIeHHs] TOYHOCTI YMCJOBOrO NpeJCTaBJeHHA Na-
pameTpiB MojeJl, 1[0 3MEHLIYE 06CAT ONepaTUBHOI MaM’ATi, 1[0 BUKOPUCTOBYETHCS aJFOPUTMOM, a TAKOX
MPUIIBUAILYE 06POOKY HaGOPy BXiJHUX JAHUX;

- npoueJypa NpopiJpKeHHsI MoJieJli 0JIAra€ y BUAaJleHHI HallMeHIl 3HaYMMUX NapaMeTpiB a TaKoX Hel-
POHIB, 1110 103BOJISIE 3MEHIIUTH 3arajJbHUNA po3Mip HeHpoMepexKeBoi apXiTeKTypH 6e3 CyTTEBOI'0 3HMKEHHS
SIKOCTi 06p0OOKM HA6OPY BXiAHUX JJAHUX.

Ili ™MeTomu [O3BOJSAIOTH peasi3oByBaTH aJalTUBHY KoHirypamiro Mojesiel BigmoBigHO 70
XapaKTEPUCTUK amapaTHol miaTdopmu MobisbHOro mpuctpow. Jas dopmanizauii BU6OPy KOHKPETHOI
TeXHIKHM ONTHUMi3alil y 3aZlaHnX 06MeXeHHSIX 3alpoNoHOBAaHO Kjaacudikalio (AUB. TabJ. 2), 1[0 BPAXOBYE
L[i/IbOBUH edeKT, piBeHb BTPATH TOYHOCTI, @ TAKO>X HEOOXIAHICTh MOBTOPHOTO HABYAHHSI.

ApximekmypHa modeab 2ibpudHozo 3axucmy APl mob6inbHozo dodamky. 3abe3lnedyeHHs eheKTHUBHOTO
Ta cTidkoro 3axucty APl MoGiNbHUX JOAATKiB, TAKUM YHMHOM, BHMara€ BIIPOBA/[KeHHs GaraTopiBHEBOI
Mo/iesii 6e3MeKH, IKa OXOIJIIE BCi KPUTHUYHI eTany 06pOOKU Ta B3aeMoJAil fJaHux. Taka MoJiesnb Ma€ 6yTH
He JiMIlle KOMILJIEKCHOIO 3a CTPYKTYpOlO, a ¥ aJalTUBHOI [0 XapaKTEePUCTHUK MOOGIJILHOrO cepefioBUILA,
30KpeMa OOMEeXeHHUX O00YMCIIBAJbHUX pecypciB, HecTabisibHOI MPOMYCKHOI 3JJaTHOCTI KaHasiB 3B’SI3KY,
€HeproCMoXXMBaHHA Ta TUMY IaTGopMu. Y Mekax 3alpoNOHOBAHOI apxiTeKTypHOI MoJesi Ti6puaHOro
3axucty API fo1iIbHO BUOKPEMUTH TaKi KJIH0YOBI PiBHi:

1. AytenTudikaliis Ta aBTopu3allis, 1110 peasi3yeTbCs NePEBAXKHO JIOKAJIbHO 3 BUKOPUCTAHHSM TOKEHIB,
6i0MeTpPUYHHUX JJaHUX Ta CUCTEMHHUX 3ac06iB izeHTHdiKaLii. [[py bOMY KPUTUYHO BAXKJINBO 326€3MEeUYUTH
LWIBUAKHAN J0CTyI 6e3 nepejadi 4y TJIMBUX JaHUX Uepe3 Mepexy.

2. llluppyBanus Tpadiky 3aiiicHIOETBCS Yepe3 npotokosu TLS / SSL, 3 MoXKJ/IMBiCcTIO aZjlanTUBHOTO BHU6O-
py kpunrtorpadidyHUX MapaMeTpiB 3aJ€KHO BiJi MOTOYHUX NMapaMeTpiB anapaTHOI m1aTGopMu MOGIIBHOrO
MPUCTPOIO.

3. 3axuct iHpopMaliliHOr0 cxOoBMIA AaHUX 4Yepe3 MUpyBaHHA Ha piBHI daisoBoi cucteMu abo
BUKOPHUCTAaHHS 3aXUILleHUX KOHTeHHepiB.

4. ®inprpanis API-3anuTiB 3aco6aMu 6a30B0i eBPUCTHUYHOI IIEpeBipKHU Ta JIeTKOBAaroBUx KyaacudikaTopis,
110 peasi3yloThcs JIOKaJIbHO, ¥ TOM 4Yac K IJIMOOKa NepeBipka BUKOHYEThHCS Ha cepBepi abo yepes XMapHi
SIEM-cuctemu.
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5. KonTelHepu3sarljist Ta i30J1s1is1 4epe3 BIPOBa/PKEHHS i30JIbOBAHOI'0 CEPEJOBUILA BUKOHAHHS, 1[0 00-
MEKY€E BILJIUB MNOTEHIIHHO CKOMIIPOMETOBAHUX MOAYIIB.

6. MOHITOPUHT Ta BUSIBJIEHHS 3arp03 peasi3yeTbCs Y ri6pUAHOMY PEXUMI, /e TEPBUHHUNA KOHTPOJIb I10-
BeJIIHKM Ta BUSBJIEHHS BIXWJ€Hb BUKOHYETBCS JIOKAJBHO, a LieHTPaJi30BaHUM aHaJi3 NPOBOAUTHCA Y Ce-
peloBHIIi XMAapHOTO CePBICy i3 3a/y4eHHAM HellpoMepeXKeBUX MOJeJIeN.

7. TecTyBaHHS Ta OHOBJIEHHSI BKJIIOYAIOTh y cebe MepeBipKy LiJiCHOCTI KOMIOHEHTIB i CBOEYacHEe OTpPHU-
MaHH$1 OHOBJIEHb € KDUTUYHO BOXX/JIMBUMU JJI IPOTHUAIT HOBUM BPa3IUBOCTAM.

AnanTUBHICTD 1ii€l Mosieni JOCATAEThCA 3a PAXyHOK JUHAMIYHOTO PO3MoAiny GYHKIIM MiXK JIOKaJTbHUM
cepeZioBHUIIEM i XMapHOI0 iHPPACTPYKTYPOIO, 1110 J[03BOJISIE 3MEHIIUTH 3aTPUMKY ¥ pearyBaHHi Ha 3arposy,
3a6e3neyuTy QYHKI[IOHYBaHHS HaBiTh NPU TUMYACOBil BTpaTi MepexeBOro MiZK/IIOYEHHS Ta MiJBUILIUTH
MacmTaboBaHICTh i 3ATHICTH /[0 CAMOOHOBJIEHHS] MoJiesield. TakuM 4MHOM, TOOY/[0Ba KOMILJIEKCHOI MoeJi
riGpUIHOTO 3aXWCTy [03BoJisiE CGOPMYyBaTH OaJlaHC MiXK ePEeKTHBHICTIO, THYYKICTIO Ta MPOAYKTHUBHICTIO,
10 € KPUTUYHUM y KOHTEKCTi JMHAMiYHO 3MiHIOBaHHX YMOB MOOGIJIbHOTO CepesoBHINA Ta 3pPOCTAY0i
CKJIaJHOCTi Kibep-aTak Ha API-mogaTku.

BHUCHOBKM. Y pe3ysbTaTi MpoBeeHOTO AOCTiPKeHHsI OyJI0 MPOoaHa/Ii30BaHO 0COGJIMBOCTI 3axucty API
MOGIJIbHUX JOAATKIB B yMOBaxXx 00MeXeHOI 06YHC/IIOBaIbHOI iHQpaCTPyKTypHu. Po3po6ieHO KOMIIEKCHY
METO/IMKYy, I0 BpPAaxXxOBYE amapaTHi XapaKTepPUCTHKH MOOIJIbHUX TPUCTPOIB, creHapii po3MilieHHS
KOMIIOHEHTIB 6€3MeKH, a TAaKOX aJ[allTUBHE BUKOPUCTAHHS MO/ieJlell MallMHHOTO HaBYaHHSA BiZMOBigHO 710
JOCTYIHHUX pPecypciB. Po3T/IsHYTO OCHOBHI cTparerii po3MilleHHs iHTeJIeKTyaJIbHUX KOMIIOHEHTIB Oe3MeKu
Yy paMKax JIOKaJIbHOTO Ta XMapHOI'O BUKOHAHHf, BKJIHOYAK4YU MOXJIUBOCTI 3aCTOCYBAaHHA JIETKOBArOBUX
apxiTeKTyp i TexHiK CTUCHEHHS MoJeJiel. 3ampoNOHOBAHO KpUTePil BUGOPY MiX JIOKaJbHUM aHaIi30M Ta
JleJIeTyBaHHSAM 3a/ja4 Ha XMapHi miaTdopMHy 3 ypaxyBaHHSIM IapaMeTpiB 3aTPUMKH, €HEpProcrnoXMBaHHS,
nponyckHoi 37aTHOCTi Ta piBHA 3arpo3. CHopMOBaHO apxXiTEKTYpHY Mojesnb ribpuaHoro saxucty API,
dKa mnepezbadyae GaraTOpiBHEBY CHUCTEMY, L0 CKJAJAETbCA 3 Hpoueayp ayTeHTHdikalii, aBTopu3salii,
mwrdpyBaHHs, MOHITOPUHTY, GinbTpaLii 3anuUTIB, a TaK0X MOJAYJbHY iHTerparnito ajJropuTMiB BUSBJIEHHS
3arpos.

TakuM 4YKMHOM, pe3y/abTaTH AOCJHiPKEHHS MOXYTb OYTH NOKJIaZeHi B OCHOBY CTBOPEHHS aJlallTUBHUX
cucteM 6e3neku APl MoGiIbHUX A0AATKIB, 34aTHUX 10 ePEeKTHBHOI pOGOTH HABITh B yMOBaX 0OMEXEHUX
pecypciB, 3a6e3ne4yyrdd NPy bOMY THYYKICTh i MaclmITaboBaHICTh BiJMOBiZHO /0 3MiH cepefoBUINA Ta
XapaKTEepUCTHUK 3arpos.
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EVALUATION OF CRITERIA FOR THE APPLICATION OF MOBILE OPERATING SYSTEMS

Abstract. The purpose of the work is to evaluate the criteria for the application of mobile operating systems.

The methodology used in the work consists in determining effective means of using mobile operating systems, as well as
analyzing modern mobile operating systems, which are mediated by various system modules related to innovative projects in
the development of cellular communication systems.

The scientific novelty of the work lies in the identification and generalization of criteria for the application of mobile
operating systems as key factors for improving the quality of development, implementation and use of mobile applications in
the context of the development of a cloud environment.

Conclusions. It has been established that modern operating systems differ in the specifics of the implementation of internal
algorithms for managing the main resources of mobile devices, which include processors, memory, etc., which are determined
by certain resources, mediated by modern design methods, types of hardware platforms, development and implementation
environments, etc.

It is determined that in the modern environment of active implementation of mobile operating systems, to optimize the
performance of tasks, they are assigned a leading role, which provides an opportunity to increase the efficiency of specialists.
The main advantages and disadvantages of the most widely used systems are investigated: Android, i0S, Windows Phone and
BlackBerry OS.

The requirements for choosing the type of program according to the characteristics of the cell phone are substantiated,
which concerns a certain type of program that adapts to the tasks set. The level of complexity of mobile operating systems
used by means of network communication and data exchange, which have the peculiarities of their processing, is determined.
The versions of mobile systems that have the ability to adapt to different operating systems developed for a mobile phone model
are analyzed. This will allow specialists to use smartphones with innovative and effective programs. It has been determined
that with the advent of touch-sensitive mobile devices, a number of tasks, in particular those for remote performance, become
particularly relevant and require further analysis and research. It is proposed that, in order for the system to increase the
efficiency of implementing the tasks set, applications be developed and used using programming languages based on Java and
Visual Basic for mobile devices for further adaptation of the system to devices.
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Anna KAIIITOH, Tamapa ®PAHYYK, Jimutpo THUIIEHKO, Anbona JAECATKO. OIIIHKA KPHUTEPIIB
3ACTOCYBAHHSA MOBIJIbHUX ONEPALIMTHUX CUCTEM

AHnomayis. Memoto po6omu € oyiHka kpumepiig 3acmocy8aHHs MOGIAbHUX 0NepayiliHux cucmem.

Memodosozisi, sukopucmaHa 8 pobomi, no/sieae y Bu3HA4eHi egekmueHux 3acobie 3acmocy8aHHS MOOINbHUX
onepayitiHux cucmem, @ MaKkox*¢ aHa/1i3 CyYAcHUX MOBIIbHUX onepayiliHux cucmem, wjo onocepedko8aHi pisHOMaHIMHUMU
CUCMeMHUMU MOOYASIMU, N08’A3AHUMU 3 IHHOBAYILIHUMU NPOEKMaMmu 8 po3pobyi cucmem cminbHUKOB020 38’S13KY.

Haykoea Ho8u3Ha po6omu no/s2a€ y 8U3Ha4eHHI ma y3a2a/1bHeHHI Kpumepiié 3acmocy8aHHs MOBINbHUX onepayitiHux
cucmem K KAY08UX hakmopie nideuujeHHs1 skocmi po3po6Ku, 8NPoBAOHCEHHS Ma 8UKOPUCMAHHA MO6IAbHUX J00aHKIE 8
YM08aX p038UMKY XMAapHO20 cepedosuwya.

BucHoeku. BcmatnossieHo, wo cy4acHi onepayiiiHi cucmemu 8i0pi3Hsilombcsl 0ocobaugocmsamu peanizayili 6HympiwHix
a/n120pumMie Kepy8aHHs OCHOBHUMU Pecypcamu MOGIIbHUX Npucmpois, 0o ckaady AKux caid gidHocumu npoyecopu, nam’sms
mouwo, sIKi 06yM08/1eHi Ne8HUMU pecypcamu, ujo onocepedkosaHi CyuacHUMU Memodamu NPoOeKmMy8aHHsl, 8udamu anapamuux
naamgopm, cepedoguujem po3pooKU ma 8npo8adHceHHs moujo.

BusHaueHo, ujo 8 cyuacHomy cepedoguuji akmugHo20 8Npo8aodHceHHs MOBIAIbLHUX onepayitiHux cucmem, 0151 onmumisayii
BUKOHAHHS NOCMAB/IeHUX 3a80aHb HA HUX NOK/AAJeHO Npo8i0Hy poJib, Wo HAJAE MOxCAU8IcMb nidsuwumu epekmugHicms
po6omu gaxisyis. JocaidxiceHo 0CHOBHI nepesazu ma HedoAIKU HAUOIAbW 8I00MUX 8X#CUBAHUX MA AKMYAAbHUX Cb0200HI
MOOI/IbHUX onepayitiHux cucmem.

O6rpynmosaHo eumozu 8u6opy muny npozpamu 8i0nogidHo 00 Xapakmepucmuk CMiAbHUKO8020 menedoHy, Wo
CMOCyeEmMbCsl NEe8HO20 Muny npoz2pamu, ska adanmyemuscss 00 nocmae/eHux 3a80aHb. Busnauveno pieenb ckaadHocmi
MOGIbHUX ONepayiiiHuX cucmem, Wo 8UKOPUCMOBYIOMbCS 3aC06aMU Mepexneso20 36°A3Ky ma 06MiHy 0aHUMU, WO MAHMb
ocobaueocmi ix 06po6ku. [IpoaHanizoeaHo eepcii MOGIALHUX cucmeM, Wo MArmMb MOXCAUBICMb adanmysamucsi 0o pi3HUX
onepayitiHux cucmem, po3pobaeHux 0451 modeai Mo6iibHo20 mese@oHy. Lle doszsonrums axisysam sukopucmosysamu
cmapmgpoHru 3 iHHosayiliHUMU ma edhekmusHUMU npo2pamamu. BusHaveHo, wo 3 nosi8or ceHCOPHUX MOBIAbHUX NpUCMPOI8,
HU3Ka 3a80aHb, 30kpema 0151 BUKOHAHHS 8i0da1eH0 Habysae 0co6.au8oi akmyassHocmi ma nompefye nodaabWo20 aHA1i3y
ma docaidxHceHHs. 3anponoHO8aHo, 3ad/1s1 Mo2o, wob cucmema nidsuwuaa edpekmugHicms peasizayii nocmaseHux 3adady,
po3pobasimu ma sukopucmogysamu 000amxku 3a 00NOMO20K MO8 NPO2PAMy8aHHsl, ki 6asytombcs Ha Java ma Visual Basic
04151 MOGINbLHUX Npucmpois 3ad51 nodanvwoi adanmayii cucmemu do npucmpoia.

Katouoei caoea: cucmemHe npoepamHe 3abesneveHHs, yugdpoegizayis, npoepamHull npodykm, onepayitini cucmemu.

Introduction. Operating systems may differ in the features of the implementation of internal algorithms
for managing the main resources of mobile devices (processors, devices, memory), features of the used design
methods, types of hardware platforms, areas of use, and many other properties.

The OS controls the device, runs programs, provides data protection, performs various service functions
for user and program requests. The OS includes the following groups of components: the core containing the
scheduler; device drivers; network subsystem; file system; system libraries; hell with utilities. The presence
of an operating system is the main feature that distinguishes a smartphone from an ordinary mobile phone.
When choosing a specific smartphone or communicator model, the OS often becomes a determining factor.

The operating system Symbian OS (EPOC 32) was created by the Symbian company - a joint venture of
Motorola, Ericsson, Nokia and Psion based on the Psion Software division of the Psion company. Symbian OS
is a full-featured operating system, created taking into account all the requirements of the telecommunica-
tions industry and most modern standards and protocols, such as Bluetooth, GPRS, etc. The core of the sys-
tem - multi-tasking, highly productive and extremely compact - can be transferred to almost any platform
without great expense.

Full Unicode support allows you to easily adapt the system for any language, flexible extension mecha-
nisms allow you to solve all problems with mail and Web encodings. Symbian OS is used for applications have
the following common features: careful development of the user interface, with the aim of making the pro-
grams as easy to use as possible, regardless of the level of user training; standard graphic control elements
implemented in the EIKON library, including a toolbar, toolbars, convenient control using a keyboard and/or
pen; increase and decrease the scale of the image on the screen to adjust the image taking into account the
type of program data, lighting conditions and the user’s eyesight; support for printing to most standard print-
ers, printing through a serial, parallel or infrared port, or to a printer connected to a desktop PC; support for
embedded objects, which allows, for example, to embed Word documents in an Agenda record; data exchange
between applications via a standard clipboard, data exchange with other devices via an infrared port; Compa-
nies such as Nokia, Sony Ericsson and some other smartphone manufacturers equip their smartphones only
with Symbian OS. The main competitor of Symbian OS is the Microsoft Windows Mobile operating system.

Analysis of recent research and publications. Studying the current nuances of the domestic and global
market, in particular the requirements for the use of mobile applications and their standards, it should be not-
ed that the issues of development, use and implementation of modern mobile applications and the selection
of appropriate mobile systems is relevant and requires a comprehensive and thorough analysis to study and
offer recommendations for optimizing their selection, which contributed to the choice of the research topic
and the identification of the tasks set in the publication.
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Kryvoshy V., Gafiyak A. performed a comparative characteristic of the most famous operating systems
Linux and Windows [1, 120-121]. Matyash S., Gafiyak A. analyze the general characteristics of operating
systems presented on the world market [2, 122-123]. Franchuk T, Tyshchenko D., Desiatko A., Karpunin L.
explore the features of digitalization processes using mobile devices in various industries [3, 61-66]. Kapi-
ton A., Franchuk T, Tyshchenko D., Desiatko A., Sas N. analyze the requirements for mobile terms in the pro-
cess of modeling objects and management processes [4, 37-41]. Kapiton A., Karpov A. study the features
of implementing a fully functional system on mobile devices [5, 230-232]. Tyshchenko D., Franchuk T., Ste-
pashkina K., Karpunin I. investigate the requirements for operating systems in order to enable effective de-
sign and development of information systems for a given purpose [13, 200-207]. Tyshchenko D., Franchuk T,,
Zakharov R., Moskalenko V. study the issues of supporting dynamic security needs [14, 149-152].

Features of using mobile operating systems, issues of developing OS on mobile devices, research of oper-
ating systems for mobile platforms, their varieties, as well as the evolution of the most popular mobile op-
erating systems, such as Android, i0OS and their competitors, are a relevant topic that is constantly being re-
searched by leading scientists in the IT industry. The problems of implementing modern mobile operating
systems and their widespread use in all industries are most often of interest to scientists from our country
and other countries, the results of which are presented by them in numerous publications [6-12].

Main part. Mobile operating systems - these are a series of small programs or applications adapted to mo-
bile phones to provide various functions that the user can use. Since the so-called smartphones appeared on
the market, their reactivity among the population was important, so it began to be mass-produced all over the
world. The first smartphones to revolutionize the smartphone world were BlackBerrys. Outdated, currently
unsupported software platforms are presented on (Fig. 1). The most used mobile operating systems are pre-
sented on (Fig. 2).

Each company selects the type of program according to the characteristics of the cell phone. That is, de-
pending on the smartphone model, a certain type of program is placed that adapts to the conditions of this
phone. Mobile operating systems are simpler than those used in computers; a large percentage of them are
wirelessly connected.

Data processed on mobile devices also comes in different formats, such as audio, photos and videos. Some
phones do not include certain applications that are included in the software on some computers. In the case
of the Android system, in most cases it lacks programs for working with documents, photo, video editor and
other programs (Fig. 3.) [6-12].

Specialists must carefully select the programs that will be used on the various platforms that must sup-
port their functioning. The advantages of these operating systems include the ability to connect for data trans-
port, which will increase the amount of memory, and therefore enable and enhance multi-functionality and

[ SOFTWARE PLATFORMS USED PREVIOUSLY
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Fig. 1. Software platforms used previously
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multi-tasking, which requires constant updating and modification of bootable applications. Analyzing modern
mobile operating systems, we can conclude that they are uniform and similar to each other. The development
of new versions, subspecies, modifications proposed by specialists is based on their modular change of com-
ponents, similar to RAM and computer software. These components constitute a complex of operations that
individually perform different functions. So, an updated version of the mobile operating system is being built
that performs a series of operations that launch a process during which a series of processes and resources,
called modules, are activated. This allows you to optimize the tasks and increase the speed of their execution.
Modules and commands determine the sequence of actions and functionality of RAM [6-12].

These types of devices had a variety of programs and modules that allowed people to do a variety of things
that were done on computers just a few years ago. These devices work with Android and Windows systems.
On the other hand, Apple developed the i0S operating system, which was used only for the company’s devices.
It is also innovative, which allowed it to become a benchmark for other operating systems that would be de-
veloped later. The interface was fast and convenient. Thus, the versions of mobile operating systems grew un-
til we reached the ones that are currently on the global market. They offer customers optimal services where
applications and operations are very diverse and serve as a tool for work and entertainment (Fig. 4) [6-12].

The software operates locally and does not require an Internet connection. This is its advantage. Such ma-
chines can be: office servers, which can be used for software with low resource requirements; high-power
personal computers, which are actually used as servers. Larger businesses with extensive IT infrastructure
use large server machines and a staff of specialists to maintain them as computing equipment. Cloud com-
puting is the same servers, super-powerful computer machines. All hardware is maintained by technical spe-
cialists and programmers. Such clouds have many advantages for accounting programs, compared to local
servers. Like any other software, management, accounting, or other accounting systems can be stored and
administered locally or on remote servers - clouds.

With the help of the technologies available to us today, the creation of innovative tools that contribute to
effective financial management has become possible. Based on the research chosen by the authors, its pur-
pose is to analyze and improve the use of cloud technologies for accounting and optimize financial reporting
in the process of qualitative modification of cloud services. Accounting application solutions require hardware
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for storing and processing information, while server capacities - computers - are used to host automated
management and accounting systems. The server requires special placement conditions - a specially ventilat-
ed room, a staff of specialists to service it, etc.

Conclusions. The mobile application industry is rapidly developing and constantly provides new oppor-
tunities for the convenience and improvement of the quality of life of users. Mobile applications open up lim-
itless horizons for us for communication, entertainment, work and many other areas. A mobile application is
software specially designed for use on mobile devices such as smartphones and tablets. Mobile applications
have become an integral part of modern digital life and play a key role in both everyday life and business.

Main characteristics of mobile applications: Platform dependency (Mobile applications are developed
for specific mobile platforms, such as Android, i0S, Windows Phone and others. Each platform has its own
technologies and development tools); User-friendly interface (Mobile applications have an intuitive and us-
er-friendly interface designed for use on touch screens of mobile devices. They are optimized for small
screens and use gestures and touch interface for interaction); Access to device features (Mobile apps can use
various features of mobile devices such as camera, GPS, accelerometer, microphone and many others. This
allows them to provide enhanced interactivity and personalization capabilities); Download and Installation
(Users can download mobile apps from official app stores (such as Google Play for Android and App Store for
i0S) and install them on their devices). Mobile applications have become an integral part of modern life, in-
fluencing various aspects of everyday life and entrepreneurship. The role of mobile applications is important
and has a wide range of applications.

The following positive points should be highlighted: Simplification of routine tasks (Mobile applications
allow you to simplify many routine tasks such as scheduling, travel planning, financial accounting and many
others. They create an opportunity for more efficient management of time and resources); Communication
and Social Networks (Mobile applications for social networks, messengers and communication tools allow
people to stay connected even over long distances. They have become essential for messaging, communication
and sharing multimedia content); Entertainment and education (Mobile applications provide access to a vari-
ety of games, multimedia content and educational resources. They contribute to both the entertainment and
educational development of users).

In business it will be such moments as: Efficiency and Productivity (Mobile applications enable business-
es to improve efficiency and productivity. They provide access to business tools that simplify record keeping,
planning and analysis of activities); Customer Service (Mobile applications allow companies to improve cus-
tomer service by providing a convenient way to interact with and order products and services. This helps in-
crease customer loyalty); Marketing and Advertising (Mobile applications allow businesses to run marketing
campaigns and promotions. They provide tools to promote your brand and attract new customers). Analytics
and research: Mobile apps provide access to data and analytics that help businesses make informed decisions,
as well as market research and competitor analysis. All these factors demonstrate the important role of mo-
bile applications in both daily life and business, making them an important subject for further research and
development.

Research and study of the main, most common mobile operating systems are constantly in the field of view
of the requirements of modern development and rapid growth of gadgets, mediated by a rapid response to to-
day’s requirements. In addition to the above mobile operating systems, others exist, are being developed and
improved, which have limited application in certain industries.
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BUKOPHUCTAHHA IITYYHOI'O IHTEJIEKTY
Y CUCTEMAX 3AXHMCTY CEPBICIB EJIEKTPOHHOI KOMEPIIIT

Anomayis. Y cmammi po3aasaHymo nidxodu Ha OCHO8I wmy4Ho20 iHmeaekmy 04151 600CKOHA/1EHHS ICHYIOYUX cucmeM
6e3neku cepegicie esleKmpoHHOI komepyii. Pazom 3 nocmiliHo 3pocmarny4or KinbKicmio mpaH3akyill, Wo npoxodsims uepes
naamgopmu eseKmpoHHOT Komepyii, po3wupoemuvcs i nose mMoxcausocmetl 0451 amax 3/108MUCHUKIB, siKi dedasi yacmiwe
BUKOPUCMOBYIOMb | 800CKOHA/NIOIOMb A8MOMAMU308aHI cucmemu, wo imimyroms nosediHko8l WAGAOHU CNPABHCHIX
kKopucmysauis. Tpaduyilini cucmemu 6e3neku 3 8UKOPUCMAHHSAM CU2HaMyp ma CmamuyHUMU MEXAHI3MaMu 00MelHceHb
nozaxHo adanmyiwomucsi do OUHAMIYHOI 3MIHU MAKMUK 3/108MUCHUKI8 ma nompe6ytoms nodaivwiozo po3gumky. CyuacHi
cucmemu 3axucmy, IKi 6UKOpUCMOBYHMb cucmeMu Wmy4Ho20 iHmesekmy nponoHyoms nepexio 0o HenepepsHo20 aHa1i3y
nomokie nodiil y peaabHomy yaci. Lle do3eos51€ demasbHo 8idcmedicysamu 83aemModito Kopucmysa4ie 3 Cucmemor ma 84acHo
peazysamu Ha 3azpo3u. Jlidepu iHdycmpii nocmitiHo npayroioms Had po38UMKOM Yb020 HANPAMKY ma 3adaroms meHdeHyil,
Wo cmarmb cmaHdapmamu peaizayii 6e3nekosoi cks1adosoi cepsicie enekmpoHHOI Komepyii. Bcmammi makoxc okpecseHo
nepesazu nosedinkogoi Giomempii, sika dae Modxcaugicmsb Modeaogamu iHOugidyasnvHi ocobausocmi Kopucmyeadie ma
subydogyeamu cmitiki npodini 011 mouHozo 8idoKkpeMaeHHs Ae2imUMHUX cecill 8i0 He6axcaHuX. BukopucmaHnus memodis
6e3nepepeH020 MAWUHHO20 HABYAHHS MA aHAAI3y nidsuwye weudKicms 8usie/eHHs aHomaAill ceped nomokie nooditl, wo
8106y8armuvCsi 8 cucmemi.

Memodosoz2isn. Y cmammi npogedeHo aHa/i3 CyvyacHux mMemodie 8UKOPUCMAHHS CUCIMeM WMYYHO20 iHmeaekmy, ujo
MOJCYMb 6ymu 8UKOpUCMawi 0451 no6ydosu 6azamopisHesoi apximekmypu cucmemu 6e3neku.

Haykoea Hogu3Ha. Y po6omiy3az2aibHeHo cy4acHi Memodu BUKOPUCMAHHS CUCMeEM WMYYH020 iHmeaekmy 045 npomuoii
aKmyaabHUM 6e3neKo8UM 8UKAUKAM, WO NOCMAarnms neped cucmemamu 3axucmy cepeicie es1ekmpoHHoi komepyii.

BucHogku. [nmezpayis mexHo102iii wmy4Ho20 iHmeAeKmy 3 gdice iCHyIoYUMU CUCmeMamu 3axucmy cepeicie eseKkmpoHHoi
KoMepyii 3Ha4HO po3wuproe ix moxcaugocmi adanmysamucs 00 Cy4acHuUx 3azpo3. 3acmocy8aHHs WMy4yHo20 iHmesaekmy 3
niompumkot modeell HenepepsHO20 aHANI3y JAHUX CMEOPIE 36a1aHCO8AHY cmpamezil 3axucmy cepgicie eseKmpoHHoT
KoMepyii, nidguujye moyHicms 8Us18/1€HH HE6ANHCAHOT aKMUBHOCMI, BHUNCYE PIHAHCO8I BMPAMU NOCMAYAIbHUKIE hocaye ma
3MmiyH0Ee dogipy KiHyeaux kopucmysauie do cepsicie enekmpoHHOI Komepyii.

Kawouosi cnoea: wmyyunuli inmesnekm, eniekmpoHHa komepyis, iHgpopmayilina 6e3neka, nogedinkosa 6iomempisi, 3axucm,
MO00eN108AHHS.

Viacheslav KOVALEVSKY], Tetiana VAKALIUK. USE OF ARTIFICIAL INTELLIGENCE IN SECURITY SYSTEMS
OF E-COMMERCE SERVICES

Abstract. The article considers artificial intelligence based approaches for improving existing security systems of
e-commerce services. Along with the constantly growing number of transactions passing through e-commerce platforms, the
field of opportunities for malicious attacks also expands, as adversaries more and more often use and refine automated systems
that imitate the behavioral patterns of real users. Traditional security solutions that rely on signatures and static threshold
mechanisms adapt poorly to the dynamic change of attackers tactics and therefore require further development. Modern
protection systems that employ artificial intelligence suggest a move from static checks to continuous, real-time analysis of
event streams. This approach makes it possible to observe user interactions with system in detail and to respond to threats in
a timely manner. Industry leaders continuously develop this direction and set tendencies that later become common standards
for implementing the security component of e-commerce services. The article also outlines the advantages of behavioral
biometrics, which allows modeling individual user characteristics and building stable profiles for accurately distinguishing
legitimate sessions from unwanted ones. The use of continuous machine-learning and analytical methods increases the speed
of anomaly detection within the event flows occurring in the system.

Methodology. The article presents an analysis of modern methods of using artificial intelligence systems that can be
applied to the development of a multi-layered security system architecture.
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Scientific novelty. The paper summarizes modern methods of applying artificial intelligence systems to counter current
security challenges faced by the protection systems of e-commerce services.

Conclusions. The integration of artificial intelligence technologies with existing security systems of e-commerce services
significantly expands their ability to adapt to modern threats. Applying artificial intelligence with the support of continuous
data-analysis models creates a balanced strategy for protecting e-commerce services, improves the accuracy of detecting
unwanted activity, reduces financial losses for service providers, and strengthens the trust of end users in e-commerce services.

Key words: artificial intelligence, e-commerce, information security, behavioral biometrics, protection, modeling.

IloctaHoBKa npo6seMu. [locTiiiHe 36iiblIeHHS] 06'€MiB BUKOPUCTAHHS CEPBICiB eJIeKTPOHHOI KoMepiii
CYNPOBO/KYETHCSI HEBiJEMHOIO €BOJIIOIEI0 METOAIB IaxpalCcTBa i3 3a/y4YeHHSIM MPHUHUOMIB COIiaJIbHOI iH-
»KeHepii, Mepex 60TiB Ta MiApoOKU 1abJIOHIB MOBEJIHKY KOPUCTYBaYiB, 1110 B CBOI Yepry NPU3BOAUTD [0
MasioepeKTHBHOI POGOTH CUCTEM 3aXUCTY fKi 6a3yl0TbCs Ha BUKOPUCTAHI 0OMexeHb MOPOTOBUX 3HAYEHb
THX YU IHIIUX NOAIN. /i CyYacHUX CUCTeM 3axUCTy CepBiCiB eJIeKTPOHHOI KoMepIiil € HeoOXiTHUM Tepexin
Bi/i cTaTUYHOTO aHa/i3y NMoAiH 10 THy4YKoi, HenmepepBHOI 06pO6KHK MOTOKIB JJaHUX, 1110 BUHUKAIOTH MiJi 4ac po-
60TH cUCTeMH. BaK/IMBOIO CKJIa/I0BO0 TAKOIO MiJIX0/ly Ma€ Oy TH 3JaTHICTb CHCTEMH 3aXUCTY LIBU/KO BUSIB-
JISTU aHOMaJIil Ta BilOKpeMJIIOBAaTH cecii KOPUCTYBauiB Ta iHIIWK HebGakaHUH Tpadik 3 BUCOKOIO TOYHICTIO.
CrcTeMHU WITYYHOTO IHTEJIEKTY Bilirpal0Th CyTTEBY POJIb Y IbOMY IIPOLECI.

AHani3 ocTraHHIX gocaigxkeHb i my6uikaniid. [Ipo6sema 3axucty iHpopmaliiiHUX cucTeM Ta Ge3mnoce-
pelHbO cepBiciB eleKTPOHHOI KOMePpIlii, He BTpaya€ CBOEI aKTYaJbHOCTi, Ta HABNAKH NOTpeby€e MOCTIHHOTO
BUBYEHHS i po3BUTKY. Osier Kosiozi3€eB, y cBOIN po60Ti NPONOHYE BUKOPUCTAHHS aJTOPUTMIB MaLIMHHOIO
HaBYaHHA /i BUABJeHHd Iwaxpaicekux Aid [3]. Wini Penmxut (Shini Renjith) onucye Bukopucranus ic-
TOPUYHUX JAHUX KOPUCTYBauiB /sl TOOYA0BHU MOBeNiHKOBUX naTepHiB [5]. Jocaiguuku Yaur XKanr (Chang
Zhang), l0uen Xanr (Yuchen Zhang) Tta ®yain Jli (Fullin Li) npononyooTbs MeToz Mo6yZ0BU YHiKaJbHUX Xa-
PaKTEPUCTUK KOPHUCTYyBaya Ha 6as3i aHasizy Horo mabsoHiB Ha6opy TekcTy [10]. Asnok /xakkyna (Alok
Jakkula) y cBoiéi cTaTTi NpOBOAUTH aHaJIi3 3arpo3 sKi MOXYTb CYNPOBO/XYBaTHU BIPOBA/XKEHHSI CUCTEM
IITYYHOIO {HTEJIEKTy y mpoLecy pob6oTH CUCTEM eJIeKTPOHHOI KoMeplii. ABTOp 3a3Hauae, 110 He3BaXKaI0UU
Ha BCi IlepeBarv Ta IMOKpallleHHs OTPUMAaHi IpA BUKOPUCTAHHI CMCTEM ILUITYYHOIO IHTEJIeKTy, IX iHTerpa-
Lif 3 CUCTeMaMHU eJIEKTPOHHOI KoMepIil CTBOPIOE J0J4AaTKOBI PU3UKU BUTOKY YYTJIUBUX JAHUX Ta BUMarae
BcebiuHOI OLjiHKU 6e3MeKoBUX acnekTiB [6]. KoxxeH 3 fociiaHUKIB aHani3ye 1110 TpobyeMy, CIUPalOYUCh Ha
BJIACHUH [0CBij Ta cnienudiky Tiel ranysi, y sikiit Bin npautoe. [IpoBesieHui aHaii3 JiTepaTypu Ta nyoJikarin
CBiJJYUTB, 1110 MPo6IeMa BUKOPUCTAHHS CUCTEM IUTYYHOTO iHTeJIeKTY AJs1 TOOYZ0BU CUCTEM 3aXUCTY CepBi-
ciB esleKTpOHHOI KoMepliii € 6araTorpaHHO0 Ta NOTPeOYeE MOAANbIINX JOCIi/)KeHb HallpaBJeHUX Ha MOEJ-
HaHHA Pi3HUX MEeTO/iB BUKOPUCTAHHS CUCTEM LITYYHOIO IHTEJEKTY | CTBOPEHHS NPUKJIAJHUX pillleHb, 1110
BPaxXOBYBAaTUMYTb TEXHOJIOTiIYHI Ta OpraHisaniiiHi oco6/1MBOCTi po60TH CepBiCiB eJ1eKTPOHHOT KOMePIIil.

MeToOI0 JAaHOI CTATTi € OIS/, aKTyaJbHUX MeTO/IB 3a/Jy4yeHHsl CUCTeM IUTYYHOTO iHTeJIeKTY y IpoLecH
MOHITOPHHTY Ta MOJeJII0BaHHs 6e3IIeKOBUX 3arpo3 NPH No6YA0Bi cMCTeM 3axXUCTY CEPBICiB eJIeKTPOHHOI KO-
Mep1iii Ta iHpopMaIiHHUX CUCTEM 3arajioM.

Buksas ocHoBHOro mMarepiaay. CepBicu eseKTpoHHOI KoMeplLii cTasM HEBiZ'€EMHOI YaCTUHOKO Cyyac-
HOTO0 CBiTy Ta r/106a/JbHOI eKOHOMIKH. BOHM 3a6e3mevyroTh MBUAKUN 06Ir TOBapiB i MOC/IYT, 3py4YHICTh JJId
iHMBiAyaJbHUX KOPUCTYBAYiB, @ TAKOXK THYYKICTh JJIs PO3LUIMPEHHS i BeJleHHs 6i3Hecy 3arasioM. [locTifiHe
3pOCTaHHS KIJIBKOCTI OHJIallH TpaH3aKLild CYNpOBOJXKYETbCS 30iJblIEeHHSIM HeJIETITUMHOI AiJIbHOCTI, Je
0CO006JIMBO TOCTPO CTOITh Mpo6JieMa IaxpalcTBa Ta HECAHKL[iOHOBAHOIO JOCTYIy /0 NepCcoHaJbHUX Ta ¢i-
HaAHCOBUX JJaHUX KopucTyBayiB [2]. 3a gaHuMu kKoMmmnaHii Mastercard BTpaTu BiJ maxpalcbKoi AisiIbHOCTI
y cdepi eseKTpoHHOI KoMeplii nepeBuIyoTh 40 MinbapAiB foJapiB [8]. Y cBoeMy miopiyHOMY 3BiTi npucBs-
YEeHOMY BUKOPHUCTAHHIO MJIATKHUX cUCTeM y cdepi esleKTpoHHOI KoMep1ii koMmnaHis Visa 3a3Havae Big4yT-
He 3pPOCTaHHS KiJIbKOCTI IaxpalCbKUX AiH, 10 CIPUYUHAIOTh (GiHAHCOBI 36UTKH, MiAPUBAIOTh JOBIpy CIO-
’KMBayiB, a TAKOX CIIOHYKAIOTh KOMIIaHil BUTpauyaTHU 3HA4Hi pecypcy Ha 60poThbOYy 3 AisiMU 1axpaiB. ABTopU
3BiTy OLIiHIOIOTH BTpaTH KoMnaHiil y 3% piuHoro foxoay [9].

KusacuyHi MeTOAM 3aXUCTY, 1110 BUKOPUCTOBYIOTh CTaTUYHI IPaBUJja Ta pyYHUH MOHITOPHUHI, BCe YacTille
MPOSIBJISAIOTh HEJOCTAaTHIO ePEeKTHUBHICTh KOJM CTUKAIOTHCA 3i CKIaJHMMHU Ta IIBHUJKO €BOJIOLiOHYIOYHUMHU
maxpalcbKUMM cxeMaMu. [1o/ji6Hi BUK/IMKHM 36i/bIIyI0OTh TOTPe6y ¥ BUKOPUCTAHHI TEXHOJIOTIH LITy4YHOTO
iHTesIeKTYy, AIKi, y pe>XUMi peasibHOr0 4acy, 3/aTHi IPOBOAUTH aHaJIi3 BeJHUKHUX 0OCATIB JaHUX, BUABJIATH Ta
pearyBaTH Ha 3arposu [2].

BripoBa/>keHHA Ta BUKOPUCTAHHA CUCTEM LITYYHOIO IHTEJIEKTY Y AKOCTI CK/JIaJOBOI CUCTEMHU 3aXUCTy
CepBiCiB eJIeKTPOHHOI KOMepLii pO3IIMPIOE MOXKJIUBOCTI /I aBTOMaTH3alil NponeciB 3axucTy, MiJBUILYE
TOYHOCTiI BUSIBJIEHHS aHOMaJIili, 361/IblIy€e MIBUAKICTL pearyBaHHs Ta afamnTalii o HOBUX BU/IiB aTak. Bu-
KOPHUCTaHHA MallMHHOTO HaBYaHH$, NOBEAIHKOBOI'0 aHali3y /il KOPUCTYBadiB Ta NOCTilHEe BJAOCKOHAJEHHSA
METO/IB BUKOPUCTAHHSA CUCTEM LITYYHOrO IHTEJIEKTY Y CUCTeMaxX 3aXUCTy CepBiCiB eJIeKTPOHHOI KOMepLil
3a6€e3Me4y0Th NPOAKTUBHUH, THYYKUH Ta epEeKTUBHUM 3aXHUCT.
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TakuM 4YMHOM MOXKHA CTBEP/PKYBATH, 110 3aCTOCYBAHHSA CUCTEM LITYYHOIO iHTEJNIEKTY Jis1 3a6e3MedyeHHs
3aXHCTY CEPBiciB eJIeKTPOHHOI KOMepLii € He JIMILIe CYyYacHOIO TEH/EHLi€l0, a 1 HeoOXiHOO YMOBOIO 36€epe-
»KEHHS JI0BipM KopHCTyBauiB, NifTPUMKH ¢$iHaHCOBOI cTabisbHOCTI 6i3HECY Ta TOTOBHOCTI /10 HOBITHIX 6e3-
MeKOBUX BUKJIMKIB [1].

[loefHaHHA CUCTEMHU 3aXUCTY CEPBICIB eJIeKTPOHHOI KOMepIiil 3 cMCTeMaMy MAallMHHOTO HaBYaHHSA HaJla€
MOXJIMBOCTI 3 MOGYJOBU MO/JieJIel, 110 BUKOPUCTOBYIOThCS JJI1 aHaJi3y iCTOPUYHMX JAaHUX MPO TPaH3aK-
1ii Ta BU3HAYeHHI MOTEHNiHO Hebe3MeYHUX ab0 HebGaKaHUX omnepaliil. BusBieHHs aHOMautil y moBeAiHI
KOpHCTYBauiB Ta 06po6Ka BEJUKUX 06CATIB JaHUX NP0 TpaH3aKLii BiAOYBaeTbCsA Y PEXKMMIi peasbHOIO Yacy
3 I0ZAJIbIUIMM BUKOPUCTAHHAM OTPUMAHUX Pe3y/bTaTIB i BJOCKOHA/IEHHA MeXaHi3MiB 3aXUCTY, 110 MiJABU-
LIy€ 3arajJbHAM piBeHb 3aXUILEHOCTI CEPBICiB eJIeKTPOHHOI KOMepIii.

Jocnigauk Oser Kosozises, y cBOif po6OTi, MpUCBSYEHIN aAropuTMaM aBTOMAaTU30BAHOTO MAIIMHHOTO
HaBYaHHS [JIs BUSBJIEHHS IIAaXpadCbKUX Jid y MPPOBUX MIATDKHUX CUCTEMAX, JEMOHCTPYE, 110 BIPOBa-
JDKeHHs MO/[iGHUX CUCTeM Ma€ 3HAaYHi MePCNeKTUBH AJIs MiABUIEHHS TOYHOCTI BUSHAUYEHHS HeI06pOYeCHUX
omnepari# [3].

[IponoHy€eThCA BUKOPUCTOBYBATH aJFOPUTMHU 3 BUKOPUCTAaHHAM baeciBcbKol onTHUMi3alii Ta reHETUYHUX
aJITOPUTMIB [JIs aBTOMaTu3alii BUGOpY apXiTeKTypH MojeJ, rineprnapaMeTpiB AJis HaJallTyBaHHS MOJeTi
Ta BU3HAUYeHHs HAaWBaXKJIMBIIINX 3MiHHUX 3 JaHUX. HacTymHUM KPOKOM € CTBOpPEHHsS aHCaMOJiB Mojesel
JUUISL iIBULIIEHHST TOYHOCTI Ta HaJ[iIHHOCTi 06pO6KHU JaHUX.

Y pesysbTaTi NpoBeZleHUX €KCIePUMEHTIB i3 BUKOPUCTAaHHAM aJIrOPUTMIB aBTOMATH30BaHOI0 HaBYaH-
HA, aBTOp NPUUILOB 10 BUCHOBKY, 1110 BUKOPUCTAaHI aJITOPUTMU aBTOMAaTHU3allii J03BOJIAIOTh 32 KOPOTKHUH 4Yac
PO3IJISTHYTH BEJUKY KiJIbKiCTh BapiaHTIB MoJiesiel Ta CKJIaAy BXigHUX AaHuX. [l06ynoBaHUM aHCaM6Jib Mo/Jie-
Jlel 03BOJIMB BUSIBUTH [J10 85.7% maxpalcbKUX TpaH3aKLik. BogHoYac TOYHICTh BUABJIEHHS LIaXpalCbKUX
TpaH3aklIii nepebyBasa y AianazoHi 79-85% [3].

CepeJ; cyyacHUX 3arpo3 cepBicaM eJIeKTPOHHOI KoOMepLii OKpeMO BUJUISATb CTBOPEHHS | BUKOPHUCTAH-
HA MiJpOOHUX aKayHTiB KOPUCTyBaviB. /laHe SIBUILle CTA€ 3HAYHUM 0€3MeKOBUM PU3UKOM, OCKiJIbKU QeHKOBi
npodisi KopucTyBadiB 4aCcTO BUKOPUCTOBYIOTHCS [IJIsl MPOBEJEeHHS HebaKaHUX UM BiZBEPTO IMaxpanlCbKUX
omnepalii, MaHiny/IALiM 3 60HYCHUMHU MporpaMaMy, a TaKoX JJis aTak Ha iHdpacTpyKTypy koMmmaHid. Ilifg-
pPOOHI aKayHTH aKTHBHO BUKOPHUCTOBYIOTH [IJIsl MaHINy/sLid 3 peUTUHTaMM Ta BiATYyKaMH, CHOTBOPEHHS pe-
3yJIbTATIiB NOIIYKY Ta peKOMEeHJaLiMHUX CUCTEM.

[lig yac nikoBuX nepioziB 60T-Mepexi CTBOPIOIOTh THUCAYI aKayHTIB [/l CKYNOBYBAHHS MONYJSPHUX TO-
BapiB, 110 MPU3BOAUTH [0 AediUTY AJisl peaIbHUX MOKYMLiB. ¥ 3BiTi KoMnaHii Radware, 1m0 € mocTadajibHHU-
KOM NPOAYKTIB AJ151 KibepOe3neKH, BKa3yeThCs, 1110 ¥ Ce30H CBATKOBUX po3npogaxiB 2024 poky noHazn 57%
Tpadiky cepBiciB eeKTpOHHOI KOMep1ii reHepyBaJy came 60TH [4].

OpHUM 3 Ai€BUX MiAXOAIB AJI BUABJIEHHA LIaXpalCbKUX aKayHTIB KOPUCTYBadiB CepBICiB eJ€KTPOHHOI
KoMepLii € BNPOBaPKeHHsI aJTrOPUTMIB, 110 BUKOPHUCTOBYIOTb METOJ ONOPHUX BEKTOpIiB. BukopucranHa
LbOro mixoAy onucye y cBoemy pociimpkenHi llini Penmpxut (Shini Renjith) [5]. Jocaigauk npononye no6y-
JlOBY MOZieJli MallMHHOTO HaBYaHHS, 1110 6y/ie TPOBOJUTH Kacudikariito KOpucTyBaviB aHaIi3y04uu icTopud-
Hi JlaHi cepBiciB eJleKTPOHHOI KOMeplii, 30KpeMa N0Be/[iHKOBI NaTepHU KOPUCTYBayiB, TpaH3aKLilHI aHOMa-
Jiii, XapaKTepUCTHUKH KOPUCTYBALbKUX NpodiJiB, 1o 6ysin 3apeecTpoBaHi B cucreMi (puc. 1).

Jocnimkyroun nogioHy npob6saemy, Paynb [Jleko (Raoul Dekou) mpomoHye 06’ejHaHe BUKOPHUCTAHHS Jie-
KIJIBKOX MOJeJied MallMHHOTO HaBYaHHSA [AJi OTPUMaHHSA Kpallol NPpOAYKTUBHOCTI Ta TOYHOCTI pe3ysbTa-
TiB [7]. O6'egHaHA Moesb TpoAeMoHcTpyBasia F1-mipy 3i 3HavyeHHsAM (.73, 1110 BUSIBUJIOCh HAWBUIIIUM MTOKa3-
HHUKOM CepeJi MPOTeCTOBAHUX Mozesied (TabJr. 1).

306ip indopmanii o TpenyBanHs
napaMmeTpiB JIs .
NP0 KOPHCTYBa4a xnacudixanii Mozeni

TIpoTupis .
maxpaiicekiit Mopynb BUSBICHHS IaXPalChKUX J1H

aKTHBHOCTI

Puc. 1. 3anponoHoBaHuii ¢ppeiiMBOPK AJIA BUSBJIEHHS IIaXpalCbKUX aKayHTIB [5]
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T
IlopiBHAJIbHA Ta6 1ML NPOAYKTUBHOCTI MPOTECTOBAHUX MO/ eJieil MallIMHHOTO HaB‘laHH; ?;I]Huﬂ '
Mopgennb F1 TouyHicTb IloBHOTaA AUC
AutoML 0.7293 0.7206 0.7833 0.9850
Xgb 0.7134 0.7104 0.7165 0.9794
Catboost 0.7127 0.7375 0.6895 0.9809
RF 0.6810 0.7274 0.6401 0.9786

He3Ba)karoun Ha BHMCOKY TOYHICTh BM3HAYEHHS IIaXpalChbKUX aKayHTIB, Lisg Mpo6/ieMa 3aJULIAEThC aK-
Tya/JIbHOIO Ta BUMarae€ MOCTIMHOr0 OHOBJIEHHA MoJiesleld MallMHHOIro HaB4aHHA. OKpiM 11bOro NpUCyTHA 3a-
rpo3a MOMHUJIKOBOTO GJIOKYBaHHS JieraJbHUX KOPUCTYBayiB, 0COGJMBO HOBOCTBOPEHHUX, [i€ Bi/ICYyTHS /J0Bra
icTopiA BUKOPUCTAHHA.

OxpeMo MO>XHa BUJIJIMTU NEPCOEKTUBHUIN HANPAAMOK 3 BUKOPUCTAHHSA CUCTEM IITYYHOTO IHTEJNEKTY AJA
BIIPOBa/PKeHHsI MOBE/IiIHKOBOI GioMeTpii 3 6e3nepepBHOI0 ayTeHTUdiKali€er0 kopucTyBaua. lle € cyTTeBUM
B/JJOCKOHAJIEHHAM CHCTEM 3aXUCTY CEpBICiB eJIeKTPOHHOI KOMep1iil.

KoHuenuis gaHoro miaxoAy moJsisirae y HemepepBHid OLiHI YHiKaJIbHUX IAaGJI0HIB MOBEJiHKA KOPUCTY-
Baya Ta OLIHKH piBHSA A0BipHU 0 HbOro. /l0 yHiKaJIbHUX NMOBE/IHKOBUX 11Aa6JI0OHIB KOPHUCTYyBaya MOXHaA BiJ-
HECTH XapaKTep pyxiB MUILI, AUHAMIKY HAOOpY TEKCTY, IIBUAKICTD NepexoAiB Mixk cTopiHkamu Towo. Lli na-
paMeTpu MOXYTb OYTH NMOEJHAH] 3 6I0METPUYHHUMHU JJAHUMH, TAKUMH SIK PO3Ii3HaBaHHA 06JIMYYS, FOJIOCY,
Bii6UTKIB masbLiB. TAKHM YMHOM CTBOPIOETHCS YHiIKaJIbHUN NPOdiab KOPHCTYBaYa, 110 3HAYHO CIPOLILYE BU-
ABJIEHHS aHOMaJlill y Horo JigJIbHOCTI.

Y KOHTEKCTi BUKOPHCTAHHS IOBeAiHKOBOI 6GioMeTpii aJsis imeHTHdikalii KopucTyBadiB AOCHiHUKA
Yaur XKaur (Chang Zhang), FOuen XKanr (Yuchen Zhang) ta ®@ynin Jli (Fullin Li) npononytoTs MeToz no6yzo-
BU VHiIKQJIbHUX XapaKTePUCTHUK KOPUCTyBaya Ha 6a3i aHauti3y Moro mabJs0HiB Habopy TekcTy [10].

ABTOpHU BUKOPHUCTOBYIOTb MyJbTHBapiaTUBHHUE mpoiec Xoykca (Multivariate Hawkes Process) 3 ekcmno-
HEeHLIMHUM AApOM [JI9 aHaJi3y NOCHi0BHOCTENM HAaTHUCKaHHA KJaBill KopucTyBadeM. KoxxHe HaTHCKaHHA
KJIaBilll po3MIAa€ThCA K NOAIA Yy 4aCOBOMY IPOCTOPI, /e IHTeHCUBHICTb MOAIN 3a/1eKUTh Bifi monepeaHix
B3aEMOJiH.

Y cBOEMY AocaipKeHHI /151 BU3HAYEeHHS npoiecy XoyKca aBTOPH 06pasii MeTO/i BUSHAYeHHS Yepe3 yMOB-
Hy QYHKIIif0 iIHTEHCHUBHOCTI.

7 (E) = ui(t)+i_j. g, (¢t =7)dN, (%) W

Jj=1-

®opmysa 1. Onuc GyHKIIT iHTEeHCUBHOCTI BU3Ha4YeHHS mpoiiecy Xoykca [10].

Onucana Buie popmysa (bopmysa 1) 6a3yeThCs HA MPUIYIIEHHI, 0 6araTOBUMipHUM JIYHUJIbHUHI MPO-
nec € N(t) = {N,(0)}"_,, ne N(0)=0, #ioro posmipHicTb fopiBHIOE D, yMOBHa QyHKIisl iHTEHCUBHOCTI Ma€ BU-
rag A(t) = {A(t)}°_, 1, - KOHCTaHTa, 0 BU3HAYa€ iHTEHCHBHICTL BUHUKHEHHA nogik tumy i. G(t) = [gij(t)]
Pj,j=1 € DxD-BuMipHOIO MaTpHIel0 sApa 36ymKeHHs, a QYHKIiA 36ymKeHHs g/ > 0 omucye CTUMYJ MOJIH,
o BifOy/IMCA B NMOTOYHOMY j-My BUMIipi 6araToBUMipHOTro mpoiecy XoyKca Ha iHTEHCHUBHICTb mofii i-ro
BuMipy [10].

JocniiHuKM po6IATh BUCHOBKH, 110 Mpoliec XoyKca JOLiJIbHO 3aCTOCOBYBATH [JIsl CTATUCTUYHOTO OTIHCY
YaCcOBUX IOC/IiJOBHOCTEH HATHCKAHHS KJIaBilll, OCKIJIbKY HOT'0 YMOBHA iHTEHCHUBHICTB A(t) BiATBOpIOE cCaM03-
OymKeHHS 1iel aKTUBHOCTI — HMOBIpHICTb HacTaHHSA MO/ii 3pOCTa€E 0Apa3y Mic/s MonepeIHbOI Ta eKCIIOHEH-
I[iaJIbHO 3racae 3 IJIMHOM 4acy. [Ipaimooun HellepepBHO, MoJiesIb 36epirae iHpopManiiHUN 3MicT iHTepBa-
JIiB MiXK TTOAisSIMU 6€3 HeoOXiAHOCTI iX AMCKpeTH3allii, 10 KPUTUYHO BaXKJUBO JJisl BUSBJIEHHS BiXWJIeHb Ha
KOPOTKHUX YacoBUX mpoMikkax [10]. BukopucranHs nmpoijecy Xoykca MOEJHYE TOYHICTb, iHTEPIPETOBAHICTh
Ta 0GYUCIIOBAIbHY ePEeKTUBHICTB, 1110 PO6GUTH HOTO KOPUCHUM iHCTPYMEHTOM JJIsI Mi/BUILLEHHS 6€3[1eKOBUX
IapaMeTpiB CePBICiB eJIEKTPOHHOI KOMepLil.

HesBakarouu Ha BCi llepeBaru BUKOPUCTAHHSA CUCTEM LITYYHOTO IHTEJIEKTY y CUCTEMax 3aXUCTY CepBICiB
eJIEKTPOHHOI KoMepIiii, CJIiJl 3a3Ha4YUTH, 10 iX iHTerpallis y po6odi nmpouecu cepBiciB eJJeKTPOHHOI KOMep-
1ii moTpe6Gye BUBAXKEHOT0 aHaJi3y Ta JIOAATKOBHUX MePEBIpOK Ha JJOTPHMaHHs BUMOT 6e3MeyHoi 06po6KU
nmanux. Jocniguuk Anok /[xakkysa (Alok Jakkula) y cBoi#t cTaTTi migkpec/toe KpUTUYHY BaXKJIUBICTb 3aCTO-
CyBaHHS HaJ[iIHHUX 3aX0/1iB 6e3MeKH MPH 3aIyYeHHI CHCTEM IITYYHOTO iHTEJEKTY [IJIs ONPAIIOBAHHS JaHUX,
110 BUKOPHUCTOBYIOTHCSI CHCTEMaMU eJIEKTPOHHOI KoMep1iil, AKi MaloTh 6yTH MOEAHAHI 3 YiTKUMHU Ta MPO30-
PHMHM PaBUJIAMU KOHTPOJIIO IX BUKOHAHHA [6].
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BucHoBKM. Cy4acHUH 3aXHCT CHCTEM eJIEKTPOHHOI KoMepIiil noTpedye aJJanTUBHUX pillleHb, 110 B pe-
KUMIi peaJIbHOTO Yacy 3/]JaTHi MPOBOJUTHU aHaJi3 MOJINA Ta 0COOGJMBOCTEN MOBEJIHKM KOPUCTYBadiB. Buko-
PHCTAaHHS CUCTEM IUTYYHOTO iHTEJEKTY POOUTH Lie MOXK/JIMBUM Ta 3HAYHO PO3IMIMPIOE MOXKJIMBOCTI CUCTEM
3axXUCTy CepBiciB esieKTpPOHHOI KoMepIjii. 3aCTOCYBaHHS TAKOTO MiAXoAy 36iJbIIye TOYHICTb BUSBJIEHHS
aHOMaJlil, 3HMXKYE 4aCTKy XHOHMX CIpaIloBaHb i, 3aBASKUA NMPO30piil nobyaoBi Mojesel, MOJIerye ayJuT
pilleHb NPUUHATUX CUCTEMOIO 3aXUCTy Ta AOTPUMaHHA HOPMAaTUBHUX BUMOTI. B cBow depry iHTerpaunisa
MoBe/IiHKOBOI 6GioMeTpii 3 KOHTEKCTHO OLiHKOIO TPAaH3aKI[iIHHUX PU3UKIB Ta MepeKeBMM MOHITOPHUHIOM
¢dopMye MacmiTaboBaHy ¥ €KOHOMIYHO JOLiIbHY 6GaraTOpiBHEBY CUCTEMY 3aXMCTY JJISI CyYaCHUX CHUCTEM
eJIeKTpOHHOI KoMepIil. [HTerpanisa B CUCTEMM 3aXUCTy CepBICIB eJIeKTPOHHOI KOMepljii CUCTeM MITYy4HO-
ro iHTeJIEKTY Ha BCiX eTamnax MOBMHHA CYyNPOBO/KYBATHCh MONepeHIM aHaIi30M 6e3MeKOBUX PU3UKIB Ta
KOHTpOJIEM iX po6OTH.
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THE CONCEPT OF BUILDING HIGH-PERFORMANCE REAL-TIME SYSTEMS USING
THE RESIDUE NUMBER SYSTEM

Abstract. The article examines the concept of building high-performance real-time information processing systems using
the Residue Number System (RNS).

The aim of the research is to improve the performance and fault tolerance of modern computing systems through the
application of a non-positional number system, which enables parallel data processing, dynamic error correction, and adaptive
regulation of accuracy and computational speed. The work emphasizes the key properties of RNS - independence of residues,
equality of residues, and small digit length — and their impact on the performance and reliability of real-time systems.

The research methodology is based on the principles of systems analysis, number theory, computational process theory, and
systems modeling, as well as the simulation of modular arithmetic operations and error correction mechanisms. The study analyzes
mathematical models of distributing informational and control residues to optimize the balance between speed, accuracy, and re-
liability of computations. The implementation methods of modular arithmetic are considered, including adder-based, table-based,
logical, and circular-shift principles, which improve processing speed and allow single-cycle execution of computations in real time.

The scientific novelty of the work lies in the proposed methodology of dynamic redistribution of informational and con-
trol residues in RNS to ensure high fault tolerance and adaptability of the system. The study proposes the use of control residues
to maintain operability even in the case of multiple computational path failures, as well as the application of small-digit mod-
ular arithmetic to enhance speed and reduce hardware complexity. It is shown that such a structure enables the simultaneous
realization of three types of redundancy - structural, informational, and functional - which is critical for real-time systems.

The conclusions of the study demonstrate that systems based on RNS provide significant acceleration of computations
through parallel execution on independent computational paths and operand decomposition, increase reliability due to error
localization, and enable dynamic regulation of accuracy and computational speed. The implementation of such systems makes
them effective for processing large data sets, digital signal and image processing, cryptography, neurocomputing, and stream-
ing computation tasks, ensuring continuous operation even in the case of partial component failures.

Key words: Residue Number System, high-performance computing, real-time systems, fault tolerance, modular arithmetic,
parallel computing.

Amurpo KOBAJIBYYK. KOHIENIIA IOBYA0BU BUCOKOITPOAYKTUBHHUX CUCTEM PEAJIBHOI'O YACY
3 BUKOPUCTAHHAM CUCTEMMH 3A/IMIIIKOBUX KJIACIB

AHnomayis. Y cmammi po3aasHymo koHyenyito no6ydosu 8ucokonpodykmugHUX cucmem o6po6ku iHgpopmayii 8 pesxcumi
peas1bHO20 Yacy 3 BUKOPUCMAHHAM cucmemu 3aauwkosux kaacis (C3K).

Memoio po6omu € nidguujeHHs1 npodykmugHocmi ma 8idmMo8ocmilikocmi cyvyacHux 064ucaA08aAbHUX CUCMEM WLASIXOM
3acmocy8aHHs Heno3uyitiHoi cucmemu 4uc/AeHHs, sIKa 00380/1€ peajizysamu napa/esbHy 06po6Ky daHuX, JUHAMIYHY
KOpekyilo nomu/sok ma adanmueHe pezynio8aHHs1 MoOvYHocmi ma weudkodii o64ucaeHsb. Y pobomi 3pobieHo akyeHm
Ha eaacmusocmsix C3K - He3zasezxcHocmi 3anuwkie, pieHonpasHocmi ma Masnopo3psioHocmi - ma iXHbOMy 6naugi Ha
npodykmusHicmbs i HadiliHicmb cucmem peabHO20 Hacy.

Memodoo2isnn docaidxceHHsA 6a3yembCsl HA NPUHYUNAX CUCIMEMHO020 aHA/i3y, meopii yuces, meopii 064UCA08AIbLHUX
npoyecie i cucmem, a makox Ha Mo0es18AHHI MOAY/AbHUX ApUPBMemu4yHUX onepayili ma MexaHiamie Kopekyii noOMu/oK.
Y po6omi ananizyrombcsi Mamemamuyni modeai po3nodiny iHgpopmayiliHux ma KOHMPOAbHUX 3aAUWKIE 045 onmumizayii
cniggidHoweHHs Midic weudkodielo, mouHicmio ma Hadilinicmio o6uucaeHb. Poszasdarombses cnocobu peasizayii ModynbHoi
apugmemuxu 3a donomMo200 CyMAmMopHo20, MabAU4HO20, 102[YH020 MA KiAbyeso20 npuHyunis, wo 0o3eo/s€ nidsuwjumu
weudkodiro ma 3abesnevumu 00HOMAKMHEe BUKOHAHHS 06YUC/EHb Y PeaNbHOMY YACI.

Haykosa Hosu3Ha po6omu no/si2ae y 3anponoHosaHill memodoiozii duHamiuHo20 nepepo3nodiny iHgopmayiliHux i
KoHmpobHux 3aauwkie y C3K 0151 3a6e3nevenHs sucokoi eidmosocmitikocmi ma adanmugHocmi cucmemu. 3anponoHo8aHo
BUKOPUCMAHHS KOHMPOJbHUX 3AAUWKI8 015 nidmpuMKu npaye30amHocmi Hag8imv npu 8i0M08ax 0eKibKOX 064UCAHBANbHUX
mpakmie, a Makoxc 3acmMocy8aHHs MA/A0p03ps0HOI MOJyabHOI apupmemuKku 0451 nid8uujeHHs WEUIKOOII ma 3HUMCEHHS
anapamuoi ckaadnocmi. [lokazaHo, wo maka cmpykmypa 00380/5€ peaaizysamu 00HOYACHO MPU MUNU pe3epe8y8aHHs:
cmpykmypHe, iHgpopmayitive ma QyHKYIOHAAbHE, WO KPUMUYHO 0151 CUCMEM PEaNIbHO20 Hacy.

BucHosKu docaidxceHHs demoHcmpyoms, wjo cucmemu Ha ocHosi C3K 3a6e3neuytomb 3Ha4He NPUCKOPEeHHs 064UC/eHb 3d
PAXYHOK Napa/esabH020 BUKOHAHHS HA HE3A/1eXCHUX 06YUCAI08AIbHUX Mpakmax ma dekomno3uyii onepaxdis, nidsuwjyroms
HadiliHicmb 3a80sKuU JA0Kaai3ayii noMuaoK i 3a6e3nevyroms MoxcAU8ICMb OUHAMIYHO20 pe2yno8aHHS MO4YHOCMI ma
weudkodii o6uucaeHs. Peasizayiss makux cucmem pobums ix egpekmugHuUMuU 0151 06pOOKU 8EAUKUX MACUBI8 aHUX, YUuPposoi
06po6Ku cuzHaie i 306paxceHb, kpunmoepagii, Hetipokomn tomepHoi 06po6KU ma 3a0a4 NOMOKO8UX 064UC/eHb, 2apaHmMy4u
6e3nepepsHy po6omy Hagimb y pasi 4acmkosux 8idMo8 KOMNoHeHmis.

Kawuosi cnosa: cucmema 3a4uwkogux K/aacie, 8uUCOKONPOOYKMUBHI 064UC/AEHHS, CUCMeMU peaabHo20 4dcy,
gidmosocmilikicmb, MOOyAbHA apugMemuka, napaienbHi 064UCAeHHSL.
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Introduction. The rapid development of digital technologies and the growing volumes of data to be
processed impose new requirements on the architecture and performance of computing systems. In the
period of 2020-2025, a key trend in computing has been the integration of artificial intelligence methods,
Internet of Things (IoT) systems, and real-time stream data processing. Such systems must ensure high
performance, scalability, and fault tolerance, since delays or errors in information processing can lead to
critical consequences - from failures in industrial complexes to risks for the security of cyber-physical
systems [10].

Traditional approaches to performance improvement rely on parallel and pipeline architectures, multicore
processors, and algorithm optimization. However, they do not always allow effective problem-solving under
the constraints of real time and increased reliability requirements [3]. This issue becomes particularly acute
in areas where failure or error is unacceptable: in transportation systems, energy, defense, financial technolo-
gies, and healthcare [4].

One of the promising directions for building high-performance systems is the use of the Residue Number
System (RNS) as the basis for arithmetic computations. The non-positional nature of RNS provides natural
parallelism in executing operations, reduces the risk of error accumulation, and enables the development
of fault-tolerant algorithms for digital information processing. In addition, the application of RNS makes it
possible to optimize addition, multiplication, and comparison operations, which is especially important in
real-time applications.

The relevance of the study lies in the need to develop new conceptual approaches to building high-perfor-
mance real-time computing systems that combine speed, scalability, and fault tolerance. The use of RNS in this
context opens opportunities for creating next-generation architectures oriented toward working with large
streams of digital data and mission-critical computations.

The purpose of the article is to substantiate and develop the concept of building high-performance re-
al-time systems using the Residue Number System, which will improve the efficiency of digital information
processing and ensure a specified level of reliability and fault tolerance under modern challenges [1; 6; 7; 8].

Problem statement of the research. Modern information technologies are characterized by the rapid
growth of data volumes that must be processed in real time. This concerns a wide range of domains - from in-
dustrial automation systems and traffic management to high-frequency financial transactions, cybersecurity,
medical monitoring systems, and intelligent [oT devices. Under such conditions, the primary requirements for
computing systems become high performance, scalability, and fault tolerance [1; 5].

Traditional methods of improving performance, such as expanding hardware resources, using multicore
processors, pipeline architectures, or distributed computing, have largely exhausted their potential. Moreover,
their application is often complicated by high energy consumption, increased hardware costs, and synchro-
nization constraints of parallel data streams. For real-time systems, where even millisecond delays can have
critical consequences, these drawbacks become decisive [2; 4; 5].

Another significant challenge is ensuring the reliability of computations. In cases where data processing
is performed with minimal latency, even a minor error or failure can cause the entire system to malfunction.
Traditional approaches to error control (such as computation duplication, error-correcting codes, or hard-
ware redundancy) increase the complexity of the architecture and resource consumption, which negatively
affects efficiency [2; 3].

In this context, the RNS offers an alternative approach to organizing arithmetic computations. Due to its
non-positional nature, RNS enables natural parallelism: operations on numbers in different moduli are per-
formed independently, which significantly increases performance. At the same time, this approach prevents
intermediate result overflow and reduces the likelihood of error accumulation [4].

Accordingly, the research problem lies in creating a conceptual model and architecture of high-perfor-
mance real-time systems based on RNS that will provide:

- increased speed of digital information processing through natural parallelism [4];

- guaranteed reliability and fault tolerance of computations;

- scalability for working with large data streams;

- integration with modern hardware and software platforms.

Solving this problem has important theoretical and practical significance for the development of next-gen-
eration computing systems capable of operating under the challenges of the digital economy and global digital
infrastructure.

Literature Review. The literature review indicates that RNS are considered one of the most promising ap-
proaches for building high-performance and fault-tolerant computing architectures. Contemporary research
primarily focuses on three key aspects: computational performance, reliability and redundancy, and issues re-
lated to integration with real-time systems [1-3; 6; 7].
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The enhancement of performance and optimization of hardware resources in RNS has been actively stud-
ied in recent years. Works [2; 3] dedicated to the hardware implementation of the reverse transformation
from RNS to positional number systems demonstrate that the use of specialized sets of modules, in combina-
tion with the Chinese Remainder Theorem or mixed radix methods, can significantly reduce latency and hard-
ware costs [9]. Furthermore, research on methods for constructing module sets, such as the use of diagonal
functions, shows that appropriate module selection can substantially improve computational efficiency. No-
tably, experiments on the application of RNS in highly parallel environments, particularly on GPUs [8], reveal
that the large number of independent operations allows for significant acceleration in tasks involving large
data sets [4].

Another important research direction concerns the reliability and fault tolerance of RNS [8].
Works [7; 9; 10] in this area emphasize that the inherent redundancy of the residue number system can be
leveraged to build fault-tolerant architectures. Special attention is given to the concept of dynamic redundan-
cy, which allows the level of fault tolerance to be adjusted depending on system operating conditions, thereby
balancing resource consumption and reliability. Comparisons of reliability models for RNS and traditional bi-
nary systems show that, in certain scenarios, RNS can provide a higher probability of fault-free operation with
lower hardware costs. This is particularly relevant for critical real-time systems.

At the same time, the literature notes several challenges that hinder the widespread adoption of RNS.
Among the most complex tasks are magnitude comparison, sign determination, division, and reconstruction
of numbers from residues [10; 11].

A separate line of research focuses on integrating RNS into high-performance real-time systems [3; 6; 12].
The use of FPGA [3], GPU [9; 10], and ASIC [11] technologies is considered a means to practically realize the
potential of residue number systems in tasks such as digital signal processing, streaming data processing, and
machine learning components. Interest is also growing in adaptive systems capable of dynamically modify-
ing redundancy or reservation parameters depending on current operating conditions. This approach allows
achieving the necessary balance between performance, energy efficiency, and fault tolerance [8; 9].

Thus, the literature highlights the significant potential of residue number systems in building high-per-
formance and fault-tolerant real-time systems. At the same time, several fundamental and applied challenges
remain, the resolution of which will pave the way for their widespread adoption in critical domains where
speed, accuracy, and operational stability are crucial.

Methods of Research. The research methods are based on the principles of systems analysis, number the-
ory, and the theory of computational processes and systems. To analyze the performance and fault tolerance
of high-performance real-time systems, the foundations of computer architecture design and the principles of
hardware component organization were applied. For the formalization and analysis of parallel data process-
ing, approaches from the theory of computational processes were employed, allowing the evaluation of the
temporal characteristics of arithmetic operations and the provision of guaranteed performance bounds [1; 6].

Presentation of the Main Research Material. High-performance real-time information processing sys-
tems are critically important in modern computing environments, where delays and failures can have irre-
versible consequences for control systems, telecommunications, medical equipment, and autonomous com-
puting platforms. Achieving high performance while simultaneously ensuring reliability and fault tolerance
requires a specialized numeric representation in the form of a RNS. In this system, a number 4 is represented

n+k,

as a set of residues over a modular set {m,};";"
A=(a,a,...,q,...,a,,)(modm,),i=1,...,n+k,

where n is the number of information modules carrying the main computational data, and k is the number of
check modules that provide redundancy and error correction. This structure defines the key properties of the
RNS: residue independence, residue equivalence, and low-digit residues, each of which confers specific advan-
tages in high-performance real-time systems [7].

Residue independence allows computational pipelines to be built as modular, autonomous subsystems that
can operate in parallel without mutual interference. This ensures a high degree of parallelism in computations,
which, in real-time systems, reduces latency and increases the throughput of the computing system [8]. The ex-
ecution time of operations in such a system is determined by the largest modulus among the selected set:

T0p~ max_(mi)'
1
where TDP is the execution time of the arithmetic operation defining the performance of the specific computa-

tional pipeline. Localizing errors within a single pipeline eliminates the “error propagation” effect characteris-
tic of classical positional number systems, thus enhancing computational reliability [8].
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Residue equivalence allows for the dynamic replacement of a non-functioning pipeline operating with
modulus m;, with another pipeline using modulus m; (i # j) without stopping computations. This property
implements the principle of graceful degradation: if several computational pipelines fail, the system continues
calculations with reduced precision while maintaining operational capability. Mathematically, this can be ex-
pressed through a new distribution of modules:

n'+k'=n+k=const,n'<n, k' >k,

where n’ and k' are the new numbers of information and check modules, respectively. Reducing the number
of information modules n' increases computational speed, while increasing the number of check modules k'
enhances reliability. To improve accuracy, the redistribution is performed conversely:

n"'+k"=n+k=const,n" >n,k'" <k,

which increases result accuracy by reducing redundancy, slightly decreasing execution speed but providing
more precise outcomes. Such dynamic adaptation allows the system to adjust to specific real-time task re-
quirements, balancing speed, accuracy, and fault tolerance [8; 9].

Low-digit residues are another important characteristic of the RNS. They allow a reduction in the hard-
ware resources of computational pipelines and increase their reliability. Additionally, they enable arithmetic
operations to be implemented using table-based arithmetic, where the result of a modular operation can be
obtained practically in a single clock cycle. Formally, addition and multiplication operations in RNS can be rep-
resented as:

C=(AxB)modm,i=1,...,n+k,

D=(A;B)modm,i=1,...,n+k,

where A, B,,C,, D; are the residues of the respective numbers. The inverse transformation from RNS to a posi-
tional number system is performed using the Chinese Remainder Theorem:

A= [Zn:aiMiMilJ modM, M = f[m,.,

i=1 i=1

where M, = % , and MI.’1 is the multiplicative inverse of m, modulo. Thanks to parallel processing of resi-

dues, the execution time of operations is reduced to the maximum of the execution times for individual mod-
ules, which significantly enhances performance compared to the classical binary system.

The combination of residue independence, equivalence, and low-digit representation in RNS enables the
implementation of high-performance systems with the following advantages [7; 9]:

- parallelization of computations at the operand decomposition level;

- spatial separation of data elements with the possibility of asynchronous processing;

- single-cycle execution of modular operations in the table-based variant;

- efficient detection and correction of errors during computations;

- dynamic addition of small redundant blocks to increase fault tolerance;

- rapid reconfiguration of computational structures;

- reduced computational complexity for specific classes of tasks;

- elimination of the error propagation effect in modular pipelines;

- adaptability for real-time diagnostics of blocks and nodes.

The use of RNS is particularly effective for classes of tasks that are traditionally resource-intensive in
positional number systems, such as cryptography and modular transformations, digital signal and image
processing, high-bit integer data processing in real time, vector and matrix processing of large data arrays,
neurocomputing, optoelectronic table-based processing, fast Fourier transform algorithms, and other
parallel computational tasks. For such tasks, the execution time of modular operations is determined by the
number of information modules n, while reliability is determined by the number of check modules k, enabling
adaptive management of the balance between accuracy and fault tolerance.

Special attention is given to the dynamic reconfiguration of information and check modules during
computations. When higher speed is required, the system can reduce the number of information modules n
and increase the number of check modules k, thereby maintaining fault tolerance. Conversely, when higher
accuracy is needed, n can be increased while k is reduced. This adaptation implements the principle of
hardware-software flexibility, allowing the system to remain effective in real-time conditions despite changing
workload characteristics or computational requirements.
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Mathematically, the minimum code distance d__, which characterizes the error-correcting capability of the
code, is defined as:
n+k

> (a-b)MM,™

1=1

d_,.=min modM,

i#]j

where a, b, are the residues of two distinct numbers. Increasing the number of check modules or adding
new modules with larger moduli m, increases d__ , directly enhancing error correction capabilities and im-
proving system fault tolerance. In real-time conditions, this allows “on-the-fly” error correction without inter-
rupting computations, which is critical for control systems and streaming data processing.

Furthermore, RNS enables efficient implementation of modular arithmetic through various methods: the
adder-based method (for low-digit modules), table-based method (using precomputed ROM tables), direct
logic method at the level of Boolean functions, and circular shift method for registers. This provides a wide
range of architectural solutions depending on requirements for speed, power consumption, and hardware
complexity [2; 9].

Overall, the application of RNS in high-performance real-time systems allows the creation of computation-
al structures that combine parallelism, adaptability, high reliability, and dynamic error correction capability.
Such an architecture enables efficient processing of large volumes of data at high speed and guarantees con-
tinuous operation even in the event of partial component failures. This makes RNS a promising tool for build-
ing modern real-time computing systems capable of solving complex tasks in digital information processing,
cryptography, neurocomputing, and streaming computations.

Conclusions. The conducted research has shown that the use of the RNS is an effective approach for build-
ing high-performance real-time information processing systems. The main advantages of this approach are
determined by the properties of RNS: independence, uniformity, and low-digit residues. Independence of res-
idues allows parallel data processing at the level of modular computational units, significantly increasing the
system'’s speed and throughput. Uniformity of residues provides the ability to dynamically replace failed units
without stopping computations, implementing the principle of graceful system degradation, which is critical
for real-time systems. Low-digit residues reduce the hardware complexity of units, enhance the speed of oper-
ations, and enable efficient error correction during computations.

Analysis of arithmetic operations in RNS has shown that execution time is determined by the largest
modulus among the chosen set, while system accuracy and reliability can be dynamically adjusted through
redistribution of information and check modules. This approach allows adaptive balancing between speed,
accuracy, and fault tolerance depending on the specific task requirements, which is a key factor for real-time
systems.

Moreover, RNS enables single-cycle execution of modular operations using table-based arithmetic, ad-
der-based, logic-based, or circular-shift implementation principles, making these systems versatile for various
architectural solutions. Due to these properties, RNS is effectively applied for processing large data arrays,
digital signal and image processing, cryptographic computations, neurocomputing, and other tasks requiring
high performance and fault tolerance.

Thus, the concept of building high-performance real-time systems based on RNS allows combining paral-
lelism, adaptability, high reliability, and dynamic error correction capability. Implementing such systems en-
sures continuous computations even in the event of partial component failures, increases system performance
and flexibility, making this approach promising for modern real-time computing platforms across various
fields of science and engineering.
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OI/IA/J TA MPOMNO3ULIA ONTUMI3ALII ONITUMA/JIbHUX KOHdJIFYPAu}ﬁ
AJ11 ABTOMATH30BAHOI'O TECTYBAHHA BATATOKOMIIOHEHTHUX IH®OPMALIMHUX CUCTEM

AHnomayis. Y cmammi npoanasizogaHo cyyacHi nioxodu do su6opy onmumaabHux KoHgizypayitl 015 agmomamu3o8aHo-
20 mecmygaHHs 6a2amokoMnoHeHmHux iHgopmayiiinux cucmem (IC), wo € ocHogoro gyHKYyioHarbHOCMI Yugposux niam-
¢opm. BusnaueHo Kaouo8i noHssmmsi: KoHgizypayis sik Kom6iHayisi napamempie (8epcii npoepamHozo 3a6e3neyeHHs, 6a3u
daHux, 6paysepu), onmumanbHa KoHpizypayist Ik MiHIMAAbHUT HAGIp KOMOIHAYIT 0151 noKpumms KpUmu4HuUx cyeHapiie 3a
YMo8 0bMediceHHs1 pecypcis, 6azamokomnoHeHmHa IC sk CyKynHicmb 83aEMON08°13aHUX KomMnoHeHmie (pponmend, 6ekeHo,
API, 6a3u daHux).

Memoto docaidzceHHs € OYIHKA CYHacHux Memodie ma cmeopeHHsl IHmez2po8aHo20 nidxody, ujo noedHye KOM6IHAMOPHI
Memoodu, zeHemuyHi aszopummu ma CI/CD das asmomamu3sayii subopy koHgieypayitl y peaabHoMy 4daci.

Memo0do.102i51 00cAi02#CeHHSA BKAOUAE cuCMeMamuyHUll 024510 Aimepamypu 3a 0CMaHHi 5 poKie, nopisHAAbHUL aHAAI3
i3 suKopucmaHHiM 8azo8ux KoegpiyicHmis (kiabkicms mecmis, nokpummsi cyeHapiie, adanmuegHicms, inmezpayis 3 Cl/CD,
pecypcu), mamemamu4He M00ea08aHH ma anpobayiro Ha npukaadi xmapHux naamgopm i cucmem esekmpoHHOT Komepyii.

Haykoea Ho8U3Ha no/isi2ae 8 po3pobyi iHmezposaHo20 nioxody, Akull CKopouye Kiabkicmb mecmie do 5-10% 8id noeHoz20
Ha6opy (Hanpukaad, i3 243 do 12-24 kongizypayili das cucmemu 3 5 napamempamu), 3abesneuyrouu npu yvomy 90-95%
nokpummsi KpumuyHux cyeHapiie ma sucoky adanmusHicms 00 3MiH KOMNoHeHmi8. YHikaabHicmb nioxody — inmezpayis 3
CI/CD-npoyecamu ma 8UKOPUCMAHHS 80208020 AHAI3Y 0151 BUGOPY ONMUMANbHUX KOHi2ypayill.

BucHoeku. 3anponoHosaHutl nioxid 00360151€ onmumizygamu mecmy8aHHs 8 yM08aX CKAAJHUX IC, nOEOHyHOUU MOYHICMb
KOMOIHamopHux memodis, efpekmusHicmb 2eHemuyHux as12opummie ma asmomamu3sayiro Cl/CD. [lepcnekmusu nodaabuwiux
docnidxceHb — sukopucmaHs LI 015 npozHo3yeaHHs depekmis | asmomamu4Hull aHA1i3 pe3y1bmamie mecmyeaHHs.

Kawouosi cnoea: asmomamuzosare mecmygauHsi, 6a2amokoMnoHeHmHi iHgpopmayitini cucmemu, onmumanvHi Kougiey-
payii, Pairwise Testing, ezenemuyni anzopummu, CI/CD.

Kyrylo KOKHAN, Oleksii TKACHENKO. INFORMATION TECHNOLOGY FOR OPTIMAL CONFIGURATION
SELECTION IN AUTOMATED TESTING OF MULTICOMPONENT INFORMATION SYSTEMS:
REVIEW AND PROPOSAL

Abstract. The article analyzes modern approaches to selecting optimal configurations for automated testing of multi-
component information systems (1S), which are the basis of the functionality of digital platforms. Key concepts are defined:
configuration as a combination of parameters (software versions, databases, browsers), optimal configuration as a minimum
set of combinations to cover critical scenarios under resource constraints, multi-component IS as a set of interconnected
components (frontend, backend, API, databases).

The objective of the study is to evaluate current methods and create an integrated approach that combines combinatorial
methods, genetic algorithms, and CI/CD to automate configuration selection in real time.

Methodology includes a systematic review of the literature over the last 5 years, comparative analysis using weighting
factors (number of tests, scenario coverage, adaptability, integration with Cl/CD, resources), mathematical modeling, and
testing on the example of cloud platforms and e-commerce systems.

The scientific novelty lies in developing an integrated approach that reduces the number of tests to 5-10% of the full set
(for example, from 243 to 12-24 configurations for a system with 5 parameters), while ensuring 90-95% coverage of critical
scenarios and high adaptability to component changes. The uniqueness of the approach is integration with Cl/CD processes
and the use of weight analysis to select optimal configurations.

Conclusions. The proposed approach allows optimizing testing in complex IS environments, combining the accuracy of
combinatorial methods, the efficiency of genetic algorithms, and Cl/CD automation. Prospects for further research include the
use of Al for defect prediction and automatic analysis of test results.

Key words: automated testing, multi-component information systems, optimal configurations, Pairwise Testing, genetic
algorithms, Cl/CD.
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IlocTaHoBKa npo6seMH. CyvyacHi 6araTokoMnoneHTHi iHpopmaniiiHi cucremu (IC), Taki ik xMapHi niat-
dopmHy, cucTeMHU eJIeKTPOHHOI KOMeplii YU MiKpoCepBicHI apXiTeKTYpH, XapaKTepU3yThCs] BUCOKOIO CKJIA/]-
HICTI0 Yyepes3 BeJIUKY KiJIbKiCTb B3aEMOIOB’si3aHUX KOMNOHEHTIB (poHTeH[, 6ekeH A, 6a3u ganux, API), ko-
KeH i3 AKUX MOXKe MaTH pi3Hi Bepcii, mpaIoBaTu B pi3HUX cepeoBUIIAX (JIoKaibHe, production) i 3ayexaTu
Bii 30BHIiLIHIX mapaMeTpiB (6pay3epu, 6a3u JaHux). lle TpU3BOAUTH [0 CTPIMKOIO 3pOCTaHHS KiJbKOCTI
TecTOBUX KoHiryparii, o po6UTh IX NOBHEe TeCTYBaHHS HEMOX/JIMBUM Yepe3 0OMeKeHHs Jacy Ta pecyp-
ciB [6]. Hanpukaag, cucteMa 3 5 napameTpaMu 110 3 3HaueHHs KoxeH Mae 3° = 243 koHdirypauii, o yckaz-
HIOE 3a0e3IeUyeHHs KOCTi MporpaMHoro 3abe3neyeHHs 6e3 aBToMaTu3allil. Psj cydacHux iHCTpyMeHTIB, 30-
KpeMa 3aCHOBAHHUX Ha METO/aX UITYYHOIO iHTeJeKTy, He 3aBXK/H JlooMara€e BUPIUTHU 110 npobsemy [12].
HeoOxizHicTb cTBOpeHHS epeKTUBHUX METO/iB BUGOPY ONTUMa/JbHUX KOHIrypaniii i1 aBToMaTU30BaHO-
ro TECTYBaHHA € aKTYaJIbHUM 3aBJaHHsM, IKe IOTPeOye NOEJHAHHS BUCOKOTO NIOKPUTTS KPUTUYHUX CLieHa-
piiB, MiHiMa/IbHOI KiJIbKOCTI TeCTIB i aflanTUBHOCTI J10 3MiH cucTeMu [1].

AHasi3 ocTaHHIX gocaigKeHb i my6aikaniid. [I[po6sieMu TecTyBaHHS 6araTOKOMNOHeHTHUX [C akTUBHO
JIOCJTI/KYIOThCSI B HAYKOBiH JliTepaTypi. PyuyHuil Bubip koHdiryparii € nomupeHuM y HEBEJIMKHUX TPOEKTAX,
aJsie oro epeKTUBHICTb 3HMXKYETHCS 31 3poCcTaHHAM ckJagHOCTI IC yepe3 cy6’eKTUBHICTD i TPYAOMICTKICTb.
Komb6inaTtopHi MeToau, Taki sik Pairwise Testing, cCKOpouyOTh KiJIbKiCTh TECTiB IIJISIXOM MOKPUTTS BCiX map
3HayeHb apaMeTpiB, 10 03BoJsI€E BUABUTHU 10 85-90% medekTiB, BUKJIMKAHUX B3aEMO/I€I0 ABOX MMapaMe-
TpiB [6; 10]. Orthogonal Arrays 3a6e3neuytoTb 36alaHCOBaHe MOKPUTTS, ajle IX reHepalis ckiazgHima [9].
leneTuuHi anroputmu (['A) 3acTOCOBYIOThCA AJis1 ONTUMI3allil BUG0pYy KoHirypauiil masxoM iTepaTUBHOTO
MOUIYKY, OfIHAK BOHU MOTPEeOYIOTh HAJMALITYBAaHHS NapaMeTpiB i MaloTh o6MexeHy iHTerpariito 3 CI/CD [13].
MeToaun Ha ocHOBiI MamMHHOro HaBuaHHsA (ML) mporHosyoTe npo6seMHi KoHOirypauii, aje noTpebymThb
3HAYHUX 00CATIB JJaHUX i 06YMCII0BaIBHUX pecypciB [11; 4; 12]. ¥ Hu3Li AocaiakeHb TPONOHYIOTh MOEJ-
HyBaTU KoMb6iHaTopHi MeToau 3 ['A uu ML, ogHak Taki nixoau pifko BpaxoBYIOTb MOBHY aBTOMaTH3allil0
B CI / CD-nponecax [1; 3; 2]. [lutanHsd iHTerpanii komb6iHaTopHuX MeToAiB i3 'A Ta CI/CD 3anuinaetscs Hefo-
CTaTHbO AoCaimKeHuM [7].

MeTo0 JaHOI CTATTi € OLIIHUTH Cy4YacCHi MiIX0/AU 11010 BUOOPY ONTUMaIbHUX KOHIrypanin A/1s1 aBTomMa-
THU30BAHOI'0 TeCTyBaHHs 6AaraTOKOMIIOHEHTHUX iHPOpMaLiiHUX CUCTEeM Ta 3alpONOHYBaTH iHTeIrpOBaHUM
MiAXiJ, CIpsIMOBAaHUM Ha ONTUMI3allil0 NapaMeTpiB aBTOMaTU30BAHOTO TECTYBAaHHS.

BuksiaZ, OCHOBHOro Marepiaay. MaTtepianu Ta Metonu pociimpxeHHs. JocmikeHHs 6a3yEThCA Ha aHa-
J1i3i HayKOBOI JliTepaTypHu 3 KOMOIHATOPHOTO TECTYBAaHHS, FTEHETUYHHUX aJIFCOPUTMIB Ta MeToZiB ML. Bukopu-
CTaHO KOoMbiHalio koMbiHaTopHUX MeToiB (Pairwise Testing, Orthogonal Arrays), reHeTUYHUX aITOPUTMIB
Ta iHTerpauito 3 Cl/CD-naiiniaiinamMu. /|Jis mOpiBHAJILHOTO aHasli3y 3alpoONOHOBAHO Habip BaroBux koedi-
I[i€EHTIB, BU3HAYEHHX HAa OCHOBI oIy HayKoBUX pobiT [1-13], AocBigy aBTOpa Ta eKclepTiB y raayasi, mo
Jl03BOJIMJIO KOPEKTHO OLIHUTH NPAaKTUYHY 3HAYYIIICTh KOXKHOT0 napameTpa. C/Ii/i 3a3Ha4UTH, 1110 BaroBi Ko-
edinieHTH MOXKYTb 6YTH 3MiHEHI 3a/1eXKHO BiJl KOHKPEeTHUX 3aBJaHb TeCTyBaHHsA. Hanpukiaz, ajs ¢iHaHco-
BUX CUCTEM MPIOPUTETHUM € OKPUTTS KPUTUYHUX ClleHapiiB, a [IJisT BUCOKOHABaHTaXXeHUX cepBiciB - edek-
TUBHICTh BUKOPUCTAHHA pecypciB. Matepiasamu € TexHiuni cnenudikanii, UML-giarpamu, koHoirypaniiiai
¢daitum (JSON, YAML) Ta BUMOrY 0 TPOAYKTUBHOCTI peajbHUX 6araTokoMnoHeHTHUX IC, Takux K XMapHi
J1aTPOPMH Ta CUCTEMHU eJIeKTPOHHOI KoMepIiii. MeToAu BK/II0Yal0OTh MaTeMaTUYHe MOJle/II0BaHHS IPOCTO-
py kKoHbirypauii, ontTumisarito 3a iHTerpaJTbHUM KPUTEPIEM Ta CTATUCTUYHY 06POOKY pe3yIbTaTiB 3a J0M0-
MOTOI0 BaroBux KoeQilieHTiB.

Y akocTi MaTepiaJliB BAKOPHUCTAHO:

¢ TexHiuni cnenudikanii IC, UML-giarpamu Tta JSON/YAML-daitnu kondiryparnii;

e peanbHi npukaaau Cl/CD-npoueciB (GitLab CI, Jenkins) [3];

e iHCcTpyMeHTH aBTOMaru3alii TectyBaHH# (Selenium, Postman, JMeter) [12];

e HAyKOBi po6OTH, 110 OGI'PYHTOBYIOTh ePEKTUBHICTh KOMOIHATOPHUX MiAXoAiB [6; 9; 10] Ta eBosOLiii-
HUX ajaroputmis [13].

MeToaM JOCi/PKEHHS BK/IOYAOTh:

¢ Pairwise Testing Ta Orthogonal Arrays, 1110 103BOJISIFOTH 3MEHIIUTH KiJIbKICTBb TecTiB y 8-12 pasis [6; 9; 8];

e reHeTu4Hi aniroputMu (GA), IKi BUKOPUCTOBYIOTbCS [IJ1sl onTUMI3alii Bubopy koHdirypaniu [13];

e MeTo/, BaroBux Koedil[ieHTiB, 1110 3a6e3neyye 6araToKkpuTepiasbHe OliHIOBaHHS ePeKTUBHOCTI MiJix0-
aiB [1; 4; 12].

3anponoHoBaHUMU HiAXiz M06y10BaHO Y BUIVIAJI MOAY/IbHOI cxeMH (puc. 1). Bin nepes6avae n’aTp eTamnis:

1. Modyse ananizy cucmemu. 3aiiicHioe popmastizoBaHuii 36ip iHopmanii npo komnoHeHTH IC, ix dyHKII-
OHaJIbHI 3aJIe)KHOCTI Ta KPUTUYHI clieHapii. Pe3ysbTaToM € CTpyKTypoBaHa MoJe/ib IpeAMeTHOI 06J1acTi.

2. Modysnb modenreanHs koHgizypayiti. PopMye npocTip ycix MOXK/JIMBUX BapiaHTIB Ta 3MeHIye HOTo 3a
nonomoroto Pairwise Testing i Orthogonal Arrays|[6, 9] (HanpukJaz, 3 243 go 20-30 komb6iHanii).
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Puc. 1. CTpyKTypa 3anpoOnoHOBaHOI0 NigAX0Ay

3. Modysab onmumizayii. Bukonye Bif6ip nifMHOXUHN KOHirypaniil Ha OCHOBI iHTerpaJbHOI OLiHKH, fIKa
BPaxoOBYE MOKPUTTS, Yac i pecypcu. s onTruMisalii 3acTOCOBYIOThHCS SIK KJIACU4YHI MeTOAHU (CHMILIEKC-Me-
TOJ1), TAK i EBPUCTUKU (reHeTU4Hi anroputmu) [13].

4. Modyab mecmysaHHs. IHTerpyeTbcs 3 iHcTpyMeHTaMHu (Selenium, Postman, JMeter) Ta 3a6e3mneyye Bu-
koHaHHsd Ul-, API- i HaBaHTaxXyBasibHUX TecTiB [4; 11].

5. Modysab aHanizy pesynsmamis. 36upae iHdopMalilo Npo BUsBJeH] AedeKTH U MeTPUKH MOKPUTTS.
OTpvMaHi 1aHi BUKOPUCTOBYIOTHCS JJIsI yTOYHEHHS] BaroBUX Koe®il[ieHTiB i MOBTOPHOro LUKJy ONTHUMi3a-
uii [12; 3].

[ligxig KoM6iHy€E nepeBaru KOMGiHaTOPHUX METOAIB i reHeTHYHUX aaropuTMiB [5]: Pairwise Testing 3a-
6e3nedye BUCOKY epeKTUBHICTh i3 MOKPUTTAM 85-90% fedekTiB, reHeTUYHI aJITOPUTMHU ONTHUMI3yIOTh BU-
6ip koHbirypauil i3 ypaxyBaHHSIM NPiOpUTETIB KPUTUYHUX CLieHAPiiB, a BiICYyTHICTb 3aJIeXXHOCTI Bif Besu-
KHUX JJAHUX Y CKJIQHUX 009U C/IeHb Bifipi3Hse Woro Big UI-miaxonis [4; 11].

[TopiBHAIbHUM aHasi3 migxoaiB. O6’€KTUBHE MOPIBHSIHHS METO/IiB MPOBEJIEHO 3a JJOOMOT0I0 iHTerpasib-
HOI OLliHKMU:

n
1(j)=> Wi*Pij
i=1
e Wi - BaroBu# koedinieHT mapamerpa, Pij - HopMasi3oBaHe 3HaUYeHHS MapaMeTpa A METOLY j, N — KiJb-
KICTb IIapaMeTpiB.
JlJ11 3anponoOHOBAHOrO NiJIX0/y iHTerpasibHa OL[iHKa CTAaHOBHUTb:

1=0.20-0.95+0.25-0.95+..+0.10-1.00+0.05-0.70=0.9075

OTprvMaHe 3HaYeHHS CBiJYMTH NP0 NepeBary 3alpollOHOBAHOTO MeTOJy HaJi KJAaCUYHUMH MiJX0[aMHu.
Y (Ta6.1. 1) HaBeleHO NMOPiBHsJIbHE OIiHIOBAHHS MiAXO/iB y TECTYBaHHI Ha OCHOBi BaroBux KoediieHTiB.

O6roBopeHHs pe3y/nbTaTiB. AHaJI3 TabIULi IOKA3YE:

e py4yHUH miaxiz Mae HU3bKY edekTuBHICTH (0.395) Yepe3 HaAMMIIKOBY KibKICTh TeCTiB i BiCyTHICTD
aBToMaTH3anii[9];

¢ Pairwise Testing 3abe3neuye BHCOKe NMOKPUTTS 3 MiHiMasbHOW KijbkicTio TectiB (0.8025), mo mifg-
TBepKeHo npauamu KyHa ta koser [6; 10];

¢ reHeTHYHi aJITOPUTMHU NMOKPaLLYIOTh aalTUBHICTb, a/le BUMaraloTb 3HAaYHUX 00YHCII0BAJIbHUX Pecyp-
ci [13; 1];

¢ ML-MeTOAM 1leMOHCTPYIOTh BUcOKe MOKPUTTA (0.95), ogHak 3a/1exaTh Bij BeJUKUX 06CATIB icTOpHY-
HUX AaHux [11; 4; 12];

¢ 3aNpONOHOBAHUM MiJXiJi OTpUMaB HalBUILY iHTerpabHy oLiHKy (0.9075), noefHaBLIM IepeBaru KoM-
O6iHaTOPHUX i eBOJIOI[IHHUX MeTOozAiB i3 npocToTor Cl/CD-inTerpanii [7; 3].
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Tabaung 1
IlopiBHAIBHe OLiHIOBaHHA NMiAX0/AIB y TeCTyBaHHI Ha OCHOBi BaroBux KoedinieHTiB

Mapametp w(i) Py‘{H'l/ll/l Palrwlse [eneTuyHi 111 (ML) 3al'lpOl'I.OH'0BaHI/II/I

BUGIp Testing QITOPUTMHU miaxizg
KinbkicTb TecTiB 0.20 0.10 0.95 0.70 0.70 0.95
[ToxputTa
KPUTUYHUX 0.25 0.50 0.85 0.80 0.95 0.95
cueHapiiB
AnanTHBHICTS A0 0.15 0.10 0.10 0.60 0.60 0.95
3MIH
Bukopucrans 0.10 1.00 1.00 0.70 0.10 0.70
ICTOPUYHUX JAHUX
[nTerpaunis 3 CI/CD 0.15 0.10 0.50 0.30 0.30 1.00
OGumcoBanbHi 0.10 1.00 1.00 0.60 0.20 1.00
pecypcu
Crenapmicrs 0.05 1.00 0.70 0.30 0.30 0.70
BIIPOBA/IPKEHHSA
[HTerpasbHa orjiHKa 1.00 0.395 0.8025 0.6400 0.5725 0.9075

Jocepeno: cgpopmosaHo asmopom Ha nidcmasi (Kuhn, Kacker ma Lei, 2013; Mandl, 1985; Nie ma Leung, 2011; Suafel ma
Harman, 2019; Segall ma Tzoref-Brill, 2018; Durelli, Durelli ma Endo, 2019; Grindal, Offutt ma Andler, 2005; Kuhn, Wallace ma
Gallo, 2004; Cohen, Gibbons, Mugridge ma Colbourn, 2003; Lei ma Tai, 1998).

BHUCHOBKM. Y npoteci A0cC/i/I>KeHHs 3allpONOHOBAHO iHTErpoBaHUM MiAXif, IKUM MoEAHYE KOMGiHATOPHI
MeTtoau (Pairwise Testing, Orthogonal Arrays) i3 reHeTUYHUMU aJropuTMaMu Ta iHTerpaiieto 3 Cl/CD-naii-
IJIalHaMU, € OJHUM i3 Hal6inb ePeKTUBHUX [AJ51 BUOOPY ONTHUMaIbHUX KOHirypauiil y TectyBaHHi 6a-
raToKOMNoHeHTHUX iHpopManiitnux cuctem (IC), i oMy caif npuiinutu 6iabine yBaru. Pospo6JieHi Barosi
koedilliEHTH Ta NOPiBHAJBLHUHN aHAJi3 [03BOJISIIOTh, 3 OJHOT'0 60KY, BUSHAYUTH CUJIbHI U c/1abKi CTOPOHH ic-
HYIOYUX MeToAiB (py4Hu# Bifi6ip, reHeTUuHi aaropurmy, Ull-nigxonu); 3 iHIIOro — CMHTE3yBaTH MiAXiJ, 1110
3abe3nevye BUCOKY epeKTUBHICTb, aJalITUBHICTD i MiHiMaIbHI pecypcu. BUukopucTaHHs 1bOT0 MiAXoay A03-
BOJISIE CTPYKTYPYBaTH IIPOLieC TECTYBAHHs, ONTHUMi3yBaTH BUGip KoHIrypauil i aganTyBaTucs [0 3MiH y cu-
CTeMaX, CKOPO4Y4H KiJbKicTb TecTiB 0 5-10% BiJ moBHOro Ha6opy npu 36epexxeHHi 90-95% NOKpUTTA
KpPUTHUYHUX clieHapiiB. BcTaHoBJIeHO, 1[0 cepes, fOCTiXKEHUX METO/IiB HAUOI/IbII aJalTUBHUMU € KOMGiHa-
TOpHI MeTozaY, 30KpeMa Pairwise Testing, JonoBHeHI reHETUYHUMHU AJTOPUTMAMU Ta aBTOMATHU3aLli€0 Yyepe3
CI/CD. lloganbiioro focaigxeHHs notpebye iHTerpauis LII-koMnoHeHTIB AJi NporHo3yBaHHs JedeKTiB Ha
OCHOBi 06MeXXeHUX JlaHUX, po3po6Ka MeTo/iB aBTOMaTUYHOI0 aHa i3y pe3y/bTaTiB TeCTyBaHHHA 3a JONIOMO-
IOl CTAaTUCTUYHUX MoJieslel], a TakoX ajanTalis miaxoay Ao cnenudiyHUX rasysel, Takux sk GpiHaHCH YU
iHppacTpPyKTYpHI NPOEKTH, e KPUTUUYHICTD ClieHapiiB i CK/IaZiHICTh CUCTEM BHMaralTb 0COGJIUBOI yBaru.
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COGNITIVE ASPECTS OF UX DESIGN IN ENSURING THE USABILITY OF WEB RESOURCES

Abstract. Web resource usability today is largely defined by the extent to which cognitive mechanisms of human perception,
memory, and decision-making are respected in design solutions. While traditional UX frameworks emphasize visual clarity
and interaction efficiency, they rarely formalize cognitive aspects as measurable design checkpoints. This gap necessitates the
development of new approaches that directly integrate cognitive ergonomics into digital environments.

The aim of the article is to investigate the cognitive aspects of UX design as a foundation for ensuring the usability of web
resources, with the aim of developing an authorial methodology that integrates psychological principles, design heuristics, and
adaptive mechanisms.

The scientific novelty of this paper introduces an authorial methodology called Cognitive Flow UX (CF-UX), conceived
as a structured system for embedding cognitive ergonomics into digital environments. The CF-UX model is based on five
interdependent dimensions - perception clarity, working memory load, decision latency, error anticipation, and motivational
feedback - which together form a diagnostic matrix for identifying usability gaps. Unlike generic heuristic evaluations, the
CF-UX approach operationalizes these dimensions into design interventions such as chunked navigation pathways, adaptive
prompts, predictive error recovery modules, and reward-driven feedback loops.

The conclusions show that the study introduced and validated the CF-UX methodology across e-learning, e-government,
and e-commerce platforms, demonstrating measurable improvements: task completion time decreased by 22-35%, error
frequency fell by up to 40%, and user satisfaction (SUS scores) increased by an average of 18 points. These results prove that web
usability cannot be ensured solely through visual or technical optimization but requires alignment with cognitive mechanisms of
perception, memory, and decision-making. The main contribution of this research is threefold: operationalizing cognitive science
constructs into measurable design levers, offering a replicable evaluative framework for systematic usability optimization, and
demonstrating applicability across diverse domains, ensuring cognitive sustainability, inclusivity, and long-term engagement.

Key words: user experience, cognitive flow, usability, web resources, design methodology, cognitive ergonomics, task
efficiency, error reduction, motivational feedback.

Cuixama KYIMH. KOTHITUBHI ACHEKTH UX-AU3AMHY Y 3ABE3NEYEHHI 3PYYHOCTI
BUKOPHUCTAHHA BEBPECYPCIB

AHomayis. F03a6inimi eebpecypcie cb0200HI 3HAYHOK MIPOK BUHAYAEMBCS MUM, HACKIALKU Y NPOEKMHUX PIWEHHSIX
8pax08aHi KO2HIMUBHI MeXAHI3MU I00CbK020 cnpuliHsimmst, nam’smi ma nputinamms piwens. Tpaduyitini UX-gpetimeopku
po6asiMb aKyeHm Ha 8i3yaavHill 3po3yminocmi ma egpekmusHocmi 83aemodii, npome pidko gopmanizyroms Ko2HIMueHi
acnekmu sk UMIPOBAHi KOHMPOAbHI Mouku du3atiny. [[s npozanuHa 3ymos1r0e nompeby y po3pobaeHHi Hosux nidxodis, siki
6e3nocepedHbo iHMe2pymb KOZHIMUBHY ep20HOMIKY 8 yu@dposi cepedosuuya.

Memoio cmammi € docaidxceHHs1 koeHimusHux acnekmis UX-dusaliHy sik ocHosu 3a6e3neyeHHs 103abiaimi sebpecypcis
3 nodasbwor po3pobko asmopcbkoi mMemodosozii, Wo NnoeOHYe Ncuxo02ivHi npuHyunu, du3aliHepcvki eepucmuku ma
adanmueHi MexaHizMu.

Haykoeolo HO8U3HOIO € npedcmasseHa asmopcbka Memodosozisi Cognitive Flow UX (CF-UX), pospobsaeHa sk
CMpYKMypoe8aHa cucmema 0s1 8npo8adiceHHs: KoeHimugHoi epeoHoMiku y yugposi cepedosuwja. Modesw CF-UX rpynmyemucsi
Ha n’smu 83aEMON08’SI3aHUX GUMIPAax - uimKocmi chpuliHAmms, HABAHMAXCeHHI po6ouoi nam’sami, sameHmHocmi
nputiHamms piweHs, nepedbayeHHi NOMUA0K Ma MOMUBAYIIHOMY 380pomHOMY 38’A3Ky. CykynHicms yux napamempie popmye
diazHoCMU4Hy Mampuyro 0151 8Usi8/1eHHS Npobaem 3abiaimi, Ha 8idmiHy 8id 3a2a1bHUX e8pUCMUYHUX OYIHI08AHY, nidxid CF-UX
onepayioHa.i3ye 3a3HaveHi UMipu y 8u2/150i KOHKpemHuX du3atiHepcbKux iHmepeeHyill, makux sik cezMeHmosaHi Hasizeayitii
waaxu, adanmusHi niokasku, Mody1i npo2HO3HO20 8IOHOB/1EHHS NICASI NOMUNOK ma MomueayitiHi 380pomHi nemai.

BucHogku nokasyloms, wo memodoaozito CF-UX 6ysn0 anpo608aHo y mpboX KOHMeKcmax — e/eKmpoHHe HA84YAaHHS,
e/leKmpoHHe ypsdy8aHHs ma eAeKmpOHHA Komepyis. Y ecix eunadkax 3agikcosaHo cymmesi NOKpaujeHHs: 4ac UKOHAHHS
3a80aHb ckopomuecsi Ha 22-35%, wacmoma nomusok 3meHwuaacss 0o 40%, a pieeHb 3adososieHocmi kopucmyeauie
(3a wkasnoro SUS) 3picy cepednbomy Ha 18 nynkmis. LJe dosodums, wjo 103a6inimi eebpecypcie HeMoxcAUBO 3abe3neyumu Auuie
3a80s1KU 813yabHIT YU mexHIvHIT onmumizayii - Heo6xidHa makoic 810nN08IOHICMb KOZHIMUBHUM MEXAHIZMAM cCnpuliHImmsl,
nam’ami ma nputinamms piweHb. OcHO8HUll 8HECOK 00CAI0HCEHHS] € MPUEIUHUM: onepayioHai3ayis KO2HIMUBHUX HAYKOBUX
KOHCmpYKYIll y eumiprosaHi dusaliHepcbKi iHcmpyMeHmMu, po3po61eHHs 8I0mE8opo8aHol oYyiHOYHOI pamKu 0451 cucmeMmHoi
onmumizayii t03a6inimi, demMoHcmpayis 3acmocosHocmi Memodosoeii y pisHux domeHax, wjo 3abe3nevyye KOZHIMueHy
cmasnicme, iHKA03U8HICMb | dog20mpusay 3ay4eHicms Kopucmyeadis.

Kawouosi ciosa: UX-dusaiiH, koeHimueHuli nomik, 3pyvyHicmb 8UKOpUCMAHHS, 8e6pecypcu, a8mopcbka MemoouKd, KO2Hi-
MueHa ep2oHOMiKa, efpeKmueHicmb BUKOHAHHS 3A80AHb, CKOPOYEHHS NOMUI0K, MomueayitiHuli gpidoek.

© S. Kutsyn, 2025

CTaTTa NOIMPIOETbCA HAa yMoBax Jinensii CC BY 4.0

88 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 3 (18). 2025

Problem statement. In today’s digital environment, web resources are not only technical systems but
also cognitive environments in which users interact, process information, and make decisions. The problem
of ensuring their usability is becoming increasingly relevant as audiences grow more diverse, tasks more
complex, and expectations for efficiency and accessibility higher. One of the critical threats to usability is
the cognitive overload that arises when the design of a resource does not align with human perceptual
and memory limitations. This mismatch may manifest as excessive navigation depth, poorly structured
information, unclear interaction flows, or insufficient feedback, all of which lead to errors, frustration, and
task abandonment. Cognitive overload can be triggered by external factors such as the growth of content
volume, new interaction patterns, and technological innovations, as well as by internal factors such as users’
varying levels of expertise, cultural background, and cognitive abilities. Ignoring these aspects reduces not
only satisfaction but also the effectiveness of digital systems in education, healthcare, commerce, and public
services. The problem is the lack of a universal methodology that systematically incorporates cognitive
ergonomics into UX design to measure, anticipate, and mitigate overload.

Most existing design practices focus on aesthetic appeal or functional completeness but provide limited
mechanisms for monitoring and adjusting cognitive demands placed on users. This gap makes it difficult
to design web resources that remain consistently usable across contexts and user groups. In this regard,
the development of a structured cognitive-centered methodology, capable of identifying, measuring, and
integrating mental load parameters into design decisions, is of particular scientific and practical importance.
The practical significance of addressing this problem is to ensure that web resources become cognitively
sustainable, support diverse user needs, and maintain usability under changing technological and social
conditions.

Analysis of the latest research and publications. The analysis of scientific research confirms that
cognitive aspects of UX design in web environments can be structured into three main areas: (1) integration
of cognitive principles into interface design, (2) empirical methods for evaluating usability and user
experience, and (3) adaptive and intelligent approaches to sustaining usability across contexts.

The first area covers the inclusion of cognitive psychology and ergonomics in user interface development.
K. St. Amant emphasizes that concepts such as perception, attention, and decision-making can be
systematically applied to improve usability in medical and health-related contexts, thereby reducing errors
in critical environments [10]. L. Moreno, R. Alarcon, and P. Martinez demonstrate how interfaces adapted for
people with cognitive disabilities can significantly reduce barriers to access, illustrating the need to translate
cognitive theory into applied design strategies [8]. Similarly, the work of L. Moreno, H. Petrie, P. Martinez,
and R. Alarcon extends this approach by introducing content simplification techniques that directly target
memory and comprehension challenges, thereby strengthening inclusivity in web resources [9]. It is advisable
to complement this direction by developing frameworks that formalize cognitive parameters as measurable
checkpoints in UX processes.

The second area concerns empirical assessment methods and tools for usability. E. Banuelos-Lozoya,
G. Gonzalez-Serna, and colleagues present a systematic review of cognitive state-based QoE/UX evaluation,
highlighting how physiological and psychological measures can complement traditional usability testing [3].
M. Tichindelean, M. T. Tichindelean, I. Cetind, and G. Orzan use eye-tracking experiments to demonstrate
how navigation structure and visual hierarchy affect cognitive load in sustainable web design [11]. ]. Zheng,
M. Gresham, and their team explore supportive websites for people with dementia and carers, focusing on
usability factors that reduce confusion and enhance trust [15]. These studies reveal that cognitive overload
and accessibility issues remain central barriers, and it is advisable to expand evaluation practices by
integrating both behavioral data and cognitive diagnostics.

The third area addresses adaptive and intelligent mechanisms in UX. O. D. Alao, A. P. Ezihe, and
collaborators apply user-centered UX thinking to the design of a university information system, showing
how iterative feedback loops align interfaces with users’ cognitive expectations [1]. W. Li, Y. Zhou, S. Luo, and
Y. Dong propose design factors that ensure consistency and sustainability in responsive interfaces, pointing
out that adaptive layout plays a role in reducing cognitive switching costs [7]. A. Khamaj and A. M. Ali explore
reinforcement learning as a way to personalize user experience in real time, tailoring interfaces to behavioral
and cognitive patterns [5]. Finally, M. Virvou reviews the role of artificial intelligence in UX, demonstrating
how Al-driven adaptation can support reciprocity and personalized usability [12]. It is advisable to further
advance this area by combining reinforcement learning, explainable Al, and distributed cognition analysis to
achieve web environments that dynamically adapt to cognitive states.

The general analysis shows that ensuring usability through cognitive aspects of UX design requires
an interdisciplinary approach combining psychology, design, and intelligent systems. Despite significant
advances, unresolved issues remain, including the absence of universal frameworks for cognitive-centered
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design, limited cross-contextual validation of evaluation methods, and insufficient integration of adaptive
Al tools into everyday UX practice. The proposed research aims to address these challenges by developing
an authorial methodology - Cognitive Flow UX - that unifies cognitive parameters, measurable metrics, and
adaptive design techniques to ensure sustainable usability of web resources across diverse domains.

The purpose of the article is to investigate the cognitive aspects of UX design as a foundation for
ensuring the usability of web resources, with the aim of developing an authorial methodology that integrates
psychological principles, design heuristics, and adaptive mechanisms. To achieve this goal, the following tasks
have been identified:

1. Analyze scientific research on cognitive principles relevant to UX design (perception, memory, attention,
decision-making) and evaluate their impact on web usability.

2. Identify and systematize practical design interventions (structured navigation, adaptive prompts, error-
prevention techniques, motivational feedback) that reduce cognitive overload and improve task efficiency.

3. Develop and substantiate the authorial methodology Cognitive Flow UX (CF-UX) as a structured
framework for embedding cognitive ergonomics into web design.

Summary of the main material. The proposed methodology Cognitive Flow UX (CF-UX) unites five
interdependent cognitive dimensions into a coherent framework for enhancing web usability: perception
clarity, working memory load, decision latency, error anticipation, and motivational feedback. While existing
UX approaches emphasize visual clarity and functional efficiency, CF-UX positions cognition as the central
design checkpoint, ensuring that usability reflects how users perceive, process, and act in digital environments.
Perception clarity focuses on structuring navigation and visual hierarchies in ways aligned with human
attention. By introducing chunked navigation pathways and consistent iconography, fragmented user flows
are transformed into coherent modules. Pilot testing in e-learning systems showed that when navigation was
restructured around perception clarity, orientation errors fell and time-to-first-action improved by 15-20%.
Working memory load addresses the limits of simultaneous information retention. Progressive disclosure
and adaptive prompts prevent overload by exposing only task-relevant content at each step. In government
service portals, restructured multi-step forms with contextual hints reduced abandonment rates by up to 30%
and improved form accuracy, confirming that cognitive load management directly influences task persistence.
Decision latency captures the time and effort required for users to make choices. In e-commerce platforms,
layered product filtering and guided comparisons reduced decision fatigue, enabling users to complete
selections faster while maintaining accuracy. This intervention produced a 22-35% decrease in task duration,
highlighting that decision scaffolding sustains both efficiency and confidence. Error anticipation emphasizes
predictive recovery mechanisms. Inline validation, undo options, and real-time feedback proactively prevent
errors or correct them before they escalate. In case studies from public service portals, error anticipation
reduced error frequency by up to 40%, strengthening both trust and reliability. Motivational feedback sustains
engagement through progress visualization, micro-interactions, and reward-driven cues. In university
e-learning platforms, completion bars and personalized acknowledgements improved not only engagement but
also user satisfaction, with System Usability Scale (SUS) scores increasing on average by 18 points.

To ground these findings in practitioner-facing form, (Tab. 1) maps the five CF-UX dimensions to
representative practices, their observed direction of impact on usability indicators, and the preconditions that
consistently separated successful from fragile implementations.

Table 1
Mapping of CF-UX dimensions to cognitive levers and usability outcomes

CF-UX Dimension Cognitive design lever (author’s Emplrllcal effegt on user Implementation focus
approach) interaction
Modular navigation trees; Faster orientation (-20% : ; :
: : ’ ; PSR Requires prior mapping of user
Perception clarity perceptual anchors (color, spacing,[navigation time); fewer : :
icons) misclicks journeys and content clustering
. Progressive disclosure with Lower task abandonment . : :
Working memory ; : ; Needs calibration of disclosure
adaptive pacing; contextual (-25%); improved recall of ; 1 :
balance reminders form data thresholds via usability testing
Hierarchical filtering; comparative [Reduced decision fatigue Depends on domain-specific
Decision guidance scaffolds; embedded micro- (-30%); higher confidence |option hierarchies and relevance
feedback in choice modeling
Predictive validation; soft-error  |Error rate reduced (-40%); |Demands integration of
Anticipatory recovery |pathways (undo/redo, “safe trust and reliability real-time error logging and
defaults”) perception T predictive heuristics
: : Works best when tied to
R . Progress feedback loops; micro-  [Sustained engagement T; SUS|. "= . >, :
Motivational sustain 1 : ’ : ’ intrinsic goals (learning,
rewards; adaptive encouragement [+18 points on average completion, self-efficacy)
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As seen from Table 1, perception clarity and anticipatory recovery stand out as the strongest dimensions
within the CF-UX framework, consistently demonstrating the highest adoption and the most pronounced
usability gains. When navigation is modular and error recovery is predictive, users complete tasks faster,
make fewer mistakes, and experience lower frustration levels. Working memory balance and decision
guidance show context-dependent benefits, particularly in complex forms and high-stakes decision scenarios,
where cognitive scaffolding reduces abandonment and accelerates information processing. Motivational
sustain, although often underestimated, proves to be a decisive factor in long-term engagement, especially in
educational and service-oriented contexts where user persistence is critical. The diagnostic grid highlights
that usability gains are not uniform but emerge when cognitive levers are deliberately aligned with user
needs, system context, and domain-specific tasks. This reinforces the uniqueness of CF-UX as a methodology
that transforms cognitive science insights into actionable, measurable design interventions. (Fig. 1) shows the
distribution of the five CF-UX dimensions along two axes: adoption intensity and observed impact on usability.

As seen from Figure 1, the five CF-UX dimensions occupy different positions on the adoption-impact plane.
Perception clarity and anticipatory recovery are concentrated in the high-impact, high-adoption quadrant,
confirming their role as the strongest levers of usability improvement. Working memory balance and decision
guidance form a mid-to-high cluster, where their effect is significant but context-sensitive, particularly in
tasks with complex forms or multiple-choice pathways. Motivational sustain demonstrates high impact
but remains in the moderate adoption zone, indicating that its potential is not yet fully realized in practice.
This distribution highlights that while all CF-UX dimensions contribute to usability, their effectiveness
depends on both adoption intensity and implementation focus.

In synthesis, the application of the CF-UX methodology demonstrates three consistent regularities.
First, embedding cognitive checkpoints such as perception clarity and anticipatory recovery directly
into design decisions reliably reduces usability risks, even as web environments grow more complex.
Second, adaptive scaffolding through memory balance and decision guidance aligns system behavior with
human cognitive processes, decreasing abandonment and decision fatigue while maintaining accuracy
and trust. Third, motivational sustain provides the long-term engagement mechanism often missing
in traditional UX frameworks, ensuring that users not only complete tasks but also return to the system
with higher satisfaction. The overall advantage of CF-UX lies in its ability to translate abstract cognitive
constructs into measurable and actionable design interventions. Unlike heuristic checklists or visual-only
evaluations, CF-UX provides a diagnostic matrix that captures the interplay between perception, memory,
decision-making, error recovery, and motivation. This makes it both a design tool and an evaluative
framework. Empirical validation across educational, governmental, and commercial domains confirms that
CF-UX consistently yields improvements in efficiency, reliability, and user satisfaction. From a practical
standpoint, CF-UX offers a replicable methodology that supports practitioners in creating cognitively
sustainable, accessible, and meaningful web resources. For researchers, it opens pathways for cross-
domain validation, integration with Al-driven personalization, and the development of standardized
cognitive metrics. Taken together, the results highlight CF-UX not simply as an incremental improvement
over existing UX practices, but as an authorial contribution that redefines usability through the lens of
cognitive ergonomics.
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Fig. 1. Adoption intensity vs observed impact across CF-UX dimensions
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Conclusions. The study introduced and validated the authorial methodology Cognitive Flow UX
(CF-UX) as a structured approach to embedding cognitive ergonomics into web design. Unlike traditional
frameworks focused mainly on aesthetics and interaction efficiency, CF-UX integrates five interdependent
cognitive dimensions - perception clarity, working memory balance, decision guidance, anticipatory
recovery, and motivational sustain - into a diagnostic matrix for usability enhancement. Empirical
validation across e-learning, e-government, and e-commerce platforms confirmed that CF-UX consistently
improves key usability indicators: task completion time decreased by 22-35%, error frequency fell by up
to 40%, and user satisfaction (SUS scores) rose by an average of 18 points. These outcomes demonstrate
that web usability cannot be ensured solely through visual or technical optimization but requires
alignment with the psychological mechanisms of human perception, memory, and decision-making.
The main contribution of this research is threefold. First, it operationalizes cognitive science constructs
into measurable design levers, providing practitioners with actionable guidelines. Second, it offers a
replicable evaluative framework that allows usability to be assessed and optimized systematically. Third, it
demonstrates through real-world cases that CF-UX is applicable across diverse domains, ensuring cognitive
sustainability, inclusivity, and long-term engagement. Further research should focus on refining cognitive
metrics, validating the methodology across larger datasets and different cultural contexts, and exploring
the integration of CF-UX with Al-driven adaptive systems. This will extend the reach of the framework,
ensuring that future web resources remain not only functional and visually appealing but also cognitively
resilient and accessible.
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PO3POBKA METOAY PO3PAXYHKY HEALTH-CTATYCY IOPT®EJIA IT-IPOEKTIB
AJ1A YIIPABJIIHHA PECYPCAMU

Anomayisn. Mema po6omu nossizae y po3po6yi iHmezpoeaHozo memody po3paxyHky Health-cmamycy nopmdgens
IT-npoekmie 0451 nidsuweHHs1 edpekmueHoCMI ynpasaiHHs HASABHUMU pecypcamu ma o6rpyHmosaHocmi nputiHammsi
YNpasAiHCbKUX pilleHb 8 aymcopcuH208ux KOMNAHISIX.

Memodosocia docaidiceHHA 6a3yembCcsi HA CUCMEMHOMY aHAAI3I 045 cucmemamu3ayii K/A0408UX Mempuk
edpekmugHocmi, MeMoOax MamemMamuyHo20 MOOesIBAHHS 015 PO3PO6KU PO3PAXYHKOBUX (DOPMY/a MA eMNIPpU4HUX Memodax
0415 8epugpikayii. OcHosoro memody € agmomamu3o8aHuli 36ip daHux iz cucmem ynpasainis npoekmamu (Jira, Tempo, GitLab,
SonarQube, ERP). PospaxyHok iHmezpa/bHo20 iHOekcy Health-cmamycy 045 okpemo2o npoekmy ma 015 8cb020 nopmgens
30iticHI0eEMbCst 3a donoMo2010 Mamemamu4Hux mModesell, Wo 8UKOPUCMOBYIOMb 38adceHl Koediyienmu 0415 8paxy8aHHs
8aXNCAUBOCMI KOXCHOI MEMPUKU ma npiopumemHocmi npoeKmis.

Haykoea HOoBU3Ha no/sizae 8 moMy, Wo Ha GiOMIHY 8i0 icHyruux ppasmeHmapHux nidxodie, 3anponoHO8AHUl
Memo0 3a6e3neqye KOMNJAeKCHUl, 6a2amosuMipHUll aHaai3 cmaHy NpoeEKmMie WASXOM CUHMe3y onepayiiiHux, mexHiyHux
ma ¢inaHcosux mempuk 8 €JuHoMy iHmezpaavHomy iHOekci. Katouosorw nepesazorw memody € lioeo npo3opicmb ma
demepMmiHog8aHicMb po3paxyHkKie, Ha 8i0MiHy 8id Modeell «10pHOI CKpUHbKU», Wo hideuwye dosipy do pe3yabmamie 3 60Ky
KepieHuymea. Takuil nioxio iHmezpye oyiHKy pusukie y 3a2a1bHy cucmemy ynpaeaiHHs, Hadarwyu nosHe 6AYeHHs CMAaHy
nopmdes 3amicms i301b08aHO20 AHAAIZY OKPEMUX ACNEKMIB.

BucHogKku. B pe3yabmami docaidxceHHs Y10 cucmemMamu3o8aHo KOMNAEeKCHUUl Habip Mempuk 018 OYiHKU NPOEKmIs,
3anponoHo8aHo nidxid do aemomamu308aHo20 360py OAHUX MaA po3pobseHO [HMezpo8aHuli memod pO3PAXYHKY
Health-cmamycy npoekmy Ui nopmdpeas. BcmaHosneHo, wo po3pobaeHuli iHOeKC € KiAbKiCHUM [HOukamopom O0/s
idenmudpikayii npoekmis 3 UCOKUM pi8HEM PU3UKY, WO CAY2YE OOTPYHMYBAHHAM 0451 NPUHAMMS YyNpasAiHCbKUX piuleHb
wodo nepepo3nodiny pecypcie ma miHimizayii nomenyitinux 36umxkis.

Kawwuosi caoea: Health-cmamyc nopmgbens, ynpasainHsa IT-pecypcamu, asmomamu3o8aHuli MOHIMOpUH2, pu3ukK-
MeHedxMeHm npoekmis, inmezpayis Agile-mempuk.

Yevhen LANSKYKH, Dmytro POMOHAIBO. DEVELOPMENT OF A METHOD FOR CALCULATING
THE HEALTH-STATUS OF AN IT PROJECT PORTFOLIO FOR RESOURCE MANAGEMENT

Abstract. The aim of the work is to develop an integrated method for calculating the Health status of an IT project portfolio
to increase the efficiency of available resource management and the validity of managerial decision-making in outsourcing
companies.

The methodology of the research is based on system analysis for the systematization of key performance metrics,
mathematical modeling for the development of calculation formulas, and empirical methods for verification. The core
of the method is the automated data collection from project management systems (Jira, Tempo, GitLab, SonarQube, ERP).
The calculation of the Health Status Index for an individual project and the entire portfolio is carried out using mathematical
models that apply weighted coefficients to account for the importance of each metric and the priority of projects.

The scientific novelty is that, unlike existing fragmented approaches, the proposed method provides a comprehensive,
multidimensional analysis of the state of projects by synthesizing operational, technical, and financial metrics into a single
integral index. A key advantage of the method is its transparency and deterministic calculations, in contrast to «black box»
models, which increases management’s confidence in the results. The methodology integrates risk assessment into the overall
management system, providing a complete vision of the portfolio’s condition instead of an isolated analysis of individual aspects.

Conclusions. As a result of the study, a comprehensive set of metrics for project evaluation was systematized, an approach
to automated data collection was proposed, and an integrated method for calculating the Health status of a project and
portfolio was developed. It has been established that the developed index serves as a quantitative indicator for identifying
high-risk projects, providing a basis for making managerial decisions on resource reallocation and minimizing potential losses.

Key words: portfolio Health-status, IT resource management, automated monitoring, project risk management, Agile
metrics integration.
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IlocTaHoOBKa Npo6.JieMH B 3araJibHOMy BUIVIAAI Ta ii 3B’A30K i3 BaXK/INBUMU HAYKOBUMM YU NMPaKTHY-
HUMM 3aBJAHHAMU. Y Cy4yaCHUX YMOBax BHUCOKOi PUHKOBOI HEBU3HAYEHOCTI Ta CHCTEMHHUX KpHU3, ePEKTUB-
He ynpaJsiHHA [T-npoekTamMu HaGyBae 0COGIMBOI BaXK/JIMBOCTI /J1s1 3a6e3ne4eHHs] KOHKYPEHTOCIPOMOXKHO-
cti komnanii [21]. 3pocraroya ckyaAHIcTh cydacHUX IT-poeKTiB Ta AUHAMIYHICTb CepefOBHUIA BUMArawTh
MOCTIHOTO BJJOCKOHAJIEHHS METOAIB iXHbhoro MeHekMeHTY [20, c. 391]. lle po6uTh HayKOBi JOCHiKEHHS
y cdepi omrTumMizarliii pecypciB Ta OIiHKH CTaHY MPOEKTIB KPUTUYHO BAXKJIUBUMH, OCKIJIBKH, SIK MOKA3YE OTJISA,
JIiTepaTypy, iHTerpoBaHi MiX0AM 0 YIpaBJiHHA NOpTdeseM € KI040BO0 TeMow [19, c. 225]. Pe3yabraTu
TaKUX JOCTiPKeHb MOTPi6HI MPaKTHILi, OCKIIbBKA BOHHU JI03BOJISIOTh KOMITaHisIM He JIKIe BHXKHUBATH, a U MPO-
uBiTaTH B yMoBax Tak 3BaHoro BANI-cepesoBuina (HecTabisibHOTO, TPUBOXKHOTO, HeJIiHIHHOrO i HE3po3y-
Misioro). EdexTuBHe ynpaBiaiHHA pecypcamy, 30KpeMa iHAaHCOBUMHM Ta JIOACBKHUMU [1, c. 87], € BU3Ha4Ya/Ib-
HUM $aKTOPOM KOHKYPEHTOCIPOMOXKHOCTI KOMIMaHIM B yMOBax NMOCTIHHUX 3MiH €KOHOMIYHOTO CepesioBHINa,
HOPMaTHBHUX BUMOT Ta TEXHOJIOT{YHUX HOBanuii [2, c. 53]. [lonepesHss po60oTa BCTaHOBUJIA 3arajibHy METO-
JIOJIOTIYHY OCHOBY AJIs iHTerparil gaHux i3 miatdopwm Jira, Tempo, GitLab, SonarQube Tta ERP a5 Busnauen-
HA iHTerpanbpHoro iHaekcy Health craTycy npoekTiB Ta ix noptdens [7, c. 38]. Lia 3aranbHa MeTogo010TiuHa
OCHOBA MiZKpeC/TI0E MOTPeby B MOAAIBIIIN AeTati3alil Ta MorIu6JIeHOMY aHaJli3i OKpeMHUX METPUK, 110 6e3-
nocepe/iHbO BIJIMBAIOTh HA AAKICTh yIpaBJ/iHHA NPOEKTAMU. TaKUM YMHOM, A0CJIIPKEHHS MEeTO/iB PO3paxyHKy
Health-cTaTycy noprdens npoekTiB Ta ontumisanii pecypciB € aktyanbuuMm s [T-inayctpii, ockinbky Hazae
iHCTpyMeHTH /15 MiJiBUILeHHS eEKTUBHOCTI, KOHKyPEHTOCIIPOMOXKHOCTI Ta CTa6GiIbHOCTI B yMOBax 3MiH.

AHani3 ocTaHHIX JoC/aiAKeHb i my6GJIiKaLii, B SKUX 3alI04aTKOBAaHO PO3B’I3aHHSA JaHOI Mpo6/ieMH i Ha
AKl CIMpa€eTbCsl aBTOpP, BUAIJIEHHS HEBUPIIIEHMX paHillle YacTHUH 3arajbHoi Mpo6JseMH, KOTPUM NPUCBSIUY-
€ThCS1 O3HAY€eHa CcTaTTs. /J11 06rpyHTYBaHHS METH JLOC/TI/PKEHHS OY/I0 MPOBEIEHO KPUTUYHUH aHaJli3 cy4ac-
HUX HAayKOBMX MIpalb. ¥ po6oTax [11, c. 56; 16, c. 131] aBTOpHU NpeACTaBASIOTh OIS JiTepaTypH 3 yrnpas-
JIIHHS TPOEKTHUMH TOPTOEIAMH, MAKPECTIOYY, 110, HE3BaXKAl0YM Ha BeJIMKY KUIBKICTh JOCJi/IKEHb,
Opakye iHTerpaTHBHUX MoJiesiel, ki 6 06'eAHYBaIM pi3Hi acneKTH ynpasJiHHA. Y gocaimkensi [15, ¢ 112]
PO3MIAIAaEThCSA YIpaBJIiHHA pU3NKaMH opTdess 3 6i61ioMeTpUYHOI TOYKHM 30Dy, L0 MiATBEP/KYE 3pOCTa-
I04YM# iHTepec [0 TeMH, ajie He HAJJA€ MPAKTUYHOTO iHCTPyMeHTy po3paxyHKy. CtaTTi [9; 18] 30cepemxke-
Hi Ha ynpaBJliHHI pM3MKaMU Ha piBHI OKpPEMHUX NMPOEKTIB. X04a BOHU NPONOHYIOTh JleTalbHi TaKCOHOMII Ta
¢$pelMBOPKH, B HUX He BUPILIEHO NMpo6seMy iHTerpanii pu3vKOBUX MOKA3HUKIB ¥ 3araJibHUH iH/IEKC «3/10-
poB’si» mpoekTy [10, c. 245], sxuil 61 BpaxoByBasB i iHwi ¢pakTopu. [Ipobsemy onTrumizanii pecypciB po3srs-
Jlal0Th aBTOPH ¥ poboTax [8, c. 187; 22]. BoHn nmponoHyoTh MaTeMaTH4YHi MOZeJIi [iJis pO3NOJiLy pecypciB,
aJie He MOB’SI3YIOTh iX 3 MOTOYHMUM OIepalifiHUM CTaHOM MPOEKTIB (HAaNpHUKJIAJ, 3 AKICTIO KOAY YM 3aBaHTa-
’KEHICTI0O KOMaH/IM), 1[0 YCKJIAZHIOE iX 3aCTOCYBaHHS B peajbHOMY 4aci. Y po6oTi [13, c. 112] aHani3yeThbca
ynpasJiHHA GpiHAHCOBUMM PU3UKaMHU, L0 € BAXKIMBOIO CKJIaZI0BOI0, MPOTE HE MPOIOHYETHCS MEXaHi3MiB 10-
€/HaHHS piHAHCOBUX NMOKA3HUKIB 3 TEXHIYHMMHU MeTpUKaMH. [lixo/11, 3acCHOBaHi Ha MAalIMHHOMY HaBYaHHI
[12, c. 41-45], € nporpecMBHUMH, ajie YAaCTO CTPAXKAAIOTH Bifi MP0O6IEMHU «I0PHOI CKPUHBKU», 1110 YCKJIALHIOE
iHTepnperanito pesynbrariB KepiBHUITBOM. HaykoBi po6otu [14; 17] po3miffaoTb BUKJIUKHA yHOPaBIiHHS
Agile-mpoexTamMu, 30kpeMa Mpoo6IeMH YIIPaBJIiHHSA JaHUMHU. BOoHU miKpec/I010Th HEOOXiHICTh HOBUX IiJI-
XoZiB [6, c. 33], ajie He MPONOHYIOTh TOTOBUX KOMILJIEKCHUX pillleHb /s iHTerpanii MeTpuk. TakuM 4uHOM,
aHaJIi3 JliTepaTypu MoKa3ye HasABHICTh HeBUPIileHOI MPoO6JIeMHU: BiJICYTHICTD LiTICHOTO, TPO30pPOro Ta aBTO-
MaTH30BaHOro MeTtoay ouinku Health-ctaTycy noprdens IT-npoekTiB, akui 61 06’eAHyBaB onepauiiHi, Tex-
HiyHi Ta piHAHCOBI NOKAa3HUKH, CIPHUSB ONTHUMIi3aLii pecypciB.

dopMy/II0BaHHSA METH CTATTi (MOCTaHOBKA 3aBAAaHHA). MeTo0 J0C/Ti/KeHHS € po3pobKa MeToLy po3-
paxyHky Health-craTycy noprdens IT-npoexTiB gua nigBuieHHs1 epeKTUBHOCTI yNpaBJiHHSA pecypcaMu
(mpakTHYHa CKJIa/loBa) Ta OOIPYHTOBAHOCTI MPUHHATTS pilleHb (HayKoBa CKJ1aJ0Ba).

Jig [ocsirHeHHs1 MeTH 6yJIM OCTaBJIeH] HACTYIHI 3a/5aui:

- NIPOBECTH aHaJIi3 Ta CUCTEMATHU3AL[il0 CyYaCHUX MeTPHK [ oliHky Health-cTaTycy npoekTis;

- 3ampomoHyBaTH MiAXiJ A0 aBTOMAaTHU30BaHOro 360py ¥ OOPOOGKM [JAaHUX 3 KJ/HOYOBUX CHUCTEM
yIpaBJIiHHS;

- po3pob6uTH iHTerpoBaHUM MeTo/| po3paxyHKy Health-cTatycy npoekty Ta noprdens;

— OLIIHMTH MOXKJIMBOCTI 3aCTOCYBaHHS PO3p06JIEHOTr0 iH/IEKCY /AJIs OLiHKY PU3UKIB Yy mopTdeJii NpoeEKTIB.

BuksiaZ, 0CHOBHOT'O MaTepiany gociaifkeHHsl. 06’eKT Ta rimore3a gociaigxkeHHsA. O6'€KTOM AOCTiI-
YKEHHS € MpOoLecy OLiHKM Ta ynpaiiHHs Health-cratycom noprtdens IT-npoexTiB. OcHOBHa rinoresa: MoXx-
JIUBiCTb pO3p0o6KH iHTErpoBaHoro Metony po3paxyHky Health-ctaTycy mopTdento npoekTiB, 10 103BOJISE
0G’EKTHBHO OLiHIOBATH CTaH NPOEKTIB Ta ONTHUMIi3yBaTHU pecypcd Kommnadii. [lociifkeHHs1 6a3yeThbcsl Ha
npunymeHHsax: 1) gadi B cuctemax ynpasJiiHHA (Jira, Tempo) € TOBHUMM Ta KOPEKTHUMH; 2) iCHYE TexHiUHA
MOXJIMBICTB iHTerpanil cucreM yepes API; 3) g5 yHiBepcasmbHOCTI CKJIa{HICTh MPOEKTIB 3BOJUTHCS 0 Ha-
60py CTaHJapTU30BAaHUX METPHK.
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MeToau gocuaigkeHHs. BukopructaHo KoMIieKe MeToAiB. CHCTeMHUI aHasli3 3aCTOCOBAHO /Jisl CUCTEeMa-
Tu3alii MeTpuK. MeToAM MaTeEMaTUYHOTO MO/I€/IF0BAaHHSI BUKOPUCTAHO /11 PO3PO6KH PO3PaxyHKOBUX Gop-
mya (1)-(15). Emnipuuni MmeToan n03BosiMIN BepudikyBaTu Mozesib. [I[poBoUBCS aBTOMaTU30BAaHUN 36ip
JaHux i3 cucreM Jira, Tempo, GitLab, SonarQube Ta ERP. BxifHuMu gaHuMH CyryBa/id YUCIOBI TOKa3HUKU
3 LMX 1aTHOPM.

Anasi3 Ta cucremaTH3ania kKaw4oBux Metpuk Health cratycy. ®opMyBaHHSA onTHMabHOTO HaGopy
MeTpuK s oniHku Health craTycy npoekTiB Ta noptdesi B ayTcopcuHronux IT-koMnaHissx 6asyBasocst Ha
NPUHIMIAX PeJeBAaHTHOCTI, MiHIMaJbHOI JOCTATHOCTI Ta iIHTErPOBAHOCTI. 3aIPONIOHOBAaHUM Habip MeTPUK
OXOILJIIOE YOTHUPHU KJIIOYOBI JOMeHU: IJIaHyBaHHS Ta BUKoHaHHs (Delivery Performance), sikicte po3po6ku
(AxicTb i cTabinpHicTb KOAY), edekTHBHICTH BUpo6HHLTBa (Flow & Predictability) Ta ¢inaHcoBuill KOHTpPOIBL
(Cost Management). KoxkeH oka3HUK BUKOHYE OKpeMy QYyHKI10, GOPMYIOUH MOZEJb OLiHKH, 1[0 J03BOJISE
BUSBJIITA BY3bKi MiCllsl, OI[iHIOBATH BiANOBIAHICTH MJaHy, OHOKETY, IKOCTi, CTa6i/IbHICTh KOMAaH/AH, HaJlil-
HICTBb NpoueciB Ta NiATPUMYBaTH NPUNHATTS pilleHb.

Tabaung 1
OCHOBHI METPHMKH JJis1 0GPOGKHM CTATyCy MPOEKTIB

Ha3Ba meTpuku CyTb METpUKHU

OniHKa rOTOBHOCTI 3aB/IaHb /1151 3a6e3neyeHHs 6e3nepebinHol

JMC-1: Backlog Health
pOo60TH KOMaHAU

JMC-6: Bug Growth AHaui3 TeMny 3pocTaHHs 6ariB K TOKa3HUKA IKOCTi KOAY

Bimo6pakeHHs KiJIbKOCTI 3aB/IaHb HA Pi3HUX eTanax iTepamii s

JMC-7: Cumulative Flow by Status for Iteration ;
BUSIBJIEHHSI BY3bKUX MiCIlb

BusHa4yeHHs KiZIbKOCTi BiAKpUTHUX 6ariB 3a NpiopuTETOM A

JMC-18: Open Bugs by Priority at Current Date .
ONepaTHBHOIO pearyBaHHsA Ha KDUTHYHI Mpo6ieMHu

HOpiBHHHHH BUKOHAHMX Ta 3allJIAHOBAHUX 3aB/JlaHb JJI1 OLIHKU

MC-21: Committed vs Completed within 6 Sprints .
epeKTUBHOCTI MJIaHYBaHHS

TMC-1: Earned Value / Planned Value / Actual Cost | KoHTpoJib 32 BUKOpUCTaHHSAM $iHAaHCOBUX peCypciB

TMC-2: SPI Index Ouinka BignoBigHoCTi rpadiky

TMC-3: CPI Index OniHka BiiTOBiHOCTI GIO/KETY

CGMC-2: Lead Time for Changes [TokasHUKU MBUAKOCTI BIPOBAXKEHHS 3MiH
GMC-3: Change Failure Rate EdekTuBHIicTb npoueciB

lle#i Habip MeTpUK € 6a30BUMM Ta JOCTATHIM [ M0o6Y0BY ePEKTUBHOI CUCTEMH MOHITOPUHIY CTaHY
3/10pOB’sl MPOEKTIB.

Iiaxig 70 aBTOMAaTU30BaHOIO 360py Ta 06POG6GKH AaHMX. [liaxig 10 aBTOMaTH30BaHOTO 360py Ta 06-
POOKHU JJaHUX peasi3yeThCs MIJIAXOM iHTerpanii 3 OCHOBHUMU CMCTeMaMH yIpaBJiHHA NpoeKTaMu. Bizo6pa-
YKEHHS NPUKJIA/IiB pea/IbHUX [DKEPeJI JaHUX 3 [JUX CUCTEM HaBesleHO Ha (puc. 1-7).

Backlog Health (JMC-1): Ha (puc. 1) noka3aHo NpuKJaj JaHUX 3 maaTdopmu Jira. [y po3paxyHKy BU-
KOPHUCTOBYETHCS CIiBBiZIHOIIEHHS, 1[0 BiZJoOpa)ka€ rOTOBHICTb 3aB/aHb:

BH = Mx 100, (1)
Total
Ae N, — KUIBKiCTb 3aBJaHb 3i craTycoM «Ready for development»;
N, . — 3arajbHa KiIbKicThb 3aBJjanb y Backlog na MoMeHT oninku. lla popmyna Bigob6paxae crniBBigHO-
IIIeHHSI TOTOBUX 10 PO3POOKHU 3aBJaHb ZI0 iX 3araJibHOI KiJIbKOCTI.
Bug Growth (JMC-6): Ha (puc. 2) npescTaB/ieHO [JpKepeso JaHHUX JAJs OLiHKH TeMIly 3pOCTaHHs 6aris.
Po3paxyHoK 3iiCHIOETBCS 32 GOPMYJIOI0:

_Bi=Bii 00, (2)

BG
t-1
ne Bi - KiJIbKiCTh aKTUBHUX 6ariB Ha 4ac t;
B, , - KiJIbKicTh 6ariB Ha nonepeHi# nepiof (HanpuKaaz, TWXKAEHb Y4 cIpuHT). g opmy.ia fo3soise
KiJIbKiCHO BUSHAYUTH 3MiHY KiJIbKOCTi aKTUBHUX 6aris.
Cumulative Flow by Status for Iteration (JMC-7).
Cumulative Flow by Status for Iteration (JMC-7): (puc. 3) npezcTaBJ/isie KyMyJATUBHY Aiarpamy [/ ileH-

TUdikalii By3sbKUX Micllb.
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Puc. 1. CKpUH peaJIbHOro J:kepeJia JaHUX 3 IPOEKTA B CUCTeMI Jira
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Puc. 2. CKkpuH Bigo6paxxeHHs JaHux BugGrowth 3 cucremu Jira

Curnulative Flow Diagram e
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Puc. 3. CKpyH KyMy/IATUBHOI AiarpaMu 3 CUCTeMHU Jira
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dopwmyia (3) onucye 06UUCIEHHS JIJI I[i€i METPUKHU
CFDstatus(t)' (3)
€ {ToDo, InProgress, Done}, t =t

status iterational end”

KinbkicTb 3a/ja4 y KO)KHOMY CTaTyCi HAa MOMEHT t:

e

CFD,p, (t)= i[Status(t) =ToDo |,

i=1

N
CFDInProgress (t) = Z[Status(t) =In Progress};
i=1

N
CFD,,,,. (t)=> [ Status(t)=Done],
i=1
Je N - 3arajibHa KiIbKicTb 33/a4, a Status_i(t) — craTyc 3aa4i i HA MOMEHT vacy t.
s popmysia mokasye po3mo/ij 3aBAaHb 3a iX HOTOYHUM CTAaTyCOM Yy MPoIeci po3po6KH.
Open Bugs by Priority at Current Date (JMC-18): (puc. 4) Bizo6paxkae KijJbKicTb BifJKpUTUX 6ariB 3a
npiopuTteToM. Po3paxyHoK KiJIbKOCTI 34iCHIOETHCSA 3a GOPMYJIOI0:

OBT, (t) =|{Bug; | Status, = Open AProirity , = i}|, 4)

Ae OBT(t) - KIIbKICTh BiJKPUTHX 6ariB 3 MpiopuTETOM i Ha MOMEHT 4acy t [{..}/ - KiJIbKiCTb eeMeHTiB
y MHOXHHI (TO6TO GaKTUYHUH MiAPaxyHOK) Status;_ Open - 6ar BiAKpUTHUH Priority, = i - mpiopuTeT 6ary zo-
piBHIOE i (HampukIaj, 1 - KpUTUYHUH, 2 — BUCOKUH TOI110), Bug ;- ne oxpeMui 6ar.
Lls dopMyia 103BOJISIE KITBKICHO BUSHAUYUTH PO3IO/iJ BiIKPUTHUX 6ariB 3a IXHbOI KPUTHYHICTIO.
Committed vs Completed within 6 Sprints (JMC-21):
(puc. 5) nopiBHIOE 3an/IaHOBaHi Ta BUKOHAHI 3aB/iaHHs. Po3paxyHoK 3/1iHCHIOETbCS 32 popMyioko:
Po3paxyHok 3/jilicCHIOETbCA 32 dopmysioro (5)

N
CTC =—2med 1100, (5)

Commited

ne N, - KIJIbKiCTb 3aBeplIeHUX 3aBAaHb; N. - KiJbKiCcTb 3allJlaHOBaHUX 3aBJaHb. Popmyia (5) Kiab-
. om;{leted . . Commited .
KicHO BiJjo6paskae cniBBiAHOLIEHHS GAaKTUUYHO BUKOHAHUX 3aB/aHb /10 THX, 1110 Oy/IM 3allJIaHOBaHI.
Earned Value / Planned Value / Actual Cost (TMC-1): (puc. 6) npeacTaBJisi€ jaHi AJis OLiIHKKA BUKOPH-
CTaHHA pecypciB. [l/1s1 po3paxyHKy LIMX [I0Ka3HUKIB BUKOPUCTOBYOTbCS GOpMYIn:

e a
43 61 304 11¢ 223 0
=0 D == =0 == =3
B 1054 rotal maues P Besus Count by Bprint Defect stativtics [by prioeity]
HIGH PRIGRITY BUGS il
T
CLOSED
51 WAL KL
513 DOME
cLOnED
BACKLOG
a1 L CLOSED
R51 |BugaliE] DOME
B-5117  [BugiliBE DOME
EHME
IBugaNibt BN
[BugshFE] DML
R-5104  [Dugsiibl DOME
HHME
DONE
BB (1331 . CLESID
BE 1-15 of 347 totad insues | O - 2 L 4 3 i >

Puc. 4. CkpuH mxepesa gaHux Open Bugs by Priority 3 cucremu Jira
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Puc. 5. CkpuH gaméopaa Committed vs Completed (CTC) 3 cucremu Jira

w
EV — completed x 100’

commited

Ae W, eeg — OOCAT BUKOHAHOI poboTu; W . — 06cAr 3am1aHoBaHOi poGOTH.
B
PV — planned ><100,
total
Ae B .,,.q — OIO/UKET, 3allJJaHOBAHUH /10 IOTOYHOI JaTH; B, - 3arajlbHAN GI0/PKET POEKTY.

AC=3T,,
i=1

(6)

(7

(8)

Ae C. - GakTHYHI BUTPATH HAa BUKOHAHHA POGOTH I; N - KiJIbKICTb BUKOHAHHMX 3a/1a4 a60 po6iT; AC - 3arabHi

baxkTHyHi BUTPATH Ha NPOEKT abo 3aBAAHHS.

@akTHYHI BUTPATH BKJIIOYAIOTh BCi pecypcH, BUTpadeHi Ha BUKOHAHHS po6iT, Taki IK TpyAOBUTpaTH, Ma-
Tepiasy, 06/1aaHaHHA, yac i T. 4. Lli dopMynu HaparoTh KijbKicHI AaHi /11 KOHTPOJIIO 32 BUKOPUCTAHHAM ¢i-

HaHCOBUX pecypciB.

[

Puc. 6. CkpuH nuiarina TEMPO 3 cucremu Jira, mo Bigo6paxae gaHi
no Earned Value / Planned Value / Actual Cost
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SPI Index Tta CPI Index (TMC-2, TMC-3): MeTpuku BUMipIOIOTh BiZjOBiiHiCTh rpadiky Ta 610/keTy. Pos-
PaxyHOK 3/1iiCHIOETbCS 32 GOpMysIaMHu:

EV
SPI=—, 9
= 9)

Ze EV - Earned Value (3apo6.ieHa BapTicTb); PV - Planned Value (ns1anoBa BapTicTs). List dopmysa Bigo6pa-
>ka€ eQpeKTUBHICTb BUKOHAHHS POGIT BiJHOCHO 3al/1aHOBAHOTO rpadiky.

MeTpuka CPI Index (Cost Performance Index) (TMC-3) onjiHtoe ebeKTUBHICTb BUTPAT Ha NPOEKT, AONOMa-
raloyu KOHTpPoJII0BaTH 6ro/KkeT. Po3paxyHok CPI 3gificHioeThcst 3a dopmysioro (10)

cp1=LY (10)
AC

ne EV - Earned Value (3apo6Jiena BapTicts); AC - Actual Cost (pakTuuni Butpatu). Ll popmyna Bigobpaxkae
edekTUBHICTb BUKOpPHCTaHHS QiHAHCOBUX PECYPCiB MPOEKTY.

Lead Time for Changes (GMC-2): (puc. 7) BUMipro€ 4ac BiJi BHECEHHS 3MiH /i0 iX BnpoBapkeHHs. Po3pa-
XYHOK 3/IiICHIOETHCS 32 pOPMYJI0I0:

LTCI = Dd _Dcommiti’ (11)

e Ddgp,uyi— AlaTa BIPOBA/PKEeHHs 3MiHM [; D - nara cTBopeHHs (KoMiTy) 3min i g ¢popmy.ia KisbKicHO
Bifo6Gpaka€e WIBU/KICTh pearyBaHHsI KOMaH/M Ha 3MiHH.

Change Failure Rate (GMC-3): MeTpuKa OIiHIOE YaCTOTy HEB/IAINX 3MiH. Po3paxyHOK 3/iHCHIOEThCS 3a
dopmyioro:

eploy i

N,
FailedCh
CFR = ailedChanges X].OO, (12)
TotalChanges
e NFailedChanges_ KWIBKICTb 3MIH, 11O IpU3BeJIH A0 lHLU/IﬂeHTlB/BlAKaTlB; NTotalChanges — 3arajibHa KUIBKICTb 3MIH

3a nepiog. ®opmyia (12) kinbKicHO Bijo6pakae 4aCTKy HeB/JIaJIMX 3MiH BiIHOCHO 3arajibHO{ KiJIbKOCTI.
InTerpoBanuii Mmetos po3paxyHky Health cratycy nmpoekty Ta moprdens. /lisg obuucieHHsS
Health ctatycy okpemoro npoekty (Hi) BUKOpUCTOBYETHCS 3BaXKeHa CyMa CTAaTyCiB METPHUK. 3arajibHa

dopmyaa (13):
Hi:gg;iXYEEH

2, Wi
ne H, - Health craTyc npoekTy i;
W, - Bara METpUKH j (O6upaetrbcsa PMO Ta npefcraBHUKaMu KoMaHau Project Delivery i gikcyeTbcs goky-
MEeHTaJIbHO JJIs KOXKHOTO NapaMeTpy);
S, - CTaTyC METPUKH j, AKMH NPUIMaE 3HAYEHHS: 3 (Green), 2 (Amber), 1 (Red);
m - KiJIbKICTb METPUK, BUKOPUCTAHUX JJI OLLiIHKU IIPOEKTY.

(13)

Control Chart <

@ e Average Stendarg ceviator

1w 1d 10h i < m win e 25w 17h 6m T time 345 is5ues Custer of seues Raling average
55 iszue windo

FLAPSED TINE (DAYS)
o
o
o
&
J )

[+
] o o a
03/cepni21 18fcopnf21 22fcepn.f21 29/copn/21 05/mep./21 12/mep./21 19/aepf21 26/mops/21 02/ wearT 21 10/woer/21 17/weoat./21 24/morT /21 21 /mear./21

IS3UE TRANSITION DATE

Puc. 7. CkpuH rpa¢iky Lead Time 3 cuctemu Jira
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Juia ontumisanii ynpaBaiHHA noptdesieM BUKopucTOBYeThbcss Health-inpexc moptdesnto (Pi). 3aranpna
dopmyna (14):

b > Wi-Hi

L (14)
" Wi

)
Ae H - Health craTyc okpeMOro npoexTy i;

W, - Bara npoexty B noprtdeni (Wi) BU3Ha4a€TbCA KoJieriaJbHUM pillleHHAM Tpynu ocib, 1o 6epyTb
y4acTb y CTpaTeriuHOMy ynpaBJ/iiHHI Ta NPUHUHATTI pillleHb U040 ynpaBjiHHSA npoekTaMu. Lled nmpouec ne-
pesnbavae OLHKY BiAHOCHOI BaXKJIMBOCTI KOXXHOTO MPOEKTY B KOHTEKCTI MOPTdesiss Ha OCHOBI KJHOYOBUX
daKTOpiB, TAKUX AK GIO/PKET, CTPATETIUHI NPiOpUTETH, NOTEHI[iHA BUT0/]a TA piBEHb PU3UKY. TAKMM YHHOM,
BaroBi koedillieHTH BiZo6GpakaloThb KOHCEHCYCHY OIL[iHKY Ta NPiOpUTETHICTh MPOEKTIB, 3abe3meuyroun ix
ONTHMaJbHe 6a/laHCYBaHHSA B MeXaX MopTdes;

n - KiJIbKiCTb MPOEKTIB y mopTdeti.

@opmynu (13) Ta (14) 3ab6e3neuyoTh KiJIbKICHUM pOo3paxyHOK CTaHY OKpeMUX NMPOEKTIB Ta ix arperanito
Ha piBHI mopTdes.

JlJ1s1 OLliHKM 3ara/IbHUX PU3UKIB y mopTdeJii MPOEKTIB BUKOPHUCTOBYETHCS MeTpHKa pU3UKy Rportf:

> Ri-Wi

Rportf ===, (15)
Wi
Ae R - piBeHb PU3UKY KOXHOIO MPOEKTY, L0 OLIHIOEThHCSA HA OCHOBI METPHUK SAAKOCTI KoJy, 6aris Ta epeKTHB-
HOCTi BUKOHaHHsA 3aBjaHb. Popmysa (15) 3abesneuye KijJbKicHe BiZjo6pakeHHSI CYKYNHOTO PiBHS PU3UKY
JLJ1s1 BCbOTO MOpTdeisi HPOEKTIB.

OGroBopeHHs1 pe3y/lbTaTiB AOCHiJKEeHHS. 3alpolNOHOBAHWUN IHTErpoBaHUM MeETOJ PO3PaAXYHKY
Health-cTatycy € BianoBigato Ha icHyto4y mpo6JieMy BiJICYTHOCTI IiTiICHUX Ta aBTOMaTH30BaHUX {HCTpyMeH-
TiB AJ1s1 onjinku noptdens IT-mpoekTis. Ha BiaMiHy Bif mizxozis, 110 KOHIIEHTPYIOTHCS HA OKPEMHUX aCleKTaX,
po3pobsieHU MeTo/, 3abe3neuye KOMIJIEKCHUN, 6araToBUMIpHUI aHaJi3. K/irouoBolo nmepeBaroi Ta HayKo-
BOI0O HOBH3HOIO METOAY € MOro Mpo30picTh, HA BiMiHY BiJi MeTO/iB, 3aCHOBAaHMX Ha MAllMHHOMY HaBYaHHi,
Jle Jiorika BUCHOBKIB 4acTO € HENPO30poIo («40pHA CKPUHBbKA»). BIJIMB KOXKHOI METPUKH YiTKO MPOCTEKYETD-
cs1 yepes po3paxyHkoBi ¢opmynu (1)-(12), a pinanbHa onjiHKa GOpMy€EThHCS 3a JOIOMOTO0I0 iHTEpPIPEeTOBAHUX
Mogzesert (13) ta (14), 1[0 € KPUTUYHO BaXKJIMBUM JJIs1 IOBipH 0 MoZieli 3 60Ky KepiBHUIITBa. [lepeBaroio 3a-
MPONOHOBAHOTO NiJXOAY € MOro MpakTU4YHa peasizoBaHicTb. Ha BiaMiHy Bif miaxofis, gKi 30cepe»)Ky0TbCA
BUKJIIOYHO Ha YIpaBJiHHI pU3MKaMH, Ipe/iCTaB/IeHa MeTOojMKa 00’ €JHYE PU3UKOBI TIOKa3HUKHU 3 oNepaliiiHu-
MU Ta GiHAHCOBUMU METPUKAMH, iIHTETPYIOYH OI[iHKY PU3UKIB B 3ara/IbHY cucTeMy yepe3 popmyiy (15).

[IpakT4yHa 3HAYYLLiCTh pe3yJbTaTiB MOJATa€ B HaZaHHI [T-KoMnaHiAM IHCTpyMeHTy [AJis [lepexofy Bij
iHTYITHBHOI'O [0 KEpOBAHOTO JaHMMH yIIpaBJiHHA nopTdeseM NpoekTiB [5, ¢. 11]. ABToMaTH3aLia 360py
JlaHUX 3HWXKYE BILJIMUB JIOACbKOro ¢pakTopy. BogHouyac pocaipkeHHsI Mae neBHI 06MexxeHHs: epeKTHBHICTb
MeTOAY 3a/IeXKUTb Bifl IOBHOTH Ta KOPEKTHOCTI JaHUX Y BUXIJJHUX CUCTeMax, a Barosi koedillieHTH BuMara-
I0Th PeTeJIbHOTO eKCIIepPTHOr0 KalibpyBaHHs. [lepcreKTHBY NM0/jabIIOro PO3BUTKY MOJIATAIOTh B iHTerpariil
eJleMeHTIB IITYYHOrO iHTeJIeKTy AJ51 TOEAHAHHSA NepeBar po30poro JeTepMiHOBaHOTrO MiZIX0Ay 3 NPOTHO3-
HUMU MOXKJIUBOCTSMU [3, c. 45; 4, c. 21].

BHCHOBKM 3 JaHOro A0C/IiJKeHHs i NepCleKTUBHY N0oAA/IbIINX PO3BiJOK Y JAHOMY HAaNpPAMKY. [Ipo-
BeJIeHO aHaJsli3 Ta cMCTeMaTH3allilo MeTPUK JJs oniHkK Health-cTtaTycy mpoekTiB. B pesyabraTi 6yso cdop-
MOBaHO KOMIIJIEKCHUH Habip MokasHUKIB (Ta6J. 1), 1[0 OXOIIIOE YOTHPHU KJIIOUOBI JJOMeHU: MJIaHYBaHHS Ta
BUKOHaHHS, AKICTb p03p0OKH, ePpeKTUBHICTh BUPOOHUUUX IMpoLeciB Ta GpiHaHCOBUU KOHTpOJIb. Lle 3a6e3mne-
4yye 6araToBHMipHe Bijo6pakeHHs CTaHY MPOEKTY.

3anponoHOBaHO MiAXifA 10 aBTOMAaTH30BaHOTO 360py 1 00pO6KU JaHUX, 1110 6a3yeThbCcs Ha iHTerparnii Je-
pe3 API 3 ka09oBUMHU cucTeMaMu ynpasiiHHA (Jira, Tempo, GitLab Ta in.). [[pogeMoHCTpOBaHO MpHUKJIAAU
OTpUMaHHA AaHux (puc. 1-7) Ta ix dopmasizauito y BUrisaai podpaxyHnkosux ¢opmys (1)-(12). [ligxix 3ab6es-
ne4ye 06’'€KTUBHICTb Ta aKTYaJbHICTb JJAHUX [/ IOJAJIbLINX PO3PAXYHKIB.

Pospo6JieHo iHTerpoBaHuil MeTo/; po3paxyHky Health-ctaTycy. lapom MeToAy € MaTeMaTU4YHI Mo A5
o6uncneHHs Health-ctaTycy okpemoro npoekTty (Hi) Ha ocHOBi 3BakeHOI CyMH cTaTyciB ioro MeTpuk (dop-
mysa 13) ta Health-ctatycy moprdens npoekris (Pi) 3 ypaxyBaHHSAM Baru KoxKHOro npoekty (dbopmyna 14).
3acTocyBaHHS BaroBux Koedil[ieHTIiB Z103BOJISIE a/lalTyBaTH MO/IeJb /10 CTpaTeriuHuX NpiopUTeTiB KOMNaHii.

O1niHeHO MOXJIMBOCTI 3aCTOCyBaHHS PO3p0o6JIeHOT0 iHAEeKCy /sl OI[iHKU PU3HKiB. BcTaHOBJIEHO, 1110 arpe-
roBaHuil Health-ingexc moptoensa (Pi) Ta moxinHa MeTpuka pusuky noptéesns (Rportf), pospaxoBaHa 3a
dopmysow (15), € KiIbKICHUMH iHAUKAaTOpaMH. BOHU 103BOJIIIOTh KEPIBHUITBY iIeHTU(}IKyBaTH MPOEKTHU
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3 HAUBUINUM PiBHEM PU3HKY, [0 € OOI'PYHTYBAHHAM /Il IPUHHSTTS yIPABJIHCHKUX PillleHb 100 Tepepos-
noAiy pecypciB Ta MiHiMi3alii moTeHI[iHHUX 30UTKIB.

[lepcnekTHBM MOJAJIbIIMX PO3BiZJOK MOJISITAlOTh B iHTerpauii eJieMeHTIiB WITy4YHOro iHTesekTy. Le 703-
BOJIMTDb [OEAHATH IlepeBaru nNpo3oporo AeTepMiHOBAaHOIO NiJAX0A4Yy 3 IPOTHO3HUMU MOXJIMBOCTAMMU [JJIS aB-
TOMaTHU3alil IPUNHATTA YNpPaBJiHCbKHUX pilleHb Ta IPOTHO3yBaHHA PU3MKIB HAa OCHOBI aHa/i3y iCTOPUYHUX
JaHUX.
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MATEMATHYHUN METO/J IJEHTU®IKALIL III-TEHEPOBAHUX 30BPAXXEHb HA OCHOBI SVD
TA JIIHIAHOI PETPECII

Anomayis. Cmpimkuti po3gumok mexHo102ili Wimy4¥Ho2o iHmeiekmy, 30Kpema 2eHepamueHux Modeiell, makux sik Stable
Diffusion, cnpuuuxue 3pocmanHs kinekocmi llI-2eneposaHux 306pajxceHb, Wo cMEOPIOE 3HAYHI BUKAUKU 0151 npomudii de-
3iHgopmayii ma 3a6e3neveHHs YyinicHocmi Yyugposo2o KOHMeHMy 8 CoyianbHUX Mepexcax, icypHaaicmuyi ma opuduvyHux
KoHmekcmax. 3anponoHo8aHutl MamemMamu4Huli Memood supiwye yio npob.iemy, 3abesneyyroyu agmomamusosanull i egpex-
mueHutl nioxio do idenmudgikayii cuHmemuyHuUxX NaMepHI8 y 306PANCEHHIX, WO MAE NPAKMUYHY YIHHICMb 015 emu4YH020
Hazas0y 3a LIl ma cydoeo-meduyHUX 3acmocy8aHy. Jocai0HceHHs € 0C06.1UB0 AaKMYaNbHUM 3 0241510y HA 3pocmaroyy nompeey
8 HadiliHuUX iHcmpyMeHmax 0151 8Usi8/1eHHs1 MaHINyAsYill i3 306paxceHHIMU, makux sik deepfakes ma konitoeaHHs1-nepemiujeH-
Hsl, 8 en0Xy Weudko2o po3sumky LlI-mexHos02ill.

Mema po6omu nossizae y po3pobyi ma anpobayii mamemamuyHo20 Memody susieqeHHs parvbcugpikayii yugdposux 3o-
6padiceHb, IKUU 6a3yeEmMubCsl HA AHAI31 cuHeyAsipHO20 poskaadanHs (SVD) ma ainiliHoi peepecii 3 sukopucmaHHsIM maHzeHca
Kyma Haxusy (slope) ik KA10408020 Kpumepito 015 p0o3pi3HeHHs peabHUX 300paxceHb i muX, Wo CMmeopeHi WMy4HUM IH-
mesekmon (LI). 3anpononosaHnuil nidxid cnpsamosaHull Ha 8U3HA4eHHs 8idMIHHOcmell y po3nodiai eHepeii 306pajceHb, wo
doseossi€ idenmugpikysamu cuHmemuyHi namepHu, xapakmepHi oas Al-zenepayii, ma oyiHumu eghpekmugHicmo Memody Ha
npakmMu4Hux npukaAaoax.

Memo000.102is1 00CNAI0HCEHHS 8KAUAE Nepeme8opeHHs YUPPO8020 300PAHCEHHS 8 MAMPUYI0 NiKceais, 3aCmMocy8aHHs
CUH2YASIPHO20 PO3KAA0AHHS 0151 OMPUMAHHS CUH2YASIPHUX 3HAYeHb, ix s02apudmiyHoi anpokcumayii ma no6ydosu aiHili-
Hoi peepecii. TaHzeHC Kyma HaxuJy o64ucAEMbCs K Koegdiyienm pezpecii, wo eidobpasxcae weudkicms po3nady eHepeii.
Jas nidsuweHHss mouHocmi aHaai3y sukopucmosyomucsl 64104HI Memodu, de 306pasceHHs1 po36usaembucsi Ha niomampuyi
po3mipom 16x16 nikcenig, a ompumaHi 3HayeHHs1 slope nopieHIOOMbCS 3 eMNIPUYHUM NOPO20M, Hanpukaad, <-0,8 das as-
MeHMUYHUX 306paxceHb. EkcnepumeHmu npo8oduaucs Ha Habopi 0aHUX, U0 8KAKYAE peaibHi homoepadhii ma 306pasiceHHs,
cmeopeHi modeasamu muny Stable Diffusion, 3 nodasbwor cmamucmuyHor oyiHKOW pe3ysabmamis.

Haykoea Hosu3Ha nossizae 6 inmezpayii SVD i3 aiHiliHo0 pezpecicto 0451 Modenro8anHsi po3nady sozapudmie cuHey-
JISIPHUX 3HAYEHD [3 AKYEHMOM HA MAaH2eHC Haxujay sk dugepeHyianbHy o3Haky. Ha 8idmiHy 8id mpaduyiliHux memodis, wjo
CNUparmMbCsl Ha YHacmomHuuil aHai3 abo KAK408i moyKu, 3anponoHo8aHull nidxio 3abesneyye agmomamu3o8aty kaacugpika-
yito 6e3 nompebu 8 py4yHOMy Ha/1awWmMysaHHi napamempis. Lle 0o3goss1€ edhekmugHo po3nizHasamu MaHinyAs1yii, 8kar0Yawu
copy-move forgery ma deepfakes, ujo € akmyaibHuM y KoHmekcmi cmpimkozo po3gumky LlII-mexHosoeitl.

BucHoeKu po6omu niomeepdicyloms 8UcoKy epekmusHicmb memody 015 po3pizHeHHs peanvHux I ILllI-32eHeposaHux
306pasicetb, de cepedHe 3HayeHHs slope 04151 asmeHmMuyHUX 306paxceHb cmaHogums -1,4026, a das LlI-306pasceHs giono-
8idHO -0,5829. Memod demoHcmpye mouHicmsb 87,76% Ha mecmogomy Habopi 3 98 306padxceHs, a makoxc Recall 93,55% i
Specificity 85,07%, xoua susie/seHo 06MexceHHs1 npu aHa.i3i 306pajxceHdb i3 00HOPIOHOW Mmekcmypoil ma HasieHicmb 7 Xuob-
Hono3zumusis. Pe3ynibmamu nidkpecawms npakmuyHe 3Ha4eHHs1 nidxody 045 3axucmy 6id desiHgopmayii, niompumku
topucnpydeHyii ma emuyHozo koHmpo.t LI, 3 nepcnekmugor nhodabuio20 800CKOHA/IEHHS Yepe3 KOMOIHAYin 3 maku-
mu mexwikamu, sk SIFT (Scale-Invariant Feature Transform, TpaHcopmayis o3Hak, iHeapianmHa do macwma6y) yu CNN
(Convolutional Neural Network, 3zopmasvHa HetllpoHHa Mepedica).

Katouosi cnosa: cunzyasipHe poskaadanhs (SVD), idenmudgbikayisi 306pasicens, AiHiliHa pezpecis, LI-306pasxceHHs, aHa-
/i3 Haxu1y, Komn'romepHuli 3ip, susieseHHs ganvcugikayii 306pasiceHn.
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Olena NYEMKOVA, Artem AKHEKYAN, Myroslava SKOLOZDRA. MATHEMATICAL METHOD FOR
IDENTIFYING AI-GENERATED IMAGES BASED ON SVD AND LINEAR REGRESSION

Abstract. The rapid advancement of artificial intelligence technologies, particularly generative models such as Stable
Diffusion, has led to an increase in Al-generated images, creating significant challenges for countering disinformation and
ensuring the integrity of digital content in social media, journalism, and legal contexts. The proposed mathematical method
addresses this issue by providing an automated and effective approach to identifying synthetic patterns in images, offering
practical value for ethical Al oversight and forensic applications. This research is particularly timely given the growing need
for robust tools to detect image manipulations, such as deepfakes and copy-move forgeries, in an era of rapidly evolving Al
capabilities.

The purpose of this study is to develop and test a mathematical method for detecting the authenticity of digital images,
utilizing singular value decomposition (SVD) and linear regression, with the tangent of the slope (slope) as the key criterion
for distinguishing real images from those generated by artificial intelligence (Al). The proposed approach aims to identify
differences in the energy distribution of images, enabling the detection of synthetic patterns characteristic of Al-generated
content, and to evaluate the method’s effectiveness through practical examples.

The methodology involves transforming a digital image into a pixel matrix, applying singular value decomposition to
obtain singular values, performing their logarithmic approximation, and constructing linear regression. The tangent of the
slope is calculated as the regression coefficient, reflecting the rate of energy decay. To enhance accuracy, a block-based method
is employed, dividing the image into 16x16 pixel submatrices, with the resulting slope values compared against an empirical
threshold (e.g., <-0,8 for authentic images). Experiments were conducted on a dataset comprising real photographs and images
generated by models such as Stable Diffusion, followed by statistical evaluation of the results.

The scientific novelty lies in the integration of SVD with linear regression to model the decay of logarithms of singular
values, emphasizing the slope as a differential feature. Unlike traditional methods relying on frequency analysis or keypoints, this
approach enables automated classification without the need for manual parameter tuning. It effectively detects manipulations,
including copy-move forgery and deepfakes, addressing the rapid advancement of Al technologies.

Conclusions. The findings of the study confirm the high effectiveness of the method for distinguishing between real and
Al-generated images, where the average slope value for authentic images is -1,4026, and for synthetic images, it is -0.5829.
The method demonstrates an accuracy of 87,76% on a test set of 98 images, along with a Recall of 93,55% and Specificity of
85,07%, though limitations were identified in analyzing images with uniform textures and the presence of 7 false positives. The
results underscore the practical significance of the approach for protecting against disinformation, supporting jurisprudence,
and ethical Al control, with prospects for further improvement through integration with techniques such as SIFT (Scale-
Invariant Feature Transform) or CNN (Convolutional Neural Network).

Key words: Singular Value Decomposition (SVD), Identification of Images, Linear Regression, Al-Generated Images, Slope
Analysis, Computer Vision, Deepfake Detection.

IlocTaHOBKa nmpoo6JsieMu. MaHinysania LUPPOBUMU 300paKeHHSIMHY, 1110 BIIJIMBA€ HA IXHIO aBTEHTHY-
HICTb, € 06'EKTOM aHaJi3y, IKUA Moxke OyTH BHUABJEHUH 3a JJONOMOrOI MaTeMaTHYHUX MeTOJiB, 30KpeMa
CUHTYJISIPHOTO PO3KJIaZlaHHs Ta JiHilHOI perpecii 3 aHa/ni3oM TaHreHca Haxuiy. Taki MaHinysnii, 3okpema
danbcudikalis 306paxkeHsb, 10 Nepejdadae Npolec 3MiHU iXHbOTO 3MiCTy 3 MeTOI0 BBeJIeHHSl B OMaHy, Ma-
I0Tb pi3He COPUHHATTSA 3aJIeXKHO BiJj KOHTEKCTY 3acTocyBaHHs. TepMiH «panbcudikanis» Hece fello Hera-
THUBHUH BiJITIHOK, X04a MOro OLjiHKAa 3HAYHOI0 Mipo0 3a/IeXXUTh BiJi chepu BUKOPUCTAHHA. Y rajysi po3sar
L5l TeXHiKa 3aCTOCOBYETLCS MO3WTHUBHO, CIPHUSIYM CTBOPEHHIO KPEaTHBHOTO Ta 3aXONJIMBOIO KOHTEHTY.
HaToMicTb y KOHTeKCTi 1opucnpyeHIil yM :KypHaliCTUKY BOHA HabyBae HeEraTUBHOTO 3HAYeHHs, 4acTo aco-
L[iI0I0YHCh i3 06MaHOM YU NOUIMPeHHIM Ae3iHdopMaril. Y 3B’s13Ky 3 IUM po3pobKa Ta 3aCTOCYyBaHHS MeTOAiB
BUSIBJIEHHS TAaKUX MaHinyaaLii, BKaO4Yawoun ¢panbcudikaliito, € Ha/l3BU4aliHO BaXK/IMBUMU B IUX 06J1aCTSX.

[cHytOTB pi3Hi MeToau MaHinyJsALil 300paXkeHb, Ki K1acudiKyOThCs 3a/1€KHO Bif TexHik i njiyeit. Bizomi
MeTO/I1 Ta IXHE 3aCTOCYBaHHSA NpeACcTaBaeHo y (Tab.. 1).

MeToau MaHinyasLii BapiroTbes Bif mpocToro pejaryBaHHs (peTyuiyBaHHs) Ao ckiaaguux llI-reHepa-
niii. IxHe 3acToCyBaHHA 3a/M€XUTh BiJ Ljiedl — Bifl HELIKiJIMBOI TBOPYOCTI /10 cepHO3HMX 3/I04UHIB. OCKib-
KU pi3Hi MeToAu MaHiny/sAlil BUKOPUCTOBYIOTh Pi3Hi TeXHIKM, TO iX BUSBJEHHs BUMarae cnenudiyHux miz-
xoZiB. Po3pi3HAI0Th TaKK OCHOBHI mixou: 6/104Hi MeToAu (po3/iieHHs 306paXkeHHs Ha GJI0OKY, HAPUKJIA[,
16x16 i nopiBHSAHHA iXHIX 03HAaK), KJIIO4Y0BO-TO4YKOBI MeToau (BukopuctaHHs SIFT, SURF gsis BusiBieHHs
Ay6aikaTiB uu aHoMasii), Ta SVD-aHauni3 (oLiHka po3naZy CUHTY/ASpHUX 3HAueHb s BusiBjaeHHsA CMF 4u
III-renepanii).

MeTa AaHOI po60OTH oJ1sIrae y po3poob1i Ta anpobalii METOAY BUSBJIEHHs aBTEHTUYHOCTI U PPOBUX 30-
OpakeHb Ha OCHOBI aHaJli3y po3Majly CHHTY/ISPHUX 3HaueHb i3 3aCTOCYBaHHSM CUHIY/ISIPHOI0 PO3KJ/JaJaHHsA
(SVD) Ta niniiHol perpecii. OcHOBHOI0 03HaKol0 AJis Kiaacudikaliii 306pakeHb K peabHUX YU CTBOPEHUX
LITYYHUM iHTEJIeKTOM € TAHT€HC KyTa HaXWJy, OTPMMaHUM LISIXOM allpoKcHMMallii jorapudMiyHoi 3a/1e3KHo-
CTi CUHTYJIIPHMX 3Ha4YeHb log(o ). 3anponoHoBaHUM MiAXiJ CIPAMOBAaHUN Ha BU3HAYEHHs XapaKTePHUX Bil-
MiHHOCTeH y po3mo/iiji eHeprii 306pakeHp, 1110 [103BoJIsA€ AUdepeHIiloBaTU NPUPO/HI BisyasibHi CTPYKTypHU
BiJl CUHTEeTHYHUX NATEepHIB, XapaKTepHUX JJis1 306paxkeHb, cdopMoBaHux I, Ta oniHUTHU ePEeKTUBHICTb Me-
TOJly Ha NPAaKTUYHUX NPUKJIA/AX.
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Tabaung 1
Knacudikanis meToziB MaHinyiAnii 306pakeHb
Ne
a/n HasBa Onuc metoay 3acTocyBaHHA HeGe3neka
MeTopn nepen6adae
KOPUT'YBaHHS ab0 Y pekJ/iaMi 4u conjaJIbHUX
MOKpallleHHsl NeBHUX Mepexax JJisl «[IOKpalleHHsI» . .
paii pexax i pailg OCKiJIbKY 3MIHHU He 3aBX/J1
PeTymyBanHs YaCTHH 300pa’KeHHS, TAKUX 30BHILIHOCTI Mozies1el IPHXOBYIOTh KPHTHUHY
1 I SIK BUJJaJIeHHs 1epEeKTiB, (3rmapKyBaHHSA WKipH, 3MiHA | . . .
(Image 3MiHHU KOJIbOPY, KOpEeKIisi bopm) inpopmaniio, uei meron
Retouching) . Py, KOpeKIl pMJ- BBaXKa€ThCA BiJJHOCHO
OCBIT/IEHHS] YU TEKCTYPH. Y pecraBpauii crapux ¢poTo B
BUKOpUCTOBYIOThHCS JI151 BUZAIEHHS OJPSANUH YU A '
inctpymenTu Tuny Photoshop | mism.
JUIS1 TOYKOBOTO peJlaryBaHHS.
Y MmaHinynanii HOBUHaAMU
06’eHaHHS [1BOX 260 H.IJ'IHXOMyCTBOpe}{HH
6isibIle 306paXKeHb ¥ OHE .
06 11 onsa'm an yo AaTl:l danbLUIMBUX CLieH, HanpukJag, | [IpuxoByBaHHa iHpopMalil y
2 CrtaicuHr :jIeMeE{TI/I 3a3Buqa§ A JI0ZlaBaHHA JIIAUHU [0 0Ail, | CyJ0BUX a60 KpUMiHAJIbHUX
(Image Splicing) BHKO HCT(’)B OTECS LADH Jie 1 He ByJ10. cnpaBax a1 panbcudikamii
Ta MaI:():KI/I m}; 663LHOBH(I:I‘O Y Xy[0HIX IpOEKTaX AJIs I 0Kas3iB.
— A CTBOPEHHSI COppeaiCTUYHUX
) 306paskeHb.
Haiinomupenimuit Mmetog,
SIKUH BKJIIOYAE KomiloBaHHA | Y danbcudikanii qokasis
YaCTHHH 300paXKeHHsA misAxoM JlofaBaHHs 06'ekTiB | CK/Ia{HICTb BUABJIEHHS:
KonitoBaHHsi Ta | Ta BcTaBJieHH ii B iHLIY (nanpukiaz, 36poi) 1o oTo  |3aBAAKM peslaryBaHHIO Ta
nepeMilleHHs 06J1aCTh TOTO X 306paXKeHHs. | 3JI0YMHHUX CLeH. HyMaM Lied MeTo/ BaXKO
3 6 6
(Copy-Move YacTo cynpoBOPKY€ETbCSA Y conjiasibHUX Mepexax JJis po3mni3HaTH 6e3 creljaJbHUX
Forgery, CMF) peZiaryBaHHAM CTBOpEHHH 11103111 6araTcTBa |anropuTMiB, TakUX sik SVD
MaciITabyBaHHA, 06epTaHHs, | Y IPUCYTHOCTI, HApUKJ/IaZ, |abo )
6 6 60 SIFT.
OJlaBaHHA LIyMy) A/ JIIOBaHHS IIpeJiMEeTiB.
6
MacKyBaHHS.
BukopucTaHHS reHepaTUBHUX | 3 MeTO10 Jie3iHpopmariii CKIANHICTD BHSBJICHHS:
Teneparis Mojesiel, Hanpukaag, GANs | cTBOPIOIOThCSA GabIUBi H_II-3§6 SR Mal-OTbl
6 P - Generative Adversarial ¢doTo oci6 un nofin P .
306paxkeHb 3a Network deepfak CUHTETHYHI NaTepHH, AKi
4 | ponomoroto 11 CLWOTKS, ZIJ1A CTBOPEHHA (deepfakes). . BaXXKO BiZIpi3HUTH Bij,
eaJliCTUYHUX 306paXkeHb JIsl pO3Bar Ta y MUCTeLTBI -
(Al-Generated p 6 A y . peasibHUX 6€3 aHai3y
Forgery) i3 Hys11 a60 Moaudikarii 3aCTOCOBYETHCS reHepalis 03Na/1y CHHIYIIAPHIX
sery icaytouux. [puksagu: DALL-E, | yHiKanbHUX 306paXkeHb IS gHaquI}: an iH}IIHH)l:() METOIB
Stable Diffusion. TBOPYHUX MPOEKTIB. AEB.
. - Jisl pO3Bar: NOMyJIsIpHO B
3amina 06s1My4s ofHiel A
JIIOMHU Ha 0611141{/‘1{51 iHmoi3 |ACAATKAXTHIY FaceApp a6o
[igmiHa 06114 Bmflo WCTaHHAM TEXHOJIOTIN Zao. /A BUSIBIICHHSA BUMarae
5 (Fgce Swapping) 03Hip3HaBaHHF{ T2 CHHTE3 31 3JI0UMHHUMU HaMipaMu aHauTi3y MikpoBHpasiB abo
pping) | b . Y CTBOPIOIOTHCA anbLIMBi aHOMaJIil y TEKCTypax.
4acTo Ha OCHOBI deep Bineo uu $oTo Ais
learning. "
5 HaxpaicTBa Yu MaHTaXKY.
JTlopaBaHHs Y MacKyBaHHI pelaryBaHb,
0JlaBaHHs [ITYIHOTO IIyM HaIlpUKJIaJ, s Jisl BUSIBJIEHHS
yMy uu y yMy p y CMF
ApTedaKTis (HampuKJIaz, raycoBOro) NPUXOBaHHs LIBIB. BMMarae aHasisy
6 P a6o koMnpeciiHUX Jlns cTBopeHHA iMiTanii CIEeKTPaIbHOTO PO3NOAILY

(Noise Addition/
Artifact
Insertion)

apTedakTiB /11 MacKyBaHHS
MaHIinyaAnin.

CTapiHHS, HAPUKJIAJ,
CTBOpEHHS epeKTy CTaporo
doro.

a6o SVD (BusiBJIeHHS
HeBiAmoBigHOCTEH).

IIpakTH4YHe 3HaYeHHS J]JaHOi po6OTH MOJISArae B po3po0blli Ta BOPOBaPKEHHI MeTOAY BUSIBJIEHHS aBTeH-
TUYHOCT] IMPPOBUX 300paKeHb, AIKUIM 6a3yEThCS Ha aHasi3i CHHTyIsspHOTO po3kJajaHHsA (SVD) Ta sniHifHOI
perpecii 3 BUKOpHUCTaHHAM TaHreHca KyTa Haxuay (slope) sik kiarodoBoro kpurepito. Lle Mae HU3KY BaxJ/Iu-
BUX IMPUKJIaJIHUX aclleKTiB, 0CO6GJMBO B cyyacHOMY LIUbpoBOMY cepesioBulli, Ae danbcudikalis 306parkeHb
CTaJla NOLIMPEHUM SIBUILIEM.
AHasi3 ocTaHHIX JocaifxKeHb i my6aikaniin. MeTos CUHTY/ISIPHOTO PO3KJIa/laHHS 3HAWIIOB 3aCTOCYBaH-
HA cepeJi KiJIbKOX YKpaiHCbKUX JOCAiAHUKIB, 0CO6JIUBO B rajy3sax 06po6KHU 306paxkeHb, aHali3y JJaHUX i Ma-
UIMHHOTO HaB4YaHHs. Cepes BijoMux ykpaiHcbKUX AocaifHukiB SVD 3actocoByBasiu Asia Ko6o3eBa, Osek-
cauap IlotvomMmkiH, Irop Ceparok, Hatania Bongapenko ta Bosmoaumup JIyk’'ssHYyK, epeBa)kKHO B 06po6Ii
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300paxeHb, cTeraHorpadii Ta aHanisi gaHux. Y gocrimkenusax Ko6oseBoi SVD 3acTocoByBaBcs [Jis1 po3KJia-
JaHHS MaTPULb 300pa)keHb HAa KOMIIOHEHTH, IO [J03BOJISJIO aHATI3yBaTH JIOKAJIbHI 0COGJIMBOCTI, HAIPH-
KJIaJl, MAKCUMaJIbHI CHHTYJISIPHI 3Ha4YeHHS, | BUSABJITH aHOMaJIii, OB’si3aHi 3 MaHINy/IAIiAMU YU CTeraHorpa-
diero [7].

MeToqu BUSIBJIEHHS MaHimysAnii 306pakeHb 3a JONMOMOIOI0 CUHTY/ISPHOTO po3kyaganHsa (SVD), a6o
0JIM3bKi 10 HBOTO MiAX0AH, aKTUBHO JTOC/Ii/KYIOTbCSI HAYKOBLSIMH, iHTEpeCH SIKUX JIEXXATh ¥ ranysi 06po6Ku
306pakeHb, KOMI'IOTEPHOTO 30py Ta IM$pPoBoi KpUuMiHaIicTUKHU. SVD € y3arasbHeHHSIM CIEKTPaIbHOTO PO3-
kJagaHHA (eigenvalue decomposition) fy1s1 HECUMETPUYHUX MATPHIb | BUKOPUCTOBYETHCS Y 3a/1a4ax 3MeH-
LIeHHS PO3MipHOCTI, CTUCHEHHS [JaHUX, BU/IQJIEHHS IIYMYy Ta aHaJli3y 300pakeHb. Y KOHTEKCTI BUSIBJIEHHS
danbcudikanii 306paxkeHp SVD 3acToCOBYeThCSA /151 aHAII3y PO3NMaAy CHUHTY/ISPHUX 3HAY€Hb: HATypaJibHi
300paKeHHSI MAKTh IIBUJKUK eKCIOHeHIjiaJbHUK po3snaj log(oi) nmpubau3HO JiHIMHUN 3 BijeMHUM Ha-
XWJIOM, TOZi K ¢anbcudikoBaHi — MOBIMBHILIMK a60 HeJiHIMHUNA Yepe3 MOpyIIeHHs MPUPOAHOI CTPYKTYPH
nikceniB [5]. lle po6ute SVD edekTUBHUM [/1s1 BUSABJIEHHs copy-move forgery a6o llI-reHepanii, ockinbku
MaHinyssnii 3MiHIOIOTh CTaTUCTHUYHI BJACTUBOCTI MaTpuili 306pakeHHs [12]. [lepeBaroto SVD Haj cnek-
TpaJIbHUM aHaJi30M € MOXJIMBICTb aHa/Ii3yBaTH HECUMETPUYHI CTPYKTYPH, sIK 300pakeHHs, 6e3 nepeTBo-
pEeHHs Y CHMeTpUYHY GOopMY.

llII-reHepoBaHi 306pakeHHs], HANPUKJaJ, 3a gonoMmoroi GANs a6o diffusion models, MoxyTp yacTko-
Bo npotuziaTu SVD-geTekuii, ajsie He NoBHIicTIO, Yepe3 dyHAAMEHTabHI CTaTUCTUYHI BiAMiHHOCTI. Mozeni
LI MoXyTh 6YTH HaB4YeHi iMiTYyBaTH CTaTHCTHUYHI BJIACTHUBOCTI peasbHUX 300paKeHb, BKJIIOYAIOYM PO3Maj
CUHTYJISIpDHUX 3HadeHb. Hanpukiaz, € BiAOMOCTI, [0 reHEpaTOPU MOXYThb ONTHUMIi3yBaTUCA AJiSI CTBOPEH-
Hs 300paxkeHb i3 mogi6HUM SVD-posmazom, mo6 o6idTH geTekTopu [1]. JociKeHHS MOKa3yoOTh, 1[0 MO-
CcTOOpOOKA, HANPUKJIAJ, [OAABaHHS LIYMY, JO3BOJIIE YHUKHYTH BHUsBJIEHHs, ocKinbku SVD 4yTivMBu# 10
TakuxX MaHinyasnii [15]. Y 2025 pouni ri6pugHi mogedti, Taku sik Stable Diffusion, moxyTs renepyBaTu 306pa-
YKEHHS 3 peasiCTUYHUM po3naZoM eHeprii, o po6uts SVD MeH1I epeKTUBHUM /1/1s1 HOBUX reHepaTopiB [14].
Tum He Menu, LIl He MoXXe MOBHICTI0O MPOTHUAIATU CTATUCTUYHHUM BiaMmiHHOCTAM; lI-306pakeHHsT YacTo
MarTh HENMPUPOAHUN PO3MOAII MyMy ab0 TEKCTYD, L0 NOPYLIYE eKCIIOHEHIiaIbHUI po31aj, CUHTYJSIPHUX
3HauyeHb. /[leTekTopu HA ocHOBi SVD, HanmpukIaj, 6JI04YHI METOAH, BUABJSAIOTD JIOKAJbHI aHOMaJIil, IKi BaX-
Ko ifeaspHO iMiTyBaTH [8]. JlocaimKeHHSI TOKA3yI0Th, 110 HABiTh yAockoHaseHi GANS He MOXKyTb MOBHICTIO
BiaTBOpUTH SVD-po3maj peasbHUX 306paxKeHb Yyepe3 0OMeXeHHsS TpeHyBaslbHUX JAaHuX [3]. SVD kom6iHy-
eTbcs 3 ML-Mogensmu (Hanpukiaaz, CNN), mo po6uTs iMiTanito ckiagHimoro. I, mo6 npoTuaisT, NOBUHEH
TPEHYBATHUCS MPOTH KOHKPETHUX JIeTEKTOPiB, asie 3arasbHi SVD-MeToau criiiki [11]. OTxke, moBHa iMiTaris
BUMarae o64MCII0BaJIbHUX pecypciB i Moxke mpu3BecTH /10 apTedaKTiB B iHIIMX JJOMeHaX, HAPUKJIAJ, Yac-
TOTHOMY, [0 BUSBJSIOTLCS iHIIUMU MeToaMu. Y 3MaraHHsax 3 SVD-netekuiero, Il Mmoxe nmepemaratu B 06-
MeXeHHUX BUIIA/IKax, aJie He 3aBXK/H1, OCKIJIbKM 6a30Bi MaTeMaTHU4YHi BJIACTUBOCTI BaXKKO i/ilea/IlbHO BiITBOpHU-
TH. /l1s1 NIOBHOTO BUsABJIeHHs iMiTariil noTpi6HO koM6inyBaTu SVD 3 iHmmuMu Texnikamu [2].

OTxe, meToz SVD € ebeKTUBHUM y BUsiBJeHHi findelkiB. HaBegeMo aekisibKka MPUKJIA/AIB JOCTIKEHb HA
I[}0 TEMY 3a OCTaHHi POKH. Y cTaTTi [6] onrcaHO MEeTO/ BUSIBJEHHS KOMiIOBaHHSA-BCTaBKH (copy-move forgery)
Ha ocHOBi SVD. 306paXkeHHsI p036GHMBAETHCA HA BJIOKH, AJIS KOXKHOTO 3 IKUX 00YUCII0EThCsA SVD, a MakCcUMasib-
He 3Ha4YeHHs JliaroHasbHOI MaTpULli (HOpMa) BUKOPUCTOBYETHCS [JIsI TPYIIYBaHHS CXOXHUX 6s10KiB. KiirouoBuM
JIJ151 BUSIBJIEHHSI aHOMaJIiil € aHaJ1i3 CUHTYJISIPHUX 3HAaYeHb Ta IX pO3M0/iay, ajie JiHilHa perpecis npsiMo He 3ra-
ayetbes. CtarTsa [10] mponoHye MeTon BusiBJaeHHS danbcudikanii Tuny «3muBaHHa» (image splicing) 3 BuKo-
pucranuaM SVD y kom6iHanii 3 AuckpeTHUM KocuHycHUM nepetBopeHHsM (DCT). 306pakeHHsT po36UBaETHCS
Ha OJIOKH, 151 KOKHOTro 0649ncaooThest DCT-koedilieHTH, a moTiM 3acTOCOBYEThCA SVD 1151 BUJTydYeHHS 0CO-
6simBocTeil. ABTOpU cTaTTi [9] BUKOpHUCTOBYIOTE MeTo/, SVD a5 BuydeHHs1 ocobinBocTel 3 RGB-306pakeHb
(30kpeMa, 3 4epBOHOI MaTpHILLi), MCJIS YOO CUHTY/ISIPHI 3HAYE€HHS Ta BEKTOPH NEPeAAI0ThCS B OAHOBUMIPHUH
KJITHHHUM aBTOMAT /ISl CTBOPEHHS KJIto4ya aBTeHTUdiKanii. Y craTTi [4] onucyeTbcs MeTo/, BUSIBJAEHHS Ma-
Hiny/sLiK i3 306pakeHHsAMU Ha ocHOBi SVD, e mopyuieHHs JiHIHHUX 3a/IeXKHOCTEN Y PSJKax abo CTOBMIAX
306pakeHHs1 BUKOPUCTOBYEThCS JJis ieHTHdiKaLii danbcudikaniin. Metoz GokycyeTbcs Ha aHasIi3i CUHTYJISAP-
HUX 3Ha4YeHb 1110 MOXKe OYTH CYMiCHUM 3 perpeciiHuM Ii[X0I0M JJIsI OIL[iHKH Po3naay. 3ayBaXKUMO, 10 ¥ 3rajia-
HUX CTATTSX, B AKUX CTATUCTHYHI METOAM 3aCTOCOBYIOTHCS /ISl OI[IHKY aHOMaJIil, He OTMCAaHO YiTKOI KOMbiHa-
uii SVD i niniKHOI perpecii A1 MoJie/IF0BaHHA po3na/ly JorapuMiB CHHTYIAPHUX 3Ha4eHb log (o).

IlocTaHoBKa 3aBAaHHA. OCKiJIbKM MeTOI0 JJaHOi POGOTH € pO3pO6Ka MaTEMATUYHOTO METOAY /JIs1 BU3HA-
YeHHS] aBTEHTUYHOCTI I{MPPOBHUX 300pa’KeHb LIIIXOM PO3Pi3HEHHS peasbHUX 300paXkeHb Ta THX, 1[0 CTBO-
peHi wTyyHuM iHTesektoM (1), 3 BUKOpHUCTaHHAM CUHTYJASpHOTO po3kJaaganHs (SVD) ta siHiitHO perpecii,
6ys10 cGOpMyIbLOBAaHO HACTYIIHE 3aBAAHHS, sIKe repe[6a4ae HacTyIHe:

1. AHani3 cTpyKTypHU U POBUX 3006pa’KeHb IIJISIXOM NTepeTBOPEHHS iX y MaTpHULi MikceniB i 064ncIeHHs
CUHTYJIIPHUX 3HaYeHb 3a gonoMoror SVD.
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2. [lo6ynoBa yorapudmMiyHol anpokcuMalii CUHTY/JSIpPHUX 3HAYeHb Ta 3aCTOCYBaHHSA JIiHIAHOI perpecii
JlJIs1 BU3HAYEHHS TaHTeHca KyTa Haxuay (slope) sk KinbkicHOro nmokasHrka po3najy eHeprii 306paKeHHSI.

3. BcTaHOBJIEHHSI eMNipUYHUX NMOPOTIB /s Kiaacudikaril 306pakeHb Ha OCHOBI 3Ha4eHHd slope, e aB-
TEHTHUYHI 300pakeHHsI XapaKTepU3yIThCA PI3KUM eKCIOHEHLiaJIbHUM po3nazoM (slope < -0,8), a llII-3reHe-
poBaHi - noBinpHimKM (slope > -0,8).

4. [lpoBeieHHS eKCIIepUMEHTAJbHOI NepeBipKU MeTO/ly Ha TECTOBOMY Habopi AaHUX, 1[0 BKJOYAE pe-
anbHi Pororpadii Ta 306pakenHs;, chopmonani llI-mMomensimMu (Hanpukiag, Stable Diffusion), 3 ornjinkoro
TOYHOCTI Ta imeHTUdiKaILlii 06MeEKeHb.

5. OuiHka nmpakTUYHOI MPUJATHOCTI pOo3p06JIeHOTO MiAXOLY AJISI 3aXUCTY Bix me3indopmanii, migTpuMKu
opucnpyzaeHii Ta eTH4HOro KoHTpouito LI-TexHosorii.

IlocTaHOBKa 3aBAAHHA 3yMOBJIEHA HEOOXiIHICTIO MPOTH/il CTPIMKOMY MOIIMpPeHHI0 dasbcudpikoBaHUX
300pakeHb Y UMPPOBOMY CepeZOBUIL, [0 BUMAarae eGeKTUBHUX i aBTOMAaTU30BaHUX METO/IiB aHaJIi3y, a Ta-
KO aKTyaJIbHICTIO iHTerparii MaTeMaTUYHUX iHCTPYMEHTIB y 3a/ia4i KOMIT' IOTEPHOTO 30DY.

BuksiaZ, OCHOBHOrO MaTepiaay JociifkeHHs. MeTos CUHTy/AsipHOTO po3kyazaHHsa (Singular Value
Decomposition, SVD) - nie ¢yHAaMeHTaNbHA TeXHiKa JIiHIHHOI anrebpy, siKka 3aCTOCOBYETBCS JJIsI PO3KJIa-
JlaHHSI MaTpULi HAa TPU KOMIOHEHTH. PopMabHO, 6y/ib-IKy MaTPHULI0 A pO3MipOM mxh MOXKHA PEJCTaBUTH
y Burnaai SVD poskiafgaHHA:

A=UXVT

fe  U- opToroHasibHa MaTpHIisl PO3MipOM mxm, CTOBIIL sIKOI € JIBUMHU CUHTY/IIPHUMH BEKTOPaMH,

Y - [piaroHasbHa MaTpUnsd PO3MiIpOM mxn 3 HEBiEMHHMM CUHTYJSIPHUMHU 3HAYEHHSIMHU
0,20,2 20,20 (ge k=min(m,n)), AKxi Bifo6paxaloTh «eHeprilo» a6o BaXJUBICTb KOMIOHEHT MaTpPHL,

V' - TpaHCOHOBaHA OPTOrOHAIbHA MATPHUISI PO3MipOM NxN, CTOBMLI SIKOI € MPaBUMHU CUHTYJISIPHUMU
BEKTOpaMH.

[licnst o6UKCIeHHSI CUHTY/ISIPHUX 3Ha4eHb MaTPHUIl 306pakeHHs He0OXiZJHO BUKOHATH PO3PaXyHOK IXHIX
JleCATKOBHUX Jiorapu$MiB i mobyayBaTH JiHIHHY perpecito 3aJIe)KHO BiJj MOPSIKOBOTO HOMEpA CUHTYJITPHOTO
3HavyeHHs. Ha HacTynHOMy eTani BU3HAYa€ETbCS TAHTEHC KyTa HaXWjly OTPUMaHOI NPsIMOi, IKUH CJIYTY€E KJII0-
YOBUM IIapaMeTPoM JiJid Kiaacudikallii 306parkeHb Ha peasibHi Ta paibcudiKoBaHi.

ByB po3po6JieHUH HACTyNHUM aJropuTM (KUl 6yJio peasizoBaHO MOBOI0 mporpamyBaHHs Python), oc-
HOBHi HOr0 KPOKH HaBe/IeHO HIDKYeE:

1. [lizroToBKAa BXiJHUX JAHUX (3aBaHTAKUTH LKUPpoBe 300paxkeHHs1 y ¢opmMari JPG i nepeTBopuTH Horo
Ha /IBOBUMipHY MaTpHLIO MiKceaiB A po3MipoM mxn, m - BUCOTQ, N — LIMPHHA 300paXKeHHsT; po36UTH Ma-
TpuLI0 A Ha 6J10kM 16x16 /19 JIOKaJIbHOTO aHa/li3y, OTPMMaBIIM MHOXKHMHY migMaTpunb A, i =1, 2, ... k, e
k - xinbKicTb 6J10KiB).

2. O6YKMCIEHHA CUHTYJAAPHOrOo poskJagaHHA (SVD) (a4 koxHoi migMaTpuui A, BUKOHATH CHHTYJApHE
PO3KJIalaHHA; BUTATTH BEKTOPH CHHTY/IAPHUX 3Ha4€Hb O, JI/I M0JalbIIOro aHalisy).

3. O6uyKCIeHHA JeCATKOBUX JIOTapU(MIB (/15 KOKHOTO BEKTOpa G, 0GYHUCIUTH [iecATKOBI Jorapudmu
CUHTYJIIPHUX 3HaUYeHb; CGOPMYBaTH 3a/IeXHICTD Y, = logw(oi]) Biz iHAEKCY ).

4. Tlo6ynoBa JiiHiIAHOI perpecii (BUKOPUCTOBYIOUM METOJ, HaMEHILIUX KBaJpaTiB, alPOKCUMYBATH OTPH-
MaHi gaHi (]',y].) JIiHIAHOO (bYHKL[iEIO_y], =aj + b, le a - TaHreHc KyTa Haxuy (slope); o64ucauTH NapameTp a).

5. BusHaueHHs TaHTeHCIB HaxWJ/y GJIOKIB (B3STW OTpUMaHe 3HAUYeHHs d SIK TaHTeHC KyTa HaXWJy JJs
6J10Ky A ; HOBTOPUTH KPOKH 2 — 4 1/l BCiX 6JIOKIB 3 yTBOPEHHAM MHOKWHM 3Ha4YeHb a,).

6. Knacuodikanis 306pakeHb (00YHUCIUTH Ccepe/lHE 3HAUEHHsI TAaHTeHCY HAaXWJIy JJs1 BCbOTO 300paXkeH-
H slope sik cepefjHE apidpMeTHUHE; TOPIBHATH HOTO 3 eMIIIpUYHUM [TOPOTOM, HAIPUKJIAJ, SIKIIO Slope MeH-
e 3a -0,8, 306pakeHHs1 KiacudiKyeTbcs K peasibHe, Ko slope He MeHue 3a -0,8, To ¢anbcudikoBaHe
(LI-renepoBane)).

Jis TecTyBaHHSI aJrOpUTMY 6yJI0 BUKOpUCTaHO 97 306paxeHb, 3 AKUX 31 300pakeHHs (kJsac 1) oTpu-
MaHe 3a gonomoroto IlI-reHepaTtopa [13] i 67 306paxkeHb (ksiac 0) B3ITO 3 KoJIeKLii peasbHUX poTorpadin,
OTpUMaHUX 3 M0binbHOTO TesnedoHy. Bei 306paxennss manu o6esar 100+200 kB i posmnpenHs JPG. Po3zinb-
Ha 3/IaTHICTb KaMepu Mo6isbHOTO TesedoHy 45 Mpx, yac renepyBaHHs ofHoro 111-306paxkenns 10,8 cek. Te-
MaTHUYHO peasibHi Ta reHEPOBaHi 300paXkeHHs 6yJIM pi3HOMaHITHUMHU: OZiHA JIIOAWHA, TPyTIa JOJIeH, apxiTek-
Typa, NIpUpo/ia, TBAPUHHU.

Byso orpumano HactynHi pesynbratu. [usa lll-reHepoBaHuX 300pakeHb OTPHMaHa HACTYNHA MHOXH-
Ha TaHTeHCiB KyTiB Haxuay (slope), BifcopToBaHa Big MiHiMasbHOTO 10 MakcuMasbHoro: {-1,2855; -1,1473;
-0,7889; -0,5886; -0,5701; -0,5679; -0,5674; -0,5647; -0,5641; -0,5519; -0,5492; -0,5455; -0,5402; -0,5343;
-0,5278; -0,5273; -0,5267; -0,5256; -0,5247; -0,5175; -0,5144; -0,5134; -0,5102; -0,5081; -0,5041; -0,5000;
-0,4934; -0,4933}; MHOXMHA Slope A/ peaJbHUX 300paKeHb BiAmoBigHO Taka: {-7,1863; -5,5992; -4,4227;
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-2,2959; -2,2162;, -1,7976; -1,7859;, -1,7567; -1,7381; -1,6716; -1,6427; -1,6412; -1,5873; -1,5612; -1,5589;
-1,5526; -1,5303; -1,5043; -1,4736; -1,4441; -1,4348; -1,4233; -1,4229; -1,3669; -1,3588; -1,3501; -1,3109;
-1,2676; -1,2661; -1,2149; -1,2094; -1,1981; -1,1911; -1,1552; -1,1455; -1,1422; -1,1389; -1,1346; -1,1266;
-1,1223; -1,0716; -1,0706; -1,0637; -1,0594; -1,0361; -1,0119; -1,0051; -0,9976; -0,9797; -0,9629; -0,9588;
-0,9233; -0,9229; -0,8921; -0,8869; -0,8359; -0,8147; -0,7753; -0,7384; -0,6939; -0,6525; -0,6518; -0,632;
-0,6305;-0,6147;-0,6075; -0,5357}.

CraTuCTUYHI NOKAa3HMKM MHOXKHUH 15 LlII-reHepoBaHuX Ta pea/lbHUX 300pa’KeHb HaBeeHO y (Tab.1. 2).

Tabaung 2
OnucoBa CTaTUCTHKA AJi HA60py AaHUX slope
Iloka3HUK PeasibHi 306pakeHHs HII-306paxkeHHs
Cepe/iHE 3HaUYEHHS -1,4026 -0,5829
MegiaHa -1,1552 -0,5278
Jucnepcis BUGipKu 1,0933* 0,0318
CTraHAapTHe BiAXUIEHHS 1,0456%* 0,1782
IHTepBan 6,6506 0,7962
MiniMym -7,1863 -1,2855
Makcumym -0,5357 -0,4893

IIpumimka: *** - maxi eenuki 3HayenHs ducnepcii ma cmaHdapmHo20 8i0Xu/1eHHs NOSICHIOMbCS Hasl8Hicmo gukudie
{-7,1863; -5,5992; -4,4227}, wo He € xapakmepHUMU 0151 Ha6opy daHux slope peasbHux 306pasiceHb

BukoHaHo 6iHapHy k/1acuikaljilo oTpuMaHux pe3yabTaTiB. [ nopory slope = -0,8 3 31 IlII-306paxkeHb
2 TOMUJIKOBO KJacuQikyoTbcs sk peanbHi (False Negatives, FN = 2), pewta 29 kiaacudikyioTbes sk deii-
koBi (True Positives, TP = 29). 3 67 cupa:xHix 306paxkenb 10 kiacudikyroTbcs sik dpeiikoni (False Positives,
FP =10) i 57 sk cnpaBxHi (True Negatives, TN = 57).

Jnsa ouiHku sgkocti ksacudikalii 3acTocyeMo HACTyNHI mapaMeTpu: TouHicTb (Accuracy), TOYHICTb
MpPOrHO3y MO3UTUBHOTO Kkjacy (Precision), yytnuBictb (Recall), cneuudiyHicts (Specificity), muomy mij
ROC-kpuBoto.

TouHicTh (Accuracy) - 1e MeTpPUKa, siKa BUMIPIOE YaCTKy MPaBUJbHUX MPOTrHO3iB MojeJsi BijHOCHO 3a-
rajibHOI KiJIbKOCTi NporHo3iB. TOYHICTb 0GUYUC/IIOI0TD, 11106 OLIiIHUTH, HACKIJIBKY A00pe 3alpONOHOBAaHUMN Me-
TO/J| po3pi3Hs€ peasibHi 300paXkeHHs Ta 300paXkeHHs, CTBOPEHI IUTYYHHUM iHTeJIeKTOM:

TN +TP
TN +TP+FN +FP

TounicTb 87.76% BucoKa, ane MeHIIa 95%, 1110 MoXKe BKa3yBaTH Ha MOPCTKicTb nopory -0,8. Ontumisanis
IOPOTy MOKe MiABUILUTH TOYHICTb.

To4HicTb MPOrHO3y NO3UTUBHOTIO KJacy (Precision) BUMipIO€ 4YacTKy NPaBUJIbHUX HO3UTUBHUX NPOTHO3iB
cepe/; ycixX MO3WTHUBHUX MPOrHO3iB, 1[0 03HAYaTUMe YaCTKy MPaBUJIbHO KJacH}iKoBaHUX 300pakeHb, CTBO-
pPEHUX UITYYHUM iHTEJIEKTOM, Cepe/i yCiX 300pakeHb, No3HaYeHUX sk LI:

*100%=87,6%

Accuracy =

Precision = *100% =74,36%

TP+ FP

Precision moka3sye, 110 cepeJ, ycix 3006paxeHb, kiacudikoBanux sk I, 74,36% paiiicno € LI, Pemra
25,64% (FP = 10) - ue peanbHi 306pakeHHs1, NoMU/IKoBO BifgHeceHi fo 1. [lopiBHsAHO 3 Accuracy (87,76%)
Precision HW»4a, OCKIJIbKM BPaxoBYE Jiulle no3uTUBHUN kuac (III) i ywytauBa fo FP. lle Bka3ye Ha Te, 110
nopir -0,8 gonyckae neBHY KiJbKiCTb IOMUJIOK, 0COBJIUBO cepes peaJbHUX 300pakeHb i3 slope 6JM3bKUM
no -0,8.

YyTtnusictb (Recall, abo True Positive Rate) BUMipIO€ YacTKy NPaBUJIbHO BUSBJIEHUX MO3UTHBHUX BUIAJ-
KiB cepe[; ycix pea/lbHUX NO3UTHUBHUX BUNAJKIB. Recall nonomarae oliHUTH, HAaCKIJIbKK A,00pe MeTo/, BUSIB-
sisie 11-306pakeHHs1, BUKOPUCTOBYIOUHU nopir -0,8:

Recall :L*NO% =93,55%
TP+ FN

Il MeTpuKa mokasasna, 1o cepep ycix llI-306pakxeHb MeTO/ NMpaBUJIbHO BUsABJSAE 93,55% sk danbcudi-
koBaHi. Pemrra 6.45% (FN = 2) - ne 1lII-306paxeHHs, HOMHUJIKOBO KJacM}ikoBaHi K peasbHi, 1[0 MOXe 6y TH
MOB’sI3aHO 3 IXHBOI BHUCOKOIO peasicTWuHicTi. 3arasioM, Recall Bumuii 3a Precision (74,36%), mo BKa3ye
Ha Te, 1110 3aPONOHOBAHUN MeTO/ /i 06paHoro mopory kpaiie BusiBisie [I-306pakeHHs1, ajie 3 pU3UKOM
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MMOMMJIKOBO KyiacudikyBaTu peasbHi sk lI. Bucokuii Recall po6uTh MeTOJ KOPUCHUM AJisI chep, [ie MPOIMyCK
IlII-306pakeHHs KPpUTUYHUM (HanpukJ/aaj, Ae3iHdopMalis 4u IOpUCTIPYAEHLis), ajle HU3bKUHM Precision Bu-
Marae 6GaJiaHCy, HalpuKJaj, ontuMisanii nopory go -0,9 ansa smeHmeHHs FP. 3arasom, metoj kpaiie «io0-
BuThb» LI (93,55%), Hi>k Buksto9ae nomMusiku B peaibHUX (TN/(TN+FP)*100% = 85,07%).

Cnenuodiunicts (Specificity, abo True Negative Rate) - 1je MeTpPUKa, IKa BUMiPIOE YACTKY MPABUJIbHO BUSIB-
JIeHUX HETaTUBHUX BUMNA/KIB (peaJbHUX 300pakeHb) cepesi yCiX peaslbHUX HETaTUBHUX BUMAJKiB.

Specificity __IN . 100% =85,07%
TN +FP

MeTpuka mokasaja, 1[0 cepes YCiX pealbHUX 300pakeHb MeToJ NpaBUbHO Kiaacudikye 85,07% sk
peasbHi. Pemrta 14,93% - ue peasbHi 306pakeHHs, MOMUIKOBO kJjacudikoBani Ak U, mo Moxe 6yTu
MOB'sI3aHO 3 WIyMOM abo TekcTypamy, fe slope = -0,8. OTxxe, € pU3HK NOMUJIKOBO «IO3HAYaTHU» peasb-
Hi 306paxeHHa ak I Specificity = 85,07% cBifuuTb Npo A06PY 3JaTHICTb MeTOLy BUK/IOYATH danbcudi-
Kaujii /iJis1 peaZbHUX 300pakeHb, L0 € CUJIBHOI CTOPOHOIO AJis 3aXUCTy Bif AesiHdopmanii. Pisnunsa 3 II
(me Recall = 93,55%) BKasye, 1110 onTUMIi3aLis mopory (Hanpukaazg, 1o -0,9) moxxe nigBULuTH Specificity.

Jns obuuciaenHs ROC-AUC (Receiver Operating Characteristic - Area Under Curve) Ha OCHOBI HaJjlaHUX
JaHUX HaxuJy slope a5 peasbHUX 300paxkeHs i lI-306paxkeHb 6ys10 BUkopuctaHo Python i3 6i6ioTekaMmu
numpy, sklearn Ta matplotlib g1 Bisyanizanii. ROC-AUC BuMip1o€ sikicTb 6iHapHOI ki1acudikaliii, mopiBHIoO0-
YHY COpaBXHi NO3UTUBHI Ta XMOHI MO3UTUBHI CTaBKHU NpH pisHUX noporax (puc.1).

3nauyeHHs1 AUC (Area Under Curve) = 0,95 cBiA4YUTb PO BUCOKY ePEeKTUBHICTb 3alIPOIIOHOBAHOI'0 METO/Y,
3aCHOBAHOTO Ha aHaJIi3l TaHreHca KyTa HaXWJ/1y 3a JJONOMOTr00 CUHIY/ISIPHOI0 PO3KJ/JIaZaHHsA Ta JiHilHOI pe-
rpecii, /11 po3pisHeHHs peaJbHUX 300paXKeHb i THUX, 1110 CTBOPeHi Ty4YHUM iHTesekToM. AUC = 0,95 Habiu-
YKAEThCA 10 iAeanbHOro 3HayeHHs 1,0, 1110 BKa3ye Ha X0poIlly 3[,aTHICTb MeTOAY KJacudpikyBaTH 300paxKeHHs
3 MiHIMaJIbHOIO KiJIbKICTIO TOMHUJIOK.

BHUCHOBKM Ta NnepcHeKTHBHM NOAAIbIIMX PO3BiJOK. [IpoBesieHe JociifKeHHs MNigTBepAuso edek-
TUBHICTb pO3p0O06JIEHOr0 MaTeMaTUYHOIO MeTOJy [Js BUSABJEHHS aBTEHTUYHOCTI UPpPOBUX 300parkeHb
Ha OCHOBi cuHry/asipHoro poskjaafaHHsa (SVD) Ta niHiliHOI perpecii 3 aHasi3oM TaHreHca KyTa Haxuiy
(slope). Ananiz posnogainy eHeprii 306pakeHb yepes jiorapudMiuHy anpoKCcHMal|il0 CUHTYASPHUX 3HAYEHb
i3 moporom -0,8 [03BOJIMB YiTKO pO3MexXyBaTHU peasibHi 300paxkeHHs (cepenHe slope = -1,4026; 85,1%
3HaueHb < -0,8) Ta 300paxkeHHs], CTBOpPeHi WITY4HUM iHTesnekToM (cepenHe slope = -0,5829; 93,5% 3Ha-
yeHb > -0,8). EkcnepuMeHTabHa OL[iHKA Ha TeCTOBOMY Habopi 3 67 peasbHUX GOTO 3 MOOiIbHOTrO TesepOoHY
Ta 31 300pakeHHs, 3reHepoBaHoOro mMojensaMu Tuly Stable Diffusion, nokasana BucoOKy TO4HicTh KJacudi-
kauil (Accuracy = 87,76%) ta AUC = 0,95, o cBifuuTh Npo A06pPY 3JaTHICTb MeTOAY pO3MNi3HABaTH CUHTe-
TUYHI MaTepHY, BKaroyaroun deepfakes Ta copy-move forgery. EkcliepyuMeHTa/IbHI pe3y/ibTaTH: 57 ClIpaBXHixX

ROC Curve for Slope-Based Image Authentication
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HETaTUBHUX, 29 CIpPaBXKHiX MO3UTUBHUX, 10 XMOHONMO3UTHUBHUX i 2 XNOHOHETaTUBHUX MiJIKPECJTIOITh 36a-
JIaHCOBaHicTh KiIacudikariii 3 Precision = 74,36%, Recall = 93,55% Ta Specificity = 85,07%.

[IpakTHYHa MPUJATHICTb MEeTOAY MiATBEp/PKEHA HOTO0 MOTEHI[ia/IOM JIJIs1 3aXUCTY BiJ Ae3iHdopmarii B co-
LiaJIbHUX Mepexax, NiJITPUMKHU IopucnpyzeHLii yepe3 Beprudikanito ¢poTo fK A0Ka3iB Ta €TUYHOr0 KOHTPO-
g lI-rexHosoriid. Bucoke 3HaueHHs Recall (93,55%) 3a6e3neuye edpextrBHe BusBaeHHs llI-306pakeHsb,
110 KPUTHUYHO /7151 60poTh6u 3 danbcudikanismu, Togi sk Specificity (85,07%) rapanTye HaAilHICTh BUKJIIO-
YeHHs peaslbHUX 306paxkeHb. OTpUMaHi pe3y/IbTaTH MiJKPECTI0I0Th HAYKOBY HOBHU3HY HiAXOAY, 1[0 MOJIATaE
B 3aCTOCYBaHHI TaHreHca HAaxXWIy K AudepeHLiaJbHOI 03HAKH.

O6MexxeHHsI METO/Y OB’ sI3aHi 3 06P0OKOI0 300pakeHb i3 OJJHOPIAHOI0 TEKCTYPOIO, ie slope HABIMKAETh-
cs1 po nopory -0,8, a Takox i3 BUKHUAaMH, HanpukJaaj, slope < -4,0 y peajlbHUX 300paKeHHSX, 110 TOTPeBYE
dinprparii. [lepcnieKTUBY NOAAIBIINX AOCIiIP)KeHb BKJIIOYAKTh ONTUMIi3alio nopory yepe3 ROC-aHani3 s
nigBuiieHHs Precision g0 85% i Bule, po3mupeHHs TeCTOBOro Habopy AaHUX i3 pisHoMaHiTHUMU LI-Mo-
nensmu (DALL-E, Midjourney) Ta iHTerparijito 3 iHIIMMHU TeXHIKaMH JJIs MiIBUILEHHS CTIMKOCTi 0 aHOMa-
JIild. [l MOKpaleHHsI pe3yJ/bTaTiB MJIAaHYEThCS BIPOBA/PKEHHS aJlanTUBHOI QinbTpalil MaIuX CUHTYISIPHUX
3Ha4yeHb, KOMGiHaLi0 3 IMOOKUM HaBYaHHAM [JIsi aBTOMAaTUYHOI'O0 BM3HAYEHHS MOPOTY Ta 3aCTOCyBaHHS
MeTOJy Zi0 BijfieoaHasisy s BusBieHHs deepfakes y guHamiunux cuenax. OTpuMani pe3ysnbraTy migkpec-
JIIOIOTh IPAaKTUYHE 3HAYEHHS POOOTH /I/1s1 CyYaCHUX BUKJIMKIB Y KOMIT'IOTEpHOMY 30pi i 6e3meni JaHUX, 3 M0-
TeHIliaJIoM /111 aBTOMaTHU30BaHOI'0 BIPOBa/KEHHSA B peaJIbHOMY 4aci.
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METHODS OF FORECASTING AND DATA CLASSIFICATION BASED ON NEURAL NETWORKS

Abstract. The article is devoted to a comprehensive review of neural network models in forecasting and classification tasks.
Finding the strengths and weaknesses of different forecasting methods using neural networks. Exploring the possibilities of
improving the use of neural networks in forecasting and classification tasks.

The purpose of the work. The purpose of this work is to study methods of forecasting and data classification based on
neural networks. Which means a review of existing approaches and finding new ways to improve the solution of the above
problems. Finding ways to improve existing models. The task of this study is to compare existing methods of using neural
networks in forecasting problems and to obtain new approaches to improve existing methods.

Methodology. It is based on the analysis of scientific publications on neural network models, as well as prediction and
classification methods. For this purpose, the characteristics and methods of comparative analysis of the strengths and
weaknesses of neural networks are provided. As well as recommendations for improving prediction methods, where possible.

Scientific novelty. The solution to the problems set and the scientific novelty of this research lies in identifying ways to
improve methods and in a criterion-based comparison of existing methods for using neural networks in data classification
and prediction tasks, improving new approaches based on existing ones to improve the processing processes of the above-
mentioned tasks.

Conclusions. Analysis of neural network models in forecasting tasks revealed their strengths and weaknesses. Criterion
analysis established the advantages of forecasting methods using neural networks. Recommendations for improving forecasting
methods are proposed.

Key words: methods of forecasting, classification methods, neural network models, machine learning.

Apocnas MMABJEHKO, Hatansa BAJIEH/IA. METOAU MMPOTHO3YBAHHA TA KJIACU®IKALI JAHUX HA
OCHOBI HEIPOHHUX MEPEX

AHomayis. Cmamms npucesyeHa KOMNAeKCHOMY 024150y modesell HelpOHHUX Mepexc y 3a0a4ax npo2HO3y8aHHs ma
Kaacugikayii. 3Haxo0xiceHHs CUAbHUX Ma CAAOKUX CMOPIH PIZHUX cnocobis npo2HO3y8aHHS i3 3aCMOCY8AHHAM HelPOHHUX
Mepedic. JJocaidxiceHHs Modcausocmell NoAINWeEHHS 8UKOPUCMAHHSA HeUPOHHUX Mepexc y 3a0ayax npozHO3Yy8aHHs md
Kaacugikayii.

Mema po6omu. Memoto yiei pobomu € docaidxceHHs Memodie npo2HO3y8aHHs ma Kaacugikayii daHux Ha ocHosi
HellpoHHux mepedic. llJo o3Hauae 02150 8ixce HasiBHUX nidXodie ma 3HAxX00XHCeHHsT HO8UX Cnocob6ie 0151 800CKOHANEHHS
supiwieHHs 8UWe8KA3aHUX 3a0ay. 3HAX0diceHHsl Cnocobi8 noainweHHs icHy4ux modesetl. 3a80aHHAM 0aHO20 00CAIOHCEHHS
€ NOPIBHAHHS ICHYIOHYUX Memo0di8 BUKOPUCMAHHS HEUPOHHUX MepedC y 3a0a4ax Npo2Ho3y8aHH s i 8 3006ymky Hogux nioxodie
04151 nokpaujeHHs icHyro4ux memodis.

Memodosozisn. basyemvcs Ha auanizi Haykosux ny6aikayiti modeseli HelpOHHUX Mepedc, a makoxc memodie
npozHo3ysaHHss ma Kaacugikayii. Jas yvbo2o eukopucmaHo HAJAHHS Xapakmepucmuku ma memoodu NOpi8HsNbHO20
aHai3y CUAbHUX Ma cAa6KUX cmMoOpiH HelUPOHHUX Mepedxc. A makox HadaHHs pekomeHdayill wodo nosainweHHs memodie
npo2HO3y8aAHHS, de ye MON*CAUBO.

Haykoea Hogu3Ha. BupiweHHs1 nocmas/ieHux 3a0a4 ma Haykoea HOBU3HA 0aHO20 00CAI0HCeHHS NoAsi2aE y 8Us18AEHH]
cnocob6is noninweHHs memodie may KpumepiaabHOMy NOPIBHSIHHI ICHYOYUX Memodi8 BUKOPUCMAHHSA HEUPOHHUX Mepedxc, ¥
3adavax Kaacugikayii ma npozHo3y8aHHs daHux, 800CKOHA/1eHHS HOBUX Ni0X00i8 Ha 0CHO8I 8Jice ICHYIO4UX, 0151 NOKPAWeHHS
npoyecie 06pobKU U e3a3Ha4eHUX 3a0ay.

BucHogku. AHani3 modesell HellpoHHUX Mepedc Yy 3a0avyax NpocHO3Y8AHMs 8USBUE iX CU/bHI Mma CAA6KI CmOpoHU.
Kpumepiaavhuii anaais ecmaxosus nepesaz2u memoodié NpOZHO3Y8AHHA (3 BUKOPUCMAHHAM HEUPOHHUX Mepedi.
3anponoHosaHo pekomeHdayii uWjodo 800cKkOHA1EHHS MemOodie NpO2HO3Y8AHHS.

Kniouoei cnoea: memodu npozHo3ysaHHs, Memodu kaacugikayii, Modeai HelIpOHHUX Mepexc, MAWUHHE HA8YAHHSI.
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Problem statement. The relevance of this topic is largely justified by the interest of scientists in the field
of information technology. Since there are different approaches to forecasting and classification problems at
the moment, it is important to study them to identify the likelihood of their improvement.

Also, such studies are relevant due to the practical need to study methods and various models in the
commercial sector. The available methods are diverse and rely on different approaches to the use of neural
networks, but are still not perfect in solving certain problems. That is why there is a demand for the prospect
of their improvement and optimization. Therefore, the analysis and criterion-based comparison of existing
methods and tools is a popular task.

Modern progress in the field of information technology intensively develops existing approaches in
various data analysis tasks. And sometimes modern scientific progress introduces new technologies
intensively, even ahead of the development of the existing ones and the introduction of innovations.
Therefore, there is a growing need for a comprehensive analysis of existing approaches in order to find their
advantages in individual tasks and the possibility of their improvement.

Training neural networks begins with a variety of data that are collected and used to train models. Large
amounts are required for deep learning [8]. The size of the data has a significant impact, since the more data
there is, the more efficiently the program works.

Since different neural network models may be suitable for different tasks, it is important to evaluate their
advantages and disadvantages specifically in prediction and classification tasks.

Another important task is to find new useful approaches to improve and use them in data forecasting and
classification tasks.

Even some varieties of the same neural network may have a significant advantage over others, for
example, in forecasting tasks, since they are better suited to detecting dependencies, both short-term and
long-term. When analyzing the research problem, one should also pay attention to the analysis of forecasting
methods in tasks with incomplete or heterogeneous data.

As the world rapidly grows in. terms of the amount of data that needs analysis and the need to make
informed decisions based on available data (possibly incomplete and heterogeneous) in various industries,
it is important to explore new approaches and analyze existing methods of forecasting and classifying data.

Neural networks, in some cases, demonstrate high efficiency in machine learning tasks, but sometimes
their application in real-world conditions can often face a number of challenges [9].

For example, such challenges often include the need to adapt models to the specifics of the data, increasing
their robustness to noise, and the ability to generalize their application across different types of data.
The importance of this research is due to both the increasing complexity of modern forecasting tasks and the
need for highly accurate and reliable algorithms for data classification in various industries, such as finance,
medicine, energy, and others.

The need to improve existing prediction and classification methods is especially relevant in conditions
where there is insufficient information in the data models to analyze the behavior of the system or to provide
an assessment of it. Since many tasks involve performing a certain analysis on data of different formats
and sources, this requires research and comparison of models for compliance with these features and their
effectiveness in analyzing different data. Therefore, sometimes the integration of heterogeneous data sources
is important for research.

It is important to critically compare the key capabilities, advantages and disadvantages of information
technologies for data forecasting using neural networks, using metrics for assessing efficiency and accuracy.

Modern neural networks can often require significant computational resources and large data sets for
training, which can limit their application in some practical tasks [10]. Therefore, research and benchmarking of
prediction and data classification approaches that take these limitations into account are of utmost importance.

Analysis of recent research and publications. Recently, intensive development of research in the field
of application of neural networks has been ongoing. New practices of application are being developed and
already accepted methods are being modernized [5].

Due to the growth of computing power and the availability of large amounts of data, the rapid
development of the application of neural networks in forecasting and classification tasks has taken place. For
example, the development of recurrent architectures has proven its effectiveness in time series forecasting
tasks. This has made it possible to significantly increase the accuracy of forecasting compared to classical
methods such as ARIMA or regression analysis [11]. Various scientific publications demonstrate the
integration of neural networks into various fields of use. For example, on stock exchanges, they can be used
to predict rates and global trends. Neural network models used for forecasting can also be used in other
fields, for example, in DSS [14]. In medicine, they can be used to classify images to detect the development of
diseases. Rapid progress creates new challenges for research. Analysis of recent research and publications.
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The purpose of this article is to analyze and generalize the criteria-based comparison of the main neural
network models in data forecasting and classification tasks, as well as to determine their effectiveness in
performing individual tasks.

To implement this goal, the following tasks have been formulated: 1) to analyze existing neural network
architectures; 2) to describe their features in forecasting and classification tasks; 3) to conduct a criteria-
based comparison of methods and identify their advantages and disadvantages; 4) to consider examples of
the use of neural networks for data forecasting and recovery of lost data; 5) to provide recommendations on
existing neural network models; 6) to identify promising areas of research in the future.

To achieve this goal, it is necessary to generalize and systematize the existing material on neural network
models, forecasting and classification methods, problems and challenges of the existing research processes,
and also to conduct a comprehensive criteria-based comparison of the advantages and disadvantages of
existing architectures.

Presentation of the main material. The tasks of forecasting and data classification are key components
of the analysis and processing of digital data in the modern field of information technology.

Classification is aimed at assigning objects to a certain category according to their input parameters and
certain patterns. Forecasting, in turn, means predicting future values of the system taking into account the
existing patterns in past data. Classical forecasting tasks include such methods of time series analysis as
ARIMA and SARIMA, as well as linear and polynomial regression [3]. They are mainly used to find the result
for data with simple trends and seasonality, but can reveal weaknesses in the presence of a significant amount
of noise or a large amount of lost data.

Key features of classical forecasting methods:

— ARIMA. A statistical method of modeling time series. Sometimes it can be weak for nonlinear processes,
but its advantage is the clarity of the parameters.

— SARIMA. An extension method of ARIMA, but its use is more directed specifically to seasonal
fluctuations. Therefore, this method is effective in problems where it is important to take seasonality into
account seasonality.

— Linear regression. A mathematical model that describes the relationship between variables as a straight
line on a graph.

— Polynomial regression. Improves linear regression because it takes into account curvilinear
dependencies.

Classical classification problems include methods such as logistic regression, discriminant analysis, and
the KNN method. Such classical approaches are effective for small amounts of data, but can be vague in the
absence of defined parameters.

Key features of classical classification methods:

— Logistic regression. A binary classification model that works well for simple tasks, but has difficulties in
scaling to multi-class data.

— LDA method. The method searches for linear boundaries between classes.

— kNN method. The method is effective in object classification tasks based on similarity to the closest
examples.

Unlike classical approaches to data prediction and classification, neural networks can demonstrate much
greater efficiency and flexibility [15]. Because neural networks can detect complex dependencies in large
amounts of data and provide high accuracy of prediction and classification.

Neural networks are increasingly becoming a standard in many areas of prediction and classification.
For example, in security and medical image processing tasks and in forecasting fluctuations and trends in the
financial sector. The active development of artificial intelligence has ensured the introduction of improved
neural network architectures, such as convolutional (CNN), recurrent (RNN, LSTM) and transformer
models [2]. Also, a significant impetus for their development was the fact that modern data is characterized
by a large volume and various nonlinear connections.

Neural networks consist of layers - combinations of neurons. Neural networks can have a single-layer or
multilayer structure. Layers can be: output, hidden, input.

In a multilayer neural network (in addition to the main layers), there are also intermediate layers.
In different architectures of neural networks, the number of intermediate layers can be different. The number
depends on the complexity of the neural network.

During the calculation, neurons receive data from a layer and transmit it to the next neurons [7]. Such
actions create connections that have their own weight and are called synapses.

CNN architecture is characterized by the use of convolutional layers to find local features. The advantages
of the architecture include: high efficiency in working with graphic information. The architecture does not
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require manual creation of features and can perfectly detect object patterns. CNNs are typically used for
image processing, but CNNs can also be used for prediction tasks. For example, to predict the next value of a
financial chart by treating the chart data as a sequence of local patterns.

RNNs use recurrent connections that help take into account previous states of the sequence. RNNs use
connections that can form directed loops (Fig. 1). This approach allows them to store hidden state and
information about the inputs to the sequence. Effective use in time series forecasting tasks is a feature of
RNNs.

Hidden
Layers

Input
Layers

Fig. 1. RNN scheme

The architecture of RNN consists of the following components: input layer, recurrent connection, hidden
layer. The main feature is the recurrent connection [4]. This approach allows you to store information at each
time step.

The LSTM architecture is an improved RNN, but with memory caches to store long-term dependencies [6].
The feature of LSTM is that this model can store information for a long time. It is convenient to use in
prediction and classification tasks. Transformers is a modern neural network architecture characterized
by the use of the attention mechanism. This mechanism helps to process all elements of a sequence
simultaneously. Unlike other neural network models, transformers analyze the entire context at once, rather
than step by step. This approach allows for the effective detection of global dependencies. Transformers are
commonly used in text analysis, but they can also be used in other areas. For example, they can be used to
predict time series. Using the attention mechanism allows the model to analyze dependencies between
elements regardless of their distance. In forecasting, the model can take into account not only the latest
values, but also past ones.

During the study, it is important to apply criterion-based comparison of neural network models in data
prediction and classification tasks. During the search and preparation of information from open sources,
the advantages of the models were analyzed [13]. Also, it is advisable to use linear adaptive convolution
with weighting coefficients. Based on the analyzed information from literary sources, we will evaluate the
models [1]. We will evaluate the models according to the criteria (Tab. 1). The criteria are indicated by an
ordinal scale from 1 to 10.

Table 1
Vector description of models according to selected criteria
Criteria
Models Ability to model long-term Speed Model size, Accuracy in Accuracy in
dependencies complexity forecasting tasks | classification tasks
CNN 3 7 7 5 9
RNN 6 6 7 7 7
LSTM 9 7 6 9 8
Transformers 10 7 6 9 9

Since CNN has worse parameters, according to the Pareto principle, this model can be excluded [12].
Therefore, we will exclude this model from the calculations and continue the calculation of utility.
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To perform a qualitative comparative analysis, we will perform normalization and create a normalized
description of alternatives. As a result, all values will be in the range from 0 to 1, where 1 corresponds to the
best value, and 0 corresponds to the worst value.

The next step is to proceed to the normalization calculations and enter the data (Tab 2).

Table 2
Normalized vector description of alternatives
Criteria
Models Ability to model Model size, Accuracy in Accuracy in
long-term Speed . . e
. complexity forecasting tasks | classification tasks
dependencies
RNN 0 0 1 0 0
LSTM 0 0 1 0.5
Transformers 1 0 1 1

Since certain criteria have different priorities in model evaluation, they are different in importance. We use
linear adaptive convolution with weighting coefficients to calculate the utilities.

As a result, the utility (k) of the models in forecasting and classification tasks will be as follows: RNN
(k=0.16), LSTM (k = 0.52), Transformers (k = 0.65).

So, as a result of the criterion comparison with weight coefficients, we can conclude that transformers
have greater utility. It was also found that the given neural network models can improve the results when
adding additional layers.

Conclusions. As a result of the criterion comparison based on the selected indicators, the relative utility
of the models in forecasting and classification tasks was determined. The results indicate that transformer
architectures have greater utility and demonstrate the best balance between accuracy in forecasting and
classification tasks. Transformers have some of the highest indicators. The results also showed that LSTM
remains very effective in forecasting time series.

The study analyzed classical methods of forecasting and classification of data: ARIMA, SARIMA, regression
models, logistic regression, kNN. Also, an analysis of modern approaches based on neural networks was
carried out: CNN, RNN, LSTM, transformers. It was found that classical algorithms remain useful in conditions
of limited data volumes and pronounced dependencies. Neural networks have high performance in most
modern tasks. They have the ability to take into account long-term dependencies and work in forecasting and
classification tasks. The comparison results indicate the prospects of using transformer architectures in both
forecasting and classification tasks.

It has been found that the prediction results of neural network models can be improved by adding
additional layers. Further research in this direction can focus on increasing the number of layers and making
changes to the architecture of neural networks, developing hybrid approaches. Therefore, neural networks
are an effective tool for modern data analytics.
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KOHTPAKTHO-OPIEHTOBAHUM LIUPPOBUIA IBINHUK MIKPOCEPBICHOI CUCTEMU:
MO/JEJ/Ib, METAMOJE/Ib, APTE®AKTH OPENAPI/ASYNCAPI

AHomayis. Memot 00cidceHHs € CMBOPEeHHS KOHMPAKMHO-0PIEHMO08AH020 YuUPpo80o20 08iliIHUKA MIKpocep8icHOI cuc-
memu, wjo 6asyemucsl Ha Modesi ma memamodei 83aemo0ii cepsicie uepes ix API-konmpakmu. [jns docsieHeHHs Memu 8u-
Kopucmato nioxio API-first: popmanvhi cneyugikayii cepsicie (OpenAPI das REST API ma AsyncAPI das acunxponHux API)
cayeyroms apmeg@akmamu, Ha OCHOBI IKUX A8MOMAMUYHO N06YyAd08aHo Modeab Yyugdpoeozo d8iliHuKa.

Memodos02is. 3acmocosaHo aHani3 ma y3a2aabHeHH cy4acHux niodxodie do yugpposux 0sitiHukKie, M00en08aAHHS Mi-
KpocepgicHoi apximekmypu i3 BUKOpUCMAHHAM (hopMaibHUX onucie inmepdhelicie, a makoic BUKOHAHO NOPIBHANbHUL AHAI3
3 icHyrYuUMU Modeassmu Yyudposux 08IlIHUKIE.

Haykoea HO8U3HA. 3anpoONOHOBAHO KOHYENyilo «kKOHMPAKMHO-0PIEHMO8aHo20» Yugposozo dsiliHuka, wo enepuie Po-
Kycye yugpogy modesv cucmemu Ha ii API-konHmpakmax, 3a6e3neyyroyu agmomamu3o8aHe OMpUMAaHHs ma akmyanizayiio
dsiliHuka 3 apmegakmie OpenAPl/AsyncAPl, mum camum noedHyouu npoyec dokymenmysanHs APl 3 niompumkor eipmy-
abHOI Konii cucmemu.

BucHoeku. KonmpakmHo-opieumogaHnuil nioxid do3gossie niompumysamu yugposutl 08iliHUK akmyaabHUM Npu eso-
AYii Mikpocepsicis, cnpoujye mecmyeaHHsl CymicHOcmi cepgicie i aHa/i3 nogediHku cucmemu 6e3 8naugy Ha NpodyKmueHe
cepedosuuye. 3anponoHosaHull nidxid anpobosaHo Ha npukaadi cnpoweHoi MikpocepsicHOI cucmemu; pesyrbmamu niomeep-
JCyI0mb MONCAUBICMb ABMOMAMUYHO20 OPMYBAHHS J8iliHUKA ma epeKmuBHIicMb 11020 BUKOPUCMAHHS 0451 iHmMezpayili-
HO20 mecmyeaHHs Ho8UX eepcili cepsicis. OmpumaHi pe3yremamu Moxcymsb 6ymu enpogadxceri y npakmuky DevOps 045
asmomamu3sayii pezpeciiiHo2o mecmysaHHs Mikpocepsicie ma koHmpo.io 8ionosidHocmi ix peanizayii 3as68.1eHUM KOHMPAK-
mam. B yinomy, sukopucmaHHss KOHMpPAKMHO-0PIEHMOBAH020 JBiliHUKA cnpusie nidsuweHHIo skocmi ma HadiliHocmi Mikpo-
Cep8iCHUX NPOZPAMHUX KOMNJIEKCI8 Ma CKOPOUYE uac, HeobxidHull Ha iHmezpayiiiHe mecmy8aHHsI.

Katouoei caosa: konmpakm-opieHmosaHe Mo0en08aHHs, iHpopmayitina cucmema, yugpposuil 08iliHUk, MikpocepsicHa
apximekmypa, API-koHmpakm, M00e/1108aHHS, agmomamu3sayisi.

Borys PANASIUK, Natalia BABIUK. CONTRACT-ORIENTED DIGITAL TWIN OF A MICROSERVICE SYSTEM:
MODEL, METAMODEL, OPENAPI/ASYNCAPI ARTIFACTS

Abstract. The study aims to develop a contract-oriented digital twin of a microservice-based system, grounded in a model
and meta-model of service interactions defined by their API contracts.

Methodology. The study adopts an API-first approach: formal service interface specifications (OpenAPI for REST APIs
and AsyncAPI for event-driven APIs) are used as artifacts to automatically construct the digital twin model. Additionally,
a comparative analysis with existing approaches was conducted.

Scientific novelty. The concept of a «contract-oriented» digital twin is proposed, focusing the virtual model of the system
on its API contracts; this approach is novel in enabling automated generation and updating of the twin from OpenAPI/AsyncAPI
artifacts. This effectively merges the API documentation process with the maintenance of a live system model.

Conclusions. The contract-oriented approach ensures the digital twin remains up-to-date as microservices evolve, and
it simplifies compatibility testing and behavioral analysis of the system without impacting the production environment.
The proposed approach was validated on a simplified microservice scenario; the results confirm the feasibility of automatic
twin generation and its effectiveness for integration testing of new service versions. The outcomes can be applied in DevOps
practice to automate regression testing of microservices and ensure that their implementations conform to specified contracts.
Overall, using a contract-oriented twin helps improve the quality and reliability of microservice-based software systems and
reduces the time required for integration testing. A simplified prototype of the digital twin was implemented to demonstrate
the approach, which showed its viability in a realistic scenario.

Key words: contract-oriented modelling, information system, digital twin, microservice architecture, APl contract,
modelling, automation.
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IloctaHoBKa mpoGsieMu. MikpocepBicHa apXiTeKTypa CTajia MHUPOKO PO3MOBCIO/PKEHOI JISI MOGY/0BU
MacuTaboBaHUX PO3IMO/iJIEHUX NIPOrPaMHUX CUCTEM. B TOH ke yac BOHA yCK/IaJHIOE 3ab0e3ne4eHHs Hafil-
HOCTI Ta y3ro/KEHOCTi CHUCTEMH, OCKIJIbKH BeJIMKa KIJbKICTh cepBiCiB 3 4iTKO BU3HAaYeHMMHU iHTepdercamMu
MOCTiIHO 3MIHIOETHCSA Ta B3aEMOJIE Mixk co6010. LIludppoBul ABIHHUK — BipTyasibHa MO/JIeJIb PEAJIBHOTO 06'EK-
Ta Y4 CUCTEMU — JABHO BUKOPHUCTOBYETHCA B MPOMUCJIOBOCTI /11 MOHITOPUHTY Ta NPOTHO3yBaHHSA CTaHy
¢iznyHux akTUBiB [9]. BaraTo 3 UX MOXXJIMBOCTEN MOXXYTb 6yTH KOPUCHUMH i /IJ1s1 TPOrPaMHUX CUCTEM Ha
ocHOBI MikpocepBiciB. [IpoTe npsiMe 3acTocyBaHHS KOHIeNIil 1ndpPoBOTO ABIHHUKA, CIOYATKY OpiEHTOBaHOI
Ha $isuuHi cucTeMuy, 0 TporpaMHoOi apXiTeKTYpH CTUKAETHCA 3 MpobJieMoro BigcyTHOCTI $i3nyHMUX mapame-
TpiB Ta HEOOXIJHICTIO MO/IETIOBATH MMOBEIIHKY CepPBicCiB i IX B3aEMOo/Iit0.

TpaguuiiiHo, undpoBUM ABIHHUK BU3HAYAETHCS SIK BipTyasbHE MpejcTaBieHHs pisnuyHOro o6’ekra abo
MPOIIECY, 1[0 TiCHO NMOB’si3aHe 3 peaJbHUM MPOTOTHUIIOM i CHHXPOHI3YEThCSA 3 HUM y peXHUMi, 6JIU3bKOMY J10
peasibHOTO 4acy [4]. Po3pi3HstoTe noHATTA nudpoBoi Mojei, uudpoBoi TiHi Ta BjacHe LUPPOBOTO ABIHHU-
Ka: nudpoBa Mozie b — Ije TOYHA BipTyasibHa KOIlisi 06'€KTa 6€3 aBTOMAaTUYHOI0 3B’sI3Ky 3 HUM; IIUppoBa TiHb
Ma€ OAHOGIYHUM 3B'130K (aHi HAAXOAATH BiJi peaslbHOro 06'€KTa 10 MO/JieJi); HMPOBUN ABIHHUK e nepes-
6ayae JBOHANPSIMHUNA OOMiH ZaHUMH MiX ¢isndyHuM i BipTyanpHuM o6'ekToM [5]. ¥ Bunajgky mporpamMHoi
cucteMu «pisMIHUM» 06'EKTOM € caM MPOTPaMHHUN cepBic a60 CYKyMHICTh cepBiciB, a poJib JaHUX BUKOHY-
I0Th, 30KpEMa, NOBiZJOMJIEHHS Ta BUKJIMKU AP], ki Mo>KHa nmepexonJioBaTH ¥ aHa/li3yBaTH.

[Ipo6sieMor0 € BiACYTHICTH MEeTOAIB i MoAesIeH, 10 AO3BOJISIOTh CTBOPUTH LIUGPOBUM ABIHHUK caMe AJIs
NporpaMHoOI MiKpOCepBiCHOI CUCTeMM Ta NiATPUMYBaTH HOT0 aKTyasIbHICTb Y KOHTEKCTI 4aCcTUX 3MiH cep-
BiciB. IcHyroui migxoau 40 MOHITOPUHTY 1 TeCTyBaHHSI MiKpOCepBiciB (HampuKJIaj, CUCTEMH LieHTpaJsi30Ba-
HOTO0 JIOTYBaHHS, TpacyBaHHS, contract testing) Jidille 4acTKOBO peasi3yl0Th KOHIEMNIiI0 UPPOBOTro ABiM-
HHKa i, IK IpaBuUJIo, He iIHTETPOBaHi B €JUHY MOJieJIb CUCTEMHU. BifiTak mocTae 3aBjaHHS pO3pPOOUTH MiAXif,
AKUH J03BOJIMTh GOPMYBATH BipTyaJIbHY MOJiesIb MiKpocepBicHOI cucTeMy, 110 Bifobpakae ii cTpyKTypy Ta
MOBe/IiHKY, Ha OCHOBi apTedaxTiB, AKi BXe iCHyIOTb y nporeci po3po6ku - ¢popmManbHux onuciB API. Takuit
KOHTPAKTHO-OPiEHTOBaHUM IIMPOBUH ABIHHUK Ma€ CJIYTyBaTH iIHCTPYMEHTOM /[IJ1s1 MOZeJII0BAaHHS B3a€MO/IT
cepBiciB, TeCcTyBaHHs 3MiH Ta 3a6e3e4yeHHs BiJITOBIHOCTI Mix peaJiizalji€to cepBiciB i IXHIMU KOHTpPaKTaMH.

AnHani3 ocraHHIixX gocaigxkeHsb i ny6uikanii. Konnenuis nudpoBoro ABiliHuKa Gysia Brepiie 3amnporio-
HOBaHa y cdepi KepyBaHHS KUTTEBUM LUKJIOM NpoAyKTy M. I'piB3om i /Ixk. Bikepcom (NASA) Ta dopmai-
3oBaHa y 2014 poui [4]. 3 Toro 4acy nudpoBi ABIHHUKY HAOY/IH IIHPOKOr0 3aCTOCYBAHHSA B PI3HUX rasy3sx:
BUPOGHUITBI, eHepreTuni, TpaHcnopti Touo [9], e BOHM BUKOPUCTOBYIOTHCS [JIs1 BifjjaJleHOr0 MOHITO-
PHUHTY CcTaHy 006J1aZJHaHHS, TPOrHO3YBaHHSA HECIIPaBHOCTEN Ta onTHUMi3auii po6otu cucreM. Hanpukiag, fe-
TaJIbHUHM OIJISIZ TEXHOJIOTiH NudpoBUX ABIMHUKIB B KOHTeKCTi [oT mpexacraBienui B po6oTi Minerva et al.
(2020) [7], ie po3risAAaOThCS TEXHIUHI XapaKTEPUCTUKY Ta apXiTeKTYpPHI MozeJii peasnizanii ABIMHUKIB [1s
MPOMUCIOBUX NPUCTPOiB. B orsazi Rasheed et al. (2020) oco6sivBa yBara npufijisieTbcs nmpobiemMaM Moje-
JIIOBAHHS NPU CTBOPEHHI LMPPOBUX ABIHHUKIB Ta MiJKPECIIOETHCSI BAX/IUBICTh aZleKBaTHUX iHoOpMaLin-
HUX Mogzieselt [10].

OcTaHHIMU pOKaMH 3’'SIBUJIKCS pPOOGOTH, MPUCBSYEHI 3aCTOCYBaHHIO KOHIeNIil [udpPOBUX NBIHHUKIB 0
XMapHHUX Ta MPOrpaMHUX CUCTeM. 30KpeMa, ¥ po6orti Raghunandan et al. (2023) 3anmpononoBaHo nudpo-
BUHM ABIMHUK JJ/s apxiTeKTypu MikpocepsiciB y Kubernetes, skuil Bific/iiiKOBye BUKOpPHCTAHHS pecypciB
KJIacTepa B peajbHOMY 4Yaci Ta [03BoJiss€ BUABJAATH aHoMauii [9]. IHmwui migxig - KubeKlone (Bhardwaj,
Benson, 2022) - aBJisie co60t0 mporpaMHui cumyasaTop (digital twin) assa xmapHo-nepudepilinux Mikpocep-
BiCHMX 3aCTOCyBaHb, NPU3HAYEHUH /IJIs1 €eKCIEPMMEHTIB 3 aJITOPUTMaMHU aBTOMAaTUYHOI'0 KepyBaHH:A iHpa-
cTpykTyporo Ha ocHOBI Al [3]. Bellavista et al. (2024) onucytoTe MacirTaboBaHy MiKpocepBicHy miaTdopMy
uudpoBux JBIHHUKIB A/ clieHapilB «xMapa-Kpai», ska BUKOPUCTOBYE 6e3cepBepHi 064YHCIEeHHS /1Sl THYY-
KOTO PO3TOpPTAaHHS KOMIIOHEHTIB ABilHMKA [2]. TakUM YHHOM, TEHJEeHIlisT OCTAHHIX JOCJi’KEHb — Tepexi/
Biz cyTO Qi3MUHUX cHCTEM 10 TPOrPaMHO-0PiEHTOBAHUX ABIMHHUKIB, 30KpeMa MiKpOCepBiCHUX apXiTEKTYyp.

OxkpeMo BapToO BiI3HAUUTH POOOTH, Jie caMa apxiTekTypa udpoBoro ABiHHMKA peasizoBaHa 3 BUKOPUC-
TaHHAM MikpocepgiciB. Tak, Loboda, Starovit (2022) 3anponoHyBa/id MPOTPaMHy apXiTeKTypy IUPppoBOro
JBiliHMKa AJis1 06’ekTa «HoBuM 6e3neyHnil KoHbaHMeHT» (YkpuTTa HAa YAEC), B AKil dyHKUIioHaNMBHI MO-
Ayai ABifHMKa (Bi3yasizallis, MporHo3yBaHHs, aHasli3) peasi3oBaHi K OKpeMi MiKpocepBicH, 1110 B3aEMO/i-
I0Th Yepes 3axuileHi npoTokou [6]. Lle migTBeppKy€E AOLINBHICTD NPUHIMIIB MiKpocepBicHOCT] y Mo6y0Bi
CKJIAIHUX IUPPOBUX ABIHHHUKIB.

AHani3 ny6Jikaniii mokasye, 10 Xo4a eJleMeHTH KOHLeNI[ii [udpoBOro ABiMHUKA BXe 3aCTOCOBYHOTHCSA
JUIs1 MIKpPOCEPBICHUX CHUCTEM, BiJICYyTHI pillleHHs, fKi 6 IBHO BUKOPHUCTOBYBAJIM KOHTPAKTHO-OPi€EHTOBAaHUH
migxig. BiibiricTs icHyr0UuX po6iT GOKyCyroThCsl a60 Ha MOHITOPUHTY pecypciB i cTaHiB (1K y Raghunandan
et al.), abo Ha 3acobax cumysnsLii HaBaHTaxkeHHs (5K y KubeKlone), a6o Ha 3araJpHUX MUTaHHAX apXiTek-
Typu. HaTtomicTh Ham miaxig nmpomnoHye OyAyBaTH MoJesb ABIMHUKa 0Oe3mocepesHbo 3i crnerudikariiin
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inTepdeiiciB cepsiciB (koHTpakTiB API), mo Bxke HaaBHi. Taku# mifxiJ BiAmoBifae cyvyacHid mpaxkTuii
KOHTpakTHO-opieHTOBaHOi (API-first) po3po6ku mikpocepsiciB [8], mpoTe gmoci He 6yB ¢popmasnizoBaHUM
y BUIVISIZI [[iJTICHOT KOHIIeMLii mporpaMHOro nudpoBoro ABiHHUKA.

MeTa crarTi. MeTo10 1ji€i po6OTH € po3po6Ka MoJiesi Ta MeTaMo/e i KOHTPAKTHO-OPiEHTOBAHOTO LHUd-
poOBOro ABiMHHKA MiKpOCEpPBICHOI CHUCTEMH, a TAKOXX METOAMYHHUX 3acaj, aBTOMAaTU30BAaHOTO OTPUMAaHHSA
BiAnoBigHMX apredakTiB (popmanbHux omnuciB iHTepdericiB OpenAPI/AsyncAPl) i Bukopucranus ix ajs
no6yl0BU Ta NiATPUMKHU nUpOBOro JBiHHMKA. |HIIMMU C/10BaMH, CTaBUThCS 3aBAaHHA ¢$opMaJsizyBaTH
CTPYKTYpPy HUGPOBOTO ABIMHUKA, [0 IPYHTYETHCS HA KOHTPAKTAaX CEPBicCiB, Ta MOKa3aTH, IK HA OCHOBI i€l
CTPYKTYpPH MOXKHA aBTOMATU4YHO FeHEPyBaTH AONOMIXKHI apTedakTH: cUMyJIsALi cepBiciB, TecToBi creHapii,
MOHITOPHUHIOBI KOMIIOHEHTH TOLLO.

1 mocsirHeHHS 3a3HaYeHOI MeTH MOTPiOHO BUPILIUTH TaKi mig3agadvi:

- Po3po6ka meTamo/ies1i - omMcaTH OCHOBHI CYyTHOCTI MiKpocepBiCHOI cHCTEMH Ta IX B3a€EMO3B’S3KU
B KoHTeKCTi API-koHTpakTiB (sik REST, Tak i acHHXpOHHUX).

- ®opmyBaHHS Moze i ABIHUKA — HA OCHOBI MeTaMo/e/li CTBOPUTH y3araJbHEHy MoJiesb UPPOBOTO
JBIMHMKA, sIKa BKJIIOYAE NTpe/ICTaBJIeHHS KOXHOT0 CEPBicy Ta IXHIX B3aEMOZIH.

- ABToMaTH3alis MOGYAOBM - BU3HAYUTHU MNPOLlEC aBTOMATU30BAaHOTO OTPUMAaHHS Mozesi JBiHHHKa
3 apredakTiB OpenAPI/AsyncAPI Ta mexaHi3Mu cHHXpOHi3anii Mozesi 3 peaJlbHUMHU cepBicaMu (HanpUKJIaz,
yepes nepexorJieHHsI BUKJIMKIB 260 OHOBJIEHHs TpHY 3MiHi Bepciit API).

- Ouinka nepeBar - NOPiBHATH 3aMPONOHOBAHUM MiAXiA i3 TpaAULIHHUMU MeToAaMu (LleHTpa1i30BaHUHN
MOHITOPUHT, iHTerparjiiiHe TeCTyBaHHs TOIL0) 110/10 3a6e3Me4YeHHs IITICHOCTI CUCTEMHU Ta NPUCKOPEHHS 11U~
KJIy PO3POOKH.

Moaenp Ta MeTaMoOAe/ b KOHTPAKTHO-OPiEHTOBaHOro nudpoBoro ABiHHMKA. MeTamozenb nudpo-
BOTO JABIHHHWKA MiKpOCEpPBiCHOI cHCTEMU BHU3HA4Ya€E KJIIOYOBi eJleMeHTH, HEOOXiHI A/ ONMUCY CTPYKTYPHU Ta
MOBE/IiHKM cucTeMU Ha piBHi if koHTpakTiB. Ha (puc. 1) (yMOBHO) 306pakeHO OCHOBHI KJIaCH MeTaMo/e i Ta
3B’AA3KU M)XK HUMU. LleHTpasbHUM esieMeHTOM € Kyac Microservice (MikpocepBic), IKUi XxapaKTepU3y€ETbCA
HabopoMm koHTpakTiB APIContract. Koxxen APIContract Moxxe 6yTH JBOX MiATUIIIB:

- RESTContract - onucye cunxponuuit Be6-cepic (HTTP REST API) 3 nabopom pecypciB Ta oneparii.

- EventContract - onucye acuHXpoHHUH cepBic (Hanp., 0OMiH MOBiJOMJIEHHSIMU Yepe3 Yepru abo Tomiku)
3 BU3HAYEHHSM KaHaJIiB my6Jtikarnii/minucku.

/ Environment
*

4 | +id: uum

S (S >| +name: string
+networkModel: JSON
+brokers: list

Microservice
+id: UUID L
+name: string

+version: string

AsyncAPIArtifact

DataSchema

Message

+version: v2_x
+spec: JSON or YAML

1
Channel . -payloadSchema—>| +schemald: string
+messageld: string

1 1 +jsonSchema: JSON

+name: string
+role: Publisher or Subscriber
+topicOrQueue: string

1 17

OpenAPIArtifact

+version: v3_0_or_v3_1
+spec: JSON or YAML

Response

+statusCode: int hodySchema
. / +hasBody: bool [
"

RESTOperation

APIContract parsedInto

| Hid: quIDt ) . +operationId: string
+name: string 4 +method: HTTPMethod RequestParameter
+version: semver u

RESTContract +path: string
+protocolStyle: REST or EVENT ‘_/ e
+name: string
1 0¥ +in: pathlquery|header|body
+required: bool

[—schema
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Knac RESTContract mictuth kosieknito 06’ekTiB Tuny RESTOperation - koXHa omnepalisi BigmoBizae of-
HoMy KiHneBoMy endpoint REST API 3 koukperHum HTTP-metogmom (GET, POST Tomo) Ta muisxom. /s
RESTOperation ¢ikcyeTbcs:

- Hab6ip RequestParameter (mapameTpu 3anuty: path, query, header, body), koxxeH i3 3a3HaYeHHAM THUITY
JlaHUX;

- cTpyKTypa Response(iB) — A1 pi3HUX KOAIB BiZiNOBi/li BU3HAYAIOTHCS TUIM JAHUX Tiia Bifgnosizi (a6o
BKa3YEThCs, 110 TiJIO BiJICYTHE).

Ananoriuno, knac EventContract Mmictuth kosieknito Channel, koxkeH 3 SKUX Ma€ JBi MOXKJIUBI poJIi:
Publisher (renepye noaii) a6o Subscriber (cnoxuBae noii). Koxxen Channel xapakTepusye Tvn nosigomsien-
He (Message) 3 TeBHOIO CXeMOI0 TaHUX.

s y3arasmbHeHHST BBOAUTBHCS Kiac DataSchema (Cxema faHUX), IKUH ONKCYE CTPYKTYPY AaHUX (06'EK-
TiB, MacuBiB, npuMiTHUBiB) y ¢opmari, cymicHomy 3 JSON Schema. O6’ektu RequestParameter, Response Ta
Message micTaTh mocuaHHSA Ha BignoBigHui DataSchema, o Bu3Havae popmaT JaHUX.

Takum uynHoM, APIContract (HesanexHo Bix Tuny REST uyu Event) ckyiazaeTbes 3 omuciB omepariii/ka-
Ha/IiB Ta NMOB'SI3aHUX i3 HUMU cxeM AaHuX. lli omucu 6e3mocepeHBO BiANOBIJAI0TH CTPYKTypaM CTaHAAp-
TiB OpenAPI Ta AsyncAP], mo 3a6e3ne4yye MOXJINBICTb aBTOMaTUYHOTO MePeTBOPEeHHs. 30KpeMa, apTePaKT
OpenAPI Bepcii 3.0/3.1 moxe 6yTu posmapcoBanHuil [8] y Habip o6'ektiB RESTContract, RESTOperation,
DataSchema, a apredakTt AsyncAPI - y BignoBigHi 06’ektu EventContract, Channel, Message i DataSchema [1].

Ha piBHi cucTeMu MeTaMozenb Nepebadae TaKoXK BiJfHOIIEHHs MiX MiKpocepBicamMu 3a/1eXHOCTi 32 BU-
KopucTtaHHAM 4yxux APL. lsns nporo BBoAUTbCA 3B’s130K TUIy Microservice — Microservice («depends on»),
KWW O3HAuag, L0 O/WH cepBic BUcTynae kiaieHToM API inmoro. lle# 38’30k Moxe 6yTH 3aJJaHUN BPY4YHY
(Ha ocHOBIi 3HaHHS apXiTEKTypH), a00 BUABJEHUN aBTOMATHUYHO IJITXOM aHasidy KOH}irypamiii BUKJIUKIB
(mampukJag, masxoM nouyky URL 3BepHeHb y Kozi). Y Mozesii Taka 3a/1€KHICTh BUKOPUCTOBYETbHCS JJIs1 T10-
6yzoBU rpada B3aeMofil cepBicis.

3arasibHa MoZieJib IMGPOBOTO ABIMHUKA MiKpPOCEPBICHOI CUCTEMHU CKJIAIAETHCS 3:

- CcykynHocTi o6’ekTiB Microservice, kokeH 3 sikux Mae BJsiacHi kKoHTpakTu API (RESTContract i/a6o
EventContract);

- BHM3HaYeHHX 3aJIeKHOCTeH Mk UMM Microservice;

- coizpHOro KoMmmoHeHTa Environment (cepemoBulie), 1o MOJEJIIOE CEPEOBUILE BUKOHAH-
HS - MepeXXeBi YMOBH, 6pOKepH MOBiZOMIIEHD TOLIO (32 MOTPe6U MOJiesib MOXKe OYTH pO3IIMpeHa Ha pPiBEHb
iHppacTpykTypH).

ABTOMaTH3alLig NOGYA0BU Ta OHOBJIEHHS ABiMHMKA. OJ|Hi€I0 3 KJIIOYOBUX IepeBar KOHTPAKTHO-OPi-
€HTOBAHOTIO MiJIX0/1y € MOXJ/IMBICTh aBTOMATH3yBaTH NMPOLEC CTBOPEHHS LIMPPOBOTO ABIHHUKA. Y TUIIOBOMY
LMKJIi PO3pO6KU MiKpOCEPBiCiB MPUHHATO NiATPUMYyBaTH aKTyalbHY JJoKyMeHTalilo APl y Burnszi cnenudi-
kanii OpenAPI/AsyncAPI (daitn dopmaty YAML/JSON) - Takuil nigxizg 3ab6e3nedye eAuHe HKepeo TpaBAU
npo iHTepdeiicu cepriciB. OTKe, TOOYAOBA ABIHUKA MOXe OYTH peasli3oBaHa K KOHBEEP 3 KiJIbKOX eTaMiB:

1. 36upaHHs KOHTPAKTIB. I3 peno3uTopiiB koAy a60 3 LeHTpai30BaHOr0 PEECTPY 30MPAOTHCS AKTYaJbHi
daitiu OpenAPI (g koxHOoro REST-cepBicy) Ta AsyncAPI (s cepBiciB, 1o cHiJIKyIOTbCs Yepe3 MoBijoM-
snenHs). KoxxeH ¢aiisn koHTpakTy onucye cTpyktypy APl okpemoro cepsicy.

2. [lapcunr i Tpancdopmanis. KoxkHa crenndikariis mapcyeTbcs 3a 0NOMOTOI0 BiAnoBigHUX 6i6aioTek
(mampukJaz, Swagger-parser asas OpenAPI a6o AsyncAPI parser) y BHyTpiliHI0 06'eKTHY Mozesnb. Ha 1ipo-
My eTarni 3a6e3MedyeThCs BiIMOBIHICTb eJleMeHTiB: BU3HAYEHHS NJISIXIB i METO/iB MepeBOASATHCS B 06'€KTH
RESTOperation, cienudikarii cxem gaHux 3i Ck/ay KOHTPAKTy — y 06'ektu DataSchema Touro. AHasoriyHo,
AsyncAPI-cnenudikarisi nepeTBoproeTbcs Ha 06’ekTr Channel Ta Message 3i 38’s13koM 10 DataSchema.

3. ®opmyBaHHsa Mojesi cucteMu. Ha ocHOBI MeTaMozieni cTBOpPIOIOThCA ek3eMIisipu Microservice 3 3a-
noBHeHHAM ix APIContract BiinoBiAHO 10 OTPUMaHUX JaHUX. FKL0 KOHTPAKTHU MICTATb MOCUJAHHS Ha 30B-
HimHi cepBicu yu Tomiku (HampukJaz, AsyncAPl Moxke Aek/apyBaTH MiJMIMCKY Ha TOMIK, KU My6JiKy-
€ThCS iHIIUM cepBicoM), Iii BiJloMOCTi BUKOPUCTOBYIOTbCS [Jisi BCTAaHOBJIEHHS 3B’sA3KiB «depends on» Mix
Microservice. 3a BiicyTHOCTi SBHUX BKa3iBOK 3a/IEXKHOCTiI MOXKYTb 6YTH BH3HA4Y€Hi eKCIIEPTHO ab0 HLJISXOM
aHautizy koHQirypauii (He € YaCTHHOI KOHTPAKTIB, ajle MOXXYTb Oy TH J0/laHi BpyUHY [Ji/1sl TOBHOTH MOJeJI).

4. PosropranHsl uudpoBoro ApiiiHMKa. OTpuMaHa Mo/eJib MOXe OYTH 3acTOCOBaHa KiJibKoMa crioco6a-
mu. [lo-mepiure, Ha ii ocHOBI reHepyrThCST mock-cepBicu - crpoleHi peasisarii cepsicis, mo BifgmoBizawThb
IX KOHTpakKTaM. /lJ11 IbOro BUKOPUCTOBYIOTbCA HAdABHI IHCTPYMEHTH reHeparnil KoAy: HalpUKJaJ, Ha OCHO-
Bi OpenAPI MoxHa 3reHepyBaTH Kapkac Be6-cepBepa, sikMi moBepTae ¢pikcoBani Bigmosizi (a6o echo-Bifg-
nmoBifi) BiAMOBiZHO /10 KOHTPAKTY; Ha ocHOBiI AsyncAPl - HamawTyBaTu TecTOBUH GpoKep, 1[0 iMiTye He-
06xiaHi KaHanmu Ta nomigomseHHs. [lo-Apyre, Moze/b CIYrye CXeMOI0 [JJisi HaJAlITYBAaHHS MOHITOPUHTY:
JUIs1 KovkHOro 3adikcoBaHoro B Mozesni endpoint aBToMaTU4YHO GOPMYETHCS TECTOBUM 3alUT Ta NepeBipka
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ouikyBaHoro ¢opmary BinoBizi (T.3B. KOHTpaKTHe TeCTyBaHH:). TaKUM YMHOM LIMPPOBUM BIHHUK BUKO-
HY€E POJIb CepeJIOBUINA BipTyaJbHOTO TEeCTYBAaHHS - 3alUTH A0 ABIMHUKA 00pO6JISIOTBCS mock-cepBicamu
3riZiHO 3 KOHTPAKTaMH i J03BOJISIIOTH NTepeBipATH iHTerpaLito 6e3 NiHATTS pealbHUX CEPBIciB.

ABTOMaTHYHE OHOBJIEHHSI JBiMHMKA BiZj0yBa€TbCA NMpU 3MiHI KOHTpAKTIB. fKIO pO3POGHUK 3MiHIOE
OpenAPI- a6o AsyncAPI-cnenudikauito cepBicy (Hanpukiag, [ofa€E HOBUK MeTof ab6o MogudiKye CTPYKTY-
Py AaHUX), KOHBEEDP MePETBOPEHHS 3aMyCKAETHCS MOBTOPHO Ta OHOBJIIOE BiANOBIIHI YacTUHU MoeJsi ABili-
HUKa. TakuM YUHOM IUGPOBUN ABIHHUK 3aBXK/U BiI0OpaXKAE aKTyaJIbHUHN CTaH iHTepdeliciB cucremu. s
MOPiBHAHHSA, Y TPAJUIIIHHUX MiX0AaX 4acTO CTPAXKJA€E aKTyalbHICTh AoKyMeHTalii APl (BoHa MoXe «TrHHU-
TH» — BificTaBaTH BiJ peaJsizamnii); y Halmomy > miaxoAi 1 mpo6JieMa MiHiMi3yeTbCsl, OCKIJIbKY ABIHHUK 6e3-
nocepesHbO reHePy€EThCS 3 TUX CaMUX apTedaKTiB, 1[0 ¥ Ko/ cepBiciB (y KOHTpaKT-OpieHTOBaHiM po3poobii
KOHTPAKT CTBOPIOETHCS NEPe], HATMCAHHAM KOAY ).

IIpvKIaj Ta NOPiBHAHHA 3 iICHYI0OUMMU pilleHHAMU. Po3riisiHeMo cnpoueHui npukiaaz. CucreMa ckJia-
JIAeThCSA 3 TPboxX MikpocepsiciB: Order Service, Payment Service Ta Notification Service. Order Service Hazjae
REST API nns crBopenHs 3amoBsieHb (POST /orders) Ta orpumanss# ix cratycy (GET /orders/{id}); Payment
Service Hamae REST API pns onpanoBanus miatexiB (POST /payments); Notification Service mignucyerbcs
Ha nogito OrderCreated (uepe3 6pokep moBimomJsieHb, Hamp. RabbitMQ) Ta Hazcuiae email 3 migTBepKEH-
HAM 3aMoBJIeHHS. [yia 1ux cepBiciB icHyroTh cnenuikanii API: OpenAPI g5 nepmux aBox Ta AsyncAPI s
OCTaHHBOTO.

Ha ocHoBi nux cnepudikaniii Ham niaxigz ¢opmye Mmopenn aBiHHHKa. CTBOPIOIOTBCA TPU O0G'EKTH
Microservice — mo o/fHOMy Ha KOX€H CepBiC - i JJIsT KO)KHOTO 3aNMOBHIOETHCS KOHTPAKT: y Order Service
e RESTContract 3 aBoma omneparnismu (POST /orders, GET /orders/{id}) Ta BiamoBigHuMu cxemamu [ja-
Hux (Hanmpuksag, OrderRequest, OrderResponse); y Payment Service - RESTContract 3 ogHiero omepari-
et (POST /payments) Ta cxemoto PaymentRequest; y Notification Service - EventContract 3 kaHasom order.
created (posib Subscriber) Ta noBigomaeHHsM OrderCreatedMessage (MicTuTh, Hanpuk/iaaj, ID 3amMoBeH-
Hg Ta email kiienTa). Y Mozmenb momaroThes 3aiexHocTi: Notification Service sanmexxuts Big Order Service
(cmoxxuBae #oro nogii), Order Service - Bij Payment Service (Moxxe BuksinkaTtu oro APl mpu cTBopenHi
3aMOBJIEHHS).

[l TecTyBaHHS TaKoi CUCTEMHU TPAAUILiHHO NOTPiGHE pO3ropTaHHS BCiX TPHOX CepBiciB y TecTOBOMY ce-
pefoBuILi a60 CTBOPEHHS 3arJylIOK Bpy4HY. KOHTpaKTHO-Opi€EHTOBAaHUH /ABIMHUK [O3BOJISIE 34I1MCHUTH Lie
aBToMaTu4HOo. Ha ocHoBi OpenAPI nssa Order i Payment Service reHepyroThcsi mock-cepBepH, 1o peasnisy-
10Tk BiinoBiAHI endpoints Ta noBepTarTh TUNOBI BiANOBiAl (Hanpukaz, 3a fonoMmoroio Swagger Codegen).
Ha ocHoBi AsyncAPl HanamToBYeTbCsS TeCTOBUM OpoOKep, SIKMH BifgmpaBssie i mpuiMae MOBiJOMJIEHHS
OrderCreated. [lani inTerpyemo ni komnoHeHTH: Haacuiaaemo HTTP-zanut POST /orders ma mock Order
Service - ToO# moBepTae monepeAHbO BU3HauYeHy BiAmoBigb (Hampuksag, 201 Created 3 messkum orderld).
Y peanbHiit cucteMi Order Service micisi CTBOpeHHsI 3aMOBJIEHHSI OMYOJIiKyBaB 64 MOJi0; ¥ TECTOBOMY Ce-
peoBUIIi MU IMITYEMO Ile Bpy4HY, BignpaBuBiu nosigomaenHs OrderCreated Ha Notification Service (y Ha-
oMy ABIMHUKY). [lepeBipsiemo, mo mock Notification Service oTpumaB noBigoMIeHHS i 3reHepyBaB, CKaXi-
Mo, BimoBiHUH JioT a60 BUKJIMK (B peasibHiM peasizanii - email). [lonpu cipoieHicTb, TaKUK eKCIIEPUMEHT
JI03BOJISIE HA PAaHHIX eTanax BUSBUTH HeBiAMOBiAHOCTI y dopMaTi gaHUX ab60 MOCTIZOBHOCTI BUKJIUKIB MiX
cepBicaMH.

[TopiBHAEMO MiAxiz 3 icHyounMu pimenHsaMu. Raghunandan et al. (2023) Ta gesxki iHwi po6otu $okycy-
I0ThCS MepeayciM Ha CUMyJALil HU3bKOPiBHEBUX acleKTiB (HaBaHTaXKEHHs, BUKOPUCTAHHS pecypciB) A
MOHITOpPUHTY i onTuMizanil, ToAi Ak HawW MiAgXiJ copsAMoOBaHUM Ha nepeBipKy GyHKI[iOHaIBHOI CyMicHOCTI -
BiAmoBizHOCTI KOHTpakTaM i iHTerpauii. Bin He 3aminsie Mmozeni Tuny KubeKlone (110 emystrooTe npoayKTHB-
HICTb CHUCTEMH), a JIOMOBHIOE iX, 3a6e3Meuyour aBTOMAaTH30BaHy BaJliJlallil0o MPaBUIBHOCTI iHTepdelciB Ta
B3aeMo/ild. PaKTUYHO, KOHTPAKTHO-OPiEHTOBAHUHU ABIMHUK MOEAHYE ie] KOHTPAKTHOTO TECTYBAaHHS Ta Ce-
pefoBULIA CUMYJIALIT B MeXaxX €EAUHOI MOJeJi.

BHUCHOBKM. Y po60Ti mpeicTaBIeHO MiaXij 10 Mo6yA0BYU [UPPOBOro JBiHHHKA MiKpoCepBiCHOI cUCTeMH
Ha ocHOBI il koHTpakKTiB (cnenudikaniin API). Pospo6sieHo popmManbHy MeTaMozes b, iKa ONKUCYe Mikpocep-
Bic, ioro RESTful i mozieBi inTepdelicy, a TakoK B3aEM03B’A3KH MiX cepBicamu. [lokazaHo, 1[0 BUKOPUCTAH-
He icHytounx aptedakTiB OpenAPI Ta AsyncAPI fae 3Mory aBToMaTH3yBaTH MPOLEC CTBOPEHHS MoZeJi ABii-
HUKa Ta reHepyBaHHs Ha ii OCHOBI AOMOMIXHHX KOMIIOHEHTIB (mock-cepBiciB, eMysnsaTOpiB MOBiZOMIIEHD,
TeCTOBUX cLeHapiiB). KoHTpakTHO-opieHTOBaHMU [UPPOBUHN BIHHUK NiATPUMYE aKTyalbHICTb MOZEJIi CHUC-
TeMH NpU BHeCeHH] 3MiH 10 API, ocKijibKU OHOBJIEHHS crnieludikaliii aBTOMaTHYHO BiIo6GpPAXKAETHCA HA MO-
Aei ABiHHHUKA.

HaykoBa HOBM3HA pOGOTHU TNOJIAITAE B TMOEAHAHHI KOHIeNIil UuPpoBOro ABIMHHKA 3 METOMOJIOTIEH
KOHTPAKTHO-OPiEHTOBAHOI PO3pOOKH MporpaMHoro 3abesnedyeHHs. lle /03BOJIMIO CTBOPUTH iHCTPYMEHT,
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KUK He JIMILE BiZjo6paka€ CTPYKTYpY CUCTEMH, ajie W iHTErpyeTbCs Y MPOILEC PO3POOKH, CAYTYIOUU «KU-
BOIO» JJOKYMEHTALI€I0 Ta CepeJOBULLEM JJisl eKCllepuMeHTIB. [IpakTh4Ha LiHHICTh NiJIX0y MOJISITAE Y CHPO-
LeHHi iHTerpaniiiHOro TeCTyBaHHS: KOMaH/M PO3POOHUKIB MOXKYTh MePeBipsTH CyMiCHICTb cepBiciB i3 ABiH-
HHUKOM /10 iXHbOTO PO3rOpTaHHA B CHIJIBHOMY CEpeJOBHUIL, 1[0 3HMKYE PU3UKH 300iB IpHU iHTerpanii.

[lepcneKTUBY MOJA/BIINX [JOCTI/PKEHb BKJ/IOYAIOTh PO3IIMPEHHS MOXJIMBOCTEH LUPPOBOTO ABIHHU-
Ka /iJIsT MOJIeJIIOBaHHS JMHAMIKM CUCTEMHU Tif, HaBaHTaXeHHsAM (UuIsixoM iHTerpanil 3 iHCTpyMeHTaMu Ha
kmtaaT KubeKlone) Ta peanizanito ABOCTOpOHHBOTO 3B’I3KYy 3 peasbHUMH cepBicaMu (TO6TO mepexiz Bif
uudpoBoi TiHi 0 MOBHOLiHHOTO UPPOBOTO ABIHHUKA MPOrpaMHOi cucteMHu). [lOLiIbBHUM € TAaKOX OILiHIO-
BaHHA epEKTUBHOCTI 3apONOHOBAHOrO MiZIX0/ly Ha peajbHUX Kelcax i po3po6ka peKoMeH/jalii 1040 BIpo-
Ba/PKeHHS KOHTPAKTHO-OPiEHTOBAHUX JABIMHUKIB y npakTUKy DevOps.
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ATTRIBUTE-BASED ROUTING FOR HANDLING TELEGRAM BOT UPDATES

Abstract. The purpose of this paper is to develop and analyze an attribute-based routing mechanism for handling
Telegram Bot updates. The study aims to demonstrate how declarative attributes can improve modularity, maintainability,
and scalability in comparison to traditional imperative dispatching techniques.

The research employs attribute-oriented programming (AOP) in .NET combined with dependency injection (DI) and
reflection. A framework is designed around a central UpdatesBus component, which dynamically resolves handlers decorated
with custom attributes. Filtering logic is encapsulated in reusable filters (AllowedChatsAttribute, AllowedUpdateTypeAttribute,
etc.), while regex-based data extraction demonstrates advanced routing scenarios. The methodology is validated through case
studies and performance analysis in real Telegram bot applications.

The novelty of this work lies in adapting attribute-based routing, widely applied in web frameworks such as ASPNET Core,
to the domain of Telegram bots. Unlike existing event-driven or command-based dispatching libraries, the proposed approach
introduces a declarative model with automated handler discovery and argument injection. This provides a balance between
flexibility, performance, and maintainability, enabling developers to extend functionality without modifying the central
dispatcher.

Attribute-based routing offers a scalable and maintainable solution for Telegram bot development. Experimental
results indicate negligible runtime overhead compared to imperative routing, while significantly improving code clarity and
modularity. The approach is applicable to both small-scale and enterprise-grade bots, and future improvements may include
source generator integration to reduce reflection overhead.

Keywords: attribute-based routing, Telegram Bot, declarative attributes, .NET, dependency injection, modular architecture,
scalability.

Boraan MAIIKOBCHKWUI. MAPIIIPYTU3AIIIA HA OCHOBI ATPUBYTIB /IJI1 OBPOBKHU MOBIJIOMJIEHb
TEJIETPAM-BOTIB

AHomayia. Memoio daHoi cmammi € po3pobka ma aHaniz Mexamiamy mapupymu3sayii oHosseHb Telegram-6oma Ha
ocHosl ampubymis. [locaidxiceHHs cnpsiMosaHe Ha 0eMOHCMPayiio moeo, Ak dekAapamusHi ampubymu Moxcyms niosuwumu
MOOQyAbHICMY, 3pyYHICMb NIdMpUMKU ma macuimabogaHicms y nopieHsAHHI 3 mpaduyitiHumu iMmnepamugHumMu memodamu
ducnemuepusayii.

Y po6omi 3acmocoeano ampubymusHo-opienmosaHe npozpamyeauHs (AOP) y cepedosuwji .NET y noedHnanHi 3
iHeepciel0 KepyBaHHsT mMa MeXaHi3MOM BNposadiceHHs 3aJdexcHocmell. 3anponoHo8aHa apximekmypa no6ydosaHa
HABKO0.10 YeHmpaabHoz2o komnoHenma UpdatesBus, sikuli QUHAMi4HO 8U3HAYAE 06POGHUKU, NO3HAYeHI KopucmysaybKumu
ampubymamu. Jlocika ginempayii peasizosara y gueas0i 6azamopaszogo 3acmocosHux ginempis (AllowedChatsAttribute,
AllowedUpdateTypeAttribute mowo), a sukopucmaHHs pezyAsipHUX eupasie 00380.5€ peasizysamu CKAAQOHI cyeHapii
Mmapwpymusayii. Memodosaozisi nepegipeHa Ha npukaadax npakmuyHux 6omie ma ekcnepuMeHmMaabHOMY aHAaAi3i
npodykmusHocmi.

Hosu3Ha po6omu nojsizae y 3acmocysaHHi ampubymusHoi mapwpymu3sayii, nowupeHoi y eeb-gpelimgopkax Ha
3pazok ASP.NET Core, do cgepu Telegram-6omigs. Ha giomiHy eid icHytouux 6i6s1iomek 3 nodiliHow a6o KOMAHOHOH
ducnemuepusayiero, 3anponoHo8aHull nioxio 88odums dekaapamusHy Modeab i3 A8MOMAMUYHUM NOWYKOM 06pPOGHUKIG
ma nepedasaHHsAM apzaymeHmis. lle 3a6e3neyye 6anaHC Mixc eHy4YKicmio, npodyKmueHicmo ma 3py4Hicmio niompumku,
00380./151104U po3wuprosamu GyHKYioHa 6e3 3MIH Y YeHmpaabHoMy ducnemyepi.

BucHosKku. AmpubymusHa mapwpymu3ayisi € Macwmabo8aHuM ma 3pyvHUM 015 ni0mpumKku piwileHHAM y po3pobyi
Telegram-6omis. EkcnepumeHmasbHi pe3yabmamu nNOKA3a/AU HE3HAYHI eumpamu Yacy BUKOHAHHSI NOPIBHSHO 3
iMnepamugHuMU Memodamu, npu YoMy Cymmeso NOKpawyemvcs HumabebHicmb ma Mody/abHicms Kody. 3anponoHo8aHutl
nioxid npudamuuti ik 0151 He8eAUKUX, MAk I 0151 NPOMUCA08UX 60Mi8, a N0OANbWUL pO38UMOK MOJCe 8KAYAMU IHmezpayito
2eHepamopie kody 0151 3MeHWeHHs1 sumpam Ha peg1eKciro.

Kawwuoei caoea: mapwpymusayia Ha ocHosli ampubymis, Telegram Bot, dekaapamueHni ampubymu, .NET,
8npoeadiceHHs 3aexcHocmetl, MOOY1bHA apXimeKkmypa, macumabosaHicme.
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Introduction. Telegram bots are increasingly adopted for tasks ranging from notifications and user sup-
port to e-government interactions. The Telegram Bot API delivers a stream of Update objects, representing
messages, commands, callback queries, and more. For complex bots, traditional imperative routing - if-else or
switch-case logic - becomes cumbersome over time.

Attribute-based routing solves this by enabling declarations of handler intent directly on handler classes
via custom attributes. .NET makes this feasible through reflection and rich metadata support [1]. Moreover,
dependency injection (DI) frameworks allow for dynamic discovery and invocation of handlers, aligning with
key software engineering principles such as the Open/Closed Principle and inversion of control (IoC) [2].

Related Work. Attribute routing originates in the ASPNET ecosystem. ASP.NET Web API 2 introduced at-
tribute-based route definitions on controller actions [3]; ASP.NET Core continues this pattern consistently [4].
These systems influenced the design of attribute-driven logic in bot frameworks.

In software engineering literature, Aspect-Oriented Programming (AOP) offers a paradigm for modular-
izing cross-cutting concerns. The foundational work on AOP by Kiczales et al. provides theoretical grounding
for metadata-driven behavior injection [5] and subsequent experimental measures of modularity benefits [6].

The Dependency Injection (DI) pattern, an implementation of inversion of control, is well established in
enterprise architecture. Fowler’s influential article “Inversion of Control Containers and the Dependency In-
jection Pattern” serves as a key reference [7].

The purpose of this article is to develop and substantiate an attribute-based routing mechanism for han-
dling Telegram Bot updates, with a focus on improving modularity, maintainability, and scalability of bot
architectures. The research sets the task of designing a framework that leverages attribute-oriented pro-
gramming, reflection, and dependency injection in .NET to enable declarative specification of handler rules,
automated filtering of updates, and dynamic argument injection. The formulated aim is not only to compare
the proposed approach with traditional imperative dispatching techniques, but also to demonstrate its appli-
cability in practical scenarios of Telegram bot development.

In .NET, attributes are classes derived from System.Attribute and can decorate classes, methods, and more.
At runtime, code can query these attributes via reflection, enabling dynamic filtering logic [1]. This is aligned
with the AOP philosophy of declarative behavior segregation [5], facilitating separation of concerns.

Injecting dependencies into components instead of hard-coding them improves modularity and testability.
This inversion of control is well documented in enterprise patterns [7].

The UpdatesBus class handles Telegram updates as follows:

. Logs activity using Rollbar (for debugging and error tracking).
. Retrieves all registered UpdateHandler instances via DI.

. Applies filtering logic based on each handler’s attributes.

. Orders handlers (e.g., by an Order property).

. Sets handler-specific arguments (e.g., regex group captures).

. Invokes each handler in turn.

This architecture decouples handler logic from dispatcher logic, making it easy to introduce new handler
attributes without modifying the bus itself.

Attribute-Based Filters

[AttributeUsage(AttributeTargets.Class, Inherited = false)]

public sealed class AllowedChatsAttribute : UpdateHandlerAttribute

{
public AllowedChatsAttribute(params long[] chatlds)

{
Chatlds = chatlds;

}

public long[] Chatlds { get; }
}

DU S WDN =

Filter logic ensures the update originates in an allowed chat:
public class AllowedChatsFilter : UpdateHandlerFilter<AllowedChatsAttribute>

{
public override bool Matches(AllowedChatsAttribute attr, Update update)

{
var chat = GetChat(update);
return chat != null && attr.Chatlds.Contains(chat.Id);

}
}
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The UpdatesBus class is the central coordinator responsible for receiving incoming Update objects from
the Telegram Bot API and dispatching them to appropriate handlers. Instead of relying on a hardcoded switch
or multiple if/else conditions, it leverages attributes attached to handler classes and resolves filtering logic
dynamically. This makes the routing mechanism declarative, extensible, and easy to maintain as the bot grows.

When an update arrives, UpdatesBus first requests all registered UpdateHandler implementations
from the dependency injection container. For each handler, it inspects the class-level attributes (such as
[AllowedChats] or [AllowedUpdateType]) using reflection. Each attribute is associated with a filter class
(for example, AllowedChatsFilter) that encapsulates the matching logic. If all attributes on a handler approve
the update, that handler becomes eligible for execution. Finally, the bus executes the selected handlers in
order, optionally passing arguments extracted from the update, such as regex group values.

At its core, the dispatcher method is straightforward. In simplified form it looks like this:

public async Task SendAsync(Update update)

{

var handlers = await FilterHandlersAsync(update);
foreach (var h in handlers.OrderBy(x => x.Order))
await h.HandleAsync(update);

}

Here the FilterHandlersAsync method ensures that only handlers whose attributes match the incoming
update will be invoked. For example, a handler decorated with [AllowedChats(12345)] will only process up-
dates coming from the specified chat. A typical filtering step may look like this:

public override bool Matches(AllowedChatsAttribute attr, Update update)

{

return attr.Chatlds.Contains(update.Message?.Chat.Id 7?7 0);

}

Because the UpdatesBus resolves filters and attributes dynamically, the addition of a new routing rule re-
quires only the creation of a new attribute and its corresponding filter, without modifying the bus itself. This
design aligns with the open/closed principle: the system is open for extension but closed for modification.

Reflection inevitably introduces a certain runtime cost, since the framework must inspect metadata at-
tached to handler classes at execution time. However, in practice this overhead is minimized through two
strategies. First, attribute metadata can be cached once and reused throughout the lifetime of the application,
so repeated scans of the same handler classes are avoided. Second, reflective operations are confined most-
ly to the initialization stage of handler discovery rather than to every message-processing step. As a result,
the runtime penalty remains modest. Empirical evaluation on bots with more than fifty distinct handlers has
shown that the maintainability benefits dramatically outweigh the small performance cost, with measured
overhead staying below three percent compared to imperative dispatching. This level of efficiency is accept-
able for nearly all real-world Telegram bot scenarios, where network latency and external API calls dominate
response times.

To validate the approach, the attribute-based routing framework was applied to the development of a mu-
nicipal-services bot designed to streamline communication between citizens and the local government. In this
scenario, administrative commands were strictly limited to specific accounts through the use of the [Allowed-
Chats] attribute, ensuring that only authorized personnel could access sensitive functions. Callback queries
from inline buttons were handled by filters using regular expressions to extract structured identifiers such as
order or request IDs, enabling fine-grained control of workflows. Meanwhile, public-facing message handlers
applied constraints to ensure that ordinary user messages did not conflict with bot commands. The key obser-
vation was that the addition of new features, whether administrative tools or citizen-facing utilities, required
no modification of the central dispatching mechanism. Handlers were simply annotated with the appropriate
attributes and plugged into the existing architecture. The resulting codebase remained clean, organized, and
easily extensible, demonstrating the practical effectiveness of the attribute-driven model.

The attribute-based routing approach demonstrates several important benefits. Most notably, it trans-
forms routing into a declarative mechanism where the intent of each handler is clearly visible through its at-
tached attributes. This design isolates handlers from one another, so that each class remains focused on its
specific responsibility. Extensibility is also significantly improved, since developers can introduce new types
of attributes and filters without altering the core dispatcher.

Nevertheless, some limitations were identified. Debugging can become more complex when extensive
reflection is involved, as execution paths are not always obvious from static code inspection. Furthermore,
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the approach assumes that developers are comfortable with advanced .NET features such as dependency in-
jection, reflection, and attribute-oriented programming, which may present a barrier to less experienced
practitioners.

Looking forward, there are promising directions for further development. One possibility is the integra-
tion of Roslyn Source Generators to move the wiring of attributes and filters from runtime reflection to com-
pile-time code generation, thereby eliminating most of the overhead while retaining declarative clarity. An-
other path is the exploration of aspect-oriented programming frameworks such as PostSharp, which could
automate cross-cutting concerns and weave filter logic into handlers more efficiently. These enhancements
could make the architecture even more robust while preserving the modularity and maintainability that de-
fine its current advantages.

Conclusion. The results of this research confirm that attribute-based routing represents a promising ar-
chitectural pattern for the development of Telegram bots of varying complexity. By combining the expressive
power of .NET attributes with reflection and dependency injection, the proposed approach transforms update
handling into a declarative process where routing logic is transparent, modular, and easily extensible. Devel-
opers are able to concentrate on business functionality, while the routing framework itself assumes responsi-
bility for discovering, filtering, and invoking handlers in a structured manner.

Compared to traditional imperative dispatching, the attribute-driven model significantly reduces boiler-
plate code and eliminates the need for centralized, monolithic dispatchers. The improvement in readability
and maintainability is especially evident in large systems containing dozens of handlers, where manual rout-
ing logic would otherwise become a major source of technical debt. Although reflection introduces a measur-
able performance cost, empirical experiments show that this overhead is negligible in practice, particularly
when caching strategies are employed and reflective scans are limited to initialization. Thus, the balance be-
tween performance efficiency and architectural clarity is well preserved.

The case study of a municipal-services bot further demonstrates the practical viability of this model. Fea-
tures such as restricted administrative commands, structured parsing of callback queries, and filtering of user
messages were integrated seamlessly without modifications to the core dispatcher. This illustrates how attri-
bute-based routing fosters scalability, since new features can be introduced through isolated handlers anno-
tated with attributes, while the central framework remains stable and unchanged.

The research also highlights certain limitations. Debugging reflection-based code paths may require spe-
cialized tooling, and effective use of the approach assumes familiarity with dependency injection and attri-
bute-oriented programming. Nevertheless, these challenges are outweighed by the advantages, and ongoing
improvements in the .NET ecosystem - such as source generators and compile-time analyzers - offer path-
ways to mitigate these concerns.

In conclusion, attribute-based routing should be considered a robust and future-ready solution for Tele-
gram bot development. It not only supports clean architectural separation but also opens opportunities for
integrating modern compiler-assisted tooling and aspect-oriented techniques. As bots continue to evolve into
complex service platforms, the declarative, extensible, and maintainable characteristics of this approach will
become increasingly valuable for both academic research and real-world applications.

Furthermore, recent developments in .NET such as source generators demonstrate a practical path for-
ward to eliminate runtime reflective scans entirely, as highlighted by the System.Text.Json team’s comparison
of reflection vs. source generation [8], and Microsoft’'s documentation of how generators can move discov-
ery logic into compile time [9]. Additionally, best practices for dependency injection with filters and attri-
butes [10] reinforce the architecture’s testability and flexibility by keeping DI mechanisms clean and modular.
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APUPMETHUYHI OBYUCJIEHHA TA HEBE3NNEYHICTD YHIBEPCAJIBHOTO ITIOJIIMOP®I3MY

Anomayis. Y cmammi po3easiHymo aazebpaiuHuil nioxio 0o npoekmysaHHs ma mecmysaHHs nNpo2PaAMHO20 3a6e3NeYeHHSI.

Memoto cmammi € po3pobka mogoio C# deox Kaacie: yiaux ma OiticHUX yuces, sIKi 3HAX00IMbCs1 Y 8IOHOWEHHI
HacaidysauHs. IIpu yvomy nepesusHaudeHa onepayis OdineHHs 8 Kinbyi yinux uyucea ma noai OilicHUX 4ucen NOBUHHA
npuszeodumu 0o NOMUJIOK Y po3paxyHkax noaimopdrux ¢yukyil. | ye HesasexncHo 8i0 mozo, siKull I3 kaacie € 6a3osum,
a sikull — noxioHum. 3a3HaveHi Kaacu 6ydyme gukopucmogygamucs 01 deMoHcmpayii BUHUKHEHHs He04eBUOHUX NOMU/IOK
nio yac o64ucseHv y noaimop@Hiil peanizayii cumniaekc-memody. Y yili po6omi po3pobseHi kaacu Gyau npomecmosaHi ma
3aCcmoco8aHi 0151 OMpUMAaHHS 04e8UOHOI NOMUIKU 8 pe3ysbmami 8UKOHAHHA dydce npocmoi noaimopgdHoi yHkuii. Yece ye
demoHcmpye Hebe3neky yHigepcaabH020 NOAIMOPPHI3My npu apuMemuvHUX 064UCAEHHSIX.

Memoodu docnidxncenHs. [1i0 yac docaidxceHHs BUKOPUCMOBYHMbCSL 6A3081 NO10HCEHH Memody hopMaIbHOT pO3pO6KU
RAISE ma memody npoekmyeaHHs1 3a koHmpakmom Bepmpana Meliepa, siki dozeoasitoms 3acmocogygeamu opManbHy
J1021Ky 00 KAacis, ujo po3pob.asiiomuCcsi.

Haykoea Hoeu3Ha docaidiiceHHs1 noasieae 8 momy, wo Ha PyHkyisx dilicHozo apaymenmy 6yau nepesipeHi gpopmanbHi
03HAKU, 3 00NOMO2010 SKUX MOJ}CHA nepedbayamu nosigy 360i8 y npayrowovomy npoepamHomy 3abe3neyeHHi. [lo-nepwe, ye
nidmeepoicye KOpUCHICMb 3aCMOCY8AHHS PO32ASTHYMUX POPMANbHUX MemMODi8 NPOEKMYBAHHS NPOZPAMHO20 3a0e3neHeHHs.
Ilo-dpyee, Hasimb Ha Hailinpocmiwux munax 0aHUX NPOOeMOHCMPOBAHO Hebe3neyHicmbv yHigepca/bHO20 NoAiMOpEizmy
0418 apugmemuyHuUx o64uc/aeHb, KUl sukopucmosyemocs y mogi C#. AHas02i4Hi npukaadu Hebe3neku nosaimopg@ismy
2apaHmMoBAHO MOXCHA OMPUMAMU NPU HACAIOYBAHHI MidC OiliICHUMU MA KOMNAEKCHUMU YUCAAMU.

BucHogKu. AnzebpaiuHe npoekmyeaHHs ma mecmysaHHs 6a3yeEMbCs HA MAMeEMAMUYHUX NPUHYUNAX, Wo 00380/5€:
YHukamu 0eo3Ha4Hocmi Ui HeoOHO3HaYHocmI 8 onuci hyHKYioHa1bHOCMI; 3a6e3neyysamu mMoyHiCMbs ma 00HO3HAYHICMb Y
dopmyaroearHi umoz do npoepamu; 8Us8AsIMU U ycysamu NOMUAKU We Ha cmadii po3po6Ku.

Kawuosi caoea: yuigepcanvhuil nosaimopgism, RAISE Specification Language, akciomamuxa, ¢yHkyis dilicHozo
apaymeHmy.

Oleksii PISKUNOV, Valerii KHREBET, Natalia TUPKO. ARITHMETIC COMPUTATIONS
AND THE NON SAFETY OF UNIVERSAL POLYMORPHISM

Abstract. The article examines an algebraic approach to software design and testing.

The purpose of the study is to develop, in C#, two classes - integers and real numbers - that are in an inheritance relationship.
In this setting, the overridden division operation in the ring of integers and the field of real numbers must lead to errors in the
calculations of polymorphic functions, regardless of which class is the base and which is the derived one. These classes are
intended to demonstrate the occurrence of non-obvious errors during computations in a polymorphic implementation of the
simplex method. In this work, the developed classes were used to produce an explicit error as the result of executing a very
simple polymorphic function. All of this demonstrates the danger of universal polymorphism in arithmetic computations.
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Research methods. The study employs the basic principles of the RAISE formal development method and Bertrand Meyer’s
Design by Contract methodology, which make it possible to apply formal logic to the classes under development.

The scientific novelty of this study lies in the fact that, for functions of a real variable, formal indicators were tested that
make it possible to predict the occurrence of failures in operational software. First, this confirms the usefulness of applying the
considered formal methods of software design. Second, even for the simplest data types, the study demonstrates the dangers of
universal polymorphism used in C# for arithmetic computations. Similar examples of the risks associated with polymorphism
can certainly be obtained in cases of inheritance between real and complex numbers.

Conclusions. Algebraic design and testing are based on mathematical principles, which makes it possible to: avoid ambiguity
and vagueness in the description of functionality; ensure precision and unambiguity in formulating program requirements;
detect and eliminate errors already at the development stage.

Key words: universal polymorphism, RAISE Specification Language, axiomatics, function of a real argument.

IlocTaHOBKa NMpo06JieMH Ta aHAJIi3 OCTAHHIX AOCAiAXKeHb i myGsaikanii. [[poeKT BUKOHAHO B MeXaXx
PO3POOKH KypCy 3 MOAY/IBHOTO TeCTYBaHHS [3], y paMKax SIKOro 6yJio po3IJISHYTO HAaCTYIHI MUTAaHHS:

e po3po6Ka Ta BiAJiaroxkeHHs ABOX KJIACiB /151 JeMOHCTpaLii He6e3MeyHOoCTi yHiBepcaJbHOro noJiMop-
$i3My Ha NpUKJIAZl CHMILIEKC METOJLY;

e mob6yzoBa npoctimoi nosiMopdHoi GyHKUIT A AeMoHcTpalii He6e3neKu YHiBepcaJbHOTO MOJIiMop-
¢$i3My, 110 MOPYIIY€E NPUHIHUII TiACTaHOBKHU JIiCKOB;

e JloCJi/KeHHs MOXJHUBOcTed MoBU C#, sKi [103BOJIAIOTH PO3pOO6JISATH NMPUKJIAAU MOPYLIEHHS NPUH-
LMNY NiICTAaHOBKHY, BUSBJATHU Ta lepeA6adaTH iX NOABY.

3rilHO 3 IPUHLMIIOM TiACTaHOBKYU [13], IKIIO OBeEHO, 110 TIEBHA BJIACTUBICTh BUKOHYETHCS AJIsI BCiX
006’eKTiB b Tumy B, TO s BJAaCTUBICTh NOBUHHA BUKOHYBATHCs i [/ BCiX 00’€KTiB d TUny D, ae tun D € mia-
TunoM B. [lasi, niji Takoo BJIACTUBICTIO pO3YyMITUMEMO HACTyIHe: Hexal QyHKIiA P, ska Mae B IKOCTi Gpop-
MaJIbHOTO MapaMeTpa JesiKui 06'€eKT Kjacy B, BiinoBizae cBoei crienudikariii /1 6y1b-IKOro 06’'€KTY LIbOTO
kJacy. Hexalt Tenep D - kJac, noxiJHUH Bif kiacy B. Akuio a1 feskoro o6’ekta d noxigHoro kJacy D 3acto-
cyBaHHsA OyHKIII P 1o nboro o6'ekra P(d) nepecrae 3aI0BoJIbHATH cnenudikanii miei ¢yHKIii, To K1acu B i
D matoTb pi3Hi Tuny, xoya D € noxiAHUM KJiacoM s B. llell pe3ynbTaT NpsiMo CyliepeduTb TaKiil BJacTUBO-
CTi MOBH NpOrpaMyBaHHs sIK yHiBepcaJbHUH nosiMmop¢i3m. Ilig mosiMmopdismMom 6y/1eMo pO3yMiTH BJIACTH-
BiCTb MOBHM porpaMyBaHHs, siKa J03BOJIsSIE BUPa3y 3a/J0BOJIbHATH BUMOraM /IeKiJIbKOX THIIiB 0/JHOYACHO.
3rigno 3 Kapaesti [9] BuAinssTHUMEMO YOTHPU BUAM NOJIIMOPdi3My:

e crernjaJbHUH MoJiMopdi3M nepeTBOPEHHS;

e crnenianbHUM nosiMopdisam nepeBaHTaKeHHS QYHKILIN;

¢ yHiBepcaJbHUH N0JiMOP}i3M BKJIIOYEHHS ITiATHUIIIB;

e yHiBepcaJbHUH NapaMeTPUYHUM noiiMopdi3M 1maba0HIB.

Ha BigmiHy Bij creniasibHOrO noJsiiMopdismMy, yHiBepcaJbHUH [103BOJISIE TUCATHU KOA, (PO3pO06IATH QyHK-
1ii) IKMHA Mae KOPEeKTHO BUKOHYBATHCh Ha Ille He CTBOPEHHUX KJacax. s BjlacTUBICTh NOBHMHHA CyTTEBO €KO-
HOMUTH 3yCUJIJIA IPOTPaMICTiB YHACIiJOK 6i/bLI IIMPOKOTO NOBTOPHOTO BUKOPUCTAHHA KOZAY.

[IpesncTaBiieni y cTaTTi K/1acu € KOHTP NMPUK/IaAAMHU /151 060X yHiBepcaabHUX noJiiMopdismiB. Boun nopy-
UIVIOTh NPUHLHUI MiJICTAHOBKY i TOMY JIeMOHCTPYIOTb iX He6e3neuHicTb. OUH i3 HaWBiAOMILIMX TPUKJIAZIB I10-
PYIIeHHS] PUHIUITY TiAcTaHOBKYU JIuckiB € mpukaaz P. Maprina [14], B IKOMy IOKa3aHoO, 1[0 KJ1ac KBaJpaTiB
He MO)KHa YCIa/IKOBYBATH BiJ| KJlacy NPSIMOKYTHHKIB. Y HaBeJieHil Mo/iesli criaIKyBaHHS NopylyBajacs po6oTa
Hi6uTO MoJsiiMopdHOI GyHKIIT (MpalloBasia HEKOPEKTHO) i TOMY, 3TiJHO 3 IPUHIUIIOM MiJICTAHOBKH, KJIaCc KBa-
JipaTiB (AKUHA po3po6UB JJIs [[bOTO NpUKJIaAy P. MapTiH) He 3a/l0BOJIBHAB BUMOraM KJacy MNpPsSIMOKYTHHKIB.
[Ipu ypomy, y cBoiit gomnoBiai P. MapTiH He faBaB HosicHEHb, YOMY B LIbOMY BHIIQ/IKy He MOXXHa BUKOPHUCTO-
BYBaTH yHiBepcaJbHUN NoJiMOp®i3M i K nepesbadaTy MOKJIMBI TPO6JIeMH [0 BUSBJIEHHS MMOMUJIKH TIiJ] 4ac
BUKOHaHHS. [0JIOBHMM HaCJ/iJKOM LIbOI'0 NPUKJIAJy BUSBUJIOCS Te, 110 YHiBepca/ibHUM noJiiMop¢i3M Hebe3ney-
HU# i 3aco6u craTuyHoi Tumidanii MoBu C++, BTiM sk i C#, He BUPILIyIOTh 3aB/aHHS 3aM06iraHHs TOMUJIKAM
npoekTyBaHHsA. O/iHaK, BiANOBIIHO 10 CBOTO ONKCY MOBU KOMIiATOp C++ TPaKTYBaB, 1110 06'€KT KJ1acy KBaApaT
3a/l0BOJIBHSIB BUMOTaM JIBOX THIIIB: BUMOI'aM IOXiZ{HOI'0 KJIaCy KBaZpaTiB i 6a30BOro K/acy NpsiMOKYTHHUKIB.

[ToniMmopdism BrItoueHHs miATUIIIB MOBU C# Tak caMo BiZJHOCUTB OYAb-KUH MOXiHUM KJac Zj0 TUILY 6a-
30BOro KJIacy. 3riiHo 3 fokyMeHTalieo Microsoft [2] no moBu C#:

ITid vac 6UKOHAHHsA ~ 00'€KMU NOXIOHO20 K/AACy MOXCYymb 6Oymu 06pobsieHi mak camo, K i 6a3oei 06’ ekmu
K/Aacy 8 makux Micysix, sk napamempu memody.

A Takox [1]:

3assuuaii Hacaidy8aHHs1 BUKOPUCMOBYEMBCS 0151 BUPANCEHHS 38 A3KY «€» Mixc 6A308UM KAACOM i ... noxio-
HUM Kaacom. [loxioHull kaac — ye mun 6a308020 KAacy.

TakuM ynMHOM, 1151 BiacTuBicTh MOBY C# 03B0JIsIE 3MiHHMM 6a30BOT0 KJIACy NPUCBOIOBATH 06'EKTH MOXi/-
HOT0 KJIacy:

B b = new D();
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I came 11 BJIACTUBICTH MOBHU [I03BOJISIE NePeiaBaTU OO'EKTH MOXiAHOTO KJacy y GyHKIl, fAKi 04iKyIOTh
06’ekTH 6a30BOro kJacy. bisbm goksasHo GopMysnrOBaHHSA yHiBepcasbHOro mnoJiMopdismy ajsa moBu C#
MOXKHa MOAUBUTHCA B cienudikanii moBu [10, 12.6.2.3 Run-time evaluation of argument lists] Ta [10, 10.2.12
Implicit conversions involving type parameters].

Buksas ocHOBHOro mMarepiasy. Y po6oti [4] 3a gonmomororo ifjei anre6paiuHOro npoeKkTyBaHHS KJIacy,
sKa 6yJia 3apOINOHOBaHa B JiocaikeHHi [11], mpoBeseHo dopManbHUM aHani3 npukaaay PMaprina [14] Ta,
B TepMiHax [IONApHOT0 3aCTOCYBaHHA MeTO/IB KJacy, T0Ka3aHO NPUYUHY HeBifnoBigHOCTI TUNiB. CoyaTKy
KOXXHOMY MEeTOAY KJIacy CTaBUThCA y BiAnoBigHiCTh Horo dyHKnioHanbHU# TUI. Lle MoXXHa 3po6uTH 3a TBEp-
JkeHHsIM B. Melepa: «Kiac - e 3anporpaMmoBaHui abCTPaKTHUH TUIl AaHUX» [15]. TaKUM YMHOM, KOXKHOMY
MeTO/y KJIacy CTaBUTbCS Y B3aEMOOJHO3HAYHY BiANOBiAHICTE QyHKLiA aGCcTpaKTHOrO TUIY AaHUX. PyHKIi-
oHaJbHUU TUN 1iel GyHKIil i BBaxkaTuMeTbcsd yHKLiOHANIBHUM THUIIOM MeToay. [loTim yci dyHkioHanbH]
THUIIM METO/[iB JIeSIKOT0 KJacy B MoAiNAITECA HAa YOTUPHU T'PynH B TakuM croci6. Hexait domen(B) o3Havae
MHOXXHHY 00’€KTiB KJsacy B, a X Ta Y - #oBi/IbHI MHOXHHM (BKJIIOYAI0YM NOPOxKHI MHOKMHU). Tozi MaeMo Ha-
cTynHi rpyny GyHKIiOHaJIBHUX TUMIB:

e MHOXWHA 00’€KTiB KJIacy BiJICyTHA Y QYHKLiOHA/JIbHOMY THIII, [Je CTATU4YHI MeToAu Kaacy: X = Y;

e MHOXHWHA 06'€KTiB KjIacy MPUCYTHI TiJIbKYU 3 TPaBoro 60Ky Bif GyHKI[iOHAIBHOI CTPINKY, 11le KOHCTPYK-
Topu KJacy: X = domen(B) x Y;

e MHOXHWHA 06'€KTiB KJIacy MPUCYTHS TIbKY 3 JIiBOro 60KY Bifi GyHKIIIOHAIBHOI CTPI/KY, Lie MEeTOAH, AKi
BUTATYIOTh 3 00'€KTa AesAKy iHpopMauiro: (Tak 3BaHi reTTepy, Bif cioBa get): domen(B) x X - Y;

e MHOXHWHA 06'€KTiB Kj1acy NpUCYTHS 3 060X CTOPiH GYHKIIIOHAJIBHOI CTPI/NIKY, 1ie MeTOH, SIKi 3MiHIOIOTh
cTaH 06’ekTa (Tak 3BaHi ceTTepy, Bij cioBa set): domen(B) x X = domen(B) x Y.

Jani Bumoru 1o GyHKLiHM TUIIB 060X KJIaciB BUNKCyBavcs B anrebpaiuHomy Buraszi. To6To 3a gonomo-
roI0 IMOMapHOro 3acTocyBaHHA GyHKLiN. [IpHYMHOI0 NOpyIIeHHS NPUHIMITY MiAcTaHOBKHY y P. MapTina 6ynu
HEeCYMHCHi OlHa 3 O/THOI0 BUMOTH 4eTBePTOI rpynu MeTo/iB. Ha mpo6sieMy, noB’s13aHi 3 MeTO/JaMH YETBEPTO-
ro ¢pyHKIioOHAJBHOTO THUIY, OKpeMo BKa3dyBasu b. Metiep [15] Ta JI. Kapzenni [8]. HasaBHicTh Takux MeTo[iB
He Z103BOJIsIE 3MiHIOBAaTH MHOXKHUHY 00’€KTiB MOXiZJHOTO KJIacy BHAC/IIZOK OZJHOYACHOI KO- Ta KOHTPa- BapiaHT-
HOCTi nuX MeTozAiB. lle HeraliHO TSArHe 3a CO6010 TaKWK PAKT, 1[0 MHOKHMHA 06’EKTIB KJIacy KBaJpaTiB (y pasi
KOMIT'IOTEPiB BOHA NPUPOJHO KiHIeBa) Mae 36iraTvcs 3 MHOXXMHOIO O6'EKTIB MPSAMOKYTHHKIB. Ase, y pasi
npukJaasy PMaprina, npuYuHOI0 GY/IH iHIII BUMOTH 0 TONAPHOT0 3aCTOCYBaHHA MeToAiB. Lli BuMoru Gynu
HEeCYMHCHi 0/iHa 3 OZJHOIO [/ KJIAciB KBaJipaTiB Ta NpsIMOKYTHHKIB. | Takoro poay aare6paiuHi BUMOTH 0
nepesyMoOB, IIOCTYMOB Ta iHBapiaHTIB abCTPAKTHOTO TUIY AAaHUX (K Iie MPOMOHYEThCS B poboTtax [15; 13]
Ta [11]):

e He MOXYTb OyTH B IPUHLMII NepeBipeHi Ha BiANMOBiAHICTE MOTOUHUMU KoMmingTopaMu C++ 1 C#;

e MOBHICTIO BiZITOBial0Th akcioMaM TaKuX aiare6paiyHUX CUCTEM, sIK Tpyna Ta HamiBrpymna [16].

TakuM 4YMHOM, BUKOPUCTOBYIOUM METO/, aJre6paivHOro 3anucy AJisi BUMOT NMPU NPOEKTYBaHHI cBOro ab6-
CTPAaKTHOTO TUIYy JAHUX, MOKHA JIETKO OyAyBaTH NMPHUKJIAAU MOPYLIEHHS NMPUHIMITY MiZACTAaHOBKHU abo me-
pefi6adyaTy Horo MoxJ/MBe nopyueHHs. OcCO6IUBO JIETKO Ije POOGUTH [Jisl 4eTBEPTOI Irpynu GYHKLiOHATbHUX
TuniB (certepin). OcKiNbKY THH OYAb-AKO0I onepalii anrebpu NoTpamnJsie B Y4eTBEPTY rpymy GyHKILIOHATBHUX
THUIIIB | MA€ HECYMHUCHI BUMOTH IIPU IlepexoAax BiJf HAIBrpynu A0 IPyNH, Bij KiJbLid [0 [10JI5, TO MOXHA Jier-
KO NMPOEKTYBATH CBOI NPUKJ/IAJM NOPYLIEHHS TPUHIMITY MiICTAHOBKY i He6e3neKH yHiBepcaJbHOTr0 MnoJimMop-
¢dismy. Jlo pedi, 1je Mae 6yTH OUEBHU/IHUM JIJIs1 IPOTpaMicTiB, IKi onaHyBaJ/IM 3arajibHe POrpaMyBaHHs (TO6TO
yHiBepcanbHUM nosniMopdiam) 3a MoHorpadiero anredpaicra A.A.CtenaHosa [16].

JeTanbHime npo asre6paidvHe NIPOEKTYBaHHA nporpaMHoro 3a6e3snedyeHHs ([13) nmpexcraBsieHo B po6o-
Ti [7]. Kpim Toro, y 3BiTi [6] npeAcTaBieHO OAMH 3 HAUIPOCTIMIMX NPUKJIA/IB aJre6paidyHOTo MPOEKTYBAaHHS,
peasi3oBaHOTO 3a JJOMOMOr0I0 aKkcioM MaTeMaTHKa 19-ro crosiTts ['epmana 'paccmana. Y 3BiTi [5] HaBee-
HO NpUKJIaJ 3 IepeBU3HAauYeHHAM onepalii BifjHiMaHHA. Onepalisa BigHIMaHHSA € BCIOAW BU3HA4YEHOIO Y pasi
rpynu. lle € HaciIKoM icCHyBaHHS HeUTpabHOTO esileMeHTa (identity element), onepauii o6epHeHHs (inverse
operation) Ta akciomu ckopodeHHs (cancellation axiom) y rpymi. [sis inroctpanii ¢opmysroBaHHs aarebpa-
fYHUX BUMOT [0 THIIIB JaHUX, lepenuueMo akcioMmaTuky rpynu MmoBor RAISE Specification Language [17]
3rigHo 3 [16].

Listing 1. AkciomaTuka rpynu:

scheme group = class

type
T
value
e :T -- identity element
,0p :T><T->T--group operation
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Jnverse: T->T --inverse operation
axiom
[associativity]

allxy,z: T:- op (x, op(y,z)) is op (op(xy), z)

,[identity]
allx: T :-(op(xe)isx)/\ (op (e x)is x)
,[cancellation]
allx: T :- op (x inverse(x)) is e
end

3 i€l akcHOMaTHKU BUIJIMBAE, 1110 Yepes BiICYyTHICTh onepallis 06epHeHHs Ta aKCIOMHU CKOpOYeHHs B Ha-
MiBrPYIIi, onepaljis BiiHIMaHHS He € BCIOJY BH3HAYEHOK B MeXax Iiel anrebpaiuHoi cTpyKTypu. 30KpeMma,
y NpUKJIaAL 3 BijHiMaHHAM [5] mopyLieHHs TPUHLUIY MiACTAaHOBKH MPUBOZMJIO JI0 aBAPiHOr0 3aBeplIeHHS
po6oTH [10AATKY, 1110 Ma€E 6yTH 0CO6JIMBO MOMITHUM po3po6HKKaM [13. Y noTouHilt po60Ti HABOAUTHCS aHa-
JIOTIYHUH NPUKJIAJ NPU NepeBU3HadeHi onepauii AiJieHHs, 1110 TPU3BOAUTD [0 IBHO HEKOPEKTHOI'O pe3yJib-
TaTy. Taka noBeJjiHKa, X04a ¥ MeHII KPUTHUYHA NMOPIiBHAHO 3 aBapiiHUM 3aBepPIIEHHSM POOOTH [[0/IaTKY, BCE
K € IOCUTh OYEBHU/HOIO Ta 3PO3yMIJIOI0 /IJIs1 TPOTpaMicTiB. Y HaCTymHOMY NPUKJIAZi, 110 nepesbavyae 3acTo-
CyBaHHS CHUMILJIEKC-METOAY, OTPUMAHUH pe3ysbTaT Gy/ie HelpaBUJIbHUM, ajle TAKUM, 1110 MaJIo BiZpi3HAEThCA
Bizi mpaBu/IbHOTrO. /|11 pO3pO6GHHUKIB OCTAaHHIHM MPHKJIa/, HEKOPEKTHOI MOBEAIHKY NPH peaJisalil yHiBepcaib-
HOTrO noJ1iMop¢}i3My € 03HAKOI0 HANTiPIIOTO PO3BUTKY MOAiH.

PosrisineMo kop npukaaay. CnoyaTky nogamo o6uasi popmu GyHKLii P A/15 yHIBepcaJbHOTO MOJIiMOD-
¢dizmy. OyHKIis 3060B’13aHA TEPETBOPUTH Pe3yabTaT 0O6YHCAEHHS B Iiijie YUC/I0 3a JOTIOMOIr0I0 TPaAULiii-
HOTO0 BiJKUIaHHS APO6OBOI YaCTUHU.

Listing 2. ®yHkuisa g feMoHcTpanii nosiMopdismMy BKIIOUEHHS:

using System;

partial class Program {

public

static int P (‘real one, real two, real divisor) {
real outl = (one *two ) / divisor;
return (int) outl;

}

}

Bepcito fiy1a napaMeTpuyHOro nosiMmopdismMmy po3po6/ieHO B TepMiHaX A,0aTKOBOr0 abCTPaKTHOTo 6a30-
BOro kjacy number. Knac real € noxifHuM KJiacoM Bif number i 6a30BUM JJ1s Kjacy integer. [lpyra Bepcis
dyHKII Tak caMo, fIK | mepia, Npanioe 3 04iKyBaHO MOMUJIKOIO 3 06'€KTaMU TUIY integer.

Listing 3. ®yHKLida Jy1g feMOHCTpalil mapaMeTpU4YHOro nojiMop¢izmy:

using System;

partial class Program {

static int

P<T> (Tone, Ttwo, T divisor) where T : number {
number outl = (one * two ) / divisor;
return (int) outl;

}
}

TakuM 4MHOM, 3TiIHO 3 BUMOTraMH cnenudikamii, 09iKyeThCs, Mo Ko GyHKIil nepegaTy 3HadeHH 5.0,
3.0 12.0 sx napameTpH, To GyHKLisg P NOBUHHA NMOBepHYTH yucao 7 (BHacaigok (5.0 * 3.0 )/2.0 =7.5 ). Jaui,
HaBeJIeMO YaCTKOBe BU3HAYEHHS KJIaCy AIMCHUX YHCeJI, [0 PO3PO0JIsEThCA real.

Listing 4. MeToziu 6a30BOro KJacy:

partial class real {

public double v;

public virtual real sum( real r){ return new real (v+r.v);}
public virtual real dif{ real r){ return new real (v-r.v);}
public virtual real mul( real r){ return new real (v¥r.v);}
public virtual real div( real r){ return new real (v/r.v);}

/

Jis apudMeTHIHMX 06YHCIEHDb KJIaC MiCTUTh YOTUPH BipTyasnbHi QyHKLI: JomaBaHHS, BiHIMaHHS, MHO-
»KEHHs Ta AineHHs. Mogudikarop virtual y MeToiB J03BOJISIE TEPEBU3HAYUTH IX y MOXiZAHOMY KJaci 3 MOX-
JIUBICTIO Mi3HBOTO 3B’sAI3yBaHHsA. CaMi apudMeTHIHI 06UMCIEHHSI BUKOHYIOTBCS 3@ JOMOMOT0I0 BOYZOBAaHUX
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y MoBy C# omepaniii HaJ; 06'ekTamMu Kiacy double, 10 IKOTO HaJIEXKUTB 1oJie V. [10TiM, /151 X METO/iB BBOJASATHCS
YOTUPU NPUPOJHI MO3HAYEHHS], SIKi Jal0Th MOMJIMBICTb 3alIMCyBaTH aJITOPUTMH 3 00'EKTaMH KJacy real y 3BU4-
HoMy iHiKCHOMY 3anucy, TO6TO Yepes onepatiii.
Listing 5. Onepauii 6a3oBoro kJsacy:
partial class real {
public static real operator + (real I, real r) { return Lsum(r); }
public static real operator - (real |, real r) { return Ldif(r); }
public static real operator * (real |, real r) { return Lmul(r);}
public static real operator / (real |, real r) { return Ldiv(r);}
/
[licns yboro pyHkuisa P 6Gyna nobyaoBaHa K AMHAMIYHA MiJiBAHTaXKyBaHa 6i6JioTeka. [y i TecTyBaHHSA
6yJ10 CTBOPEHO OKpeMUH TeCTOBUH BapiaHT, AKMH ycHillHO NPOHLIOB epeBipKy.
Listing 6. [lepminii TecToBu# BapianT A GyHKLii P:
using System;
using NUnit.Framework;
public partial class demo {
[Test]
public void integerUsage() {
Assert.That(
Program.P(new integer(5), new integer(3), new integer(2)), Is.EqualTo(7)
)
}
}

Pe3ysbTaT BUKOHAHHA IIbOTO TECTOBOI'O BapiaHTa:
Test Run Summary
Overall result: Passed
Test Count: 1, Passed: 1, Failed: 0, Warnings: 0, Inconclusive: 0, Skipped: 0

flk 6a4MMoO, TeCT BUKOHAHO YCIILIHO, OTKe, MO>KHA PO3MOYMHATH IPOMUCIOBY eKCILIyaTallilo Mo6y 0BaHol
JYHaMivHOlI 6i6/1i0TEKH.

3as3HayuMo, 10 yHKILiA P € nosiMopdHOI0 32 BUSHAUYEHHAM BUILE, OCKIJIBKY 33/]0BOJIbHAE BUMOTaM Kijb-
KOX THUIIIB:

e THUIy, B TepMiHax sKoro ii po3po6sieHo:

domen(real) x domen(real) x domen(real) - domen(int)

Jle KJIac int — KJ1ac LiJIuX yuces, BOyZ0BaHUU y MoBY C#;

e i, 3rizHo 3 0QililiHOI JOKYMeHTAalli€l0, TUIY Oy/Ib-IKOr'0 KJacy IOXiJJHOTO Bif Kjiacy real, HanpukJaf,
3allJIAHOBAHOTO KJacy integer:

domen(integer) x domen(integer) x domen(integer) — domen(int).

Tenmep BU3HAYaEMO MOXiAHUM KJAC LIIUX 4YUCes integer, B IKOMYy BUKOPUCTOBYETbC QYHKIis round
(AuB. HIXKYe OKPYIVIEHHS A0 LisuxX uuces). BoHa po3po6sieHa BignoBigHo fo cTtangapty [12], skuit perna-
MeHTY€E BUKOPUCTAHHS JiMCHUX BEJIMYUH i 3a/]a€ KiJibKa pi3HUX HAaNPsIMKiB OKPYIJIEHHS J10 Lijoro.

Listing 7. KOHCTpyKTOpY NOXiZAHOI'0 KJ1acCy:

using System;

partial class integer: real {

public integer (): base(0.0) {}
public integer (intv)  {this.v =v;}
public integer (doublev) { this.v = round(v);}
public integer (string s) {

if (!double.TryParse (s, out v))

this.v = 0.0;
else
this.v = round(v);
/
}

Ak BUAHO 3 KOAY, YCi KOHCTPYKTOPH rapaHTYIOTh MOSIBY LiJI0YMCeJIbHOTO 3HA4eHHA B noJi v. [lepexoau-
MO Ji0 HepeBU3Ha4YeHsl MeTO/AiB 6a30BOro KJacy.
Listing 8. [lepeBr3Ha4YeHi MeTOAM MOXIAHOTO KJaCy:
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partial class integer: real {
public override real sum( real r){
return new integer (this.v + round(r.v));
}
public override real dif{ real r){
return new integer (this.v — round(r.v));
}
public override real mul( real r){
return new integer (this.v * round(r.v));
}
public override real div( real r){
return new integer (round( this.v / round(r.v)));
}
}

MeToau foAaBaHHA, BiHIMaHHA Ta MHOXXeHHS He BUKJIMKAIOTh MUTaHb. BXifHUI napaMeTp OKPYIJIIOEThb-
cs1 10 LiJIOro Ta BUKOHYETHCS BiJNOBiJHA onepallis 3 LiJIMM 4YUCI0M, sike 36epira€Tbcs B MoJii Vv IOTOYHOTO
o6’ekTa this. PeaynbTaTu 064YMUCIEHHS BCiX TPbOX QYHKILIN MOBUHHI 3a/MIIATUCA LiJIOYMCEJbHUMH 3 ypa-
XyBaHHSM 0O0Me)XeHb CTaHAapTy [12] miofi0 mojaHHS yuces y 3MiHHUX TUIy double. 3acTocyBaHHS MeToza
JiJleHHs1 div MOXe B pe3y/bTaTi po60TH MPUBECTU 10 APOOGOBOTO YHMCIA, IKE OKPYIIAITUMETHCS /10 IiJIOTO
¢dyHkuiero round. To6To 3acobamu kiacy integer. OfHaK Py po3po6Iii LbOro KJacy 6yJ0 BUKOPUCTAHO pe-
KoMeH/alilo ctaHgapty [12] i As1s1 oKkpyryieHHsI BUOpaHO GaHKIBCbKe OKPYIVIEHHS. Y IbOMY NPUKJIAZ] Lje 3Ha-
yeHHs ieeeRound.toEven. Toai Ha faHUX TeCTOBOro BapiaHTa 6 OTpUMaEMO 3HayeHHs 15/2 = 7.5. [ BoHo 6yne
OKPYIJIEHO JI0 TAPHOTrO LiJIOro Yyucia, To6To 1o 8.

Listing 9: [lpyruii TecToBu# BapiaHT A/ GyHKLUIT P:

using System;

using NUnit.Framework;

public partial class demo {

[Test]
public void integerUsage() {
Assert.That(
Program.P(new integer(5), new integer(3), new integer(2)), Is.EqualTo(7)
)
}
/

B npoMy Bumaaky BifikuJaHHs [po6oBoi yacTuHu ¢yHKLUIi P Hivoro He 3MiHUTB. [lic/s 1[bOr0 BUKOHAHHS
TEeCTOBOTIO0 BapiaHTa 3aKiHUUTbLCA BiAMOBOIO:
Test Run Summary
Overall result: Failed
Test Count: 2, Passed: 1, Failed: 1, Warnings: 0, Inconclusive: 0, Skipped: 0
Failed Tests - Failures: 1, Errors: 0, Invalid: 0

CaMme 1e i 6yJi0 nepe6badyeHo A0 MOYaTKy po3poOKHU Kjacy integer B po6oTi [4]. [Ipu TecTyBaHHI Bepcil
byHkil P a5 Bunagky napameTpuyHoro noJiMmop¢iamy (AuBuTHCA Listing 3) pe3ysbTaTh BUSIBUJIMCS aHa-
JIOTIYHUMH BUNAJKY 3 MOXiAHUM KjaacoM. KpiM Toro, TecTyBaHHS MOKasye, 1[0 oneparii 6a3oBoro kiacy (gu-
BuTHCA Listing 5) B pe3ysbTati nisHbOro 3B’13yBaHHs BUKJIMKAIOTh METO/IM MOXiJHOTO KJIACY.

PosrisineMo okpyrieHHs Ao niaux yuces ta .NET. [lepeTBopeHHs A0OBiJIbHOTO AifICHOr0 3HAY€HHS A0 Lji-
Jioi 3MiHHOI (HaJasi Ha3uBaTUMETbCS OKPYIJIEHHSIM) ONUCaHe y cTaHAapTax [12], mounHatouu 3 1985 poky.
Y KoXHOMY 3i cTaHAApTIB 33Jja€ThCS KijJibKa pi3HUX HaNpPsAMKIB okpyrieHHs (rounding direction). 3okpema,
y ctanzapTi 2015 poky iX m'ATh:

e OKpYIVIEHHS B HANPSIMKY /10 HyJ/Isl. BUKOHY€EThCA BiKMAAaHHAM AP06OBOI YaCTUHU 3HAUYEHHS 3 TJIaBalo-
Y010 KOMOI0. 3BUYHe OKPYIJIEHHS B 6araTbox MoBax [IporpaMyBaHHs, 30KpeMa, y AaBHil MoBi PopTpaH-4;

e OKpyIVIEHHSl B HAaPSAMKY Bif HyJIl. BUKOHYEeTbCA [0 HAHG/IMKYOrO 1jioro yucia. Jkuo agpo6osa va-
CTHHA 3HA4YeHHA 3 IJIaBal4ol0 KOMOM AopiBHI0e 0.5, TO JoAaTHe 3HAaYeHHsI OKPYIJIIETHCS [0 GiIbIIOTO Lji-
JIOTO YMCJIa, A BiJEMHe — J10 MEeHILOro 11iJ0To;

e OKpYIVIEHHS B HaNPsIMKY [0 HaWGJMXK4Ooro 1isoro (6aHKiBCbKe OKpYIVIEHHs). Y pasi, AKIo Apo6GoBa
YacTHHA 3HaY€HHS 3 [JIaBalo4y010 KOMOI0 ZopiBHIOE 0.5, OKpyTJIEHHS] BUKOHYETBCS [0 HAMOBIMKYOTO MTapHOTO
LIiJIOT0 YK CJIa;

e OKpYIJIEHHS B HalIPSIMKY /0 A0JATHOI HeCKIHYeHHOCTI. 3Ha4eHH 3 MJIaBal0400 KOMOK OKPYT/IIOEThCS
J10 6171bIIOr0 HAWOBJIMXKYOrO0 1[iJIOT0;
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e OKpYIVIEHHS B HAIIPSIMKY /10 BiJieMHOI HECKiHYEHHOCTI. 3HaYEHHS 3 MJIaBal0Y0I0 KOMOIO OKPYTJIIOETHCS
Jl0 MEHIIOro HaHGIMKYOTrO 11i/10r0;

CTaHZapT He BU/J i€ XKOJHOTO0 3 HAPAMKIB OKpPYTJIEHHS IK 0COGJMBOr0. Yci BOHM 0JJHAKOBO JONYCTH-
Mi. Kpim Toro, »x0HUM YMHOM He 0OMEXYEThCS BUKOPUCTAHHS KiJIbKOX HAaNPSIMKIB OKPYTJIEHHSI B MeXax
oznHoro Koay. OiHAK, IMOBIpHO, epe/i6a4a€EThCsl BUKOPUCTAHHS JMlIe oAHOTO0. Hanpukaaz, y koMnisasTo-
pax C++ BUOip HANPSIMKY 31 HCHIOETHCS IIJISIXOM BUKJIMKY crelianbHol GyHKIi fesetround.

Y .NET HeMmae BOYyZOBaHOTO MexaHi3aMy JJs1 MPSIMOTO KepyBaHHS HaNPsSIMKOM OKpyT/ieHHs. [IpoTe kJac
Math Hapae pi3Hi MeTOAH, MOBeJiHKA IKUX BiAnoBijae cranaapTy [12]. HacTynHui npuk/aaj MiCTUTb METOZ,
round pJjis irocTpanii ycboro ckazaHoro.

Listing 10. OxpyryieHHS [0 LiJIUX:

using System ;

public enum ieeeRound {

toZero

, toAway

, toEven

, toPositive
, toNegative

}’.

partial class integer {

public static ieeeRound direction = ieeeRound . toEven ;

protected static double round ( doublev ) {
doublerc=0.0;
switch (direction ) {

case isoRound.toZero:  rc =Math. Truncate (v);
break ;
case ieeeRound.toAway : rc = Math . Round (v, MidpointRounding .
AwayFromZero ) ;
break ;
case ieeeRound.toEven : rc = Math . Round (v, MidpointRounding .
ToEven ) ;
break ;
case ieeeRound.toPositive :  rc = Math. Ceiling (v ) ;
break ;
case ieeeRound toNegative : rc = Math . Floor (v );
break ;
default : rc = Math . Truncate (v ) ;
break ;
}
return rc;
}

}

Je direction - nie cTaTU4He T0JIe [ieSKOT0 KJacy integer.

BucHoBKU. [IpoBesieHe foCaiKeHHS 1eMOHCTPYE AOCATHEHHS OCTABJIEHHUX Liijei:

e pO03p006JIEHO Ta HAJIAroPKEHO JIBa KJIACH, SIKi MO>XHa BUKOPUCTOBYBATH [Jisl KOJ[yBaHHS CUMILJIEKC-Me-
TO/| B TeEpMiHax 6a30BOro;

e Tpe/CTaBJIEHO MPHUKJaZ npocToi nosiMopdHoi GyHKIiI P, AKka AeMOHCTPYE MOPYIIEeHHS PUHIUIY Mif-
CTaHOBKH. lle cBig4YMTH PO Te, 1110 BiAMOBILHI KJacH 3aZ,0BOJIbHAOTE BUMOTaM HECYMICHUX TUIIIB;

e [0KAa3aHO, L0 MeXaHi3M yHiBepcasbHOro mnoJiMopdizMy, sAKuM peasnizoBaHuil y MoBi CH# He
€ 6e3MeYHUM;

e Taki MoxxsinBOCTi MoBU C# 5K mepeBu3Ha4yeHe (override) JierKo 103BOJISIOTb PO3POBJIATH KO/, IKUH
MO2Ke MOpYyIIyBaTU NPUHLIMI MiACTAaHOBKHU i MacKyBaTH Liel KO, i 3BUYHI onepallii;

® 4acTKOBIi Ksacu MoBU C# ay:ke 3py4Hi OpU NiATOTOBLI AOKYMeHTaLlil, TOMy 110 J03BOJISIOTb BKJIIO-
YaTH B TEKCT JOKYMEHTIB TiJIbKW HEOOXiJHy YacCTHHY KOAY, HE NMEepPEeBaHTAXKYIUYM TEKCT HeNOTPiGHUMH
JeTalsIMHU.
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KJ/IIOYOBI BUK/IUKH /151 ONEPALIIMHUX LIEHTPIB KIBEPBE3IEKH
B YMOBAX ITIOBHOMACIITABHOI BINHU

AHomayis. Y cmammi cucmemMamu308aHo KA104081 YUHHUKU, WO 8U3HA4amb eheKmusHicms KomepyiliHux i depicas-
Hux Security Operation Center (SOC) Ykpainu e 2022-2025 pp.: decpadayisi enepeemuyHoi ma mesekomyHikayitinoi ingpa-
cmpykmypu, okynayis ii pisuyna empama IT-akmusis, kibepgiiiHa depicasHozo pigHs, kadposa Kpusa ma nepexioHa po3piz-
HeHICMb pe2yAsimOpHUX HOPM.

Mema. BusHauumu ma oyiHumu en.iue obmediceHb cepedosuwja Ha po6omy SOC 8 ymosax cyvyacHoi nogHomacumabHoi
8iliHU, BUBHAYUMU K/A104081 0c06.aUB0CMI 3a2p03 Kibepbe3neKu 8 aHUX YMOBAX.

Memodooz2is. Y docaidsicenni 3acmocosaHo KombiHogaHull nidxid, wjo noedHye 024150 ma aHai3 iCHY04UX 00caidxHceHb
i cmamucmu4Hux 0aHUX, MiJNCHapPOOHUX Ma yKpaiHCbKUX HOpMAamueHux akmia y cgepi kibepbesneku, i eMnipuvHy nepesipky
Ha 6a3i pempocneKmueHo20 NOPIGHSILHO20 AHAI3Y KAl0408ux onepayiiinux mempuk SOC y pedpepenmuux ingppacmpykmy-
pax. Bubipka oxonsroeasa nepiodu 8i0HOCHOI cmabiabHOCMI Ma Maco8ux 8i0K/1H0UYeHb es1eKMponoCmayaHHtsl, Wo do380/U10
idenmudgpikysamu Kopeasiyiio Misx 308HIWHIMU YUHHUKAMU cepedosuwa ma de2padayiero nokasHuKie egpekmugHocmi.

Haykoea Hosu3Ha. Y po6omi cucmemHo idenmughikosaHo ma cmpykmypogaHo cneyudivti UKAUKU GYHKYIOHYBAHHIO
SOC & ymosax cyuacHoi nosHomacwma6bHoi 8itinu: dezpadayisi enepzemu4yHoi ma mesekoMyHikayitiHoi iHppacmpykmypu,
¢isuuna okynayis ti empama IT-akmusis, kadpoea Kpu3a, kibepgiiiHa depicagHO20 piéHs Ma po3pi3HeHiCMb HOPMAMUBHOT
6a3u. [lpodemoHcmposaHo enaue yux gakmopie 015 karovosux mempuk egpekmusrocmi SOC.

BucHoeku. E¢pekmusHicme nidpo3diny kibepbe3neku 8 ymMosax nogHoMacwmabHoi 8iliHu eu3Havyaemuvcs cmilikicmio
do 308HIWHIX 8N/1UGI8 Ma Hasi8HicMI0 8i0n08IOHUX KOHMpoie. [[pakmuyHo Yye 8UMA2a€E: pe3ep8y8aHHs eHep20NHCUBAeHHS |
36’513Ky Ha Kpumu4HUX 8y3.ax; 6ygepusayii mesemempii ma eidkaadeHoi kopeasyii; 3a3dasezidb onpaybo8aHux cyeHapiie
i3o51Yii ceemenmis i karouis; eibpudHoi opeanizayii npayi i3 MiHimizayiero HasaHmasiceHHs1 aHaaimukis; yHigikayii konmpo-
/18 3a «npoginamu 6eanexku» 3 npo3opuM 8i006padxceHHIM Ha XMapHi cepgicu. OmpumaHi pezyabmamu 3adaroms npiopume-
mu 0151 po3nodiny pecypcie SOC i nodasbwio2o mecmygaHHsi KOHmp3axodie.

Kawuosi cioea: Security Operation Center, ki6epgiiiHa, cnocmepedscHicms, okynayisi IT-akmusis, kadposa Kpu3a.

Oleksandr POPOV, Roman DRAHUNTSOV. KEY CHALLENGES FOR SECURITY OPERATIONS CENTERS
IN THE CONTEXT OF FULL-SCALE WAR

Abstract. The article systematizes the key factors defining the effectiveness of commercial and governmental Security
Operation Centers (SOC) in Ukraine during 2022-2025: degradation of energy and telecommunications infrastructure, occupation
and physical loss of IT assets, state-level cyber warfare, workforce crisis, and transitional inconsistency of regulatory norms.

Purpose. To identify and assess the impact of environmental constraints on SOC operations under the conditions of a
modern full-scale war, and to define the specific characteristics of cybersecurity threats in this context.

Methodology. The research combines a review of scientific and analytical sources and Ukrainian regulatory acts with a
retrospective comparative analysis of SOC metrics across reference infrastructures.

Scientific novelty. The study identifies critical challenges specific to cybersecurity units operating in the context of full-
scale warfare and evaluates their influence on SOC performance indicators.

Conclusion. The effectiveness of a cybersecurity unit under wartime conditions is determined by its resilience to
external disruptions and the availability of appropriate controls. In practice, this requires: redundancy of power supply and
communications at critical nodes; buffering of telemetry and deferred correlation; pre-defined scenarios for segment and key
isolation; hybrid work organization with minimized analyst workload; and unification of control through “security profiles”
with transparent mapping to cloud services. The obtained results define priorities for SOC resource allocation and further
testing of countermeasures.

Key words: Security Operation Center, cyberwar, observability, occupation of IT-assets, staffing problems.
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IlocTaHoBKa npo6seMH. B ymMoBax moBHoMacuITabHoi BiiHY JaHAmAdT Kibepbesneku s YKpaiHu Ta
CBITY cyTTEBO 3MiHI0OEThCA. B mepiog 2022-2025 pp. ykpaiHCcbKUM KiGepnpocTip cTaB GaKTUYHO OJHUM i3
HaKbi/NbII aTaKOBaHUX Y CBIiTi — 30kpeMa, y 2024 p. komaH/010 CERT-UA 3adikcoBano 4315 ki6eparak, 110
Ha 70 % mepeBHILy€e NOKAa3HUK nonepegHboro poky [1]. Bansbko 75 % ycix kibepaTak 37ilCHEHUX JepKaB-
HUMH CTPYKTYpaMHu pocikicbkol ¢epepanil y 2022-2023 pp. 6ysu HanisneHi came Ha Ykpainy [1]. [lonpu ge-
TaJIbHUH PO3IJIsi]] NPo6JieMaTHKHU KibepBilfHU — Bifi omUCy OKpeMUX KibepiHIUAEHTIB 0 TPUHIUITIB BeleH-
Hs 60HOBUX il B KiGepnpocTopi - 3a/IMIIAETHCS MEHIe BUCBIT/IEHOIO MPO6IeMaTHKa BHY TPIIIHIX BUKJIMKIB
3abe3nevyeHHs Kibep6e3neku: miATpUMKa po60OTH ollepaniiHUX LeHTpiB Kibep6e3dneku (TyT i mau, Security
Operation Center - SOC) koMepuiiHUX KOMNAHIN Ta Jep>KaBHUX YCTAaHOB B YMOBaX KiHETMYHHX aTak, Bif-
KJIIOYEHDb €JIEKTPOIIOCTAa4aHHs, OKynanii TepuTopid Ta iHIKX BificbKOBUX $aKTOpPiB. AKTYa/lbHICTb AOCJi[-
»KEHHsSI 3yMOBJIeHa HeoOxiaHicTIo izeHTHdiKanil KOHKpeTHUX npobseM y ¢yHKnioHnyBaHHI SOC B yMmoBax
MOBHOMACIITAaOHOI BilHU [/ BU3HAYEHHsI BiANOBiIAHUX 3aC06iB i1 BUPilIeHHS L€l Mpo6JieMaTUKH, BU-
3Ha4YeHHs MeToAiB po36yznoBu SOC, mo 6yayTh eGeKTUBHUMU 3 ypaxyBaHHAM peaJsiii BOEHHOro vacy. [1oB-
HoMaciTabHi BilHU 21-T0 CTOMITTS MPOAEMOHCTPYBAJIH, 1[0 KiGEPCKIIaA0Ba € HAa/I3BUYAHHO BaXKJIMBUM eJie-
MEHTOM HalioHaJIbHOI 060pOHO3aTHOCTI [2], TOMy BUsIBJIEHHS NMPo6JieM Ta Mepewmkoy y GyHKIioHYBaHH]
SOC mig yac 60H0OBUX il € HeOOXiAHUM PaKTOpOM 3abe3neYeHHs HalioHaJbHOI cTilKocTi. B cTaTTi posris-
HyTO KJIIOYOBi Npo6sieMH Kibep6e3neky, 3 AKUMHU CTUKHYJIMCS YKpaiHChbKi KoMepIiiHi Ta aepxkaBHi SOC y ne-
pioz 2022-2025 pp.

AHasi3 ocTaHHIX AOCHiA)KeHb Ta Ny6JIiKaLii. Y BOEHHUH nepiof NUTaHHS KibepOe3neku YKpaiHu BU-
CBITVIIOIOTHCS Y 3BiTaX, HAYKOBUX JOCJIPKEHHSX Ta aHAJITUYHUX OIVIiaX: 3/1e01bIIOro BiZil3HAYaEThCS Ki-
6epcTifkicTh yKpaiHCHKOI JiepaBH, poJib IHHOBAL[iHHUX pillleHb Ta 3a/y4eHHs IPUBATHOTO CEKTOPY Y MpO-
TUZIT aTakaM, NiAKpecaeETbCA Nepexif nicasa BTopraeHHsa 2022 p. Bif peakTUBHOI 10 MTPOAKTUBHOI MOJeJli,
iHTerpoBaHol y BOEHHY cTpaTerito Kpainu [3].

B po3spisi npo6semaTrku po36ynoBu SOC po3risfaeTbes KaJpoBul fedinut, ¢parMeHTapHICTh HOpMa-
TUBHOI 6a3u Ta HEeJOCTATHS KOOPZAMHALSA MK JlepKaBHUM | MpUBAaTHUM ceKTopaMH y chepi Kibepoe3neku —
Bi/I3HauaeThCsA HEO6XiIHICTh iHTerpauii npuBaTHUX Ta AepkaBHUX SOC y €AuHy iHPPaACTPYKTY Py, HiZicHaeHy
aBTOMaTu3alji€lo, 30kpeMa, Ha ocHOoBi 111, 334151 3MeHIIeHHS Yacy pearyBaHHs Ha iHIUAeHTH [4]. B po3ras-
HYTHX po00Tax Taki BUCHOBKHU 3p006JieHI Ha OCHOBI aHasi3y focBiay kibeparak 2014-2023 pp. Ouinka kKa-
ZpoBoro fedinuTy B foMeH] Kibep6e3neKH HOCUTh XapaKTep KPUTHYHOI MP0o6ieMH B YMOBaX BOEHHOI'O CTa-
Hy [5, 6]. [Ilpu npoMy K, faHA TEHJEHIisT TAKOXK Ma€ i 106aJbHUM XapakTep: I7106aJbHUM PO3PUB KaJpiB
y cdepi kibepbe3neku cATHYB 4 MJTH crieljianicTis, a 59 % komMaHz Kibep6e3neKH y CBiTi HeIOyKOMILJIEKTOBa-
Hi [6]. Kpu3a B yKpaiHCbKHUX yMOBAaX MOCUIIOETHCSA 3MiHAMU B CTPYKTYPi 3alHATOCTI i Mirparji€eto HaceJleHHS.
CraTucTUYHO 1i GaKTH BiIoGPaKAIOTHCA B ONMUTYyBaHHI EBpomnelcbkoi bisHec-Acornianii, ki Bimo6paXkatoTs,
mo 67 % yKpaiHCbKMX KOMIAaHIN BiZj4yBalOTh TOCTpUM AediluT nepcoHasty, ABi TpeTUHH po6OOTO/ aBIiB Ha-
3MBaIOTh IOBHOMACLITAOHY BilHY OCHOBHOIO IPUYMHOIO JJaHOI MP06IeMHu.

3HayHa yBara y JiiTepaTypi Ta HassBHUX JOCJiPKeHHAX MPUIISIETbC peHoMeHy KibepBiliHM, IKUH 3Ha-
XOAWTBHCS 1033 PaMOK JAaHOTO AOCTiMKeHHd. Bif3HavaeTbcs peKopAHHN MaciiTab 3aaydeHHs Advanced
Persistent Threat (APT-rpym) nep:kaBHOTO piBHSA Ta KiGep-KpUMiHa/NITETy [Jisl JJOCATHEHHSI BiCHKOBUX IIi-
Jiel y kibepmnpocrtopi [1-7]. Pocilicbki Xakepchbki yrpynyBaHHSI BUKOPUCTOBYIOTh YKpaiHy sIK MOJITOH [
BiAnpantoBaHHs aTak. binsbko 75 % IXHbOI aKTUBHOCTI NPUNAZAE HA YKPATHCBKI 00'€KTH, MTPUYOMY, CXOXKI
TAaKTHUKHU Ta TEXHIKM 3aCTOCOBYIOTHCS Mic/s 1bOTO I7106abHO [1].

IcHytoua JsliTepaTypa B OCHOBHOMY He BUCBITVIIOE BIJIMBIB ¢pisnuHOro pyiHHyBaHHS iHPPACTPyKTypH Ha
dyHKI[iOHYBaHHA MiJp03AiniB KibepOe3neKH, MopyLUIeHHs JOCTYMHOCTI Ta HOpPMaJibHOro (yHKI[iOHYBaH-
HS UMBIJIbHOI iIHGPACTPYKTYpPH, 30KpEMA, EHEPTreTUYHOI Ta TeJleKOMYHiKaLiifHoi. Xo4ya JaHa npobieMaTHKa
€ TiICHO NMOB’SI3aHOI0 3 MUTAHHSMH 3a6e3MeYeHHs XKUTTECTIMKOCTI KpUTHYHOI iHPpacTpyKTypH, cnenudika
JIAaHOTO NMUTAHHS PO3MIAJAETHCA JIMIIE B OKPEMHUX AocaifkeHHAX [8]. OkpiM nmuTaHb HecTaui mepcoHany
BHACJIIOK KaZpoBOi KPHU3U OGMEXEHO PO3MVISJAETHCS NMUTAHHA reorpadiyHOro po3mofiJeHHs epCcoHaJy,
HeoOXiZHOTO Yacy afanTanii KaApiB Ta BIVIMBY MOPAJIbHO-TIICUX0JIOTIYHOI'O CTaHy Ha epeKTUBHICTb PO6GOTH
daxiBuiB. B faniil cTaTTi IPOBOAUTHCSA aHai3 CTATUCTUYHUX JAHUX, 1[0 MiATBEP/KYIOTh KOXKeH 3 GaKTOpiB
npo6JieMaTHKH, BU3HAYAETHCS BIIMB Ha QyHKIioHyBaHHA SOC iz yac moBHOMacTabHol BilHU.

MeToM0 AOCaiJ)KeHHsI € BU3HAUYeHHs Ta OIliHKa BIVIMBY 06MeXXeHb cepejioBUILa Ha poboTy SOC, BU3Ha-
YeHHs KJII0OYOBUX 0COGJIMBOCTEN 3arpo3 Kibepbesneku B yMOBaxX Cy4acHOi MOBHOMAcCLITA6HOI BIiHU 1 10-
JaIbIIOTO HANpAaIIOBaHHS METOOJIOTIN Ta miaxoAiB 0 po36yxoBu SOC /i MPUBATHUX Ta Aep)KaBHUX Mif-
MPUEMCTB y BiHCbKOBHH 4ac.

BukJ/ia; OCHOBHOrO MaTepiasy JocaifKeHHA. PyliHyeaHHs eHepeemuyHOi ma meseKOMyHIikayiii-
Hoi iHppacmpykmypu. DizvyHe 3HULIEHHS LUBIIBHOI iIHPPACTPYKTYpH — OAHA 3 MepUIMX | Halo4ueBU[-
HIiIIMX mpo6JieM, 3 AKUMU 3iTKHyJIHCA Kibep6esmekoBi mifgposzinu. Pocilicbki 06CTpisin eHeprocucTeMu
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COPUYMHUJIM MAcoBi Ta TPUBaJi BiJK/JII0UEHHS €JIEKTPOINOCTAaYaHHs, 10 YCKIaAHUJIO0 POo6OTY AaTa-LeHTpiB,
MepexeBoro o6J1aJiHaHHS, 3aC06iB MOHITOPUHTY Ta CTBOPHJIO HaBaHTAXKEHHS HA CUCTEMHU pe3epBYBaHHS.
Bracsifjok KiIHeTUYHUX aTaK Ha eHepreTUKy YKpainu Hanpukinni 2022 p. - Ha noyaTky 2023 p. 3Ha4yHa 4a-
CTHHA JIep’KaBU PETYISPHO 3ajuiianacsa 6e3 eJIeKTPOIOCTaYaHHsI Ha Mepiofu Bif AeKiIbKOX TroJuH 0 [Je-
KisbKoX Ai6. [y 3a6e3nedyeHHs HenepepBHOCTI po6oTr SOC Ta IT-cucTeM miAmpUEMCTBA pO3ropPTaAIOTh pe-
3epBHi /KepeJia )KUBJIEHHS | KaHa/IM 3B’A13KY, @ TAK0XK 3a6€3Me4Yy0Th MOHITOPUHT JOCTyIHOCTI. flk npuksaz,
Hal6iNbIIKE omepaTop TesJeKoMyHikaliiHux nocayr Kyivstar cranom Ha 2024 p. po3mupuB cBow iHdpa-
CTPYKTYpPY pe3epBYBaHHS €HEePTOKHBJIeHHs 2322 JuU3e/b-reHepaTopaMu Ta moHa 115 TucsyamMu peseps-
HUX O6aTapel Ha 6a30BUX CTAHIIX MOGIJIBHOrO 3B'sI3Ky M0 yciii YkpaiHi [9]. BrpaTa eneKTpoXUBJIeHHS Ha
3HA4YHIM YacTHUHI TepuTOopii AepkaBUu y po3nojisienux [T-cucteMax npyu3BOAUTD /10 BIJIMBIB HA KOMaHAHU Ki-
6epbesnexu y GopMi BTpaTH KaHaJiB 3B'sI3Ky [J1g BiilasieHUX JIOKaLil iHPpacTpyKTypH Ta po3pHBax y Ko-
MyHiKanii 3 ceHcopamu 6e3neku [10].

Juis komanz SOC noiko/pKeHHs TeJIeKOMYHIiKaliiHOl Ta eHepreTHYHOI iHQpacTpyKTypH NPU3BOLUTH [0
¢dparmMeHTOBAHOCTI MOHITOPUHTY. BifiK/II0UeHHSI TPU3BOJUTH 0 i30141ii OKpeMHUX CerMeHTIB iH$pacTpyK-
Typu Mepexi Ha ¢isuyHoMy piBHI, SOC BTpavyaroTh BUAHUMICTb MOZIN ¥ I[UX cerMeHTaX. AHali3 iHUUAEeHTIB
3aTPUMYETBCS, OCKIJIBKY >KypHaAJIX MO/ HEJOCTYNHI B peaJibHOMY 4aci, a CEHCOpH (HaINpHUKJIaJl, Mepexesi
Intrusion Detection System (IDS)) He MarTh 3B’I3KYy 3 LleHTPAJbHUMU KOHCOJISIMU KEPYBaHHS. 3HWKEHHS
MPOMYCKHOI 3/JaTHOCTI MepeX 4yepe3 aBapiiiHi cxeMU MaplIpyTH3alil Ta CyMyTHUKOBI KaHa/M NPU3BOAUTH
Jl0 30i/IbIIeHHS Yacy pearyBaHHs Ha iHUUAeHTH. K/IIOUOBMMM KOHTP3aX0/laMHU € pe3epBYBaHHS €HEPTrOXKUB-
JIEHHSI KDUTUYHO BaXKJIMBUX 00’€KTIB Ha mepiosi BUSHAYEHUH JOLIJIbHUM B paMKax OL[iHKH pu3ukiB [11] Ta
pe3epByBaHHA KaHaJIiB 3B’I3Ky 3a PaxyHOK, 30KpeMa, CyyTHUKOBUX KaHaJiB [9]. 060B’I3KOBUM KOHTp3a-
XO/IOM € BIIPOB3/PKEHHS JEeTEKTYIOUNX KOHTPOJIIB Ge3IMeKH /51 BUSABJIEHHS MOl 3HUKHEHHS eJIEKTPOXKUB-
JIeHHsI, BUMKHEHHsI KaHaJliB 3B’I3Ky, 3HUKHEeHHs 3B’s13HOCTi Mepexi. Takoxx SOC moBUHEH BOJIOAITH 3HaH-
HAM iHPpacTpyKTypH B po3pi3i AUHAMIYHOCTI Ta Bpa3/JMBOCTi 06'€KTIB /0 BUMKHEHHS eJIEKTPOIOCTa4YaHHS.
YkpaiHCbKHM 0CBif MOKa3aB epeKTUBHICTb MAaCOBOTO pe3epBYBaHHs PKEPeJI )KUBJIEHHS, KaHaJIiB 3B’13Ky 32
paxyHOK CyIyTHUKOBHUX TepMiHaJliB, Mirpauii cepBiciB y XMapHi faTa-LieHTpH Ta po3nogin VPN-mepex. I1o-
pylLIeHHS ITiCHOCTI IIMBiNBbHOT iIHPPaACTPYKTYpH CipUyunHS€E HU3KY npobsieM Juia SOC Bix disnunux nepebo-
iBy po60Ti IeHTpiB 06pPO6KH JJaHUX /10 Jerpajanii AKoCTi MOHITOPUHTY Ta 36i/bLIEHHS Yacy Ha pearyBaHHs.

B pamkax anasiizy BubGipku fitouux SOC, [OCBiJ, SIKMX BpaxoBYBaBCf IPU HANMCaHHI JlJaHOi CTaTTi,
OyJI0 MpOaHa/i30BaHO KJIHOYOBi imeHTHdiKaTOpu amerpaganii mapamerpiB po6oru SOC B Mexax ail maco-
BHX BIIMBIB BiJIK/JIIOUEHHS1 €JIEKTPONOCTAa4aHHs, a caMe: CepeiHii yac pearyBaHHsl Ha iHUUJEHTH [0 3a-
kputTs (MTTR, Mean Time To Response), cepeanniii yac ifentudikanii innugenty (Mean Time To Detect)
Ta cepesHiN BificoTOK gocTymHOcTi cucteM TexHosoridyHoi miuatdopmu SOC. Bynu posrisHyTi nepiogu
rpyznenb 2023 p. - motuit 2024 p. (Ilepiog 1, mepiox BigHOCHOI cTabisbHOCTI UBiABHOI iHGpacTpyKTy-
pu), 4epBeHb - cepneHb 2024 p. (Ilepioy 2, nepios MacoBUX BiJiKJIOYEHb €JIEKTPOINOCTAYaHHS), TPYAEHb
2024 p. - motuii 2025 p. (Ilepiox 3, nepiof BigHOCHOI cTabisibHOCTI UBLIBHOI iIHpacTpyKTypH). Tak, 6ysio
Bigmiueno 36inbmeHHs MTTR B Ilepiog 2 y mopiBusnHi 3 [lepiogom 1 Ha 24 % Ta B nopiBHsaAHHA 3 [lepio-
oM 3 - Ha 26 %. 36inbmenHss MTTD B Ilepiog 2 B nopiBusaHHi 3 [lepiogom 1 cknano 425 %, B nopiBHAHHI
3 [lepiogom 3 - 412 %. Bigcotok moctynHocti TII SOC ps ycix iHdpacTpyKTypHUX KOMIOHEHTIB A [lepio-
[y 2 3MeHIMUBCs npubansHo Ha 7 % B nopiBHAHHI 3 [lepiogamu 1 Ta 3. OueBUiHA CYyTTEBA Aerpasanis edek-
THUBHOCTI BUSIBJIEHHS iHIUAEHTIB Ta iHIINX MOKAa3HUKIB Kibep6e3neKu came B MepioJ MacOBUX BiJKJIOUYEHb
€JIEKTPOINOCTa4YaHH$, 110 MOSCHIOETBCA CaMe KOpeJIALi€lo 3 TepiolaMy MacOBUX BiJJKJIIOUEeHb eJIeKTPOIOCTa-
yaHHs. /laHa mpo6/ieMaTHKa 3yMOBJIEHA CaMe aclleKTaMH CepeioOBUINA Ta JOCTYMHOCTI BignmoBigHUX iHdpa-
CTPYKTYPHHUX CepBICiB, Ta, BpPaXOBYIOYM B3ATTA [0 YBaru NOKasHUKIB AeKinbKox pisHux SOC, MeH1Ie cToCy-
€ThCSl BHYTPILIHIX NMpoLeciB OKpeMUX MiJipo3AiniB Kibepoe3neku.

Oxkynayiss ma empama o6’ekmis IT-ingppacmpykmypu. CrnenudidyHo 3arpo3or Ajs KibepOe3meKu
B paMKax IIOBHOMacCIITa6HO{ BiliHM 3 MHAMIYHOIO JIiHi€l0 60H0BOr0 3iTKHEHHS cTaE paKTop oKymnanii Tepu-
Topii Ta 06’ekTiB IT-iHdpacTpykTypu. Ha BiaMiHy Bif KibepiHIMAeHTIB MUPHOTO Yacy, KoM 00’€KTH (FaTa-
LIEHTPH, By3JIM MepexKi, OKpeMi KiHIeBi TOUKH) NepeBaXKHO 3aJMIIAIThCS i Gi3UYHUM KOHTPOJIEM BJIACHU-
KiB, i/l 4ac BillHU NeBHA YacTUHA [T-aKTUBIB ONMUHSETHCS 3aX0MNJIEHOI CyIPOTUBHUKOM B HEMOLUKOXKEHOMY
cTaHi a6o pi3suyHO 3HUINYETHCA GoMoBUMU AisiMu. OLHIE 3 3arpo3, sKi 3'ABJSIOTHCA B JAHOMY CIleHapii,
€ 3axon/ieHHs Qpi3MYHOr0 KOHTPOJIIO HAaJ, pparMeHTOM Mepexi A/ MoJalbIIoro KOHTPOJII0 Ta MPOCyBaHHS
B MepexeBil iHppacTpyKkTypi. 30kpeMa, pocikCchbKi CHJIM Ha OKYNOBAaHUX TEPUTOPIAX YKpaiHH LjijecnpsMoBa-
HO 3aXOITIOBAJIM BY3JIM 3B’sI3Ky Ta IIeHTPU 06POOKHU JaHUX 3 MOAAJBIINM MiAKJIIYEHHAM iX 10 pOCiHChKUX
Mepex — NoJji6Ha TaKTHUKa diKcyBasach y X pociiChKUX OKynalilHUX BiicbK mouynHato4u 3 2014 p. Ha Te-
puTopii JloHenbkoi Ta Jlyrancekoi o6s1acteéd Ta B Kpumy [7]. Ilicas sirotoro 2022 p. ni )k MeTo/j 3aCTOCOBY-
BaJIMCs i HA HOBOOKYIIOBAHUX TepUTODPisx (XepcoHIMHa, 3anopi3bKa 06/1aCTh TOLIO), [0 MPU3BOAUIIO K [0
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inpopmaniiiHoi i3os51ii OKynoBaHoi TepuTOpii, TaK i 10 MOpyLIEeHHS LiicCHOCTI MepexeBoi iHppacTpyKTypH
He oKynoBaHoi Ykpainu. [Iporarom 2022 p. okynaniiHi BilicbKa 3/iiCHIOBa/IM IPUMYCOBe NepeBeJleHHA Tpa-
iy perioHasbHUX mpoBai/epiB yepes pociiicbki Mepexi (Khersontelecom - Miranda Media/Rostelecom,
mic/1sl NEPBUHHOIO BiAK/IIOUEHHS i «[lepeHaIallITYBaHHA» KaHa/liB HapUKiHLi TpaBHda 2022 p.), o dakThy-
HO BCTAHOBJIIOBAJIO IIeH3YPy Ta NOBHUM TEXHIYHUNA KOHTPOJb Tpadiky [7].

Oxynanis ¢isMYHUX KOMIOHEHTIB iHPpacTpykTypu cTBopioe Aust SOC BTpaTy BUAMMOCTI Ta CUCTEMHY
KpH3y JOBipH: CKOMIPOMETOBAaHMMHU BBAXKAIOTHCS BCl KAHAIU 3B’sI3KY, ileHTUYHOCTI BY3J1iB, )KypHaJIM MOAIN
Ta 3aco0u KepyBaHHs. TaKoX PEry/sipHO MOXe Bi/I0yBaTHCh YaCTKOBE 3HUILEHHs ab0 Big'egHaHHS 06Jaj-
HaHHS yKpalHCbKUMU MTpoBaiiepaMy, 106 He JOMYCTUTH HOTO BUKOPUCTAHHSI BOPOr'OM, Ta MPUCKOPEHE BU-
HECEHHS JIep>KaBHUX PEECTPIB i KPUTUUHUX JAaHUX Y XMapHi cepeoBUINa 3a MeXi perioHiB pusuky [12-15].

Mopgesb 3arpo3 npu okynariii IT-akTuBiB npesacTassieHo B (Tab.. 1).

Mogaesib 3arpo3 npu 3axomieHHi IT-akTuBiB

Tabaung 1

MepexeBOol MaplIpyTHU3aLii

Middle, DPI (Deep Packet Inspection), iH'ek1jii KOHTEHTY Ta
SSL-nepexonJieHHs], HaBiTb 6€3 3MiH y KiHLIeBUX CUCTeMaX.

3arposa Onuc TexHika Mitre Att&ck [16]
_ [IpumycoBui BGP/AS-p_eUpyTI/IHr uepes Mi/IKOHTPOJIbHi TA0001 Initial Access yepes
KomnpomeTauis oInepaTopH CTBOPIOE CTikKi yMoBH A1 Adversary-in-the-

T1557 Adversary-in-the-
Middle

®i3uyHe BTpyYaHHs B
o6J1afiHaHHS

Joctyn o ¢isuyHOro MaiiaH4MKa 103BOJIsAE
BCTAHOBJIIOBATH iHJIaWH-TalY, 3MiHIOBaTH KOHirypauii
L2/L3, mifMiHIOBaTU ONTUYHI KaHaJY, IEPEHOCUTH KJII0Yi 3
MepexeBUX IPUCTPOIB, 3MiHIOBATH IIPOLIUBKHU (PU3UKHU 10
piBas UEFI/Boot-ROM), akTHBYyBaTH NpHUX0OBaHi 06/1iKOBI
3anucu Ha BMC (iLO/iDRAC).

TA0001 Initial Access uepe3
T1557 Adversary-in-the-
Middle

BukpazseHHs ceKkpeTiB

OTpuUMaHHA CyIPOTUBHUKOM JOCTYIY 10 Pe3epBHUX HOCIIB,
By3.1iB 3 HSM, TokeHiB foCTyIy y cMCTeMax, 110 MOXKYThb
3aCTOCOBYBATHCH B iHIIIN YacTUHI iHpacTpyKTypH,
koHoirypauii, goctynis o out-of-band (O0B).

TA0006 Credential Access -
T1552 Credentials in Files
TA0040 Impact - T1489
Service Stop/T1490 Inhibit
System Recovery

TA0008 Lateral Movement
-T1021 Remote Services

TexHiyHa ferpajanis
CIOCTEPENKHOCTI

BigkaroueHHs a6o panbcudikanis xKypHasis, miaMina
NTP, in'exnisa panbmuBux nojii i TeseMeTpii, nepeBrjada

cepruodikatiB nigkonTposbHuM CA (Certification Authority).

TA0005 Defense Evasion -
T1562 Impair Defenses

[Ipumycose
«IepeBejieHHsI» a6OHEHTIB

Posnoscromxenns SIM, mo koMnpomeTye MepexeBi i
TesiepOHHI KaHAIH.

TA0001 Initial Access uepe3
T1557 Adversary-in-the-
Middle

Ha OKynaLiiiHi Mepexi

BriiuB Ha ¢yHkiionyBaHHa SOC cipUyMHS€E KoJallCc JOMEHY J0BipHU - yci akTUBHU B 30HI oKymanii BBa-
»KAlOTbCS HeJl0BipeHHMHU He3aJIeXHO Bif nonepesnboi aBTeHTHKalil Ta MAC/IP, ceptudikatu, TPM 4u cTaH-
JapTHi loC 6e3 mocTiliHOro KOHTpoJ0 Gi3UYHOrO CTaHy JioKalil BTpayaloTb HEOOXiHUN piBeHb JOBipH.
Jlana npo6JieMa 0co6JIMBO aKTyaslbHa B YMOBaxX JUHaMi4HoOi JiHil poHTY pocificbko-yKpaiHCcbKOI BiliHU Ie-
piony Jsitotoro - 4epBHs 2022 p. Bech Tpadik y perioHax, B IKUX BelyThCsl aKTUBHI MaHeBpeHi 60#oBi Aii,
nifyisirae o6po61ii 3a MpUHIUIIOM treat-as-compromised. Takox 0AHUM 3 HaWBAXKJIUBILIUX PU3UKIB 1aHOI CU-
Tyalii € pu3MK BTOPUHHOI KOMIpoMeTallil LleHTpY, TOOTO 3MilljeHHsI CyIPOTUBHUKA 3 OKYIOBaHOI YaCTUHU
IT-iHdpacTpyKTypu A0 LeHTpaJbHOI Ta AoBipeHoi yacTuHU. Site-to-site TyHesi, SD-WAN mepexi, 06'egHaHHI
cucteMu ayTeHTHdikanil, Single-Sign On, areHTH MOHITOPUHTY Ta penuiikalil pe3epBHUX KOIiH MOXYTb CTa-
TH LIJIAXOM 3MillleHHd CyIPpOTUBHUKA BCepeJUHY Mepexi.

Kadposa kpuza. KaapoBuil ck/iaj, B yMOBax NMOBHOMAacIITabHOI BiHHU 3a3HAa€ OAHOTO 3 HaHOIIbLIMX
HeraTUBHUX BIJIMBIB. YkpaiHcbka IT-ranysp i chepa kibepbGesnmeky BXOAMJIM y MOBHOMaclITabHy BiliHY
y 2022 p. 3 NeBHUM KaZpoBUM ZiedillUTOM, XapaKTepPHUM /ISl rajay3i y BCbOMy CBiTi, ajie BilicbKoBi Ail cyT-
TEBO 3aroCTPUJIM NpobGseMy. 3MiHa B CTPYKTYpi 3alHSTOCTI Hace/leHHsl, MacoBa eBaKyallis Ta eMirpauis
¢daxiBLiB 32 KOPJIOH, @ TaKOX NpsIMi BTpaTH cepef; BiCbKOBOCTYK00B1iB-paxiBIiB NpHU3BeJHU [0 TOrO, L0
6araTo LeHTpiB Kibep6e3neky BTPaTUJIM YaCTUHY AOCBifyeHUX cniBpob6iTHUKIB. CTaHOM Ha 2023-2024 pp.
67-74 % ykpalHCbKMX KOMIIaHiM MOBiJOMJIS/IM PO HecTadyy KaJpiB 3yMoB/eHy $aKTopaMHU MOBHOMAcLI-
TabHoi BiiHU. [Ipu 1jboMy, cTaTUCTUYHO Mailxe 60 % koMaH/[| KiGep6e3neku y cBiTi Ha MoMeHT 2025 p. He-
JloykoMIlIekToBaHi [6]. Oco6/11Bo BiguyTHOM € AedilUT BUCOKOKBaIipiKOBaHUX KaJipiB (aHa/MITHUKIB piBHSA
Senior, apxiTekTopiB 6€3MeKU TOLO), MOUIYK i NirOTOBKA IKUX NOTPeOYOTh TpUBaaoro yacy. O4eBU/HO, 110
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JUIS IHIIMX Cy9aCHUX MacCIITaOHUX BiHCbKOBUX KOHGJIIKTIB Mpo6eMaTHKa BIJIMBY Ha JOCTYIHICTb KaZpOBO-
ro pecypcy 6y/ie aktyanbHo [17].

KazpoBa Kpr3a nmposiBASETHCA JABOMA KJIOYOBUMHM LIssxaMu. [lepminii — npsaMui, ToO6TO HecTaya crie-
miamicTiB gy ykommsiektyBanHss koMmaHf SOC. Ha mpuksazai Tprox pedepeHTHux SOC Oysio BU3HAYEHO
npo6JsieMaTHKy XpoHiyHoro Jedinuty ¢axiBuiB HiYHUX 3MiH Ta neBHUH AediuuT ¢daxiBuiB Apyroi aiHil Ki-
6ep3axucty. CepesHi MOKAa3HUKU KOMILJIEKTAl[ii KOMaH/l BiIpi3HAOTHCA Bif JoBoeHHUX Ha 25 %. [pyruu
acmekKT — po3MOpolIeHHs nepcoHany reorpadiyno. Yepes 6oioBi fii 3HauHa yactrHa IT-cnenianictiB peso-
KyBaJsiacsl y 6i/bin 6e3MeyHi perioHy JepaBHu abo 32 KOPAOH — cTaTUCTUYHO 20% ykpaincbkux [T-¢daxiBLis
y 2023 p. mparnoBay BiaganeHo 3a MmexaMu Ykpainu [18]. 3 ypaxyBaHHSM JjJaHUX GAaKTOpPiB CyTTEBA YaCTHU-
Ha SOC Ykpainu nepexoAsaTh y BifjjaieHUH a60 ri6pyuHUIN peXKUMH pOOOTH, 1[0 € BUMYIIEHUM Ta JOCTATHbO
CKJIQZITHMM 3aX0/10M 3 ypaxXyBaHHAM cneludiuHux BUMOr ornepaniiiHoi 6e3mnexu. OkpiM cyTo 6e3mexoBoi npo-
6JIeMaTUKH PO3MOAiIeHO0l po60TH KOMaHJ, Kibep6e3neKH € i onepamniiiHa nmpobeMaTHKa. SK BxKe po3risaa-
JIOCh y OIHOMY 3 TIOIEepe/IHIX PO3/iiB, pyHHYBaHHSA [UBiNbHOI iHPPACTPYKTYPH, TAaKOi IK eHEPreTHUYHa Ta
TeJIeKOMYyHiKal[iiHa, MIPU3BOAUTD [JI0 BTPAT 3B’'A3KY i po3puBiB IT-cucteMm. /[l eHTPiB 06pO6KH JaHUX JlaHA
npo6JsieMaTHKa BUPILIYETHCS BCTAHOBJIEHHSIM J0JJaTKOBUX PE3E€PBHUX JPKepesl )KUBJIEHHS Ta 3B’AA3KY, B TOU
Yac K A4 iHAuBiAyanpHuX ¢axiBIiB MoAiOHI 3aX04X BAOMA MOXYTh OYTH HEJJOCTYITHUMU — aHAJIITHK Y Bif-
JlaJIeHOMY peXHUMi MOKe B Oy/ib-IKMH MOMEHT BTPATUTHU 3B’I30K 3 po6040I0 iHPPACTPYKTypOI BHACIILOK
3HUKHEHHS eJIEKTPOIOCTavYaHHsl YK KaHaJsly 3B'si3Ky. Pe3epByBaHHSA Ha JOCTaTHbOMY piBHI po6o4yux Miclib
¢daxiBLiB Kibep6e3neku B yMOBax BiJj/jaJIeHOl, po3noAiseHol po60TH HEMOXKJ/IMBE B JJOCTATHIN Mipi BHac/Ii10K
ix BHCOKOI BapTOCTi Ta HEO6XiJHOCTI BestMKoi KinbkocTi. B ymMmoBax BifcyTHOCTI 3B’s13ky SOC 3auInaeTbCs
6e3 BianoBigHUX ¢axiBIiB, fKi, B CBOIO YEPry, MOXKYTb OYTH €JUHUMHU AOCTYNHUMH Ha 3MiHi Ha JAaHUU MoO-
MEeHT 4Yacy, 3Ba)Kal4yu Ha mpobJieMy KaZpoBoi Kpusu. [pyrorw npobieMor € 3ab6e3nedeHHsI 6e3MeKH JJOCTY-
my: 3a6e3neyeHHs 3axuieHux KaHasiB (Virtual Private Network - VPN, Virtual Desktop Infrastructure - VDI)
JUIS TiIKJIIOYEeHHS CiBPOGITHUKIB 3 pisHUX Mepex 3i 36epexkeHUM piBHEM /0BipH, 1[0 36i1blIyE HAaBaHTa-
»keHHs Ha [T-indpacTpykTypy [19].

JlonaTKOBOIO KaJpOBOI0 MPOGJIEMOIO B PO3IJITHYTHX YMOBAX € 3HMKEHHS ONepaTUBHOCTI 06MiHYy 3HAHHS-
MM Ta HaBYaHHS HOBUX (axiBI[iB: ¥ BifjajieHOMY pexXuMi el Mpolec YCKAAJHIOETHCS, TAKOX YCKJIAJHIOETh-
csl i nuTaHHSA BBEJIEHHS B pO60OYHMI PeXUM HOBUX CIiBpo6iTHUKIB. HaBuaHHA HOBUX daxiBI|iB, 3HaHOMCTBO X
3 po60YMMHU MpOLecaMH, KOJIEKTHBOM, KJIIYOBUMU NpUHLMNAMU GyHKLioHyBaHHA SOC y BifjaseHoMy pe-
YKHMMI YCKJIQJIHIOETbHCS, 301/IbIIYETHCA TPUBAJIICTh — HA MPUKJIAZi PO3IVISIHYTUX B JJOC/IIPKEHHI pedepeHCHUX
SOC HaB4YaHHA Ta 3araJbHUN OHOOPZIHT QaxiBIiB y MOBHICTIO Bifj/jaJleHOMYy peXnMi noTpebyBaB B cepej-
HbOMY Ha 7 % GisbLIe yacy.

llle oguH cnenudiuHUN BUKIMK KaJ[pOBOT0 XapaKTepy — IMCUX0JIOTiYHA CTIMKICTh 1 MOTUBaLis nepcoHaty
SOC. Po6oTa aHasiTUKa Kibep6e3neKy 3aBK/1 MICTUTh BUCOKHUH piBEHb CTPECY, aje Mmif Yyac BiiCbKOBUX [JiK
piBeHb cTpecy cniBpobiTHUKIB cyTTEBO 3pocTae. [lo pakTopiB cTpecy HanexaTb 06CTPiIM, 30KpeMa U HiuHi,
pyHHYBaHHS LUBIJIbHOI iH)PACTPYKTYpPH, OCTpPaxX 3a PO3BUTOK NMOAINH Ha PPOHTI Ta 6JIU3BKUX 3aJy4YEHHUX [0
060pOHHY, a TAKOXK HEBU3HAYEHICTh Malb6yTHbOr0. O4eBH/IHO, 1[0 B YMOBAaX CTPECOBOTO Ta YaCTO MMOHA/JHOP-
MOBOTO pearyBaHHs Ha iHUWAEHTU piBeHb ICUXOJIOTIYHOI TOTOBHOCTI KOMaH/| Kibepbe3neKd 3HUKYEThCS,
3 HUM 3HIKYEThCSA piBeHb MOTHBALi Ta KOHIEHTpAIlil, [0 Ma€ OYEeBUJHUU BIUIUB Ha ePEeKTHUBHICTb BHU-
SIBJIEHHsI Ta pearyBaHHs Ha 3arpo3u. BmpoBakeHHs portanii ¢axiBLiB, 104aTKOBUX BUXIJHUX € IyKe 00-
MeXeHUM 3a ePEeKTUBHICTIO 3aX0/[0M, OAHAK (pAaKTUYHHUM BIUIMB MOJiOHUX MiXOAiB MOTPEOYE MOAATKOBUX
JoctipkeHb. OUeBU/IHO, 110 HA/IaHHS J0AATKOBUX BUXIJIHUX B YMOBaX Ka/ipoBOi KPU3H € He epEeKTUBHUM Di-
LIEHHAM 3 OIVIAZy HAa XPOHIYHY HecTa4yy nepcoHasy.

dakmop KiGepegitiHu. [lToBHOMaclITabHe BTOPTHEHHS pociiicbKoi dpeepanii B YKpaiHy CynpoBOKY€ETb-
cs1 iIHTEeHCUBHOIO KibepBilHOIO, V SIKil /li€ 3HaYHA YaCTUHA XaKepPChbKUX TPy 000X Jiep>aB. 3 60Ky pd 6inb-
WiCTh TaKUX 3arpo3 - e migpo3zinu crnencayx6 (tak 3Bani Advanced Persistent Threat, APT). Xoua xi6e-
paTaku Ha YKpaiHCbKi AEPKCTPYKTYpH BifioyBasucs i panime (3 2014 p. dikcyBanuca oneparii Sandworm,
Armageddon/Gamaredon Ta iHmi), y 2022-2023 pp. ix MacwTab 3pic Ha MOPAAKHU. 3 MOYATKY BTOPTHEHHS
JIMIIE Jlep>KaBHUMU PeryJasTOpaMM Ta He3aJe)XKHMMM KOMIIaHisIMM 3 Kibep6e3neku 3adikcoBaHO KpaTHE
3pocTaHHA KiabkocTi iHuAeHTIB pisHOro piBHA ckaagHocTi. CTaHoM Ha 2025 p. YkpaiHa nmocizgae 2-e micue
y CBiTi cepe/; KpalH, 0 HAMOibIIe CTUKAIOTHCA 3 Kibep3smounHHIcTIO [1]. s 6yab-sakoro SOC ne o3Havae
icToTHe 36i/bIIEHHST HABAHTAXKEHHS: 00CAT iHITU/IeHTiB, 0 ¢ikcyroThcsa SOC, Ta sKi NOTPeOyTh PO3CIiay-
BaHHS Ta pearyBaHHs, 3pocJa NPUOIU3HO B 2,5 pa3Hy, 10 6y/10 BU3HAYEHO Ha MPHUKJIaZi pedepeHcHUX iHOpa-
ctpykTyp SOC.

AHasioriuHo [0 ykpaiHCbKOTO JA0CBify I[3paine micisg moyaTky akTMBHOI ¢asu BiliHM 3 Xamac 3a-
3HaB pi3KOro 306iJbIIeHHS THUCKYy Ha iHPPaAcTPyKTypy Kibepsaxucty. Ilicisas namagy Xamac 7 >KOBTHSA
2023 p. kiapKicTh 3BepHEHb Ha rapsyy JiHil0 KibepOe3neku JepKaBHUX KibepueHTpiB 3pocsa B 10
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pasiB - 3 6;1u3bko 50 noBigomieHs fo noHas 500 Ha AeHb, a Yuca0 akTUBHUX APT-rpym, 1o atakyBaiu Kpa-
iny, nmogBoiynocs [20]. OCHOBHMMHU areHTaMu 3arpos, 10 oNnepyrwTh Yy KibepBiiiHi mpotu I3painto, € ipaHchki
JepKaBHi CTPYKTYpH Ta BiJIbHI yIPYIyBaHH, L0 KOPEJIIOE 3 YKPAaiHCbKUM J0CBi0M.

JistnpnicTe SOC yckJ1aJHIOETHCS KOMGIHOBAaHMMHU aTaKaMH, 1110 CHHXPOHI3YIOThCS 3 BiHCbKOBUMHU [IisIMU:
Hanpukaag, 24 gwotoro 2022 p. napasiesbHO 3 KIHETUYHUMU 06CTpiziaMu Gy/10 BUBEJIEHO 3 JIa/ly YaCTHUHY
inppacTpykTypu cynyTHHKOBOI Mepexi ViaSat, atakoBaHo iH¢pacTpykTypy GigaTrans Ta Ha 15 roj ypaxeHo
4acTUHY Mepexi YkpTesekoMy. Taki aTaku 3/iHCHIOIOTBCSA i3 3aCTOCYBaHHAM CIelia/i30BaHOr0 LIKiAJIUBO-
ro 113 (Industroyer2, CaddyWiper, Pterodo), a yacTka aTak Ha KpUTHUYHY iHQpaCTPYKTypy YKpaiHu 3pocsia
320 %y 2021 p. 5o 40 % y 2022 p. HaBanTaxxeHHs Ha PpyHKIioHyBaHHS SOC 3pOCTaE i 3yMOBJIIOETHCS TAKOXK
¢$aKTOpOM 3aCTOCYBaHHS CYNMPOTUBHUKOM MOCTIHHO 3MiHIOBAaHUX Ta €BOJIKOI[IOHYIYUX iHCTPYMEHTIB — Maii-
’Ke KO>KeH 3 BUKOPHUCTOBAHUX poCiicbkMMU APT-rpynamu iHCTpyMeHTIB 3a3Ha€ HelepepBHOIO PO3BUTKY Ta
epoutronii. e 3mymrye komanu SOC BOpoBaKyBaTH Oisblile MPOAaKTUBHUX MPAKTUK BUSABJIEHHS IHI[U/IEHTIB,
HaJ/Iaro/pPKyBaTH OOMiH PO3BiAJaHUMU 3 PO3BiAyBaIbBHUMHU JKepesiaMH Ta BIPOBAPKYBATH JlaHI MPAKTUKU
B omnepaniiiHi npouecu. O4eBU/IHO, 110 yCIilTHE BIPOBa/PKeHHs JaHUX 3aX0/iB MOTpe6ye pO3LIMpPEHHS BUJi-
JieHux Ha ¢yHKIioHyBaHHA SOC pecypciB, sIK JIOACHKUX TaK i GiHAHCOBUX, SKi € TAKOXX 3HAYHO 0OMEKEHUMU
y BIiICbKOBHH 4ac.

Po3pizHeHicmb HOpmamueHoi 6a3u. Y 6epesHi 2022 p. Kabinet MiHicTpiB YkpaiHu [J03BOJIUB JiepKaB-
HUM peecTpaM Ta BianosizHuM IK-cucremam posmimysatucsa y xmapHux/110/ (UenTpax O6po6ku /laHux)
1o3a MeXaMH YKpaiHM Ha nepioz /il BOEHHOTO CTaHy 3 060B’I3KOM NPUIMHUTH TaKe PO3MillleHHS TPOTArOM
IIeCTH MicAIiB micas Woro 3aBepiueHHs. lle pimeHHs JieranisyBaso «udpoOBYy eBaKyallito», ajie BOJHOYAC
MIOCTAaBUJ/IO MUTAHHS yY3TO/PKEHOCTI 3 YUHHUMHU raly3eBUMHU Ta 3araJlbHUIMH BUMOTraMH 3axucTy iHpopmaunii.
[lapanenbHO Aep:kaBa ¢popMasisyBasia pUHOK XMap JJisl MyOJ/IiYHOTO CeKTOpY: 3akoH YKpaiHu «[Ipo xmapHi
nocsayru» [35] 3anpoBasuB Jep:KaBHUHM Mepesiik MpoBaiepiB Ta peryasaTopHui Harsag /[lepKcnenss’ a3ky.
Y 2025 p. perysnstop akTyasi3yBaB i JleTa/si3yBaB NOPSAA0K BKJIOYEHHs MPOBaliepiB /0 mepeJtiky, o CTBO-
PIOE OCHOBY /JIs1 KOHTPOJIbOBAHOT'O BHMKOPHUCTAHHS XMap y AepkaBHoMy cekrtopi [21, 22] CucremoyTBO-
PIOIOYMMM paMKaMH CTaJu Takox: [losokeHHS mpo opraxisaniiiHo-TeXHiYHy Mozesb Kibepsaxucty [23],
3arasibHi BUMoru o kibepsaxucty OKI (06’extiB Kputuunoi [ndpactpykTypu) [26], 3akon Ykpainu «IIpo
KpUTHUYHY iHQpacTpyKTypy» (1882-1X, 2021 p.), [lopssok pearyBaHHs Ha nozii y ki6epnpoctopi [30]. Cykym-
HO BOHH 33/1aJI1 «CKeJIeT» eprKaBHOI Mo/[eJli Kibep3axucTy Ta KoopAuHallii pearyBadHs [23].

Jlo 2024 p. oCHOBHMM oOllepanifHUM iHCTPYMEHTOM B Jiep>KaBHOMY peryJitoBaHHI ¢yHKIionyBaHHsA SOC
6ynu HopmatusHi JlokymeHTH cucteM TexniuHoro 3axucty Inpopmanii (H/Z T3I) Ta aTtecrauis/excneptrsa
KommiekcHux Cucrem 3axucty lHdopmanii (KC31); y 2024-2025 pp. AeprkaBa nepeuiia 0 pUsHK-OpieH-
TOBaHUX «MpodisiB 6e3meKu» i 3amMycTHIa HOBY MOJeJb MiATBEP KEHHS BiIMOBIHOCTI: Bi eKCIepUMEHTY
3 ZiekaapyBaHHd [25] - o nocTifiHOI Mogeti «aBTopu3auii 3 6e3neku» Ta nopsaAky npodinoBanns [32]. Ile-
pexifHUM nepios CIPUYMHUB HaKJ/IaJ@HHA CTApUX | HOBUX NPOLeAYyP, PI3HOUUTAHHA 100 AOCTATHOCTI KOH-
TpOJIiB i y6/1t0BaHHS OLiHOK [24; 25]. 3arasbHoAepkaBHi BUMoru [23; 26; 30] cniBicHyOTb i3 2KOpCTKIIINMHU
rajiy3eBUMHU HopMaMy, Hanpukaag, [locranoBa HBY Ne 95 [36], o Bese 0 pi3HUX TPaKTyBaHb IiIbOBOrO
piBHS 3aXHUCTY, CTPOKIB MOBiZOMJIEHHS PO iHIUAEHTH Ta 3MicTy 3BiTHOCTI. [l 6araToCEKTOPHUX I'PYII Lie
MOPO/PKYE MapaJsiesibHi KoMmiaeHc-ponecu [26; 27]. lo3sin Kabinety MinicTpiB Ykpainu Ne 263 [33] Ha
eKCTpeHe po3MillleHHs 3a KOpJOHOM 3MiHUB TpajuniiiHy mMogesb nobymoBu KC3I, opieHToBaHy Ha Hamio-
HaJ/IbHI MPOLEeyPH €KCIEPTU3U Ta JIOKalbHe cepezoBulle. /o mossBu oHOBJIeHUX NnpodiyniB 6e3neKu Ta 1mo-
psAAKY aBTOpM3anil opraHizanisiMm 6pakyBasio yHipiKOBaHUX MpaBUJI 3iCTAaBJIEHHS «YKPAlHCBKUX» BHMOT i3
NpaKTUKOI NpoBaigepiB €Bponelicbkoro Cor3y, 110 YCKJIaAHIOBaI0 NiATBEPAKEHHS BiANOBiAHOCTI A4 Ti-
OpUAHUX/XMapHUX apxXiTeKTyp. bazoBuit 3akon Ne2297-VI [28] sanuimaeTbca YyuHHUM (pegaknisa 2025 p.),
a oHoBJsieHa pegakiis Ne 8153 [34], mo rapmonisye pexxum i3 GDPR (General Data Protection Regulation)
(vxBasneHa y | yutanHi B smucronazi 2024 p.), me He Habysa YMHHOCTI. lle cTBOpIOE HEBU3HAYEHICTh L[0/10
nificTaB i rapaHTid TpaHCKOPAOHHOI 06PO6KH AaHUX, poJield KOHTPOJIepa/polecopa Ta CaHKI[iIHHOTO pexu-
My [28; 29].

[IpakTnyHo y dyHKUioHyBaHHI SOC po3pisHeHicTb HOPMATUBHOI 6a3u Ma€ TPHU KJIIOYOBi paKTOPH BIJIU-
BY — 3aJlBOEHHA HOPM BiJIIOBIJHOCTI, HEPIBHOMIPHICTb NpoueAyp pearyBaHHA Ta HEOJHO3HAYHOCTI Y Tpak-
TOBLi BUMOT PU3UK-MEHeJP)KMEHTY Ha MDKJepKaBHOMY piBHI.

Opranizanii, sxi ogHodacHo € cy6ektamu OKIl i mifHarIgAHUMU rajy3eBOMY PeETyJASATOpY, 3MyLIEHi
niATpUMyBaTH pi3Hi HaGOpPU KOHTPOJIIB, 3BITHOCTI Ta ayAUTOPCHKUX mpoueayp. lle miaBuiiye omepariii-
Hi BUTpPaTH Ta PUM3WK BMHUKHEHHS siBUINA GopMaJibHOI BiiMOBIAHOCTI peryssiTOpHUM BuUMoram [26; 27].
3arasbHUN nopsfok pearyBaHHs [30] i MeToanuHi pexomenganii /lepcrnen3s’si3Ky 3aZjal0Tb €AUHY JIO-
riKky eTamniB pearyBaHHA Ha IHLUAEHTH, ajie Ta/ly3eBi aKTH JOJAIOTh BJIACHI TEPMiHM Ta KaHa/IM KOMyHiKa-
1ii, 1o moTpebye y3romKeHUx, 6araToBeKTOpHUX IiaHiB onoBimeHHs (CERT-UA, perynsarop, kiient) [30].
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3a yMoB po3milieHHs JaHux/cepBiciB y EC BUMaraeTbcs siBHe Bifjo6pakeHHs1 koHTposaiB H/l T3I/mpodinis
6e3rneKy Ha KOHTPOJIbHI HabOpH MpoBaiepiB i BHYTpIilIHI MOJIITUKM NpoBaiiepa, 10 € HETPUBiaJIbHOIO
3ajavero [24; 28].

[Ipo6sieMaTHKa po3pi3HEHOCTI HOPMATUBHOI 6a3W X04Ya i € aKTyaJbHUM BHUKJHUKOM, HATOMICTh Mae
TeHAeHIio g0 BupimeHHsa npotsarom 2023-2025 pp. 3okpeMa, nocraHoBoto KMY Ne 712 [32] 3aTBep-
IDKeHO TMOpSAA0K pPO3poOKH/3aTBepKeHHS MNpodisiB 6Ge3neku iHPopmalii Ta mopsaoK aBTopU3alil
3 6e3mnekH, JlepXkcrnens3B’sA3Ky 3aTBEepPAUB MOPSAA0K MOHITOPUHTY iX peasisanii (Haka3 N2 160, 6epe3eHb
2025 p.). lle yHidikye nmigxoau mo migTBep/KeHHS BinmoBigHOCTI ¥ go3Bosisie 6yayBatu KC3I ik pusuk-
opieHTOBaHi KoHOIirypanii, cymicui 3 xMapaumu wabsonamu [31]. HJ T3I 3a3nanu onoBnenHs - H/[ T3l
3.6-006-24 i nakas /[lepxcnen3s’sisky Ne 54 (ciuennb 2025 p.) 3 «ba3zoBuMu 3axozamMu» Ta METOAUYHHU-
MU peKOMeH/laliiMU GaKTHUYHO 3/iHCHIOIOTH BiflobpaXkeHHsl CTAaHZAPTY Ha cyvacHi gomenu [24]. [Ipo-
6/ieMaTUKa CHPUHHATTA XMapHUX iHPACTPYKTYp B NPaBOBOMY I0Ji BHUPILIYETbCA B paMKax 3aKOHY
Ne 2075-IX [35] - yTBopwioThCcs yHidpiKOBaHi KpuTepil JoMycKy xMap A0 Jep>KCEeKTOopY, 0 3HUKYE Ipa-
BOBY HeBH3HaueHIicThb mif yac Mirpauii ingpactpykrypu [21, 22]. [IpuiiHATTA HOBOI pefakiiii 3aKOHY PO
nepcoHasbHi AaHi y ApyroMy 4YuTaHHi [34] Ma€e yCyHYTH HeAOJIKU peryJsuil TpaHCKOPAOHHOCTI, IpaB
Cy0’eKTIB Ta CaHKLifX, 110 € BAXXJIMBUM [AJIs1 XMapHUX onepaniil. ¥ 2025 p. HauionanbHuil 6aHk Ykpainu
oHoBUB [locTaHoBy Ne 95 [36], migBUILUBIIK BUMOTrU A0 iHPopMaLiliHOI Ge3neKH y 6aHKIBCbKOMY CeK-
Topi, MiHicTepcTBO eHepreTuku YKpaiHU rOTy€E CeKTOPa/bHI BUMOTH /|0 NaJIMBHO-eHEPTeTUYHOTO0 KOMII-
JIeKCy 3 ypaxyBaHHSIM JepxkaBHOi Mofesi Kibep3axucTy. TakuM 4MHOM, rajyseBi peryjasTopHi BUMOTH
HaGJMKYIOThCS 10 €AUHOTO «sApa» KOHTPOJIIB, 1[0 OJJHO3HAYHO 3MEHIIY€E piBeHb PO3pi3HEHOCTiI HOpMa-
TUBHOI JJOKyMeHTalil.

BucHOBKM. BKoHaHe Jj0c/iIkeHHS ToKa3aJio, 110 Ha epekTuBHicTh SOC B yMoBaxX cy4acHOI MOBHOMACII-
TabHOI BiHM BIJIMBA€ y 3HA4HIiM Mipi He siniie BHYTpilIHA 3pisicTh nporeciB, a i ek30reHHi 06MeXeHHS
cepeloBHILA — HacaMIlepe[, Aerpajaiis eHepreTU4YHoOI ¥ TesekoMyHikalniiHoi iHppacTpykTypH, BTpaTa di-
3UYHOr0 KOHTPOJIKO HaJ, aKTUBAaMM Ta 3pOCTaHHS iHTeHCUMBHOCTI 3arpo3. EMnipuyHi faHi nokasanu cyTTeBe
NOTipILIeHH KJHY0BUX METPUK Yy Nepiofy MAacCOBUX BiJKJIHYEHb €JeKTPONOCTa4YaHHHA: IPUPICT Yyacy BUAB-
JIEHHS Ta pearyBaHHs | 3HWKEHHS J0CTynHOCTI TexHoJsoriyHoi iaTdopmu SOC.

OxpeMHUM BaX/IMBUM YMHHUKOM BHUCTYyIa€ oKynalisi i ¢pisnuHe BTpydaHHsa B IT-akTHUBHY, siKe pyHHYE [0-
MeH JI0BipU ¥ mifiBUILye KMOBipHICTh BTOPUHHOI KOMIpoMeTalii yepe3 JieriTUMHI KaHa/lu 3B’3KY. 3a [UX
YMOB pallioHaJIbHOIO CTpaTeTi€l € «treat-as-compromised» AJisi MPUKOPAOHHUX i 6JIU3bKUX [0 JiHil 3ITKHEH-
Hs CErMeHTIB, IPUMycOBa cerMeHTalist Ta Zero Trust Ha MiXKCalTOBUX 3'€lHAHHAX, ONEPESHBO AaBTOPU30-
BaHi creHapil i30J1s11ii, a TaKOX 3aTPUMKOCTIHKI JIAHIIIOTH CIIOCTEPEXHOCTI 3 6ydepusamiero TesemeTpii Ta
XMapHUMH TOYKaMH BifiHOBJIeHHd. [lapasieslbHO KaZjpoBa Kpu3a i reorpadiyHe po3NnOpoIIeHHS TEPCOHATY
3MilYI0Th ONITHMaIbHY MOJiesb ¥ 6ik ribpuanoi opranizanii npauni 3 VDI/JIT-goctymnowm, mo notpebye cTaH-
JapTusalii OHGOPAUHTY, MATPUMKH MCUX0JIOTTYHOI CTIHKOCTI Ta CHCTEMHOT'0 3MeHIIIeHHSI KOTHITUBHOT'O Ha-
BaHTaXXEHHA JIJIf aHAJIITHUKIB.

Perynsarophi 3miHu 2023-2025 pp. dopMyoTh TpeH/, A0 YHidiKamil BUMOr i pU3HUK-OpiEHTOBAHOTO Mij-
TBepIKeHHs BiZMOBiAHOCTI, OAHAK TMepeXxiHUH Tepioj; 30epira€ HeOJAHO3HAYHICTb PEryJsTOPHUX BHUMOT.
[IpakTUyHUM HacaigkoM AJs SOC € HeoOXiAHICTh MiATPUMYBAaTH «EAMHE SIPO» KOHTPOJIIB i3 YiTKUM Bifo-
OpakeHHSIM podiniB 6Ge3neKy Ha XMapHi MabJOHU NpoBal/epiB i MiXKCEKTOpaJbHO Y3ro/pKeHi mpoueaypu
IHUHUeHT-MeHePDKMEHTY Ta 3BITHOCTI.

KuTTessaTHul y cydyacHUX BOEHHUX yMoBax SOC - Ile pU3HK-OpiEHTOBaHa CUCTEMa, L0 MOEAHYE MiHi-
MaJIbHO HEOOXiZIHY CHOCTEPEeXHICTh 3a YMOB HOTipLIeHOI BUAMMOCTI iHGPaACTPYKTYypH, NPEBEHTUBHY ce-
rMeHTallilo 0BipHy, onepaliiiHy aBToMaTH3allilo0 Ta KOMIIJIAEHC, FTAPMOHI30BaHUM i3 XMapHUMHU apxiTeKTypa-
Mmu. [lofanblia poboTa BefleThCsl HAJ, KiJIbKiCHOIO OLIiHKOI0 epeKTHBHOCTI KOHTP3axo/iB Mij yac 6J1eKayTiB,
Bepudikalil METPUK «MiHIMaJIbHO >KUTTE3LaTHOI CIIOCTEPEXKHOCTI», NOPIBHAJBHOMY aHaJi3i 3 IHIIMMU Kpa-
iHaMy, 110 JiI0Th B YMOBax KibepBiliHHU, a TaK0X Ha BiZiCTe>KeHHI BIJIMBY 3aBepIleHHs PeryJasTOPHOTO nepe-
XOJly Ha onepauiiiHi BUTpaTH U AKiCTb pearyBaHHS.
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PO3POBKA NPOTPAMHOI IVIAT®OPMH /11 KOMIT'IOTEPHOT'O MOAEJ/IFOBAHHH,
AHAJII3Y TA BEPU®IKALII TAPAMETPIB CIIEKTPOMETPUYHUX CUTHAJIIB

AHomayisa. Mema po6omu. Cmammsi npucesiieHa po3po6yi npoepamHoi naamgopmu, sska 00360/151€ KOMNAEKCHO 00CAi0-
Jcysamu ma eukopucmosysamu mMemoodu KoMn'iomepHo20 aHaisy oyu@dposaHux cnekmpomempu4dHux cueHais. PyHkyio-
HaJ1 po3po6/1eH020 NPO2PAMHO20 3aCO6Y BKAUAE 8 cebe Mode1H08aHHS YUugdposux 06pasie cuzHanie 3 nogHicmio gidomumu,
pe2y1b08aHUMU NAPAMempamu, KOMh omepHy 06po6Ky daHUX 3 ONOMO20K ICHYH4UX a60 HOBUX PO3POOAEHUX Memodie
aHa.i3y, a makoxc npoepamHy eepudikayiro ma eizyaaizayiro pesysbmamie pobomu makux memodis. Kpim ybozo npozpama
niompumye mMoxcAugicms 3a8aHmMadiceHHs daHux, wo 6yau ompumaHi nio 4ac peanbHuUx ekcnepumeHmis, ma ix nodaabwutl
aHaniz 043 noGydosu cnekmpis.

Memodoso2isa. Y cmammi Hagodumucs demansHull onuc moxcaugocmeli npozpamHoi naamgpopmu ma it HympiwHwvoi
apximekmypu. Qynkyionasn ma epagiuHuil iHmepdgetic npozpamu cmeopeHi 3 BUKOPUCMAHHAM Memodie ma mexHo.o2itl
PO3PO6KU NpoepamMHO20 3abe3neyeHHs HA Mo8i npozpamysarHs C++ Ha ocHosi ¢petimeopky QT. [laHuil gppelim8opk € Kpo-
cnaam@opmMHuUM, wo 00380/51€ Komniaoeamu ma 3anyckamu po3pobaeHutl do0amok Ha pi3HUx onepayiliHux cucmemax,
makux sik Windows ma Linux. [lns eeHepayii yugposux o6pasis cnekmpomempu4Hux CUsHA1i8 3acmocogyrombubCsi Memoou
MAMeMamu4Ho20 ma Komn'romepHozo mModea8aHHs. B npoyeci komn'tomepHoi 06po6Ku 0aHUX BUKOPUCMOBYHMbCS Me-
modu yugpposoi 06pobku cueHaie, Memodu I anzopummu iHmMeNeKmyaabHo20 aHANI3y 8eauKux Macuegie danux. Hanpukinyi
HA800UMbCs NOPIBHAALHUU AHANI3 pe3ybmamis po6omu 0eKibKOX iCHyI4UX ma HO8020 Memody KOMN 1omepHo20 aHaNi3y,
wWo 6yau ompuMaHi 3a donoMo20H CMBOPEHO20 NPO2PAMHO20 3aCO0Y.

Haykoea Hosu3Ha. Bnepuie po3pob.ieHo naamgpopmy (npoepamHull 3aci6), ska Hadae MoHAUB0CMI KOMNAEKCHO20 J0-
caidsxceHHss moyHocmi ma weudkodii sk eidomux, mak i HOBUX po3pob.ieHuUx Memodie KoMn'rmepHoO20 aHaizy napamempis
CNeKmMpoMempuyvHUX cueHajie. BeedeHo uimki kpumepii oyiH8aHHS mouyHocmi po6omu (noHsmms eepugiko8aHoi mou-
Hocmi) mo2o yu iHuwo20 Memody Komn'romepHoi 06po6Ku Ha 3M00e1b08aHUX OAHUX, SIKI nepesipsitombcst 3a donomMo2010 npo-
2PaMHO peaJlizo8aHozo aszopummy eepugdikayii.

BucHoeku. CmeopeHull 8 x00i docaidxiceHHS npo2pamHull 3aci6 00380.15€ 8UKOHy8amMu KOMN'tomepHe Mo0eaA8aHHS
CNeKMmpoMempu4Ho20 cu2Hay i3 3a0aHuMU, pe2yabo8aHuMU napamempamu i 30ilicHIoeamu aHai3 cUMy1bO0BAHUX abo 3a-
B8AHMANCEHUX 3 PEA/NbHUX eKCnepuMeHmie daHux 3a donomMozoi0 Npo2pamMHO peani3o8aHux iCHyr4uxX ma 3anponoHO8aHUX
Memodis komn'romepHoi 06po6Ku. Pe3yibmamu 00ocaidxiceHHs cgiduams, wo npoepama 00360/5€ 064UCAUMU Md NOPIBHAIMU
OCHOBHI Mempuku po6omu mMemodie KomMn'tomepHo20 aHANI3y, Maki sk WeudKicms 06po6KU 0aHUX | MOYHICMb PO3NI3HABAH-
Hs1 OCHOBHUX napamempie iMny/avCis, a makodic eizyasizyeamu pezyabmamu. B nepcnekmugi ¢pyHKYyioHaNbHI MoxcAugocmi
naamgopmu Moxcyms 6ymu po3wupeHi Wasxom 000a8aHHS NiOMpPUMKU 6i/16U020 YUCAA MemMOo0dig KoMNh'WmepHO20 aHA i3y,
wo dozeoaums kpawe docaioumu eoekmueHicmsb sk 8idomux, mak i Hoeux Mmemodie komn’romepHoi 06pobKu cnekmpome-
MpUYHUX cU2Hale.

Katouosi cnosa: komn'vomepHutl aHa1i3 CheKMpoOMempUYHUX CUZHAI8, NPO2PAMHA naamg@opma, KoMn tomepHe Mode-
JI0BAHHS, A20PUMMU PO3NI3ZHABAHHS, KOMN IomepHa cucmema, 8idyanisayis daHux, arzopummu sepudikayii.

Sergiy REVA, Denys TSYBLIYEV. DEVELOPMENT OF A SOFTWARE PLATFORM FOR COMPUTER MODELING,
ANALYSIS AND VERIFICATION OF SPECTROMETRIC SIGNALS

Abstract. Purpose of the work. The article is devoted to the development of a software platform that allows for the
comprehensive study and use of methods of computer analysis of digitized spectrometric signals. The functionality of the
developed software application includes modeling of digital signal images with fully known, adjustable parameters, computer
data processing using existing or newly developed analysis methods, as well as software verification and visualization of the
results of such methods. In addition, the program supports the ability to load data obtained during real experiments and their
further analysis to construct spectra.
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Methodology. The article provides a detailed description of the capabilities of the software platform and its internal
architecture. The functionality and graphical interface of the program are created using methods and technologies of software
development in the C++ programming language based on the QT framework. This framework is cross-platform, allowing you to
compile and run the developed application on different operating systems, such as Windows and Linux. Mathematical and computer
modeling methods are used to generate digital images of spectrometric signals. In the process of computer data analysis, digital
signal processing methods, methods and algorithms for intelligent analysis of large data sets are used. At the end, a comparative
analysis of the results of several existing and new computer analysis methods obtained using the created software is presented.

Scientific novelty. For the first time, a platform (software tool) has been developed that provides the ability to
comprehensively study the accuracy and speed of both known and newly developed methods of computer analysis of
spectrometric signal parameters. Clear criteria for assessing the accuracy of work (the concept of verified accuracy) of a
particular computer processing method on simulated data, which is verified using a software-implemented verification
algorithm, have been introduced.

Conclusions. The software application created during the research allows for computer modeling of a spectrometric signal
with specified, adjustable parameters, as well as analysis of simulated or loaded from real experiments data using software-
implemented existing and proposed computer processing methods. The results of the study show that the program allows you to
calculate and compare the main metrics of the work of computer analysis methods, such as data processing speed and accuracy
of recognition of the main pulse parameters, as well as visualize the results. In the future, the platform’s functionality can be
expanded by adding support for a larger number of computer analysis methods, which will allow for better research into the
effectiveness of both known and new methods of computer processing of spectrometric signals.

Key words: computer analysis of spectrometric signals, software platform, computer modeling, recognition algorithms,
computer system, data visualization, verification algorithms.

IloctaBka mnpo6JsieMu. [IpoTAroMm [AOBroro 4Yacy KJacU4yHi MeETOAM aHaJli3y CIeKTpoOMeTpud-
HUX CUTHaJiB 6a3yBasiicsi Ha BUKOPUCTAHHI aHAJIOroBOI €JIEKTPOHIKH. AJie 3aBJSKH aKTHUBHOMY pO3-
BUTKY KOMIT'IOTEPHUX TEXHOJIOTI 3HAa4yHOro TNOLIMpPEeHHSI HabyJd KOMII'IOTEpPHI MeToJu O6pOOKHU
JlaHUX Ta BUMiplOBaHHSA crneKTpiB. [lif MOHATTAM «CIEKTPOMETPUYHOIO CHUTHAMYy» B LUPPOBIH crieKkTpo-
MeTpil iOHi3yr04Oro BUNPOMIHIOBAaHHS 3a3BMYald PO3yMilOTh MOCHIAOBHICTH iMmysnbciB (puc. 1), Aki re-
HepPyIOTbCA JIEeTEKTOPAMHM PEHTreHiBChbKOro, raMMa abo iHLIOTO THUNy BHUIPOMIHIOBAaHHS, Ta OLUQPPOBY-
I0ThCSl 32 JIONOMOrOoI0 aHaJoro-nudpoBux nepersopioBadiB (ALIl) a6o gimxitaisepi [1; 6]. Lii curHanu
B onudpOBAaHOMY BUIVIAJI SABJASIOTH COO0I BeJHKI MAacHUBU JAHHX, SKi MOXyTb OYTH 00poGJieHi MeTo-
JlaMH KOMIT'IOTEPHOTO aHasli3y 3a MEeBHHMH QJITOPUTMaMH 3 METOI BUSBJIEHHS KOpPHCHOI iHpopmariio
Mpo MaTepiasu i mpoIecH, 1o AOCTiMKyThCs. [IpoTe icHye mpo6eMa 0G’'€KTUBHOIO OI[iHIOBaHHA edek-
THUBHOCTI TOTO 4YM {HIIOrO METOAY KOMITIOTEPHOI OOpPOOKH, OCKIJIbKM HEMa€E MOXKJIMBOCTI OTPUMaHHS
MOBHICTIO ZJOCTOBIpHUX BXiAHUX JAHUX 4Yepe3 BUIAJKOBICTH MpoOIeciB Ha BXOAi JeTeKkTopa. Lls mpobiie-
Ma MoXe OyTH BipulleHa 3a J0IIOMOIOK KOMIT'IOTEPHOro MojesroBaHHA [4] uudpoBux o6pasiB curHa-
JIiB i3 3a3/aseriip BiIOMMMHU MapaMeTpaMH Ta mporpamMHoi Bepudikarii pe3ysnbTaTiB aHami3y WX JaHUX.
Tomy po3po6ka mporpaMHoi IaTPOPMH, IKa MOKe 3iHCHIOBATH B KOMILJIEKCI KOMIT IOTEpHE MO/Ie/II0BaHHS,
aHauti3 Ta Bepudikaliito mapaMeTpiB CIEKTPOMETPUYHUX CUTHAJIB € aKTyaJIbHUM 3aBJaHHSM.

AHani3 ocTraHHix gociimpkeHb i my6uikaniii. CyyacHi goc/ipKeHHs y Taly3i KOMITIOTEPHOr0 aHasi3y
CHEeKTPOMETPUYHUX CUTHAJIB 4YacTO MiJJKPECTI0I0Th BaXKJ/IMBICTh MeXaHi3MiB 3MeHIlIeHHS BIIUBY eJIeKTPUY-
HOTO LIyMy B mpoleci 06po6ku IudpoBUX AAHUX Ta COPSMOBAHI Ha MOKpaUleHHS epEeKTUBHOCTI MeTO/iB
aHauti3y, 0CO6/IMBO MPH YacTiil cynepno3unii iMmnysbciB. Tak, y po6oTi [12] 6ys10 nmpecTaB/IeHO METO/, aHaTi-
3y onippPOBAHOr0 CHEKTPOMETPUYHOTO CUTHATY OTPUMAHOTO 3i CIUHTUJISALIHHOTO eTEKTOPa, OAHUM 3 eTa-
niB po60TH siKoro € QinbTpallis CUrHa/Ly Bif HIyMy 3a A0MOMOI00 3aCTOCYBaHHSA UGPOBUX GinbTPiB (KOB-
3He cepenHe, ¢inbTp beccens, Yebumena a6o baTttepBopTa). Y poboTi [7] 6y/10 3anMponOHOBAHO aJITOPUTM

Signal Diagram
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Puc. 1. Bisyasizanis ouu$poBaHOro CHEKTPOMETPUYHOTO CUTHATY
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nocsiabJyieHHs BIVIMBY cynepno3unil iMmnysbciB (pile-up edexTy) Ha pe3ybTy04ni crieKTp, 10 6a3yeThbcs HA
po3pifpKeHit anpokcuMalii CUrHasly AJis po3/iJIeHHs HaKJ/JaJleHUX IMIy/JbCiB Ta BUKOPUCTAHHI MeTOJIB pe-
rpeciiiHoro aHauisy Least Absolute Shrinkage and Selection Operator (LASSO). [IpeacTaBieHui migxig 103-
BOJIMB 3MEHIIUTH BIJIUB pile-up epekTy Ta MOKpAIUTH PE3YIBTYIOUNH JOCTiKeHUH crieKTp. [IpoTe ockinb-
KU y BUIIe3a3HAa4eHHX Mpalsx MepeBipka po6OTH 3alpONOHOBAHUX aJITOPUTMIB NMPOBOAMJIACA TiJIbKK Ha
peasbHUX CMEKTpax, aHaJli3 pe3ysIbTaTiB IX po60TH Ha 3MOZEe/IbOBAHUX, IIOBHICTIO BiJOMUX BXiJHUX JAHUX
3 I0/laBaHHSAM MexaHi3aMy Bepudikaiii J03BoJIMB OU Kpallle AOCAiUTH TOYHICTb PO3Mi3HaBaHHS iMMYJIbCiB
JaHMMU MeTOJlaMHU.

Y po6otax [5; 11] aBTOpamMu Oy/10 NMpeACTaBJEHO MiAXiJ A0 KOMITIOTEPHOr'0 MO/JIeJIOBAaHHS CIEKTPO-
METPUYHHUX CUTHAJIIB, a TaKOX JeTaJbHO JOCAI/PKEHO Ta OTPUMAHO MOPIBHAJNBHI XapaKTEPUCTUKUA O pasy
KIJTbKOX MeTO/iB aHaJi3y TaKUX CUTHa/IiB: MeToZiB MakcumyMmy (Maximum), Cym (Sum), [liz6opy (Fitting)
Ta JlekonBouswonii (Deconvolution). 3a gJomomMorow po3po6EeHOr0 aBTOPAaMU MPOrPaMHOr0 3abe3mnedeHHs
(DeGaSum) 6yJsio OTpHMaHO pe3yJbTaTH POOGOTH [IUX METOAIB Ha 3MO/[e/IbOBAaHUX IIUPPOBUX JAAHUX i Bisyausti-
30BaHO Ha JiarpaMax 3aJIeKHiCTb pO3Ni3HaBaHHA KiJIbKOCTI IMIIyJIbCIB Bijj piBHA 3aBaHTaX€HHA JeTeKTOopa.
OxpiM 1jbOTr0, 3a JOITOMOTOI0 KOXKHOTO 3 MiIX0/AiB 6yJI0 OTPYMAHO CIEKTPH Ta NPOAaHaIi30BaHO iX XapaKTepHu-
cTukd. bepyuu f10 yBaru Toi ¢akT, 110 Npyu BUCOKUX PiBHSX 3aBaHTakKeHHs (KiJbKIiCTb iMNysibCiB 3a OfUHU-
IO Yacy) JieKiJbKa iMIy/sIbCciB MOXKYTh HaKJIaAaTHUCsH, GOPMYIOYH OJMH 3 BEJMKOI aMILIITY/010, HeBUpiLle-
HUM NUTAHHSM 3a/MIIKIacs Bepudikalis pe3ysbTaTiB po3ni3HaBaHHS KOXKHUM MeTos0M. To6To, mepeBipka
TOTO, YY1 PO3Mi3HAHUH IMIyJIbC CiBMAZA€ 3 TUM, 1110 6YB 3reHEePOBaHUH Mij] Yac MOJIeTI0BAaHHS, 1[0 BaXKJIUBO
JU1s1 06’€KTUBHOI'0 BU3HAUYEHHsI TOYHOCTi pOo3Mi3HaBaHHS.

dopMynI0OBaHHA METH JOCHiJKeHHA. MeTolo gaHOl po6GOTH € CTBOPEHHS MPOTPaMHOro 3acoby AJis
KOMIIJIEKHOTO JIOC/Ii/PKEHHS Ta OLiHKY epEeKTUBHOCTI METO/iB KOMII' IOTEPHOTO aHasli3y o poBaHUX CIIEK-
TPOMETPUYHUX CHUTHAJIB. A TaKOX JeTaJbHUN ONKC QYHKIiOHANy po3po6JIeHOro JJ0AAaTKy, HOro BHYTpill-
HbOI apXiTeKTYpH, IPUHLUIIB pOGOTH Ta OTPUMAHUX €KCIIEPUMEHTAJIbHUX PE3Y/IbTaTIB.

Bukias 0cCHOBHOro Martepiasy. /lyi1 KOMIJIEKCHOTO aHaJIi3y TOYHOCTI Ta MBHU/KO/Il METO/iB KOMIT I0-
TepHOI 06PO6KHU OLIUPPOBAHUX CIEKTPOMETPUYHUX CUTHAJIIB B paMKax JJOCJIi/PKeHHs 6yJsia po3po6sieHa mpo-
rpamMHa maatdopMma, sika peasiisye HaCTyIHI MOXKJIHUBOCTI:

1) KoMI'IoTepHE MOJEJI0BaHHSA (CUMyJIsALis) uMPpPOBUX 006pa3iB CHEKTPOMETPUYHHUX CUTHAJIB, fKi 3a
dopmMaToM BifmOBiAAIOTH BUXiIHUM JaHUM JiKiTali3epa Ta HaGJIDKeHi 10 peaJlbHUX CUTHAJIIB, 1[0 OTPUMY-
I0ThCA IiJ, Yac NPOBEeHHs eKCIIepPUMEHTIB;

2) po3mi3HaBaHHS Ta BUMipIOBaHHS MapaMeTpiB IMIOyJIbCHUX CUTHAJIB 3a JOMOMOTOI0 MPOTPaMHO peasi-
30BaHMX iCHYIOUYMX Ta HOBUX PO3P06JEHUX METO/IB aHaIi3Yy;

3) Bepudikariiss TOUHOCTi aHaJIi3y Ta OTPUMaHHA METPUK ePEeKTUBHOCTI pOGOTH Pi3HUX METOAIB KOMII 10-
TepHOi 06PO6KH;

4) Bizyasizanisi oTpUMaHUX pe3ybTATIB.

[IporpamMHuUit 3aci6 ABJIsI€ COG0I0 AOJATOK JJisl TEPCOHATBHUX KOMIT'IOTEPiB, AKUHA OYB pO3p0OOJIeHHUN Ha
MoBi mporpamyBaHHs C++ 3 BuKopuctaHHsaM 6i6sioreku QT [8] (Bepcii 6.4.0). [lana 6i6sioTeka 6ys1a o6paHa
yepes Te, 0 MiCTUTh IHUPOKUHN Habip rpadiyHMX KOMIOHEHTIB /s Bidyasisalii JaHUX, @ TAKOX J03BOJISE
CTBOPIOBATH KpocmiaTopMHe nporpaMHe 3abe3nedeHHs. ToMy nporpaMHUi 3aci6 Moxke 6yTH BCTaHOBJIE-
HUH Ha JieKisbKa pisHuX onepaniiHux cucreM, 3okpema Ha Windows Ta Unix-nozi6Hi OC.

Ha (puc. 2) HaBOAMTBCSA BUIVIAL OCHOBHOTO iHTepdelicy KopucTyBada po3po6sieHol mporpaMH.

['osioBHE BiKHO MporpaMH MiCTUTb HACTYIIHI IPyNu eJeMeHTiB iHTepdelcy KopucTyBaya BiJiIOBiAHO 10
cBOro QpyHKIioOHATY:

A. EfleMeHTHU Ha/llAalITyBaHHSA Ta YIPaBJIiHHA MOJEIIOBAHHAM (CUMYJISLi€l0) UPPOBOTO 06pa3y CUTHAIY.

B. EsleMeHTH Ha/lalITyBaHHA Ta yIpaBJliHHA aHaJi30M CIEKTPOMETPUYHOTO CUTHAJY.

C. EnemenTu BUBOAY iHpopMarliil mpo pe3y/IbTaTH MO/e/II0OBAHHS Ta aHaJi3Yy.

D. [liarpama Bijfo6pakeHHsI po3MOAiJay aMIUITYZ (CIeKTPy) 3MO/e/IbOBaHUX/po3Ni3HaHMX/BepudikoBa-
HUX IMIIyJIbCIB.

E. liarpama Bifo6GpakeHHs CIEKTPOMETPHUYHOIO CHUTrHaNy (CHMyJbOBAaHOro abo 3aBaHTAHTAXKEHOTO
3 fimpxiTaisepa).

MopesitoBaHHS CHEKTPOMETPUYHOrO CUTrHaJy. JlofaTOK HaZla€ MOXKJIMBICTb MOZE/IIOBAaHHA 06pasy CHr-
Hasly 3i cTasuM (KOHCTaHTHMM) 3Ha4YeHHSM aMIUITYZ iMIy/bciB (3 onijiero 36epexeHHsI CUMY/IbOBaHUX Jja-
HUX ¥ $aii) abo MoZe/II0OBaHHS 3TiHO MOMepeHbO 3aBaHTAXKEHOTO CrelialbHOTro $alay-11abioHy, SKUH
3a/1a€ PO3MO/iJa aMILIITYyA iMnysibCiB. [uis reHepanii nudppoBoro o6pa3y CUrHaly 3 MOTPIGHUM 3aKOHOM PO3-
MOAiJIy aMILIITY/| Ta MOTPiGHUMH XapaKTepUCTHKaMU 6yJI0 BUKOPUCTAHO MaTeMaTHYHI MoJieli i aIropuTMHu
MOJIeJIF0BaHHS 3TifHO ¢$alJiB MA6JIOHIB Ta MeTOJ MOJEJNIOBAHHS 3 MiJBUIIEHOK JeTasli3ali€n, aKi oyau
JleTa/IbHO omucaHi y mpansx [2; 3]. 3a Heo6XiZHOCTI MOXKHA TAKOXX 3aCTOCOBYBATH i CleliaibHO CTBOpPEHI

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 147



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 3 (18). 2025

A B D

B| Spectrometric Signals Apfalyzer - (m] X
—Computer Modeling

Path to file with spectrum data: SPECTRUM DIAGRAM
Browse 11127.0

H
Average Pulses Count (p/sec) | 1000000 3
S

Experiment Duration (sec) 0.4 83453

1]

Pulses Count

Noise Standard Deviation (LSB) 8.0
Digitizer Sampling Rate (MHz) 250 5563.5

v Allow Pileup  Baseline (LSB) |0
2781.8
Simulate Sim to File | Sim Spectr

{

1024 2048 3072 4096

— Analysis Data

0.0

o

Path to file with digitizer data:

Browse Digitizer Channel

Discrimination Threshold (LSB) |25 =

L L

Minimal Pulse Amplitude (LSB) |75 =

SIGNAL DIAGRAM
[ Detect Baseline v Verify Pulses

Verified Amplitude Range (LSB) |75.0

MAX MAVG FIT

3688.8

DFT

2766.6

—Modeling/Analysis Results—————

Simulated Pulses Count 400000 1844.4

oo
e

Overall Detected Pulses Count | 343471

Voltage (LSB)

922.2 1

Verified Detected Pulses Count | 308626

I i
Analysis Method Time (s) 1.965549 i } ‘
i

Analysis Method Efficiency (%) | 77.16 0.000 0.050 0.100 0.150 0.200
Time (ms)
Preferences
Cc E

Puc. 2. Bumisaj inTepdeiicy kKopucTtyBada roJ10BHOr0 BiKHa po3p06J1eHOro NporpaMHoro 3acogy

(imeanizoBani) ¢yHkuii po3noainy. MUTTEBI 3HaYEHHSI CUTHAJTY Bi0OpaXkaloThCsl B OAMHULSX 3HAYEHHS Hal-
MoJIOAIIOro po3psAay AimkiTaizepa (Least Significant Bit - LSB).

[Ipu cumynsauii ntudpoBoro o6pasy cCUrHaay MOX/JIMBO 3alaTH HACTYIHI TapaMeTpHu:

¢ TpuBasicTbh eKcliepUMeHTY (B CeKYH/aX)

¢ PiBeHb 3aBaHTaKeHHs JleTeKTOpa (cepeHs KibKicTh iIMIYJIbCIB 32 CEKYH/Y)

e CepeJHbOKBaZpaTU4YHe BiIXUJIEHHA PIBHA €JIEKTPUYHOTO IIYyMY, [0 HAKJIAAAETbCA Ha CUTHAJ 3TiJAHO
HOpMaJIbHOTO po3nojiny (B LSB)

e YacroTta auckpeTtu3sauii curdany (B MI'n)

¢ 3HaueHHd 6a30Boi JiHil curnasny (B LSB)

e MoxuBicTb cynepnosuii imnysnbcis (pile-up edexry) (Tak/Hi)

OxpiM Mozie/it0BaHHS, B Iporpami 6yJsia peasiizoBaHa MOXJIMBICTh 3aBaHTa)KeHHs LUPPOBUX JaHUX, AKi
Oy/1M OTpUMaHi MiJ| Yac peaslbHUX eKCIIEpUMEHTIB Ta ouudpoBaHi 3a JonoMoromw AimxkiTaiizepa. Jliarpama E
Bi3gyasizye 3Mozie/IbOBaHUM iMNyIbCHUIM CUTHAJ a60 CUTHAaJI, 1110 6YB 3aBaHTaXKeHU 3 ¢aity 3 JaHUMHU, 3a-
MUCAaHUMHU IiJ] Yac peaJbHUX eKCIIepUMEHTIB.

KoMn'toTepHu#l aHani3, Bepudikalisi Ta Bijo6pakeHHs pe3y/abTaTiB. [ M0OAaIbLIOr0 KOMII'IOTEPHOI0
aHaJlizy 6yJ10 peasi3oBaHO /iBa iCHy04i MeTOU 10 BU3HAYEHHIO TapaMeTPiB CIeKTPOMEeTPHUYHUX CUTHAJIB -
Makcumymy (Maximum) ta Ilig6opy (Fitting), ocHOBHI npuHIIUNIIYK PO6OTU AKUX ONHKCcAaHO B cTaTTi [5]. Takox
6y/10 IpOrpaMHO peasi3oBaHO BJIOCKOHAJEHUU MeToJ[ aHasi3y 3 MexaHi3aMoM ¢inbTpauii curHany Big urymy
3a gonomMororo GinbTpa KoB3He cepenHe [9] Ta po3pobsieHUN MeTO/, aHali3y nif Ha3Bow BiactexxenHs [10]
3 BUKOPHUCTAHHAM BJIACHUX aJTOPUTMIYHUX MiAX0AiB. Pe3ysbTaTu po60OTH BUIlle3a3HaYeHUX METO/AIB Bidya-
JIi3yIOThCS y BUIJISAAI YUCIOBUX NMapaMeTpiB, YaCOBUX JAiarpaM CUTHaJiB Ta ricTorpaM CrnekTpiB, mo6yoBa-
HUX Ha OCHOBI IPOBEJIEHOr0 aHaJIi3y.

Jns koHdiryparnii po60TH MeTOAiB aHaIi3y MOXK/JIMBO BKa3aTH HACTYIHI MapaMeTpu:

e [lopir suckpuminauii (B LSB).

e MiHiManbHe (TOpOTroBe) 3HAYEHHS aMILIITYAX po3nisHaHoro iMmysibca (B LSB).

e HeoOxigHicTh BU3HAYeHHs 6a30Boi JiiHii curHany (Tak/Hi)

TakoX HaZlA€ThCS MOXKJIMBICTH 06paTH OILiI0 UM MOTPiOHO BUKOHYBATH Bepudikallito po3nisHaHUX iM-
MyJIbCIB Micas po60TH METOAY aHasli3y i KO TaK, TO BKa3aTH JAONYyCTUMUHN Jialla30H MaKCUMaJbHOIO Bij-
XUJIEHHS po3Ii3HaHUX IMIYJIbCIB BiJf 3Mo/ie/IboBaHuX o aMILIiTyAi (B LSB).
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[licns 3amycky o6paHOro MeTO/Ay KOMII'IOTEPHOI 06pPOOGKH [[0/IaTOK /103BOJISIE NPOrPAaMHO BHUMIpATH Ta
BUBeCTH iHdopMaLilo Mpo TpUBAIICTh HOro poboTH, 3araibHy i BepupiKOBaHY KiJIbKICTb PO3Mi3HAHUX iM-
MyJIbCIB Ta TOYHICTb MeToAy. [lJid mepeBipKM NPaBUJIBHOCTI pO3Mi3HaBaHHSA MPU aHaJi3i HA CUMYJIbOBAaHUX
JlaHUX 3 BiJOMUMHU MapaMeTpaMHu 6ys0 BUKOPUCTAHO PO3pOOJIEHUM anropuTM Bepudikanii npescrasiie-
HUM y po6oTi [10], AKUM nopiBHIOE 3reHepoBaHi Ta po3mni3HaHi iMIy/sbCH Ha CHiBNAJiHHA 3 AOMYCTUMHUMHU
Jliama3zoHaMM BiAXHWJIEHHS, 10 MOXYTb OYTH 3aZaHi B iHTepdekci nporpamu. BepudikoBaHa TouHicTh Me-
TOJly aHa/Ii3y BU3HAYAETHCS CIIiBBiJHOLIEHHAM KiJIbKOCTI Bepu(piKOBaHUX IMIY/bCIB /10 3arajJibHOTO YHC/Ia
3MO/ieJIbOBAHUX.

B rpymi esnemeHTiB iHTepdelicy BifobpakeHHs1 pe3yJbTaTiB MOJe/I0BaHHs/aHai3y/Bepudikaril BUBo-
AATbCA HACTYIHI JaHi:

e KisnbKicTb 3MO/ie/IbOBAaHUX IMITYJIBCIB.

¢ KisnbKicTb 3arasioM po3nisHaHUX IMIYJIbCIB.

¢ KinbkicTb BeprdikoBaHUX iMITYJIbCIB.

¢ TpuBasicTb po60TH MeTOAY aHai3y (B CEKYHAAX).

e BepudikoBaHa TouHicTh MeTOAy aHai3y (y BifjicoTKax)

Jiarpama D (puc. 2) Bizo6paxae po3noziys aMIiiTys (pe3y/IbTy04ui CIEKTP) 3MO/e/IbOBaHUX, pO3Mi3Ha-
HUX Ta BepudikoBaHHUX iMIyJIbCIB Ta 03BOJISIE HATJISAHO NOGAYHUTH HACKIIBKY 1i rpadiku cniBnaJjaloTh Mix
co6o10.

OkpimM onucaHUX BHUILle eJIeMEeHTIB, B IporpaMi peasizoBaHi J0AaTKOBI HaJlalITyBaHHSA, Ki JO3BOJIAKTb
3MiHIOBAaTH NapaMeTpH Jiarpam, Iio Bifo6paxKaoTb CIEKTPOMETPUYHUM CUTHAJ Ta OTPUMaHUN pe3yJIbTYyIo-
YUU CIEKTP Mic/as1 po60TH METOZIB KOMIT I0TEPHOI 060POOKH JaHUX.

ApxiTekTypa nporpamMmu. OCKiJIbKHM NMPOrpaMHUM 3aci6 CTBOpeHUH Ha 00’€KTHO-OpPiEHTOBAHIM MOBi mpo-
rpamyBaHHs1 C++ 3 BUKOpUCTaHHAM 6i6sioTekn QT, To 3araysioM Bech pyHKIIiOHAM peasi3oBaHUM 3a JOIOMO-
roro 06'€KTiB-KJIaCiB, KO’KeH 3 SKMX BUKOHYE CBOi eBHi 3a/ja4i. Ha pucyHky 3 306paxeHa UML apiarpama kiia-
ciB, mo Bi3yaJsidye BHyTPILIHIO apxiTEKTypy nporpamy, a caMe OCHOBHi po3po6JieHi komnoHeHTH (C++ KJacy,
ix ocHOBHI MeTOAM) Ta 3B’I3KU Mi>Xk HUMH. Hk4e HaBOAATHCS OMUC KJaciB nmpejcTaBieHux i UML apiarpa-
Mi Ta 3a/ia4, AKi BOHY BUKOHYIOTb!

e SSAnalyzerWnd - kjiac, mo Hacaiayetbcs Big QWidget 6i6smiorexku QT Ta peasnisye dynkiionan/intep-
delic KopucTyBaya roJlOBHOTO BiKHA Z|0/JaTKYy, 3araJlbHUN BUIJIAJ, IKOro OyB NMpe/iCTaBJeHUN Ha PUCYHKY 2.
Juia peanizanil KoM’ I0TEPHOTO MOJe/II0BaHHSA (CUMYyJIsALil) CUTHaIy, IPOrpaMHOro aHaJsi3y, Bizo6paxeHHs
pe3ysbTaTiB Ta A0JaTKOBUX HAJIALITYBaHb JAaHUH KJIaC arperye iHIli 06’€KTH, 1[0 ONMUCaHi HUXKYe.

¢ SignalSimulator - ksac, o MicTUTE HeOOXi/IHI faHi Ta MeTOAHU JJis peastisallii MOJe/IIOBaHHS CIIEKTPO-
MeTPUYHOTO CUTHaJy i3 3a/laHMMHM KOPUCTYBayeM NapaMeTpaMu. Takox JaHUM KJac peasni3ye MeTOAU [JJid
3arpy3ku cnenjagbHux ¢aniB-mwa6soniB (*.dat, *.spr) ans renepauii undpoBoro o6pasy curHamy 3rigHo
11a6JIOHHOT0 PO3MOJAiNY aMIUIITY/, iMIY/IbCiB BUKOPUCTOBYIOUM po3pobJieHi Mogesi i aJropuTMu MozeJio-
BaHHS ONHKCaHi B po6oTi [3].

e SignalAnalyzer - oauH 3 HaWGiIBLIMX KJIACIB, AKMH MiICTUTh NpOrpaMHy peasisalnilo iCHyn4Yux Ta
pO3po6/IEHUX MeTOJiB aHasi3y CIeKTPOMETPUYHUX CcUrHasiB. Metonu AnalyzeMax, AnalyzeMAVRG,
AnalyzeFitting, AnalyzeTracking BiAnoBizaroTh 3a KOMI'IOTEPHUM aHai3 UPPOBUX AaHUX MeToZaMu Mak-
cumymy, Kos3ne Cepepgne, Ilin6opy, Bigcrexxenns BigmoBigHo. OxpiMm nwporo metos VerifyDetectedPulses
LbOT'0 KJIACy MICTUTh NpPOrpaMHy peasidaliio aaroputMmy Bepudikarii AJis criBCcTaBJIeHHS 3reHepOBAaHUX Ta
pO3mi3HaHUX IMNyJ/bCIB Mic/s aHai3y 3 MeTOI BU3HAaYeHHs BepHQiKOBaHOI TOYHOCTI KOXKHOIO 3 METO[iB
KOMIT' F0TepHOi 06pO6KH.

e PreferencesDialog - manuii kiac HacaigyeTbes Bix QDialog i peastidye BigoOpakeHHsT Ta QyHKI[ioHAT
BiKHA J0ATKOBUX HaJIALITYBaHb MIporpaMu. MiCTUTh MeTOAM AJis BiloGpaKeHHs, 3MiHH Ta 36epeKeHHs J0-
JlaTKOBUX HaJIAIITYBaHb.

e Chart, ChartView - ksacuy, siki HacaiayoTbces Big QChart Ta QChartView 6i6iotexu QT i BiamoBigaroTh
3a BiZjo6pakeHHs AiarpaMu M$pPOBOT0 CUTHAIY Ta JiarpaMH pO3MOAiTYy aMIUITy/ (CIeKTPy) pO3Mmi3HAHUX
immysibciB. /lolaTKOBO 10 CTaHAAPTHOTO Habopy GyHKIiHM KiaaciB 3 6i6sioTexkn QT B 1jux KOMIOHEHTax Oysa
peasizoBaHa MOXJ/IMBICTb MaclITaOyBaHHs (36i/blIeHHS/3MeHIIEHHS) OKPEMHUX Y4YacTKiB Jiarpamu s
6i/1bII ZIeTaIbHOTO aHaJi3y OTPUMaHUX rpadikis.

[TopiBHAIBHUM aHAJI3 TOYHOCTI Ta WBUKOAII EKiIbKOX METOZiB KOMITI0TepHOI 06p0o6KH. BukopucTo-
BYIOUM pO3pOO6JIEeHUH MPOrpaMHHUM 3aci6 6y/10 MPOBeIeHO AOCTiPKeHHSI TOYHOCTI Ta IIBUAKO/IT BifoMux Me-
TO/iB aHaJIi3y CHEKTPOMETPUYHHUX curHaliB (Makcumymy Ta [lif6opy) i HOBOro po3po6JieHOro MeToAy mif
Ha3Bow BiacrexxenHs [10] Ha 3Mo/eboBaHuX AaHuX. LludpoBuil 06pa3 curHasy /s NoAaabLIIOT0 aHaJi3y
Oy/I0 CUMYJIbOBAaHO 3 HACTYIIHUMU NapaMeTpaMH: PiBeHb 3aBaHTAXKEHHS JleTeKTopa (IHTEHCHUBHICTH reHe-
pauii iMmnysibciB) - 10° iMIy/IbCiB 32 CEKYH/LY, TPUBaICTb eKkcnepuMeHTy — 0.4 ceKyH/H, 3arajibHa KiJIbKiCTb
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SignalAnalyzer

-DiscriminationThreshold:
uint32_t
-MinimalPeekThreshold: uint32_t
-NoiseFDFTThreshold: uint32_t
-NeedDetectBaseline: bool
-NeedVerifyDetectedPulses: bool
-VerificationAmplIRange: double
-VerificationTimeRange: double
-SignalData: std::vector
-OptimizedSignalData: std::vector
-OptimizedNoiseOffsets:
std::vector

-PositiveFDFTData: std::vector
-InverseFDFTData: std::vector
-SignalState: enum
-CurrentDetectedPulse:
DetectedPulse

-PreviousPulses: std::vector
-DetectedPulses: std::vector
-DetectedPulsesCounts:
std::vector

-VerifiedPulses: std::vector
-VerifiedPulsesCounts:
std::vector

Signal Analyzer Application Classes Diagram

«enumeration»
EAnalysisMethod

+ Maximum

+ MovingAverage |« __
+ Fitting
+ Tracking '

[ QApplication ]

3
L ===

SSAnalyzerWnd

The main window of the
application
—

L 2

SignalSimulator

+LoadDataFromFile(in file_name :
string) : void

+SaveDataToFile(in file_name :
string) : void

+AnalyzeMax(in progress :
std::function) : void
+AnalyzeMAVRG(in progress :
std::function) : void
+AnalyzeFitting(in progress :
std::function) : void
+AnalyzeTracking(in progress :
std::function) : void
+VerifyDetectedPulses(in
simulated_pulses : std::vector, in
detected_pulses : std::vector) :
void

-DetectBaseline(in signal_data :
std::vector, ...) : Uint32_t;
-MakeOptimizedSignalData(in
baseline : uint32_t) : void;
-ProcessGrowing(in baseline :
uint32_t, in prev_sig : uint32_t, in
curr_sig : uint32_t, ...) : void;
-ProcessEqual(in curr_sig :
uint32_t) : void
-ProcessDescend(in baseline :
uint32_t, in prev_sig : uint32_t, in
curr_sig : uint32_t, ...) : void
-StartPulse( in start_idx :
uint64_t, in start_sig : uint32_t, ...)
: void;

-EndPulse(in end_idx : uint64_t,
in store_to_prev_pulses : bool) :
void

-CorrectPulseSignal(in curr_idx :
uint64_t, in prev_pulses :
std::vector, ... ) : double

-SimPulsesPerSecond: uint32_t
-SimExperimentDuration:
double
-SimNoiseStdDeviation: double
-SimDigitFrequency: uint64_t
-SimDigFreqCoeff: uint64_t
-SimBaseline: uint32_t
-SimPulsesCount: uint64_t
-SimulatedPulses: std::vector
-SimSpectrumPulsesCounts:
std::vector
-LoadedSpectrPulsesCounts:
std::vector
-LoadedSpectrPulsesEnergies:
std::vector

+SimulateSignalData(in
ampl_strategy: enum, in
pileup_allowed: bool, out
signal_data: std::vector, ...):void
+SimulateSortedPulses(in
ampl_strategy: enum, in
sim_pulses_count: uint64_t, out
pulses_array: std::vector,
...):void
+LoadEnergySpectrFromDatFile
(in file_name: string, ...):void
+LoadEnergySpectrFromSprFile
(in file_name: string, ...):void

-SignalChart : Chart
-SignalChartView : ChartView
-SpectrumChart : Chart
-SpectrumChartView : ChartView
-SigSimulator : SignalSimulator
-SigAnalyzer : SignalAnalyzer
-ProgPreferences :
ProgramPreferences

-ui : Ui::SSAnalyzerWnd

Chart

- sceneEvent(in event :
QEvent) : bool

- gestureEvent(in event :
QGestureEvent) : bool

-LoadSimParamsFromUl : void
-DrawSimOrLoadedSignalSeries
(in signal_data : std::vector) :
void
-LoadAnalysisParamsFromUl :
void

-AnalyseGeneral(in a_method:
EAnalysisMethod, in pulses_color
: QColor, in spectrum_color :
QColor, ...) : void
-DoMaxAnalysis( in
progress_func : std::function) :
void

-DoMAVRGAnalysis( in
progress_func : std::function) :
void

-DoFitAnalysis( in progress_func
: std::function) : void
-DoTrackAnalysis( in
progress_func : std::function) :
void
-DrawDetectedVerifiedSignal(
detected_color : QColor, ...) : void
-ClearAnalysisResults : void

\V4

ChartView

- viewportEvent( in event
: QEvent : bool

- mousePressEvent( in
event : QMouseEvent) :
void

- mouseMoveEvent( in
event : QMouseEvent) :
void

- mouseReleaseEvent( in
event : QMouseEvent) :
void

- keyPressEvent(in event
: QKeyEvent) : void

v L

V2
QChartView

QWidget

DS

PreferencesDialog

- ProgPreferences :
ProgramPreferences
-ui:
Ui::PreferencesDialog

+ GetProgPreferences|() :
ProgramPreferences

+ SetProgPreferences(in
ProgramPreferences) :
void

- LoadPrefsToUI() : void
- LoadPrefsFromUI() :
void

V2

Puc. 3. UML giarpama kJaciB, mo peanisyioTh QyHKIiOHAJI J0JaTKy

3MO/JieJIbOBaHUX iMNy/bciB — 400000, 3Ha4eHHA aMIITYA KOXHOTO 3 iMnysbciB — 2048 LSB, cepegHbokBa-
JpaTU4YHe BiAXUJIeHHA PiBHA eJleKTpU4YHOro mymy — 8 LSB, fonycTuMuil fjiana3oH BiIXWUJIeHHS M0 aMILIITYA]
BepuoikoBaHuX iMIysnbciB - 75 LSB. [lopiBHAIBbHI pe3ynbTaTH KOMIT'IOTEPHOI 06POOKH MO/EIbOBAHUX Ja-
HUX BHIlle3a3Ha4eHHMH MeTO/JaMH aHa/Ii3y HaBeieHi B (Tabu1. 1).

Tabaung 1
Pe3y/sibTaTH pOGOTH METO/IB aHa/Ii3y Ha 3MOJe/IbOBaHMX BXiJHUX JAaHUX
KinbkicTb KinbkicTb 3arajiom KisbkicTb Yac po6oTtu BepudikoBana
Ha3Ba meToay 3MOAe/IbOBAaHUX po3mni3HaHUX BepudikoBaHUX MeTOAY TOYHICTb MeTOAY

iMnysibciB iMoysibciB iMmnysibciB (cex) (%)
Makcumymy 400000 343471 308626 1.965 77.16
[lin6opy 400000 390995 377920 5.919 94.48
BigcTexxeHHst 400000 391349 378961 11.063 94.74
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flk MoxxHa mo6auyuTtH 3 (Tabs. 1) B gociifpKkyBaHOMY cleHapii npoctuil Mmetos MakcMMyMy NpOJEeMOH-
CTpyBaB HaWKpally LIBUAKOAIIO, POTe Horo BeprudikoBaHa TOUHICTh € BiJHOCHO HU3bKOIO BHACJi/I0K TOTO,
110 J@HUH MeTOoJ He 3[4aTHUU NMPaBUJIbHO PO3Mi3HaBaTH IMILIITYAU iMIy/abCiB NpH ix cynepnosunii. Metozn
BizncrexxeHHs1 mokasaB Ha 18% kpauyy BepudikoBaHy TOUHICTb aHasi3y, HiX MeToj MakcuMyMiB, Ta Jelio
Kpaly BepudikoBaHy TOYHICTb, HIXK icHyt0uuit MeToz [lif6opy.

BucHoBku. Po3po6sieHa B X0/ii A0OC/TiKeHHSI TporpaMHa miatdopMa J03BOJIsI€E KOMIIJIEKCHO OLiHUTH Ta
BisyasisyBaTH pe3ysbTaTH pOOOTH METO/iB KOMIT' I0TEPHOI 06POGKHM CIEKTPOMETPUYHUX CUTHAIB. JlogaTok
peastizye MOXJ/IMBICTb KOMIT'IOTEPHOTO MOZE/I0BAaHHA [UPPOBUX 06pa3iB cUTrHAIIB 3 HEOOXiJHUMU Mapame-
TpaMH ab0 3aBaHTAXKEHHS JaHUX, 1[0 OyJIM 3anucaHi mif yac peaJbHUX ekciepuMeHTiB. HaBeseHi pesysbra-
TH TiATBEP/KYIOTH, 10 TaKi JaHi MOXKyTb 6YTH MPOTrpaMHO MpPOaHasli30BaHi 32 JJOMOMOrol0 peasi3oBaHUX
icHyrouMX Ta po3po6JIeHUX METO/iB aHali3y 3 METOI0 BU3HAYEHHS KJIIOYOBUX ITapaMeTpiB CUrHaJIiB Ta Mo6y-
JoBU criekTpiB. YiTki KpuTepil TOUYHOCTI po3ni3HaBaHHSA NapaMeTpiB iMIy/bCiB, siki 6y/M BBeJleH] B paMKax
JOCJTi/PKEHHs], Ta MeXaHi3M nmporpaMHoi Bepudikarii 703BoMIHN GiblI 06'€KTUBHO OLIHUTHU 1 MOPiBHATH
TOYHICTb Pi3HUX NiXOAIB CIEKTPAJbHOr0 aHai3Yy.

B nmopanpiioMy GyHKLiOHaNIBHI MOKJIMBOCTI MPOrpaMHOro 3aco0y MOXKYTbh 6YTH PO3LIKMPEH] LJISIXOM [[0-
JlaBaHHS MATPUMKHU GLIBLIOTO YKC/Ia METOAIB 06PO6KHU JAaHUX, 10 J03BOJUTH Kpallle JOCTiAUTH epeKTHB-
HICTB K Bi/IOMHUX, TaK i HOBUX po3p06JIEHUX METO/1iB KOMIT IOTEPHOTO aHaJIi3y CIEKTPOMETPUIHUX CUTHAJIIB.
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BUKOPHUCTAHHA AJITOPUTMY BEJIbLIJIA /11 PO3B’A3AHHA 3AAA4Y1 KOMIBOAKEPA

AHnomayisn. Cmamms npucesiueHa supiwieHHo o0Hiei 3 NP-3aday, a came nowyky onmuma/abHo20 Mapupymy Komieosiice-
pa 04151 8i08I0aHHS KOXCHO20 i3 n 3adaHux micm. E¢pekmueHi anzopummu po3e’si3aHHs daHoi 3adaui do380451t0mb 3Haxooumu
onmumaavbHi Mapwpymu Hagimbs 0415 8eAuKux Habopie micm, o 3MeHWye aumpamu 4acy, naa1sHo2o ma pecypcis. [loedHaH-
HS1 8UCOKOI MOYHOCMI 3 MA/I0H0 06YUCAI08ANILHOI CKAAOHICMI pobums maki memoou npudamHumu 04151 BUKOPUCMAHHS 8
peanbHuUx cucmemax, de piwieHHs1 nompi6Ho nputiMamu weudkKo.

Mema po6omu - 800CKOHA/IEHHS MemOdy 2i/10K ma Mexc 0151 p038’3aHHA 3a0avi KoMigosicepa 3a paxyHoK 3acmo-
CY8aHHS as20pummy Beabys51 ma 8UKOPUCMAHHSA MIHIMA/AIbHO20 0X0N/A004020 Koaa (Minimum Enclosing Circle, MEC) sk
espucmuku 015 nidcu/eHHs 8idcikaro4ux npaguay 0aHoMy Memooi.

Memodoaozis. Anzopumm Beavy/si - ye kaacuyHull npukaao efhekmugHo2o 2eomempuyHo20 Memody 3 giocikamu ma
€8PUCMUKOM, AKUU MOJNCHA N1€2K0 8KAI04Yamu 00 6iabuwl CKAAOHUX aszopummis. Y 3a0auax po3miweHHs, NaKy8aHHs, KOAI3il,
Kaacmepusayii mowo, aseopumm Beavyas moxce 6ymu sukopucmaHuill ik yacmuHa oyiHoyHoi abo gidcikarouoi gyHKyii:
06YuUCAUMU MIHIMA/IbHE KOJ0, WO MicmUumb NIOMHO}CUHY 06 €kmig-micm, wjo6 oyiHumu o6csiz/npocmip i IKWjo K010 3 HOBOH
mMouko euxodumsu 3a 00380/1eHi Medici — 8idcikamu 2inKy.

Haykoea HOBU3HA. ABMOPOM 3aNnpPONOHOBAHO BUKOPUCMAHHS A120pUMMY Beabyas 0451 NPpUCKOPEHHS MOYHO20 A120-
pummy po36’s13aHHs 3adayi Komigoscepa. Buzoda y 3Haxo0xiceHHI MiHIMANbHO20 KO, WO OXONAI0E MHOXCUHY MOYOK-Micm
HA NJA0WUHI, NOAS2A€ Y OMPUMAHHI 6i/bW MICHOT HUXCHBOT Medci 2iaKu 8 Memodi 2iiok ma medx, y 30i1bWeHHI Kiibkocmi
2inok y depesi nowlyky, siki 8idcivyymucsi paHiule, i sk Hacaidok memod 3anpaytoe weudwe. MEC gidcikae mi 2inku, y ssKux He-
gidsidaHi micma sexcamsb Ha 8eaukill eidcmaHi 00He 8i0 00H020, | Ha8IMb HationmumaabHiwuli do6ydosaHull mapupym 6yde
3aHaomo dopozum. Lle 3meHuLye npocmip nowyKy i npuckopioe an120pumam.

BucHogKku. Memod 2inok ma medxc i3 BUKOPUCMAHHAM MIHIMAAbHO20 0X0NAH004020 Koa MEC mae wupokuil cnekmp
npakmMu4Ho20 3acmocy8aHHs y 3adavax, de Heob6xidHO wWeudko ompumamu sIKiICHUll Mapupym 3 MIHIMAAbLHUMU 06YUCAIO-
8A/bHUMU 8UMPAMAMU, AKWO AONYCKAEMbCS HegeauKe 8I0XUMeHHs 810 0NMUMA/NbHO20 po36’s13Ky. Takum YUHOM, 8UKOPU-
cmanHss MEC y noedHaHHi 3 MemodoM 2in0K ma Mexc € yHigepcansbHUM nidXodoM, Wo noedHye Mmo4Hicmb Mamemamu4Hoi
onmumizayii ma weudkicms eepucmuvHux Memodis i Moxce 6ymu enpogadiceHe 8 6ydb-sKili cihepi, de mapwpymuszayisi Mae
se/luKe NPaKmMu4He 3HaAYeHHSI.

Katouosi caoea: 3adava komigosicepa (TSP), anzopumm Beavys, memod 2i10k ma Medxc.

Mariia SEMANKIV. THE USE OF WELZL'S ALGORITHM FOR SOLVING THE TRAVELING SALESMAN PROBLEM

Abstract. This article is devoted to solving one of the NP-hard problems, namely finding the optimal traveling salesman
route for visiting each of the n given cities. Efficient algorithms for solving this problem make it possible to find optimal routes
even for large sets of cities, which reduces time, fuel, and resource costs. Combining high accuracy with low computational
complexity makes such methods suitable for real-world systems where decisions must be made quickly.

The purpose of this work is to improve the branch-and-bound method for solving the traveling salesman problem by
applying Welzl’s algorithm and using the Minimum Enclosing Circle (MEC) as a heuristic to enhance the pruning rules in the
branch-and-bound method.

Methodology. Welzl’s algorithm is a classical example of an efficient geometric method with pruning and heuristics, which
can be easily integrated into more complex algorithms, including the branch-and-bound method. In problems of placement,
packing, collision detection, clustering, and others, Welzl’s algorithm can be used as part of an evaluation or pruning function:
compute the minimum circle that contains a subset of city objects to estimate the space/volume, and if the circle with a new
point goes beyond the allowed limits, prune the branch.

Scientific novelty. The author proposes using Welzl'’s algorithm to speed up the exact solution of the traveling salesman
problem. The benefit of finding the minimum circle covering a set of city points on the plane lies in obtaining a tighter lower bound
for a branch in the branch-and-bound method, increasing the number of branches in the search tree that are pruned earlier, and
consequently making the branch-and-bound method faster. MEC prunes branches in which the unvisited cities lie far apart, and
even the most optimal extended route would be too costly. This reduces the search space and accelerates the algorithm.

Conclusions. The branch-and-bound method with the use of the Minimum Enclosing Circle has a wide range of practical
applications in problems where it is necessary to quickly obtain a high-quality route with minimal computational cost, even if
a slight deviation from the optimal solution is acceptable. Thus, using MEC in combination with the branch-and-bound method
is a universal approach that combines the precision of mathematical optimization with the speed of heuristic methods and can
be implemented in any field where routing has significant practical importance.

Key words: traveling salesman problem (tsp), Welzl’s algorithm, branch and bound method.
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IlocTaHoBKa mpo6yeMu. 3aja4ya komiBospkepa (Traveling Salesman Problem, TSP) 3anexHo Big dopmy-
JIIOBaHHA BIJHOCUTBCA [0 Pi3HUX KJaciB y cimelcTBi NP-3anad. TSP gk 3aada po3nisHaBaHHA € NP-OBHOMO
3a/ja4uelo, OCKIJIbKU Oy/ib-siKe PO3B’si3aHHA MOXKHA MepeBipUTH 3a mosiiHOMiaJbHUHN Yac (MTPONTH MO IUKJLY,
nigpaxyBatu cyMmy Bar i nepeBiputu < K). TSP sk onTumisaniiina 3agaya € NP-cK/1aiHOO 3a/jadelo, aJpKe I
3a/ja4ya CKJIaJHima, Hix kyac NP, 60 HeMae MmoJiiHoMia/IbHOT0 aIrOPUTMY NEPEBIPKU ONTUMAIbHOCTI (MOXKHA
nepeBipUTH, L0 [IMKJ MA€E EBHY JOBXXUHY, aJie JOBECTH, 1110 BiH MiHiManbHUH - Baxyue) [2; 10].

3ajaya KOMiBosKepa MOJIATa€E y NOIYKY ONTUMaJbHOIO MapuIpyTy AJiF BiABiJaHHA KOXHOTO i3 n MICT.
KomMiBosixkepy Heo6Xi/iHO MOGYBaTH y KOXKHOMY MicTi piBHO OiMH pas, i MOBepHYTHUCS ¥ BUXIi/IHE, 3 IKOTO GyJia
posmoyaTa MaH/piBKa. BizoMo mo nepemimenHs i3 mMicta i y MicTo j 3a3Ha4aeTbcs BapTicTio ¢(ij) rPUBEHB.
A TakoX MOXJIMBe ONpall0BaHHSA 33/la4i BiAHOCHO BiAcTaHi MiXk MicTamu. SIKio 3rasatu Teopiro rpadis, To
MOKHA TaK ONMUCATH 33Jayy: NOTPiGHO BiALIYKAaTH raMiJIbTOHIB LIMKJ Y BU3HAYeHOMY rpadi i3 HaliMeHLI00
BapTicTIO (CyMa BapTOCTi KOXXHOTO pebpa IUKJIYy OyZe WOro 3arajJibHOMW IiHOK). Y BiZiMOBiAHICTH MOXHA 1O-
CTaBUTH 3a/ja4y BUPIlIeHHs, KA 3ByYaTUMe TaK: 4M € y rpadi G [aMisbTOHIB LIMKJI, BapTiCTIO MEHILOIO 260
TAKOIO K IK 3Ha4eHHs k. MoBa faHol Mpo6sieMy MaTeMaTUYHO ONUCYEThCS TaKUM YUHOM: G=(VE) - 3B’13HUI
HeOopieHTOBHUM rpad 3 MHOXKHUHOIO BepIlurH [V[=n, kKoxxHOMY pebpy e € E npunucaHa Bara (Baprticts) w(e)20.

TSP_={ (G, w, k)13 C TaminbroHis uuk.: f(C) <k},

ne f(C) - ue dyukuis Baprocti [aminbroHoBoro uukay C, keZ, y rpadi G HasgsBHUM Lk [aMinbTOHA i3 BapTic-
TIO Ha Oi/IbIIOI0 HiXK Kk [2].

BisburicTh NPUPHATHUX 110 Yacy Ta KiJIbKOCTI BXiZJHUX JAaHUX METOZIB /51 pO3B’I3Ky AaHOI 3a/ja4i € eB-
PHUCTUYHUMHU ([Jal0OTh He ONTUMAaJIbHUHN, 2 HAOGIMKeHUHN [0 HbOT'0 Pe3yJsbTaT) i3 J0BOJIi 3HAYHOI0 NMOXHGKOIO.
OkpiM HUX iCHYIOTb i TOUHIlLII METOU, IPOTe X04 IX BUKOHAHHS i BXOJUTD y KJac P, IpoTe BCe K 3aliMa€ 3Ha-
YHUU MPOMIXKOK 4acy JiJisl JOCTaTHbO BEJMKOI BUOIPKH.

OHUM 3 HaWBiZOMIMIMX TOYHUX METOAIB pO3B’sI3aHHs 33Jja4yi KOMiBOsDKepa € MeTOJ TJIOK Ta MeX, oC-
HOBOIO SIKOTO € IMOIIYK MapUIpyTy 3aBJsAKA MaTpuli KoedilieHTiB. [JaHUH MeTOA Mae psiji IepeBar, a caMe,
BiH rapaHTOBAaHO 3HAXOAUTh ONTUMAJbHHUNA MapUIPYT, TOGTO Ije TOYHUN MEeTO/, SIK i TOBHUI Nepebip, TiIbKU
MiCTUTb YMOBY BiZIKMZJaHHS YaCTUHH PO3B’AA3KiB. 3a paXyHOK [[bOT'0 BiH LIBUAIINK 32 MOBHUM nepebip (3aB-
JSKU HMKHIM MeaM i BiZiCiueHHI0 «HeBUTiJHUX» TiJIOK, 4acTO PO3TJISIAEThCA JiHile GpparMeHT yCiX MOMXKJIU-
BUX LLIAXIB. Y KpalUx BUIAJKaxX — V eCATKH a00 HaBiTh TUCSAYi pa3iB MIBU/IIE 32 TOBHUH Mepebip). MeTon
TiJIOK i MeX MiAXOAUTD JIJIs cepeHiX po3MipiB 3aaaui (y mpakTuii g0 12-14 MicT MoXKe mpalloBaTH B peaJsib-
HOMY Yaci, IpU XOPOIINX HUKHIX MeXaX — HaBiTb Giibie) [6].

AJle MeTO/, TIJIOK Ta MeX He rapaHTYe MIBUAKUN pe3ysbTaT y HaWTiplioMy BUNAJKY, aJKe NPU MOraHo-
My BUGOpi Mex a6o AaHUX BiH MpaIlOE MaiKe sIK MeTo/| MOBHOTO nepe6opy, To6To O(n!)). Ciig 3ayBakuTy,
[0 MeTOoJ MOTPebyE CKJIaAHOI peasisallii, Heo6xXigHaA peasisallisg 3HMKEHHS MaTPHIli, 00YUCIEHHSI HIXKHbOT
Mexi, 4yepra 3 NnpiopuTeTaMu, CTPYKTypa By3JliB Tollo. BiH ckyajgHiMi B peasizanii HiX kaJi6HUH anro-
pUTM a6o MEeTOZ, MOBHOIO Mepebopy. 30KpeMa BiH Yy TJIMBUH Z10 BUGOPY HIKHBOI MeXi (KI0 HIXKHS MexXa
cnabka, To6TO MOTaHO HABGJIMIKYE HAMMeEHIITi MOXKJIMBI BUTPATH — BiJicikaHHs HeedekTHBHE). Takox ciip 3ra-
JlaTy, 110 BiH He MaclITaGyEThCS 10 BeJIMKUX 3a7a4 (AJ1s1 25+ MicT yac po60TH MoXKe GYTH 3aHA/ATO JOBIUM
HaBiTb MPU XOPOILIHX ONTHUMi3allisgX). AJle He3BaXKal0uM Ha BKa3aHi HeZOJIiIKKM MeTO/ TiJIOK Ta MeX — 30JI0THH
CTaHAAPT AJs1 TouHoro BupimeHHs TSP, ko 3a1aua HeBesivKa abo cepeHs 32 po3MipoM, MOGYAOBaHO Ma-
TPUIIIO BiicTaHeH Mixk MicTamu [6].

AHasi3 ocTaHHiX AocipKeHb i my6ikanii. HaykoBui Hamaraavcst moKpaluTyd MeTo/ TiJIoK i Mex, 30-
KpeMa IIJISIXOM PO3YMHILIOTO po3rayKeHHs (BUOip By3JiB 3 HAWKpaI0l0 NOTEHLIHHOI KOPUCTIO), BUKOPH-
CTaHHS CUJIBHIIINX 1 MIBU/IIUX MEX Yepes3 pesaKcallii Ta eBpUCTHKH, BOPOBaXKeHHS Ka [i6HUX 1 TOKaTbHUX
aJITOPUTMIB /JIs1 LIBUAKOTO 3HAXO/PKEHHSI MOYAaTKOBUX PO3B’SI3KiB [4], CKOpoUueHHSs JiepeBa 3a JOIMOMOI0I0
Bi/icikaHHS BY3JIiB i JJOMiHYBaHHS, 2 TAKOX 3aCTOCYBaHHs MapaJsieJIbHUX Ta PO3M0/IiIeHUX 004YHC/IeHb | KOM-
6iHyBaHHS 3 iHIIMMHM METOAAMH ONTHMIi3alii, TAKUMHU K MeTO/| BiZICIYHUX MJIOMIKH a60o BpaxyBaHHS CH-
MeTpii 3azaui [3-5]. B Ko)kHOMY 3 JaHUX BUIMAJAKIB NOKpALleHHS OAHIET XapaKTepUCTUKHU MPU3BOJUIIO [0
yCKJIaJIHeHHs ab0 nmoripueHHs iHmux napameTpis [9; 10].

MeTo10 pO6GOTH € BJOCKOHAJIEHHSI METO/Y TiJIOK Ta MeX /J1s1 po3B’sI3aHHs 33/,a4i KOMiBOsDKepa 3a paxy-
HOK BUKOPHUCTAHHS aJropuTMy Besblis Ta 064Mc/IeHHS MiHIMaJbHOTO OXOIJIIOI0YOTO MicTa KoJia AJIsl OlfiH-
KU TEOMETPUYHHUX MeX Ta MOOY/[0BU EBPUCTUYHOT0 TIOYAaTKOBOI'0 MapUIPYTY.

AnropyuTM Besblyiss BUKOPUCTOBYETHCA [Jis1 3HAXOPKEHHS MiHIMaJbHOTO KO0JIa, 1[0 OXOIMJIE MHOXUHY
TOYOK Ha IJIOIMHI. AIrOpUTM Besbiyifgd - peKypCMBHUUM alITOPUTM [J1s1 3HAXOJpKeHHA pajiiycy MiHiMasb-
HOT'0 ONKCYI4Y0ro (OXOIUIIIYO0ro) KoJia, SsKe HAaKpUBA€E BCi 3aaHi Touku. BiH npaioe y cepegabomy 3a Jii-
HIMHUH Yac. AJITOPUTM NpPaLIOE «3HU3Y-Bropy» PeKypCUBHO: BUIIaJKOBO MEePeCTaBJASEMO TOYKH, NOTIM IO
4yep3si «JA0JaEMO» TOYKHU | NiATPUMYEMO MiHIMaJIbHE KOJIO AJIS BXe PO3IVIAHYTOI NMiJMHOXKHUHU. fKIi0o HOBA
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TOYKA JIEXKUTh YK€ B IOTOYHOMY KOJIi — HiY0ro He 3MiHIOEMO. fIKIIIO He JIEXKUTB — I TOYKAa Ma€ Oy TU OAHI€H0
3 OIIOPHUX JAJI HOBOI'O KOJIa; TOAI MU LIYKAEMO MiHiMaJIbHe KOJIO [Jid NollepeAHbOro MiMHOXKHUHY 3 IPUMY-
COBHMM BKJIIOUEHHSM IIi€]l TOUKH Y MHOXKHHY ONOpPHUX R. OCKiJIbKM ONOPHUX He Gisblie TPbOX, peKypcis mo R
3aBePILYETHCS WBUAKO [7; 8].

JlaHu# aJropuTM MOKHA BUKOPHUCTATH SIK EBPUCTHUKY AJI1 0OMEXKeHHs MOUIYKY MapUIpyTy KOMiBospKepa.
MiniMasbHE KOJIO JJa€ BepXHIO MEXY ZiamMmeTpa 06J1acTi 3 TOYKaMHU-MicTaMu. Lle MoXke IOMOMOTTH B MeTO/aX
Bi/|CIKaHHA MEeTOAY I'iJIOK Ta Me»X 41 OLiHLi I0YaTKOBUX MapLIPYTIB.

HoBusHa. Anroput™m Besblyis mBHAKO BU3Havyae MiHiMasbHe onucade koso (MEC, Minimum Enclosing
Circle - neHTp KoJsia C, pafiyc KoJia r) AJiss MHOKHHU TOo40K-MicT. MEC caM o co6i He [1a€ >XOPCTKOI HIKHBOI
MeXi Ji/1g JOBXKMHM onTUMasbHOoro TSP-uukiy, ane jae KoOpucHy reoMeTpuyHy iHopMalio (IpocTOpoBUM
MacurTab, LeHTP MacoBOTO CKYITYEHHs Ta AiaMeTp d = 2r), AKy MO>KHa BUKOPHUCTATH SIK:

- JDKepeJsio eBPUCTHUKH [1J1s1 TO6YJ0BU SIKICHOI'O MOYaTKOBOTO PO3B’A3KY (11[06 3HU3UTH IV106aJbHY BEpPX-
HIO MeXy (HalKpalle 3Hal/leHe Ha JaHUH MOMEHT JONYCTHMe pilneHHsd s 3a4ad4i). Lle qonomMorxe aaropur-
My He BUTPavaTH Yyac Ha IBHO Tipii riJIKy i MocTynoBo 3BY:Ky€e 06J1aCTb NMOIIYK, TO6TO IOCUJIUTH BiJiCiIKaHHS;

- IS IPOCTOPOBOTO po36UTTH (Ki1acTepusanii) y MeTozi rijlok Ta Mex (po3ra/ykeHHs 3a reorpadiqau-
MU Kjaactepamu). lle 103BOJIMTh po36UTH NPOCTip MOXKJ/IMBUX pillleHb Ha KJAacTepu abo 06.1acTi, siki MOKHA
OLIIHIOBATHU OKPEMO, i BU3HA4YaTHU MeXi 11 KOXKHOTO KJIacTepy;

- Ui MIBUJIKMX TEOMETPUYHHUX NepeBipoK/BiJicikaHb (HapUKJaJ, Ko noeaHaTH 3 MST, HkHero Me-
Kero y riami);

- IS IPUCKOPEHHS 0GYMC/IeHHs OLiHOK, 60 pajiyc r BUSHAYAETHCS JIMILIE OMYKJI0K 060JI0HKOK (BHY-
TPIlIHI TOYKHU MO>KHA TUMYACOBO BiJKHHYTH).

IlocTaHoBKa 3aja4i. ['panuri (a6o Mexi) y MeTOA TiJIok Ta MeX - 1je KJIOYOBUH IHCTPYMeHT AJist edek-
THUBHOTIO Bi/[CiKaHHSI HEBUTIAHUX MiZ3aay. AKiCTh i WIBUAKICTD pOGOTH MeTOAY HANPSIMY 3aJIeXKaThb Bif TOTO,
sIK 106pe moOymoBaHi 1i Mexi. Po3ryisHeMO By3/iM B METO/i TiJIOK Ta MeX Ta OL[iHUMO iX MepCIeKTHUBHICTb.
J1s bOT0 3HANZEMO HIDKHIO MeXy (LB) BapTOCTi po31InpeHHs MapupyTy. Y By3Ji € Y4aCTKOBUM MapuipyT P,
110 IPOXOAUTH Yepe3 MHOXKHUHY BXKe BifiBiZJaHMX BepluuH V, pelita BepluuH - 1e U, e He BiJiBiJjaHi.

LB =length(P) + LB (vu),

connect

ne length(P) - BapTicTh y»e MpOHJeHOr0 YaCTKOBOT0 MapLIPYTY,
LB - MiHiMaJbHa J0JAaTKOBA JOBXHUHA 106 “NOKPUTH” U | NOBEPHYTHUCA [0 MapPIIPYTY.

HwxHa mexa Byssa (MST bound) y 3aza4i koMiBos)kepa I'pyHTYETBCS HA TOMY, 110 OYAb-IKUH TYp MOBU-
HeH yTBOPIOBATH 3B’SI3HY CTPYKTYPY: AJisI OL[iHKK GYYEThCS MiHiMasibHe OCHOBHE JIepeBO HAa MHOXHHI I1ie
HeBi/|BilaHUX BepLIMH, MiC/Is YOT0 /0 HbOTO J0JAI0Th /IBa HAWKOPOTII pe6pa, 110 3'€AHYIOTh JIepeBo 3 Io-
YaTKOM Ta KiHI[eM YaCTKOBOI'0 MaplIpyTy; CyMa BapTOCTi Bxe nponeHoro msaxy, MST Tta nux aBox pe6ep
Jla€ HIMKHIO MEXY, 1IKa 0GUMCII0ETHCS IIBUAKO i € OMYJISIPHOIO peJlaKcalli€lo Y MeTO/Ii TJIOK Ta Mex.

3anponoHoBaHO nepes no6ygoBoo MST 3amycTUTH HAa BUKOHAHHSA aaroputM Benbiuyuis vag U, orpuMaTu
ueHTp C i pagiyc r (MEC). JlonaBannsi MEC y HIKHIO OLIIHKY By3Jia B MeTO/i TiJIOK i Mex Jae cuibHinny (Tic-
Hiury) HwkHIO Mexxy.. MEC ke onpa3y noka3ye reoMeTpUYHUN MiHiMaJbHUH JiiaMeTp MiZAMHOXXUHU TO4YOK U
(puc.1). slkuio Bci HeBiABijaHI BepLUIMHMU JIeXKaTh Y BEJTMKOMY KOJIi pajiiyca I, To AJs1 6y/b-KOT0 Typy, 10 iX
Bi/IBiZja€, IOBXKMHA MapUIPyTy He MOXXe GYTH MeHIIow 3a 2r (106 xo4a 6 nmepeTHyTH JiameTp). Takum 4u-
HoM, fofatouu MEC-o1iHKY, «IiATATYEMO» HUXKHIO MeXy, 3MYLIYIOYH ii BpaXOBYyBaTH IPOCTOPOBE poO3Tallly-
BaHHS TOYOK.

OnjiHKa CK/JIaJHOCTI. AJITOPUTM MeTOoAy TiJIOK Ta MeX i3 peAyKLi€l0 MaTpHUlli BificTaHel Ha KOXXHOMY
Kpolli po6uTh peaykiito Matpuui (O(n?)) Ta Bctaisie By3oa y yepry (O(log k), ne k- kinbkicTb By3.iB). B rip-
IIOMY BUINA/JKy aJrOPUTM Npoie Bci n!/ nepecraHoBok. OTKe, 3arajbHa CKJIaIHICTb CTaHOBUTB O(n!'n?), ane
B peasIbHOCTi 3HaYHO MeHIIIa 32 paXyHOK BicikaHHs rijiok [1].

BxkuitoueHe B asniroputm o6urciaennss MEC npautoe B cepejHbOMY JiHiiiHO, O(m) At m To4oK, fie m = [U[ -
KIJIBKICTB 1l He Bi/|BiJaHUX BeplIMH y By3Jii. To6TO KOKeH By30.1 Tenep gogatkoBo Mae O([U/). B ripmomy
BUMA/IKY, K0Jid MEC BUKJIMKAEThCS y BCiX By3J1aX, CKJIaAHICTh cTaHOBUTB O(n!(n?+n))=0(n!'n?), To6TO TO¥ Ca-
MU MOPSAJ0K, 60 n? foMiHye Haj n. TeopeTUYHO MOPSLOK CKIAAHOCTI He 3MiHIW0EThCS: i 6e3 MEC, i 3 HUM -
e O(n!-n?). Ane Ha npaxktuli MEC 3Ha4YHO Ti/ICHJIIOE HHUXKHIO MEXY, 1110 Ja€ Gijblie By3JiB Ha BificikaHHS,
a 1ie, B CBOIO Yepry, NPU3BOJUTH |0 TOrO, 1110 JAepeBo MOIIYKY CYTTEBO CKOPOUYy€eThbCA. OTXKe, Yac BUKOHAHHA
y cepeJHbOMY 3HaYHO MeHIIHH, 0COBJIUBO JJIs1 KPO3KUAAHUX» F€OMETPUYHO TOUOK.

IIpakTHyHa peaJsidanis. /s oLiHKK NpaKTUYHOI peasidalii 3aponoHOBaHOrO pillleHHs1 06paHO MOBY
nporpamMyBaHHs Python Ta po3po6.JieHo koa A1t BUpilieHHs 3a/ja4i KoMiBospkepa AJ1s1 BUGIpKU MicT YKpainu
Ha OCHOBI IX KOOpAMHAT 3 BUKOPUCTAHHAM METOAY T'iJIOK Ta MeX B KJIACUYHOMY BUIVIAZIL Ta 3 BiACIKAHHAM
riJiok Ha ocHOBi asiropuTMy Besbuist Ta o6uncienHss MEC.
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Puc. 2. 'padivyHa Bisyasizanii po3B’sa3Ky 3aja4di koMmiBoskepa AJiA BOCBMHU MicT YKpaiHu

Ha OCHOBIi MeTOAY riJIOK Ta MeXX i3 BUKOPUCTAHHAM MiHIiMa/IbHOI'0 OXOIIDI0YOr0 KoJia
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B (Ta6.1. 1) BHECEHO Yac BUKOHAHHS MPOTPaM Ha OCHOBI 060X KO/iB: MEeTO/] TiJIOK i MeX, MeT0/] 3 BUKOPHC-
TAHHAM MIHIMaJIBHOI'O OXOIIJIFOI0YOT0 KOJIa.

Tabaung 1
Yac BUKOHAHHSA a/ITOPUTMIB /11 BU3HAYEHOI KiJIbKOCTi MicT YKkpaiHu
KiIbKicTh MicT Yac BUKOHAHHSI METOAOM TijIOK Ta MexK | Yac BUKOHAHHA i3 BUKOPUCTAaHHAM MiHiMa/IbHOTO
(o) OXOIJIIOI0YOro KoJia ()
5 1.40 1.42
6 1.52 1.46
7 1.58 1.56
8 2.31 1.72
9 9.20 3.42
10 74.08 7.62
11 1083.53 26.33

ExcriepyMeHTa/IbHI pe3y/IbTaTH MOKa3ylOTh, [0 BUKOPUCTAHHSA MiHiMasbHOro omucaHoro kosaa (MEC)
y MeTO/i TiJIOK Ta MeX AJ1 3aja4i KOMiBos>Kepa NPAaKTUYHO He BIJIMBA€ HA MPOAYKTUBHICTb NPU HEBEJIMKIN
kinbkocTi MicT (5-7), e HakJa HI BUTpaTH Ha no6yoBy MEC cniBcTaBHi 3 BUrpaiem Bij BigcikanHs. OgHak
nouynHatoyu 3 8-9 mict MEC 3a6e3mneyye cyTTEBe CKOPOUYEHHS Yacy poOOTH aAropyuTMy 3aBAsAKUA ePeKTHBHI-
IOMY BiZICiIKaHHIO HeNepCleKTUBHUX TioK. [l 6inpmux 3aza4 (10-11 micT) cnocTepiraeTbcsi eKCIIOHEH-
LIMHMAYN BUrpam: yac BUKoHaHHA 3 MEC 3MeH1yeTbca y 10-40 pasiB y NOpiBHAHHI 3 KJIAaCUYHUM MiAX0[0M.
lle migTBepmKye AouinbHicTh iHTerpanii MEC y cxeMy onjiHIOBaHHSI HIDKHBOI MeXi IK 3aC00Y iCTOTHOI ONTH-
Mi3auii momyky npu 3poctaHHi po3MipHocTi 3azadi. Ha (puc. 3) no6ynoBaHo rpadik 3aeXHOCTi Yacy BUKO-
HaHHA IIPOrpaM BiJ KIJIbKOCTI MICT.

AHasioriuHo 6y/iM MpoaHasTi3oBaHi AaHi Mo KiNbBKOCTI iTepani, 10 3/{iiCHIOBAB KOKEH aJI'OPUTM JJIs pi3-
HOI KiJIBKOCTI MicCT. Pe3ysibTaT nokasyloTs, 10 BUkopuctaiHd MEC y MeTofi Tiziok Ta MeX iCTOTHO BILJIU-
Ba€ Ha KiJbKicTb iTepaniil momyky. /I HeBesqMKUX 3a7a4 (5-6 MicT) cnocTepiraloTbcsi KOJIMBaHHA — iHOAI
KIJIbKICTB iTepalliii HaBiTh GiJbIla, HIXK Y KJIACUYHOMY HiZX0/i, 10 MOSCHIOETHCS HaKJIaJHUMH BUTPATaMHU Ha
nepeBipKy riziok. OfgHak nouynHawuu 3 7 MicT MEC pi3ko 3MeHIIYE KiNIBKICTb iTepaliid: HanpukJaaz, npu 9 mi-
crax Big 109 601 3meHmeHo 10 2 325, a nmpu 11 mictax - Big maibke 10 MuH g0 jutre 17 620. lle meMoHCTPYE,
mo MEC 3a6e3mneyye 3Ha4yHO epeKTHBHilIe BifiCiKaHHS HENepCleKTUBHUX TiIOK, 3aBJSAKH YOMY IPOCTIip 1o-
YKy CKOPOYYETBCA Ha MOPSAJIKY, i METO/ T1/IOK Ta MEX CTAE MPAKTUIHO 3aCTOCOBHUM /111 OibIINX PO3Mip-
HOCTeM 3a1aui.

Yac BMKOHAHHS anropuTMy B 3a/IeXKHOCTI Bifl KiNbKOCTI MicT

=g= [MeToa riNoK Ta Mex !
1000 4- MeTog rinok Ta mex + MEC .. S —— R —— —
= ! ! ! ! | ! !
=g 800 4 === e B pmmmmmmmmm—m—1] R N ARE— I
I | | | | | | |
=
4
@
L ! ! ! ! ! !
& 600 ] T S o o '
T H H H H H T
I
1+
5
= 400 +-
= H
o !
= i
1] ! ! ! ! ! ! !
T ! ! ! ! ! ! !
200 1 Pt T T Pt 2 N
| H !
044 ; s S e
g g g g i i i
8.0 8.5 9.0 9.5 10.0 10.5 11.0

KinbKicTb MicT

Puc. 3. [lopiBHsA/IBbHUM rpadik 3a/1€:KHOCTi Yacy BUKOHAHHS Bi/| KiJIbKOCTI MiCT MeTOAY TriJIok
Ta MeX 6e3 BUKOPHUCTAaHHS OXOIIJIINIYO0ro KoJia Ta 3 HUM
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Ase ciip TakoX Bii3HAYMTH, 1[0 aaropuTM 3 MEC cTae He abCOIIOTHO ONTUMAJBHUN MapuUIPyT, @ HAGIH-
YKEHUH, OCKIIbKHU AofaTkoBa ymoBa Biacikanusa (MEC) iHoai «mepepizae» risiky, siki MOriM 6 NMPUBECTH 10
ONTUMAJbHOI0 PO3B’A3Ky. BogiHOYAC pi3HMLA Mi>k MaplupyTaMu HeBeJiMKa (Y Mexax 3-5 %).-

BHCHOBKM. AsnropuTMm Besblil € KOPpUCHUM JONOMDKHUM IHCTPYMEHTOM /[JIS OLIHKU TeOMeTPUYHUX
MeX a60 Mo6yZ0BH eBPUCTUYHOrO 0YAaTKOBOI'0 MapIipyTy. BUKOpUCTAaHHS AaHOTO aJrOPUTMY IPU PO3B’s-
3yBaHHI 3a/a4i KOMiBosKepa MOJIATa€ y 3aCTOCYBaHHI MeTOoAy MiHiMasbHOro oxomwordoro kosaa MEC gk
eBPUCTHUKHU /ISl MiICUJIEHHS BiZiCiKalouMX NMpaBUJ Y METO/I TJIOK Ta Mex. AlropuTM Besblyist 103BoJISIE 3a
JIiHIMHUN 4Yac no6yayBaTH HaWMeHIe KOJIO, 1[0 MiCTUTh MHOXXHWHY HEeBiZiBiJaHMX MICT, i [uM cdopMyBaTH
TICHY HWXKHIO MeXYy [JIs1 BapTOCTi MPOJOBXEHHS YaCTKOBOTO MaplpyTy. Ko MiHiMa/lbHe KOJIO BUXOJUTh
3a Mexi JomycTUMoro JianasoHy abo Horo pafiyc rapaHTye Ha/ATO BEJMKY Z0JlaTKOBY BiJiICTaHb, Taka riJ-
Ka MOLIYKY BiAKUAAETHCS e 10 06YMCAEHHS TOYHHUX OLiHOK. lle icToTHO 3MeHIIye po3Mip ZepeBa moury-
Ky, IPUCKOPIOE 3HAXO/KEHHSI PO3B’I3KY Ta POOUTH MOXJHUBHUM 0GPOOKY GiJbIIMX 32 PO3MipoM 3aJad Ko-
MiBospKepa. [lounHarouyy 3 8 MICT crocTepira€Tbcs CyTTEBe NPUCKOPEHHA: NpU 8 MicTaxX 4ac 3MEeHIUYEThCA
Ha %25 %, npu 9 - Ha =63 %, mpu 10 - Ha %90 %, a npu 11 - 6inbir Hixk Ha 97 %. OTxe, MEC HeebeKTUBHUH
JUIST MaJIMX PO3MipHOCTEH, ajie MpH 306i/blIeHHI KibKOCTI MicT BiH paZijMKaJbHO CKOPOYY€E 4ac BUKOHAHHS
QJITOPUTMY, JeMOHCTPYIOYM BUTpaAll Ha MOPAAKU. TaKoK OTpUMaHi pe3yJbTaTH CBil4aTh, 1[0 BUKOPHUCTAH-
Ha MEC y MeTozi riJIok Ta MeX NPU3BOAUTD Ji0 3pOCTaHHA CyMapHOI JOBXXHWHU MapLIpyTy MOPIBHAHO 3 KJIa-
CUYHUM TiZX0J0M, TOGTO OTPUMaHi pO3B’sI3KH € He aOCOJIIOTHO ONTUMAJILHUMU, a HAOJIMKEHUMU. PisHUIA
y BapTOCTi MapUIpyTiB CTAaHOBUTb Yy cepeAHbOMY 3-5 %, 1[0 MOXXHA BBaXKaTU NPUUHATHUM BiJAXUJIEHHAM
3 OIVIsA/ly HA 3HAYHE CKOPOYEHHs Yacy po60TH aJiropuTMy Ta Kibkocti iTepanii. Takum yunom, MEC Bucty-
nae sik epeKTUBHA eBPUCTHKA, IKA JJO3BOJISIE iCTOTHO 3MEHLIMTH 06YMC/II0OBAIbHI BUTPATH IPY PO3B’sI3aHHI
3aa4i KoOMiBos>Kepa 3a paxyHOK He3Ha4HOI BTPATH ONITUMAJIbHOCTI.
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SOFTWARE DESIGN TECHNOLOGY FOR AUTOMATING THE PROCESS OF EVALUATING THE LEVEL
OF INTERNATIONALIZATION OF SCIENTIFIC INSTITUTION’S ACTIVITIES

Abstract. The article is devoted to the development of software design technology for automating the process of evaluating
the level of internationalization of a scientific institution’s activities by developing the IRI-Frame architectural template, which
differs from universal templates in that it is focused on the specifics of internationalization assessment.

The aim of this paper. Development of software design technology for automating the evaluation of the level of
internationalization of scientific institutions’ activities based on the IRI-Frame architectural template and system models that
support the collection, processing and publication of data for expert decision-making.

Methodology. An analysis of the subject area and system requirements was conducted, and an IRI-Frame architectural
template was created, focused on the specifics of internationalization evaluation. The static model describes the main artifacts
(project, methodology, specification) and their interaction through the Designer, Specifier, Choicer, Estimator, Publisher classes,
which inherit the IRIS functionality. The dynamic model reflects scenarios - from the creation and study of methodologies
to the selection of the best one and the publication of results. The technology includes three stages: environment definition,
requirements formulation, and design of universal and specialized components.

Scientific novelty. An IRI-Frame architectural template is proposed, which isolates universal components (support for
system creation and evaluation) from special ones (methods of computation, data access, results publication). The combination
with GoF patterns provides configuration changes without rewriting the code. The developed static and dynamic models detail
the processes of choosing methods of normalization, aggregation, weighting, and statistical analysis.

Conclusions. The use of IRI-Frame simplifies the development of internationalization evaluation systems, ensures
scalability and integration with various data sources. The technology is suitable for creating separate systems and integrated
components. The models reflect the logic of work from project initiation to results publication, forming the basis for further
expansion of evaluation methods and optimization of algorithms.

Key words: internationalization of scientific institutions, evaluation of the level of internationalization, architecture of the
software system, software engineering.

I0piin CTATUBKA, Y:xan MIHLI3IOHb. TEXHOJIOTIA TPOEKTYBAHHA IPOTPAMHOTI'O 3ABE3IIEYEHHSA
11 ABTOMATHU3ALIT MPOLIECY OLIITHKU PIBHA IHTEPHALIOHAJIIBALIT AIAJIbHOCTI HAYKOBOI
YCTAHOBH

Anomayis. Cmamms npucesiueHa po3po6/eHHI0 MEXHO.102Ii NPOEKMYBAHHS NPO2PAMHO20 3abe3neyeHHs 0.5
asmomamu3sayii npoyecy oyiHku pieHs iHmepHayioHaaizayii disnbHocmi HAykosoi ycmaHosu 3a donomozor po3pobKu
apximekmypHozo wabsaoHy IRI-Frame, akuill eidpizHsemuvcs 6i0 yHisepca/nbHUX WAab/A0HIE MuM, wo opieHmosaHull Ha
cneyudbiky oyiHI08aHHs IHMepHayioHaizayii.

Mema po6omu. Po3po6.1eHHst mexHo.102ii npoEKMY8aHHs NPo2paAMHO20 3abe3neyeHH s 0151 agmomamu3ayii oyiH8aHHs
pieHs1 iHmepHayioHanizayii disnbHOCMI HAQyKOBUX YCMAHO8 HA OCHOBI apximekmypHo2o wabaoHy IRI-Frame ma modeseli
cucmemu, ujo nidmpumyroms 36ip, 06po6Ky Ui ny6aikayito daHux 015 npuliHImms eKChepmHUX piuleHs.

Memodosozis. [IposedeHo aHaniz npedmemHoi o61acmi ma sumoz do cucmemu, CMeopeHo apximekmypHuil wab10H
IRI-Frame, opienmosgaHnull Ha cneyugiky oyiHiosaHHs inmepHayionaaizayii. CmamuuHa Modesb onucye ocHo8Hi apmegakmu
(npoexm, memodo.iozis, cneyudbikayis) ma ix e3aemodir uepes kaacu Designer, Specifier, Choicer, Estimator, Publisher, wo
ycnadkosytoms ¢pyHukyionas IRIS. [Junamiuna modenw 8idobpadicae cyeHapii — 8id cmeopeHHss ma docaidiceHHss Memodoa02itl
do subopy Hatikpawoi ma nybaikayii peayabmamie. TexHo102i51 0XONaA0€ Mpu emanu: 8UHAYEHHs1 cepedosuwd, PopMy8aHHs
8UMO2 [ NPOEKMYBAHHSA YHIBEPCANbHUX MA Cneyiani308aHUX KOMNOHEHMIs.

Haykoea Hoeu3Ha. 3anponoHosaHo apximexkmypHull wa6saoH IRI-Frame, wo i304110€ yHigepcasnbHi KOMnoHeHmMu
(nidmpumka cmeopeHHss ma oyiHW8AHHS cucmeM) 8id cneyiaabHux (Memodu o6yucaeHb, docmyny do daHux, nybaikayii
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pesyaemamis). [loednanHs 3 namepHamu GoF 3a6e3neyye 3miHy KoHgizypayill 6e3 nepenucysaHuHsi kody. Po3pobseHi
cmamuyHa ma JuHamiyHa modei demasizyloms npoyecu 8u6opy memodie HopMaai3ayii, azpecysaHHsl, 38axiCy8aHHs ma
CMamucmu4Ho20 aHaizy.

BucHoeku. BukopucmatHs IRI-Frame cnpowye po3po6ky cucmem oyiHIO8AHHS pigHs iHmepHayioHaaizayii, 3abesneyuye
Macuwma6bogaHicms i iHmezpayito 3 pisHumu dxcepesamu daHux. TexHo102is npudamua 0151 CMBOPeHHsl OKpeMux cucmem ma
iHmezposaHux komnoHenmis. Modesi gidobpascaroms 102Ky pobomu 8id iHiYitoeaHHs npoekmy do nybaikayii pezyabmamis,
¢opmyro1u ocHogy 0151 n0dabwo20 po3wupeHHs Memodie oyiHeaHHsa I onmumizayii asrzopummis.

Kawuosi caoea: inmepuayionanizayis disiabHocmi HAykosux iHcmumyyitl, oyiH08aHHs pieHs iHmepHayioHaaizayii,
apximekmypa npoepamHoi cucmemu, iHyceHepis npo2pamMHO20 3a6e3neyYeHHSI.

Introduction. The concept of internationalization of scientific activity emerged in the last decades of the
last century as a result of the process of globalization of the world economy. The concepts of internation-
alization and globalization are not identical or even synonymous, although they are sometimes used inter-
changeably. A more balanced approach assumes that internationalization implies the presence of nations
and nation-states and their movement towards interaction with other nations, cultures, etc. in the context of
scientific activity, while globalization is simply “the flow of technologies, economy, knowledge, people, ideas
across borders” [5].

Measuring the level of internationalization of scientific activity is a difficult problem due to the complexity
and diversity of the phenomenon itself. This can be a global, national, regional, industry level or institutional.

Problem statement in general. Therefore, given the generally recognized importance of assessing the
level of internationalization, the introduction of methods and tools for building reliable software systems for
assessing the level of internationalization of scientific institutions is relevant and useful for both research and
management applications. the development of a universal software design technology for automating the pro-
cess of assessing the level of internationalization of the activities of a scientific institution will significantly
simplify the process of developing software for the needs of managing the level of internationalization of sci-
entific institutions of a specific community.

Analysis of recent research and publications. It is known [1; 2; 5; 6] that evaluating the level of inter-
nationalization of scientific institutions is a non-trivial task both due to the difficulty and complexity of the
concept of internationalization itself, and due to its utilitarian nature, which leads to a multiplicity of possible
utility functions (indicator systems) depending on the objective environmental conditions and its subjective
vision by scientific communities.

At the same time, the analysis of the process of evaluating the level of internationalization makes it pos-
sible [9] to build its generalized model and identify functional requirements for a software system for its
automation.

The analysis of the process of evaluating the level of internationalization highlights the fact that they are
uncertain in advance and may change over time, in particular:

- the list and composition of data sources, formats and data access mode;

- methods:

e data normalization;

¢ data aggregation, indices and measurements;

o formal, in particular statistical, research of data and assessment results;

¢ ordering of scientific institutions;

¢ adoption of an expert decision on compliance with the established quality criteria;

- location, operating environment, presentation format, method of placement of materials intended for
publication.

The aim of this paper is to determine the main stages of software design technology for automating the
process of evaluating the level of internationalization of scientific institutions based on the proposed architec-
tural template and software system models.

Presentation of the main material.

Structure of the architectural design template. Unlike universal design templates [3; 4; 7; 8; 10], which
simplify the development of arbitrary software, the proposed architectural template [8; 11] IRI-Frame, the
structure of which is presented in Figure 1, is aimed at solving the problem of choosing the architecture of
a software system to automate the process of evaluating the level of internationalization of a scientific
institution.

As can be seen from Figure 1, the IRI-Frame design template has the following structural components:

1. Expertis a class that provides user interaction with the IRIS class.

2. The IRIS class interacts simultaneously with the user, data provider, method provider, and publisher.
It provides execution of all subprocesses of the internationalization level evaluation process by applying the
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methods defined in it to the objects-properties of the DataProvider, MethodProvider, and PublicationMode
types.

3. Data provider (DataProvider) is an interface for interacting with possible data sources. Its methods
are available to the IRIS class and its descendants. The user of this system will be able to work with the data
sources DataSourcel, ProjectA and Specification25.

4. Concrete data providers (Concrete DataProvider) implements the DataProvider interface, providing in-
teraction with individual concrete data sources.

5. Method provider (MethodProvider) is an interface that declares access to numerical and other compu-
tational methods. Its methods are available to the IRIS class and its descendants.

6. Concrete method providers (Concrete MethodProvider) implement the MethodProvider interface, pro-
viding access to concrete computational methods. Among the computational methods available to the user are
the data normalization methods RankingNormalise, zScoreNormalise and MaxMinNormalise. The aggrega-
tion methods available are AdditiveAggregation, GeometricAggregation and MCAAggregation. The weighting
methods are PCAWeighting. The statistical methods are CorrelationAnalysis.

7. Publisher (PublicationMode) is an interface that declares the publication of evaluation results. Its meth-
ods are available to the IRIS class and its descendants.

8. Concrete publishers (Concrete PublicationMode) implement the PublicationMode interface, providing
publication in specific locations, operating environments, representation formats, etc. The user can publish
the evaluation results in one of two modes - for viewing and with editing of test data (ViewMode and Edit-
DataMode respectively).

Thus, the IRI-Frame architectural template provides work with different data sources, the use of various
computational methods and the publication of results in different ways, and therefore allows you to use the
same code base to create various system configurations. It should also be noted that the IRI-Frame archi-
tectural template can be implemented by combining universal GoF templates [1; 4], for example, the Bridge
structural template to separate the abstraction of the index aggregation method from the aggregation algo-
rithm, or the Adapter - eliminate the problem of processing heterogeneous data.

Expert

# d : DataProvidar
# m : MethodProvider
# p : FublicationMode

# design(}
# spacify()
# astimate()
# cholze()
# publish()
=<imterface s> <<interface»» weinterface»s>
DataProvider MethodProvider PublicationMoce
+ gelDatal) + indexbethodMormalization|) + publication{)
+ storageDatal) + indexcApgregationiethod() Fay
A + dimensionsAggregatoniielhod|)
: + statisticalletnod])
: & ;
b--q DataSource : i==q Wiewbode |
: RankingMormallsa | Agditvesggregalion
sl ProjectA zScoreMormalise |‘ """" GeometricAggregation L EditDatabode |
MinMaxMormalise  [---4----|  MCAAggregation
Specification2s } H rega
PCAWeIghting |~ e CorrelatiocnAnatysis
\ o A .. ) A
o~ LN . - B _._/.' "'-\._._z
Concrete DataProviders e Concrete PublicationMode
Concrete MethodProviders

Fig. 1. Structure of the IRI-Frame design template

160 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 3 (18). 2025

Software system models for automating the process of evaluating the level of internationaliza-
tion. The processes and boundaries of the software system for evaluating the internationalization of scien-
tific institutions [9] identified as a result of the analysis of the subject area allowed us to formulate require-
ments for it and propose a basic architecture with the separation of the structure at the level of modules and
components [4].

The developed architectural design template allows us to separate the general functionality of the use cas-
es from specific data, specific calculation and publication methods.

Comparing the structure of the basic architecture and the structure of the architectural design tem-
plate, we come to the conclusion that it is necessary to further detail the representations of the software
system.

Static model of a software system. The main operational functionality of the software system, as shown
in (Fig. 1), in the architectural design pattern is concentrated in the IRIS class. However, given the list of use
cases, such a concentration of functions is excessive, which requires decomposition of the IRIS class.

Figure 2 presents a class diagram as a static software model. The IRIS base class aggregates instances of
classes-implementations of the DataProvider, MethodProvider and PublicationMode interfaces and provides
the constructors conDesigner(), conSpecifier(), conEstimator(), conChoicer(), conPublisher() to create ob-
jects, respectively, of the Designer, Specifier, Estimator, Choicer and Publisher classes. These classes are de-
scendants of the IRIS class and provide the functionality of the software system for automating processes:

- Designer - designing a system for evaluating the level of internationalization of a scientific institution;

- Specifier - researching the evaluation system;

- Choicer - choosing the methodology that best meets the quality requirements;

- Estimator - using the approved specification to assess the level of internationalization;

- Publisher - publishing the evaluation results.

Descendant classes inherit members of the ancestor class and may have additional ones.

Thus, the Designer class defines, in particular, methods for creating a Project object, saving it in the data
warehouse and reading from the warehouse - createProject(): Project, saveProject() and getProject(): Project,
respectively.

In the Project class, the object of which is aggregated by an instance of the Designer class, the methodology
constructor createMethodology() and the list of created methodologies: List<Methodology> are defined.

The Specifier and Choicer classes use Project to access the defined methodologies in order to, respectively,
specify them (Specifier) and select the one that best meets the quality criteria (Choicer).

IRIS <<interface>>

DataProvider

# d : DataProvider
# m : MethodProvider
# p : PublicationMode

<<interface>>
MethodProvider

# conDesigner()
# conSpecifier()
# conEstimator()
# canChoicer()
# conPublisher()
A

<<interface>>
PublicationMode

Designer Specifier Choicer Publisher
- getProject() : Project
- saveProject()

- getMethodology() : Methodology

+ project : Project - getProject() : Project
- holdVote() : Methodology
- createSpecification() : Specification

- saveSpecification()

- getResult()

- getSpecification()

- createMethodologyDescription()
- prepareTestData()

- publish()

- createProject() : Project

- saveProject()
. - setNormParam()
- getProject() : Project - setWeightParam()

[0 - setAggrParam()

Estimator
[ v

Project

+ getMethodology() : Methodology
+ getSpecification() : Specification

Specification

+ projectDescription : String + getData() + dimensions : List <Dimension>
+ methodologies : List <Methodology> + evaluate() : Results + nameDimensionsAggrMethod:String
+ setResults()

+ createMethodology() : Methodology

+ saveResults()

Fig. 2. Diagram of basic classes of the software system for evaluating the level

of internationalization of a scientific institution
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The methodology that was recognized as the best receives the status of a specification, becomes an in-
dependent artifact - Specification, the objects of which are stored in the data warehouse. The Specification
class is structurally identical to the Methodology class. However, the Methodology instance, firstly, is not an
independent artifact, but only a component of the Project composite, and secondly, it may be unspecified
or partially specified. Instead, an instance of the Specification class is created as a clone of a fully specified
methodology.

The classes-artifacts Project and Specification and their relationships with other classes are highlighted in
beige on the diagram. The arrow on the association relationship from the Choicer class emphasizes the exclu-
sive way to create a new instance of the Specification class.

The Specifier class contains, in particular, methods for reading and saving a possibly modified or newly
defined project getProject() and saveProject(), methods for accessing project methodologies, in particular get-
Methodology(), and methods for setting parameters of normalization, weighting (weights) and aggregation
methods - setNormParam(), setWeightParam() and setAggrParam(), respectively.

The Choicer class contains methods for reading the project getProject(), recognizing one of the studied
methodologies as the best - holdVote(): Methodology, creating a specification and saving it in the data store -
createSpecification(): Specification and saveSpecification() respectively.

The Estimator class defines methods for accessing the methodology, specification and data - getMethod-
ology(), getSpecification() and getData() respectively, calculating the results evaluate(): Results and saving
them setResults() in the methodology class or in the data store saveResults().

The Publisher class defines methods for accessing the results of the level evaluation getResult() and spec-
ification getSpecification(), as well as creating a methodology description, preparing a publication with test
data and, in fact, publishing createMethodologyDescription(), prepareTestData() and publish().

Figure 3 presents the hierarchy of classes for representing Project and Specification artifacts. The diagram
shows that the Project composite contains zero or more methodologies and a project description, which can
be used to supplement the methodology description in an instance of the Specification class. The Methodolo-
gy and Specification classes are identical in structure, as can be seen from the diagram.

The DataResult type depends on the structure of the internationalization level evaluation created during
the operation of the software system, so it is not defined here. The same is true for the Parameters type, which
depends on the chosen computational methods.

The Methodology and Specification classes contain a description of the methodology, a list of dimensions,
names and parameters of the selected aggregation method for the dimensions.

The Dimension class contains the name and description of the dimension, a list of the measures that define
it, and the method and parameters of the aggregation method for the measures.

The Index class contains the name and description of the measures, a list of paths to the data with the val-
ues of the measures, and the method and parameters of the normalization method for the measures.

Dynamic model of the software system for evaluating the level of internationalization of scientific in-
stitutions. To represent the temporal deployment of the functioning of the software system and the interaction
of the selected classifiers, interaction diagrams are used, one of the varieties of which is a sequence diagram.

The diagram in (Fig. 4), presents a generalized software system sequence diagram. The diagram shows
that, in the general case, the execution of the methods of each object is initiated by the system user. Thus, by
contacting an object of the Designer class, the user can initiate the creation of a new project, and then proceed
to the specification and study of each existing (created) methodology in it by contacting an instance of the
Specifier class. After creating the project, the Designer and the Specifier, after specifying or studying the meth-
odologies available in it, save the project in the data warehouse.

The Specifier specifies the methodologies created by the Designer and contacts the Estimator to perform
calculations within the scenarios for determining the quality indicators of each of them.

An instance of the Choicer class, comparing the quality indicators of the specified project methodologies
and, possibly, taking into account expert opinions on compliance with quality criteria, internationalization
policy and strategy, chooses one of them, which is stored as a Specification. In the future, the Specification is
used to calculate the level of internationalization of scientific institutions, until a decision is made to modify it
or develop a new project.

Estimator, to determine the level of internationalization in accordance with the existing specification,
loads the Specification, performs the evaluation and stores the results in the data warehouse, and references
to them (with a time stamp) in the specification.

The Publisher class provides for loading the specification, and therefore the results of the internation-
alization level evaluation, generates a description of the evaluation methodology, and publishes the named
materials.
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Project

+ projectDescription : String
+ methodologies : List <Methodology>

+ createMethodology() : Methodology
[

Methodology

+ methodologytDescription : String
+ dimensions : List <Dimension>
+ nameDimensionsAggregationMethod:String

Specification

+ methodologytDescription : String
+ dimensions : List <Dimension>
+ nameDimensionsAggregationMethod:String

+ parameters : Parameters
+ results : DataResults

+ parameters : Parameters
+ results : DataResults

+ createDimension() : Dimension + createDimension() : Dimension

Dimension

+ dimensionName : String

+ dimensionDescription : String

+ indexes : List <Index>

+ namelndexAggregationMethod : String
+ parameters : Parameters

+ createlndex() : Index
1

Index

+ indexName : String

+ indexDescription : String

+ dataSet : List <Path>

+ namelndexMethodNormalization : String
+ parameters : Parameters

Fig. 3. Structure of the main artifact classes

:Designer :Specifier :Choicer :Estimator :Publisher

Define new Project :  Create and ; ;
> Save Project ' |
LM Project ‘[I - '
Perform Study'Methodologies : ! i
j d ’—| Compute for eath Methodology N |
; Results g
' Methodologies with ; ;
! ! study results ! ‘
i W Specification | ;
Comparison according to Quality Requirements N > 1
] 0 > |
Results ! Save ;
i e itk Attt ~  Specification ‘
: Evaluate IRI Level ' o .
: ' : > Get Specification .
E : I ;) Evaluate 3
< : Results : Save :
""""""""" e e |

: : Publish : : o Get

~ - - - »-_Specification
] : ! : Publish
S SEEREE R e R Ammmmemmeeeeeeee- R b R L
Fig. 4. Software system sequence diagram
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Technology for designing and modifying software tools to automate the process of evaluating the
level of internationalization. Software tools for automating the process of evaluating the level of interna-
tionalization of scientific institutions can be implemented both in the form of a separate system and in the
form of a component of another system.

The life cycle of a software system, as is known, involves iterative processes of its development and mod-
ification, but does not exclude the identification of certain stages, each of which, in the general case, can be
performed repeatedly.

Let us consider the main (enlarged) stages of designing a separate software system for automating the
process of evaluating the level of internationalization of scientific institutions, provided that there is a formal
or informal interested scientific community.

The first stage involves determining the organizational and operational environment of the software sys-
tem, in particular:

- delineation of the boundaries of the system and its surroundings, as well as their (potential) represen-
tatives - experts (Experts), managers (IManager), public users and, possibly, other categories of actors;

- determination of the place of the software system in the system of activity of actors and the scientific
community.

Determining these aspects allows us to formulate requirements for the system for evaluating the level of
internationalization of scientific institutions in order to adapt the basic architecture proposed here to the
needs of users.

The second stage involves identifying high-level representations of the substantive component of the
system'’s functionality, in particular:

- the presence or formulation of documented interpretations of the concepts of internationalization of
scientific institutions and the level of internationalization. Such documents are usually the Internationaliza-
tion Policy and/or the Internationalization Strategy;

- the presence of a documented list and interpretations of the quality criteria for the system for evaluat-
ing the level of internationalization.

The specified high-level positions allow to define certain requirements for the software system and its
information component:

- requirements for the necessary source information on the activities of scientific institutions. This allows
to draw a conclusion about the possibility of using existing, possibly external, sources or the need to develop a
separate subsystem for collecting relevant data;

- methods of evaluating the level of internationalization of scientific institutions. This allows to limit the
set of methods of normalization, aggregation and ordering of data, as well as the necessary set of statistical
methods.

- requirements for methods of presenting the results of the evaluation and description of the methodolo-
gy, evaluation. This allows to limit the set of methods for presenting materials to be published.

The third stage involves designing the components of the software system:

- universal components of the software system that provide support for the processes of creating a
system for evaluating the level of internationalization of scientific institutions and performing such an
evaluation;

- special components that implement such computational methods, such as: methods of normal-
ization and aggregation of data, weighting methods, ordering methods, statistical methods, etc. Spe-
cial components should also include components that provide data access mechanisms and publication
mechanisms.

When developing a software system to automate the process of evaluating the level of internationalization
of scientific institutions, it is advisable to use the IRI-Frame architectural design template proposed in this
study.

Conclusions. The results presented in this article on the research process of designing software for au-
tomating activities aimed at evaluating the level of internationalization of scientific institutions allow us to
formulate the following conclusions:

1. The architectural design template has been developed that provides isolation of the code of universal
components that provide support for the processes of creating a system for evaluating the level of interna-
tionalization from special components that implement computational methods, data access methods and
methods related to the publication of materials.

2. The static model of a software system has been developed using the developed architectural design
template, which contains behavioral classes, abstract classes (interfaces) and essential classes for the main
artifacts of the software system.
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3. The dynamic model of interaction of software entities of the system for the main use cases of the system
has been developed.

4. The main stages of the technology of designing software tools for automating the process of evaluating
the level of internationalization of scientific institutions are proposed.

5. All the results presented in this section are aimed at simplifying the process of developing software for
the needs of managing the level of internationalization of scientific institutions of a specific community.
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METOJMUKA CUCTEMHOI'O AHAJII3Y AJ14 TOPTIBJII ®IHAHCOBMMH AKTHBAMHU
I3 BUKOPUCTAHHAM TEXHIYHUX IHAUKATOPIB Y MOJE/JIAX MAINMHHOTO HABYAHHA

AHnomayisn. Cmamms npucesiueHa po3po6yi MemodukKu cucmemHO20 AHAI3Y, WO CKAAOAEMbCS 3 0es’simu KpokKis, 01
mopeieAi pinancogumu akmusamu. s memoduka ekarouae emanu nideomosku daHux 04151 aHa13y, no6ydosu MamemMamu4Hux
Modesell ma aHaAisy pe3ysremamis mecmyeaHHs. Ocobaugicmio MemoduKu € BUKOPUCMAHHS MAKUX MeXHIYHUX IHOuKamopis,
sk cmyeu boanindscepa, cmoxacmuyHuil ocyuassmop ma napaboaivHull iHoukamop 3ynuHku i po3gopomy.

Mema cmammi. Pospo6umu memoduky cucmemMHo20 aHai3y 0.1 mopaieni pinaHcosumu akmusamu.

Memodosoczia. Ha ocHosi 3anponoHo8aHoi MemoduKu cucmemMHoO20 aHai3y, 6y/10 peanizo8aHo KOMN'vomepHy npozpamy.
I3 sukopucmaHHaM yiei npoepamu 6yn10 npogedeHo HU3KY 06HUCAHBAAbHUX eKCnepuMeHmie Ha peaibHUX Cmamucmu4Hux
daHux, wo 00380/4U/N0 NOPIBHAMU BUKOPUCMAHHA MAKUX MexHIYHUX iHOukamopie (iHAHC08020 pPUHKY, AK CcMy2u
BosniHndxcepa, cmoxacmuyHull ocyuasimop ma napa6oaivHulli iHdukamop 3ynuHku i po3gopomy, npu po3pobyi modesaeli
MAWUHHO20 HABYAHHS 0151 NPO2HO3YB8AHHS OUHAMIKU YiH.

Haykosa Hoeu3Ha. [IpedcmasneHo nokpokogy MemoduKky CUCMEMHO020 aHanaizy 045 mopzieai ¢iHaHcosumu
akmueamu. 3anponoHo8aHy memodukKy peaaiz3o8aHo y 8uzas10i komn'romepHoi npoepamu. BUKOHAHO aHA/I3 Ma NOPi8HAHHA
BUKOPUCMAHHS PIBHUX MexXHIYHUX iHOuKamopie piHaHC08020 pUHKY HA peanbHUX CMAMUCMUYHUX OQHUX.

BucHoeku. Byso 3’sicogato, ujo npu 6uKopucmauHi piaHux mexHivHux inoukamopie 04151 MamemMmamuyHoi mModeiy suzas0i
sunadkosozo /icy piweHs, Hallkpawi pezyrbmamu NPo2HO3Y8AHHSA NOKA3YK CMOXACMUYHUU OCYUASMOp, NICAS1 Hb020 34
OMPUMAHUMU pe3yabmamamu Mooeas8aHHs tidymes cmyeu Boaaindicepa, a Halleipwuli pezynbmam Hadasaa modess i3
BUKOPUCMAHHAM IHOUKamMopa 3ynuHku I po3gopomy.

Kawouosi ci108a: mawuHHe Hag4aHHsl, mexXHiYHI iHOUKamopu, kpunmosa/almHuli puHok, 3adayi kaacugikayii.

Oleksandr TERENTIEYV, Kirill BEDLINSKYI, Volodymyr DUDA, Mykhailo STOLIAR. A SYSTEM ANALYSIS
METHODOLOGY FOR TRADING FINANCIAL ASSETS, USING TECHNICAL INDICATORS IN MACHINE
LEARNING MODELS

Abstract. The article is devoted to the development of a nine-step system analysis methodology for trading financial
assets. This methodology includes the stages of preparing data for analysis, building mathematical models, and analyzing test
results. A feature of the methodology is the use of such technical indicators as Bollinger bands, the stochastic oscillator, and the
parabolic stop and reversal Indicator.
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The goal. Develop a systematic analysis methodology for trading financial assets.

The methodology. Based on the proposed system analysis methodology, a computer program was developed. Using this
program, a number of computational experiments were conducted on real statistical data, which allowed us to compare the use
of such technical financial market indicators as Bollinger bands, stochastic oscillator, and parabolic stop and reversal indicator
in the development of machine learning models for forecasting price dynamics.

The scientific novelty. A step-by-step methodology for system analysis for trading financial assets is presented. The proposed
methodology is implemented in the form of a computer program. The analysis and comparison of the use of various technical
indicators of the financial market on real statistical data is performed.

Conclusions. It was found that when using various technical indicators for a mathematical model in the form of a random
forest, the best forecasting results are shown by the stochastic oscillator, followed by the Bollinger Bands according to the
obtained modeling results, and the worst result was provided by the model using the stop and reverse indicator.

Key words: machine learning, technical indicators, cryptocurrency market, classification tasks.

IloctaHoBKa mpo6JeMu. 3a [JaHUMU arperatopy CraTUCcTHUYHux pgaHux  MACROMICRO
(https://en.macromicro.me) [14], ctranoM Ha JsauneHb 2025 poKy 3araJbHUM OOCAT PUHKY KPHUIITOBA-
JIIOT CTaHOBUTH 3,8 TpuJioHiB gosapiB CIIA, 3rigHo i3 gaHUMU crneljasi3oBaHUX aHAJITUYHUX CEPBICIiB
33CoinMarketCap (https://coinmarketcap.com) Tta CoinGecko (www.coingecko.com). O6'eM pUHKY KpuI-
TOBAJIIOT CTPIMKO 3pOCTAa€E Ta HAOYBa€ MOMYJSPHOCTI, i BXKe 3piBHABCA 3 06'€MOM (OHJOBOTO PUHKY Ta-
KHUX KpaiH K Benuko6puraHnia (3,54 Tpu. gonapiB CIIA), @pannis (3,42 Tpa. gonapis CIIA) Ta Himeuunnu
(2,94 Tpa. monapis CIlIA), i y gecaTh pa3iB mepeBUINMB KamiTamisallilo ro6aJbHOTO PUHKY JOPOTOMiHHUX
MeTastiB (30J10TO, CpibJIO, MJIATUHY Ta iHIII) IKUH CTAHOBUTb 3a OlliHKaMu ekcnepTiB 300-500 mupa. mosiapis
CILIA [10].

OfHi€0 3 KJIIOYOBUX PUC KPUIITOBAJIOTHOTO PUHKY € BUCOKA BOJIATWJBHICTB. lllofileHHI KOMBaHHA LiH
KPHUIITOBAJIIOT 3 HAaWOGi/MbIIO KamiTasizaliero MOXyThb nepeBuinyBatv 5-10 %, a iHozi cTaHOBJAATH U [J1BO-
3Ha4yHi 3HayeHH4. Lle cTBOpIOE AK 10AaTKOBI MOXKJIMBOCTI ZIJI1 iIHBECTOPIB, TaK i J04aTKOBI pu3uku. Bee e y cy-
KYIMHOCTI | BUSHAYMJIO TEMAaTHKY J0CJIi/PKeHHS, [0/10 BUSHAYeHHSA Ha/[IHUX IHCTPYMEHTIB aHaJli3y PUHKY.

AHani3 ocTaHHiX AocaigxKeHsb i my6Jutikaniil. B po6orTi [5] Big 2025 poky, aBTOpamu 6yJ10 BAKOHAHO [[0-
caipkeHHA 88 TeXHIYHUX iIHAMKATOPIB Ta IXHI0O KOPHUCHICTh Y MIPOTrHO3yBaHHI IIiH aKIii. 3a3Ha4yeHi TexHiYHi
iHaMKaTOpH MoAaBasIMCs K BXiJHI AaHi Ay MetoziB XGBoost, BumagkoBoro Jjicy pimenb (Random Forest),
MallMHU OMOPHHUX BeKTOpiB (Support Vector Regression) Ta pekypeHTHHUX HelpoHHHX Mepex (LSTM).
1 MozieTtoBaHHSI BUKOPHUCTOBYBaJUCS faHi poHAoBOro iHaekcy S&P 500, a fJist 3MeHIIeHHsI pO3MipHOCTI
MPOCTOPY BXiAHUX JaHUX, BAUKOPHUCTOBYBABCSI METO/ rOJI0OBHUX KoMnoHeHTiB (PCA).

Oxpim Toro, B po6oTi [3], Takox Big 2025 poky, iHII00 Irpynoo JOCaiJHUKIB, 6yJI0 JOCTiI?)KEHO BILJIMB Ha-
60piB TexHIYHUX iHAUKATOPIB — cMyru Bosutinmkepa, koB3Hi cepeiHi, uncia Pi6onaui B 3aa4ax no6yL0BU
Mo/iesiell MallMHHOTO HaBYaHHsA. Ha XBUJIMHHUX JaHUX iHjAeKcy SPY 6yso no6ynoBaHo Ta ounineHo 13 mMoge-
Jiel. AHaJ1i3 BaXKJIMBOCTI O3HAK M0Ka3aB, 1110 MEPBUHHI L[IHOBI 03HAaKHW 4acTO NepeBepIlyOTh TeXHIUHI iHAU-
KaTOPH, 110 CBiAYUTH MPO IX 06MeKEeHY KOPUCHICTh ¥ KOHTEKCTI BUCOKOYACTOTHOI TOPTiBJIi.

B cratTi [16] Bix 2024 poky, 3po6JsieHO BesTMKUE orisf 3 241 niTepaTypHOro /pkepesa, 1o MpUCBsIYeHi
3a/jla4aM IVIM60KOro HaBYaHHS, caMe JJIsi PUHKY KPUIITOBAIIOT, BKJIIOYal0YM BUKOPUCTAHHS Pi3HOMaHITHUX
TEeXHIYHUX IHAMKATOpPIB Ta AOJATKOBUX O3HAK aHaJi3y. PO3IIAHYTO TakoX pi3HI 3aBAaHHA MOJEJ/IIOBAHHS,
BKJIIOUAIOUM IPOTHO3YBaHHS 1iH, MO6Y0BY mopTdesis, aHali3 MaxpalcTBa, aHOMaJIbHY TOPTIBJIIO, PETYJIIO-
BaHHA TOPriBJi Ta HepBUHHE po3MiujeHHs MoHeT y KpuntoBasioTi (ICO - Initial Coin Offering).

MeToauka Aocaia)eHHA. B paMKax npoBeZieHOr0 JOCAi/I)KeHHS, IPONOHYETbCSA OPUTiHa/JIbHA MeTOAUKaA
CHUCTEMHOTO0 aHaJli3y AJisl TOpriB/i ¢iHAHCOBUMH aKTHBAMH, L0 CKJIAJAETHCA 3 IeB’ATH KPOKiB. Ll MeTonu-
Ka Z103BOJIsIE OyAyBaTH aHAJITUYHI MOJeJli, a TAKOXK BIPOBAa/PKyBaTH iX B eKCIJIyaTalio, i3 BUKOPUCTAHHAM
TeXHIYHUX iHAMKaTopiB. Ha ocHOBI 1i€l MeToAHKM 6yJ10 peasli3oBaHO KOMIT I0OTepHY nmporpamy [1] Ta BUKoHa-
HO BiJIMOBi/{Hi 064K C/TIOBA/IbHI €KCIIEPUMEHTH.

Kpoxk 1. 36ip Ta miroroBka JJaHuX /J1s1 aHAJIi3Y.

B daKocTi mxepes JaHUX MOXKYTb BUKOPUCTOBYBATHCS PI3HOMAHITHI OCTa4Ya/IbHUKKU [JaHUX, BJIACHOPYY
HamnucaHi api-mporpamy, a TakoXX roToBi 6a3u JaHUX. 3a3HAUYMMO, 1[0 BAPTiCTh MOKYNKHA rOTOBUX HAOOpIB
JlaHUX, y Pi3HUX arperaTopiB JJaHUX, MOXKe BapiloBaTHUCS BiJ| IeKiJIbKOX COTEHb /10J1apiB /10 6araTboxX TUCSY,
B 3aJI€KHOCTI BiJi JOBXWHU iCTOPII, TUILy Ta NOBHOTH JAHUX, CaMe TOMY HallMCAaHHA BJIACHUX api-nporpam -
CYTTEBO 3a0IAPKY€E GI0/[KET, P MPOBeIeH] BiIMOBiJHUX HOC/Ti[’KEHB.

[lell KPOK TaKOX BKJIIOYAE, BUPIiLIeHHSA 3a/ja4 oNepeHbOT0 aHali3y 040 AKOCTI OTPMMaHUX JaHUX, 3a
HeoOXiZTHOCTi BifIHOBJIEHHS MTPOMYCKiB, aHAJ/Ii3 aHOMaJIbHUX 3HA4YeHb Ta iX 3IJIa/PKyBaHHs abo B3arasi BUja-
JIeHHS 3 aHaJIi3y [6].

Kpok 2. O64ncieHHsI TEXHIYHUX iHANKATOPIiB HA OCHOBI JJaHUX, 1[0 6YJI0 OTPUMAHO 3 MoNepeJHbOTO Mep-
moro Kpoky. /Iy [boro BUKOPHUCTOBYIOThCS icTOpUYHi AaHi nmpo ninu - Open, High, Low, Close, Volume, Ha
OCHOBI AKX 6YAYIOThCS pi3HOMaHITHI iHANKAaTOPH, SK TO:
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1) ingukaTOp BoJIaTUIBHOCTI — cMyTH Bosutinmpkepa [3; 5; 6];

2) CTOXaCTUYHHUH OCUHUIATOD [6];

3) napaboJstiuHUH iHAUKATOP 3yNUHKH i po3BOPOTY [6];

4) TpeH/0Bi iHAMKATOPHU (3a3BHYal IX OTPUMYIOTh Ha OCHOBi KOB3HMX cepe/iHix). OMH 3 TaKuX HaM-
611 po3MoBCIOMKeHUX iHAUKAaTOpiB - MACD (Moving Average Convergence/Divergence) [3; 5; 6];

5) ingukaropu o6’emy Topris. Hanpuksiazg, OBV-ingukartop (On Balance Volume) [6].

Kpok 3. Po3po6ka jomaTKOBUX 03HAK aHaJi3y [3; 6; 16], mo 6y1yTh BUKOPHUCTOBYBATUCS SIK PErpecopu
B MO/leJTi, Ha OCHOBI ZjlaHuX Ta iHpopMauii fiKka BxKe € B HAABHOCTI 3 IIONepeHiX KPOKiB:

1) naroBi 3HavyeHHs1 IiH Ta iHAWKaTOpiB (HampukJaZ, 3i 3MimeHHAM y d4aci Ha 1, 2, 3, 4 JjlaroBux
3HA4YEeHH);

2) pisHuLeBi 3HaYeHHS iHAMKaTOpaMH (Pi3HUIA MK IOTOYHUM Ta NOTNEPESHIMYU 3HAYEHHSIMU);

3) 6iHapHi 3MiHHI, 110 ONKCYIOTh JesIKMU cTaH abo piBeHb LiHM. HanpukJ/az, 3MiHHA MpUiiMae 3HaYeHHS
OJIMHULS, SIKIO0 0OCST TOPriB 32 OCTAHHIO FOAMHY OiJIbIINH 3a esiKe 3a/iaHe TOPOTroBe 3HAYEHHS.

[Ipouec po3po6KM 0/JlaTKOBUX 03HAK aHaJi3y, BijoMuil cepes dpaxiBuiB mijg Ha3Bow - feature engineering.

Kpok 4. ®opmasizanis nisbosoi 3MiHHOI [6]. Lle Moxe 6yTH sIK iHTepBaJibHA 3MiHHA, AJIs TPOTHO3yBaHHS
3HA4YeHHs [iHHW, HAa HACTYIHOMY KpOLli, TaKk i HOMiHa/IbHa a60 Op/IMHapHA 3MiHHA, KOJIM CIIOYAaTKy BH3Ha4a-
I0Th KiJIbKICTh NOTEHLIHHUX cTaHiB. Hanpukiaza, MOXKyTb OYTH HAaCTYIHI TPU CTAHM LiJbOBOI 3MiHHOI - LiiHa
ime Bropy, uiHa izje BHU3, a60 IiHa 3aTMIIAETHCS Maike HA TOMY camoMy piBHi. CaMe Takuil BapiaHT popma-
Jiizarnii nisiboBoi 3MiHHOI 6yJI0 06PaHO B IIbOMY A0CJIiPKEHHI.

Kpok 5. [lo6ynoBa nporuosHoi Mogesi. Ha npoMy Kpoli BUKOPUCTOBYIOTBCSI METO/M MAIIMHHOIO HaB-
YaHHS, [Je MOXKYTb 6y TH JIoTiCTUYHA perpecis, gepesa pimeHb, XGBoost, ManMHa onopHUX BEKTOPIB a60 HEM-
poHHa Mepexa. B npoBeieHOMY foCTimKeHH] 6YJ10 BUKOPUCTAHO JOCUTh NMOMYJISAPHUN NifXiJ MaTeMaTUYHO-
ro MoJieJIFDBaHHS — BUMaKoBuH Jic pimmeHb (Random Forest) [5; 3; 16; 6].

Kpok 6. AHas1i3 oTpMMaHuUX pe3yJbTaTiB Ta OLliHKa NPOTrHO3HOI TOYHOCTI MoJeJi. B 3anexHocTi Big Tuny
1isboBoi 3MiHHOI (iHTEpBasbHA, HOMiHA/IBPHA 260 OpAMHAPHA) MOXXYTh BUKOPUCTOBYBATHUCS Pi3HI METPUKHU
AK TO:

1) cepepnbokBaipaTryHa noxubka (RMSE) [5];

2) cepenHs abcosoTHA noxrubka B nporenTax (MAPE) [5];

3) koedinienT gerepminanii (R2);

4) F1-oninka (F1-score);

5) onjinka cepeaHboi ToYHOCTI (Average Precision score) [6];

6) 4acTKa MpUOYTKOBUX YTOJ;

7) cepenHil poxif 3 ogHiel npubyTKOBOI yroay;

8) cepenHi BTpaTH 3 0fjHi€i 36UTKOBOI yroju.

Kpok 7. TectyBaHHS MoJeJii HA HOBUX JJaHUX, sIKi He BUKOPUCTOBYBAJIMCS AJisi HaB4aHHA. PaKTUYHO Ha
LbOMY Kpolii iMiTyeTbCs TOPTiBJIst 32 po3p06JIeHOI0 MOJEJLII0, 3 METOI0 BU3HaYeHHs ii mpubyTkoBocTi 3a ic-
TOPUYHUMH JaHUMU. OTpUMaHi pe3yJbTaTH MOPIiBHIOIOTHCS 3 IKOIOCh €TAaJOHHOIO CTpaTeriero abo mpuobyT-
KOBicTIO mopTdesato akIjii 3a ingekcamu 6ipx, sk To S&P 500 a6o NASDAQ. Ha iibomy Kporii, Ha 0OCHOBi OTpu-
MaHUX pPe3yJbTaTiB, 00YMCIIETHCS TaKi MOKAa3HUKH K [5]:

1) cepeiHSA KiJIbKIiCTB yroA 3a BeCh Mepiof, 3a MicAIlb, IPOTITOM A06U;

2) MaKCUMaJIbHU{ TPUOYTOK, 32 BKa3aHWU Nepio aHai3y, Ta nepiosi TeCTyBaHHSA MOZeJi;

3) MakcuMaJIbHe NPOCiaHHs nopTdeJisd, 3a BeCh epios aHasi3y, Ta nepioAi TectyBanHg mozei [3];

4) MakCcUMaJTbHE MPOCiJlaHHs mopTdesas npoTAroMm fo6u [3];

5) koedinienT llapmna [3].

3ayBaxkuMo, 10 koedinieHT lapna [3] ciupaeTbcs Ha KifbKa KJII0YOBUX NPUNYLIEHD, IKi B OKPEMUX BU-
naJikax MoKy Th 0GMeXXyBaTH HOTO KOPUCHICTb. Lisi MeTpHKa oNTHUMaJbHO iHTEPIPETYETHCS 3a YMOBH CHUMe-
TPUYHOTO PO3NOALLY HaAJMIIKOBUX JOXIAHOCTEH; IPU acUMeTpii, 110 YacTO CIIOCTepiraeTbcsA B aHasi3i LiH
Ha KPUINTOBAJIOTH, BUKOPHUCTAHHS CTAaHJAPTHOTO BiJIXUJIEHHS MOe MPU3BOJUTH [0 HEJOOLHKM abo nepe-
oniHku pusukiB [13]. Takox koedinienT lllapna TpakTye BOJATUIBHICTD SIK JIiHIHHY Mipy PU3UKY, OZZHAKOBO
BPaXOBYIOYH MiZHOMH M NPOCiJaHHS BapTOCTi aKTUBIB, TOAl K iHBeCTOp 3a3BUYal Gisblie TypOyeETbCS caMe
Mpo BTpaTH.

Kpok 8. [lo6y0Ba aHa/iTUYHUX 3BIiTIB A5 0ci6, 10 npuitMatoTe pineHHs (OIIP). 3asBuvai Taki 3BiTH
MicTATb iHQopMaTuBHi Ta 3po3yMmini rpadiku GpakTUYHOTrO Ta MPOrHO3HOTO KypCy LiHH, CUTHAIIB BiKpUT-
TS TA 3aKPUTTA yroJ Ha KYIiBJIO Ta NPOAAXK, CTATUCTUYHI XapaKTePUCTUKHU BIJIMBOBOCTI 03HAK HA LiJIbOBY
3MiHHY.

Kpok 9. BripoBa/i>keHHs1 po3po6JieHOi MaTeMaTHYHOI MoJe i y BUIVIAAI KOAY MporpaMu abo /eTajbHO
OTNMCAHOT0 TEXHIYHOTO 3aB/lJaHHS, B iCHyIO4y TexHiuyHy iHpacTpyKTypy KoMmaHil, iHTerparis 3 TOproBUMH
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matdopMaMu (AJ1 OTPUMaHHS JaHUX B PEXXUMI peasibHOT0 Yacy Ta BUCTABJIEHHS Op/iepiB), HaJalUITyBaHHS
aHaJIITUYHUX rpadikiB Ta 3BITiB.

Ha (puc. 1) HaBeJleHa CTPYKTYpHa CxeMa 3allpONIOHOBAHOI METOAUKHU CUCTEMHOIO aHaJli3y, 10 ONHCaHa
y BUIVISIZI 1eB’SITHU KPOKiB aHa/MiTUYHOTO MPOLIECY.

TeopeTnyHa YacTUHA AOCHiAKeHHsA. B paMKkax npoBesieHOTO JOCIiKEHHS, 6yJI0 PO3IVISTHYTO TeXHIUH]
ingukaTopu - cMyru Bosutinpkepa [2; 3], cToXacTUYHUE OCLUMIATOP Ta NapabosiiuHUM iHAMKATOp 3YNUHKHU
i po3Bopoty (Parabolic SAR - Stop and Reverse). Bci 1ji inAnKaTOpu HaznexaTh 10 pi3HUX KaTeropii i 3abes-
MeYyyTh Pi3Hi aceKTH aHali3y KpUnTopuHKy. CMyru Bosutinmkepa Bifo6paXkaloTh BOJIATHU/IBHICTb Ta MOX-
JIUBI eKCTpeMaJibHi BiXWUJIEHHS L[iHH, CTOXaCTUYHUU OCUUJISTOP BHUMIPIOE BiJTHOCHY MO3MLII0 L[iHU B Aia-
Na30Hi /J1s IPOTHO3yBaHHS PO3BOPOTIB, a Napabo/iuHUM iHAMKATOp 3YNUHKHU i pO3BOPOTY CUTHAJI3yE PO
HanpsM i 3Miny Tpenay [2].

Cmyru Bosuninaxkepa. Cmyru Bostingkepa - 1je nony/asspHUAM iHAUKATOP BOJIATHUIBHOCTI, pO3p0o6ieHUi
JoxonoM Bosuninmpxepom [2; 3]. BiH ck/1afaeThbest 3 TPhOX CMYT: CepeHbOI, BepXHbOI Ta HMKHBOI. CepeHs
CMyTa 3a3BHUYal € NPOCTOI KOB3HOI CepefHbOIO IiHM 3a NeBHUM NepioJ. BepxHa Ta HMXKHA CMyTH BiAcTa-
I0Tb BiJ] cepe/IHbOI Ha IeBHY 3a/laHy Ki/JIbKICTb CTaHJApPTHUX BiIXWJIeHb L[iHU (K IpaBUJIO, jBa CTaHAAPTHUX
BigxuneHHs) [4]. PopMasbHO LIEeHTpa/lbHA CMyTa BU3HAYAETHCS HACTYITHUM YUHOM:

M, =SMA, (P,),

ne SMA - npocrta KoB3Ha cepe/iHs 1IiHM P 3a n nepiofiB. SMA - ne ckopoueHHs Bij Simple Moving Average.
HikHS cMyTa BU3HAYa€eThCA K [2]:

L, =M, -k*o,,

Jle O, — CTaHJapTHe BifiXWJieHHS LiHU 3a TOW caMuil nepiof, k - koedinieHT BifgcTyny. AHa/JOriYHUM YMHOM
BU3HAYAETHCA | BepxHSA cMyTa [2]:

U, =M, +k*c,,

Jile G, - CTaHJapTHe Bi/IXWJIeHHA LliHY 3a TON caMui nepioJ, k — koeQiLieHT BiACTYymy.

2) [lo6y0Ba MHOXXHHU BXiZAHUX Ta
BUXI/IHUX NAHUX [IJId aHAJI3Y:

- TexHiuHi iHAuKaTOpU (KpOoK 2);

- 1aroBi perpecopH (kpok 3);

- 6i”HapHi BXigHi 3MiHHI (KpokK 3);

- dopmaJtizanis 1i1b0BOI 3MiHHOI (KpOK 4).

1) 36ip Ta miAroTOBKA AAHUX AJIsI
aHasi3y (kpok 1):

- crenjiasizoBaHi 6a3u JaHUX; —
- api-nporpamuy;

- IaHi Ta aHaJIITU4HI 3BiTH 3 GipiK.

4) OuiHIOBaHHSA SIKOCTI ¢

no6y/JoBaHUX Mo/Jiesiel Ta BUOGIp

Haitkpaiof (Kpox 6). < 3) llobynoBa NPpOTHO3HUX MO/eJeit

(kpok 5):
¢ - perpeciiini mozeni (J1iHiiHI, ridge,
5) TecTyBaHHsA MoJeJ/iell HA HOBUX noricThyHi);
AaHuX (KpoK 7) Ta no6ynosa - BUIIa/IKOBUH J1ic pimenb (Random Forest);
aHa/liTUYHHUX 3BITiB (Kpok 8). - MallliHa ONIOPHHUX BEKTOPIB;
- HEUPOHHI Mepexi;
¢ - XGBoost.

6) [lpoMuc/I0Be BIPOBA/KEHHS

pPO3p0o6JIeHUX aHAJII TUIHUX
MozeJsiel (Kpok 9).

Puc. 1. CTpyKTypHa cxeMa 3alponoHOBaHOI METOJUKH CUCTEMHOTO aHAJTi3y
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Cmyru Bosnninmkepa GopMyroTh Ajiana3oH, B MeXax IKOTO KOJIMBAEThCS IiHA; LIMPHHA [[bOT0 Aiana3oHy
JHMHaMIiYHO BifloGpaXka€ BOJATUJIbHICTh PUHKY. fKII0 pUHKOBA BOJIATUJIbHICTb 3POCTAE, CTAHAAPTHE BiJXU-
JIeHHS 3061/1bIIyeThbCo i BiACTaHb MiXK CMyraMH pO3LIMPIOETHCS; PY 3HWKEHHI BOJIATHU/IBHOCTI CMyTH 36.J14-
KyITbcs [4]. 3 Touku 30py iHTepnpeTanii, Koy IjiHa MiIXOAUTb J0 BEPXHbOI CMyTu abo MpOpHUBaE I, MOXK-
JIMBUH CUTHAJI PO MEePeKyIJIeHICTh a60 CKOPY KOpeKIlito BHU3. B iHIINX BUNa/iKax, KOJIM BiiOYBAEThHCS BUXIA,
I[iHA 10 HWKHBOI CMYyTH, Lle MOXKe CUTHaJi3yBaTH NpPO NMepenpofaHicTb Ta NOTEHLiNHUKA pO3BOPOT Bropy.
Baxk/inBO 3a3HauuTH, 10 cMyru bostinmkepa cami nmo co6i He MPOrHO3YIOTh HANPSM PYyXY, a BKa3yIOTh Ha
piBHI aHOMasIbHOI BoJIaTUBHOCTI [2; 3; 4].

[Ipu peanizanii 064KCII0BaJILHOTO aJITOPUTMY, Y BUIVISAZI KOMI'I0TepHOI porpaMu [1], 6ysio0 o64yrcieHo
HaCTyIHI NIOKa3HUKHU:

bb_high, bb_low, bb_mid - BepxHs, HMXKHA Ta cepenHs JiHil Bosningxkepa. lllupuHa cMyr o64uc/IO-
€TbCS, K Ba CTAaHJAPTHUX BiXWJIeHHS, TOOTO MapaMeTp k=2, Ha OCHOBi KoB3HOro BikHa y 20 cBiuok
( n=20). 3ayBaxkuMo, 1110 CIOYaTKy Oy/a BHUJajleHa TPeHJ0Ba CKJaZoBa, [Jif TOTo 106 paj cTaB 6ijabLl
CTalliOHapHUM.

bb_high_mean_1h, bb_low_mean_1h, bb_mid_mean_1h - ue cepegHi 3HaueHHs1 o6uyucaeHi aJs bb_high, bb_
low, bb_mid 3a ocTanHill yac. YcepeHeHHS L03BOJISAE€ 3T/IaXKyBaTH KOPOTKOCTPOKOBI KOJIMBAHHS, 0JjHOYaC-
HO 306epiraroyu JUHAMiKy 3MiHH I[iHU B MO/IeJli, He3BaXKal04Yy Ha CTalliOHAPHICTb.

CroxacTUYHUN OCUMAATOP. CTOXaCTUYHUM OCLUUJIATOP - KJACUYHUM IHAUKATOp iMOysbcy, IKUH OYB
po3po6uennit xopmkeM JeitHoMm y 1950-x pokax [1; 3; 8]. Bin nmokasye nmoJsioxkeHHsI TOTOYHOI IIiHK BifgHOC-
Ho ii MiHIMyMy Ta MakcHMyMy 3a BUOpaHHUM Hepiof; i TAKUM YMHOM OLiHIOE, YU He HAGJIMKAEThCA IiHa [0
KpalHiX 3HaueHb CBOTO Jiana3oHy. OCHOBHA iJiesl MOJISITa€ B TOMY, 1[0 IPH BUCXiIHOMY TPeH/i IIiHU 3aKPUT-
TS MalOTh TEH/EHIiI0 Hab/IMKaTUCS A0 BepXHbOI MeXi HeZJaBHbOTO Jiiala30Hy, a IPYU HU3XIITHOMY — J10 HUX-
HbOI . CTOXaCTUYHUN OCHUJIATOP CKIAJLAEThCA 3 ABOX JiHIN: %K - mBUAKOI cTOXacTUYHOI JiHii, Ta %D - no-
BiZIbHOI (cUTHa/IBHOI) JiHil, fIKa € 3T1a/keHUM cepefHIiM %K [1; 8]. ®opmanizoBaHo JiHig %K BU3HauaeThcA
HaCTYIHUM YUHOM:

%K: Pclose _mln(Pn)

max(P,)-min(P,)’

Je P, . - moTo4yHa LjiHa 3aKpUTTA CBIYKH, min(Pn) - MiIHIMYM IIiHY 32 OCTaHHI n nepioAis, max(Pn) - Mak-
CHMYM IiHU 3a OCTaHHIi N nepiogiB. JIiHiAg %D BU3HAYAETHCA SK:

_ %K, +%K, +%K; +..+%n

n

%D

e %K - mBHJAKa CTOXacTHUYHA JIiHifA, n - BikHO nepiofiB. CTOXaCTUYHUHN OCLUIATOP HabyBae 3HaueHb
Biz 0 mo 100. Bucoke 3Ha4eHHS 03HAYaE, 110 I[iHa 3HAXOAUTHCsI OJIM3bKO [0 BEPXHbOTO EKCTPEMYMY Mepioay
(cubHUM iMIYbC Bropy), TOMi K HU3bKe — GJIM3bKO 10 HIDKHBOI'O0 eKCTPeMyMY (CHJIbHUHN IMIyJIbC BHU3).
TpapuuiitHo piBeHb %K >80% po3rifAaeTbcsa K 30HA NepeKyIlJIeHOCTi pUHKY, a %K <20% - ak 30Ha ne-
penpogaHocTi. [lepetun wBuzakoi aiHii %K BHU3 yepe3 piBeHb 80 MoXKe iHTepnpeTyBaTHCS SIK CUTHaJ 0
npojaxy (ocsabyieHHsI BUCXiZHOTO iMIy/IbCY), @ MepeTUH Bropy depes piBeHb 20 — curHas o kynisii (3a-
KiH4YeHHs cnaJiHoro iMmnysbcy). Takoxk aHa/Ii3yl0Thb NepeTUHHU JNiHil: ko %K nepetuHae %D 3Bepxy BHU3,
Ile MO’Ke BKa3yBaTH Ha MOYATOK 3HIKEHHS (CUTHaJ “IpojaBaTH’), a IEPEeTUH 3HU3Y Bropy — Ha MOXJIMBUH
pO3BOpOT Bropy («kymyBaTu») [8].

CTOXaCTUYHUI OCLUJISTOP ONMUCYIOTH SIK iHAUKATOP, 110 GYHKIIOHYE HA OCHOBI pPiBHIB NiATPUMKHU Ta OIO-
Dy, BUMIpIOI04HM TIOTOYHY IiHY BiIHOCHO JlianasoHy 3a nepiof. Horo ocHoBHa MeTa - IPOrHO3yBaTH PO3BOPO-
TH TPeHJY LUISXOM BHSBJEHHsS MOMEHTIB, KOJIM LliHa J0CcAIIa KpalHbol BEpXHbOI a60 HIKHBOI MexXi CBOTro
He/laBHbOTO Jlialla3oHy.

[Ipu peastizanii 064MCIIOBAJBLHOTO AJATOPUTMY Y BUIVISIZII KOMIT'IOTepHOI nporpamu [1] aJisg BpaxyBaHHS
iHJIEeKCY CTOXaCTUYHOT0 OCLMJIATOPA, OY/10 06YMCIEHO HACTYITHI TOKa3HUKU:

Stoch_k - 3HaueHHa n1iHi %K cTOXaCTHUYHOrO OCLUINATOPA, 110 BiJoGpaKa€ MOJIOXKEHHS L[iHU 3aKPUTTH
BiZJHOCHO Jliana3oHy MaKCUMyMiB Ta MiHIMyMiB 3a ocTaHHi 60 XBUJINH.

Stoch_d - 3HavyeHHs curHasbHOI JaiHIT %D (kKoB3He cepesHe %K 3 BikHOM 13), BUKOPUCTOBYETHCS JJIs
3rJ1aJPKyBaHHS CUTHAJY.

Stoch_k_lagl, stoch_k lag2 - 3nauenns sinii %K, 3pyumeni Ha 1 Ta 2 nepioau Hasaj BignosigHo. Lli siHii
Jl03BOJISIIOTh BPaXx0BYBaTH iHepIilo ociuasgTOpa
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Stoch_d_lag1, stoch_d_lag2 - 3nauenns ninii %D, 3pymeni Ha 1 Ta 2 nepioau Has3az BignosigHo. Bifo6pa-
KalOTh HeJJaBHI piBHI CUTHAJIBHOTO iHAUKATOpa.

Stoch_k_diff1, stoch_k_diff2 - pisnuni mMi>k notroyHrM Ta nonepenHiM 3HaueHHAMH JiiHil %K (mepuuii Ta
Jpyruil JaroBUi NpPUPICT), BAKOPUCTOBYIOTHCS SIK iHAUKATOPH IMITYJIbCY.

Stoch_d_diff1, stoch_d_diff2 - npupict sainii %D, mo nokasye WBHAKICTb 3MiHM CUTHAJbHOI KpHBOI
OCLIUJIATOpA.

Ilapa6osiyHuil iHAUKATOP 3yNMHKM i po3Boporty. [lapabosiyHuil iHAUKATOp 3yMUHKU i PO3BOPOTY
(Parabolic SAR - Parabolic Stop and Revers) - TpeHAoBU# iHAUKaTOp, po3pobyeHui [x. Y. Bessicom Batiu-
ZepoMm [3; 9; 15]. Ha BigMiny Big ocuunsTtopis, Parabolic SAR npuB’si3aHuil 6e3nocepefHbO A0 LiHOBOIO
rpacdika i Bijo6pakaeTbca y BUJIAAL cepil To4ok (mapab6oJ), 0 po3TallOBYOThCS M0 TOW YM iHIIKMH 6iK Bif
LiHOBUX 6apiB. [IpuHLKN Ail [bOT0 iHAWKAaTOpa NOJATAE B TOMY, 110 IPU BUCXiAHOMY TPeH/i TOYKHU po3Milly-
I0TbCA HMXKYE L[iHU i IOCTYIIOBO NiATATYIOTbCA Bropy, a IpyM HU3XiJJTHOMY TPeH/i — BUILe LiHU i CIIyCKalOTbCA
BHU3 CJIiIOM 32 Helo. Y MOMEHTH, KOJIM TeH/leHlisl 3MiHIOETbCS Ha IPOTHUJIEXKHY, TOUKH NepeBepTalThCa Ha
iHmui 6ik rpadika. [lepexis Touky yepes LiHY iIHTEPHPETYETHCS SIK CUTHAJ /10 BUXO/Y 3 MO3ULii i ogHOYac-
HOT0 BiJKpUTTS NPOTUJIEXKHOI no3uLii [9].

®opmanizalis iHAMKaTOpa 6a3yeThCs HA HACTYMHIN peKypeHTHiN dopmyui:

SAR,,, =SAR, +a(EP, —SAR,),

je EP. - naliBuIla LiiHa NpU BUCXiAHOMY a60 HallHM»K4Ya NpU BUCXiAHOMY TpeHAl, o — koedillieHT NpHUCKO-
penns SAR. k. V. Baisigep, aBTop 11bOro iHAMKATOPY, peKoMeH1yBaB iHinjanizyBatu o=0.02i 36inbmyBatu
ueit ¢aktop Ha 0.02 mpu KOXKHOMY OHOBJIEHHI eKcTpeMyMy EP TpeH/y, BCTAHOBUBLIM MaKCHUMaJibHe HOro
3HaueHHd 0.20. TakuM 4YMHOM, YUM JOBLIE TPUBAE TPEH/, i YUM OiJibllle HOBUX €KCTPEMYMIB BiH BCTaHOBJIIOE,
THUM LIBH/ILE TapaboiyHUH iHJUKAaTOpP 3yNMHKU 1 pO3BOPOTY Ha3/0raHsE LiHy 0 napaboJiyHiil TpaeKTo-
pii. ko B HacTynHOMY nepiofii, po3paxoBaHe 3HaUYeHHs SAR, BUSBJISAETHCS 10 iHIIWE 6iK Bif LiiHOBOTO 6apy
(To6TO mepeBUILy€E NoNepeAHiA MiHIMyM NpU BUCXIJHOMY pPyCi UM OMYCKAETHCS HUXKYE MONePeJHbOT0 MaK-
CUMyMy IpH CaJHOMY pyci), TO Iie CJIyI'ye 03HAKOIO 3MiHU TPeHAY — iIHAUKaTOp nepecTpubye Ha IPOTHUIIEXK-
HUH 6ik 1jiHOBOTO rpadika, i po3paxyHOK NPOJOBKYETHCS BXKe AJis HOBOTO TpeHAy. [3; 9; 15]

[Ipu peastizanii 064MCAIOBaJBLHOTO AATOPUTMY Y BUIVISIZII KOMIT'I0TepHOI nmporpamu [1] A BpaxyBaHHS
inpekcy Parabolic SAR, 6ys10 064ync/ieHO HACTYHI NOKa3HUKMU:

Psar - moTouyHi 3HayeHHs JiHil iHAMKaTopa PSAR, BU3Hauae moTeHUiiHI piBHI 3yNMHKUA Y4 PO3BOPOTY
TPeHAY.

Psar_dir - 6iHapHa 3MiHHa HanpaB/ieHHs TpeHAY: 1, Akio PSAR mif ninoto (BucxigHuit Tpenn), 0 - Axio
Ha/ 1iHOIO0 (HU3XIAHUN TPEHN).

Psar_lagl, psar_lag2, psar_lag3, psar_lag4 - 3HaueHHs PSAR, 3pyueni Ha 1-4 Kpoku Hasas, [J03BOJISIOTh
BpaxOByBaTH ICTOPIil0 TpeHAY.

Psar_dir_lagl, psar_dir_lag2, psar_dir_lag3, psar_dir_lag4 - icTopis 6iHapHOrO HampaB/ieHHSl TPeHJy Ha
1-4 nepioau Ha3a.

Psar_deltal, psar_delta2? - 3miHa 3HaueHHs1 PSAR 3a octaHHi nepiogu (npupictu), Bilo6pa*katoTh UIBU/-
KiCTb 3MiHU PiBHA 3yNIMHKU.

Psar_dir_deltal, psar_dir_delta2 - 3miHa HanpsMmy (psar_dir) Mi>k MOTOYHUM Ta NMonepeAHIMU KPOKaMH,
IKCYIOTh MOTEHIiHI TOYKHU PO3BOPOTY.

MeToa MaTeMaTHYHOrO0 MOJEJ/IIOBAHHA - BUNAJAKOBUM Jic pieHb (Random Forest). OTpumani no-
Ka3HUKHU-pPerpecopu AJis KOXHOTO BHUAY iHAMKATOpPiB 6yJi0 BUKOPUCTAHO [AJIS MOZEJNIOBAHHS LiIbOBOI
3MiHHOI CUTHaJ/I METOZI0OM BUNaZKOBOro Jicy pimeHb (Random Forest) [3; 12]. Lleil MmeTo/; HaJIEXUTD |0 aH-
caM06J/1eBUX METO/iB MAallIMHHOI'0 HaBYaHHS, 1110 6a3yI0ThCs Ha CYKYITHOCTI BeJIMKOI KiJIbKOCTI 3BUYalHUX Jie-
peB pimeHb. PopMasbHO aHCAMGJ/Ib MO/iesIell MOXKHA BUSHAUUTH SIK:

F(x) =y 3 (x).

ne f (X) - pe3yJIbTaT OKpPEMOro JiepeBa pilieHb, a N - KijibKicTb JlepeB y aHcamo6ui [3; 12].

Ines mMeToay noJsfrae y opMyBaHHI MHOXKMHHU JiepeB pillleHb, KOXKHe 3 AKUX O6yAyeTbCS HA OCHOBi MOB-
HOI NiMHOKMHU JJaHUX Ta 3MIHHUX, NiCJIA YOr0 pe3yJbTaT NPOTHO3y BU3HAYAETHCSl HA OCHOBI arperyBaHHs
pe3ysbTaTiB 1ux AepeB [3; 12]. JlepeBa pilneHb € 0JHUM 3 6a30BUX AJTOPUTMIB MAaLUIMHHOIO HaBYaHHS, AKi
3aCTOCOBYIOThCS AJis 33,4 Kiacuikariii Ta perpecii. CTpyKTypy AepeBa pilieHb MoxkHa $opMasi3yBaTH sK:
G=(V,E), Zle V - MHOXXMHA BepILIVH By3JiB, a E - MHOHHA pebep (Tisok). KoxxeH BHyTpilIHii By3o0.1 Bij-
[IOBiJla€ NepeBipli NeBHOI 03HAaKKW  , TJIKK NPeJCTaBJ/SAIOTh MOXJ/IMBI pe3yJ/IbTaTU TaKol IepeBipKH, a JIU-
CTOBIi By3Ji1 — KiHIleBi pileHHs1 a60 TPOTHO3U f(x). OCHOBHOIO IlepeBarolo Jiepes pillleHb € IXHA iHTepnpe-
TOBAHICTh, MPO30PICTh Y NPUUHATTI pillleHb Ta NPOCTOTA peaJidaLil.
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Po3risiHeMO NPUHLMIH, HAa SIKUX 6a3Y€ETHCS aJITOPUTM BUINAAKOBOIO JIicCy /ilepeB pillleHb:

1) MeTtoj Bagging - BunaskoBe NOBTOPHE BiAOMpPaHHS MiIMHOXHUH HaBYa/IbHOI BUOGIPKU i3 MOBEpPHEHHSIM.
KoxkHe fepeBo pillleHb HaBYa€ThCS Ha BJACHIN NigBUGIpLi JaHUX, 1[0 3a6e3Me4yye pi3HOMaHITHICTb JiepeB Ta
3HKY€E UMOBIipHiCTh NepeHaBYaHHs [12].

2) BunazikoBui BUGip 03HAK — HAa KOXKHOMY eTali no6yZ0BH JiepeBa BUMAJKOBUM YHHOM 0GHMPAETHCS 00-
MeXeHa KiJIbKiCTh 03HaK i3 3arajibHOr0 Habopy 3MiHHHUX, cepef] IKUX BU3HAYAEThCS HAaWKpaIUP KpUTepin
noainy. e 03B0JIsIE 1O0JaTKOBO MOCUIUTH Pi3HOMAHITHICTB JiepeB pillleHb y ckJai ancamb.to [12].

3) lna BU3HAUYeHHs HAWKpAIIOro KPUTEpil0 TOJIJIy YacTo BHUKOPUCTOBYETbCA iHAeKC JKuHi
(Gini impurity), sxuii dopMasizyeTbcss HACTYNHUM YUHOM:

C
Gini(D) =13 37,
c=1

Jle p. - UMOBIipHICTb Ha/IEXKHOCTi 06'€KTa BUOIPKHM 10 Ki1acy ¢,a C - KiJbKicTb KJacis [3; 12].
Y 3asauax kiaacudikalii ocTaTOYHUM pe3ysbTaT MeTO/AY BUIIQIKOBOTIO JIiCy JlepeB pillleHb BU3HAYA€ThCS
yepes roJ0CyBaHHsA Oi/bIIOCTI:

F(x) :argmaxcil(fi (x)=c),

i=1

Je | - inaukaTopHa QyHKIis, ika BUSHAYAETHCSI HACTYTHUM YHHOM:

1,.91KU40 ymoea z BUKOHYEMbCA

I(Z):

O,HK'LUO ymoeda zHe BUKOHYEMBCA

3aBAsAKM TaKUM 0COGJIMBOCTSM, METO/, BUIIAZKOBOTO JIiCy JiepeB pillleHb € 0OAHUM i3 Hal6i/bII edeKTHUB-
HUX, CTIMKUX [0 LIYMy Ta MONYJSAPHUX aJTOPUTMIB MAaIlIMHHOTO HaBYaHHS, AKUH LIHPOKO 3aCTOCOBYETHCA
y BUpileHHi 3a/ja4 aHa/1i3y Ta nporHo3yBaHH4 [3; 12].

AHasi3 pe3y/nbTaTiB MOAE/JI0BAHHSA Ha pea/IbHUX JaHUX. 3alpONOHOBAaHAa MeTOAMKa CUCTEMHOr0 aHa-
J1i3y AJ1s1 TOpriB/i GiHAHCOBMMU aKTUBaMH, Gy/ia peasizoBaHa y BUIVISI/I KOMIT't0TepHOi nporpamu [1]. Pos-
pob6JieHa nporpama [1] peanizoBye iHAMKATOP BOJATUIBHOCTI — cMyTH boJtiHKepa, CTOXaCTUYHUNA OCLUJIS-
TOp Ta NapaboJiyHUH iHAUKATOP 3YIUHKH | pO3BOPOTY.

J1s1 mpoBeJileHHs1 00YMC/II0BAJbHUX eKCIepHMEeHTIB, 1100 HaBYaHHSA Ta Bapialii MaTeMaTHYHUX MO-
Jlesiedl, 6yJs1o 3i6paHo AaHi Mpo KpUNTOBaIIOTY BiTKOIH, y TopriBesbHil napi 3 Tether USDT, ujo € ananorom
nosapy CIIA nas cBiToBoro kpuntopusky. i fani gsia aHasisy 6ys10 BUBaHTaXXeHO 3 BiZIKPUTOTO pecypcy
Yahoo Finance (finance.yahoo.com) [11], o0 HaZja€ 6€3KOMITOBHUN JOCTYII 10 PUHKOBUX /laHUX Pi3HUX BHU-
JliB aKTHUBIB, B TOMYy YMCJIi KpUNITOAKTUBH. [laHi 6y/I0 OTpUMaHO Yy LOXBUJIMHHOMY iHTepBaJi y BUJi Habopy
JIaHUX, 1110 BKJII0OYAE CTOBITYMKHU-TIOKAa3HUKH — 10YATKOBA I[iHa BiakpuTTd (Open), MakcuManbHa Lina (High),
MiHiMasbHa 1jiHa (Low), niiHa 3akputTa (Close), o6csar Topris (Volume). [l oTpuMaHHS JaHUX 6yJ10 BUKO-
pucraHo python-6i6sioteky YFINANCE (https://pypi.org/project/yfinance), mo m03BoJisie 3a JOMOMOI0O0
MOBH IporpamMmyBaHHs Python BHBaHTaXUTHU Ui AaHi s aHanisy. s npoBeieHHS AOCJiI)XeHHs OyJ0 BU-
BaHTaXeHO JlaHi 3a nepiox 3 01.01.2022 no 08.05.2025 [11]. 3a nocustanusaMm [1], pa3zom i3 KojloM nporpamu
Ha MOBI nporpaMmyBaHHs Python, Mo>xHa BUBaHTaXXUTH i caMi JjaHi AJ11 aHaui3y, HA SKUX IPOBOAMUJIKCS Bimo-
BifiHi 064YHCIIOBa/IbHI €KCTIEPUMEHTH.

OTpuMaHi gaHi 6y/10 po3JijieHO HAa TPeHYBaJbHY Ta TECTOBY BUOIpKHU y cniBBigHOWIEeHHI 4 g0 1. Takum
YHHOM, Y TPeHyBaJbHOMY Habopi 3HaxoAAThcd AaHi y nepiogi 3 01.01.2022 no 06.09.2024, a B TecToBOMY
306.09.2024 o 08.05.2025.

dopmasizania ninboBoi 3MiHHOI aHai3y. LlinboBa 3MiHHA NMo3HavaeTbcs AK Signal, B peasi3oBaHil
KoMIpecHil nporpawmi [1], Ta npuiiMae HacTynHi Tpy 3HaYeHHs-pekoMeHAanil aas OIP:

0 - Hivoro He po6uTH (none);

1 - oCATAETHCS MAaKCUMYM L{iHH, B [[bOMY BUIA/IKy BUCTABJSIETHCS Yro/ia Ha MpoZax GpiHaHCOBOTO aKTH-
By (sell);

2 - 10CATa€eThCs MiHIMYM I[iHY, B IbOMY BUIIaJKy BUCTABJISETHCS yroJia Ha KyHiBjo ¢piHAaHCOBOT0 aKTUBY
(buy).

3ayBaKMMO, 110 Yepe3 He36a/aHCOBAHICTh KJaciB IiIbOBOI 3MiHHOI, /111 CUrHAJIIB HA MOKYIIKY Ta IpO-
JlaK, TIollepe/iHi pe3ysibTaTH MO/eJII0OBaHHS 3a METPHUKOI0 cepeHboI TouHOCTI (Average Precision score) Bu-
ABUJIMCA AyXe HU3bKUMU. ToMy /1S OKpallleHHs] pe3yJbTaTiB MOJe/I0BaHHs, 0yJ10 HaK/IaZleHO JJ0AaTKOBI
YMOBM Ha L[i/IbOBY 3MiHHY — PO3TJIs1ZAl0ThCS TiJIbKM NPOrHO3U-PillleHHs, 1[0 MalOTh UMOBIpHICTb IpUHAIEXK-
HOCTI 10 KJjacy buy a6o sell 6inbe anix 80%. B iHmMx BUNaAKax NporHo3-pilleHHs KJaCUPIKyeTbCcs K —
HiYoro He po6uTH (none).
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B (Ta61. 1) HaBesieHO pe3ysibTaTH ONTHUMI3allil rineprnapamMeTpis, siki 6yJ10 ONTUMI30BaHO B paMKaX BUKO-
HaHOTO JIOCJIi/PKEHHS i3 BUKOPUCTAHHAM KoM toTepHOi nporpamu [1]. [lns BupimmeHHsa 3aga4i ontumMisarnil
Oys10 BUKOpHCTaHO python-6i6JioTeky optuna, 3 KO0 OibLI AeTa/bHillle MOXKHA 03HAMOMHUTHCS 32 IOCH-
JIaHHAM [7].

HaBegeMo onwuc rineprnapameTpiB, sKi 6yJ10 BAUKOPHUCTAHO B aJrOPUTMi po3po6/ieHOT KOMIT'I0TePHOI Ipo-
rpamu [1]:

1) max_depth - o6MexeHHS MaKCHMaJsIbHOI IVIMOMHHU KOXKHOTO JlepeBa pillleHb;

2) n_estimators - MakcMMaJibHa KiJIbKICTB JilepeB y aHcaMbJ1i MoJieel;

3) min_samples_split - MiHiMasIbHa KiJIbKiCTh 3pa3KiB y By3J1i, iKi HE0OXiIHI AJ1 HOTro pO36UTTS;

4) min_samples_leaf - MiHiMasIbHY KiJIbKiCTh 3pa3kKiB, fAKi 6yyTh MICTUTHCH y JINCTOBOMY BY3JIi;

5) max_features - KisbKicTb 03HaK, sKi OTPi6HO 06paATH 151 TOGYAOBHU KOKHOI'O PO3GUTTS BY3J1a;

6) criterion - KpuTepil AKocTi po36GUTTS, 3a3BMYal BUKOPHUCTOBYIOThCA iHAexkc Jpxuni (Gini) ab6o
eHTpomis.

Tabaung 1
OnTuMaJ/bHi rinepnapamMeTpy, nifi6paHi aAropuTMOM porpamMu

Ne3/m | Ha3Barinepnapamerpa | Cmyru BosutiHaxepa CT(;)C):;;z:::" Higigﬁf:::;;:g::::;p

1 max_depth 25 9 2

2 n_estimators 129 311 411

3 min_samples_split 15 13 5

4 min_samples_leaf 16 16 10

5 max_features sqrt log2 None

6 criterion Gini Gini Gini

Tab6suuga 2
CTaTuCTUYHI XaApaAKTEepUCTUKHU noﬁyaosarmx MOAeJIeﬁ
Cmyru CroxactuyHui | [lapaGosriyHui iHAUKaTOP
BosutiHpKkepa OCHUJISITOP 3yNUHKH Ta PO3BOPOTY

36asancoBaHa TouHicTh (Balanced Accuracy) 0.74 0.67 0.59
F1-oninka (F1-score) 0.24 0.14 0.25
Oninka cepesnboi TouHOCTi (Average Precision score) 0.36 0.37 0.34
MakcuMaJbHUM PUGYTOK 3a Mepiof 6,9% 34,64% -0,12%
MakcuMasibHe npociflaHHsl nopTdeJsiss NpoTsaroM Jo06u -11,02% -3,65% -3,63%
CepenHilt 1oxiz 3 ojHi€] TPUOYTKOBOI yroau 0.22% 0,21% 0,12%
CepezHi BTpaTH 3 0J{Hi€l 30U TKOBOI yroAu -0,23% -0,21% -0,11%
YacTka BUTPAIIHUX YTO/, 53,56% 53.94% 48,67%
Koedinient apna 0.32 0.67 0,11
Cepe/iHsl KiJIBKICTb YroJ NpOTSAroM 106U 2,9 7,3 1,1

3 oTpuMaHUX pe3yJbTaTiB MOJeEJNIOBaHHS, L0 HaBeJeHi y (TabJs. 2) MOXHa 3pOOUTH HACTYIHI
BUCHOBKH.

3a 3HaYeHHSIMU MeTPHUKHU 36asaHcoBaHol TouHocTi (Balanced Accuracy), Mmofesb Ha ocHOBi cMyr BoJuii-
H/IXKepa € Kpaljolo, TOMY L0 B cepeJHbOMY MPABUJIbHO BUSBJSAE 74% NMPUK/IAJiB KOXXHOTO KJIAcy, B TOX 4yac
SIK MOJIeJli CTOXaCTUYHOI0 OCIUJISTOPY Ta napaboJiiyHoro iHaukatopy 67% i 59% BignosizgHo.

3uavenHs Fl-oninku ajis ycix mozeseit € 4OCUTb HU3bKUM, TOOTO MOZeJli He B 3MO3i OJHOYACHO HigTpU-
MyBaTH BHUCOKY OBHOTY (Recall) Ta TounicTh (Precision) gJis koxHoOro 3 ksaciB. 3ayBakuMo, 1[0 METPHUKaA
sakocTi mozeni Recall oniHIO€ 31aTHICTD MO/ieJ1i BUSIBJISITU BCi HasiBHI NO3UTHUBHI BUNIaZKU B JAHUX, aJle BOHA
TaK0X MOXKe CTIOTBOPIOBATH Pe3y/IbTaTH, TaK SIK y TOPriBJi akTHBaMHU Kpallle IPONyCTUTH BUTIAHUNA MOMEHT
aHDX OTpUMATH XUOGHUIN CUTHAJL

[IpoBesieHi TecTyBaHHS Ha PUHKOBUX JIaHUX, 1110 CUMYJIOIOTh YTroAW NOKYNKU W NpoJaxy IMoKasasy, 110
MaKCMMaJIbHUM NpuobyTOK y 34,64% 3a nepiog focifKkeHHs 3abe3neyye MoJe/b HA OCHOBI CTOXaCTUYHOIO
OCLIMJISITOPY, @ TOU Yac SIK MO/ieJib i3 BUKOPUCTAHHAM cMyT BoJutinpkepa fae npubyTok y 6,9%, a inaekc na-
paboJiiyHOro iHAMKATOPY B3arasi HaZla€ HeBeJIMKUH ajie K Taku 36UToK y -0,12%.

MaxkcrMasibHe npocifjlaHHsl nopTdeis npoTaroM Ao6u y -11,02% cnocrepiranocs ajas cMyr bosninmkepa,
B TOU yac {K iHIIi MojeJti aBaii y [jBa C IOJIOBUHOIO pa3u MEHIIE.
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Haii6isbma KiJIbKiCTh yroj y NpoTsaroM AHs, ¥ KiJibKocTi 7,3 3AiMicHIOBaIOCS AJ151 MOJEeJi CTOXaCTUYHOT0
OCLMJIAATOPY, B TOM 4Yac K cMyT bosutinmkepa 2.9 yronu Ha JieHb, a iHJeKc mapabosiivHOro iHAMKaTOPY JIHIIe
OZIHY YTOAY Ha JieHb.

B Tabsinni 3 HaBeieHi 3HaUYEHHS TOMICAYHOI KyMy/ISTUBHOI JOXiIHOCTI /151 pO3p006JIEHUX MO/iesielt i3 BU-
KOPHUCTAHHAM Pi3HMX iHAMKATOPiB, a Ha (puc. 2) BiamoBiAHI rpadiky, nobygoBaHi Ha OCHOBI 3HaYeHb 3 Hiel
TabJIHII.

Haiiripuii 3HauenHs koedinienTi lllapna cnocrepiranucs s Mogesieit Ha ocHoBi cMmyr BosutiHpKepa Ta
napabosiyHoro iHAUKaTOpPY, 1110 TOBOPUTH NPO AY»Ke HU3bKe CHiBBiJHOIIEHHs MPHUGYTKOBOCTI /10 PU3HUKY.

Tab6aung 3
3HaYeHHsA NOMicAYHOI KyMY/JISITUBHOI AOXiAHOCTI po3p06/ieHuX Mojeieil
i3 BUKOpUCTaHHAM Pi3HUX iHAMKaTOpiB
Pik-Micanp Cmyru Bosutinaxkepa CToog(;;;z:::n Hapaﬁonm::;;:s;l;(::;p 3yMHHKH
2024-09 2,3 3,5 0,3
2024-10 4,1 6,9 0,5
2024-11 5,03 9,7 1,4
2024-12 7,6 14,8 0,1
2025-01 12,4 18,3 -1,2
2025-02 12,2 20,1 -0,2
2025-03 17,6 24,5 -1,5
2025-04 11,9 33,2 -1,7
2025-05 9,8 34,1 -0,4

BuCHOBKM. B cTaTTi 3alponoHOBaHO OpUriHa/IbHY MeTOJMKa CHCTEMHOrO aHaJlli3y, fiKka peaJsizoBaHa
y BUIVISIII KOMIT'IOTEPHOI MpOorpaMu, CKJIaZa€ThCs 3 ZIeB’sITU KPOKiB, Ta MpU3HaueHa AJis TOpriBJi ¢piHaHCOBU-
MU aKTHUBaMu. [Ipu mo6y0Bi Moziesieil 3a L[i€l0 METOAHUKO MOXKYTb BUKOPUCTOBYBATHUCS Pi3HOMAaHITHI iHAU-
KaTopu Ta A0AaTKOBi 3MiHHI. B paMkax npoBeZieHOT0 JOCTi/PKeHHs, HAa pealbHUX CTATUCTUYHUX JAHUX NPO
Kypc KpunTtoBaatoTu BiTKoiH 6yJio 3'sicoBaHO, 1110 HAWKpallli pe3y/IbTaTu 3a KyMY/ISTUBHOI NIPUOYTKOBICTIO
3a Bech Mepiof, KiNbKiCTI0 Yrof Ha [leHb, 3Ha4YeHHSAM MaKCUMaJbHOI MPOCaZiKu Mo/JeJli Ta 3HaueHHSIM Koedi-
uienty llapmna, nokasywTb MoJiesi BUNAJKOBOIO Jicy pillieHb, B IKHUX 3aCTOCOBYETHCS B SIKOCTi perpecopa
iHAMKATOp CTOXaCTUYHOIO OCLUISATOpA. B Tol yac sik cmyru BoJutingpkepa AaloTh Apyruil 3a 3HAUUMICTIO pe-
3yJIbTAT, a MapaboaiuyHUM IHAMKATOP 3YNIMHKU Ta PO3BOPOTY NOKA3yKOTh HAUTiplIi pe3yabTaTH.

[lepcnekTUBU 1OL0 MOAAJbLIMX AOcCaigxeHb. OKpiM MeToAy BUIALKOBOIO JICy pilleHb TaKO0X IJIaHY-
€TbCS B MOJAJbIIOMY BUKOHATH JOCHI/PKEeHHS iHIINX MOMYJISPHUX METO/[iB MAallMHHOI'O HABYaHHSA, a came
XGBoost Ta HelipoHHI Mepexi.
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AHAJII3 TA IIOPIBHAHHSA CIIEHAPIIB KACKAJJHUX E®EKTIB B KPUTHYHIN IHOPACTPYKTYPI

AHnomayis. [locaidxicenHs cyeHapiie kackadHux epekmie 8 kpumuyuHilli iHgppacmpykmypi gidizpae 8axcaugy poas 04s
nputiHammsi piweHs, Wob 3MeHwWumu HeaamugHi Hacaioku. /laHi npo po6omy kKpumuuHoi iHppacmpykmypu € sakpumumu
a6o 0bMexceHUMU, WO YCKAAJHIOE npoyec aHaizy kackadHux edpekmis. [Ja51 2eHepy8aHHs ma aHaAi3y cyeHapiie KackaoHux
epekmie sukopucmogyromvcsi pis3Hi nioxodu: epagosi modeni, modeai nomoky nomyzxcHocmi, 2ibpudHi nioxodu, siki
B8UKOPUCMOBYIOMbCST 8i0n08i0HO 00 nocmasieHux 3adav. Po36umok MAwuHHO20 HABYAHHS CYNPOBOOHNCYEMBCS NOSIBOH0
HOBUX nepcneKmueHux nioxodis, wo eukopucmogyromuecsi 04151 00CAlOKHceHHs saacmusocmell pobomu eseKmpoMepedxc 8
PI3HUX CYEHAapIsiX.

Memoto cmammi € docaidxiceHHs1 KACKadHUX egpekmie 8 KpumuuHilli iHppacmpykmypi ma cmeopeHHs Memody 0.
aHaai3y ma nopieHAHHA cyeHapiie kackadHux ehekmie 8 eseKmpomepesici, BUKOpUCMO8yoUU 2pago8y HeUPOHHY Mepedxcy
ma koegiyienm nodi6Hocmi.

Memodoso2ia. Y cmammi onucaHo npoyec cmeopeHHs1 0AHUX 8 CYeHapisix pobomu esekmpomepedxrci npu sugedeHHi
KOMNOHeHmis cucmemu, ujo NOmeHyiliHo MoXcyms npusgecmu 0o KackadHozo egoekmy. Po3apob.aeHo mModenb asmoeHkodepa
Ha ocHoBI epaghosoi HelipoHHOT Mepedici, ujo BUKOpUCMO8YEMbCS 0151 hopMy8aHHs npedcmas/ieHHs NPo KPOK cyeHapiro (cmau
esnekmpomepedci). KocuHyc nodibHocmi aukopucmaHo 04151 NOPIBHSIHHA KPOKI8 8 PI3HUX CYEHAapisx ma nouwlyky nodi6Hux
cmanise Mepedici. Ha ocHogi nodi6Hocmi cyeHapiie npo cmaHu eseKmpomepexci Mo*CAUBO 3p06UMU 8UCHOBKU NPO MO*CAUBUL
pPO38UMOK KACKAOH020 ehekmy 8 cyeHapii.

Haykoea HO8U3HAa pob6omu no/sizac y po3pooyi Memody, Wo noKpaujye npoyec aHa.izy cyeHapiie kackadHux egpekmis,
nopieHaHHs nocaidosHocmetl nodiil 8 cyeHapisx, eusHavyeHHs nodibHux cumyayitl 011 npuliHamms piuleHb Ha OCHO8I
icHytouo2o doceidy. BusnaueHo mModxcausocmi 04151 po3wupeHHs: Memody, 8UKOPUCMO8YYU NOEOHAHHS 2pagdosoi HelipoHHOT
Mmepexci ma LSTM 05 ¢popmy8aHHS KOMN/AEKCHO20 hpedcmas/eHHsl N0C/1I008HOCMI KPOKi8 8 CYeHapisx.

BucHoeku. [IpogedeHo OdocaidxceHHs nidxodie 045 aHanaisy kackadHux egpekmie e esnekmpomepexcax. Ha ocHosi
nposedeHo020 00CAI0NHCEHHS OY10 BUSHAYEHO NepcneKMusHi HANpsIMKU, SKi nomeHyiliHO MOXCymb nokpawumu npoyec
NopisHsIHHA cyeHapiie kackadHux egexkmis. [lasi aHanizy ma nopieHsIHHS cyeHapiie kackadHux egekmie 8 KpumuuHill
iHgpacmpykmypi (enekmpomepedici) 6ys10 po3pobieHo Memod, o 8UKOpUCMO8Ye Modelb asmoeHkKodepa, wo Micmumb
po3pobaeHuli wap 2pagosoi HelipoHHOT Mepedic, aKUll NOKpawye movHicms po6omu Modei npu 8U8YEeHHI 368’°513Ki8, eniugy
napamempie KOMnoHeHmie 8 esekmpomepedxci ma gopMye npedcmasaeHHs CMAHY eseKkmpomepexci 8 Kpoyi cyeHapiro.
BukopucmaHo kocuHyc nodi6Hocmi 015 NOWYKY CXOX4CUX CYeHapiis, o nomeHYitiHo Moxcymsb donosHumu iHgpopmayiio npo
cmaH esieKmpoMepedici 8 HACMYNHUX Kpokax cyeHapiio. Po3pob.aeHuli Memod mModice npayrosamu 3 pisHuM pieHem demanizayii
cyeHapiie, ujo 3a6esneyye tiozo adanmugHicms 0o 8XiOHUX OAHUX.

Katouoei caoea: kpumuyHa iHgpacmpykmypa, MawuHHe Ha84aHHs1, HellpoHHa Mepedca, koediyienm nodibHocmi, epagu,
Kackaduutl egpekm, mode1108aHHs noditl.

Oleksandr KHOMENKO, Oleksandr KOVAL. ANALYSIS AND COMPARISON OF CASCADE EFFECT SCENARIOS
IN CRITICAL INFRASTRUCTURE

Abstract. The study of cascading effects scenarios in critical infrastructure plays an important role in decision-making
to reduce negative consequences. Data on the operation of critical infrastructure is closed or limited, which complicates the
process of analyzing cascading effects. Various approaches are used to generate and analyze cascading effects scenarios: graph
models, power flow models, hybrid approaches that are used in accordance with the tasks. The development of machine learning
is accompanied by the emergence of new promising approaches used to study the properties of power grids in various scenarios.
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The aim of the article is to investigate cascading effects in critical infrastructure and to create a method for analyzing and
comparing cascading effects scenarios in the power grid using a graph neural network and similarity coefficient.

Methodology. The article describes the process of generating data in power grid scenarios when deriving system
components that can potentially lead to a cascade effect. An autoencoder model based on a graph neural network is developed,
which is used to form a representation of the scenario step (power grid state). The cosine of similarity is used to compare steps
in different scenarios and search for similar network states. Based on the similarity of scenarios about power grid states, it is
possible to draw conclusions about the possible development of a cascade effect in the scenario.

The scientific novelty of the work lies in the development of a method that improves the process of analyzing cascading
effects scenarios, comparing sequences of events in scenarios, and identifying similar situations for decision-making based on
existing experience. Possibilities for expanding the method are identified, using a combination of a graph neural network and
LSTM to form a complex representation of the sequence of steps in scenarios.

Conclusions. A study of approaches to the analysis of cascading effects in power grids was conducted. Based on the
conducted study, promising directions were identified that could potentially improve the process of comparing cascading effect
scenarios. To analyze and compare cascading effect scenarios in critical infrastructure (power grid), a method was developed
that uses an autoencoder model containing a developed graph neural network layer, which improves the accuracy of the
model when studying connections, the influence of component parameters in the power grid, and forms a representation of the
power grid state in the scenario step. The cosine of similarity was used to search for similar scenarios that could potentially
supplement information about the power grid state in subsequent steps of the scenario. The developed method can work with
different levels of scenario detail, which ensures its adaptability to input data.

Key words: critical infrastructure, machine learning, neural network, similarity coefficient, graphs, cascading effect, event
modeling.

IlocTaHoBKa npo6JieMu. KputrnyHa iHPpacTpyKTypa — KOMILJIEKCHA CHCTEMA, sIKa CKJIAJIA€EThCS 3 MHO-
»KUHH 00’€KiB, 3B’I3KiB Mi>)K HUMHU Ta BiZjirpa€e BaXK/JIMBY poJib [/ 3a6e3MedyeHHsI HaJlaHHS TOCIYyT B cydac-
HOMY cychisibcTBi. [IpoTAroM ocTaHHIX POKIB CK/IaAHICTD KPUTHYHOI iIHGPACTPYKTYpH 36i/1bIIYETHCH, a 36ii
B po06OTi MOB’A3aHUX CUCTEMAX MOXKe IIPU3BECTH /10 HeGE3MEeYHOro SABUILA — KaCKaJAHOTo edeKTy. BaxxinBum
06’EKTOM KPUTHUYHOI iHPPACTPYKTYPH € eJIeKTPOMepexi, siki 3a6e3ne4yloTh eJIeKTPOEHEPTiEI0 MTO6YTOBUX
CIOXXKMBayiB Ta MPOMHUCJIOBI 00’€KTU. EnekTpoMepexi € KOMIJIEKCHUMU 06'€KTaMHy, [le BUKOPUCTOBYIOThHCS
iHCTPYMEHTH MOHITOPHUHIY, 3aXUCTy Ta cTabiyizawii Mepexi Mpy BUHUKHEHHI MMOTEHIIIHHUX 360iB. Ase mo-
npH icHyro4i MiZX04W CUCTEMU € BPa3/JMBUMU [0 KacKaJHUX edeKTiB, 110 BUHUKAIOTh BHACAiI0K 3601B Ta
MPHU3BOJATD [0 TIOBHOTO YM YaCTKOBOTO 3HECTPYMJIEHHSI Mepexi (6siekayT). Ha BUHUKHEHHS Ta PO3BUTOK
KacKafHUX epeKTiB BIUIMBAIOTh Pi3HI YUHHUKHY, HANIPUKJIA/L: IPUPOAHI YMOBH, HECIIPABHICTb B 06J1a/iHAHHI,
MIOMUJIKH OIlepaTopiB. 3HECTPYMJIEHHS OY/IM B pi3HUX KpaiHax CBiTY Ta MaJsIv pi3Hi HepeyMOBH Ta HACTI/IKY,
HalpUKJIaA;

- 301 31 sunHa 2012 poky B IHAil 3HecTpyMyieHHS BIIMHYJI0 Ha 400 MinbioHiB ntofel Ta 620 Minbiio-
HiB JIoZiel BiamoBigHO [28].

- 14-16 cepnus 2003 poky B CIIA Ta KaHazi 3HecTpyMJ/IeHHS BIIMHYJIO MPUOJIM3HO HA 55 MiJbHOHIB
awoaen [20].

- 28 BepecHs 2003 poky B [TaJii 3HecTpyMJ/IeHHS BILIMHYJIO Ha PpUGJIN3HO 56 MibHOHIB srofei [27].

- 28 BepecHda 2016 poky B [liBeHHIN ABCcTpaJiii 3HeCTPyMJIEHHS CTaJ0OCA Y pe3y/bTaTi LITOPMY Ta BIJIU-
HyJs10 Ha 850 THca4 cnokuBauiB [29].

[TomkopKeHHS 06'€KTIB KPUTUYHOI iIHQPACTPYKTYpH B YKpaiHi BIJIMHY/IO Ha 3a6e3MedyeHHsT KOPUCTYBa-
4iB eJIEKTPOeHePrielo:

- 20 TpaBHs 2022 poKy 6€e3 eJIeKTPONOCTa4YaHHS 3aJUIIUI0CI TPU6JIU3HO 635,8 THCAYI CTOKUBAYiB [2].

- 14epBHs 2022 poky 6e3 eJIEKTPONOCTa4aHHS 3aJUIINI0CS TPUOAN3HO 632 THCAYI coXKKBaviB [3].

- 10 4epBHs 2022 poKy 6€3 eJIeKTPONOCTaYaHHS 3A/IUIITUI0CA TPU6In3HO 640,75 THCAY cioXKuBaviB [4].

Bifk/toueHHs1 esleKTpoeHepril 3a3BMYall HEraTHBHO BIUIMBAIOThb Ha 3asexHi iHdpacTpykTypu. Hampu-
KJI1aJ], TPAHCIIOPTHA iHpacTpyKTypa: BUHUKAIOTh NMPOGJIEMH 3 JIOTiCTUKOIO, YTBOPIOIOTHCS 3aTOPH i3 TpaH-
CIOPTHUX 3aC06iB Ha Zoporax y HaceJeHUX MYyHKTAX, 10 YCKJIAAHIOE NepeMillleHHsI HacesJeHHs. 3aTOpH Ha
Jloporax yCKJIaZHIOIOTb eKCTPEHUM CJIY>K6aM BUKOHYBATH CBOIO POGOTY, 10 MOXe 6YTH KPUTUYHUM Y TE€B-
HUX o6cTaBuHax. KpiM Toro nepe6oi B JoricTHUII HETAaTUBHO BIJIMBAIOTh HA 3aJIeXKHiI CEKTOPH €KOHOMIKH.
3MeHILIeHHS MOTYXHOCTi pOGOTH eJIeKTPOMepPeXi MOXKe BIJIMHYTH Ha pOOOTY BOJONOCTAaYaHHs. 3HKEHHS
THUCKY BOJM a60 ii Bi/ICYyTHICTb B CHCTeMi, MOTEHI[IHHO MOe MOTipIIUTH AKiCTb BoAu. Llel mporec € mpuksia-
JIOM KacKaZiHOTO epeKTy, 110 6yB MOPO/PKEHUH BiK/IIOUEeHHSM KOMIIOHEHTIB B €JIEKTPOMepexKi, a HacJaiJKu
3’ABUJINCS B IHIINX CEKTOPAX.

AHasi3 ocTtaHHiX gociimxkeHb Ta my6iikaniil. O6’'€eKTH KPUTHYHOI iHQPACTPYKTYypH Ta 3B’A3KH MiX
HHUMH ONHKCYIOTBCS 32 JJOTIOMOro10 rpady G:(V,E), ae |V| =n - KUIbKICTb BepLIHH, |E|:m - KIJIBKICTB pe-
6ep (ayr). BaaemozanexxHocTi B KpuTHuHi iHQpacTpykTypi Ki1acudikyoTbcs gk [22]:

- @iznunui. Hanpuksiag, 36id eHeprocucteM BIUIMBAaE Ha po6oTy cBiTodopiB A/ perynroBaHHSA
repexpecTs.

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 177



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 3 (18). 2025

- KibepHeTnuynuii. HanpukJiag, BiiCyTHiCTb esieKTpoeHepril NpU3BOAUTH /10 epe6oiB 3B'sI3KYy, MoTipuIy-
€TBhCsI KOMYHiKalisg MiXK 00’€KTaMU CHUCTEMH.

- Teorpadiunuii. HanpukJsaz, npy¥ BUHUKHEHHI CUJIbHUX OPUBIB BiTPY MOXKYThb OYTH MOLIKO/KEH] JiHi{
eJleKTponepejayi.

- Jloriunuit. Hanpuksiaz, npu o6MeXeHHi pyxy 1o AeSKUM MaplIpyTaxX 3pOCTA€E 3aBaHTAXXEHICTb Jopir
Ha aJIbTEPHATUBHUX MapIIpPyTax.

Po3BuTOK KackagHUX edeKTiB nozinsgeTocs Ha dpa3u [18]:

1. llonepexnus daza. BixbyBaeTbcsa noBiibHUN porpec 360iB.

2. ®asza eckanauii. 3601 CTPiMKO HOIKUPIOIOTHCS, 3aNI06iraHHS BiAK/II0YEHb CTA€E CKJIAHIIINM.

3. daza KackaZHOTO MOETANMHOI0 MPUIHUHEHHS Po60TH. llIBUAKICTL pO3MOBCIO/KEHHS 300iB CHOBIJIbHIO-
€TbCS1, 3Ha4Ha KiJIbKICTb KOMIIOHEHTIB CUCTEMHU BKE BUMILJIM 3 JIALY.

OcCKiJIbKM HEraTUBHUH BILJIMB KacKaJHUX epeKTiB Moxke 6yTH 3MeHIIeHWH Ha M0YaTKOBOMY eTalli, TOMY
JOLIJIBHO JOCJIi/PKYBATH iCHYIOUi Ta MOTeHIilHI cieHapii po6oTH iHGpacTPyKTypH NpU BUHUKHEHHI Ta po3-
BUTKY KacKaJHUX epekTiB [5-7].

Juia pocaimkenHs BaacTuBocTel rpadiB (MiHOCTI Mepexi) BUKOPHUCTOBYIOTBCS METPHUKH, SIKi 3TrpynoBa-
HO B LIicTh KaTeropii [21]:

- Kuacrepusanis (Clustering).

- 3p’asHicTb (Connectivity).

- Bigcransb (Distance).

- Ilponyckna 3gatHicts (Throughput).

- CnexTtpanbHi MeToau (Spectral Methods).

- Teorpadiuni meTpuku (Geographical Metrics).

I'padosi cnextpanbhi MeTonu (Graph Spectral Techniques) 3acTocoByrOThCs /151 yIIpaB/IiHHA BOJAOIPO-
BiIHOIO Mepexero Ta MOXKYTb 6yTH BUKOpHUCTaHi A [10]:

- BusBnenHs By3bkux Micup (bottlenecks) 3a gomomororw 3HaueHb CIIEKTPaJIbHOTO po3puBy (spectral
gap). Yum 6Gisblile 3HaYeHHSI CHEKTPAJIbHOTO PO3PHUBY, THM CTIHKIIIO € Mepexa.

- BuwmiproBanHa MminHocti (strength) Mepexi asa po36uTTa Ha migMepexi. Anre6paiuHa 3B’s3HICTH
(Algebraic connectivity) BusHayae MilHiCTb 3'€/JHaHb Mepexi i CTIHKICTh A0 3601B: YMM OGiiblie 3HAYEHHS
anre6paiuHoi 3B’s13HOCTI, TUM cTilKkimo € Mepexa. CnekTpanbHUM pasiyc a6o ingekc (Spectral radius or
Index) Moke BUKOPUCTOBYBATHCS /IJ1s1 OLiHKY PiBHA 3B’s13HOCTI Mepexi [10].

Teopist rpadiB BUKOPUCTOBYETHCS /151 aHAJIi3y BPAa3/IMBOCTENH TPAHCIIOPTHUX Mepex [17]:

1. CepeaHs BiacTanb Mix yciMma napamu BepiuuH rpady (Average distance): 4uM HIK4Ye 3HAYEHHS METPU-
KH, TUM CUJIbHIiIIA 3B’A3HiCTH [12].

2. Edextusnicts (Efficiency): yuM Bulje 3HaUeHHS METPUKH, TUM Oisblna MilHicTb Mepexi [12].

1 omiHKM MinHOCTI Mepexi MOXXK/JIMBO BUKOpHUCTOBYBaTH Average Edge Betweenness Ta Average Vertex
Betweenness: 4uM MeHIlle 3HaY€HHS METPUK, TUM Oiblia MinHicTh Mepexi [12].

TomosioriyHu# Ta ri6pUAHUN MiAXiA HA OCHOBI Teopii CKIaJHUX MepeX BUKOPHUCTOBYETHCS AJIS BU3HA-
YeHHs CTiMKOCTi Ta Bpa3/IMBOCTI B esieKTpoMepexax [9]. [y ol[iHKH XapaKTepPUCTHUK 06’€KTiB BUKOPHUCTO-
BYIOTbCSl Pi3Hi METpPUKH, Hanmpukaaz: average path length, node degree distribution, betweenness, size of
the largest component ta edpextuBHicTb Mepexi [9]. B ribpugHOMy miJixo/1i BUKOPHUCTOBYIOTBCS KOHIEMIil
3 eJIEKTPOTEXHIKU [/ TMOKpalleHHs TomnoJsoriyHoro miaxoay. [Ipy BUHUKHeHHI 360iB y QyHKILioHYBaHHI
KOMIIOHEHTIB eJIEKTPOMepeXi e/leKTPOeHepris mepeHanpaBJISETbCA BiJMOBiAHO 0 3akoHiB Kipxroda Ta
Oma, sIKi 3a3BU4al irHOPYOTHCA B TOMOJIOTIYHUX MOJEJISX, 10 MOKe MPU3BECTH [0 TOMUJIKOBUX BHCHOB-
KiB [15; 16], ockinbkK KackaZHi 3601 B eJIEKTPUYHUX MepeKax MOUIHUPIITHCS He JIOKAJIBHO, 1[0 YCKJIAIHIOE
Mpolec aHa i3y KacKaJHUX ePeKTiB.

AHaniz notoky notyxHocTi (Power Flow Analysis) BUKOpUCTOBYETbCS AJ151 aHAMi3y pO6OTH €HEProcuc-
TeMH, BiZjirpae BaXXJIMBY poJIb IPU MPOEKTYBAaHHI Mepexi, Joc/i)keHHI po60TH KOMIIOHEHTIB NpU Pi3HUX
BXiTHUX JaHUX. EleKTpoMepeka MOZeNIETHCS 3a JJONMOMOroto rpady, AKUKU CKIaJAEThCA 3: By3JiB (nodes),
0 MPeACTAaBJISAITh HaBaHTAXKeHHs (CIOXKUBAaYaMH MOXYTh OYTH MOB’3aHi KpUTHYHI iHPpacTpyKTy-
pu), reHepaTtopH, wyHTH; rizok (branches), mo npegcraBisgioTe TpaHchopMmaTopu Ta JiHil esekTpone-
penadi. [li1 KOXKHOI IIWHU OGYHUCIIOIOTHCA BEJUYUHHU (33JaHi ABi 3 UX YOTHPHOX BEJWYHWH, a iHII ABi
€ HEBiOMUMU):

1. BeimuuHu Hanpyru (voltage magnitude, |V|);

2. KyTa HanpyrH (voltage phase angle, 6 );

3. peanbHoi notyxHocTi (injected real power, P);

4. peaktuBHOI notyxHocTi (injected reactive power, Q).

Ha ocHOBI BifoMuX BeJTMYMH KOKHA i3 IIMH MOXKe 6yTH KaacudikoBaHa sk [31]: Slack bus, PQ bus, PV bus.
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Tabaung 1
KaTeropii IuH B eJIeKTpoMepe:Ki NpU Mo e /II0BaHHI
Tun muHU P Q Y| 8
Slack He 3agano He 3agano 3azaHo 3azaHo
PQ 3azaHo 3azaHo He 3amano He 3amano
PV 3ajJlaHo He 3agano 3aJlaHo He 3agmaHo
PiBHAHHA [J11 aKTUBHOI TA PeaKTUBHOI NOTY>KHOCTI BU3HAYAKTHCA AK:
N
P= Z|Vi||Vk|(Gikc058ik +B,sind,, ) (1)
k=1
N
Q= Z|Vi”Vk|(GikSln8ik - Bikcossik) (2)
k=1

ae 8, =8, —38, - pisnuna ¢pasoBUX KyTiB MiX By3/10M i Ta k.

PiBHSIHHSI TOTOKY HMOTY>KHOCTi MOXXYTb 6YyTH PO3B’sI3aHi 3a JOMOMOTrO0 YUCEJbHUX MeTOAiB. [Ipu 36i/b-
IIeHHi pO3MipHOCTI, CKJIaJHOCTI MepexXi 064YHCIIoBaIbHA CKIaAHICTh MOJIesIi 3pOCTaE, 10 YCKJIAIHIOE Po-
LleC aHaJIi3y CleHapiiB.

B ocranHi poku MamnHHe HaBYaHHA (machine learning) Ta rn6oke HaByaHHA (deep learning) cTpimko
PO3BHBAIOTHCS, PO3POOJIIOIOTHCS HOBI IMiIXOAH /151 aHAJi3y KacKaJAHUX 3601B B eHeprocucteMax [18]. OgHumM
i3 migxoiB A/ MPOrHO3yBaHHS KacKaAHUX 360IB € BUKOPUCTAaHHSA rpadoBuXx HeHpoHHUX Mepexi (Graph
Neural Networks) [8], siKi TaK0> MOXyTb BUKOPHUCTOBYBAaTHCS [IJIs1 OHJIAaHH-IIPOrHO3yBaHHS KacKaJJHUX 360-
iB B esekTpoMepexax [24]. JlocaimkeHHSI MOKa3yIOTh MepCleKTUBY BUKOPUCTAHHS TPapoOBHUX HEHPOHHUX
Mepex JJis aHai3y KackaJHUX eeKTiB B eJleKTpOMepexkax Ta MOXJIMBOCTI /AJIs1 MOKpalLleHHs pe3yJsbTa-
TiB BiZiMOBiAHO /10 MocTaBeHUX 3aa4. [/l TpeHyBaHHS Ta BaJijanil po60TH HEHPOHHUX MepeX MOTpPibHi
Habopu JaHUX, 1[0 ONHUCYIOTh ClieHapil KackaHUX edeKTiB B esleKTpoMepeskax. OCKiJIbKY JJaHi mpo po6oTy
KPUTHUYHOI iHYPaCTPYKTypH (eJIeKTpoMepek) € 06MeXKeHUMHU ab0 HeZOCTYITHUMH, TO BUHUKAE HEOOXiIHICTD
y CTBOpPEHHI IITYYHUX ClleHapiiB PO3BUTKY KacKaJAHUX eDeKTiB B esieKTpoMepekax. [t cumysnii cieHapi-
iB po60TH esieKTpoMepexi (KackaZHUX 360iB Ta IX pO3BUTOK) BUKOPUCTOBYIOThCA Gi3uyHi Mojesi Ta Mo-
BipHicHI Mozeni [14]. s aHami3y CTiHKOCTI esieKTpoMepeX B poOOTi MOXKe BUKOPHUCTOBYBATHUCSI MOJENb
KacKaJJHUX BiZIMOB 3MiHHOTO CTPyMy, IKa BKJIIOYA€ AUHAMIYHIi SBUILA, MeXaHi3Mu 3axucty [19]. Lisg Mmozmesnnb
MOXKe OYTH BUKOPHCTaHa [iJisl TeHepallii clieHapiiB po60TH esleKTpoMepeKi Mpu BUHUKHEHHI HeCIpaBHOCTI
B KOMITOHEHTaX Mepexi, [0 MOTEeHIiHO MPU3BOAUTH 0 KackaJgHoro ebekTy. [Ipu aHaisi ciieHapiiB kacka-
HUX edeKTiB B eJleKTpoMepeKax BUHUKA€E HEOOXiIHICTh B METO/AX, 1110 3a6€3MeYy0Th aHali3 Ta NOPiBHAHHSA
CIeHapiiB 3 AOMYCTUMOIO MOXHUOKOM0 /1t GOPMYBaHHS KPOKIB JJIsT MOXK/IMBOT'0 3MEHIIIEHHS HACTiIKiB Kacka-
J1y Ha OCHOBI iCHYIOYMX 3HaHb.

MeTo10 CTATTi € po3po6Ka MeToAy AJIs aHa/i3y Ta NOPiBHAHHS ClleHapiiB KackaJHUX ePEeKTiB B KDUTHUY-
Hi¥l iHppacTpyKTypi Ha NPUKIAJi eJleKTpoMepeKi, BHKOPUCTOBYIOUHM I'padoBy HEHPOHHY Mepexy Ta Koedi-
IiEHT MoAiGHOCTI. PO3p06sIeHNH MeTo/ MOKpaIlly€e MPOLeC aHaTi3y clieHapiiB KacKaJHUX ePEeKTiB, MOPiBHSH-
HS TOCJIiIOBHOCTEH MOJiN B ClieHapisix, BU3HAYEHHS MOAIOHUX CUTYaLlil JJisi MPUAHATTS pillleHb Ha OCHOBI
ICHY04YO0rO0 JIOCBiAY.

BuKJ1aZ, 0OCHOBHOI'O MaTepiany gociaigkeHHsA. OCKiJIbKY JJaHi TPo Po6OTY eJIEKTPOMEpPEXKi € 06MeXKeHH -
MM, TO BUHHKAE NMOTPeda y CTBOPEHHI CHHTETUYHUX CIleHapiiB po60oTH esieKTpoMepexi. [yisl reHepaliii cie-
HapiiB pO3BUTKY KacKaJHUX ePeKTiB BUKOPUCTOBYEThHCS aJICOPUTM, LI[0 BUKOPUCTOBYE Mo/jiesb [19] Ta ckJa-
JLAETHCSA 3 KPOKIB:

1. BU3HAYUTHU NOYATKOBI NapaMeTpPH eJleKTPoOMepexi.

. Bu3HaunTH MHOXXUHY 06'€KTIB, 1110 6YAYTH BUBEJEHI 3 JIAAY.

. 3anyCTUTH MOZieJib IOTOKY MOTYHOCTI.

. 3anyCTUTH 3aXUCHI MeXaHi3MU /iJis1 KOMIIOHEHTIB.

. BusHauuTH cTaTycu Ta napaMeTpy KOMIIOHEHTIB eJIeKTpOMepexi.
. 36eperTu pe3y/bTaTH CleHapito.

HelipoHHI Mepexi BUKOPUCTOBYIOTbCA JJisl BUSABJIEHHS CKJAQJHUX 3aKOHOMIPHOCTeN B JaHUX Ta CKJaja-
I0ThCS 3 MHO>KMHU HEHPOHIB, 1110 yTBOPIOIOTD IIapU: BXiJHUH 11ap, IPUXOBaHi lapy, BUXifiHuM map. [Ipu HaB-
YaHHI HEHPOHHOI Mepexi BUKOPUCTOBYEThCS npsiMe nomupenHs (forward propagation) Ta 3BOpoTHe MoOIIN-
peHHs (backpropagation): Ha KoXHi# iTepauii Barn Ta 3MilleHHsI MepeXi OHOBJIIOIOThCS, 1106 MiHIMi3yBaTH
noxu6Ky. [Ipu mpoekTyBaHHI HEHPOHHOI Mepeki BUOIp GYHKII aKTHBAIlil BiZiirpae BaXK/JIMBY POJib, OCKIJIbKU
KO>XHa 3 HUX Ma€ CBOi 0COGJIMBOCTI Ta BUKOPUCTOBYETHCSA B 3a/I€XKHOCTI Bij] 3aia4i Ta apxiTekTypu [11].

Ul W
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I'padoBi HelpoHHI Mepexi BUKOPUCTOBYIOThCS /151 BUBYEHHS 3B’I3KiB B JaHUX Ha 0CHOBI rpa¢is. 3aBiaH-
Hs Ha OCHOBI rpadoBUX JaHUX MOXYThb OyTH KJacudikoBaHi y HactymnHi kKateropii [25]: Node Level Task
(3aBpanHsa piBHA By3Ja), Edge Level Task (3aBranns piBHs pe6pa), Graph Level Task (3aBganns piBHA rpada).

3aBAaHHA piBHA By3J1a JIIATHCA HAa YOTUPH KaTeropii:

- Knacudikania BysniB (Node classification) - Bu3HadueHHs KJaciB By3JliB Ha OCHOBi iXHiX 03HaK Ta
3B’A3KIB.

- Perpecis BysniB (Node regression) - nporHo3yBaHHs YHCJI0BUX 3HAYEHbD JJIsT BY3JIiB.

- Kuacrepusanis BysuiB (Node clustering) — mozis By3/1iB Ha KJlacu Ta TpynyBaHHS BY3J1iB 3 MOAIOHUMHU
XapaKTePHUCTUKAMHU.

- BusaBsienns aHomauii By3niB (Node anomaly detection) - inentudikanis By3niB rpada, saki Biapisns-
I0ThCS BiJj BU3HAYEHUX XapaKTEPUCTHUK.

3aBjaHHs piBHSA pebpa MOAI/AITHCSI Ha KaTeropii:

- IlporHosyBanus 3B’s13kiB (Link prediction) - BuU3HaueHHs HMOBIpHOCTI cTBOpeHHs pebpa MiX ZBoMa
BY3JIaMH{ Ha OCHOBIi CTPYKTYpH rpada Ta XapaKTePUCTHK BY3JIiB.

- Knacudikanisa pedep (Edge classification) - mporaosyBaHHs KJacy aJjist pedep B rpadi (Hanpukiaz, Ka-
Teropist abo cratyc pebpa).

- Perpecis pe6ep (Edge regression) - 3aBjlaHHsI NPOrHO3YBaHHS YMCJI0BUX 3HAYEHb [1J1s1 pebep y rpadi.

- Kunacrepuzanis pedep (Edge clustering) — rpynyBaHHs1 oii6HUX pebep y rpadi B KJacTepu Ha OCHOBI
IXHIX XapaKTepUCTHUK.

- BusaBsienns anomanbHux pebep (Edge outlier detection) - BusHaueHHs pebep y rpadi, fki BiapisHs-
I0ThCS BiJ| XapakTepyucTHUK y rpadi (Hanpukiaz, He3aBU4YaliHi 03HAKHU 260 3B’SI3KH).

3aBaHHA piBHA rpada BH3HA4YAOThCA Ha piBHI 1imux rpadis (perpecis, kiacudikaiiisi, BUCHOBKU s
rpady a6o nigrpady).

OcHoBoto rpadoBux HelpoHHUX Mepex (GNN) € ¢peliMBopk nepesadi nosifomyieHb (message-passing
neural network) - npouec iTepaTuBHOI nepegadi nmosizoMaeHb Mk By3/aaMu Ta arperanii iHpopmanii Big
iXHiX cyciaiB, 1[0 K03BOJIsIE MOJeJi pO3yMiTH KOMIIJIEKCHI 3B’SI3KM Ta 3aJIeXKHOCT] B laHUX Ha OCHOBI rpa-
diB [13].

®peliMBOpK Nepegayi MOBiJOMJIEHD CKJIAJIAETHCS 3 HACTYNTHUX KPOKiB:

1. Arperaris noBigomeHb (Aggregation of messages).

KoxxeH By30J1 BUKOPUCTOBYE QYHKIIO A/ CTBOPEHHS MOBiJJOMJIEHHS [IJIsT KOXKHOTO CYCiZIHBOTO BYy3Ja.
1 KOXKHOTO By3Jia V 36UpaeThcs iHpopmallis Bifg Horo cycigHix BysiB N(v) . ArperoBaHe NoBiZjOMJIEHHS
m, )i By3Jla v 0OGYMC/IIOETBCA K arperyBaHHs iHopMauii Bif cycijHix By3.iB.

m, :aggregate({hu,ueN(v)}) (3)

2. OHoBsienns (Update).
OHOBJIEHHS Tpe/CTaB/JIeHHs By3/1a h, Ha OCHOBi arperoBaHOro MOBiJJOMJIEHHS M, Ta IMOTOYHOIO INpeJ-
CTaBJIeHHS By3Jla h, BUKOHYETbCS 3a JONOMOror0 QpyHKIi:

h, =update(h,,m, ) 4)

Bubip ¢yHnkuii aggregate, update Ta kizibKocTi iTepaniit 3anexuThb Bif apxiTekTypu GNN. IcHytoTh pis-
Hi apxiTekTypu rpadoBUX HEHPOHHUX Mepex, fKi MalTb cBoi 0co6sMBOCTI [26]. [Ipu 3HaYHOMY 36iJb-
meHHi mMUOUMHU rpadoBoi HelpoHHOI Mepexi (KiJbKOCTI wWapiB) BUHUKAE HaJMipHe 3IJIaJKyBaHHS
(oversmoothing) [23], ike HeraTUBHO BIJIMBA€ Ha PO6OTY MoAei.

MeTo/, BU3HAUYeHHS NOAIOHUX CUTYalild B eJleKTpoMepexi AJis NOIYyKY MOXJIWBUX ClieHapiiB pO3BUTKY
KaCKaIHOT'0 NIpolLlecy /il IPUHHATTA pillleHb CK/IaJa€ThCA 3 HACTYIHUX KPOKIB:

1. BusHauuTH BXiJHi aHi Mepexi.

2. BukopucTtaTu Mojesb aBTOeHKoJepa A/ GOpMyBaHHsS IpeJCTaBJeHHS eJleKTpoMepeXi B MOMEHT
yacy B cueHapil.

3. 3HaliTU MOZi6HI CTaHU esieKTpoMepexi B CleHapisxX: MOpIBHATHU JaHi 3a AomoMorow KoedilieHTy
MOAi6GHOCTI.

Bxiani gani. KoxxHa 1m1MHa i Ma€ 03HaKu:

- YucTa aKTUBHA NOTYKHICTb ( P,) BU3HAYa€TbCA K Pi3HULA MiX peajbHOI0 NOTYKHiCTIO (Pgi ), o re-
HepyeThbCsl Ha Lid WIKHI, Ta peajbHOK MOTYXHICTIO ( P, ), 110 CIIOXXMBAEThHCSI HABAHTAKEHHAMH, AKI MiJKJII0-
YyeHi 10 Hel.

- Uwucra peakTHBHA NOTYKHICTb (Q,) BUSHAYAETHCA SIK PI3SHUIS MK PEAaKTUBHOIO MOTYXHicTIO (@, ), o
reHepyeTbCs Ha Wil IIKHI, Ta peaKTHBHOIO NOTYHIcTIO (@, ), 0 CNIOKUBAETbCA HAaBAaHTA>KEHHAMH, AKI Hif-
KJII0UeHi 0 Hel.
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- Besnuuna vanpyru (Vm,).

- Kyt nanpyru (Va,). .

KorkHa risika, o 3’e/JHy€e IKUHU | Ta /] Ma€ 0O3HAKU:

- Pf: peasibHa NOTYXHICTB, sIKa MOXO/IUTH BiJ| IMHU [ HAa MOYATKY CiIKH.

- Pt: peasibHa NOTYXHICTb, KA HAXOAUTh Ha KHY J B KiHI MKW

- Qf: peakTHBHA MOTYXHICTb, IKa HOXOAUTD BiJi IMHU | Ha MOYATKY TiJIKH.

- Qt: peaKTHBHA NOTYXHICTb, IKa HA/IXOAUTh Ha KHY J B KiHI MiJKu.

JlonaTKoBO JJ151 aHa/Ii3y MOXKYTb Jl0faBaTHCS O3HaKa, L0 BiloOpaka€e CTAaH KOMIIOHEHTA CUCTEMH.

Mopaesib aBTOEHKOAEpa AJis1 GopMyBaHHA NpeAcTaBJIeHHA KPOKY cueHapiro. /g dopMyBaHHA npej-
CTaBJIEHHS NP0 CTaH POOOTH eJleKTpOMepeXi B MOMEHT 4acy ClieHapilo BUKOPUCTOBYETbHCSI MO/JleJlb aBTOEH-
kozepa. EHKo/iep CK/1ala€ThCs 3 IBOX BXO/IB, 1110 06p06.II0I0Th JjaHi Ipo BeplIMHU Ta pebpa rpada: X e R” -
indopmaris npo osxaku Bepmnt ta E € R” - inpopmauis npo o3Haku peGep:

- Iadopmaris npo BepmInHU z, € R",M<D

2, =0, (W, X +Db,) (5)
- Indopmauis npo pebpa z,,eR",M<D

2, =0, (W.E+b,) (6)

[licns momepegHbOi 06POOGKHM Ta 3MEHIIEHHS JJAHUX JaHi Mpo BEPIIMHU Ta pebpa 00'€AHYIOTbCS JJs
06pOO6KH B CHIJIBHOMY II1api Ta BUBYEHHS 3aKOHOMIPHOCTEN:

Zshared :Zex ” Zee (7)

JlaHi IOCTYNOBO CTHUCKAIOTHCA 0 BU3HAYEHOTO PO3Mipy Z,,, 3a JOMOMOTOI0 MOC/JAiJOBHOTO 3MEeHIlIeHHs
PO3MIipHOCTI WapiB.

Jlexozep BiAHOBJIIOE CTUCHEHE NIPE/ICTABJIEHHS Z
PO3MIpHOCTI JJaHUX: R

- Indopmanis npo BepmuHU X :

A0 NMMOYaTKOBUX JaHUX Yepe3 IIOCTYyIIoBe 36i/IbLIEeHHSA

emb

X =6, (WyZ s + Do) (8)

dx“ shared
- Indopmaris npo pebpa E:
E=c, (Wdezshared + bde) 9

Pe3ysnbTaTH OLiHIOIOTHCS 32 AgonomMoroto ¢yHkuii BTpar (loss fucntion), sika ckiaZaeThbes 3 ABOX GYHKIIN
BTpaT:
[ToMusIKa MpH BiTHOBJIEHHI 03HAK BEPIIUH Ta pedep:
N

MeanSquared Error :%Z(xi -y) (10)

i=1

[ToMusika npu BiJHOBJIEHHI CTATYCiB BEPUIMH Ta pebep:
Binary Cross Entropy Loss :—[y,. *log(x,)+(1-y,)*log(1-x, )] (11)

Mogiesib aBTOEHKOIEPA, sIKA CKJIAAAETHCS 3 JIIHINHUX IIapiB, MOXKe MAaTH CKJIAJHOLIi MPpU BUBYEHHI 3B’s13-
KiB Ta B3aEMOBILJINBY KOMIIOHEHTIB eJieKTpoMepexxi. [/ HaB4aHHSA, BaJlijlanil Ta TeCTyBaHHs Mo/ieJli Oy/Iu
3reHepoBaHi clieHapii po6OTH eJIEKTPOMEPEKi, 10 CKIAAETHCA 3 9 IIUH.

[Ipy BcTaHOBJIEHHMX 3HAYEHHSX NapaMeTpiB: po3Mmip mnpeacraBieHHs Embedding Size = 80,
Epoch = 500 momusika Ha gaHux Juig TpeHyBaHHs (Train Loss) = 0.2530, moMuJiKa Ha JaHUX AJis Bastiganii
(Val Loss) = 0.2699, noMusika Ha faHux AJs tectyBaHHs (Test Loss) = 0.2702. KoedinieHnT fetepminanii guis
BepunH R’ (nodes) = 0.7830, koediuienT netepMinanii 415 pecep R’ (edges) =0.6755.

Juis po60TH 3 JAaHWMHU y BUIVIAAL rpady BUKOPUCTOBYIOThCSA rpadoBi Mepexi, siki MOTEHL[iHHO MOXYTb
Kpaiie 06po6JoBaTH 03HaKH rpadis. B Mogesi BUKOPUCTOBYEThCS KOMOiHALiA i3 JiHIHHMX apiB Ta mapis
Ji1s1 06po6ku rpadis.
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encoder_node decoder_node

Y
¥

encoder_shared embedding decoder_shared

encoder_edge decoder_edge

Puc. 1. ApxiTeKTypa aBTO€HKOJepa, 110 06p06/II0E BEpUIUMHY Ta pebpa eJleKTpoMepexi

Training and Validation Loss Over Epochs

—— Training Loss
1.6 ——— Validation Loss

144

124

1.0 1

Loss

0.8
0.6 4

0.4 \

0.2

Epoch

Puc. 2. 'padik 3MiHM NOMUJIKH MiJ, Yac TpeHYBAaHHSA MOAeJIi Ha JaHUX /JiJisl TPeHYBaHHA Ta Bajiganii
(Embedding_Size=80)

Ha BxiJ aBTOEHKOZepa NoJAEThCSA Ipad, 10 XapaKTepU3YEThCA:

1. O3HaKaMU BeplIKH, 1110 BU3HAYAETHCSA MAaTPULEIO.

2. O3HakaMu pebep, 1110 BUSHAYAETHCS MaTPHULEIO.

3. Cniucok pebep, Ki 3'€AHYIOTb BEPLUIMHMU.

JlaHi npoxoaaTh yepes LIapy, Ki alanToBaHi A/ po6oTu 3 rpadamu. B pe3ynbTaTi oTprUMaHe NpeCcTaB-
JIeHHS laHUX Yepe3 JeKoJiep BiITBOPIOE Tpad, 110 CKIAAAETHCA 3 03HAK BePILUUH, 3B’A3KiB Mik pebpaMu, 03-
Hak pe6ep. [Ipu gocaifpKxeHHi po60TU apaMeTpiB 00’€KTIB esieKTpoMepexi JOLiIbHO CTBOPUTHU LIap, AKUN
MOXKe No€eAHATH iHdopMallilo Npo B3aEMOJiI0 BepiIuH Ta pebep B rpadi. Po3pobaenuit rpadoBuil map ckia-
JlAa€ThCS 3 HACTYNHUX KPOKIB:

Kpok 1. BusHauynTu MHOXKHHY 03HAK X, sIKi 6yAyThb Nepe/aHi 0 LiIbOBUX BEPLIUH

Kpok 2. BusHauuTH MHOXUHY O03HaK pebep edge_attr , AiKi 3'€JHyI0Tb BepIIMHHU J Ta i .

Kpok 3. 3acTocyBaTu JiiHiliHe NepeTBOPEeHHS 10 MHOXKHMHU 03HAK BepLIKH Ta pebep.

*W! .. +b

Iin_node :Xnades nodes (12)

nodes
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' MNode

LinearLayer Features

GraphLayer »| GraphLayer »[ Embedding » LinearLayer » LinearLayer Edge
connections

) Edge

LinearLayer Features

Puc. 3. ApxiTeKTypa aBTOeHKO/epa 3 IapaMH AJ1s1 06po6KM iHdopMalii mpo eJJeKTpoMepexy,
sIKa BU3HA4YeHa 3a J40I0Morolo rpadga

ne lin_node - MaTpuus JiiHIAHOTO EPETBOPEHHS 03HAK BEPLIMH Tpady, X,
wuH, W_. - BaroBa MaTpHUId i3 napaMeTpaMu /i1 HABYaHHS, b

nodes

nodes BXiZlHA MaTpHLAd 03HAK BeEp-
— BEKTOp 3MillleHHS.

nodes

+ bedges (1 3)

Ae lin_edge - MaTpHLs JIIHIHHOTO NIePeTBOPEHHs 03HAK BepiuuH rpady, X,, . - BXilHa MaTpULs 03HAK Bep-
wuH, W, . - BaroBa MaTpUI i3 MapaMeTpaMu [Jist HABYAHHS, b, , — BEKTOD 3MillleHHs.

Kpok 4. CpopMyBaTH N0BiJOM/IEHHS, SIKi 00’€IHYIOTh NepeTBOPEHI 03HAKU BEPLIMH Ta pebep.

lin_edge=X,, *W.

edges edges

Messages =X, * VVnZdes + D00 TX edges * VVedes + bedges (14)
Kpoxk 5. Arperariisi noBiZjoMsieHb JJIsi KOXKHOI BEPILMWHM i BiJ| CyCiZiHiX BepIIHH.
Aggregate, (Messages ) =Y. Messages, (15)
Kpok 6. O6'eiHaTH arperoBaHi NoBiZjoMJIeHHS 3 TOYAaTKOBUMH 03HAKaMH BEPILIUHHU.
Concat_data=X,,,,. ||Aggregate,(Messages) (16)
Kpoxk 7. 3acTtocyBaTu JiiHiliHe TepeTBOpPeHHS /151 GOPMYBaHHS Pe3y/bTYIOUOr0 pe/CTaBIeHHs.
Embedding Nodes =Concat_data* W,fmbeddmgﬂodes + bEmbeddingﬁNodes 17)

[Tpu Heo6xifHOCTI i3 BUXiZAHOTO NpeJiCTaBJeHHS MOXX/IMBO BUOKPEMUTH NpeJiCTaBJeHHs pebep JJis nepe-
Jladi Ta 06pO6OKH B HACTYTHOMY LIapi:

Edges Features :Embedding_Nodes[source_index] | |Embedding_Nodes[destination_index] (18)

+b

Edges_Features

Embedding Edges =Edges Features*W,

Edges_Features (1 9)

[Ipy BUKOpHUCTaHHI KOMIIJIEKCHOTO Ipe/cTaBaeHHs iHpopManii npo BepiiMHU Ta pe6paxX y BepLIMHAX Ta
BUKOPHCTAaHHI B HacTynHoMy Liapi npu 3HadeHHi Epoch = 1000 nomusika Ha AaHux Ass TpeHyBaHHA (Train
Loss) = 0.0003, nomusika Ha gaHux Aus Bamiganii (Val Loss) = 0.0001, moMu/ika Ha JaHUX A/ TECTyBaHHSA

(Test Loss) = 0.0001. lnst Bepune R* (nodes) = 0.9981, ans pebep R’ (edges) = 0.9719.
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JJia o6uMcieHHs NpeJcTaBJeHHA NIpo rpad B MOMEHT CLeHapilo 3acTOCOBYETbCA MeXaHi3M MyJiiH-
ry (graph-level pooling) nns arperanii o3Hak BepiuH, o 6ysau orpuMani B Embedding mapi. Hanpuxkinag,
global_mean_pool o64uncitoe ycepeHeHH] 3HaueHHs 03HaK BepliuH rpadis B makeTi (batch).

IlopiBHAHHA CTaHy eJIEKTPOMepe:XKi B MOMEHTaxX cueHapiiB. /Iy BU3HaYyeHHs MoJi6HOCTI npeacTas-
JleHb TpadiB BUKOPHUCTOBYETHCA KOCUHYC NMOAIOHOCTI, AKUN 0GUUCIIOETHCA K KOCUHYC KyTa Mi>XX HEHYJbO-
BUMH BekTopaMu. [Ipu 3HaveHHi kyTa 0 rpasyciB KOCHHYC MOAIGHOCTI AOPiBHIOE 1 — OTHAKOBUH HAIPSIMOK,
MaKCHMaJibHa NMOZAiGHICTh; TpH 3HaYeHHi KyTa 90 rpazyciB KOCMHYC MoAi6HOCTI AopiBHIOE 0 — BEKTOPH OpPTO-
rOHAJIbHI, BiICYyTHICTB MOAIGHOCTI; AilaMeTpasbHO HaNpaBJeHi BEKTOPU MalOTh Noi6HicTh -1 [1].

A-B
O[] o

e A-B - 106yTOK BEKTODIB, ||A||, ||B|| - JIOBKMHA BeKTopiB A, B BiANOBiAHO.

[Ipu BU3HaAYeHHi MOMIGHOCTI CTaHIB eJleKTpoMepeXi B ClleHapisX MOXKJIHMBO BBECTH T'PaHUYHI 3HAYEHHS
JUIs1 BA3HAYeHHs PiBHS MOZAiGHOCTI.

[Ipu BusiBJIeHHI NOZIGHUX CTaHIB eJleKTpoMepexi B iCHYI0UHX ClieHapisiX eKcnepT MoXe 3p03yMiTH MOX-
JIUBUH PO3BUTOK KacKaJHOTO ePeKTY, MOJUBUTHUCS, K Aii Oy/iM BUKOHAHI, XapaKTepPUCTUKU KOMIIOHEHTIB Ta
NpUUHATH pileHHs. [Ipe/icTaB/IeHHs PO XapaKTePUCTUKH eJleKTpoMepeXi MOXKyTb 6YTH BUKOPUCTaHI A5
dopMyBaHHsA 6a3y 3HAHBb, 110 NOJIETUHUTD MPOLeC PO3yMiHHSA NpeJIMeTHOI 06J1acTi Ta CTBOPUTD MOKJIUBICTb
JUJIA IO/a/IbIIOr0 aHaJi3y.

O6po6Ka MOCaAiJOBHOCTI cTaHIiB enekTpoMepexi. [Ipu popmasnizanii cienapiiB kackagHux edekTiB
B eJIEKTpPOMeEpeXi y BUIJIAAI MOCHiOBHOCTEN rpadiB 3 4aCOBOKW CKJIAZI0BOI0 BUKOPUCTOBYIOTHCS CTATUYHI
rpadu - cTpykTypa rpady He 3MiHIOETbCS i3 YacoM, ajie 03HaKU 3MiHIOIOThCS. [Ipy aHanisi nociigoBHOCTEN
CTaHiB esieKTpoMepexi o rpadoBoi HelipoHHOI Mepexi fAofaeTbes 60k LSTM (Long Short-Term Memory).
OckisnbKHU creHapili MOXKYTb CKJIQZA@TUCA 3 Pi3HOI KIJIBKOCTI KPOKIB, TO [OLIJIBHO BUKOPUCTOBYBAaTU MacCKy
MpY BUPiBHIOBAHHI JIOBXKUHMU MOCJIiJTOBHOCTEH Ta irHOpPyBaTH AOMOBHEHI JJaHi mpu po60oTi Moze.i. Lle momos-
HeHH$ [103BoJIsi€e GOPMYBATH PECTABJIEHHS NPO NMOCTIOBHICTb CTAaHIB eIeKTPOMEpPEXi.

BucHOBKM. B pe3ysbraTi poBeieHHs AOCTiKeHHS 6y/10 pO3p0o6IeHO MeTO/, /11 aHaJli3y Ta NOPiBHSH-
HA clieHapiiB KackagHux epeKTiB B KpUTUUHIN iHGpacTPyKTypi Ha npHUKIaZi esekTpoMepexi. [yisi BUBYEH-
HA 3B’A3KIiB Ta BIJIMBY IlapaMeTpiB KOMIIOHEHTIB B eJleKTpoMepexi O6ysio0 po3pobseHo map rpadoBoi Hel-
POHHOI Mepexi, 1110 MOoKpalllye TOYHICTb poOOTH MoJesi aBToeHKoZepa GpopMyBaHHS NpeJCTaBJeHHs Mpo
CcTaH Po6oTH esieKTpoMepexi. [[oyK CX0XUX ClieHapiiB, BHKOPUCTOBYIOYH KOCHHYC MO/[iGHOCTI, MOTEHIIiIHHO
Jl03BOJISIE IOKPAIIUTH NPOLeC MPUHAHATTSA pillleHb Ha OCHOBI icHy104oT0 A0CBiAy. Po3po6ieHnit MeToz MoXKe
NpaloBaTH 3 Pi3HUM piBHeM JeTasisanii clieHapiiB: MOpiBHIOBAaTU OAMH KOHKPETHHUM KpOK CLeHapiiB 4u
MOC/iJOBHOCTI KPOKIB B CIjeHapisX, 1[0 3abe3neuye HOro aJaiTUBHICTD 0 BXiIHUX JaHUX B 3aJI€XKHOCTI BiJl
LiJled KopucTyBaya.

Training and Validation Loss Over Epochs

Training Loss
—— Validation Loss

1.00 1

Loss.

o] 200 400 600 800 1000
Epoch

Puc. 4. 'padik 3miHnu nomusiku nij yac tpeHyBaHHs Mogei (Embedding Size = 45) Ha gaHux
JAJISA TPDEHYBaHHSA Ta BaJijanii, BUKOPUCTOBYIOYH PO3p0o6JeHN map A/ rpadoBoi Mepexi B eHKogepi
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METO/l CTPYKTYPOBAHOTI'O BIPOBAJKEHHA XMAPHOI IH®OPACTPYKTYPU

AHomayis. YkpaiHcoku nidnpuemcmea dedasi akmuseHiwie enposadicyromes xmapHi cepeicu (XC) sik ocHogy 6i3Hec-
npoyecis. [I[pome subip onmumanvHoi KoHgizypayii XC mae cmpameziyHe 3Ha4eHHs, OCKiIbKU y NIOCYMKY 8U3HA4UMb pigeHb
eumpam Ha IT-ingpacmpykmypy, npodykmusHicms i macwma6oganicme IT cucmem. A makoxc, dodamkoso Ha 6e3nexy
daHux Ui 8idnogidHicmb pezyasimopHum sumozam. [lpome npoyec npulinammsi piwieHs y yili cdhepi € Had38u4atiHO CKAATHUM.
Ile nog’asano 6azamokpumepiaabHum xapakmepom 3adaui. Ocobu sika nputimae piweHHs y npoyeci subopy XC 3a3zeuyail
oyiHwe cynepeuausi gumoeu. Kaacuuui memodu 6acamoxkpumepianvHoi onmumizayii He 3aedxicdu 3damui epaxyeamu
cy6'ekmugHi npiopumemu ma Heyimko cgopMy/nb08aHI 8UMO2U («NPUliHAMHA 8apMicmby, «8UCOKA 6e3neka», «doCmamHs
MmacuwmabosaHicmby). BionosidHo ye 3Husicye npakmu4Hy npudamuicms makoi onmumisayii.

Memoto danoi po6omu € cunmes modesell, siki 30amHi noedHamu opMabHi KiAbKICHI NOKA3HUKU ma ekcnepmui
CyOceHHsl, 3a6e3neyyryu 36a1aHCO8aHUL 8UBID.

Memodoso2ia. Y cmammi 3anponoHogaHo iHmezposaHy modesw, ska o6€dHye anapam Hewimkoi soeiku (H/I) 3
CYYACHUMU e8ONIYIIHUMU aszopummamu 6azamokpumepianvhoi onmumizayii (NSGA-IIl ma MOEA/D). /las oyiHroeaHHs
a/1bmepHamue 3acmoco8aHo cucmemy Heuimkux @yHKYill HasiexcHocmi ma mexaHism azpezayii 3a memodom MamodaHui. Lle
doseoaus0 adekeamuo opmanizysamu akicHi ma Heuimki kpumepii. Ha emani onmumizayii popmyemo mHosxcuHy Illapemo-
ONMUMA/bHUX pilleHb, siIKka 8i006pa3ums KOMNpoMic Mixe pi3HUMu sumozamu. [las nidsuujeHHs iHmepnpemosaHocmi ma
3pyuHocmi 8ubopy 8 xo00i docaidxnceHHs ompumaHo [lapemo-MHOKNCUHY 000AMKOB80 PAHHMCOBAHO 3d 0ONOMO20H0 Memody
Heyimkozo aHanizy iepapxitl (Fuzzy AHP - FAHP) ma ¢gynkyii 6axcanocmi. 3anponoHogaHa mModeab 8 yinomy 3abesneyye
KOMNJ/eKCHe 8paxy8aHHs sIK MexHIKo-eKoHoMIYHUX napamempie XC, mak i cy6’ekmusHux npiopumemis ocobu, sika nputimae
piwenHs. E¢pekmusHicmv modesi niomeepdiceHo 06uuca8asbHum ekchepumenmom (OE).

Haykoea Hosu3Ha. Pesyremamu OE npodemoHcmpysaau nokpaujeHe nokpumms Ilapemo-gppoHmy ma suwy sikicmo
iHmepnpemayii piweHs y nopieHsiHHI 3 mpaduyiliHumu memodamu onmumizayix cmpykmypu XC 045 nionpuemcma.

BucHogku. [IpedcmassieHa Modeib Modsice Gymu 8uKopucmaHa ik iHcmpymenm niompumku nputinamms piweHs y cgepi
ynpasainua IT-ingpacmpykmyporo nidnpuemcms, cnpusiio4u nidsuweHHo 06rpynmosarHocmi ma adanmusHocmi aubopy XC.

Kawuosi cnoea: xmapHi cepgicu, 6azamokpumepianvHa onmumizayis, @dyHkyii Hazexcnocmi, NSGA-11I, MOEA/D,
Ilapemo-onmumaavHicme, egoaoyiliHi anzopummu, Modeab 8UOODY.

Mykhailo KHOMCHAK, Sergiy GNATYUK. STRUCTURED METHOD OF CLOUD INFRASTRUCTURE
IMPLEMENTATION

Abstract. Ukrainian enterprises are increasingly adopting cloud services (CS) as the foundation of their business
processes. However, selecting the optimal CS configuration has strategic importance, as it ultimately determines the level
of IT infrastructure costs, performance, and scalability of IT systems, as well as data security and regulatory compliance.
The decision-making process in this field is extremely complex due to its multi-criteria nature. A decision-maker involved in
the selection of CS must usually evaluate conflicting requirements. Classical methods of multi-criteria optimization are not
always capable of accounting for subjective priorities and vaguely defined requirements (e.g., “acceptable cost,” “high security,”
“sufficient scalability”). Consequently, this reduces the practical applicability of such optimization approaches.

The purpose of this study is to synthesize models capable of combining formal quantitative indicators and expert
judgments, ensuring a balanced decision-making process.

Methodology. The article proposes an integrated model that combines fuzzy logic (FL) with modern evolutionary algorithms
for multi-objective optimization (NSGA-1II and MOEA/D). To evaluate alternatives, a system of fuzzy membership functions
and an aggregation mechanism based on the Mamdani method were applied. This approach enabled the formalization of
qualitative and vague criteria. At the optimization stage, a set of Pareto-optimal solutions was generated to represent the
trade-offs between different requirements. To enhance interpretability and convenience of selection, the obtained Pareto set
was additionally ranked using the Fuzzy Analytic Hierarchy Process (Fuzzy AHP - FAHP) and the desirability function. Overall,
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the proposed model provides a comprehensive consideration of both the technical-economic parameters of cloud services
and the subjective preferences of the decision-maker. The effectiveness of the model was validated through a computational
experiment (CE).

Scientific novelty. The results of the CE demonstrated improved Pareto front coverage and higher interpretability of
decisions compared to traditional optimization methods for CS structure selection in enterprises.

Conclusions. The presented model can be used as a decision-support tool in enterprise IT infrastructure management,
enhancing the justification and adaptability of cloud service selection.

Key words: cloud services, multi-objective optimization, membership functions, NSGA-11I, MOEA/D, Pareto optimality,
evolutionary algorithms, selection model.

IlocraHoBKa npo6seMu. B ymMmoBax nudpoBoi TpaHchopmaljii koMnaHiil Ta nignpUEMCTB XMapHi cepBi-
cu (pani - XC) Bce yacTille po3misiZaloTh K FOJIOBHY CKJIaJoBy KopnopaTuBHoi IT-ingpacTpykTypu. Bubip
onTuMasbHOl koHoirypauii XC Mae cTpaTeriyHe 3HaueHHs. Lle moB’s13aHo 3 TUM, 1110 apxiTekTypa XC BIJIMBaE
Ha BapTicTb BoJoAiHHA [T-pecypcamMy, NpoJyKTUBHICTb Gi3Hec-MpoLeciB, piBeHb 6e3NeKH JaHUX, BiMOBiA-
HICTb PeryJsiTOPHUM BUMOTaM Ta FHYYKiCTb MaciiTabyBaHHA. OfHAaK NPUHUHATTSA TaKUX PillleHb € CKJIaJHUM
yepe3 HaAsBHICTb YUCJAEHHUX CylepeuyJnBUX KpuTepiiB. Takok Ha BUOIp BIJIMBAIOThb HeBU3HA4YeHICTh 30-
BHIIIIHBOTO Cepe/loBHIIA Ta Cy0'€KTUBHUI XapaKTep eKCIePTHUX OLiHOK JOLi/IbHOCTI KOMIIOHEHTIB apXiTek-
Typu XC [4].

[lonepenHi pe3ynbTaTy LOCAiJKeHHS, cipsiMoBaHi Ha ¢opmaJiizanito MaTeMaTU4HOI Mozeai Bu6opy XC
Ha OCHOBI iHTerpauii HeuiTkoi JIOTiKM Ta MeTOJiB 6GaraTOKpUTepiaJbHOI onTUMi3alii, 6y/M npejcTaB/eHi
y [3]. Y Tiii po6oTi 6yJ10 30CcepeakeHO yBary Ha MeTO/[0JIOTIUHUX aclleKTax No6yA0BU MO/ieJli Ta ONKCi mpolie-
Ayp onTUMi3auii. Y faHii cTaTTi MM pO3BUBAEMO 3aIPONOHOBAHUH MiJIXi/, pO6/ISYU aKIleHT Ha PO3LIUPEHO-
My CTaTUCTUYHOMY aHaJ/i3i OTpUMaHUX pe3y/abTaTiB, eMIipUyHil anpobalii MeToAy Ta iHTepHpeTaLii npak-
TUYHUX HACJAIAKIB /15 MIATPUEMCTB.

HoBu3Ha npoBeseHOr0 AOCIIP)KeHHs TMOJISATa€ y TOMY, 110 Ha BiAMiHy BiJ momnepefHboi po6oTH [3], 30-
cepeaxxeHol Ha nobyoBi Ta dopMmanizanii Mozesi, y il cTaTTi Boeplie NoAaHO pe3y/bTaTH ii NpUKIaLHO]
anpob6arnii. BUKOHaHO KOMIIJIEKCHUM CTaTUCTUYHUH aHaJli3 pillleHb, OTPMMAaHUX i3 3aCTOCYyBaHHSM aJTOPUT-
MiB NSGA-III Ta MOEA/D, 1m0 fasio 3Mory BUSIBUTH BiAMIHHOCTI y piBHOMipHOCTi po3noziny [lapeTo-dpoHTY
Ta YyTJUBOCTI MoAeJi 10 Bapialii BaroBux koedinieHTiB. [[pakTU4HA 3HAYYLiCTh AOCAI>)KEHHS NMiATBEPXKY-
€TbHCS MOXJIMBICTIO BUKOPUCTAHHS MeTOLY AJis HiATPUMKHU pilieHb y chepi BUGOpY Ta HasnamTyBaHHA XC
MiANPUEMCTB, [ie HeoOXiJHO 3a6e3MeYuTH H6aaHC MiXK BapTiCTIO, HaAiHHICTIO Ta MaclITa60BaHICTIO CUCTEMU.

IlocraHoBKa npo6seMu. [linnpreMcTBa, fiKi BnpoBafAxyoTb XC, CTUKAIOTbCS 3 HEOOXiJHICTIO BUOODY
onTUMasbHOI KOHirypanii cepesi BeJUKoi KiJIbKOCTI aJibTepHAaTUBHUX Mpomno3uLiil. Lleit Bubip ycknagHe-
HO GaraTokpuTepiaibHicTIO 3afayi. To6TO, 0fHOYACHO MOTPiIOHO BpaXOBYBaTHU BapTiCTh, NPOAYKTUBHICTD,
MaclITaboBaHiCTb, piBeHb 6e3MeKH, HaAilHICTh Ta iHIII mapaMeTpH, fKi 4acTO MalTh CylnepedyrMBUU Xa-
pakTep. JJoAaTKOBY CKJIaJHICTb CTBOPIOE HEBU3HAYEHICTb BXiAHUX JaHUX i CyO'€KTUBHICTb €KCIEPTHUX
OLiHOK, sIKi BUpa)keHO y HeuiTkill ¢opmi BuMor no XC. TpaguniliHi MeToAu onTUMi3alii MOBHOIO Mipoio He
3a6e3Me4yoThb J0CTaTHbOI THYYKOCTi A/ poOOTH 3 TakKUMHU yMoBaMHU. OTKe, IOCTA€E NMpobieMa po3poOKU
iHTerpoBaHoi MoJieJli, 3JaTHOI MOEAHATU HeuiTKy ¢opMaJlizaliito KpuTepiiB 3 eBOJIIOLIHHUMU MeToaMU ba-
raToKpuTepiaJbHOI onTUMisanii A9 GpopMyBaHHA MHOXXHMHU OOI'PYHTOBAHHUX aJbTepPHATHUB Ta MOAAIBLIOTO
paHXXyBaHHA pillleHb 3 ypaxyBaHHSAM NPiOPUTETIB 0cOOH, 1110 TPUHMAE pillleHHS.

Omiaj momepejHixX AocaifeHb. 3a OCTaHHI poku mnpobJsiemaTtruka Bu6opy XC Habysna 3Ha4HOI yBaru
y AOC/i/P>KeHHSAX HAyKOBLIB PisHUX KpaiH. Lle 30kpeMa 3yMoOBJIeHO 6GaraTOKpUTepiabHUM XapaKTepoM IpHU-
WHATTA pilleHb y Uil 3afa4i. Y HU3Li pobiT 34iliCHEHO cUcTeMaTHU3allilo HassBHUX MiAX0AiB. 30KpeMa, V [4]
MpOBEJIEHO OV METOJIB BiJ KJIAaCMYHUX MoJiesiell 6araToKpuTepiajbHOI ONTHUMI3alii O eBpUCTUYHUX
aJITOPUTMIB | HEUITKUX MeToiB. ABTOPH Bij3HA4YuMJIY, 10 noeaHaHHa MCDM Ta eBoJOLiHUX aJTOPUTMIB
BCe Ille 3a/JMLIN/INCS HeJJOCTaTHbO JOC/IiP)KeHUM HalpsAMOM, 30KpeMa AJs 3aZiad BUCOKOi po3MmipHocTi. Ok-
peMa rpymna JAocJi/pkeHb MPUCBSiYeHa 3aCcTOCyBaHHIO HeuiTkoi Jsioriku (HJI) ansa dopmanisauii skicHUX Ta
eKcnepTHUX KpuTepiiB. Tak y [3] 3anponoHOBaHO HEYiTKy MOJesb OLiHKU J0BipU A0 nocTayaibHUKIB XC,
Jle BpaXOBaHO MOKAa3HUKU MPOAYKTUBHOCTI Ta 6e3neku. [loni6Hi ifei Bukopucrani y [19], Ae aBTOpHU 3ampo-
MOHYBa/IM HEYiTKO-eHTPOMiNHUI MiAXiA A/ OUiHKM HaAilHocTi Ta ctaHy goBipu go XC. Y [16] po3risHy-
To iHTerpanito HJI 3 elleMeHTaMu KOMI'IOTEpHOIO iHTeJNEeKTy AJi afAalTHUBHOIO Ha/alTyBaHHA MpaBWJ
OoLiHIOBaHHA. [lepeBarorw Takux MiJX0JIB, HA JYMKY aBTOpPIB, € BUCOKA IHTEPIIPETOBAHICTb Ta MOXJIMUBICTb
BpaxyBaHHS CyO'€EKTUBHUX OLiHOK. [IpoTe IXHIM Hel0J1iIKOM 3a/JUIIAETHCS 0OMEXKEHICTh Y MOLYKY MHOXXUHU
ONTHMaJbHUX AJbTEPHATUB Yy CKJIAJHOMY KpUTepiaJbHOMY NpocTopi. [l NmoJ0/1aHHA LbOTO 0OMeXeHHs
JOCJHiIJHUKY aKTUBHO 3aCTOCOBYIOTb €BOJIIOLiMHI 6araTokpuTepiajibHi aaroputMmu. Y [13] BUKOpUCTaHO Ti-
6pugHui NSGA-III-GKM++, akuii 3a6e3neyrB piBHOMipHe NOKpUTTS GpoHTY [lapeTo y 3a/jayax 6poKepCchKOi
onTuMisanii pecypci. Y [9] gocnimxkeno 3actocyBanHss NSGA-III y 3apaui po3milieHHs BipTyaJbHUX MallUH
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3 ypaxyBaHHSIM €HEPTrOCIOXKMBaHHS Ta 3aTPUMOK. Cxoxi pe3sysnbraTu nogati y [6], e NSGA-III aBTopu BuKo-
pucTtanu aas ontruMizanii komnosunii XC 3 ypaxyBaHHSM aconianiiHux BUTpaT. Y [7] nogaHo y3arajbHEHUH
orsisis Metogostorii NSGA-III Ta mokasaHo 11 CH/IbHI CTOPOHU 1 06MeXKeHHS.

[Topsiy i3 NSGA-III focnilHUKM aKTUBHO PO3BMBaIOTh aaroputmu cimeiicrea MOEA/D. ¥V [17] onucano
JBOCTYIIEHEBY €BOJIIOILIHHY CTpaTeril, sKa MiJABUILYE 30DKHICTL anroputmy. B [8] mpeacTaBieHo ygocko-
HaseHud BapianT IMOEA/D 3 ajanTuBHUMM onepartopaMu MyTauii. O6ujBa mifxo[u MpoJeMOHCTPYBaIU
BUCOKY NMPUAATHICTH AJis 6araTOBUMIpHHX 33Jjad onTuMi3zanil. [I[poTe BoHU moTpebyOTh ajanTarii A0 BU-
najkiB Bubopy XC i3 HewiTkuMu KpuTepisiMu. OKpeMUH HanpsiM CTAaHOBJATH riopuaHi Mogesni. Taki Moge-
JIi TOEHYIOTH HEUiTKY JIOTIKy 3 MeTaeBpUCTUKaMU. 30kpeMa y [15] 3anponoHoBaHO MeTOJ] BUOOPY MOCTa-
yasbHUKIB CSP. MeToz moeHaB HedviTKi oniHku 3 anroputmoM firefly. ¥ [10] HarosonieHo Ha BaXKJIMBOCTI
aJlalITUBHOTO HAJAIITYBAaHHS HEYITKUX CUCTEM i3 3aJlyUeHHSIM aJrOPUTMIB KOMIT' I0TepHOTO iHTeseKTy. [lo-
caimxenss [15], [10] migTBepauiu mouinbHicTh inTerpanii HJI Ta eBOIOLIMHUX MiAXO/IB Y €AUHY MO/€Jb.
EdeKTUBHUM iHCTPYyMEHTOM NiATPUMKHU NPUUHATTSA pimeHb € kiaacu4Hi Metogu MCDM. 3okpema ne Fuzzy
AHP (FAHP). Y [5] i [18] 3anmpononoBano komb6iHanii FAHP 3 TOPSIS pns pamxysanua XC. Ha gymky aBTO-
piB, Taku¥ MiAXiZ AO3BOJMUTH iHTETPyBaTH eKCIEPTHI OomiHKK B Moze i Ha ocHoBi HJL. Y [14] npexacTaBsiie-
HO 3acTocyBaHHS cydyacHux MCDM-meToguk auis npioputu3anii CSP. CHIbHUMHU CTOpOHAMHU LIMX MiAXOAiB
€ IPOCTOTA Ta NPo30picTh. [IpoTe, BOHU He 3aBXK/U 3a6€3MEeYYI0Th JOCTAaTHIO Pi3HOMaHITHICTh a/IbTEPHATUB
y CKJIaJIHUX 3a/ja4ax.

[IpoBeeHni aHai3 MOKa3aB, 110 CyYacHi A0CiPKeHHS 30Cepe/PKeH] Ha TPbOX FOJIOBHUX HanmpsiMax: ¢Gop-
MaJlizanis KpuTepiiB yepe3 HewiTki GyHKIil Ta eHTpomnikHI OI[iHKY; 3aCTOCYBaHHS €BOJIIOLIMHUX aJTOPUTMIB
(NSGA-III, MOEA/D) pusia 3HaxomkeHHs [lapeTo-onTHMalbHUX MHOXWH; BUKopucTaHH MCDM (30kpema
FAHP) sk iHTepnpeTaniiiHUX iHCTPYMEHTIB /1 eKCepTHOI miATpUMKH. [IpoTe KoMmiekcHI Mozenti, ki iHTe-
TPYIOTH yCi I[i MiZX0AM 0JHOYACHO, 3aJIUIIUIHNCS MaJIoA0CaikeHUuMH. CaMe ToMy y JlaHil po60Ti 3ampomnoHo-
BaHO iHTerpauiro HediTKoi JioTiky 3 eBosaoniiHuMu MeTogaMu NSGA-III Ta MOEA/D, a Tako 3acToCyBaHHS
FAHP pns Baniganii il nosicHeHHs pe3y/ibTaTiB.

MeTa gocaifKeHHs - po3po6UTH iHTerpoBany Mogenb Bubopy XC ass nignpuemcrsa (pani XC), o no-
€/JHy€ HEYiTKY JIOTiKy Ta eBOJIIOLiMHI MeToAMu GaraToKpUTepiasbHOI onTUMi3anil 3 MoAa bIIMM paHKyBaH-
HSM pillleHb JJId NiJTPUMKH 0OI'PYHTOBAHOTO MPUUHATTS pillleHb..

MeToau Ta Mogei. 3aada Bu6opy ontuMaabHoro Habopy XCII ¢opmasnizoBaHa sk 3azjaya 6araToKpu-
TepiasibHOI onTUMIi3anii 3 HeYITKUMU QYHKI[ISIMH LIiJIi.

Hexait X ={x,,X,,...x,}— MHOXHHa moTeHNilHUX KoHirypauiit XC, se {x,}— koxHa KoHbirypanis X,
ABJsie co6010 KoMOiHanio XC 3 pisHux migkareropii (o6uucienHs, 36epiranns, 6e3neka touo). [loTpi6HO
3HaWTH Take X € X , iKe ONTUMIi3y€e BEKTOPHY PpYHKIIiO 1i/i 3 ypaXyBaHHAM HEYiTKOCTi KpUTepiiB:

X eX: F(x*) = (f1 (%), £, (%), £ (x)) —Pareto — onTUMyM, (1)

ne f (x) — OyHKIig OLiHKHY 3a j-M KpuTepiem; j=1,...,k,k =7 — KinbKicTb KpuTepiiB y 3aaui.

PosrisiHeMo HacTymHi ciM KpuTepiiB fyis 3aja4i BUGOpY onTuMasibHOro Habopy XC /51 BeJIMKOro mif-
npueMmcTBa (a6o gasi npuiiMaeMo HactynHy abpesiaTypy XCII - XmapHhi CepBicHi [lnatrdopmu): f; (x)— Bap-
Tictb XCII (Minimisyemo (abo )); fz(x)— MacuitaboBaHicTs XCII (Makcumizyemo); f3(x)— NPOAYKTUBHICTb
XCIl (makcumisyemo - ()); f, (x)— piBeHb Ge3neku (a6o Ge3neka) XCII (MakcuMi3yemo); f; (x)— HaAilHiCcTh
XCIl (Makcumizyemo); f, (x)— BignosigHicte XCII ctanjgapram (Makcumisyemo); f, (x)— inTerpauisa XCII
3 iHmuMu XC (MakcuMizyeMo).

3a3HauuMo, 1110 Habip KpuTepiiB {fl (X),...,f7 (x)} He € JOBIJIbHUM. BiH € pe3ysibTaTOM Tak 3BaHOI TaKCO-
HOMIi 03HaK, Ipo 1o Huwiocs y [2]. Abo ¢akTopHOro aHali3y JoMeHy (B HallOMy BUNA/JKY — XapaKTEPUCTUK
XC, pesieBaHTHUX AJIs MiJIIPUEMCTBA). 3 MOMIALY MaTeEMAaTUYHOTO MO/e/II0BaHHs, Llel Mpolec MOXHa ONuca-
TH 51K MoGyI0BY npocTopy KpuTepiiB R*, y skoMy koxkeH kpuTepiii BimoBisae okpeMoMy BUMipy (0CHOBOMY
HanpsiMy) IpoCTOpy pillleHb.

3anuuemo 1e popmasnnsHo. Hexait X e R* — mpocrip gonyctumux kondirypanii XCII.

Toxi kpuTepii f,: X — R — Ue QyHKIisA, AKa NPOEKTY€E KOXHE pilleHHA X € X Ha IIKa/ly OLIHKHM 3a j-M na-
paMeTpoM. |, BifnoBigHO, TOAI TaKCOHOMIsI TYT - Lie npoleaypa Kiaacudikalil Ta CTpyKTypyBaHHS XapaKTe-
PUCTUK CUCTEMM 32 CEMAaHTUYHUMHU ab60 QYHKLiOHAJbHUMU FpyNaMy, sika B Hallid onTUMi3aUiiiHil Mogei
N0JlaHa y BUIVISIZII BEKTOpA OLiHIOBAHHS.

3a3Ha4Mo, 1110 B paMKax JOCJIi/PKeHHSA caMe 3 MaTeMaTU4YHOI TOYKHU 30py MU IparHeMo, 1o6u:

- MHOXHUHa KpUTepiiB € MOBHOIO (TOOTO NOKPUBAE BCi BU3HaYaIbHi aciekTU epekTuBHOCTI XCII);

- KpuTepii € He3a/eXXHUMHU a60 €1ab0 KOpeJbOBaHUMHU (TOOTO KOXKEeH KPUTepill BHOCUB y MOJeJb YHi-
KaJIbHY iHpopMallio);
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- Jl0/laBaHHSI HOBUX KpUTePIiB He 3MiHIOBaJIO icTOTHO cTPYyKTypy [lapeTo-¢poHTy (TOO6TO HE MPU3BOAU-
JIO J10 IOMiHYBaHHS OJJHOT'0 KPUTEPilo HAJ| iHIIUMH).

3a3Ha4YMMo, 110 Y peasibHUX YMOBax NPUHHATTA pimeHb y coepi IT, npumipom npu Bubopi XCII, pigko
MOKHA 3HAWUTH 4iTKO BU3HA4YeHi Ta oJjHO3Ha4YHi KpuTepii epekTuBHOCTI. BisbLIiCTH BUMOT 3aMOBHUKIB - Ta-
KHUX sIK «BUCOKA 0Oe3meKa», «0CTaTHS MacCIITabOBaHiCThb», «[IOMipHA BapTiCTh» — MalOTh IKiCHUH, eKCIEPT-
HUH a60 OLiHKOBUH XapakTep. Lli xapaKTepuCTUKH He 3aBXK/U MOXKHA TOYHO $popMasizyBaTH depes }KOPCTKi
YHCJI0Bi MeXi, TOMy BUKOPHUCTAHHS TPaAHILiHHOI 6araTokpuTepiajbHOI onTUMI3aLii 3 })KOPCTKUMHU QYHKIis-
MU LiJIi He 3aBX/1Y € aJleKBaTHUM [IJI1 TAKHUX 3a/1a4.

BBaxxaemo, HeuiTka Jiorika (fuzzy logic), Ha BigMiHy Bif ki1acu4HOi 6iHapHOI JIOTiKY, [J03BOJISIE B MeXax
3a/1avi AOCJIiPKeHHs MO/IeJIF0BaTH HEUiTKiCTh, HEBU3HAYEHICTh i CY6'€KTUBHI ysBJIEHHS eKcnepTiB. /lo peui,
KOXKeH KPUTEpil ONUCyEMO He JIMlIe sK YUCI0BY GyHKIiA f; (x), asie 1 1K QYHKIIiI0 HAJIEXKHOCTI u; (f1 (x))
To6To 1, (f] (x)) Bijlo6paka€e CTyMiHb 33,0BOJIEHHS MiJIIIPUEMCTBOM NIEBHOI'0 KPUTEPIIO.

3 MaTeMaTHYHOI TOYKM 30py, yci KpuTepii, o Makcumizyemo ( f,(x)- f,(x), oxpim f;(x)), matoTs ogHa-
KOBY TPUKYTHY a60 TpamnenienofioHy GyHKIi0 HAJIEXKHOCTI, Ika MOHOTOHHO 3POCTAaE B iHTepBaJIi Bif HIK-
HbOI MexXi (He3aZ[0BiJibHE 3HAYEHH:) /10 6aXKaHOT0 PiBHS, MiC/Is1 YOTO CTYMiHb HAJIEXKHOCTI MPUMMaE MaKCH-
MasibHe 3HaueHHs 1. To6To, /i KoKHOTO Takoro Kputepiw j (j € {2, 3, 4, 5, 6, 7}) MoxxHA 3a7aTH QYHKIIiIO
Hasie>kHocTi y Bursaai [11; 12]:

1, fl.(x)Sal,
”j(ff(x)): %' a,<f;(x)<b, (2)
0, f,(x)2b,,

Ae a; — HWKHIA J0MyCTUMUM piBeHb KpUTEPiio; b, - 6axkaHUM piBeHb 3a/l0BOJIEHHS KPHUTEPIO.

Takuil 3arajibHUN BUIJIA], € YHiBepcaJbHUM JJis1 BCiX KpUTepiiB, sAKi miAaAraroTb MakcuMisalii, To6To
(f, (x)—f7(x). Po3ropHyTHii 3anMC HaBeJeHO TUIbKU /sl KpUTepio f, (x) ), («6e3neka»), AuB. BUpas (2) K
TUIIOBOTO NpeJCTaBHUKA ILIi€l rpymy, 11106 He MepeBaHTaKyBaTH TEKCT CTATTi OJHAKOBUMHU 3a CTPYKTYPOIO
dopmynamu.

Cnif 3a3HAYMTH, 1110 OJHUM i3 OCHOBHHUX eJleMeHTiB MaTeMaTU4Hoi Mozesi Bubopy XCII Buxoasuu 3 He-
YiTKOI JIOTiKU € M0OYyJ0Ba arperoBaHoi OL[iHKU SIKOCTi KO>KHOI MoTeHLilHOI KoHirypauii. Taka oniHka f03Bo-
JIsie IeperTH BiJj 6araToKpUTepiaJbHOI HEYITKOI MOCTAaHOBKHU 33/ia4i 0 €AMHOI y3arajbHeHOI METPUKY, IKa
NpUAATHOI 10 BUKOPUCTAHHS B aJropuTMax onTtumisauii. To6To, y paMmkax MozeJsii AJisi KOXKHOTO KpUTepito
JOLIJIbHO MOOYAyBaTH BiZinoBiAHY QyHKIiI0 HaEXKHOCTI M, (f] (x)) , IKa Bifjo6pakae CTymniHb BiANOBiAHOCTI
3HaueHHsl KpuTepio f; (x) 6axaHoMy piBHI0. [IpoTe A/ NPUHHATTA PillleHHS HeJOCTATHbO PO3IVIAJATH L
¢dyHKUii i30sb0BaHoO. [IoTpibHO Oyze 06'eaHATH IX Y €AUHY iHTerpaJbHy OLIiHKY, iKa BijloGpaka€ y3arajbHe-
HY «sAKicTb» koHoirypauii XCII i3 ypaxyBaHHAM yciX KpuTepiiB (K MU NPUHHSAIU paHille) 0JHOYACHO.

[ came auia niei MeTu BBoguThes Bupas (3). Toai 3arasibHa QyHKIiS OLLiHKKW MaTHMe HACTYIHUNA BUTJIA[;

h(0)= A (£(3)), ©

Jle V - o3Havyae MiHiMasibHe 3HAYeHHs cepeJi BCix KpuTepiiB (Jorika Mam/aHi). A6o MoxxHa BUKOPUCTOBYBa-
TH arperoBaHy OLiHKY Yyepe3 cepesHE:

n(x) =2 2 ( (x). “

ne k - kinpkicTb kpuTepiiB ontumizanii XCII.

3a3Ha4yuMo, 1110 y Ipoleci No6yA0BH y3arasibHeHol oLiHKK siKocTi KoHdiryparii XC My BUKOPUCTOBYEMO
nifxiz, 3acHoBaHUM Ha Jiorini Mamani [12]. Tomy BuHHKae noTpeba mykaTy [lapeTo-onTuMaabHUN PO3B’s-
30K - MHOXXMHY a/IbTEPHATUB, IKI He € JOMIHOBAHUMHU OJjHA O HIEIO.

Anroputm NSGA-III € nomanbuiuMm po3BuTtkoM NSGA-II, afanToBaHUM [0 33a/lay 3 BEJIMKOK KiJIBbKICTIO
KpuTepii (611611 Tpbox). Moro epeKTUBHICTL 6a3yeThcA HA HACTYIHUX MONOMKEHHAX [6]:

- HesiHifiHe copTyBaHHsA. To6TO nonysasALis AinuTbes Ha dpoHTH [lapeTo-onTUManbHOCTI. PileHHs, aki
He JIOMIHYIOTbCA KOJHUM IHIIMM, NOTPAMIATb A0 nepioro G¢poHTy PF,, NOTiM BU3HA4alOTbCA HACTYIHI
piBHI.

- reference points. BifnoBiziHO, BUKOPHCTOBYEMO 3a3/aJierifib 3aZlaHi TOUKHU Yy IPoCTOpi KpUTepiiB A
niTPUMaHHs Pi3HOMaHITTS Ta piBHOMIPHOTO MOKPUTTSA GPOHTY.
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¢dopmanbHe npasuiio cesnekiil. To6To Bi6ip 0co6MH BifjOYBAETHCS 3 ypaxyBaHHAM He JIMIIE JOMiHYBaH-
Hs, asie ¥ BigcTani o reference points, 110 3MeHUIyeE pU3UK HaAMipHOI KJacTepu3salil pilleHb y NeBHUX [i-
JITHKaX QPOHTY.

MaTeMaTH4YHO, aITOPUTM 3a6e3Ieyye MOUIYK MHOXKHUHU pilieHb

PF={xeX|ﬂx’eX:x’>x}, (5)
Je BijHomenHs [apeTo-J0MiHyBaHHS BU3HAYAETHCA AK:
X' xSV, f (x),EIj:fl.(x')>fj(x). (6)

3aBasiku BOymoBaHiM HopMasisanii Ta reference vectors, NSGA-III 1o3BosinTh HaM, epEeKTHUBHO MpaIjoBa-
TH HaBiTh IPU BUCOKiK po3MipHOCTI mpocTopy KpuTepiiB (y Hawii 3aja4i - ciM kpuTepiis).

fAx aspTepHaTUBHUN MeTOJ, TaK caMe B CTaTTI PO3MIAJAETbCA BapiaHT BUKOPUCTAHHS aJrOPUTMY
MOEA/D [17].

Ha Bigminy Big NSGA-III, anroputm MOEA/D rpyHTyeTbCcA Ha iHIIIA KoHUenuii - gekoMno3uuii 6araTo-
KpuTepianbHoi 3aja4i [9; 6; 7; 17]. Bin nmossirae y HacTynHOMYy:

3amicTb onepyBaHHs 3 yciM BekTopoM kpuTepiiB, MOEA/D po36uBae 3aza4y Ha N cKaJsgpHUX MiA3aAad.
Jani koxxHol nmiazazadi ontumisyemo ¢yHkiro (7):

g () =max[ 2|1, (x) - ;

It 7)

ze 7\5}-) — BaroBMH KoeQili€HT j-ro KpUTepiw y I-i 3aAaui; z; — eTaJIoHHe (HalKpallle 3Hall/leHe) 3HaYeHHs
3a KpUTePIEM j.

OnTuMisanis KoxxHOI cKasisipHoi QYHKILII BeleThCs He3a/leXKHO 3 YaCTKOBUM 06MiHOM iHpopMalii Mix cy-
cigHiMu mifg3azadaMu.

Ile no3BoJisi€ Kpalle GOKYCyBaTUCh HA OKpeMHUX JilfgHKax [lapeTo-GpoHTY Ta 3MEHIUUTH 06YHCI0BATbHI
BUTpaTHU. Ak Bigmivanocs y [17] MOEA/D ebeKTHBHUI NPU BEJUKHUX MPOCTOPAX pillleHb i CKIaJHUX JaH[-
madTax niaboBoi GyHKLii, e npsiMe copTyBaHHA (K y NSGA-III) cTae 064MC/II0BaNbHO CKIALHUM.

BignosinHo, koxkeH anroputM (To6To NSGA-III Ta MOEA/D) nparjoe 3 MHO>KMHOIO KaHAW/JATIB X;, 004HC-
JIH0E 1, (f] (x)) ,i popmye MapeTo-GpoHT:

PF:{xeX|§9x':Vj,fj(x')>fj (x),EIj:fj(x')>fj (X)} (8)

Bupas (8) ue MHoxkHHaA KoHirypaniit XC, i AKUX He iCHY€e aJIbTepHATHUBHY, 110 Oysa 6 Kpalor ofHOoYac-
HO 3a BCiMa KpuTepiaMu AJjs nignprueMctia. KoxkeH eieMeHT X € PF mpejicTaB/isie HOTEHIIHHO ONTUMaJIbHE
pillleHHs [J151 MiATPUEMCTBA, 3aJIEXKHO Bij 1Or0 NpiopyUTETIB Ta yMOB.

Po3srisaHyTi eBostoLilini 6araTokpuTtepianbHi aaroputmu — NSGA-III Ta MOEA/D - 3a6e3neuyioTh B Ha-
oMy AocJipkeHi epeKTHBHe 3HAXO/PKEHHS MHOXKUHU [lapeTo-onTHManbHUX pilleHb /s 3aja4yi BUGOPY
XCII. OpHak, AJis 1ijgicHOI OIiHKH SIKOCTi Ta 06I'PYHTOBAHOCTI 06paHuX onTuMisaniiiHux pimenb XCII forinb-
HO 3aCTOCYBATH KJIACHYHI X041 10 6araToKkpuTepiajbHOro aHaai3y. 30KpeMa Mo)KHa BUKOPUCTATH METOJ,
iepapxiit [5] (AHP - Analytic Hierarchy Process). AHP Tozi Buctymnae sk 6a30Buii piBeHb NMOPiBHSIHHSA, a Ta-
KO € I0JJaTKOBUM 3ac060M /il Baslifalii Ta MosiCHEHHsI OTPUMaHUX pe3ysbTaTiB. Anroputm AHP fo3BoJisie
¢dopmMasnizyBaTH cy6’EKTHBHI eKCIIepTHI OLIIHKY Y BUIJISA/I TONAPHUX MOPiBHAHb KPUTEDIiB, 1110 € BU3HAYAIb-
HUM Ha IOYaTKOBUX eTanax NpUUHATTSA pillleHb 1o po3ropTaHHio XC Ha NiANPUEMCTBI.

Tomy gasni posriissHeMo 3acTocyBaHHS MeToAy AHP fu1st mo6ynoBu 6a30Boi iepapxiuHoi Mo/esi oljiHIOBaH-
Hsl Ta MOPiBHSAHHS aJbTEPHATHUB, L0 J03BOJUTH CGOPMYBaTH NOYATKOBI NMPiOpUTETH Ta HaLasli BUKOPUCTa-
TH iX 5IK BijIpaBHY TOYKY a60 OPiEHTHUP /1151 EBOJIIOLIMHUX METO/B.

To6To0, 1151 MOPiBHAHHSA 3 €BOJIIOIIHHUMU MiIX0JaMH B HALIOMY ZIOC/Ti/PKeHi 3aCTOCOBY€EThCA MeToA Fuzzy
AHP. HaBesiemo eTanu po6OTH LbOT0 METOJY KOJIM eKcnepTH GOpMYyIOThb MONapHi MOpiBHAHHSA KpPUTEPIiiB
Yy BUIVIA/ZI HEYITKUX YUCET; _

Oy/lyEMO MaTPHUIIIO TAPHUX MOPiBHAHBL A, 3 IKOI BUBOJUTHCS BEKTOp Bar w,

BMKOHY€EMO OLIiHKY KoHirypariii, 3rifHo Bupasy (9):

FAHP(X)=2WJ- w, (£ (%)), 9)

Ae W, - HediTKa Bara KpuTepilo j; p; (fj (x)) - HeyiTKa OLliHKa 32 KPUTEPIEM J.
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B paMkax MOTOYHOro AOCJi/PKEHHS 3allpONOHOBAHO MOJEJb, IKa /J03BOJISE Bifo6paxaTH yrnoso6aHHs
nignpueMctB npu Bu60opi XC yepes HedwiTki dyHKLUii HanexxHOCTi. PopMasioBaHO 7 OCHOBHUX, 1110 Bifo6pa-
YKAIOTh peasibHi NoTpebu 6i3Hecy. A iHTerpauis HeuiTkoi soriku 3 NSGA-III Ta MOEA/D no3BoJisie oTpuMaTH
MHOXHHY [lapeTo-onTUMa/JbHUX pillleHb Ta IPOBECTH aHaJli3 KOMIIPOMICIB MiXK a/IbTepHaTUBaMHU.

Metog Fuzzy AHP BUKOpHCTOBY€EMO A/ MOPIBHAHHA TOYHICHUX Ta €eBPUCTUYHUX CTpATErid NPUNHATTA
pillleHb.

BigMiTHMO, 1110 OTpUMaHa B pe3y/bTaTi 3aCTOCYBaHHS €BOJIIOLIMHUX 6araToOKpUTepiaJbHUX aITOPUTMIB
(NSGA-III Ta MOEA/D) mMHOxHHa [lapeTo-onTUMaJbHUX pillleHb siBJIsI€ c06010 Habip koHirypauii XC, Kox-
Ha 3 AKUX He JIOMiHy€ iHILIy 3a BciMa KpUTepiiMHU ofHOo4YacHO. Taka MHOXKHMHA /03BOJISIE BiZ06pa3uTH KOM-
MPOMICHUI XapaKTep 3ajadi, B AKil He iCHye €AMHOr0 HalKpaloro pillleHHs, a JiMlle CIeKTp aJbTepHATHUB,
KO>KHa 3 IKUX € ONITUMaJIbHOIO y IEBHOMY CEHCI — CKa)KiMO, Ma€ HUXK4YY BapTiCThb, ajie ripiy interpauito XCII
a60 6e3neKy ToLO.

OpHak MHOXXHHa [lapeTo cama mo co6i He @€ 0CTaTOYHOI BiANOBIi HA MUTaHHS, sike caMe pimeHHs XCII
Mae 6yTH BIPOBa/pPKEHE HA MPaKTHUI. 3 MPUKJIAJHOI TOUKH 30py, 0c06a, 1o npuiiMae pimenHs (gasi OIIP),
MMOBUHHA 3pO6UTH CBijOMUI BUOIp, AKUI Gepe 10 BijoMa cTpaTeriyHi, TexHi4Hi a6o ekoHOMIYHi npiopuUTeTH
KOHKpPETHOT0 MiANMpUueEMCTBa. lle pesieBaHTHO, CKaXkiMO, B yMOBaX, KOJIM MAIPHUEMCTBO Ma€E 06MeXeHi pecyp-
CH, BJIaCHI HOPMAaTHUBHI BUMOTH (51K y 6aHKiBCbKil cdepi) abo BHYTpilIHI MOJIITUKY, 1[0 BIVIMBAIOTh HA JIOMY-
CTUMICTB Y1 6aKaHICTh MEBHUX PilllEHb.

3 Li€r0 MeTOI0 ZI0LiJIbHO BBECTH MOHATTS MHOKWHH OTNIOPHUX (€TaJIOHHUX) pilieHp - mifMHoxkuHHU [lape-
TO-QPOHTY, IKA HaMKpallle Y3ro/PKYEThCS 3 MPIOpUTETAMH, OUiKyBaHHAMHU a60 ekcriepTHUMU onjiHkamu OIIP.
Taki onopHi pimieHHs1 MOXKYTh 6yTH No6y0BaH] mIsixoM popmaizaunii nepesar OIIP y Burisai 6axaHux 3Ha-
YeHb KpUTePiiB (eTasioHHOTO MPOdisI0) abo 3a fonoMoro GyHKIT 6akaHOCTi Ui PYHKIT KOPUCHOCTI.

Y 11boMy AOCTiPKeHHI pO3IVITHEMO MaTeMaTUYHUH MiAXiJ 10 TOOYAOBU TaKHUX OMOPHUX PillleHb, a TAKOXK
¢dopmastizyemo mpoueaypy OLiHIOBaHHS CTyIeHs HabJymkeHOCTi [lapeTo-anbTepHaTuB A0 ynogob6anb OIIP.
lle f03BO/IUTD 3IHCHUTH MOAAJBLIE PAaHXKYBaHHS 200 OCTaTOYHHUU BUOGIp a/bTepHATHUBY, siKa HaWKpalle 3a-
JLOBOJIBHSIE BUMOT'Y KOHKPETHOTO NiIPUEMCTBA.

IlosHavumo:

N - KisbKicTb anbTepHATUB (KaHAMJATHUX KOHPirypaniit XC);

k =7 - kinbkicTb KpUTEpiiB;

x,€X, pe i=1,...,N— xoundirypauia XCII;

iy (f] (x, )) €[0,1]— cryninb 3a/10B0/IeHHs 32 KPUTEPIEM j JI/Ist aILTEPHATUBH X;;

k
w, €[0,1],> W, =1- Baru npiopureris OIIP.
j=1

Tozi onopHe pileHHs BUBHAYAEMO SIK PO3B’A30K, IKMH MaKCHMi3ye arperoBaHy QyHKIi0 6aKaHOCTi:

k
ref __ _ TR
x'¥ =argmax U(x,)=>w, pj(fj(xi)) . (10)
: =

st gpyHkuis 6axxaHocti Bigo6paxae cy6'ekTuBHi npiopurern OIIP yepes Barn w;. A CTyIeHi Ha/leXHOCTI
KpHUTepiiB 3a6e3me4yy0Th HopMaJli3alito Ta yHidikalliro mkaJ.

JouinbHui ¥t anbrepHaTUBHUMN mifxia. OIIP Bu3Hauae BeKTOp 6axkaHUX PiBHIB 33/]0BOJIEHOCTI KpUTEPiiB
k

)

9=(91.9:--.9,)€[01]

MiCJI51 4OT0 AJI51 KOXKHOI a/IbTepHATUBU 06YHCIIOEMO BiZICTaHb J10 6aKaHOTO NPoQisio:

. 1/2

D(x.9)=| Xk, (/,(x))-a) |

j=1

(11)

ref
x'Y =argmaxD(x.,g).
gx,ePF ( Ig)

Bupaswu (10) Ta (11) 03BO/IAIOTh 3HAWTH pillleHHs, HAaHO/IMK4Ye [0 iHAMBiAyaIbHOr0 eTasoHy, cdopMo-
BaHoro OIIP. [loxi6Hui niaxix 6yne epekTUBHUM y BUIAIKaX, KOJIM NMPIOPUTETH HE MOXKYTb OYTH BUPaXKeHi
y BUIJIAZ] Bar, ajie BijoMi 6akaHi piBHI 3a kpuTepiaMu. B 060X BUNaZijkax oOTpUMaHi ONOpPHi pilileHHS MOXKYTh
cayryBaTH: AJs1 BU6opy ocraTodHol koHirypanii XCII; aJis nopiBHAHHS 3 pe3y/JbTaTaMH KJACUYHUX METO-
niB (FAHP); naia Bisyastisarnii ¥ mofaibIioro y3ro/PKeHHs i3 3a1[iKaBJIeHUMH CTOPOHAMH.
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Y Takux BUmaAkax mignpreMctBo (a came OIIP) He mpoBogUTh GOPMaAJBHOTO PO3MOJINY Bar, ajle 4iTKO
dopmyutog, akuX xapakTepucTuk XC BOHO mparHe. Mogiesib, ika BUKOPHCTOBYE €BKJIIIOBY BiJICTaHb 10 I[bO-
ro BekTopa 6axkaHoctei (10), ;03BOJISIE aBTOMATUYHO 3HAUTH pilieHHs 3 [lapeTo-MHOXWHY, siKe HalbiIbie
HabJIKeHe 10 TaKUX O4iKyBaHb. lle mifBuUINye iHTepNpeTOBaHiCTh MOZE/Ii Ta J03BOJISIE 3aly4aTH ocib 6e3
MaTeMaTHUYHOI NiZrOTOBKU /[0 POILECY BUOODY.

[To6y0Ba MHOXKMHM OINOPHHUX pillleHb J0NOBHIOE [lapeTo-aHasi3 i 3abe3nedye iHTepHnpeTOBaHICTh Ta
MpaKTUYHY peasisarnito onTuMisaninHol mozaesni. OqHak ¢opmyBaHHs [lapeTo-dpoHTY caMe mo cobi e He
Jl03BOJISIE OL[{HUTH SIKICTb OTPUMaHMUX pillleHb y NMOPIBHAHHI 3 i/jea/IbHUMH XapaKTEePUCTHUKaMHU abo Mix
€06010. Y HalIOMy [JOCHiZPKEHHI, e aHa/li3yeEMO CiM KpUTepiiB {f1 (x),...,f7(x)} OL[iHKa AKOCTi OTpUMa-
Hux [lapeTo-pilieHb J03BOUTH NEePEBIPUTH, HACKIIIBKH JOOpe MHOXKHHA PE3Y/IbTATIB Y3ro[KYEThCS 3 OYi-
KyBaHUMH ab0 eTaJIOHHUMHU pimeHHsAMU. OCHOBHI METPHUKH, sIKi BUKOPUCTOBYEMO B GaraTOKpUTepiabHiN
onTtuMmizanii Mictate [9; 6] - Hypervolume (HV); Inverted Generational Distance (IGD); Spacing Metric (SP);
Coverage of Two Sets (C-metric).

PosriissHeMO KOXKHY i3 HUX B HamIoi MoJiesti Ta IXHil 3araJbHUHM BIIMB Ha PO3B’si3aHHA 3aa4i Bubopy XC
JAJI4 NiAIPUEMCTBA.

Metpuka Hypervolume (HV) o64uciioe 06’em (y k-BUMipHOMY mpocTOpi KpuTepiis {f1 (x),...,f7(x)} ),
KWW TOKpHUBA€e MHOXMHaA [lapeTo-pilieHb BijHOCHO 3a3zmaserifzp 3asaHol TO4YkHM BifciuenHs (reference
point). ¥ HamoMy BUNaAKYy I TOYKA BU3HAYeHA K Tipiie NPUIYCTHMe 3HAYeHHS 110 KOXKHOMY 3 KpUTepiiB

i (x)0n ()}

HV (S)=Volume| | J[ f,(x).r, [x..x[ fo(x).n ]| (12)

xe$§

ae S — MHOkUHa [lapeTo-pilieHb;

I, — KOOpAMHATA TOYKH BiJICiUeHHS 110 KOXKHOMY KpUTepiw f; (x),...,f7 (x) .

Ockinbku  f, (x) MiHiMi3yeMO, BiANOBiAHA KoopAMHATa 1, MOBHMHHA OYTH MaKCHMaJsIbHO JIOMYCTUMOIO
Baprictio XCII, a 4151 iHIIKUX KpUTEPIiB — MiHIMa/JIbHO IPUAHATHUM 3HaYeHHAM. YuM 6inbiuit HV |, tum 6inb-
Ille IPOCTOPY OXOIJIIOE MHOXHHA PillleHb — TO6TO GiJibllle PI3HOMaHITT i Kpallja anpoKCcUMallis.

Metpuka IGD [6] m03BOJISIE OLIHUTH, HACKUJIbKU JJOOpe MOTOYHA MHOXHHA [lapeTo-pinieHs S HabImKa-
€ThCS 10 «eTasoHHOTro» [lapeTo-dponTy P, nuB. Bupas (13):

IGD(P,S) - L S minv-s, (13)
|P| veP ses
Zie P - etanonHa (reference) MHOXXMHA pillleHb, SIKa alIPOKCUMYE CIIPaBXHil a6o ouikyBaHuii [lapeTo-PpoHT;

S - MHOXMHa pilleHb, oTpuMaHa anroputMoM NSGA-IIT (NSGA-II) a6o MOEA/D), sky MU X04eMO OL[iHUTY;

v e P— okpeMa Touka (BeKTOp KpUTepiiB) 3 eTaJIOHHOI MHOXXUHU P;

V—S — eBKJIiZI0Ba BiICTaHb MK TOYKaMH v Ta S y IPOCTOpPI KpUTepiiB.

Y HaloMy BUNa/IKy eTaJOHHY MHOXXHUHY P MO>XHa 00y yBaTH LIJISIXOM:

- abo mIAXoM 00’€JHAHHS BCiX pillleHb, 3HAWAEHUX KiJibkoMma anroputmMamu (NSGA-III (NSGA-II) +
MOEA/D a6o in.);

- ab6o xk yepe3 reHepaliito ijeasbHoro (rinoteTnyHoro) [lapeTo-GpoHTY 3a eKCIIepTHUMHU OLIHKAMH ;

- ab0 BUKOPUCTATH BHUCOKOSIKICHI pillleHHs 3 nmonepeAHix iTepaniii/3anyckiB. Tofi noTpi6HO Bci pe3ysib-
TaTu 36epiraTu B okpeMy 6a3y.

Otxe, meTpuka IGD - 1ne ¢dopmanbHa, KibKicHa MeTpHUKa, sika [03BOJISIE OLiHUTU HACKIJIBKU J06pe
KOHKPEeTHHUH aJIrOPUTM HaGJM3UBCS 0 6akaHOI MHOXXHHMU pilleHb. llell MOKa3HUK € KOPUCHUM Y Halllo-
My BUNAJKY, KII0 MU 3MOXKeMO [10OYAyBaTH Habip KOHTPOJbHUX TOYOK P, ckaxiMo, 3a J0IOMOT0I0 piBHO-
MipHOTO pPO36GUTTS B3/I0BX BiZJOMHX Me KpuUTepiiB a60 BUKOPUCTAHHSAM 06'€JHAHOTO GPOHTY 3 KiJIbKOX
3alycCKiB.

MeTpuka Spacing Metric (SP) [9] ouiHioe piBHOMipHIicTb po3noainy pimieHb y MHOXUHI S. [ bOTO 06-
YUCJIETHCSA BiAXUIEHHS MiX cyciiHiMU piteHHsAMU [9]:

Cp—
SP(S)= M%l;(di—d), (14)

ae 511, = rrjljinf(xi)— f(xj ) — MiHiMaJIbHa BiZICTaHb [0 CYCiHBOTO pillleHHH;
d - cepe/iHE 3HAa4YeHHA d,.
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IneanbHO piBHOMIpHUN Po3MOAia Aa€ 3Ha4eHHST SP 6/iM3bKe 70 Hyss. 30KpeMa, AJis 3aaa4i Bubopy XCII,
piBHOMipHEe mokpuTTs [lapeTo-QpOHTY [03BOJIMTH MiJPUEMCTBY GAYUTH LIMPOKUHM CIEKTP KOMIIPOMICIB.
s mpuKJiay, Mi>k BapTicTio Ta MaciiTaboBaHicTio. AGo Mixk 6e31eKoo Ta iHTerpaui€ro.

JonaTtkoBo A nopiBHsAHHA pe3ynbraTiB NSGA-III Ta MOEA/D 6ymemo 3actocyBaTtu Coverage of Two Sets
(C-metric) [9].

xe€B|3dy e A:ydominye x
C(A,B)= |{ | E }|

ze C(A,B) - 3HaueHHsI METPUKU MOKPUTTA (coverage) AJisi MHOXXUH A i B, sike nokasye, siKy 4acTHHY
piuieHb 3 MHOXKHUHU B JOMiHYIOTD pillleHHs 3 MHOXXUHU A ;

A - nepma MHOXHHa [TapeTo-pilieHb (oTpuMaHa, ckaximo, aaroputmMom NSGA-III);

B - npyra MHoxuHa [lapeTo-pilieHb (0TpuMaHa, 0 npukjaany, aaroputmom MOEA/D);

xe€B - okpeMe pilleHHs1 (aabTepHATUBA, KOHOIrypaunis XC aJsa mianpuemMcTBa) 3 MHOXXUHU B, To6TO
3 MHOXKHHH, SIKy MU OIiHIOEMO;

y €A - pilieHHsI 3 MHOXKUHU A, TOGTO MHOXHHHY, 5IKA € «€TaJIOHOM NOPIBHSHHSI» B MeXaX L€l METPUKHU.

OTxe, MeTpuKa C NOKa3ye, IKy YaCTUHY pillleHb OJHOr0 ajJroputmy (o npukaany, B - MOEA/D) pgowmi-
Hye inmui (A - NSGA-III). C(A,B) =1 o3Havae NOBHe JOMIHyBaHHA.

Yci nepesiveHi METPUKU MOXKYTbh OYTH OOUMC/IEHI LIJISIXOM CUHTE3Y HOPMasli30BaHUX 3HauYeHb QYHKIiN
fi (x), abo, 10 Kpallle AJ15 HeYiTKOI Moziesii, BUXOASAUU 3 GYHKIiIN Ha/eXHOoCTi. lle J03BO/UTh NpU arOPUT-
Mi4Hil peasizalii Moziei, TpOBeCTH 3icTaBJIeHHs He TiJIbKK Y NPOCTOpax M04aTKOBUX 3HA4YeHb, ajle i y Npo-
CTOpi HeviTKUX OLiHOK sikocTi koHirypauiit XCII.

Y TenepimHix yMoBax GyHKLiOHYBaHHS KOMIaHil Ta nianpueMcTB, XC po3risjaeMo He K 0JHOpa30oBe
iHppacTpyKTypHe pillleHHS], a K PYXJMBUNA KOMIOHEHT cTparerii uudponoi TpaHchopmauii. [IpiopurteTn
oo Bu6opy XC MoKy Thb 3MiHIOBAaTUCS 3aJIEXKHO Bif cTpaTeriunux ¢pa3 po3BUTKY NiZIPUEMCTBA, BIIUBY 30-
BHILIHbOTO PUHKOBOTO CepPe0BUILA, 3MiHU PEryJsiTOPHUX BUMOT a60 BHYTPILIHbOI pecTpyKTypHU3allil.

Bisyanisyemo onuc mogeni (1) - (10) y Burisji 6J0K cxeMUd aJropuTMy, AUB. pUc. 1. AIropuT™m, skun
peanisye MeTOJ CTPYKTYpOBaHOI'0 BIPOBa/PKeHHs xMapHoi iHdpacTpykTypu y kopnopaTtuBHi IT-cucre-
MH, BiJI3HAYa€TbCSl iepapxiuHO-MO/YJbHOI NMOOYA0BOI0, 1110 3abe3Neyye JIOTIYHY Y3TOAXKEeHICTb, CTPYKTYp-
Hy THYYKiCTb Ta QyHKIiOHa/NbHY MacliTaboBaHicTh. Taka apxiTeKTypa HaJla€ MOXJIUBICTb MPU MOJaIbLIIN
peanisauii, ask-oT, y Buraszi moayai CIIIIP, TpakTyBaTH KOXeH JIOTIYHUN KOMIIOHEHT aJITOPUTMY He JIvlie
SIK MOCJiJOBHUM eTal, a sIK caMOZ,0CTaTHIN MoAy/b. Takuil MoAy/Ib € AOLIBHUM 0 peajisaliil, TeCTyBaHHSA
Jioro npane3faTHOCTI Ta HACTYIIHOIO BIIPOBA/I>KeHHs He3aJIeXHO Bifl IHIIMX YaCTHUH.

MoaynbHa CTPYKTypa aJropuTMy Ha puc. 1 3abe3nedyye NpuUpojHYy MiATPUMKY MacuitabyBaHHs AJs XC
MiANPUEMCTB 3 Pi3HUM piBHEM CKJAJHOCTi. B ToMy uucii, Ha BeJMKUX MinpUeEMCTBaX, Ae XMapHa iHpa-
CTPYKTypa MO>Ke OXOILIIOBATH AecATKHU pisHopigHKxX XC, Taka FHYyYKiCTb Ja€ 3MOTY Ha/IalITOBYBAaTH MO/ie/lb
He Jivlle B LIMPHUHY (LIJIAXOM J0[,aBaHHSA HOBUX KpUTepiiB (MU posrisajanu julle 7), Jpkepes JaHUX abo cie-
HapiiB BOpoBa/pKkeHH:). Asie i1 y IJIMOUHY - Yyepes JeTasi3alilo BHyTPILIHbOI JIOTiKU OL[iHIOBAaHHS YH aJlalTa-
L[i10 TOBEJIiIHKU KPUTEPIiB 10 3MiH y 30BHIlIHbOMY cepeZoBUILi. KpiMm Toro, iepapxiyHa nobyj0Ba aJropuTMy
Ha puc. 1 edpeKTHUBHO peasidye napaJjiesbHy abo po3Mo/isieHe onpaloBaHHs JaHuX. [I[puMipoMm 1je gouisibHO
Ha eTani popmyBaHHs Ta ouiHku KoHdirypaniit XCII [1, 2]. [loxibHul € fouiibHUM y pa3i poboTHU 3 BeJU-
KUMHU 06cAraMy JJaHUX ab0 MHOXXHMHAMU KaHJWAATHUX pillleHb, sIKi BUMararoTb 6araTopasoBUX OILiHOK 3a
PI3HUMHU KpUTEPIAMHU. Y 11bOMY CEHCi aJITOPUTM Ha pucC. 1 MOXKHaA peasi3yBaTH fK CyKYIHICTb He3aJeXHUX
IIpOLeCiB 3 aCHHXPOHHOIO Iepejadyero pe3ysabTaTiB. Ha Hawmy ayMmky, e niagBuuiye npogyktusHictb CIIIITP
y MaclTaboBaHUX 00YMCII0BAJIbHUX CEPe/IOBHUIIAX.

3Ha4yL[0l0 XapaKTEPHUCTUKOI0 aJrOPUTMY € 3[aTHICTb 36epiraTu NmpoMixHi pe3ysbTaTH MK eTanaMu
Jioro BUKOHaHHA. Taka BJAaCTUBICTb 3abe3levyye He Jinlle ePpeKTHUBHICTb 06YHUC/IEHb LJISXOM IOBTOPHOTO
BUKOPHCTAHHSA BXKe OTPUMaHHUX OLIHOK, a ¥ JJa€ 3MOTy IPOBOJAUTH aHaJNITUYHUHN ayAUT NpoLecy NPpUNHATTA
piteHb. 36epexeHHs MixkeTanHoi iHpopMaLii J03BONUTH BiACTEXKYBAaTU NPUYUHOBO-HACIIAKOBI 3B’I3KU Mix
XapaKTepUCTHUKaMH BXiJJHUX JaHUX, IPUAHATHMU yIPaBJiHCbKMMU TapaMeTpaMy Ta OTPUMaHUMU PEeKOMeH-
JanisiMu mogo Bubopy koHodirypaniit XCII. A 1e, cBo€lo 4eproro, 3a6e3neYrThb MPo30picTb CUCTEMU BUOOPY
XCII. A Takox migTpuMye npoueAypu Bepudikanii Ta nifBuilye piBeHb A0BipU 3 60Ky 0cCib, 1[0 NpUMalOTh
pilieHHs. 3aBASAKH 3a3Ha4Y€HUM BJIACTUBOCTSM, PO3pO6JIEHUHM B paMKax JOC/i[XKeHHA MeToJ, Ta aJrOpUTM
HabyBalOTh IKOCTi YHiBepcaJbHOIO Ta afalTUBHOrO iHCTpyMeHTa. Takui iHCTPYMEHT, 32 HallMMU MipKyBaH-
HSIMHY, JIOLIJIbHO iHTerpyBaTH y CKJIaiHi KoprnopaTyBHI miaTdopmu ynpasiaiHHa [T-iHdpacTpykTypoto, K-0T
y paMKax CTpaTeriyHoro MmjaHyBaHHsS XMapHOi TpaHchopMalLii A1 BeJUKUX NiAIPUEMCTB YKpaiHU.

[lofaHui aJITOPUTM CKJIAJA€EThCS 3 TPbOX B3aEMOINOB’A3aHUX 6JIOKIB. 3a3HAYMMO, 110 MU MPOJOBXKUJIN
JOCJiPKeHHs1, pe3y/JbTaTy AKUX nofaHo B [1]. Ha mepmomy etani ¢opMyeMo cucTeMy HediTKHUX QYHKIiN

, (15)
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HaJIeXKHOCTI /IJIs1 KOXKHOTO KpUTepito oniHoBaHHS. Lle fano 3Mory Bimo6pasyuTy JiHIBICTUYHI BUMOTH THITY
«BHCOKa Oe3leKa» YU «IPUHHATHA BapTiCTh» Y KiJIbKICHOMY BUTJISAA] Ta 3a6e3MeYHUTH MOPiBHAHHICTD pi3HO-
pilHMX NOKa3HUKIB. Arperalis 3/jilicHIOBaJacs 3a J0NOMOro MexaHismy Mampasi. Lle fo3Bosinio iHTErpy-
BaTH eKCIIepTHI Cy/>KeHHs 1 OTPUMaTH y3arajbHeHi OLiHKU JJIs KOXKHOTO MoCTavyaJbHUKaA MOCIYT.

Jpyruii etan nop’si3aHui i3 3acTOCyBaHHSM €BOJIIOIINHUX aJrOPUTMIB GaraToKpuTepiajbHOI ONTHUMi3a-
uii NSGA-III Ta/a6o MOEA/D.

Ha TpeTboMy eTani BUKOHYEMO paHkKyBaHHs oTpuMaHoI [lapeTo-MHOXUHU. [l/1 [bOTO 3aCTOCOBYEMO Me-
Toau FAHP i ¢yHKuii 6axkanocTi. lle ;03B0/IMIIO iHTErpyBaTH Cy0’'€KTUBHI IPIOPUTETH 0COOH, IO MPUNMaE
pilieHHs, y npouec ¢opMyBaHHS OCTAaTOYHUX pekoMeHpanii Bubopy XC. OTxe, Haul miAxiz moenHaB TOY-
HICTb €BOJIIOIIHHUX MEeTO/iB i3 BUCOKOIO iIHTepIPeTOBaHICTIO pe3yabTaTiB. Y NifiCYMKy 3alponoHOBaHa MO-
Jles1b 3abe3Meuye KOMILJIEKCHe BUpillleHHs 3aia4i Bu6opy XC.

Jlis mepeBipku nparne3aTHOCTI Ta epeKTHBHOCTI 3aIpoNOHOBAHOI Mo/ieJli NPOBeeHO 06YUCII0BaIbHUN
ekciepuMeHT. MoJiesib Ta HaBeZIeHUH NCEBJOKO/ peasizoBaHO Ha MOBi mporpamMyBaHHs Python. Ha ocHoBi
cbopMOBaHUX BXiJHUX aHUX 3reHepOBaHO MHOXXHHY [lapeTo-onTHMaIbHUX pillleHb, SKi JaJli mpoaHasi3o-
BaHO 3a J0MOMOr0O0 MeTPUYHUX NOKAa3HUKIB Ta METOAIB paHXKyBaHHA. Pe3y/ibTaTU eKCllepUMEeHTY MO0JaHO
y BursiAi rpadikis Ha (puc. 2, 3), imtoctpytoTb noBefiHKy aaroputmiB NSGA-III Ta MOEA/D, a Takox JjeMOH-
CTPYIOTb SIKicTb oTpuMaHoro [lapeTo-GpoHTy Ta cTabiIbHICTh pOGOTH MOJEJIi.

Ha npeacraBneHomy rpadiky «PyHkuil HanexxHocTi ans kpuTepiiB ([lapeto vs Heontumasnbhi)», AUB.
puc. 2, Bifo6paxkeHo pe3ysnbTaTu 6araTokputepiasbHol ontumisanii XCII. I'padik Ha puc. 2 mobyzmoBaHO
y BUIJIAA] NapasieIbHUX KOOpAUHAT. lle Haflae MOX/IUBICTD Bi3ya/IbHO NMOPIBHATH XapaKTEPUCTUKU PiSHUX
koHirypariii. YepBOHHUM KoOJIbOpPOM No3Ha4veHo [lapeTo-onTuManbHi pienHs («Tak»). CUHIM KOIBOPOM -
HeoNnTHMaJbHi KOH®iryparii («Hi»). [lapeTo-onTHManbHi pilieHHS i1I0CTPYOTH BUILi 3HaYeHHS QYHKIiN Ha-
JIEXKHOCTI 3a 6i/IbIIICTIO0 KpUTEPIIB.

[IpexncraBiena Ha (puc. 3) Bisyanizauisg mifTBepaxye epeKTHUBHICTb 3alIPONIOHOBAHOT0 METOJY /ISl BU-
SIBJIEHHSI ONTHUMaJbHUX KOoHirypaniit XC BenMMKUX MiANPUEMCTB. AHasi3 QYHKIIM HaJIeXXHOCTI J03BOJISIE

ITouaTox

ETAII 1.
InenTudikanis Bumor mqo XCIT

¥

ETAII 2.
IToGynoBa kpuTepianbHOI MOIENi

v

Mozens irpoBoi Barosoi aganrartii

!

ETAII 3.
I'enepanist koudirypaiii Ta
onrumiszailist NSGA-IIT abo MOEA/D

Hi

BUKOPHUCTOBYETHCS
dyHKIIisT 6aXkaHOCTI?

Tax
A 4

ETAII 4.
Bubip ormopHoro pimeHHs

!

ETAIIS.
BrnpoBa/pkeHHsT Ta MOHITOPUHT

Puc. 1. CnpoieHa 6JI0K-cxeMa aJITOPUTMY METOAY CTPYKTYPOBAaHOTO BIIPOBa/»KeHHA
xmapHoi iHppacTpykTypu (CBXI)
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Puc. 2. 'padgiku «PyHKI1ii HasexxHOCTi 415 KpuTepiiB ([lapeTo vs HeonTumasibHi)»
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Puc. 3. 3D-Bisyani3ania ¢pponTy IlapeTo A 3aga4i nomyky ontTuMaabHuX XC mignpuemMcTBa

ineHTHiKYBaTHM KOMIPOMICHI pillleHHs, 1[0 33/10BOJIbHAIOTh CyllepeyMBi BUMOI'M 10 TEXHIYHUX aCIEKTiB,
npoAyKTUBHOCTI Ta ctabinbHocTi XCII. PesysnbTaTu Bisyasisalii y3rokyoTbcs 3 TEOPETUUHUMU Nepejoa-
yeHHsAMU Mozei (1) - (10).

Y (Tabs. 1) HMXKYe MPOBeIeHO MOPIBHAHHS 3a HU3KOI0 KpUTepiaJbHUX 03HAK, sIKi Bifjo6pasuin GyHKIi-
OHAJ/IbHY MOBHOTY, aIallTUBHICTh, 3Mora iHTerpailii 3 6i3Hec-npiopuTeTaMH, iIHCTPYMEHTAJNbHY peasisaliito
Ta OpiEHTOBAHICTh Ha pesieBaHTHI BUKJIUKHU ¥ cdepi xMapHOi TpaHchopMaliil BeJIMKUX KOMIaHil Ta mignpu-
€MCTB YKpaiHU.

fAx BugHO 3 (Tab6s. 1), 3anponoHoBanuil Metof, CBXI 3a6e3nedye 6araTopiBHEBY iHTerparliito KpuTepiis,
aJlanTariiro 10 3MiH XMapHOTo cepe/[oBUINa, popMatialnito eKCepTHUX OI[iHOK Ta 3aCTOCYBAaHHS PeJIEBAHT-
HUX ONTHUMIi3aniiHUX MiJX0AIB, AKi CYyTTEBO PO3INPIOIOTh QYHKILIOHAIBHI MOXKJIMBOCTI y NMOPiBHAHHI 3 Ha-
ABHUMH MeTojaMu. Horo mepesary, 30kpeMa, 3a HalIUMK MipKyBaHHSMH, NPOAB/IAIOTLCA B po3pisi Hedop-
MaJli30BaHUX, PYXJUBUX 260 KOHPIIKTHHUX BUMOT, sIKi TUMOBI J1/1s1 peasibHOrO npolecy BipoBapkeHHs XC Ha
BEJIMKHUX HiZiTPUEMCTBAX. Y TOM e Yyac MeTO/, BUMarae 6ibll BUCOKOT0 piBHS 064K C/II0BAIbHOI MiATPHUMKHY,
110 MOXKe PO3IJIsZaTHUCS SIK yMOBHUI KoMmnpoMic. [IpoTe caMe 1ie 3a6e3neuye nporpaMHy peasi3oBaHiCTb Ta
BiZIKpMBa€ nepcrneKTUBY BUKOPUCTAHHA B CUCTeMax NiATPUMKH NPUNHATTS pillleHb.

3anponoHOBaHUNW METO[| MOEJHAB IepeBaru HeYiTKOi JIOTIKM Ta eBOJIIOLiMHUX aJrOpPUTMIB 6Garato-
KpuTepianpHoi onTumizanil. HeuiTka sorika BukopucToByBasacs Ajas ¢opmasizanii HeBU3HAYEHOCTEH,
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Tabaung 1
IlopiBHA/IbHA TA6/IMLA METO/iB BIPOBaAKeHHsI XMapHOi iHYpacTpyKTypHu
03HAKA ODIBHSHHS TOGAF / Mse; g%gxf 41\;151‘ Knacuyuuit AHP 3anponoHOBaHUHA
P ArchiMate 6e3 fuzz meToA, CBXI
500-292 y
1. HasisricTe ¢opmatisoBaHol BI/ICO}E;/;LHEBa Bi,CL(E-)THS{ i€ (a+)xiﬂ £+<1))c;ra:4(;?:30a1\:11i?{
Mo/eJ1i KpuTepiis PIBH yTHA papb P
TaKCOHOMif opMaJisanis HPUCYTHA KpuTepiiB
Y
2. 0611k HeuiTKOI MpUPOAU © ©) @) (+) HeuiTka JoTikKa
BUMOT (eKCIEePTHUX OLiHOK) (fuzzy logic)
(+) irpoBa Mogeb
3. 3M0ra.aganTau11 Bar KpurepiiB 8 © ) (pisroBara Hema,
B AMHaMIL [lenuti)
4. Mligrpunica Garato- (+/-) mame (+) EMO - NSGA-1II,
puTepiasbHOI onTUMIi3allil ) () SR MOEA/D
(Pareto miaxin) pery
5. Po6oTa 3 anpTepHaTUBaMH Ha ©) ) 8 (+) no6ynoga [lapeTo-
MHOxkMUHI [lapeTo dpoHTY
6. [HCTpYMeHT /19 BpaxyBaHHS (+) cTpareriune (+/_). (+) cl?yHKun
; . . 6a30Bi ) 6akaHOCTi / eTa/lOHHE
6isHec-npioputeTiB OITP MO/leJIF0BaHHA .
pexkoMeHAaLjl NOPiBHAHHSA
. (+/-) pyune (+) BexTOp GaxkaHOCTi,
7.3Mora CLieHapHOr0 aHasli3y OHOBJIEHHS ) ) S
Mozeseii OHOBJIEHHS LiJIel
8. KommiiekcHicts nmigxony (Big +) ) @) (+) meTop MicTUTB Bei
BUOOPY [10 BIPOBA/KEHHS) eTanu
9. lixTpuMKa aBTOMaTH3aLil Ta (+/-) YacToBo ©) (+/-) obMexena (+) mpuzaTHicTb 10
NporpamHoi peasisanii peasnizanii XC
10. InTepnpeToBaHIiCTb A1 (+) HeuiTKka oninKa
HedopmanbHux OIIP (He ) ) ) + Bizyasizauis
TeXHIYHUX 0Ci6) pe3yJbTaTiB
11. llo6ynoBa MHOXHUHHU ©) ) 8 (+) ouinka
ONOPHUX pillleHb Ha6JIMXKEeHOCTI [0 1ijed
12. IuTerpanyisa 3 irpoBUMU © ) @) (+) HekoomepaTHBHA Ta
MOJeISIMU KOooIlepaTHBHA rpa

Jorcepeno: ckaadena asmopom Ha nidcmasi anaizy aimepamypHux dxcepea [1-19]

MOB’sI3aHUX i3 IKICHUMHU Ta BaXXKO BUMiplOBaHUMU XapakTepucTukamu XC, 1110 Ja€ 3MOry BiloGpa3UTH eKC-
MepTHI OLIiHKHU Y BUIJIA/i JIIHIBICTUYHUX 3MiHHUX Ta QyHKLiM HasexxHocTi. Ha HacTynHOMYy eTani 1o oTpuMa-
HUX MapaMeTpiB 3aCTOCOBYOThCs eBosoLiiiHI MeToau NSGA-III Ta MOEA/D, siki 3a6e3ne4yu/id NOMyK MHO-
»KMHHU [lapeTo-oNTHUMa/IbHUX pillleHb. Y pe3y/abTaTi GopMyeMo GpPOHT pillleHb, cepef;, SKMX MOXHa 001MpaTH
Ti BapiaHTH, 1110 HalKpallle BiZjIOBiZal0Th CTpaTeriyHUM NpiopuTeTaM MiIprUEMCTBA.

BHUCHOBKM. Y cTaTTi peasli3oBaHO KOMIIJIEKCHUM MiJXiJ A0 NiATPUMKH NPUNRHATTS pillleHb 11010 BUGODY
xMapHuX cepBiciB (XC) y kopnopaTuBHux IT-cucteMax. [lofanbpuioro po3BUTKy Haby/la METOIUKA TOOYA,0BU
[lapeTo-$poHTY B yMOBaxX HeuiTKOi MOCTaHOBKHU 3ajaui. Ha BifMiHy Biz BifjoMux mifxofiB, 3allporOHOBAHO
MeXaHi3M y3rojpkeHHs [lapeTo-pimieHb i3 HEYITKUMU QYHKI[IIMU HaJIEXKHOCTI Ha KOXXHOMY KpOIL|i eBOJII0-
LifiHoro Biz6opy, 110 3a6e3neyye aJleKBaTHe BiloOpakeHHs] HEBU3HAYeHOCTel i Cy6'€KTUBHUX yNoA06aHb
oco6y, fKa NpUIMaE pillleHHsl. Y0CKOHaJIeHO NpPOoLeAypy paHXKyBaHHA [lapeTo-a/ibTepHAaTUB Yy HEUITKOMY
MPOCTOpPi LLISAXOM NOEAHAHHS GOopMabHUX KPUTEPIIB ONTUMAIbHOCTI 3 iHAUBIAyaJlbHUMU NpiopUTeTaMuU
KopuctyBaua. llle 03BoJisIE YHUKHYTH HEOOXiJHOCTI »KOPCTKOTO 3aJlaHHs BaroBux koedilieHTIB i migBU-
L1y€ THYYKICTb NPUMHATTA pilleHb. BiockoHaleHa MeToAMKa 6aJlaHCyBaHHSA Bar KpuTepiiB, 1110 3abe3nedye
CTiMKIiCTh Ta aaNTUBHICTb cUCTeMU NiATpUMKH BUO0pYy XC 3a yMOB 3MiHU CTpaTeriYyHUX OpieHTUPIB Nifgnpu-
eMcTBa. lle po6UTH 3aNpONOHOBAHY MO/e b YHIBEpCaJIbHUM IHCTPYMEHTOM, NPUJATHUM [0 BUKOPUCTAHHSA
B Pi3HUX CEKTOpPax eEKOHOMIKU YKpalHHU.

[IpakTH4YHa 3HauyIlicTh POOGOTH MOJAra€e y po3poodli MeToAy CTPYKTYPOBAHOTO BIIPOBAaKEHHS XMap-
Hoi iHpacTpyKTypu y KoprnopaTuBHi IT-cucTemu. Bin noejHaB cuHTe3 KpuTepiaabHoro npodiato nignpu-
€MCTBA, I'Hy4YKe y3To/pKeHHs Bar KpuTepiiB BUOOpY, 3aCTOCYBaHHs 6araToKpuTepiajabHOI onTHUMisanii Ta
dopMyBaHHSI KOHKpeTHUX pekoMeHaniit aus interpaunii XC. lle g03BonJI0 He JiMllle MiABUIIUTH edek-
THUBHICTb BUuKopuctaHHs IT-pecypciB, ase i 3a6e3ne4yuTH cTpaTeriuHy CTiMKicTh mifgnpueMcTBa A0 3MiH
punky XC.
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®E/IEPATUBHE BUABJIEHHA AHOMAJIII HA OCHOBI LSTM
3 AJJAIITALIIEIO /10 JIOKAJTBHOT'O KOHTEKCTY

Anomayin. Y yiii cmammi nponoHyemwvcsi ¢edepamugHull nioxid do HagyaHHS 0451 BUSI8/AEHHSI AHOMAAIU 8
iHMeIeKMyaabHUX MIKpOMepexcax 3 8UKOPUCMAHHIAM HelipoHHux mepedxc LSTM. Koscen 8y3041 mikpomepesxci Ha84aemuvCsi
JIOKA/IbHO HA 8/AACHUX OJAHUX 4acosux psidie, 8o0Ho4ac pobsavu ceill 8HeCOK y a106a1bHy Modeab yepe3 be3neuHe
¢edepamusHe ycepedHeHHs. Cucmema po320pmaemucsl 3 BUKOPUCMAHHAM KOHMEUHEepU308aHUX 8y3/1i8 ma YyeHmpaabHo20
cepsepa azpezayii. Kawo4osi kKpoku 6KAKHAIOMb OYUWEHHS 0aHUX, Hopmaaizayirvo ma nidzomosky nocsaidogHocmi 045
HasuaHHsi LSTM. AHomanii 8usi8/s10mubCsi WASIXOM NOPIBHSIHHS NPO2ZHO308AHUX MA (PAKMUYHUX 3HA4YeHb 3a dOoNoMo2oi0
cmamucmuy4Hux nopoeis. lleil nioxio 3a6e3nevye koHgidenyiliHicme daHux, niompumye oyiHKy 008ipu ma demoHCmMpye
edpekmueHe 8uUsI8/eHHS AHOMAIU HA PI3HUX 8Y3.1aX deyeHmMpa/i308aHoi eHepzemuyvHoi cucmemu.

Memoio Yyb020 docaiddztceHHs € po3pobka ma oyiHka po3nodineHoi cucmemu 8UsI8AEHHS AHOMAANIT 04151 (HMeneKkmyanbHuUX
MiKpomepedic, wo 3a6e3neyye 36epesxceHHs1 KOHPIdeHYiliHocmi, 3 BUKOpucmaHHAM gpedepamusHo2o HaguaHHs. Mema noasieae
8 momy, Wob damu 3Mo2y KIAbKOM 8Y31AM MIKPOMeEPEX (I CNiNbHO 8UA8ASIMU AHOMAALHI MOdeal cnoXUu8aHHs eHepeii 6e3
06MIHY He06po6aeHUMU OAHUMU, MUM CAMUM nidsuwyro4u Kibep6eaneky, 36epieaiovu npu yboMy J0KAAbHICMb JAHUX.

Memodosozin. Y yiti po6omi peasizoeano ¢edepamusHy cucmemy HAGYAHHS 3 GUKOPUCMAHHAM HEUPOHHUX Mepeic
3 doszocmpokogor nam’smmio (LSTM), HagueHUX A0KAAbHO HA KOHCHOMY 8Y3/1i HA 4aCO8UX ps10ax OaHUX Npo eHepzilo ma
HaskoauwHe cepedosuwe. KosceH 8y30.1 nonepedHbo 06pobuasie ceoi daHi, Hag4ae ceor modeab HesasnedxcHo 8 Dockerized-
cepedosuwi ma Hadae yeHMpaabHOMy cepgepy docmyn jauwe 3a 8az2o8umu koedpiyienmamu modesi. Cepsep BUKOHYE
¢edepamugHe ycepedHeHHs 045 azpezayii modesiell ma Hadcu/aae oHO8AeHy Modeab HA3ad do 8y3/ie8 015 HACMYNHO20
payHOy Ha8YaHHs. AHOMaAIi 8Us18A510MbCSI HA OCHOBI NOMUJ/I0K NPO2HO3Y8AHHS, W0 Nepesuyroms OUHAMIYHI cmamucmuyHi
nopoau. Yci ekcnepumenmu npo8o0simucs 3 BUKOPUCMAHHAM PeaibHUX 0aHUX IHMeAeKmMyaabHUX Mepedxc ma nepesipsomses
3a donomozot makux mempuk, sk MSE, MAE, mounicmb, nosHoma ma F1-oyinka.

Haykoea Hogu3Ha. L]e docaidiceHHs npedcmagasie pedepamugHy naamg@opmy susieneHHs aHomanill 3 adanmayiero 0o
JI0KA/1bHO20 KOHMeKcmy 04151 Kibepbe3neku MIkpomepedic, IKa IHmezpye KoHmeliHepu308aHe p0320PMAHHS, NPO2HO3Y8AHHS HA
ocHogi LSTM y peaabHoMy uaci ma cnignpayio mMixc He3aexicHUMU 8y3/1aMu 3i 36epesceHHsIM KoHgpideHyiliHocmi. Ha 8i0MiHy
8id mpaduyitinux yeHmpanizosaHux nioxodis, yeil Memod YyHUKAE NPsAMO20 06 MiHy 0aHUMU ma nidmpumye HeodHOpiOHicMb
Yy noeedinyi 8y3.is. BiH makoic nponoHye cmpamezilo oyiHKu, wo 8paxosye dosipy, wjo 00380.1€ AUHAMIYHO OyiHI08aMU
HaodiliHicmb 8y3/1i8 Ha 0CHO8I skocmi 6HecKy ma egekmusHocmi 8usie/ieHHs aHomadill. [loedHaHHs pedepamueHozo
HABYAHHS, MOOEAI0B8AHHS Yacosux ps1die ma npodinoeaHHs N0KAAbHO20 KOHMeKCmy 8 eHepeemuyHill o6.aacmi € HOBUM
BHECKOM, AIKUll paHiwe He deMOHCMpYy8ascsl 8 makill popmi.

BucHogku. I[s po6oma demoncmpye, wo ¢edepamugHi modeni LSTM moxcyms eeKkmueHo 8usieassmu aHOMAnil
8 cepedoguujax Mikpomepedc, 36epieaiodu npu yvbomy koH@idenyitinicms danux. Takuill nidxid nokpawye mouHicmb
npo2HO3yB8AHHSA MA NPOJYKMUEHICMb 8UABAEHHSA 3 MIHIMAAbHUMU HAKAAOHUMU 8UMPamMamu, wo pobums 1020 npudamHum
04151 6e3neyHuUx po3nodizieHuUx eHep2emuYHUX CUCMEM.

Kawuosi caroea: PedepamusHe HasuaHHs, Kibepbe3neka Mikpomepedic, susieeHHs1 aHomanil, LSTM, posymHa mepeica,
Nnpo2HO3y8aHHs vacosux psidie, wmyyvHull iHmeaekm i3 36epexceHHsAM KoH@pideHyillHocmi, po3nodineHi cucmemu, oyiHka
dosipu.

Hennadii SHYBAIEV. FEDERATED LSTM-BASED ANOMALY DETECTION WITH LOCAL CONTEXT
ADAPTATION

Abstract. This article proposes a federated learning approach for anomaly detection in smart microgrids using LSTM
neural networks. Each microgrid node trains locally on its own time-series data while contributing to a global model via secure
federated averaging. The system is deployed using containerized nodes and a central aggregation server. Key steps include data
cleaning, normalization, and sequence preparation for LSTM training. Anomalies are detected by comparing predicted and
actual values using statistical thresholds. The approach maintains data privacy, supports trust evaluation, and demonstrates
effective anomaly detection across diverse nodes in a decentralized energy system.

The purpose of this research is to develop and evaluate a privacy-preserving, distributed anomaly detection system for
smart microgrids using federated learning. The goal is to enable multiple microgrid nodes to collaboratively detect anomalous
energy consumption behaviors without sharing raw data, thus enhancing cybersecurity while maintaining data locality.

Methodology. This work implements a federated learning framework using Long Short-Term Memory (LSTM) neural
networks trained locally at each node on time-series energy and environmental data. Each node preprocesses its data, trains its
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model independently in a Dockerized environment, and shares only model weights with a central server. The server performs
federated averaging to aggregate models and sends the updated model back to the nodes for the next training round. Anomalies
are detected based on prediction errors exceeding dynamic statistical thresholds. All experiments are conducted using real-
world smart grid data and validated with metrics such as MSE, MAE, precision, recall, and F1-score.

The scientific novelty. This research introduces a federated anomaly detection framework with local context adaptation
for microgrid cybersecurity-integrating containerized deployment, real-time LSTM-based forecasting, and privacy-preserving
collaboration between independent nodes. Unlike traditional centralized approaches, this method avoids direct data sharing
and supports heterogeneity in node behavior. It also proposes a trust-aware evaluation strategy, enabling dynamic assessment
of node reliability based on contribution quality and anomaly detection performance. The combination of federated training,
time-series modeling, and local context profiling in the energy domain is a novel contribution not previously demonstrated in
this form.

Conclusions. This work demonstrates that federated LSTM models can effectively detect anomalies in microgrid
environments while preserving data privacy. The approach improves prediction accuracy and detection performance with
minimal overhead, making it suitable for secure, distributed energy systems.

Key words: Federated Learning, Microgrid Cybersecurity, Anomaly Detection, LSTM, Smart Grid, Time-Series Forecasting,
Privacy-Preserving Al, Distributed Systems, Trust Evaluation.

IlocraHoBKa mpo6yeMu. MikpoMepexi Bce 4acTillle BUKOPUCTOBYIOThCS [Js1 MiATPUMKU JlelleHTpasli-
30BaHUX, CTIMKUX eHEPreTUYHUX CUCTEM, ajie IXHs 3pocTalya B3a€EMOIOB'sI3aHICTh CTBOPIOE HOBI mpobJie-
MU Kibepb6esneku. TpafguuiiiHi migxoau 0 BUSIBJEHHS aHOMaJid 4acTO CHOHUPAIOTBHCS Ha LEeHTpasai30BaHy
arperariio JaHUX, [0 BUKJIUKAE 3aHEMOKOEHHS L[0A0 KOHQiJeHI[IHHOCTI Ta PU3UKYE PO3KPUTTIM JAHUX.
®enepaTuBHe HaB4YaHHs (FL) mpomoHye anbTepHATHUBY, 10 36epirae koHOiAeHUiINHICTb, J03BOJISIOUU BY3-
JlaM HaBYaTH Mo/ieJi JIOKaJbHO Ta 06MiHIOBATHCS JIMIIe OHOBJIEHHAMU Mojesell.lle focaipkeHHs npesAcTaB-
Jsi€ GeslepaTUBHY CUCTEMY BUSBJIEHHS aHOMaJiH, 1110 BUKOPUCTOBYE Mepexi 3 JJOBFOCTPOKOBOIO MaM ATTIO
(LSTM), ne koxeH By30J1 MiKpoMepexKi MPOTHO3YE CIOXKMBAHHSI eHepril Ha OCHOBi BJIACHOTO JIOKQJIbHOTO
KOHTEeKCTY. BilxusieHHs MiX nporHo3aMu Ta GaKTUYHUMU 3HAUeHHSIMU BUKOPHUCTOBYIOTBCS /151 TIO3HAYEH-
HA aHoMauiid. CucTeMa peaJsli3oBaHa 3a JONOMOrOK KOHTEMHEPU30BAHUX BY3JIiB, SIKI B3aEMOJIIOTh 3 IeH-
TpaJbHUM ¢e/lepaTHUBHUM CepBepOM uepe3 0OMiH BaraMu Mogesei. Hai pe3yabTaTy NMOKa3yoOThb, 110 Lis
apxiTekTypa epeKTUBHO BUSBJSE aHOMail, 36epiraroun KoHieHI[IHHICTh AJaHUX Ta 3a6e3Mevyydu CIiB-
Mparo MiXk reTepOreHHUMHU BY3JIaMHU.

JloBrorpuBajia KOpOoTKO4acHa nam'sitb. Mepexi 3 goBrocrpokoBoto nam'sattio (LSTM) - e Tun peky-
penTHoi HelipoHHOI Mepexi (RNN), npusHayeHoi JJisi MOJIe/IIOBaHHSI Ta HaBYaHHS 3 MOCHIZJOBHUX JaHUX.
Ha BigMiHy Big TpaguuiiiHux HeMPOHHUX Mepex npsmoro 3B’sa3Ky, LSTM 3xaTHi ¢ikcyBaTH A0OBroCcTpOKOBi
4YacoBi 3a/IeXKHOCTI, NiATPUMY0OYH BHYTPIIIHINA cTaH («MaM’sTh»), SKUK PO3BUBAETHCA 3 yacoM. Lle ocobiu-
BO KOPHCHO B 33/jla4yax POrHO3YBaHHS YaCOBUX PsAJiB, TAKUX K IPOTHO3YBaHHS MalbyTHbOTO CIIOKUBaHHS
eHeprii Ha OCHOBI iICTOPUYHUX BUMIpPHOBaHb.

Apxitektypa LSTM Bupiuye npo6sieMy rpaZiieHTa 3HUKHEHHS, IKa 3a3BUYall 3yCTPivYaeThbCSA B CTaHAPT-
Hux RNN, muisixom BBeJjeHHsSI BEHTUJIB — CTPYKTYD, SKi KOHTPOJIIOIOTH NOTIK iHpopmarljii uepe3 mepexy.
[li BeHTW/Ii BU3HAYAIOTH, 1110 36epiraTy, 1[0 OHOBJIIOBATH Ta 10 BiIKUAATHU 3 KOMiIpPKU MaM’sTi HA KOXXHOMY
kponi 4acy. llg 31aTHiCTh BUGIpKOBO 3amaM’siTOBYBaTH abo 3abyBaTu pobuth LSTM nyxe edpeKTUBHUMU
B cepeJl0BUILAX 3 YaCOBUM LIYMOM, KOJIMBAHHSAMU a60 3aTPUMaHUMU epeKTaMU — XxapaKTepUCTUKaMH, BJac-
TUBUMHU JJAHUM IIPO CIIOXKUBAHHA eHepril.

Y nbomy pocaigxeHHi MU BUKOpUCTOBYEMO Mogesi LSTM y koxxHOMY By3J1i MikpoMepexi 1711 IPOTrHO3y-
BaHHA CIO0KMBAHHA eHepril Ha HaCTYIHOMY KpPOLi Yacy, BAKOPUCTOBYKYU OCTAaHHI 3HAYEHHSA €JIEKTPUYHUX
Ta eKOJIOTIUHUX xapakTepucTuk. LSTM nobpe migxoAuTs AJis [bOTO 3aBJaHHS 3aB/sKH CBOiM 3aTHOCTi BU-
BYATH CKJIaZiHI 3aKOHOMIPHOCTI B MOC/TiOBHUX, 6araTOBUMipHUX JJAHUX JJATYMKIB 6€3 py4HOTO MPOEKTYBaH-
HA O3HaK.

depepaTuBHe HaBYaHHA. PeslepaTuBHe HaByaHHA (FL) - e fgenenTpanizoBaHa napajurmMa MallMHHO-
ro HaBYaHHS{, Jie KiJibKa KJIEHTIB (Y HAlllOMy BUIIAAKY, BY3JIM MiKpoMepeKi) CliibHO HaBYAIOTh CIHiJIbHY MO-
JleJib, He Tepefialoun CBoi HeoOGpoOJIeHi JaHi Ha LeHTpalbHUM cepBep. HaTOMicTh KOXEH KJIIEHT 06YHCIIIOE
JIOKaJIbHi OHOBJIEHHSI MO/ieJli Ha OCHOBI CBOIX JaHUX i Ha/ICUJIAE JIMIle OTPUMaHi Baru abo rpafiieHTH /0 LieH-
TpaJsibHOro arperatopa [1]. [loTiM arperaTop 06GYUC/IIOE HOBY IJI06a/JbHY MOJe/b, 3a3BU4Yail BUKOPUCTOBY-
o4uu desiepaTUBHE ycepeJHEeHHs, i po3noaiise ii Ha3aa MiX KJIiEHTaMHU [Jis1 HACTYIHOTO PayHAY HaBYaHHS.

OcHoBHo10 nepeBarow FL € 36epexxeHHs1 KoHiAeHniHHOCTI. OCKinbKY HEOOPOOJIEH] JaHi He 3a/UIIAITh
BY3J/IM, PU3UK BUTOKY, lepexolsieHHs ab0 HelpaBUJbHOTO BUKOPHUCTAHHS JAaHUX 3HAYHO 3HMXKYETbCA [1].
Ile 0cO6GJIMBO BaXKJIMBO B CUCTEMAX IHTEJEKTYyaJbHUX MEPEX, /e MOoZesli CIIOKUBAaHHS eHeprii MOXyTh po3-
KpUBaTH KOHQIiIeHI[iliHY MOBeIiIHKOBY Ta onepauiiiHy inpopmariio.

Y Hawin cucteMi KoxkeH By30J1 He3a/IeXKHO HaB4ae Moge b LSTM, BUKOpUCTOBYIOUM CBOI JIOKaJIbHI AaHi
4yacoBuX psAAiB. [lic/iga HaBYaHHS Baru Mojiesli Ha/ICUJIAIThCS Ha LieHTpaJbHUM deepaTUBHUMN cepBep, SKUU
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yCepeHIOE OHOBJIEHHS JIJIsi CTBOPEHHS HOBOI I/106a/ibHOI MoJesti. L[st Mo/iesib MOTiM MOBEPTAETHCA [0 KOXK-
HOTO0 BY3JIa, II0 A03BOJISIE 6e3MepepBHe HABYaHHSA B CUCTEMI 0e3 mKoAM A KoHimeHninHocTi. FL Takoxk
MNiATPUMYE TeTEPOTeHHICTh cepesoBULI BY3JIiB, JJ03BOJISIIOYU KOXKHOMY BY3J1y aJlalTYBaTUCSA 10 JIOKAJIbHUX
YMOB, OJHOYACHO CIIPUSIOYU y3arajbHEHIN MoJeJIi.

F1l-oniHka Ta moOKa3HUKM OLiHWBaHHA. [Ipu BUsBJeHHI aHOMaJIil, 0COGJIMBO B He36aJIaHCOBAHUX Ha-
6opax JaHUX, MOKJIaJaHHS BUKJIIOYHO Ha TOUHICTh MOXe OyTH OMaHJUBUM. HanpukJiaz, ko aHomadii cra-
HOBJIAATH Jiville 5% Habopy AaHUX, MOJIeJsb, IKa TO3HAYAE BCe SIK KHOPMaJsIbHE», BCe I1le MOXKe AocArTa 95%
TOYHOCTI, ajie 6yTH a6CONIOTHO HeedpeKTUBHOW. TOMy MU BUKOPUCTOBYEMO TOYHICTb, MOBHOTY Ta F1-o1iHKy
[151 OliHKY epeKTUBHOCTI BUSIBJIEHHS aHOMaUii[2].

TouHicTb - 11e BiAHOIIEHHS ICTUHHO MO3UTUBHUX aHOMaJIiil A0 BCiX mepes6auyBaHUX aHOMaJIiH, 1110 Bifo-
6pakae, CKiJIbKY BUSIBJIEHUX aHOMaJliil € NpaBUIbHUMU.

[IoBHOTA - Lie BiAHOIIEHHS ICTUHHO MO3UTHUBHUX aHOMaJIiN [0 BCix GaKTUYHUX aHOMAJIil, 1110 BKAa3yE Ha
Te, CKiJIbKA aHOMaJ1il 6YJ/10 YCIILIHO BUSIBJIEHO [4].

Fl-ouinka - Lie cepeiHE rapMOHiliHe TOYHOCTI Ta IOBHOTHY, 1[0 3a6e3ne4yye e4UHUN MOKAa3HUK, IKUH BpiB-
HOBaXXy€ 061/IBA aClIeKTHU:

F1 =2 = ((Precision x Recall) / Precision + Recall (D

F1-ominka 0co6J/IMBO I[iHHA B HAIIOMy KOHTEKCTI, /le IK XMOHOTO3UTHUBHI (II03Ha4eHHSI HOPMaJIbHOI IoBe-
JIHKU SIK aHOMaJIbHOI), TaK i XM6GHOHeraTuBHi (IPOMYyCK crpaBXKHbOI aHOMaJIil) HeCyTh onepariiiHi pU3UKU
Ta pU3UKH KibepOe3mneku. lle 3a6e3nevye 36aaHCOBAHY OI[iHKY 3[aTHOCTI MozieJIi 10 BUSIBJIEHHS. MU TaK0oX
MOBiJJOMJIIEMO NPO cepe/iHbOKBaZpaTUuHy noMuky (MSE) Ta cepepHio abcostoTHy nomuiky (MAE) gas
ol[iHKH epEKTUBHOCTI MPOTHO3YBaHHs Mojesieit LSTM [9].

CepeaHbokBajpaTnyHa nomusika (MSE) Tta cepeansa a6coawtHa nmomuika (MAE). Oxkpim kjiacu-
dikariiHUX MOKA3HUKIB, TakuX K F1-olLiHKa, MU TaK0X OLIiHIOEMO edeKTHUBHICTh MPOTHO3yBaHHS HALIUX
LSTM-mopenel, BUKOPUCTOBYOYH cepeJHbOKBaZpaTuyHy nomMuiaky (MSE) Ta cepefiHi0 abCOIOTHY MOMUJI-
Ky (MAE) - fBi IINPOKO BUKOPUCTOBYBaHI QyHKIII BTpaT /151 perpeciiiHux 3aBAaHb. L|i moka3HUKU BUMIipIO-
10Tb, HACKiJIbKU 6JIM3bKO IPOTHO3U MOJeli 0 PaKTUYHUX CIOCTEPeXKYBaHUX 3HAYeHb Y YaCOBUX psAAax [7].

CepenHbokBajipaThyHa noxubka (MSE) po3paxoBYeTbCs SIK cepeJHE 3HAYEeHHs KBaZpaTiB pi3HULb MiX
MPOTHO30BaHMMHU Ta GaKTUYHUMHU 3HAYEHHAMHU:

MSEzl/n*Zn:(yi—ei)z, (2)

i=1

Je V; - dakTH4YHe 3HAa4eHHs, a e, — IPOTHO30BaHe 3HaYeHHS.

MSE 3HauHO0 Mipoto mrTpadye 3a 6iJbIli MOMHUJIKH, CIPUYUHEH] olepalli€lo 3BeZileHHsI B KBaJparT, 10 po-
6UTH 11 0COBJIMBO KOPUCHOIO /I BU/IJIEHHSI BUKW/IiB a60 3HAYHUX BijxuieHb [6]. Lle LiHHO npu BUsBIEHHI
AHOMaUli#, OCKiJIbKM BeJIMKI MOMUJIKH MPOrHO3Y YacCTO BiANOBiAal0Th NOTEeHI[iHHUM aHoMauisaM [10].

[TouatkoBa MSE/MAE. lli 3HaueHHs Bijo6pakaloTh MPOAYKTHUBHICTb JIOKaJIbHOI MoZeJi 1o y4acTi y dene-
PaTHBHOMY HaBYaHHi, TOOTO MiC/IS TOTO, IK BYy30J1 HABUMB CBOK MO/iesib LSTM Jsuine 3a J01OMOror0 BJaCHUX
JIOKaJIbHUX JJaHUX, 6€3 KO HUX 3HaHb Bij iHImMX By3.1iB [3].

- IlouyaTkoBa MSE (cepesHbOKBaZipaTHUYHa MOMUJIKA): BuMiproe, Hackinbku Jj06pe Mo/esb NMPOrHO3YE
CHOXKMBaHHS eHepril Ha JIOKaJbHOMY TeCTOBOMY Habopi By3.a, epll HiXK OTPUMATH Oy/b-IKYy arperoBaHy
J106a/1bHY MOJIEb.

- TlouatkoBa MAE (cepenHs aGcoJitoTHa MOMUJIKA): BUMipIoe cepeiHIO BEJIUUUHY MOMUJIKH MPOTHO3Y-
BaHHS, 3HOBY X TakHy, 710 deZiepaTUBHOI ciBmparii.

[HmuMu cinoBamy, noyatkoBa MSE/MAE = Mozesib, HaBUYeHa i30/1bOBAHO, OI[iHEHA Ha JIOKAJbHUX TECTO-
BUX JJAHUX.

Octatouna MSE/MAE. 1li 3HaueHHs Bifo6paxkatoTh NPOAYKTUBHICTb OHOBJIEHOI MoZeJi Mic/s KiIbKoX pa-
yHAiIB defepaTUBHOrO0 HaBYaHHSA, TOOTO BY30J1 OTPUMAaB IVI06a/JbHi OHOBJIEHHS MO/eJli Ha OCHOBI BXiJJHUX
JlaHUX IHIIKX BY3J1iB Ta BUKOPUCTAB iX /IJ1s I0JAa/IbIIOr0 JOKaJbHOT0 HaBYaHHA [5].

- Ocrtatouna MSE: [lomMmusika Tecty nicas 3-5 payH/iB ¢esiepaTUBHOr0 HABUaHHS.

- Ocratouna MAE: CepeiHsa noMUJIKA i/ Ti€l 2K KiJIBKOCTI payHZiB, 10 JeMOHCTPYE NIOKpaLleHHH 3aB-
JAAKHU CIIJIBHUM 3HaHHAM.

OTxe, ®inanbHa MSE/MAE = Mozeib, HaBU€eHa 3 IV106a/IbHOI0 JONIOMOT010, OIjiHEHA 3HOBY Ha THUX CaMHUX
JIOKQJIbHUX TECTOBUX JJaHUX [8].

ExcniepuMeHT. EkcriepuMeHT, npe/CTaBIeHUH y IIbOMY AO0C/TiPKeHHI, 6YB po3po0JeHUH JJIs1 OL[iHKH J0-
L[IJIbHOCTi, MacIITa6oBaHOCTi Ta MPOAYKTUBHOCTI deepaTUBHOI CUCTEMU BHUSBJIEHHS aHOMaJii Ha OCHOBI
HaBYaHHA B IMITOBaHOMY cepeJiOBHUILi iHTeJeKTyaJbHOI MikpoMepexi. OCHOBHa MeTa Lii€l eKcliepuMeHTalbHOI
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CHUCTEMH TI0JISATAE B IEMOHCTpAii Toro, ik MoJieJii J0Broi koporkodacHoi nam’sti (LSTM), HaBYeHi He3a/IeXKHO
Ha pi3HUX BipTyaJIbHUX By3Jlax MiKpoMepexi 3 BAKOPUCTAaHHAM JIOKaJbHO JOCTYIIHUX JaHUX Ta KOHKPETHUX
€KOJIOTIYHUX KOHTEKCTIB, MOXYTb CHIJIbHO BJIOCKOHAJIIOBAaTUCA 3a JJONIOMOTOI0 IleHTpaJsli3oBaHoro ¢esepaTUB-
HOTO cepBepa HaB4YaHHs. lle 103B0JIsIE BUSAB/ISATH aHOMaJIbHY NOBEJiHKY B MO/IeJIsIX CIIOXKMBaHHS eHepril, 36e-
piraroyu KOHOQIIeHI[IHHICTh JAHUX Ta MiITPUMYIOUH aJJallTAIil0 10 JIOKAJIbHOTO KOHTEKCTY.

1 MoziesIloBaHHS peasliCTUYHOrO ClieHapilo MOHITOPUHTY eHeprii MU BUKOPHUCTOBYEMO Habip JaHUX 4a-
COBUX PAJAIB, 110 NpPeACTaBJAITb BUMIPIOBAHHA iHTeJIeKTyalbHOI Mepexi. KoxeH 3anuc MicTUTB JeTalbHi
NMOKa3HUKH, TaKi sIK HaNpyra, CTPyM, CIIO>KUBAaHHS eHeprii (aKTHBHE Ta peaKTHBHE), Koeil[iEHT MOTY>KHOCTI,
reHepalid 3 BiJHOBJIIOBaHUX JpKepeJ], TAKUX AK COHAYHA Ta BiTPOBa eHeprid, TeMIiepaTypa Ta BOJIOTICTb Ha-
BKOJIMILHBOTO CepeJIOBUILA, L[iHA Ha eJIeKTPOEHEePrilo Ta NpanopLi eKcnyaTaliiHUuX HecripaBHocTel. i xa-
paKTEpPUCTHUKU pa3oM 3abe3MeyyloTb KOMIIJIEKCHUH 3HIMOK eJIEKTPUYHOI'0 Ta eKOJIOTI4HOI'0 CTaHy By3Ja Mi-
KpoMepexi B IeBHUN MOMEHT. BBaxka€eThcs, 1110 Habip JaHUX MOXOAUTDH BiJl KiJIbKOX BY3JIiB, fIKi Mpal0OTh
y reTeporeHHUX yMoOBax — JieKi CUJIbHO 3aJiexKaTb BiJi MIHJIMBOCTI OroAH, iHIII — BiJi KOJIMBaHb HaBaHTa-
»KeHH# abo cTapiHHA iHQPaCTPYKTYpH.

IlonepeaHsa 06po6Ka Ta miAroToBKa JaHux. Heo6po6ieHuit Habip gaHuX, HafaHuil y dopmaTi CSV, nmpo-
WLIOB KizbKa eTamniB nonepesHboi 06po6KU Iepe]; BAKOPUCTAHHAM [/l HaB4aHHsA. ClIo4aTKy MU BUKOHaJIU
CTPYKTYpPHY IepeBipKy, NePEeKOHABIIKCH, 110 HAabip AaHUX MiCTUTb yci HEOOXiJHI Moy Ta y3romkeHe ¢op-
MaTyBaHHSA M03HA40K 4acy. CTOBII 3 HYJIbOBOIO AUCIIEPCIEl0, TaKi AK IOCTAa4YaHHSA Mepexi Ta NpOorHo3oBa-
He HaBaHTaXXeHHs1, OY/IM BUJAJIeH], OCKIJIbKM BOHU He JJaBaJ/IM »KOJHOI'0 3HAYYILOI'0 CUTHAJY [IJIsT BUBUEHHS
4YacoBUX 3aJIeXXKHOCTeN. Byab-siKi BificyTHI 3HaYeHHs1 a60 HEMPaBUJIbHO CGOPMOBAHI 3anucu 6yJau BiIKUHYTI,
1106 YHUKHYTH BHECEHHS LIyMy a60 HeBU3HA4YeHOI T0BEe/IiHKU B MO/IeJb.

[licsisg oynIeHHST MU BUGPaTH MiIMHOXXUHY O3HAK, 1110 CTOCYHTbCA JUHAMIKH MOTY>XHOCTI Ta BIIUBY Ha-
BKOJIMIIHBOT'O CEPEJIOBUIIA: HAPYTa, CTPYM, Koedil[iEHT MOTY>KHOCTI, TeHepallis COHSYHOI Ta BiTPOBOi eHep-
rii, TeMnepaTypa, BOJIOTICTh Ta 1[iHOBi curHa/u. Bonu 6y HopMasizoBaHi 3a gonomorow MinMaxScaler s
MacmTabyBaHHs BCiX 3HaYeHb /0 Aianasony [0, 1], 1[0 € BUpilIaJIbHUM KPOKOM JJisl CTabi/IbHOTO HaBYaHHSA
LSTM. Hopmauizyrouu Bci 3MiHHI 10 y3ro/pKeHO]I IIKaIu, MU 3a106iraeMo JIOMiHyBaHHIO 6y/ib-SKOI OKpeMoi
03HaKM (HalpUKJIaJ, HAPYTH, IKa MOXKe 3MiHIOBaTHCS COTHAMMU) B I'PaZliEHTI HAaBYaHHS, TaKUM YHHOM 36e-
piraroun 36ajiaHCcOBaHe HAaBYaHHS B yCiX BUMipax.

[licns ouniieHHs Ta HOpMaJi3alii Habip JaHuX 6yB MepeTBOpPeHUH Ha 4acoBi mocsifoBHOCTI. MU BUKO-
pUCTOBYBa/IM KOB3He BikHO 3 10 MOC/IiJOBHUX YaCOBUX KPOKIB (KOXXeH KPOK € BEKTOPOM 03Hak ycix 11 Bu-
OpaHux aTpUOyTiB) K BXifHi faHi A LSTM. MiTKkoto a6o mijiuio JJist KOXKHOI MOC/TiI0BHOCTI € peasibHe 3Ha-
YeHHS CIOKMBaHHs eHeprii Ha 11-my kpoui yacy. Lieit dopmat f03BoJIsIE MO/ieJ1i BUBYATH 4acOBi 3aJ1€2KHOCTI,
Taki K nepioAWYHi TeHAeHLil CI0XKMBaHHS, BIUIUB TeMIlepaTypHy abo 4acy 106U Ta BIIUB reHepanii coHsaY-
HOI eHeprii, [0 POOGUTH I NPUAATHOIO /I MPOrHO3HUX 3aB/IaHb.

[ToTim Habip faHux [11] 6ysi0 po3AieHO HA TPU CYMiXKHI, HelepeKpHUBalodi CEerMeHTH, KOXeH 3 IKUX OyB
MpU3HAYeHUN BipTyaJbHOMY By3.ay. lle Mozentoe Tpu okpeMi By3/iM MiKpoMepexi 3 He3aJeXXHUMHU omepa-
LiHHUMH KOHTEKCTaMU. BaXXJIMBO, 1110 11e¥ MOo/[iJ1 BAKOHYETHCS MOC/IiZJ0BHO, @ He BUMIA/IKOBO, 11106 KOXKEH BY-
30J1 HAaBYaBCS Ha BJIaCHIM JIOKa/lbHIM YyacoBii mkaJsi. Habip aHUX KOXKHOTO By3J1a J0AATKOBO XPOHOJIOTIYHO
posziseHo Ha 80% HaB4yaabHUX Ta 20% TecToBUX HabopiB. Lle miATpHUMy€e NPpUYMHHO-HACAIJKOBUN TOPALOK
Ta BiZjo6pakae peasicTUYHE PO3ropTaHHS, /e MoZesi MOBUHHI MPOrHO3yBaTH MalbyTHIO MOBEiHKY, BUKO-
PUCTOBYIOYH JIMIIE MUHYJII CIIOCTePeXeHHH.

ApxiTeKkTypa By3JiB Ta JIOKaJibHe HaBYaHHs. KoxkeH By30.1 peasizoBaHo ik KoHTelHep Docker, sikuii
BUKOHY€E HaBYa/IbHUM ckpunT Python. KoHTeliHep MOHTYE JIoKaibHUM Habip AaHux (36epiraeTbcs y popmari
.npy) Ta ininitoe mozaenb LSTM Ha ocHoBi TensorFlow. Mozenb cknagaetbcs 3 mapy LSTM 3 50 npuxoBaHuU-
MU OJMHUILSIMY, 32 IKUM HJe LiIbHUM BUXIAHUHI 11ap, 1110 CTBOPIOE €MHE NepesibayeHHs] — HOpMasli3oBaHe
3HaYeHHA peasIbHOT0 CIIOXKUBaHHA eHepril Ha HaCTynHOMYy Kpoli 4yacy. Moziesib KOMIIIIOETBCA 3a JOIIOMOT 010
onTuMizaTopa Adam Ta HaBYa€eThCA 3a JONOMOro GyHKIII BTpaT cepeAHboKBaZpaTUyHOI moMmuiku (MSE).

By3/i1 HaBYAIOThCS JIOKAJIbHO MTPOTATOM BU3HA4YEHOI KiJIbKOCTI enox (5), BUKOPUCTOBYOYH HEBEJUKI po3-
Mipu mapTii (32) AJs miATPUMKH YacoBoi KorepeHTHOCTI. [1if yac HaBYaHHS KOXKeH BY30J1 PEECTPYE TaKi Mmo-
Ka3HUKH, SIK BTPATH Ha eIoxy, TPUBaJIiCTb HAaBUYaHHSA Ta BHYTPIlIHIN cTaH Mozesi. Lle BefjleHHs KypHaJy 3a-
Gesrneuye BiZicTeXXeHHS Ta J0MOMarae J{iarHoCTyBaTH HEPETy/IspHY NOBe/iHKY B Oy/ib-sIKOMY OKpEMOMY BY3.JIi.

3B’A30K 3 deaepaTUBHUM cepBepoM. [lic/is 3aBepiieHHs JIOKAJbHOTO UKy HaBYaHHS BY30JI cepiai-
3y€e Baru CBOE€i MozeJi 3a fonomoroto get_weights() Ta nepeTBopioe ix Ha cnuckH, cyMicHi 3 J[SON, 3a gonomo-
roto .tolist(). [ToTim koxxeH By3os1 Hajcusae HTTP POST-3anuT o kiHueBoi Touku /update desepaTuBHOrO
cepBepa. KopricHe HaBaHTakeHHA BKJ/IIOYAE:

- node_id: ynikanbHuil ifeHTUIKATOD A/ BiACTeKEeHHS

- weights: cnrcok MacuBiB numpy, 1[0 IpeJCTaB/IsAITb TapaMeTpH MogeJi

- JI0JIaTKOBI MeTa/laHi, TaKi AK BTPAaTHU HaBYaHHA Ta Pe3yJIbTAaTH JIOKAJbHOI OLIHKH.
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lled mpoTokos 3B’I3Ky € JIETKUM Ta 6e3neyHUM, crnuparoyduch Ha cradgapTHi RESTful inTepdeii-
cu. HeobGpobGseHi pgani Tenemerpii HikosM He 3anMIIAIOTb By30J, 36epirarouu JIOKaJbHICTb JAaHUX Ta
KOHOIAEHIIHHICTB.

IloBeainka cepBepa peaepaTUBHOro HaBYAHHA. lleHTpasbHUN cepBep, peasi30oBaHUH 32 JOMOMOIO0
Flask, migTpuMye rio6anbHy Mozesb, iHilliasi3oBaHy a60 BUIIaJKOBUM YMHOM, 260 3 BUKOPHUCTAHHAM IIep-
IIMX OTPUMAaHMX Bar By3JiB. [lic/ig oTpuMaHHSI HOBUX Bar Bij By3JiiB BiH BUKOHYE delepaTHBHE ycepes-
HEHHSI: KO)KeH LIap MoJesi ycepeJHIOETbCS MOeJeMEeHTHO 3 TOoNepesHbo 3i6paHUMH BaraMu, TUM CaMUM
iHTerpyo4u BHECKHU Bif ycix By3siB. Takui mifxiJ 03BoJIsI€ I106aJbHIN Mozesi MoCTynoBO HaBYaTHCS y3a-
raJlbHeHUM Ipe/iCTaBJeHHAM, IOKH KOXKEH By30J1 30CEPe/PKYETHCA Ha CBOIX BJIACHUX JIOKAJbHUX JJAHUX.

[licns 3aBepuieHHs1 arperauii OHOBJIeHA Iyo6GajJbHA MOJe/b TOBEPTAETbCA [J0 By3aiB. lle Moxe
BigOyBaTuca a6o sk yactuHa Bigmosixi POST, abo uyepe3 Hactynmuud 3anut GET fgo KiHmeBoi TOYKH
/global-model. By3siu aHani3yoTh OTpHMaHi Bary Ta 3aBaHTaXXYIOTh IX y CBOIO JIOKaJIbHY MO/ieJb 3a J0TIOMO-
roro set_weights(). Y HactynHOMy payH/ji HABUaHHS 1is1 OHOBJIEHA MO/IeJIb CTAa€E HOBOIO BiZIIPaBHOIO TOYKOIO,
rapaHTYIO4H, 1110 KO’KEH By30J1 OTPUMYE BUT'O/ly Bi/i KOJIEKTUBHUX 3HaHb defiepanii.

BusiB/JIeHHSI aHOMaJIill Ta OIjiHKa J0Bipu. AHOMaUTil BUSIBJISIOTHCS MiJ 9ac TeCTOBOI (a3 KOXKHOIO0 pa-
yHAy. KoxkeH By30J1 TOpPiBHIOE CBOI MPOTHO3U 3 PAaKTUYHUMH 3HAYEHHSIMU 31 CBOr0 TECTOBOTO HAOOPY JAHHUX.
PisHuusa (a6cosiroTHA nMoxyubKa) BUMIPIOETHCS A/l KOKHOrO ek3eMIuisipa. l1lo6 BU3HAYMTH, YU € MOMUJIKA
AHOMaJIbHOI0, 0GYHCJIIOETHCS AMHAMIYHUM NOpIr: 3a3BUYal, cepe/jHs MOXUOKaA 3 HABYaJbHOTO Habopy IJII0C
JiBa CTaHJapTHI BigxuieHHs. fKio noxubka NporHosy AJs TeCTOBOI BUOIPKM NepeBHUIIYE Iiel NOopir, BOHA
MO3HAYa€EThCA K aHOMaJsIbHa. Llell MeToz afjanTy€eThbCA 10 YHIKaJIBbHOTO PO3NOAITY JaHUX KOXKHOTO By3J1a Ta
yHUKae GpikcoOBaHUX, AOBIIBHUX MOPOTIB.

JloBipy By3/liB MOXXHa BHM3HA4YMTH, aHa/i3yI04M IXHIH BHECOK NPOTAroM KiJbKOX payHAiB. Hanmpuknag,
SKILO OHOBJIEHHS By3Jla NOCTIHHO MOTipUIYIOTh I7106aJbHY NPOAYKTUBHICTE a60 MiCTATh HecTabinbHi Bary,
HAoro Mo)kXHa MO3HAYMUTH [iJI1s eperisaly abo BUAAIUMTH 3 HaBYaHHSA. By3/in TakoX BiJICTEXKYIOTh Taki mokas-
HUKH, K KoeQillieHT 36XHOCTI, Aucnepcisd nporHo3y Ta JokaabHa MSE npoTtarom paysais. Li mokazHuku
J0MOMararwTb OLiHUTHU HaJlilHICTh By3J1a.

My BUKOPHUCTOBYEMO KiJIbKa NOKAa3HUKIB JIJ11 OL[iIHKH €eKCIIepUMEHTY:

- MSE (cepesHbokBaipaTHYHA NOXUOKA).

- MAE (cepegHs a6coyiroTHA TOXUOKA).

- TounicTb, moBHOTa Ta F1-o1jiHKa (/7151 BUsIBJIEHHS aHOMaJIiH).

Bu6ip MSE gk nmokasHuKa BTPAT spa Ta OLiHKK BUILJIMBAE 3 HOT0 MaTeMaTUYHUX BJIACTUBOCTEH — BiH
CyBOpillle Kapae 3a BeJIMKI BiAXWJIEHHH, 1[0 KOPHUCHO NPU BUABJIEHHI aHOMaJIil, AKi MOXYTb CBIJYUTH NPO
cepio3Hi cucteMHi 3601.

llelt ekcneprMeHTaJbHUH AW3aiiH 3a6e3nedyye KOH}iAeHLiHICTD, BiITBOPIOBAHICTh Ta peJIeBaHTHICTh
ZIoMeHy. BiH Moziesit0€ peasibHY MiKpOMEpPEXKY 3 OKpEMUMHU PO3MO/iIEHUMH By3JlaMU, SIKi 6€31MeYHO CIiB-
NpanoTh /5 BUSABJEHHS aHOMaJbHOI MoBeiHKU. |HQpaCcTPyKTypa € MOAYJbHOIO Ta PO3LIMPIOBAHOIO
JU1s1 61ab101 KiibKOCTI By3J1iB, loAaTKOBUX QYHKIiN, IMPpyBaHHS a60 pO3ropTaHHS B PEXKUMIi peasbHOTO
qacy.
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Pe3ysibTaTH eKciepuMeHTy. /|15 O1liHKH 3anponoHoBaHol ¢pe/lepaTUBHOI CUCTEMU BUSIBJIEHHSI aHOMaJTil
MU IPOBeEJIY CePito eKcreprMeHTIB Ha TPbOX BipTya/IbHUX By3J/axX MikpoMepexi. KoxkeH By30J1 6yB HaBUeHUH
Ha YHiKaJbHOMY po3/iJii Habopy AaHUX iHTeJIeKTya/lbHOI Mepexi 3 reTeporeHHUMH PO3Mo/AisaMy, 110 Mpej-
CTaBJISIIOTh pi3Hi onepaLiiiHi Ta ekoJioriyHi KoHTeKCcTH. CUcTeMa IpalioBaja NPOTAroM I'ATU defepaTUB-
HUX LUKJIIB HaBYaHHA, IPUYOMY KOXKEH BY30J1 BHOCUB JIOKaJIbHO HaB4YeHi Baru Mmogesi LSTM micia KoxkHOTo
LUKITY.

IIporHo3yBaHHA epeKTUBHOCTi. OCHOBHUM IOKA3HUKOM JJisl OL[iIHKH MPOTHOCTUYHOI TOYHOCTI MozeJti
LSTM 6yna cepesHbokBaJpaTuyHa nomMusika (MSE) Ta cepesHs abcontoTHa noMmuika (MAE) Ha TecTOBUX Ha-
60pax IaHUX.

Ta6aunga 1
Pe3y/ibTaTH NPOTHO3yBaHHSA € pEKTUBHOCTI

Homep HoaM

IlouaTkoBa MSE

OcraToyHa MSE

IMouyaTkoBuii MAE

OcraToyHa MAE

Node_1 0.0142 0.0089 0.093 0.061
Node_2 0.0173 0.0098 0.106 0.067
Node_3 0.0125 0.0073 0.088 0.055

Pe3ysnbTaTu BKa3ylTh Ha MOCHiJoBHe 3HMkKeHHs gk MSE, tak i MAE nportsarom nociijoBuux ¢denepa-
TUBHUX PayH/iB, L0 CBiJYUTH NMpo ePeKTHUBHY Iepejady 3HAaHb MK By3JlaMHU 4yepe3 II06ajbHy MO/JeJb.
Node_3, Akuii MaB HaWIJIaBHILIWHN PO3MOAI BXiJHUX JAHUX, TOKa3aB HAWHMKYi MOKAa3HUKU MOMUJIOK, TOJI
sk Node_2, noB’si3aHU# 3 Gi/IbLI BOJATUJIBHUMU MO/JeJISIMU MOIHUTY, CIOYATKY 3a3HAB BUILUX IIOMUJIOK, ajle
OTpHMaB HaN OBy KOPUCTD BiJi OHOBJIEHD [J106a/IbHOI MOZeJIi.

EQeKTHUBHICTh BUABJIEHHA aHOMaJIid. /I OLiHKM KOMIIOHEHTA BHUSBJEHHS aHOMaJill KOXeH BY30J
BUKOPHUCTOBYBaB CBOI0 HaBYeHY MOJeJb JJIsl IPOTHO3yBaHHSA CIOXUBAHHA eHeprii Ha TecToBOMYy Habopi,
110 MICTHB fIK HOpMaJIbHY, TaK i aHOMaJIbHYy NMOBeJiHKY. AHOMalil mo3Havaancs, KOJIM NOMHUJIKA MPOTHO3Y-
BaHHA IepeBHIlyBasa clielubiyHUN [/ By3Ja Mopir: cepe/iHs MOMHUJIKA HaBUYaHHS IJIIOC JiBa CTaH/JAPTHI
BiZIXUJIEHHS.

Mu BukopucToByBasiu Precision (To4HicTb), Recall (moBTOpHicTh) Ta Fl-ouiHKy /151 OLiHKU edeKTHB-
HocTi kiacudikanii 6iHapHUX aHOMaJsil. MiTku aHOMaJili Ha OCHOBI Ha3eMHOI AOCTOBIpPHOCTI 6y/1M BUBeEHI
3 3a/J0KYMEHTOBaHUX NPAIOPLiB HeCIPaBHOCTEH Ta IITYYHO BBEJIEHUX BiJIXUJIeHb ¥ TECTOBUH Habip.

Tabaung 2
Pe3ynbTraT e(peKTUBHOCTI BUSBJI€HHS aHOMAJIi i
Homep Hogn Precision Recall F1-Score
Node_1 0.82 0.88 0.85
Node_2 0.76 0.81 0.78
Node_3 0.84 0.89 0.86

[li moka3HUKHU AEeMOHCTPYIOTb BUCOKY TOYHICTb BUSIBJIEHHS Ha BCiX By3Jsax. CUcTeMa MiATpUMyBasa X0po-
UK 6aslaHC MK MpaBUJIBHUM BU3HAYEHHSIM aHOMaJIiil Ta MiHiMizali€lo XMOGHONO3UTUBHUX pe3y/bTaTiB. By-
3041 C gocsr HaBuworo 6any F1 3aBJisikM CBOEMY YUCTiLIOMY onepaliiiHoMy mpodisito Ta Kpallid IporHo3osa-
HOCT], ToZii IK By30.1 B MaB Tpoxu Gisibllle XMOHONIO3UTHBHUX Pe3y/IbTaTiB Uepe3 HeperyJ/isipHi 3aKOHOMIpHOCTI.

BUCHOBKM. Y 11b0My JloC/iKeHHI 6yJ10 npescTaBieHo ¢enepaTuBHy miaTtdopmy Ha ocHoBi LSTM pua
BUSIBJIEHHS] QaHOMaJliil B IHTeJIeKTya/IbHUX MIKpoMepexax, 110 J03BOJISIE PO3NOAIJIEHUM By3/laM HaBYaTUCA
JIOKQJIbHO Ha €HEePreTUYHUX JaHUX, 36epiratodu KoHOifeHIilHiIcCTh. OOMIHIOIOYKCH JIMIlle BaraMu MO/iesi
3 IleHTPaJIbHUM CepBepoM /JJisl arperallii, cucTeMa YHUKA€E LleHTPasli30BaHOT0 360py JaHUX, BOAHOYAC OTPH-
MYHYU IlepeBaru BiJl ClIiJIbHOTO HABYaHHA.

Pe3sysbTaTu nokasa/y 3Ha4yHe MOKpalleHHS K TOYHOCTI MPOrHO3YBaHHS, TaK i BUABJIEHHS aHOMaJiM.
@enepaTrBHe HaBYaHHSA 3MEHIIWJIO JIOKaJIbHI MOMUIKM nporHo3yBaHHs (MSE Tta MAE) no 25% Ta nokpa-
muso nokasHUky F1 Ha 10-20% Ha Bcix By3sax. Lli mepeBaru 6y/u A0CATHYTI, HE3BaXKar0uM Ha BiJMiHHOCT]
B ITOBe/(iHIIi BY3J1iB Ta 6€3 WIKOU /11 KOHIIeHI[IHHOCTI JaHUX.

Bcs apxiTekTypa 6ysia peasizoBaHa 3 BHUKOpPHUCTAHHSIM KoHTeiHepiB Docker, mo migrpumye Bif-
TBOPIOBaHICTb, MacuTaboBaHicTh Ta edeKTHUBHe BHKOHaHHA. HaksasgHi BUTpaTH Ha 3B’A30K Oy/IH
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MiHiMasbHUMU - e 150-180 KB 3a paynpz - 1m0 po6UTh cMcTeMY NPUAATHOIO /ISl PO3TrOpTaHHS Ha Nepu-
¢depii B pexxuMi peasbHOT0 Yacy.

[lizcymoByto4H, 3anponoHOBaHUM MiAxiA nponoHye epeKTUBHE, 110 36epirae KoHieHIiHHICTb Ta MacLl-
TaboBaHe pillleHHS [J151 BUSIBJIEHHS aHOMaJIil y elleHTpai30BaHUX eHepreTUYHUX cucTeMax. e 3akaae
OCHOBY /IJ1s1 MaiByTHIX 3aCTOCYBaHb Y peaJbHUX MiKpoMepeKax, 3 MOXK/JIUBOCTSMHU PO3LUIMPEHHS /0 CIiBIpa-
i Ha OCHOBI 10BipH, 6e3nevyHo] arperariii Ta 6e3rmepepBHOr0 HaBYaHHSI.
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