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®OPMAJII3ALIIA ONEPALIIMHOI EPEKTUBHOCTI YIIPABJIIHHA IT-TIPOEKTAMU
3A 0MIOMOTr 010 METO/AIB HEYITKOI JIOTTKH

A. C. Bo3Huys, A. C. Cag4eHKo

FORMALIZATION OF IT PROJECT OPERATIONAL EFFICIENCY USING FUZZY LOGIC METHODS

Anastasiia Voznytsia, Alina Savchenko

AHoTanisa

06'ekmom docaidiceHHs € oyiHka onepayiliHoi epekmuerocmi IT-npoekmis 8 ymo8ax 8UCOKOi Hegu3HaueHocmi, xapakmep-
Hoi das Agile-cepedosuuwy, de Ha pe3y1bMamugHicms 8NAUBAHOMb KPUMUYHICMb WSXY, PECYPCHE HABAHMANMCEHHS], PIBEHb pU-
3ukie i skicmb komyHikayii. [Ipo6saema, wo supiwysasacs, noasieanay gidcymuHocmi docmamHso cmitikozo ma MamemMamuyHo
06rpyHmMo8aHozo nioxody do KinbKicHoi oyiHku edpekmusHOCMi npoekmis, 30amHo20 8paxo8yeamu He4imKicms eKcChepmHux
OYIHOK [ wyMm y 0aHux, ujo Haoxo0s1mbo i3 cucmem ynpasiHHs, 3o0kpema Jira. [las po3e’si3aHHs yiei npobaemu 3anponoHo8aHO
2ibpudHy modesn, sika noeduye Type-1 Mamdani Fuzzy Inference System ma Interval Type-2 Fuzzy Logic i3 footprint-of-uncertainty
04151 Modent8aHHs HegusHayeHocmi membership functions. ¥ modeni gpopmasnizoeavo vomupu karouosi pakmopu, a 0415 aHa-
I3y KpUMU4YH020 wasXy sukopucmato fuzzy PERT Ompumani pesys1bmamu nokasaau 8UCOKY NPaKMuU4Hy pe3yabmamueHicmb
nioxody: mouHicme npozHo3yeaHHs docsizaa 94%, velocity 3pocaa Ha 28%, yac naaHysaHHs ckopomuscsi Ha 42%, a delivery
rate nidsuwuscst 3 72% do 94%. IopieHsanvHUll aHaai3 3aceiduue nepesazy 3anponoHosaHoi modeni Had kaacuuHum EVMS i
crisp PERT, a makodc niomeepdue suujy po6acmuicms Interval Type-2 Fuzzy Logic nopigHsiHo 3 Type-1 modeaatw. i peayabma-
mu 00360.1uAu 8UpIWUMU 3a3Ha4eHy npobaeMy 3a80sKu 30amHocmi Modeai 00HO4ACHO 8pAX08Y8AMU eKCnepmHy HevimkKicmb,
eapiamusHicmb NPOEKMHUX OAHUX I 83AEMO38 30K MidC KA408UMU pakmopamu epekmugHocmi. [1osicHIOIOMbCSA BOHU NOED-
HAHHSAM HeyImKoi /102iKu, iHmepe8aibHo20 muny npedcmasieHHs HegudHaveHocmi ma iHmezpayii 3 peaabHumu daHumu Jira
uepes n8n workflows. Ha npakmuyi peaynbmamu Moxcymb 6ymu 8ukopucmati 044 real-time MoHimopuHay, npo2Ho3ye8aHHs ma
niompumku ynpasaincobkux piwens y Jira/ClickUp-ekocucmemax nid uac peanizayii IT-npoekmis.

Kawouosi cnosa: Heuimka s10zika, interval type-2 fuzzy, Mamdani FIS, IT-npockmHe ynpagainns, fuzzy PERT, Jira inmezpa-
yis, footprint-of-uncertainty.

Abstract

The object of the study is the assessment of the operational efficiency of IT projects under high uncertainty typical of Agile
environments, where performance is influenced by path criticality, resource load, risk level, and communication quality. The
problem addressed was the lack of a sufficiently robust and mathematically grounded approach to the quantitative evaluation
of project efficiency that could account for the fuzziness of expert judgments and noise in data coming from project management
systems, particularly Jira. To solve this problem, a hybrid model was proposed that combines a Type-1 Mamdani Fuzzy Inference
System and Interval Type-2 Fuzzy Logic with a footprint of uncertainty for modeling uncertainty in membership functions.
The model formalizes four key factors, while fuzzy PERT is used for critical path analysis. The obtained results demonstrated
strong practical effectiveness of the approach: forecasting accuracy reached 94%, velocity increased by 28%, planning time
decreased by 42%, and the delivery rate improved from 72% to 94%. Comparative analysis confirmed the superiority of the
proposed model over classical EVMS and crisp PERT, as well as the higher robustness of Interval Type-2 Fuzzy Logic compared
to the Type-1 model. These results made it possible to solve the stated problem by enabling the model to simultaneously account
for expert ambiguity, variability in project data, and the interdependence of key efficiency factors. They are explained by the
combination of fuzzy logic, interval representation of uncertainty, and integration with real Jira data through n8n workflows.
In practice, the results can be used for real-time monitoring, forecasting, and decision support in Jira/ClickUp ecosystems
during IT project execution.

Key words: fuzzy logic, interval type-2 fuzzy, Mamdani FIS, IT project management, fuzzy PERT, Jira integration, footprint-
of-uncertainty.

1. Beryn. CyyacHi IT-npoexkTu peasnisyloTbcsi B yMOBaxX BUCOKOI IMHAMIKH, MMOCTIHHOI 3MiHU BUMOT, 6ara-
TOKaHaJbHOI KOMYHiKanii Ta 3Ha4HO1 HEBU3HAYEHOCTI, 1[0 iCTOTHO yCKJIA/HIOE 06'EKTUBHE OL[iHIOBAHHSA IX-
HbOI onepaniiHoi epekTUBHOCTI. OCOBJINBO Lie XapaKTepHO [ Agile-cepejoBull, v IKUX pe3yJIbTATUBHICTh
BHKOHAHHS MPOEKTIB 3a/IeXKUTh He JIMIe BiJi MJIaHOBUX MapaMeTpiB, a ¥ Bifi TAKUX YUHHHUKIB, IK KPUTHY-
HICTh OKpeMHX eTalliB, peCypCHe HaBaHTa)XeHHf, piBeHb PU3UKIB, Y3rOJKeHICTh il KOMaH/AU Ta CBOEYAC-
HicTh 00MiHY iHpoOpMalii€lo. Y Takux yMoBaxX TPaAUIiHHI JeTepMiHOBaHI MiAX0AH [0 NJIaHyBaHHS W KOHTP-
osito, 30kpeMa CPM, EVM Ta ixHi noxifiHi, BUABAAIOTHCA HEJOCTaTHbO IHYYKHMH, OCKIJIBKA He BPaxOBYIOTh
HEYITKICTb eKCIepTHUX OLIHOK i BapiaTUBHICTb [JAaHHUX, 110 HAAXOAATDb i3 IPOEKTHUX CUCTEM YIIPaBJIiHHA.

© Bo3Hung A. C., CaBuyenkop A. C., 2026
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Came TOMY AoCiPKeHHs, CIIPSIMOBAHI Ha Po3p06JIeHHS poOaCTHUX KiJIbKiCHUX Mo/iesiel Ol[iHIOBaHHS ornepa-
uifHoi edpextTuBHOCTI IT-TPOEKTIB, € aKTyaTbHUMH.

AHaniz HaykoBuX my6JiiKalil OCTaHHIX POKIB CBi[YUTH NPO aKTUBHUN PO3BHUTOK METO/iB HEYiTKOi JIO-
riku B ynpaBJ/iHHI mpoeKkTaMu. 30KpeMa, nmigxoau Ha ocHoBi fuzzy PERT pgarmoTh 3Mory BpaxoByBaTH HEBU-
3HAYEHICTh TPUBAJIOCTI POBIT i MOKPALIYIOTh aHaJIi3 KPUTUYHOIO IIJISAXY, OHAK IePEBAKHO 0OMEXYIOThCS
JIOKQJIbHUM MO/Ie/IIOBaHHSIM 4YacOBUX IapaMeTpiB i He 3a6e3MeyyloTh KOMIJIEKCHOI OLIHKH ornepaniiHol
edexTuBHOCTI MpoekTy. Mogeni Ha ocHoBi Interval Type-2 Fuzzy Logic € 6inbll npuaaTHUMU /151 ONUCY
HEBH3HAYEHOCTI, OCKIJIbKH [J03BOJISIIOTh BPAaXOBYBaTH PO36IKHOCTI MiXK €KCIEPTHUMH CY/PKEHHSIMM 4depes
footprint of uncertainty, npote ix 3acTocyBaHHSI 4acTO 3aJIMLIAETHCS TEOPETUYHHUM i He iHTEerpyeThcs 3 pe-
aJIbHUMHU JJaHUMHU NPOEKTIB ¥ pexkxuMi peasbHOro 4yacy. HeuiTki Mmopudikarnii earned value management no-
KpallyiTh aHaJi3 BUKOHAaHHSA PO6iT, ajie 3/1e6i1b1oro opieHTOBAaHI HAa OKpPeMi aceKTH BapTOCTi abo CTpo-
KiB, He OXOIIJIII0YM IOBHOIO MipOI0 PeCypCHi, KOMyHiKalliiiHi Ta pu3rMKoBi napaMeTpu. OKkpeMi A0Cai>KeHH4,
MPUCBSIYEHI OLIHIOBAHHIO 3yCHJIb a60 MPOAYKTHUBHOCTI B Agile-mpoeKTax, TaKoX MiTBEP/KYIOTh NepCIeK-
THUBHICTb HEYITKUX MiJIX0AiB, OJJHAK He MPOMOHYIOTh iIHTErpoBaHOI MoeJIi, 31aTHOI 06'€AHATH JJaHI KPUTHY-
HOTO LIAXY, eKCHepTHI OLiHKU Ta MOKa3HUKHU 3 CUCTEeMM ylnpaBJ/iHHA NpoekTaMu. OTXKe, B aHa/li30BaHUX
JDKepeJsiaX 3a/TMIINJIACS HeBUPIlIeHOw mpobJieMa MoGyJ0BU €UHOTO TiGPUAHOTO MiAXOAY A0 OLHIOBAHHS
oneparifinoi epekTuBHOCTI IT-MPOEKTIB, IKUIM 6U OJJHOYACHO BPAaXOBYBaB KiJibKa THUIIIB HEBU3HAYEHOCTI Ta
6yB NPUJATHUM /IJIs1 3aCTOCYBaHHS HA MPAKTHUIL.

HasBHIicTB i€l mporaJiiHu 3yMOBJIIOE HEOOXIAHICTh MOAANBIINX AOCTIKeHb, CIPIMOBAHUX HAa MOEAHAH-
Hs nepesar Type-1 Ta Interval Type-2 HeuiTKo]I JIoriku B MeXax 0HOT0 aHa/IITUYHOTO miaxoay. Taka MoJiesb
Mae 3abe3nevyyBaTv popmasizaniro Ka040BUX GaKTOPiB, M0 BU3HAYAKOTh ychimHicTh [T-MpoeKTyY, a TakoxK
OyTHU NpUAATHOIO AJIs iHTerpallii 3 onepaniiHUMHU JaHUMH, OTPUMAHUMHU 3 Jira a60 mMoAi6HUX CUCTEM yIIpaB-
JinHA. [IpakTH4Ha [iHHICTE MOAIGHOTO MiAX0AY MOJSra€ y MOXKJIMBOCTI peasizanii MOHITOPUHTY B pexxuMi
peaJIbHOTO 4acy, NiBUILEeHHS TOYHOCTI IPOrHO3yBaHHs, IOKPAllleHHS AKOCTI yIpaB/iHCbKHUX pillleHb | 3MeH-
LIEeHHA PU3UKY CUCTeMAaTUYHUX BiAXU/IEHb Yy [IJIaHYBAaHHI Ta BUKOHAHHI IPOEKTIB.

TakuM 4YMHOM, aKTya/lbHICTh JOCJiPKEHHS 3yMOBJIEHA NOTPEOOI0 ¥ CTBOPEHHI MaTEMAaTHYHO OBI'PYyHTO-
BaHOI, po6acTHOI Ta MPAaKTUYHO NMPUAATHOI MoJeJi OLiHIOBaHHS onepauiiHoi edpekTuBHOCTI IT-nMpoeKTIB
B YMOBAaxX HEBM3HAYEHOCTI. Pe3y/ibTaTH Takoro AOC/IiPKeHHsI MOXKYTh 6yTH BUKOPUCTAHI /A5 MiJBUILEHHS
AKOoCTI ynpasiiHHA [T-npoekTaMy, yA0CKOHa/JIEHHS NMPOLECIB MJIaHYBaHHSA Ta KOHTPOJIIO, @ TAaKOX AJid Hij-
TPUMKH pillleHb Y IIMPPOBUX cepesOBUILAX, OpiEHTOBaHUX Ha Agile-miaxiz,

MeTo0 JOCaiAKeHHsA € po3po6JIeHHs Ta eKCllepuMeHTaIbHa Baifanisa riopugHoi Type-1/1T2 fuzzy-mo-
Jesi omiHIOBaHHS omepaniiiHoi epeKTUBHOCTI IT-MPOEKTIB, 0 Aa€ 3MOTY MiABUIUTH TOYHICTH MPOTHO3Y-
BaHHS, CTIHKICTb J0 HEBU3HAYEHOCTI Ta NPAKTUYHY NPUJATHICTL MOAeJi [Jis iHTerpauii 3 JaHUMH Jira.

i pocsirHeHHs 1€l MeTH 6yJIM MOCTaBJIeHi Taki 3a/ay4i:

- IpoaHaJsi3yBaTH CydyacHi migxogu Jo oniHooBaHHA edekTuBHOCTI IT-mpoekTiB B yMoBax
HEBU3HA4YEHOCTI;

- BU3HAYUTH KJIHOYO0Bi GAKTOPH, 10 BIJIMBAIOTH Ha ONepaliiiHy epeKTUBHICTh MPOEKTY;

- ¢dopmasniszyBaTu Mozie b oLiHIOBaHHs Ha ocHOBI Type-1 Ta Interval Type-2 HediTkoi s0riky;

- po3po6uTH MexaHi3M iHTerparii Moziesi 3 JaHUMU Jira;

- IPOBECTH eKCIIepUMeHTaJIbHY IlepeBipKy 3allpOIIOHOBAHOIO MiAX04Y;

— TOpPIBHATH pe3yJIbTaTH 3 TPaAULIMHUMU MeTOlaMU OLiHI0BaHH4, 30Kkpema CPM ta EVM.

2. Marepianu i merogu. OG'€KTOM [OC/i’KEHHSI € TMPOIEC OI[iHIOBAaHHS omeparniiHoi epeKTHUBHOCTI
IT-npoeKTiB B yMOBaxX HeBU3HA4YEHOCTI, XapakTepHoi AJs Agile-cepesoBuii. OCHOBHOIO TillOTE3010 A0CIi-
JDKeHHsI € TMPUINYIIEHHs, o TibpuHa Mojesb, ika noegnye Type-1 Mamdani Fuzzy Inference System Ta
Interval Type-2 Fuzzy Logic, 3a6e3neuye 6inbi cTiike Ta iHpopMaTHBHE OLiHIOBaHHS omepauiiHoi edek-
THUBHOCTI MOPiBHSHO 3 IeTEPMIHOBAaHUMH MiIX0AaMH. Y pO6GOTi NPUHHATO MPUNYILEHHS], 110 KI1040Bi pakKTo-
pu epeKTHUBHOCTI MOXKYTb 6yTH PpopMasizoBaHi Yepe3 YOTHPHU BXiZiHI 3MiHHI: KDUTUYHICTD IJIAXY, pECypPCHE
HaBaHTa)XXeHH#, piBeHb PU3UKIB i AKICTb KOMyHiKalil. Tako»X NPUIYCKAETHCH, 1110 eKCIIePTHI OLiHKY Ta AaHi
3 Jira MOXXyTb OYTH MOJIaHi y BUIVIAZI HEUITKUX YHCeJl, TPUAATHUX JJIs MoJaibiol 06po6ku. [o cipoiieHb
HaJ/Ie)KUTh BUKOPUCTAHHS TPUKYTHUX QYHKLIM HaleXHOCTi, pikcoBaHOro HabGOpy JIHIBICTUYHUX TEPMIB
i 0OMexeHHSsI MPOCTOPy HEBHU3HA4YEHOCTi 3a gomomoroto FOU 3 Hamepes 3alaHuMu MexaMu. JlocimkeHHs
BUKOHYBasocs i3 3actocyBaHHsiM MATLAB Fuzzy Logic Toolbox, IT2 Toolbox Ta iHTerpauiiiHoro cepesoBuina
n8n auist B3aeMozii 3 Jira APL Y nbomy po3zisi HaBeeHO Jvllle MeTOAM MOOYAOBY Ta peasisalii MozeJti, Toi
AK pe3y/JbTaTy eKCIIepUMeHTaIbHOI lIepeBipKU I0J4aHO B HACTYIIHOMY PO3 AL

a. MaTeMaTH4YHa MOJ€e/Ib HEYIiTKOI OL[IHKHU

Jani nogaHo MaTeMaTU4HY $popMaJiizalio MozeJsi, CTPYKTypy He4iTKOro BUCHOBYBAHHS, CIIOCi6 mMo6yzo-
BM 6a3y MpaBWJI Ta NPOLEeAYpPY iHTerpauii 3 JaHUMU NPOEKTY.
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151 nofgaHHA JIHTBICTUYHUX OLiHOK 3MiHHUX CP, RL, RR, CQ BUKOPUCTAHO TPUKYTHI HEUYITKI MHOXXUHH.
@OyHKIis HAJIEXKHOCT] y IbOMY BUNIA/[KY MA€E BUTJIAL;

- $KILO X < @, TO HaJIEXKHICThb 0piBHIOE 0;

- KO a < X < b, To HaJIeXXHICTh JiiHilHO 3pocTae Big 0 0 1;

- gKuo b < x < ¢, TO HaJIEXHICTb JIiHiMHO cnagae Big 1 o 0;

- $KILO X > ¢, TO HaJIEXKHICTb 3HOBY A,0piBHIOE 0.

a - siBa MeXa TPUKYTHHKA, b — BeplIMHA TPUKYTHHKA, [le HaJIeKHICTh MaKcUMaJibHa i JopiBHIOE 1,
¢ - IIpaBa Me»a TPUKYTHHKa.

3acTocyBaHHSI TPUKYTHUX QYHKIIM HaJIEXKHOCT] € 06IPyHTOBAaHMUM 3 OIVISIly Ha IXHIO IHTeprnpeTOBaHICTh,
MPOCTOTY NapaMeTpHu3alil Ta MOXK/IUBICTh ePeKTUBHOTO BUKOPUCTAHHS B CUCTEMAax HEYiTKOTO BUCHOBYBAH-
He. Kpim Toro, Taka ¢dopma HasexkHOCTI f06pe BiANOBiZa€ MpUpPOi eKCIEPTHUX OLIHOK, SKi, IK MPaBUJIO,
€ HaO/IM>KeHHUMH, aJie He aGCOJIIOTHO BUIMAIKOBUMH.

b. Crpykrypa Type-1 Mamdani FIS

BasoBa yacTuHa MogeJii mobyoBaHa Ha mpuHnMnax Mamdani Fuzzy Inference System. /lyis koXHoi 3 4o-
THUPHOX BXiAHUX 3MIHHUX BU3HAYEHO TPH JIIHIBiCTUYHI TepMu: low, medium, high. lle 3ymoBitoe dpopmyBaH-
H4 81 nmpaBusia HEYITKOI0 BUCHOBYBaHHA:

N . =3%=8l. (1)

rules
KoxHe MIPpaBHJIO MAE CTAHAAPTHY CTPYKTYPY:
IF CP iSAl,/\ RL is Bj/\ RR is Ck/\ CQis Dl THEN OEE is Em (2)

Hanpukian;
IF CP is high A RL is over A RR is high A CQ is poor THEN OEE is very low. (3)

Y mexax Mamdani-apxiTeKTypu arperyBaHHs NepeAyMOB 3/iMCHIOETbCS 3a JIONMOMOrOI0 omepaTopa ,
a 06'eiHAHHS BUCHOBKIB - 32 onepatopoM . OcTaTo4He nepeTBOPeHHs HEYiTKOr0 pe3yJbTaTy B YiTKe YMCJIO0-
Be 3HaYEHHS BUKOHYEThCS METO/0M LIEHTPY Baru:

fz-u (2),dz
OEE* = ork ' (4)

Hopp(2) - dz

CaMme 1141 mpoueaypa 3abe3nedye OTPUMaHHS KiJIbKiCHOI OLIIHKH, sIKa MOXKe 6y TH 6e3mocepeIHbO BUKOPU-
CTaHa JiJ1d YIPaBJAiHCbKUX pillleHb.

c. PosmupenHs o Interval Type-2 Fuzzy Logic

OckinbKy peasbHi aHi ynpaiiHHs [T-MpoeKTaMu 4acTo € MyMHUMH, HEIOBHUMH ab0 TaKUMH, 110 Mic-
TATb CyNlepeuInBi ekcrepTHi oLiHKY, 6a30By Type-1 MoJenb foniibHO po3mupuTH o Interval Type-2 Fuzzy
Logic. Y uboMy pasi koxxHa QyHKIis HaJIeXXHOCTI 3a/1a€ThCS He OJJHUM 3HAYeHHsM, a iHTepBaJoM:

F(x) =[u(x),u(x)]. (5)

Takuil miaxix fae 3Mory BpaxoByBaTH HEBU3HAYEHICTh, MOB'sI3aHy SIK i3 CyO'EKTHUBHICTIO €KCNEPTiB, Tak
i 3 HETOYHICTIO AAHUX, OTPUMaHUX 3 iHpopManiiiHUX cucTeM TuUmy Jira. [IpocTip Mi>k BEpXHBOIO Ta HIXKHBOIO
dyHknisMu HanexxHocTi popmye footprint-of-uncertainty (FOU), sakuii € kiato4oBuUM eneMeHTOM Type-2 Mo-
nemoBaHHsA. g 3MinHOI CP, Hanpukiaz, FOU 6ysio BctaHOBJIeHO Ha piBHI + 10, 110 103BOJISIE Bi06Gpa3uTH
PO36iXHOCTI B OI[iHKaX KPUTUYHOCT] LIJISIXY.

Jlnga nepexony BiJi iHTEpBaJIbHOTO HEYITKOTO pe3y/abTaTy [0 YiTKOTO 3Ha4YeHHH 3aCTOCOBAHO MPOoLeAypy
type-reduction 3a anroputmom Karnik-Mendel:

Y +7Y,
Ycrisp -5 (6)
2

Ze Y, Ta Y, - niBa ¥ mpaBa Mexi iHTepBasibHOr0 pe3yabTaTy. [JlaHull MexaHi3M 3a6e3neyye He JiMIle OTPU-
MaHHS{ LIeHTPaJbHOr'0 3HAY€eHHs], a ¥ OLIiHKY MeX HEeBU3HAYeHOCTi, [0 MiIBUIY€E HAAilHICTh iHTepnpeTaLii
pe3yJIbTaTiB.

d. InTepnpeTanis BXiJHUX 3MiHHUX

Jlis 3abe3nedyeHHs 0JJHO3HAYHOI iHTepHnpeTalii 1o6y10BaHO IIKaIU OLiHIOBaHHS BXi[HUX IapaMeTpiB.
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Tabaung 1
IlIkasiv oiHIOBaHHA BXiAHUX 3MiHHUX
3miHHaA Husbkuii piBeHb CepepHiii piBeHb Bucokuii piBeHb
CP 0.0-0.30 0.30-0.70 0.70-1.00
RL 0.0-0.60 0.60-0.90 0.90-1.00
RR 0.0-0.25 0.25-0.60 0.60-1.00
cQ 0.0-0.40 0.40-0.80 0.80-1.00

3anponoHoBaHi Mexi BiZjo6paXkaloTh THUIIOBY YNPaBJIHCBKY iHTeprnpeTalio: Ha[MipHe pecypcHe HaBaH-
Ta)KeHHsI Ta BUCOKWM PU3UK MAIOThb HETATUBHUH BIJIMB HAa epEKTHUBHICTb, TOAI sIK BUCOKA SIKiCTb KOMYHiKa-
1ii Ta KOHTPOJIbOBAaHA KPUTHUYHICTD LIJISIXY CIPUSAIOTH CTabii3aril BHKOHAHHS MPOEKTY.

e. basa HeyiTKMX npaBUJI

Jlis 3a6e3neyeHHs JOTiYHOI MOBHOTH Moziesii cdopMoBaHo 6a3y 3 81 mpaBusa. Hmx4ye HaBeseHo ¢par-
MEHT TUII0BOI MaTpHULi HEYITKOIO BUCHOBYBAHHH.

Tabaung 2
®parMeHT 6a3U HeYiTKUX NPaBUJI

cP RL RR cQ Buxia, OEE

high over high poor very low

high over medium poor low

high optimal high medium low
medium optimal medium good medium

low under low excellent high

low optimal low excellent very high

CTpyKTypa NnpaBuJI BiJjlo6pakae y3arajbHeHy 3aJIeXKHICTb MiX YNpaBJiHCbKUMU NapaMeTpaMu Ta edek-
THUBHICTIO: i3 3pOCTAaHHAM KPUTHUYHOCTI, pU3UKIB i MmepeBaHTaXXeHHSI KOMaHAU ePEeKTUBHICTb 3HUKYETb-
csl, ToAl sIK 36a/laHCOBaHe BUKOPUCTAHHS PEeCypciB i COPUSTAUBI KOMYHIKalil MiABUIIYIOTh 3HAaYEeHHS iHTe-
rpaJIbHOr0 NOKa3HHUKA.

f. ®opmanisania BXiAHUX NapaMeTpiB Ha OCHOBI Jira

JU11 TpaKTUYHOIO 3aCTOCYBaHHA MOJeJ/Ib IHTerpoBaHo 3 Jira yepes APl Ta aBTOMaTU30BaHO 3a J0IOMO-
roto n8n. 3 wi€l cHcTEMU OTPUMYIOThCS JaHi IPO TPUBAJICTb 3aBJaHb, KiJIbKICTh 6JI0KEpiB, 3MiHY CTaTYyCiB,
006CAT NpU3HAYEHUX TOJMH i YacToTy KoMyHikaliil. Ha ixHi#t ocHOBi 064U C/II0I0THCS 3HAYEHHS BXi/JHUX Napa-
MeTPpiB MOZeJIi:

critical

CP=———. ™)
sprint
Hassigned
RL=——"—. (8)
capacity
RR = NRiskEvents
tasks )

-1 Nclarif ications
Q=l--— (10)
communications
Taka cxeMa [j03BOJIsIE He JiMlle aBTOMATHU3yBaTH OGYMC/IEHHS, a 1 3a6e3NeUYnTH perysasipHe OHOBJIEHHS
oliHKK edeKTUBHOCTI B mpolieci BUKOHAHHS COPUHTY. lle cyTTEBO MifBUIlYyE MPaKTUYHY LiHHICTb MojeJi
B NNOPiBHSAHHI 3 NiZixo1amy, siKi 3aCTOCOBYIOThHCS JIUIIE TOCTHAKTYM.
g. EKcnepyMeHTa/IbHA lepeBipKa
Mogenb 6yso mepeBipeHO Ha AAaHUX 8-COPUHTOBOTO MPOEKTY, ¥ Mexax sikoro o6po6seHo 450 Jira issue.
Cepenns velocity koMaHiu cTaHOBUJIa 28 story points, a piBeHb 3aTpUMOK 4yepe3 scope creep - 22%. [uas
Bastifanii IT2-mozesi 6y/10 3a/1y4eHO TPbOX €KCIEPTIB, OLiHKU IKUX MaJIu BixuleHHs 6u3bKo 15%), 1110 06-
I'pyHTOBYE 3acTocyBaHHs FOU.
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Tab6sung 3
IopiBHsaHHA Type-1 Ta IT2-Mopenei

I[oka3Huk Type-1 FIS IT2 FIS 3miHa
ToYHiCTb NIPOTHO3Y 92% 94% +2%
Velocity micsist Kopexuii 28 pts 36 pts +28%
Yac nuraHyBaHHSA 100% 58% -42%
CTifKicTb 0 IyMy 0.86 0.99 +15%
BUKOHaHHS B CTPOK 72% 94% +22%

PesysnbTaT 1eMOHCTpPYIOTH, 1o Interval Type-2 Mojenb € 6isbll CTiHKO0O /10 HEBU3HAYEHOCTI Ta HaJla€e
TOYHIILI YIIPABJIIHCbKI OPIEHTUPMU.

[Ipyuksiaz po3paxyHKy:
s opHoro 3i cipyuHTIB 6y/1M 3adikcoBaHi Taki 3HaYeHH:

CP=0.82, RL=0.92, RR=0.62, CQ=0.55. (1D
Ha ocuosgi Type-1 FIS orpumano FOU * 10:
0EET1=0.45. (12)

[licns 3acrocyBanns [T2-mozeni 3 FOU pe3ysnbraT HabyB iHTepBaibHOI GopMu:

OEE ,.,=[0.41,0.49], OEECH.W=O.45. (13)

T2

He3MiHHICTb LleHTpa/IbHOrO 3HaYeHHs [IPU OJJHOYAaCHOMY PO3LIMPEHHI iHTepBa/ly HEBU3HAYE€HOCTI CBij-
YUTH PO Te, 110 MOJEJIb a/IeKBAaTHO BijloOpaka€e sIK caMy OLIiHKY, Tak i il HaAilHICTb.

YnpaBJiiHCbKa iHTepnpeTalis pe3yJbTaTiB:

[IpakTHU4yHa LiHHICTb 3alIPONIOHOBAHOrO MiAXOAY MOJATAa€ B TOMY, 110 BiH [ja€ 3MOT'Y OLIIHIOBATH He JIMLIe
piBeHb omnepaliliHol eGeKTUBHOCTI, a ¥ CTyNiHb BIeBHEHOCTI B 1l ouinii. ko inTepsan IT2 € mwupokum,
Lle 03HAYag, 1110 CUTYallisl B IPOEKTI XapaKTepU3yEeThCA MiJBUILLEHOI HEBU3HAYEHICTIO, a OTXe NoTpebye J0-
JlaTKOBOTO MOHITOPUHTY. fIKII0 >k 3HaYeHHs1 € HU3bKUM, ajie CTabi/IbHUM, MeHe/Kep MOXKe 0ZJHO3HA4YHO iH-
TepnpeTyBaTH HasiBHICTb NP06/IeMU Ta NPUHHATHU KOPUTYBaJbHI pillleHHs.

Tabauus 4
InTepnperanis piBHiB OEE
Jianazon OEE InTepnpeTanisa PekoMeHao0OBaHa Aisa

0.00-0.40 Husbka epeKkTUBHICTD HeraiiHe KopuryBaHHs IJIaHY
0.41-0.60 CepelHbO-HU3bKaA [TocU/IMTH KOHTPOJIb PU3UKIB
0.61-0.75 CepepHs OnTumisyBaTH pecypcu
0.76-0.90 Bucoka MacmtabyBaTu miaxiz
0.91-1.00 Jy»xe BUCOKa [lifTpuMyBaTH NOTOYHY MOZEJIb

TakuM 4KMHOM, MOZie/Ib MOXe OYyTH BUKOPUCTaHA fIK IHCTPyMEeHT MiTPUMKH YIPABJiHCBKUX DillleHb y peaslb-
HOMY 4aci, 30KpeMa B Mexcax Agile-niporiecis, /ie BUAKICTb i TOYHICTb peakliii € KPUTUYHO BaXKJIMBUMMU.

3. Pe3ynbraTH i 06roBopeHHA. OTpuMaHi pe3y/ibTaTU CBijYaTh NPO AOLIJIBHICTh 3aCTOCYyBaHHSA HEUiT-
KOl JIOTiKM /151 OI[iHIOBaHHS oneparniiHoi epeKTUBHOCTI ynpaBiiHHsa [T-mpoekTaMu B yMOBaxX HeBHU3HaAYe-
HocTi. [lopiBHaAHHA Type-1 Mamdani FIS Ta Interval Type-2 FIS noka3saJio, 110 po3uiMpeHa Moje/b TOYHille
Biflo6paa€e 0COBJIUBOCTI pea/lbHOI'O IPOEKTHOTO Cepef0BUILA, OCKIJIbKA BPaXOBYE He JiMIe 3Ha4eHHs BXiJ-
HUX apaMeTpiB, a i CTyNniHb HEBU3HAYEHOCT] eKCIePTHUX OLiHOK. Lle NosiCHIOEThCA TUM, 1110 B Agile-nipoek-
Tax JiaHi € AMHaMiYHUMH, a KOMYHiKalliliHi, pecypcHi Ta pU3UKOBI YUHHUKU YaCcTO MalOTh HEUiTKUH xapak-
Tep, KU CKJIAJIHO aZleKBAaTHO ONMUCATH JleTepPMiHOBAaHMMHU MeTOJaMHU.

[lepeBara 3alponoOHOBAHOI0O MiAX0OAY MOJATAE B TOMY, 1110 BiH Ja€ 3MOTy OTPUMATH He JIMILe iHTerpaJb-
He 3HAYE€HHs OL[iHKU olepaliiHoi epeKTUBHOCTI, a i iHTepBas il MOXKIMBUX 3HAYeHb. Ha BigMiHy Biz kJja-
cuyHux Type-1 mogpenei, e pe3yabTaT MOAAETHCA K OfHe 4iTke 4ucio, Interval Type-2 mifgxig mosBo-
JIsIE OJHOYACHO OIiHIOBaTH CaM NOKa3HUK i CTYNiHb BIEeBHEHOCTI B HbOMY. Lle € 0CO6/IMBO BaXKJIMBUM [
yIpaBJIiHCbKOI MPAaKTUKH, OCKIJIbKU Ja€ 3MOTY pO3pi3HATH CTabisbHI cuTyalii Ta creHapil 3 nifBULIEHOI0
HeBU3HA4YeHICTIo, AKi IOTPebyI0Th L04AaTKOBOI0 KOHTPOJII0 a0 KOPUT'YBaHHS.
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[TopiBHAHO 3 TpagUIiHHUMHU MiAxogaMH, TakuMu ik EVM a6o CPM, 3anmpomnoHoBaHa Moze/ib Ma€ Kpaiii
MOXKJIMBOCTI ZIJis1 pO60TH 3 HEUITKUMU JAHUMU Ta eKCIIEPTHUMH po36iKHOCTsIMU. Ha BigmiHy Bif nux mertep-
MiHOBaHHUX METO/IB, [0 NepeabadaroTh GiKCoOBaHi BXi/HI mapaMeTpH, HEYiTKa MO/iesIb 103BOJISIE BPaXyBaTH
3MiHHICTh YMOB BUKOHAHHS MPOEKTY U aZlallTYBaTH OLIHKY /0 PeaJIbHOTO CTaHy mporecy. CaMme e 3abe3re-
yye 11 BULly npujaTHicTb s Agile-cepesoBuly, e ynpaB/iHCbKi pilleHHSI YacTO MPUHMAaIOTHCA B YMOBax
HenoBHOI a6o cynepe4uBoi iHpopmarii.

PesysnbraTH, oTprMaHi Ha OCHOBI Jira-kekcy, miaTBepKy0Th, 1o IT2-Mofenb € 6ibi cTiMKOIO 10 WyMy
B ZlaHUX i [0 po36ixHOCTEN MiX ekcrepramu. lle mosicHioeTbCcs BUKopucTaHHAM footprint of uncertainty,
KWW PO3IIMUPIOE 06/1aCTh MOXJIMBHUX 3HAUYeHb QYHKIiA HaJEXKHOCTI Ta po6GUTh MO/|e/Ib MEHII YYTJIUBOIO
[0 BUMaJKOBUX KOJIMBaHb BXiZiHOI iHpopMaril. 3aBAsSKH [[bOMY MOJIeJIb MOXK€e 3aCTOCOBYBATHCS He JIMIIe 3a
yMOB NOBHOI Ta cTabispHOI iHpopManii, a 1 y peaTbHUX MPOEKTHUX CEPEOBUIIAX, /i€ YACTHHA JAHUX € He-
MTOBHO0, HEOZHO3HAYHOI0 260 3MIHIOETHCS B IPOLeCi BUKOHAHHS CIIPUHTY.

Bak/iMBOIO 0COGJIMBICTIO 3aNMpONOHOBAHOrO pillleHHs € iHTerparis 3 Jira 4epe3 aBTOMaTU30BaHUU
workflow, 110 3a6e3neyye npakTUYHY NPUAATHICTE MOZEJI AJisl MakKe peasbHOro 4yacy. lle o3Hauag, 1o ori-
HIOBaHHS onepaliiHoi epeKTHBHOCTI MOXKe BUKOHYBATHCS He MOCTGAKTyM, a B IpolLeci peasizauii MpoeKTy,
1110 CYTTEBO MiJBUILYE LIHHICTb MOZeJII /I MeHeKepa. Y NMOPIBHAHHI 3 NiAX0JaMHu, AKi IPYHTYIOThCA JMIIe
Ha NepiogMYHOMY PYYHOMY aHaJsi3i 3BIiTiB, 3aIPONOHOBAHEe pillleHHA [J03BOJIE€ ONEpaTHUBHIIlE BUABJIATHU
Bi/IXWJIEHHS, IOB’sI3aHi 3 pECYPCHUM HaBaHTAXKEHHSIM, pU3UKAMH YM PO6JieMaMHu KOMYHiKalii.

Pazowm i3 THUM, mocJTiPKeHHS Ma€ IeBHI 00MexeHHs. [lo-niepiue, Mozeb GyJia mepeBipeHa Ha 06MeEXXEHOMY
Habopi faHux ogHoro IT-mpoexTy, ToMy ii y3araJpHIOBaHICTh MOTPeOYE [[0AaTKOBOI MepeBipKU Ha LIMPIIiK
BuGipui. [lo-apyre, 3HaueHHs QYHKI[IA HAJIEXKHOCTI Ta MeXXi HEBU3HAYEHOCTI 3a/JaBaJIKCS Ha OCHOBI eKCIepT-
HUX NPUNYLIEHB, [0 MOXe BIJIMBAaTH Ha BiJITBOPIOBAHICTb pe3yJbTATIiB y IHIIMX OpraHi3alliiHUX KOHTEK-
crax. [lo-TpeTe, iHTerpanisa 3 Jira poOUTh MOJeJ/ib 3aJI€KHOK BiJ| IKOCTI 3alMOBHEHHSI NMPOEKTHUX AAHMUX,
a 0Te, 32 CYTTEBUX NMPOTaJMH Y CUCTEMI 06JIiKy TOYHICTb OI[iHIOBaHHS MOX€E 3HWKYBaTHUCS.

Heposik gociP)keHHs TaKOX MOJIATAE B TOMY, 1[0 MO/JieJIb OPIEHTOBaHA NepeBa’KHO Ha OLiHIOBAaHHS I0-
TOYHOIO CTaHy olepaniiiHol epeKTUBHOCTI, a He Ha 6araToKpuUTepiaJbHy ONTHMI3alilo pilleHb y MacuITa-
61 BCbOI'0 >KMUTTEBOTO LUKJIY NPOEKTY. KpiM Toro, BukopuctanHs GpikcoBaHOI CTPyKTYpH MpPaBUJI HEUITKOTO
BUCHOBYBAHHS 0O6MEXY€ THY4KiCTh MOZIeJIi B iy?Ke HECTaHapTHUX ab0 IBU/KO 3MiHHUX Cepe/i0BHIIAX.

[lofanbmii PO3BUTOK AOCTIPKEHHS JOLIJIBHO CIPSIMYyBaTH HAa PO3LIMPEHHS MOJeJi 10 GaraToKpuTe-
piaJIbHOrO HEYITKOro ONTUMI3alilHOro MigX0A4y, iHTerpayiio 3 iHIIMMU JKepesaMH NPOEKTHUX JaHUX Ta
aJlanTUBHE HAJAUITYBaHHs QYHKIIM HaJIEXXHOCTI HA OCHOBI HAKOMUYEHHUX ICTOPUYHUX CIIOCTepeKeHb. Came
B LJbOMY HampsMi MOXHa NiBUIIUTU YHIBEPCAJIbHICTb MOZeEJIi, OCKIJIbKH Lie A03BOJIUTb Kpallje BpaXOBYBaTHU
cnenudiky pisHux TuniB IT-npoekTiB, opraHisaniiHUX CTPYKTYp i piBHIB HEBU3HAYEHOCTI.

4. BUCHOBKH

1. ¥ mocnimxeHHi po3po6JieHO TiOpUHY MO/Jiesib OLiHIOBaHHSI omepaniiiHoi edpekTuBHOCTI IT-mpoekTiB
Ha ocHOBi noegHanHsA Type-1 Mamdani FIS Ta Interval Type-2 Fuzzy Logic. OTpuMaHuil pe3y/abTaT moJs-
ra€ B TOMY, 1[0 Mo/iesib GopMaJIi3ye BIJIMB KPUTUYHOCTI NLISXY, PECYPCHOI'0 HAaBaHTAXKEHHS, PIBHS PU3HUKIB
i AKoCTi KOMyHiKalii Ha iHTerpasbHy OIiHKY edeKTHBHOCTI. [i BiAIMIHHOK PHCOI0 € 3/IaTHICTb OJHOYACHO
MpaIloBaTH 3 YiTKUMHU 3HAYEeHHSIMHU Ta iHTepBaJlaMH HEBHU3HAYEHOCTI, 1[0 3a6e3medye Kpally MpUJaTHICTb
Jlo peasnibHUX Agile-IpO€EKTIB y NOPiBHSAHHI 3 e TEPMIHOBAaHUMHU ITi/IXOAMHU.

2. BUKopuCTaHHSI TPUKYTHUX HEYITKUX MHOXHH i 6231 MpaBUJI HEYITKOI0 BUCHOBYBAHHS 3a6€3Me4nsI0
KOPEKTHY iHTepmpeTaljilo eKCIepTHUX OI[iHOK Ta IXHI ¢opMastisaljito B 004HUCII0BaNbHIA Mojei. Po3mu-
penns fo Interval Type-2 Fuzzy Logic 03Bon/I0 BpaxyBaTH po36iXKHOCTI MK eKcliepTaMu U LIyM y JaHUX,
110 MiABUINUIO PO6GACTHICTH OLiHIOBaHHS. Lell pe3y/bTaT MosiCHIEThCSA BBeZleHHAM footprint of uncertainty,
3aB/IKU IKOMY MO/IeJIb CTaJla MEHII YYTIMBOK ZI0 KOJIMBaHb BXiAHOI iHpopManii Ta mpujaTHIMIOW A1 CH-
Tyalill i3 YaCTKOBO HEMOBHUMH a60 CynepeyTMBUMHU JAHUMH.

3. [lpakTuyHa nepeBipka Ha Jira-kelci nmigTBepAnIa ePpeKTUBHICTh 3aPONOHOBAHOTO miaxony. TouHiCcTh
nporuo3y pocsraa 94%, velocity 3pocsia Ha 28%, a yac mIaHyBaHHS CKOPOTHUBCA Ha 42% mopiBHSAHO 3 6a30-
BUM BapiaHTOM. Buma HagiHicTe IT2-Mozeni nopiBHAHO 3 Type-1 migxonoM nokasasa, 10 3anpoNoOHOBa-
He pilleHHs Kpalle Npalle B YyMOBaX 3MiHHOCTI, MHAMIKH Ta NPOEKTHOI HEBU3HAYeHOCTI. Lle cBiAYUTH npo
NPAKTUYHY AOLIJIBHICTE BUKOPUCTAHHA MOJ eI AK IHCTPYMEHTY NIATPUMKU yIPABJIIHCbKUX PillleHb.

4. 3ampoONOHOBAaHUM MiAXiZ CTBOPIOE MeTOA0JIOTiYHE MiArpyHTS JJis $opMasi30oBaHOr0, aHaJIiTHYHO
KepoBaHOTo yrpasiHHa IT-mpoekTaMu, oco61uBo B Agile-cepesoBuiax. Horo nepesara noJsrae B MOXJIM-
BOCTI OLIiHIOBATH He JIulIe piBeHb epeKTUBHOCTI, a i CTYMiHb BIIEBHEHOCTI B I[il OI[iHIIi, [0 € BAXXK/IUBUM [IJIsI
CBOEYACHOTO BUSBJIEHHS PU3UKIB, pECYPCHUX JucbasaHCiB i mpo6sieM y koMmyHikanii. TakuM YHMHOM, MO/ie/ib
4YaCTKOBO 3aKPHUBA€E BUSBJEHY B po3/iai 1 npob6ieMy BificyTHOCTI iHTerpoBaHoro po6acTHOro HiAxoAy [0
oniHIOBaHHS onepauiiiHoi epexkTuBHOCTI [T-MPOEKTIB.
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IlepcneKTHUBY NoAa bIIMX AOCAiAXKeHb. [lofganbii focipkeHHSA JOLIIBHO COIPSAMYBAaTH Ha PO3IIUPEH-
Hs MO/ieJli 32 paXyHOK BKJIIOUEHHS J0JAaTKOBUX (aKTOPiB, 1110 BIIMBAIOTh HA epeKTHUBHICTDb I T-poeKTiB, 30-
KpeMa piBHS 3aBaHTaXKEHHSI OKPEMHUX YYaCHUKIB KOMaH/IH, CTabi/IbHOCTi BUMOT, iIHTEHCHBHOCTI Mi>KKOMaH/i-
HUX 3aJIe)KHOCTeH i icTopil nonepeAHix BiAxuaeHb. Lle 103BOIUTH TOYHIlLIE ONUCYBATH CKJIaJHI YIPaBIiHCHKI
cueHapil Ta NiIBULUTH y3araJbHIOBAHICTb MOZeII.

[lepcneKTUBHUM HANpsIMOM € aZlaliITUBHE HaJAlITYBaHHSA membership functions Ha ocHOBI icTopuuHUX
JlaHUX KOHKpeTHOI opraHizauyii. Takuil nigxia JacTb 3MOry 3MEHIIMTH 3aJI€XKHICTh BijJj pa30BUX €KCIIEPTHUX
OLIHOK 1 MiABULIATU TOYHICTb MOJEJIi B MeXaX OKpeMoro joMeHy. OkpeMo BapTo JOCIiIUTH MOXJIUBICTb aB-
TOMATUYHOTr0 GOPMYBaHHS HEYITKUX MPABUJI i3 BAKOPHUCTAHHSM aJITOPUTMIB MAallMHHOTO HaBYaHHS.

Ille ogHUM HaMpsIMOM PO3BUTKY € iHTerparlisg Mozesi 3 TOTOKOBUMH JaHUMHU 3 Jira, Slack Ta iHmux cuc-
TEM yNpaBJiHHA PoOOTOI0 B pEXHMi peasbHOro yacy. lle facTb 3MOory BUKOPHUCTOBYBATH ii He JivlIe JJis
OI[iHIOBaHHS, a ¥ /i1 AUHAMIYHOTO MOHITOPUHTY Ta GOpMyBaHHS peKOMeHAIil o0 Mepepo3noiiiy pe-
cypciB, nepersisaay npiopyuTeTiB a6o 3MiHU IJIaHy BUKOHAHHS.

KpiM Toro, nepcneKTUBHUM € NMOEJHAHHA HEYITKOI JIOTIKM 3 HeMpoMepeXXeBUMU MOJeJIIMU, MeTOLAMU
6araTokpuTepiasbHOI onTUMi3alii Ta areHTHUMH CUCTEMaMH MiITPUMKH pinreHb. lle po3mupuTh aHamiTHY-
HUU MOTeHLia/ MoJeJsi Ta CTBOPUTb OCHOBY [IJI1 IPOCHO3YBaHHA M ONTHUMIi3alil ylpaBJiHCBKUX CLieHapiiB
y ckyaanux [T-npoekTax.

KoH@aiKT iHTepeciB. ABTOpH AE€KIapyIOTh, 10 He MAalOTh KOHQJIIKTY iHTepeciB CTOCOBHO JaHOTO J0CJIi-
JDKeHHs, B TOMYy YKCJIi GiHAHCOBOTO, 0COOMCTICHOTO XapaKTepy, aBTOPCTBA YH {HIIOT'0 XapaKTepy, 0 Mir 6u
BIJIMHYTH Ha JI0CJi>KEHHS Ta UOT0 pe3y/bTaTH, IpeJiCTaBJIeHi B JaHii CTaTTi.

dinaHcyBaHHs. [lociipKeHHS poBoAuiocs 6e3 ¢piHaHCOBOI MiATPUMKH.

JocTtynHicTb JaHMX. Pykonuc He Ma€ MOB'I3aHUX JaHUX.

BukopucTaHHS 3aC06iB IITYYHOTO iHTEJIEKTY. Y MpoIeci MiAr0TOBKY PYKONUCY 6Y/I0 BUKOPUCTAHO iH-
CTPYMEHTHU LITYYHOIO IHTENeKTY AJi1 MOBHOI'O pearyBaHHs, CTPYKTypU3aLlil TEKCTY, YTOYHEHHS HAQYKOBUX
dopmystoBaHb i cTuiicTUYHOI afjanTarii okpeMux poszijiB crarTi. LI 3acTocoByBaBcsl nmepeBakHO Mif, Yac
pPO06OTH Haj po3/iJiaMH, 0 CTOCYIOThCSA BCTYIY, METOZIB, 0GrOBOPEHHs pe3y/IbTaTiB i BUCHOBKIB, 3 METOIO
NOKpAlleHHA JIOTIKA BUKJIAJAY, Y3rOJXKEHOCTI TepMiHoJIorii Ta BiANIOBIAHOCTI TEKCTy BUMOraM HAyKOBOIO
CTUJII0. ABTOPH TepeBipsiiM Bci 3reHepoBaHi a6o BifpejaroBani ¢pparMeHTH LUISIXOM PYYHOTO HAyKOBOTO
pelleH3yBaHHs, 3iCTaB/IeHHs 3 BUXIAHUMHU JaHUMU JOCJIi/PKEHHS, IEPEBIPKU KOPEKTHOCTI TepMiHiB, GopMy
i BUCHOBKIB, a TaKOX LIJIIXOM OCTAaTOYHOTO aBTOPCBKOTO peAaryBaHHs. Bukopucranns Il He BriMHYy/10 Ha
HAyKOBY iHTepIpeTalil pe3y/bTaTiB I He 3aMiHUJIO aBTOPChKE JOC/II/P)KEeHHH; yCi BUCHOBKH, HaBe/leHi B pPo-
60Ti, 3a/IMIIAI0THCS Pe3y/bTaTOM aBTOPCHKOI0 aHasli3y Ta Bepudikariii.

BHecok aBTOpiB. AHacTacis Bo3HUIs: KOHIleNTyaJ Ti3anisi, METOA0JI0Tis, JOCTimKeHHs, GopMaTbHUM aHa-
J1i3, HaMCaHHSl OPUTiHAJILHOTO YepHETKOBOro BapiaHTy; AsiiHa CaBYeHKO: HarJslj, BaJijalis, HankuCaHHS
1 pelleH3yBaHHA Ta peJlaryBaHHA.
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MO/IEJIIOBAHHA TA IPOTHO3YBAHHA BUPOBHULITBA BIZIHOBJ/IIOBAHOI EJIEKTPOEHEPTII

I’ A. loszanenko, 0. M. CeniH, I0. B. Kyeeda

MODELING AND FORECASTING OF RENEWABLE ELECTRICITY PRODUCTION
Hlib Dovgalenko, Yurii Selin, Yuliia Kuevda

AHoTanisa

06’ekm docaidxceHHs1 — npoyecu 2eHepayii enekmpoenepzii 8i0Ho8A08aHUMU OxHcepesamu eHepeii (coOHAYHUMU ma eim-
pO8UMU e/1eKMPOCMAHYISAIMU) 8 YMOBAX HECMABIAbHUX Memeopoao2iYHuUX pakmopis. B cmammi po3aasiHymo pe3yabmamu
supiwieHHs1 akmyaibHoi 3adaui —modea108aHHs ma Npo2HO3y8aHHs 2eHepayii 8i0H08I08aHUX dcepen eHepeii (coHsYHOi ma
eimposoi). AkmyasbHicmb sunausae 3i cymmesoi Heainitinocmi 2zenepayii BJJE, ujo cmeoptoe pusuku decmabinizayii enepzo-
cucmenm. [lo6ydosa mouHux modeell € KpUMUYHO 8AXCAUB0I0 04151 0NepamueHo20 ducnemyepcbko20 ynpasaiHHs ma MiHiMi-
3ayii ducbasawcie y enepeomepedscax. Mema po6omu - nidguwjeHHs1 skocmi npoeHo3ysaHHs eeHepayii B/JE Ha ocHosi nopis-
HS/bHO20 aHaaizy dedykmugHux nhidxodie ma iHdykmueHux aszopummis. [I[pedmem 0ocaidxiceHHs — mamemamuyHi mode,
a/s120pumMmu ma npo2pamHi 3acobu nNpo2HO3y8aHHs 4acosux psidie npoyecu 2eHepayii ¢idH08.1108aHUX ddcepen eHepeii eHep-
2omepedici Ha 0CHOBI MemeopoJlo2iyHUX pakmopis. B x00i po6omu cmeopeHo iHmesekmyaabHy cucmemy Ha 6a3i Streamlit
3 KoHeeepoMm 360py daHux. Cucmemy cnpoekmosaHo Ha 6a3i mpupisHesoi apximekmypu (Three-tier architecture), wjo 3a-
6e3neyye yimke po30dineHHA N02iKu 360py daHux, MamemamuyHoi 06pobku ma eizyaaisayii. Cucmemy peasnizo8aHo Mo800
npozpamysanHs Python i3 3aayuenHaM cyyacHoz2o cmeKy mexHo.02iil Data Science. 3a donomo2ot0 po3pobaeHoi cucmemu
nposedeHo docnidxiceHHs mpbox Modesell Ha He3aaexcHit subipyi 3a mempukamu MAE ma RMSE. I[IposedeHo nopieHsnbHUll
aHa.iz noGydosaHux modesell (wmy4yHoi HellpoHHOI Mepedicl, AiHe8icmu4H020 Memody ma memody nodi6HuUx mpaekmopiti)
HA peasbHUX Memeopo/io2iuHux ma eHepeemu4Hux daxux. Ha nidcmasi ompumanux pesyabmamie docaidxceHs 3p061eHo
8UCHOBKU W0do yMo8 i doyinbHOCMI BUKOPUCMAHHS NE8HUX Modeell 0151 MOOen8AHHS ma NPO2HO3Y8AHHS BUPOOHUYM8A
8I0H08/1108aHOI esiekmpoeHepaii.

Kawuosi caoea. npoenosysants, 8idHos08aHi dicepena eHepeii, yacosi psdu, Hevyimka /02ika, MaWUHHe HA8YAHHS,
Memod nodibHux mpaekmopitl, python, streamlit.

Abstract

The object of the study is the processes of electricity generation by renewable energy sources (solar and wind power
plants) under unstable meteorological factors. The article considers the results of solving the current problem of modeling and
forecasting the generation of renewable energy sources (solar and wind). The relevance arises from the significant nonlinearity
of RES generation, which creates risks of destabilization of power systems. Building accurate models is critically important for
operational dispatching management and minimizing imbalances in power grids. The purpose of the work is to improve the
quality of forecasting RES generation based on a comparative analysis of deductive approaches and inductive algorithms. The
subject of the study is mathematical models, algorithms and software tools for forecasting time series of renewable energy
generation processes in the power grid based on meteorological factors. In the course of the work, an intelligent system based
on Streamlit with a data collection pipeline was created. The system is designed on the basis of a three-tier architecture,
which provides a clear separation of the logic of data collection, mathematical processing and visualization. The system is
implemented in the Python programming language with the involvement of a modern Data Science technology stack. Using
the developed system, a study of three models was conducted on an independent sample using the MAE and RMSE metrics. A
comparative analysis of the constructed models (artificial neural network, linguistic method and method of similar trajectories)
was conducted on real meteorological and energy data. Based on the research results, conclusions were drawn regarding the
conditions and feasibility of using certain models for modeling and forecasting renewable electricity production.

Key words: forecasting, renewable energy sources, time series, fuzzy logic, machine learning, method of similar trajectories,
python, streamlit.

1. Betyn. Y cydyacHoMy cBiTi nmepexiz /0 BijHOB/IOBaHUX Jpkepes eHeprii (BJE), 30kpema coHsiyHOI Ta
BITpOBOI, € OIHUM i3 HaWBAXK/IMUBIIIUX BEKTOPIB PO3BUTKY eHepreTU4Horo cexkropy. [Ipore interpauisa B/IE
B 3arajibHy eHeprocucTeMy CTBOPIOE HOBI BUKJIMKHU JJISl IUCIIeTYEPiB Ta CUCTEMHUX aHaliTUKIB. Ha BigMiny
Bi/| TpaJWLIIMHUX eJIeKTpOCTaHLil, reHepanisa B/IE € cToxacTUYHHUM NpPoO1ecoM, SKUM CyTTEBO 3aJIEKUTD BiJ
MiHJIMBUX METEOPOJIOTIYHUX YMOB. HeTo4HOCTi y mporHo3yBaHHI MPU3BOJATH [0 AHcOaIaHCY B eHepromepe-
»Ki, He0OXiTHOCTI 3a/Ty4eHHs pe3epBHUX [TOTY>KHOCTEH Ta 3HAaYHUX PiHAHCOBUX BTPAT.

Y 3B’s13Ky 3 LlUM, pO3p00Ka TOYHHUX Ta aJ[allTUBHUX CUCTEM MNiATPUMKHU NPUUHATTS pillleHb JJisi HPOTHO-
3yBaHHA reHepauii BJE € Ha/3BU4allHO aKTyaJibHOIO 3ajjavero. Ha cborofHilmHINA AeHb AJid il BUpilleHHs
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BUKOPHUCTOBYIOTHCS K KJIACUYHI Ae[yKTUBHI METOAH CUCTEMHOI0 aHaTi3y (€KCIepTHi CUCTEeMHU, MOUIYK aHa-
JIoriB), TaK i cydacHi iHYKTUBHI MeTO/J1 MalllMHHOI'0 HaBYaHHA (LITYy4YHI HeMpPOHHI Mepexi).

AHasi3 TeHAeHLi PO3BUTKY BiAHOB/JIOBAHOI eHepreTHMKH. Cy4acHUH TJ106a/bHUN eHepreTUYHHH
CEKTOp nepexuBae QyHJaMeHTaNbHY TpaHCPopMallifo, 3yMOBJIeHY HEeOOXiZiHICTI0O 3HMKEHHSI BUKU/IB map-
HUKOBMUX TasiB Ta 60poTb6H 3i 3MiHamu kJiMary. [lepexiz Bij TpaAuIiiHUX BUKOMMTHUX BUAIB MajuBa [0 BiJ-
HOBJIFOBAHUX [pKepes eHeprii (B/IE), k/l040BUMHU 3 SIKUX € COHSIYHA Ta BiTpOBA reHepallis, CTaB NpiopuUTeT-
HUM HaNpsIMKOM €KOHOMiYHOI MOJIITUKY GiIbIIOCTI pO3BUHEHUX KpaiH. 30KpeMa, y KpaiHaXx EBPONENCchKOTo
Coro3y (Hampuksaf, y Himeuunni) vactka B/IE y 3araibHOMY eHepro6asiaHci CTpiMKO 3poCTae, HabJIMKaro-
YHCh /10 JOMiHYIOYHX TOKa3HUKIB [1].

OpHak TakWi nepexif, CyNpOBOJKYETbCA TEXHOJIONIYHUMHM BUKJMKaMU. Ha BifAMiHy BiJ TemJoBUX 4HU
aTOMHUX eJIEKTPOCTAHIi}, AKUMHU MOXHA JIETKO KepyBaTH, BUPOBITOK eJleKTpoeHeprii COHATYHUMHU Ta BiTpo-
BUMH YCTAaHOBKAMH € CTOXaCTUYHUM (BUIMAAKOBUM) NMpolecoM. BiH MOBHICTIO 3a/1eXKUTh BiJi MiHJINBUX MeTe-
OPOJIOTIYHUX YMOB — XMapHOCTI, TeMIlepaTypH MOBITpA, IIBUAKOCTI Ta HAPAMKY BiTpy. Ll HeKOHTpoOJIbOBa-
HiCTb CTBOPIOE 3arpo3y cTabiIbHOCTI 06’'€JHAHUX EHEPTOCUCTEM.

IIpo6sieMaTUKa Ga/JlaHCyBaHHS €HEProcUCcTeM Ta POJib NMPOrHo3yBaHHsA. OCHOBHMM (i3MdyHUM 3a-
KOHOM pPOOOTH 6y/ib-IKOI eHeproMepexi € HeoOXiHICTb AOTPHUMaHHSI CyBOPOro GaJIaHCy MiX reHeparii€n
(BUPOOHHULITBOM) Ta CIOXKHUBAHHSAM eJIeKTpoeHepril B KOXKHUM MOMeHT uacy. byab-akui auc6anaHc npu-
3BOJMUTD /0 BiZIXMUJIEHHSI YaCTOTH CTPyMy B Mepexi BiJj CTaHAAPTY, [0 MOXKe CIPUYMHUTH MaciiTabHi aBapil
(6siexayTH).

B ymoBax 3pocraHHs yacTku B/IE, cucTteMHi onepaTtopu (AucneTyepy) CTUKAKOTBCA 3 MPOGJIEMOI0 He-
nepeAbadyBaHUX MiKiB a60 mpoBaJsiB re”eparnil. [y KkoMeHcanii [UX KOJWBAaHb JJOBOJUTHCSI YTPUMYBATH
3Ha4yHi pe3epBHi noTykHOCTi (BH/AKI ra3oBi abo ByriJibHi MaHeBPOBi cTaHILil), 110 € EKOHOMIYHO Ta €K0JIO-
riuHo HeedeKTUBHUM. Y pasi cyTTEBUX BiaxujeHb pakTHUUHOI reHepanii Bif 3asiBJeHOTO NJIaHY, BJACHUKU
COHSTYHHUX Ta BITPOBHUX NApKiB 3MylIeHi crjladyBaTH BUCOKI ¢piHaHCOBI mTpadu 3a cTBOpeHHs Auc6baniaHcy.

CaMe TOMy HasBHICTb BUCOKOTOYHHUX CHUCTEM KOPOTKOCTPOKOBOI'O MPOTrHO3yBaHHA reHepanii B/IE cTae
KPUTHYHOI0 YMOBOIO /IJIs1 PO3BUTKY Cy4aCHUX pO3yMHUX eHeproMepex (Smart Grids). TouHui#t nporHos go3-
BOJISIE ONITUMIi3yBaTH rpadiky HaBaHTaXKeHb, 3HU3UTH NOTPEOY B AOPOTUX pe3epBax Ta MiHiMi3yBaTu ¢iHaH-
COBi BTpaTH y4acHUKIB eHEPropuHKY [1, 2].

Oriaa migXoAiB A0 NPOrHO3yBaHHA YacOBUX pAAIB reHepauii. 3ajada nporuosyBaHHs reHepanii BJIE
3BOAUTHCS JI0 aHaJIi3y 6araTOBUMipHUX HeCTal[ioOHAPHUX YaCOBUX PpAAiB. [cHy04Yi MeTOAM MOXKHA PO3AITUTH
Ha TPU OCHOBHI KJIaCH.

1. ®isnuHi Mozesi 6a3yOThCA Ha CKJIAJHUX PIBHAHHAX TiApOAMHAMIKKA Ta TepMOJHUHAMIiKU aTMocde-
pu. BoHM BUMarawoTh 3HAaYHUX OGYHUCAIOBAaJIBHUX pecypciB (CynmepKoMI'I0TepiB) Ta JAeTaJbHHUX TOIOrpa-
¢iYHMX AaHUX MicCIeBOCTi, [0 POOUTH IX BUKOPUCTAHHS HEAOIIJbHUM JJisl JIOKQJIBHOTO ONMEepaTHUBHOTO
[IPOTrHO3YBaHHS.

2. leAyKTUBHI METOAM Ta KJIaCUYHa CTAaTHUCTHUKA BKJIOYAIOTh B cebe aBToperpeciiiHi Mmogeni (ARIMA),
MeTOAHY eKCIIOHEHLIMHOr0 3TJIa/P)KyBaHHS, a TAKOX eKCIIepTHi cucTeMH (HEYiTKa JIOTiKa) Ta eBPUCTUYHI aJl-
rOpUTMHU (MeTOA NOJiOGHUX TpaekTopii) [2-4]. i migxoan mo6pe iHTEPIPETYIOTHCS Ta HE MOTPEBYIOTh TPH-
BaJIOTO HAaBYaHHS, MPOTe IXHS TOYHICTb 3HMKYETHCS NMPHU POOBOTI 3 XAOTUIHUMHU HeJIiIHIMHUMU 3a/1€XKHOCTSI-
MM, 9Ki IpUTaMaHHI BITPOBi} eHepreTHIL.

3. InpykTuBHI MeToau (MaumuHHe HaB4yaHHA Ta llI) 6a3y0Thcsa Ha alropuTMax, 10 3/jaTHI cCaMOCTiIHHO
3HaXOJUTH NPUXOBAHI HeJIIHIMHI 3aKOHOMIPHOCTI y BeJIMKUX MacHMBax iCTOPUYHUX JAaHUX. Bukopucranua
IITYYHUX HEUPOHHUX Mepex (HampukJaj, 6araTouapoBoro nepcentpoHa - MLP) no3Bosisie epeKTUBHO MO-
JleJIIOBATH CKJIQHY aepoJiMHaMiuHy NOBeJiHKY Typ6iH 6e3 HeoOXiZJHOCTi IBHOTO MporpaMyBaHHs Qi3UYHUX
3aKoHiB [5, 6].

BpaxoBy1o4u nepeBaru Ta HeJl0J1iKM KO>KHOTO 3 MiAXO/iB, aKTyaJIbHUM € NPOBeJeHH IXHbOT'0 MOPiBHAJb-
HOT0 aHaJIi3y B paMKax eUHOI iHpopManiiiHOi CCTeMU Ha peaibHUX JaHUX eHeproMepexi.

IloctaHoBKa 3ajaui AociaigkeHHs. 06’ €KTOM J0CHi/PKEHHsI € MpoLecH reHepauii esekTpoeHeprii Bij-
HOBJIDBAHUMU [pKepesiaMy eHepril (COHAYHUMU Ta BiTPOBUMU e/IEKTPOCTAHI[iIMH) B yMOBax MiHJIMBHUX Me-
TEOpPOoJIOTIYHUX GAKTOPIB.

[IpeaMeTOM AOCTIXKEHHS € MaTEMaTUYHI MO/ieJIi, a/IfOPUTMHU Ta MPOTrpaMHi 3aC06U KOPOTKOCTPOKOBOTO
NPOrHO3yBaHHS YacoBUX pAAiB reHepauii BJIE.

MeToio po6oTH € po3pobka Ta AocaimkeHHs iHGopMaLiiHOI cUCcTEMU HiATPUMKU NPUUHATTSA pilleHb
JUI1 OIlepaTUBHOrO NMPOTHO3yBaHHA reHepauii B/IE 3 BUKOpUCTaHHAM MeTO/IB CUCTEMHOTO aHaJji3y Ta Ma-
LUIMHHOTO HaBYaHHS.

[l ;OCATHEHHS NOCTaBJIeHOI MeTH MOC/iJ0BHO BUPIlIEHO HU3KY B3a€EMOIOB I3aHUX HAyKOBO-MIPaKTHY-
HUX 3ajad4.
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1. [lepmioyeproBo AOCTiMKEHO MpeJMeTHY 06J1acTh, BU3HAYEHO KJIFOYOBi 0COGJMBOCTI Qi3nMYHUX MpO-
LeciB COHSIYHOI Ta BiTpOBOI reHepaliii, a TaKoX MpoaHai30BaHO NMpob6seMH X iHTerparii Ta 6aJaHCyBaHHS
B 3arajibHill eHeproMepexi.

2. Po3po6sieHO Ta mporpaMHO peasii3oBaHO KOHBEEP aBTOMATHU30BaHOIr0 360py i momepeaHbOi MmiAro-
TOBKH METEOPOJIOTIUHUX Ta €HepPreTUYHUX JAHUX 3 BiAKpUTHX Kepesi, 30kpeMa maaTtdopm ENTSO-E Ta
Open-Meteo.

3. ®opmasizoBaHO MaTeMAaTUYHMUH anapaT Ta BIPOBa/PKEHO TPU NMPOTHOCTUYHI MoJesi pisHOi npuposy,
a caMe MeTo/i TOJiOHMX TPAEKTOPIH, JIHIBICTUMHUIN METO/, HEYiTKOI JIOTIKU Ta IUTYYHY HEUPOHHY MEDPEXNKY.

4. Y Mexxax MOJIe/IIOBaHHSI KPUTUYHO BXKJIMBO aJIalliTYBaTH PO3POGJIEHI aJrOpPUTMHU 0 peasbHUX ¢i-
3UYHUX 00MEKeHb reHepYIUYHUX YCTaHOBOK, BPAXOBYIOUH LIBUAKOCTI CTAapTy TYpOiH, BiACyTHICTH iHCO/IALIT
B HiYHUM 4ac Ta edeKT iHepuilHOCTI cucTeM.

5. /lns1 3abe3nedeHHsT 3pyYHOi B3aEMO/ii KOpHUCTyBaya 3 po3po6JeHUMHU IHCTPYMEHTAaMU CTBOPEHO iHTe-
PaKTUBHUH Beb-iHTepdelic, SKUM A03BOJISIE THYYKO HAJANITOBYBATH NMapaMeTPU MoJiesiel Ta BidyasizyBaTu
OTpUMaHi pe3yJIbTaTH.

6. Ha 3aBepmasibHOMY eTari MpoBeJIeHO AeTalbHe eKCIIepUMEeHTaIbHE J0C/IiPKeHHs] T00yI0BaHUX MO-
Jlesiell Ha He3aJIeXKHiN TecTOBiM BUOipLi Ta 3/jiHCHEHO IX MiICyMKOBUI NOPiBHSAJIBHUI aHali3 32 KPUTEPIAMHU
ToyHOCTi MAE Ta RMSE

2. Marepia/im Ta MeTOAU AOCHiAXKeHb. [IpegMeTHa 06s1acTh Ta 0cO06/1MBOCTI MporHo3yBaHHs B/IE. Pos-
[JISTHEMO NPUPOAY reHeparliil coHsA4HOI Ta BiTpoBoi eHepril. COHsIYHA reHepallis Ma€ BUPaXKeHY J060By ce-
30HHICTH i )KopcTKe QisnuHe oOMexeHHs (Hy/bOBa reHeparliisi BHo4i). BiTpoBa renepatisi € 6isbI xaoTny-
HOI0, Ma€ BUCOKY aBTOKOpeJIALil0 Ta Ky6iuHy 3a/eXHicTh Bij mBHAKOCTI BiTpy. Kpim ToTrO, BiTpoBi TYyp6iHM
MarTh UWIBUAKICTB CTAapTy (cut-in speed) Ta mBUAKICTh aBapiiHOro Bigk/I04eHHd (cut-out speed), mo cTBO-
pro€ cusibHi HesTliHiKHOCTI B laHuX (puc. 1).

1.2

Region 2' f Flegion-‘a
Partial load operation Full load operation
1 RS
_ 08}
=
=3
5 06
2
0.4~
0.2!- cut-in rated speed cut-off
0 : . L . L
0 5 10 15 20 25

wind sneed Im/s]

Puc. 1. [Ipuk/ag BiTpoBoOi reHepanii 3a pi3Hoi LIBUAKOCTI BiTpy

leHepallist eJleKTpoeHepTil BITPOBUMHU YyCTAaHOBKAMH 0a3y€EThCs HA MepPeTBOPEeHHI KiHeTUYHOI eHeprii mo-
BITpSIHMX Mac B MeXaHiYHy eHeprilo 06epTaHHs poTopa. 3riiHO 3 3aKOHAMH aepOoJMHAMIKH, TOBHA MOTYX-
HICTb BITPOBOIO OTOKY P,. ., 1[0 IIPOXOJUTD Yyepes muouy A 3i LIBUAKICTIO V, ONUCYETbCA PIBHAHHAM:

Pina :%F)Asg ’
Jie p - TYCTHHA MOBITPs (3a/IEKUTD BiJ| TeMIepaTypu Ta aTMOCPEPHOT0 TUCKY, CTaHAapTHO ® 1.225 kr/m?),
A - mio1a o6MiTaHHs poTopa BiTpoTyp6iHu ( A=nR? , Ae R - paaiyc jionaTe), v - BUAKICTb BiTpY.

Ax BUAHO 3 GopMysH, MOTYKHICTh Ma€ Ky6iuHY 3a/7eXHICTb Bif WIBUAKOCTI BiTpy. CaMe 1is1 HeJiHIHHICTD
pPOOGUTH NPOrHO3yBaHHS BITPOBOI reHepaliil CkJaZHO0 3a/ja4yelo [ JiHiMHUX Mogenelt. KpiM Toro, 3rifgHo i3
3akoHOM bela, xo/jHa BiTpoBa Typ6iHa He MOXe MepeTBOPUTHU bisnblie Hixk 59.3% KiHeTU4HOI eHepril BiTpy
B MexaHiyHYy. llell TeOpeTUYHUI MaKCUMyM Ha3UBaETbCA Mexelo belja i BpaxoByeThcsa y BUIVIAAI KoedinieHTa

BUKOPHUCTAaHHA eHeprii BiTpy C,:
P

turbine

1 q

CydacHi cucTeMu ynpaB/iHHA OOMeXYIOTb reHepalilo NpHU HaJABHCOKUX IIBUAKOCTAX BiTpy (cut-out
speed) A1 3an06iraHHs MeXaHI{YHUM IOIIKO/KEeHHAM, 110 GOPMYE XapaKTepHe «I1JIaTo» Ta Pi3KUH craj Ha
KpHUBil NOTYKHOCTI.
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JaHi reHeparii BifHOB/IIOBAaHUX KepeJsT eHePTil € KJIAaCUYHUM MPUKJIaoM yacoBoro psay (Time Series) -
BIOPAAKOBAHOI B 4aci NOC/IiJ0BHOCTI BUMipIOBaHb Y:{ytl,ytz....,yt"} [71].

3 TOYKM 30py CUCTEMHOTO aHaJli3y, 4acoBuM paj redepanii BJIE MoxHa npeACcTaBUTH Y BUIVIAAL afUTHUB-
HOi 260 MyJIbTUIIIKATUBHOI MO/IeJli IeKOMIIO3UIIil:

Yt :Tt+5t+Ct+Et;

ne T, (TpeHpg) - MOBTOCTPOKOBA TeHJEHLis 3MiHU reHepallii (Hanmpuk/aJ, BBeJEHHS B eKCIIyaTal[il0 HO-
BUX COHSIYHUX IaHeJsiel NpoTsaroM poky), S, (Ce30HHICTb) - peryaspHi HUKJIYHI KoJUBaHHSA (Z06OBUH
LUK COHUs abo ce3oHHi 3MiHu BiTpiB), €, (LUK/Ii4HICTH) - MaKpOEKOHOMiUHi KOJMBAHHS MONUTY, E
(IIym/3anuiok) - cToxacTU4Ha KOMIIOHEHTA, Hellepej6ayyBaHi noroAHi aHoMautii.

HaliBak/IMBillIOI0 XapaKTepPUCTHUKOI 4YaCOBOTO Py B 3a/ayax MPOTHO3YyBaHHSA € HOro CTallioOHApHICTh.
CraLioHapHUM BBAXKAETHCA pAJ, MaTeMaTU4YHE CIIOJiBaHHA M[yt], Jucrepcis Dy ta aBTOKOBapialiiiHa
bYHKLA IKOT0 He 3aJs1eXaTh Bijj yacy ¢ :

t

M[y[ |=const, D[ y, |=const, Cov[yt] = const

MeTeopoJioriuni npouecu (BiTep, pajialis) € HecTallioHAPHUMHU 32 CBOEI NMpUpoot0. CaMe TOMY BUKO-
pUCTaHHS NMPOCTUX aBTOperpeciiHux Mojesel (Hanpukaaa, ARMA) € MasoedeKTHBHUM 6e3 molepesHbO-
ro audepeHIiitoBaHHs psiy. 3aCTOCOBaHi y AaHik po6oTti Metogu (MLP, HeuiTka Jiorika) 3gaTHi nmpaljloBaTu
3 HecTallioHapHUMHU HeJliHIMHUMU psAfaMU 6e3 IX 3BeJleHHH J10 CTPOro CTallioHapHOTO BUIIALY.

MeToA noAiGHUX TPAaEKTOPil. MeTos NoAiGHUX TPAEKTOPIN (€BPUCTUYHUM METO/, aHa/IoriB) 6a3yeThcs
Ha MpUMNYIIeHHi, [0 CX0Xi MeTeopoJsoriyHi yMOBHM B MUHYJIOMY NPHU3BOJSATH [0 CXOKUX 00CATiB reHepariil
B Mal6yTHbOMY [2]. MaTemMaTH4HO 3a/ia4a 3BOJUThLCSA /10 NOLYKY BEKTOPA X, ¥ HPOCTOPi ICTOPUYHUX CTa-
HIB X, 3@ KpUTepieM MiHIMi3anil eBK/Ii0OBOI BiACTaHI:

n

d=[>(A-B) >

i=1

ne A=(A,4,..4,),a B=(B,,B,,..B,) -

[l 3a6e3neyeHHs] PiBHOLIHHOTO BIUIMBY NMapaMeTpiB (HampHUKJ/aJ, TeEMIepaTypH Ta pajianii) 3acroco-
ByeTbcsl Min-Max HopMautizanis (1):

X=X .
_ min
Xnarm_—’ (1)
Xmax_xmin
Jie x - IIOTOYHe 3HavYeHHd, X,, Ta X,, - MiHiMaJlbHe Ta MaKCHMaJibHe 3HA4YeHHs B Ha6opi JAaHHX

BiZMOBiIHO.

JIinrBictuuHUM MeToy, (HeviTKa Jiorika).

JIIHrBiCTUYHHM MeTOJ, Ta JUHaMiyHi Mexi. Ha BiaMiHy BiJi MeToJiB, 110 LIyKawTb TOYHI MaTeMaTHY-
Hi 3a/1€XKHOCTI, JTIHIBICTUYHUI MeTOZA [103BoJIsIE GopMasli3yBaTH 3HAHHS eKcrepTa y BUMIAi npaBua «JIK-
[I10-TO». B ocHOBi MeTOAY JIEXXUTb MaTeMaTUYHUM amapaT HediTKkUx MHOxHUH (Fuzzy Logic) sanponoHoBa-
Huit JI. 3aze [16] B 1960-x pokax (meTanbHime guB. [17]). [Ipouec Bkiatoyae ¢pasudikariiio, Ik mokasaHo Ha
puc. 2 (nepeBefieHHs Ppi3UYHUX BEJUUUH y JIHIBICTUYHI TePMH, HAPUKJIAJ, KIITOPMY», IITUIbY»), 3aCTOCY-
BaHH# 6a3u 3HaHb Ta Jedasudikauito [3, 4].

BpaxoByto4u ce30HHICTb reHepaliii, B po60Ti 3aIpONOHOBAaHO aBTOKa/liOpOBaHy eKCIePTHY CUCTEMY, KA
JAUHaMi4YHO mifyiamToBye Mexi GyHKLiN HanexHocTi (Membership Functions) mif siokanbHi MakCUMyMH ic-
TOPUYHMUX JJAHUX, 1110 BUPillye NP06JIeMy «KOPCTKHUX MEX».

TPUKYTHI thyHKLiT HanexxHoCTi ANA WBWAKOCTI BiTpY

1.0+

o
™
L

o
o
|

—— Cnabknii BiTep
—— ToMipHWA BiTER
= CUABHWIA BiTEP

CTyMiHb HaneXHocTi ()
e
B
f

@
[N}
L

T T T
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
LWBeKAaKicTe BITRY (M/C)

Puc. 2. ®a3udikania BeJTUuIuH
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Ba3a sgiHrpictuyHux npaBusi. OCHOBOIO OyZb-IKOI CUCTEMU HEYITKOrO BUBe/IeHHs € 6a3a 3HaHb, fIKa
CKJIAZIAEThCS 3 HAabopy npoaykKuiiHux npaBua ¢opmary «AKIIO (Ymosa), TO (Hacnimok)». Y pospo6JieHiit
inpopmaniiiHii cuctemi peasizoBaHo /1Bl He3asexHi 6a3u NpaBuJ AJ1s Pi3HUX TUMIB eHeprii, 1110 BpaxoBYOTh
ixni ¢piznyHi 0co6gUBOCTI.

J1s1 coHsiuHOI reHepanii BXiZiHOW JIIHFBICTUYHOIO 3MiHHOIO € piBeHb COHSAYHOI pajiauii. baza npaBu
(Tabusmis 1) chpopMoBaHa TaKUM YHHOM, 11106 )KOPCTKO 06GMEXKyBaTH reHepaliito B HIYHMHM Yac Ta NPOMOpILin-
HO 36i/p11yBaTH 1l PU NOSIBi COHIA.

Tabaung 1
Ba3a npaBu AJ1s1 COHAYHOI eHeprii

Homep

npaemia IlepeaymoBa Hacnigok ®diznyHe 06GrpyHTyBaHHS eKcepTa

BigcyTHiCTh GOTOHIB yHEMOXK/IUBIIIOE
[paBusio 1 Axmo paaianis «Hiux» To reHepanis «Hynb» doToenekTpuyHUl ePeKT
(reneparis crporo fopiBHoe 0).

IDABHIO 2 Axwo pagianisa To renepanis Po3cisiHe cBIT/IO NPOXOAUTH KpPi3b XMapH,
p «XMapHO» «CepenHs» [aHeJsIi NpanoTh Ha YaCTKOBY NOTYXKHICTh.
I To renepanis [Ipsime coHsTYHe TPOMiHHS 3a6e3Meuye BUXi
[TpaBuio 3 fAxwo pagianisa «AcHo» pan p . p . y A
«MakcuManbHa» naHeJledl Ha HOMIHaJIbHY NOTY>XHICTb.

g BiTpoBoil reHepallii BXiJHOIO JIIHIBICTUUHOIO 3MiHHOIO € WIBU/KICTb BiTpy. Basa mpaBus (Tabauns 2)
po3po6JieHa 3 ypaxyBaHHAM aepoJMHAaMiYHUX XapaKTePUCTUK BITpAHUX TypOiH (afanTalis A0 MIBHUAKOCTI
BiTpy Ha BucoTi 10 MeTpiB).

Tabauug 2
baza npaBu A1 BiTpAHOI eHeprii

Homep npaBuia IlepegymoBa Hacigox ®i3nyHe 0GrPYHTYBaHHSA eKcnepTa

PoTtop Typ6inu sieaBe fos1a€ mopir
[IpaBusio 1 Axmo BiTep «CnabKkuit» To reHeparnisa «Husbka» WBUAKOCTI cTapTy (cut-in speed),
MiHiMaJbHUN 06€pTOBUI MOMEHT.

Typ6iHa npaitoe B po6odomy

[IpaBuio 2 Ak sirep To renepanisa «CepenHsa» ianasoHi, NOTYXHICTb
p «[TomipHUIt» pait pea A L
CTpiMKO 3pocTae.
. [IBUAKICTb MOTOKY NMOBITPA JOCTAaTHSA
- To reneparis .
[IpaBuiio 3 Axmo paaiayia «AcHo» JUISl BUXOAY TYPOiHM Ha MaKCHMaJIbHY

«MakcuMaJsibHa»

PO3paxyHKOBY NOTYKHICTb.

AnroputMm HediTKOro BUBeAeHHsA Ta Aedasudikanis. [licia 3actocyBaHHs 6a3u MpaBuJI CUCTEMA OT-
pHMYy€ pe3y/IbTaT y BUIJIA/I HEYiTKOI MHOXXHHM (Habopy reoMeTpUYHUX iryp, 1o nepeTuHawTbcs). s oT-
pHMMaHHS KOHKPETHOTO YMCJI0BOTO 3HAYeHHs NporHo3y (y MeraBarax), ike MOKHa IlepeJlaTH B AUCIETYEp-
CbKY CUCTEMY, aJITOPUTM BUKOHYE poLeaypy fedasudikarii.

Y po3po6JieHili cucTeMi 3aCTOCOBAaHO HAUTOYHINIKK i HalmomupeHimuKA MeTo aedasudikarii - meton
ueHTpy MacH (Centroid method). MaTeMaTH4HO BiH MOJISATAa€ y 3HAXO/PKEHHI KOOPAWHATH LIEHTPY Baru pe-
3y/IbTy040i Girypu, yTBOpeHOoI IepeTHHOM aKTHBOBAaHUX QYHKIIH HaJIEXKHOCTI:

Iu(z)*zdz

J.p(z)dz

Jle Z - 4iTKe nporHo3oBaHe 3HayeHHs re’epauii (MBT), z - 3MiHHa iHTerpyBaHHS Ha oCi OTY>KHOCT], u(z) -
CTYINiHb HaJIEXKHOCTI Pe3y/bTYI040l HeYiTKOI MHOXHUHH.

[ITy4Hi HelpoHHI Mepexi

3arasnbHa ifjess MLP. BaraTomaposuii nepcentpos (Multilayer Perceptron, MLP) - e ksiac HeipOHHUX Me-
pex npsIMoro nouwMpeHHsa. MeTo[, Ai€ iIHAYKTUBHO: «4OpPHA CKPUHbKa» CaMOCTIMHO BUSBJISIE NPUXOBaHi He-
JIiHIMHI TaTepHU HUIIXOM MiHiMi3auii yHKIil BTpaT miJj Yac HaBYaHHSI AJITOPUTMOM 3BOPOTHOTO MOLIMPEH-
Hs noMusku (Backpropagation). Y po6oTi gocipKyoThcst apXiTeKTypHy pi3HOI IMIMGUHU Ta 3aCTOCOBYIOTHCS
¢yHkuii aktuBanii ReLU.
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MLP ckaza€eTbes 3 BXiJHOTO LIapy, OAHOT0 abo KiTbKOX MPUXOBAHUX LIapiB Ta BUxigHOrO mwapy (puc. 3).
KoxkeH HEHPOH y MPHUXOBAHOMY LIapi BUKOHYE 3BaKeHe MiICyMOBYBaHHS BXiIHUX CUTHaJIB Xi 3 0/JaBaHHAM
3mimenHs (bias) b, mic/ist 4oro pe3y/bTaT NPOMYCKAETHCA Yepe3 HesliHiHHY GyHKIito akTuBanil f(2).

(:'_
[:]_
— )

Bxomx Brxoon
Hefiporomi C— ) HedlpomHol
Mepei Mepexi
— )

O_
(:)_

Puc. 3. Cxema 6araToiapoBoro nepcenTpoHa

n
y f[;w,x, +bJ ’ 2)
Jile ®, - CHHaNTHUYHi Baru HelpoHa.

[l 3abe3neveHHs1 3JATHOCTI Mepexi ampOKCUMYBATH CKJIAJ(HI HeJliHiIMHI yHKLii (Taki K Ky6iyHa 3a-
JIEXHICTh BITPY), y IPUXOBAHUX IIapax 3aCcTOCoBYEThbcs ¢yHKIis akTuBalii ReLU (Rectified Linear Unit). Ha
BiIMiHY BizA ksacuuHoi curmoinu, ReLU Bupimye npo6JsieMy 3aTyxaHHs rpajiieHTa (vanishing gradient) Ta
IPULIBU/LIYE 3G1KHICTD Mepexi:

f(x)=max(0,x)

[Ipouiec HaB4YaHHA Mepexi noJsAarae B Minimisanii yHkuii BTpat (Loss function) L, sikoro B 3aja4yax pe-
rpecii HalyacTile BUCTynae cepeJHbOKBaApaTuyHa noxubka (MSE). OHOBJieHHS BariB Ao 3AiHCHIOETHCS
3a /I0[I0MOTO0l0 aJIrOPUTMY 3BOPOTHOTO NMOLIMpeHHs NOMUJIKMU (Backpropagation) y moesHaHHi 3 onTumisa-
TopoM Adam (Adaptive Moment Estimation), skuit AUHaMiYHO alalTyE WBUAKICTb HAaBYaHHS /11 KOXKHOTO
napaMmeTpa.

AnropuTtM 3BOPOTHOrO NomupeHHA noMuku (Backpropagation). [Ipoijec HaBuyaHHs 6araToiapoBo-
ro nepcenTpoHa 3BOJUTHCS 0 3ajadi 6araToBMMipHOI onTHMisalil. MeTolo € 3HaX0[»KeHHs TaKOro Habopy
BaroBux koeodiuieHTiB W, akuii minimizye ¢dyHkuito BTpat L(W). [lns perpeciiiHux 3aa4 BUKOPHUCTOBYETHCS
cepeHbOKBaJlpaTUYHe BiIXUJIEHHS.

AJNTOPUTM 3BOPOTHOTO MOIIMPEHHSI NOMMWJIKHU [03BOJIsIE epeKTUBHO OOYMCJIIOBATHU IpafieHT PyHKLil
BTpAT [0 KOXHiii Basi Mepexxi -~ 3a [0NIOMOT0I0 JJAHI[IOTOBOTO NIpaBuaa JudepeHiitoBanHa (chain rule):

Ow,

oL oL dy; Os,
dw, 0y, 0s, o,

Ale y; - BUXi/l HelpoHa j, s; — 3BaXKeHa CyMa BXO/IiB HEMpoHa j, »; - Bara 3B’A3Ky MK HEHPOHOM I Ta j.
OTpuMaHi rpa/jieHTH BUKOPUCTOBYIOTHCS JJIsI OHOBJIEHHS BariB Ha KOXKHiH iTepanii (ermoci) HaB4aHHS.
OnTumizatop Adam (Adaptive Moment Estimation). ¥ ki1acuunomy rpaZiieHTHOMY CIYCKy IIBHJKICTb

HaBYaHHSA o € $iKCOBAHOIO, 1110 YACTO NPU3BOJUTH JI0 3aCTPAraHHS B JIOKQJIbHUX MiHIMyMax, 0CO6JIMBO MpPH

MO/IeJTIOBaHHI TaKHMX XaOTUYHUX NPOLECiB, K BiTpoBa reHepauis. ToMmy B JjlaHiil po60Ti 3aCTOCOBAHO ONTHUMI-

3aTop Adam, skl 064YMCITIOE iIHAMBIIya/bHI AN TUBHI IBUAKOCTI HABYaHHS JJIsI KOXKHOTO mapameTpa [8].
MeToxn Adam noeznnye iziei Hakonu4yeHHs iMnysnbcy (Momentum) Ta cepe/JHbOKBaZPaTUYHOTO TPasieHTa

(RMSProp). Ha ko>xHOMY KpoT1ii £ aJITOPUTM OHOBJIIOE eKCIIOHEHIiMHI KOB3Hi cepe/iHi rpafieHTa M, SIK MOKa-

3aHO B popmyi (3) Ta KkBaApaTa rpafieHTa v, — B Gopmyii (4):

m, :B1mc—1 +(17[31)gt (3)
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V= BZUt—l +(1 _Bz )gtz , (4)

Jle g. - TPaJlieHT Ha MOTO4YHOMY Kpouyi, B;, B, - rinepnapameTpu crnasanHs (3a3su4ai 0.9 ta 0.999).
1 koMneHcanil 3MileHHs 0 HyJIs Ha TOYaTKOBUX eTaraxX 064YHCIITHCA CKOPUTOBAHI MOMEHTH:

-~ m = v
mt = : t ‘St = ‘ t
I_Bz 1_32
®diHa/ibHEe OHOBJIEHHS Bar Bi,[[6YBa€TbCH 3d IPpaBHUJIOM:
o —~
W, =W_, - m

—~ t
W e
Jle o — Kpok HaB4aHH4 (learning rate), e — KOHCTaHTAa /AJ151 YHUKHEHHS JliJIeHHS Ha HYJIb (3a3BUYait 107 )
[l npoBe/ieHHsI YMCebHOT0 MO/le/II0BaHHs 0y/10 po3po6JieHo NporpaMHUi KoMiieKkc. KoMiiekc cipoex-
TOBaHO Ha 6asi TpupiBHeBoi apxiTekTypu (Three-tier architecture), 1o 3a6e3neyye 4iTke po3AiJieHHS JIOTiKU
300py JlaHUX, MaTeMaTU4YHOI 06po6KM Ta Bisyasisarii. CucTeMy peasizoBaHO MOBO MporpamyBaHHs Python
i3 3a/Iy4yeHHSIM Cy4acHOTO cTeKy TexHosiorii Data Science. CTpyKTypy KOMILIEKCY MOKHA 300paXkKeHO Ha puc. 4.

A ApxiTekTypa cucrtemMm

Pisexub npegcrasnexun
Streamlit

Piseub GisHec-noriku
scikit-learn, scikit-fuzzy
Pisexb gaHux

ENTSO-E, Open-Meteo

TexHONOriYHMIA CTEK

Python Streamlit scikit-learn Plotly

Puc. 4. CTpyKTypa NporpaMHOro KOMILUIEKCY

1. PiBenb ganux (Data Layer) BignoBizae 3a 30BHilIHI KoMmyHikauii 3 API eBponelicbkoi mepexi ENTSO-E
Ta MeTeopoJsioriyHuM cepBicoM Open-Meteo. Ha n1boMy piBHI GOpMYy€ETHCSA CUPUIM MAaCUB JIaHUX.

2. PiBenp 6isHec-noriku (Business Logic Layer) - siapo cuctemy, fie BinbyBaeTbcs dinbTpalis aHoMa-
JIili, HopMautizalis JaHuX Ta G6e3nocepesHsi po60Ta MaTeMaTUYHUX MoJesed (LITYy4YHOI HEMPOHHOI Mepexi,
JIIHIBICTUYHOI'0 METOAY Ta METOAY MOAiOHUX TPAEKTOPIN).

3. PiBenb npejcTtaBsieHHs (Presentation Layer) - kJieHTCbKa YacTHUHA, peajiizoBaHa 3a JonoMoroi ¢pe-
WMBOpKYy Streamlit, sika 3a6e3neyye iHTepaKTUBHUMN Beb-iHTepdeiic, npuiioM mapamMeTpiB Bij KopUCTyBaya
Ta Bidyasi3alilo pe3y/bTaTiB IPOrHO3yBaHHS.

3. PesynbsraTH gociaigxeHb. Kpurepii oninku sikocti moaesieit. /1151 nopiBHSAHHS Pi3HOPIIHUX CUCTEM
MPOTHO3YBaHHS 3aCTOCOBAHO KJIACHUYHI MeTPUKHU OLiHKM perpeciiHUX MojeJsiell: cepeZiHI0 aGCOJIOTHY IO-
xu6ky MAE Ta cepenHbokBaipaTuuHy noxubky RMSE, ski BkazaHo y ¢opmyiax (5), (6):
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1 -
MAE = - Xie |y = 3l (5)

RMSE = n_ (371';3’1')2’ (6)
Jle n - 3arajbHa KiJIbKICTb criocTepexkeHb (MpUKIaZiB), Vi — pakTH4yHe (peasbHe) 3HAUeHHs [iJIs [-T'0 CIIOCTe-
pexeHHs, Vi — IporHo3oBaHe (nepej6adyeHe MO/JeJIJII0) 3HaYeHHS JJIs1 | -I'0 CIIOCTePe’KeHHs.

AHani3 pe3ynbTaTiB NPOrHO3yBaHHS METOAY MOAIGHUX TPAEKTOpih. MeToj MoJiOHUX TPaEKTOPI
€ KJIJACHYHUM eBPUCTUYHUM MiJX0I0M CUCTEMHOTO aHaJIi3y, IKUM He MOTPeOye HAaBYAHHSA i IIYKA€E B iCTOPUY-
HUX JIaHUX CUTYyallil, MaKCUMabHO HAaGJJIMKEH] /10 MOTOYHUX METEOPOJIOTIYHUX TPOTHO3iB.

[Ipu nmporHo3yBaHHi COHSAYHOI reHepanii MeTo/| Mokas3aB 33/0BibHI pe3yabTatu (MAE = 4038.05 MBT,
RMSE = 7188.24 MBT). flk BuaHO 3 rpadika Ha puc. 5, airOpUTM NpPaBUJIbHO BU3HAYAE HY/JIbOBY reHeparlito
BHOUYI Ta 3arajJibHUM TpeH/, leHHOro MiKy. [[poTe KpyBa NPOrHO3y Ma€ 3HAYHYy «3y64acTicTb» (BUCOKY JiMC-
nepcito). Lle MOsSICHIOETBCSA TUM, 1[0 [IJIs1 KO’KHOI HACTYNMHOI TOMHU aJI'OPUTM MOXKe 3HaXOJUTH aHaJIOTH 3 ab-
COJIIOTHO Pi3HUX ICTOPUYHUX [IHIB, 1[0 MPU3BOAHUTH [0 Pi3KKUX CTPUOKIB MiXK CyCiJHIMU TOUKaMU MTPOTHO3Y.

Puc. 5. Pe3ynbTaT NIporH03yBaHHs COHAYHOI reHepalii MeToa0M NoAi6HUX TPAEKTOPii

Y BUNa/iKy BITpOBOi eHepreTHKU Nnoxubka Metoay € 6inbuow (MAE = 4621.72 MBT, RMSE = 5881.43 MBT).
HesBa)katouu Ha BBe/JeHHS YaCOBUX JIATiB /11 BpaXyBaHHA iHeplii Typ6iH, airOPUTMY CKJIaIHO 3HAUTH B icTO-
pil izeasbHU 36ir JoBroi TpUrogUHHOI TpaekTOpii 3MiHu BiTpy (puc. 6). Lle po6UTh NPOrHO3 BiTPY I[UM METO-
JIOM JIOCUTb XaOTUYHUM, X04a 3araJbHUH HallPsIMOK Na/[iHHS Ta 3pOCTaHHS MOTY>KHOCT] 36epiraeThcsl.

Puc. 6. Pe3ynbraT NporHo3yBaHHs BiTPOBOi reHepanii MeToA0M NOAiGHUX TPAEKTOPIN

AHani3 pe3y/ibTaTiB NPOrHO3yBaHHA JIIHIBiCTUYHOr0 MeToAy. JIiHrBicTUYHUIN MeToZ, MOOYAOBaHUN
Ha 6a3i npaBUJI eKCNePTHOI CUCTEeMH, JeMOHCTPYE NPUHLUNOBO iHIY noBefiHKY. OCKiJIbKM MeTOZ, Mpaloe
3 JIIHTBICTUYHUMHU TepMaMHU (HallpUKJIAJ, «cepeHs pajialis», «CUJIbHUH BiTep»), pe3y/bTaTH NPOrHo3y Ma-
I0Tb JUCKPETHUH XapaKTep.

Ha rpadiky consuHoi reHepatuii Ha puc. 7 (MAE = 6386.03 MBT) 4iTKko BUAHO yTBOPEHHSI XapaKTepPHUX
«IJIaTO» (CXOAMHOK) 3aMiCTb IJIaBHUX J3BOHOMNOJIOHUX KpUBHUX. Lle BijOyBa€eTbCca yepes Te, 110 MIUPOKUN
Jliana3oH BXiJJHUX 3HaueHb pajialil akTUBYE OJiHe 1 Te caMe MPaBUJIO HEUiTKOI JIOTiKH, BUAAIOYU KOHCTAHT-
HUH piBeHb reHepauii. MeTos rapaHTOBaHO He MOMUJISIETbCS BHOYI, IPOTe ripilie apoKCUMYE JAeHH] MiKU.

BopHouac a1 BiTpoBoi reHepaliii JiHrBicTUUHUN MeTO/, i3 PyHKIi€I0 aBTOKaMiOpyBaHHS MOKa3aB Kpally
TouHicTb (puc. 8), Hixk MeTo TpaekTopiii (MAE = 3554.38 MBT, RMSE = 4206.45 MBT). 3aBAsiku 3aK/1a/leHUM
$iznyHUM npaBuIaM (eKCIepPTHUM 3HAHHSM), CUCTeMa 3MOIJa YTPUMATH MIPOTHO3 Y PealiCTUYHUX MeXKax
Ta aJIeKBaTHO BiJjpearyBaTu Ha HeJliHilHI 3MiHU WIBUAKOCTI BiTpy, X04a JUCKpeTHa «cxigyacta» ¢popma rpa-
¢ika Bce 1je NPUCYTHS.
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Puc. 7. Pe3ysibTaT IPOrH03yBaHHSA COHAYHOI reHepanii JIIHrBiCTUYHUM MeTOJ0M

Puc. 8. PesysibTaT IpOrH03yBaHHA BiTPOBOi reHepauii IiHrBiCTUYMHUM METOL0M

Anani3 pe3synbraTiB NPOrHO3yBaHHSA IITY4YHOI HelipoHHOI Mepexi (MLP). [HaAyKTUBHUH MeToJ Ma-
IIMHHOTO HaBYaHHS Ha 6asi 6araromapoBoro nepcentpona (MLP) npogeMoHcTpyBaB HalKpallli pe3y1bTaTH
cepep ycix AocaiaKyBaHUX aaropuTmis (puc. 9). 34aTHICTb HellpoMepexi caMOCTiliHO oNTUMI3yBaTH Baru Ta
BUSIBJISITU MPUXOBaHi HeJIiHIMHI 3a/1€2KHOCTI J03BOJIMJIA MiHIMi3yBaTH MMOXUOKY.

Jis coHsiyHOI eHepreTukH anroputM MLP pnocsar Haiimenmoi moxubku (MAE = 2073.84 MBT, RMSE =
3008.06 MBT). Helipomepexxa reHepye MjiaBHY [I3BOHONOAIOHY KPUBY, SIKa Maiike ifeasbHO BiATBOPIOE MpU-
poJHUH 1060BUH LIMKJI COHLA, a/IeKBaTHO pearyoyy Ha HeBeJIMKi KOJIMBAaHHSA TeMIlepaTypHu Ta XMapHOCTI.

Puc. 9. Pe3yibTaT NpOrH03yBaHHS COHAYHOI reHepanii Helipomepexxew MLP

Y 3agaui mporHo3yBaHHs BiTpy Il Takox BUsBUBCA abcosioTHUM Jigepom (MAE = 2426.01 MBrT,
RMSE = 2879.97 MBT). HelipoMepexka 3MoIJia YCHIIIHO pO3B’sI3aTH CKJIaJHY 33/lady eKCTpanoJslil: Maodu
Ha BXOJi Jiville BUAKICTb BiTpy Ha piBHi 10 MeTpiB BiJl 3eMJ1i, MOZie/ib HABUYMJIACS 3 BUCOKOIO TOYHICTIO Bif-
TBOpPIOBATH Ky6iyHy reHepariito BiTpoBux Typ6iH Ha BucoTi moHa/ 100 MeTpiB. KpuBa nporHosy € MjaBHOIO
Ta TOYHO NOBTOPIOE iCTOPUUHY aMILIITYly KOMBaHb Mepexi (puc. 10).

Puc. 10. Pe3ybTaT NpOrH03yBaHHA BiTPOBOI reHeparii Helipomepexelo MLP
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JocnipxeHHs BIVIMBY rinepnapaMeTpiB HeilipoMepe:ki Ha TOYHICTb MPOrHO3Y. SIKicTh po6oTH iHAYK-
THUBHHUX METO/iB MallMHHOTO HaBYaHHSI KPUTUYHO 3a/IeXKUTh BiJ] Mii6opy rineprnapameTpiB anroputmy. Pos-
po6seHa iHpopMaliiiHa cucTeMa [103BoJIsIE 0c06i, 1[0 npuiMae pimeHHs (OIIP) B iHTepakTUBHOMY peXUMi
3MiHIOBAaTH apXiTeKTypy NPUXOBaHUX LIAPiB Ta TPUBAJIICTh HaBUYaHHA (KiJIbKiCTh enox) HelipoMmepexi MLP.

B xoai mociimkeHHs1 6ysio MpoaHali30BaHO BIUIMB apXiTeKTypu HeHpOHHOI Mepexi Ha MeTpuky RMSE
JJ14 3a7,a4i IPOrHO3YBaHHA BITPOBOI reHeparii.

1. Ipocra (Shallow) apxiTekTypa (0vH NPHUXOBAaHUH IIap HAa 64 HEHPOHU) — MOZEJIb IBU/IKO 36iraeThCs,
poTe Ma€ TeH/eHNio o HegoHaByaHHA (Underfitting) Ha cklaiHUX JiJITHKAX i3 pi3KMMU OPUBAMHU BiTpY.

2. [nuboka (Deep) apxiTekTypa (ABa 1mwapu: 128 Ta 64 HellpoHU) - 30i/MblLIEHHS KiJIbKOCTI mapameTpiB
JL03BOJIMJIO MepexXi BUSABJIATH OLJIbII CKIaJHI B3aEMO3B’AI3KM MiXK 4acOoBUMHU Jaramu (t—1, t—2) Ta motou-
Holo reHepariero. lle 3HU3MJI0 3ara/ibHy NOXUOKY MOJEII.

Takox 6yJsi0 ZoCTiKEHO TiepnapaMeTp max_iter (KiIbKicTh ernox). 36ibiieHHs enox 3 500 g0 2000 gasio
3HAYHUH NPUPICT TOYHOCTI, 03BOJMBILHY aAropuTMy Adam BUHUTH 3 JIOKaJIbHUX MiHiMyMiB pyHKuii BTpaT. Of-
Hak nojasblie 36iibiieHHs (moHaz 4000 ernox) He [jajio CyTTEBOTO MOKpAIlleHHs METPUK Ha BaJliJjalliifHil BU-
6ip1i, 1[0 CBiAYUTH Npo MovYaToK npouecy nepeHaB4yaHHs (Overfitting). Takum ynHoM, koHirypanis (128, 64)
HelipoHniB npu 2000 enoxax 6yJjia BU3HauY€eHa SIK ONTHMaJbHa 3a KPUTEPIEM «TOUHICTh/IIBUAKOAISA».

IlizcymMKoBe MOpPiBHAHHA MoAesel. 3a pe3yJbTaTaMH IPOBEJIEHUX eKCIIepUMEHTIB (Tabsnis 3) MoXKHA
CTBep/KyBaTH, 110 BUOIp MeTOLy NPOrHO3YBaHHSA CYTTEBO 3aJIeXXUTh BiJi IPpUPOAU BXiAHUX JaHUX. [enyk-
THUBHI MEeTOAU CUCTEMHOIrO aHai3y (Tpa€kTopii, He4yiTKa Jiorika) He MOTPeOYIOTh BUTPAT Yacy HA HaBYaH-
Hs, 106pe NMpanoTh 3 eKCIEPTHUMHU 3HAaHHAMU Ta € abCOJIIOTHO MPO30PUMHU B MPUUHATTI pimeHb. OfgHAK
iXHSI TOUHICTb 3HMXKYETHCS PU POOOTi 3 BUCOKOCTOXaCTUYHUMU HeNMiHINHUMU JaHUMU. [HAYKTUBHUN Miaxiz
(MLP) poBiB cBoto nmepeary B TouHocTi (MiHiMizanisgs MAE Ta RMSE B 1.5-2 pasu), 3m1a/i>kyBaHHi 1yMiB Ta
3[laTHOCTI aBTOMAaTUYHO aZlaiTyBaTUCA [0 CKJIaZJHUX MeTeOpOJIOTIYHUX NaTePHiB.

Tab6aung 3
MeTpUKH MeTOAIB
MeToA NpOrHo3yBaHHS Tun eHeprii MAE RMSE

MeToA noAiGHux Consuma 4038.05 7188.24
TpPaeKTopi

JIIHrBiCTUYHUK MeTO/, CoHsluHa 6386.03 9227.36

llITyyHa HepOHHA Mepexa CoHsYHa 2073.84 3008.06

Metoa noiGHux Birposa 462172 5881.43
TPAaEKTOPIN

JIIHrBiCTUYHUN MeTO/ BiTpoBa 3554.38 4206.45

llITy4yHa HepOHHA Mepexa BiTpoBa 2426.01 2879.97

4. BUCHOBKHU. Y MexxaxX BUKOHAHHSI HAyKOBOi po6OTHU Oysio po3pobseHo iHbopMaliliHy cucTtemy mif-
TPUMKH NPUHHATTSA pillleHb JAJ ONepaTUBHOrO NMPOrHO3yBaHHA reHepallil BiAHOBJIIOBaHUX JKepeJ eHep-
ril. [IpoBe/ileHO KOMIJIEKCHUH MOPIBHAJBHUN aHai3 JleIlyKTUBHUX MMiJIX0/IiB (METOA MOZIOHUX TPAEKTOPIH,
JIIHTBICTUYHUM MeTOA) Ta iHAYKTUBHOrO miAxoay (IITYyYHUH iHTe/NeKT Ha 6a3i 6araTouapoBOro neprenTpo-
Ha). B pe3sysbTaTi foCiKeHb OTPUMAHO HACTYTHI BUCHOBKU.

1. 3ampornoHoBaHi cucTeMHi BJOCKOHa/IeHHsI (BBeIEHHS YacOBUX JariB A4 imiTanii iHep1ii poTopiB BiT-
PsKiB Ta aBTOKa/libpyBaHHS MeX y HEUiTKil Jiorili) [03BOIWIM 3HAYHO MiABUILIUTH CTIHKICTb JeIlyKTUBHUX
MoJeJiell 10 aHOMaJlill y JaHHUX.

2. [Ipo6sema BuToKy faHux (Data Leakage) Ta nepeHaBuanns (Overfitting) 6ysa ycniniHo BupinieHa 3a pa-
XYHOK »KOPCTKOT'0 PO3/IiJIEHHS YaCOBOTO psily HA iCTOPUYHUE MacuB Ta cjiny TectoBy Bubipky (Hold-out test).

3. AHauni3 meTpuk MAE Ta RMSE 710BiB, 110 AJisT BUCOKOLMKJIIYHUX MPOIeciB (COHSIYHA eHepreTHKa) eKc-
MepTHI METOAU CUCTEMHOIO aHali3y JeMOHCTPYIOTb JA0CTaTHIO ePpeKTUBHICTh i BUCOKY MPO30PiCTh JIOTiKH
NPUUHATTS pillleHb.

4. Jlng CTOXaCTUYHUX Ta HeJiHIMHUX MpoleciB (BiTpoBa eHepreTHKa) MeTOAM MAIIMHHOTO HaBYaHHS
(MLP) mMatoTh abCOJIIOTHY NepeBary B TOYHOCTI, OCKiJIbKH 3/]JaTHi CaMOCTiHO 3HAXOZUTH HeOYeBHUHI 3aK0-
HOMIPHOCTI y BeJIMKMX MacUBax JaHHUX.

5. [IpoBesieHU QyHKIiOHANBbHO-BAPTiCHUM aHasli3 MOBHICTIO MiATBEPJUB €KOHOMIUHY JOLiIbHICTD po3-
pPO6JIEHOT0 MPOrpaMHOTO MPOAYKTY. Po3paxoBaHuil KoedillieHT TeXHiKO-eKOHOMIYHOTO piBHA [OBIB ONTHU-
MaJsIbHICTb 06paHoro cTeky TexHoJsiorii (Python, Streamlit) 3a kpuTepieM «sAKiCTb-BUTPATU.

KoHiKT iHTepeciB. ABTOpU [ieKJIapyIOTh, L0 He MaloTb KOHQJIIKTY iHTepeciB CTOCOBHO AAaHOI0 A0CJIi-
J0KeHHs, B TOMy 4Mc/i piHaHCOBOro, 0COGUCTICHOTO XapaKTepy, aBTOPCTBA UM {HIIOTO XapaKTepy, 1[0 Mir 64
BIJIMHYTH Ha J,0CJi/)KEHHA Ta HOro pe3ysbTaTH, NpeACTaBJ/eHi B JaHil CTaTTi.

dinaHcyBaHHs. /[lociipKeHHS npoBoAuiocs 6e3 piHaHCOBOI MiATPUMKHU

JocrynHicTb gaHMX. /laHi 6yAyTh Ha/laHi 32 0GIPYHTOBAHUM 3aIUTOM.
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BukopucTaHHS 3aC06iB IITYYHOTO iHTEJIEKTY. ABTOPH MiATBEP/KYIOTh, 1110 HE BUKOPHUCTOBYBAJIH TEX-
HOJIOTIi IITYYHOTrO iHTEeJIeKTY NP CTBOPEHH] Ipe/icTaBJIeHOl po6OTH.

BHecok aBTOpiB. /loBraseHko [71i6 AHApilioBUY: miroTOBKA Ta aHa/i3 BXiJHUX JJaHWUX, HABYaHHS MoJe-
Jiel, CTBOPEeHHS Ta TECTyBaHHSA NporpaMHoi peasisaliii, BHeCeHHsI 3MiH Ta NPaBOK Y TEKCT CTATTi

Cenin HOpiit MukoJsilalloBUY: OLiHKa OISy JiTepaTypH, MPOINo3uLii 3 NpUBOAY MiAXOAIB A0 apXiTeKTypU
Ta il MOXKJIM-BUX KOHQIrypalliii, orjiHka OTpUMaHUX Pe3yJIbTaTiB TECTyBaHHS, HAIIMCAHHS TEKCTY CTATTi.

Kyesna I0s1ia BanepiiBHa: orif icHyro4Mx pilieHb Ta MiJIX0/iB, CTBOPEHHS apxXiTeKTypH Mo-Zei Ta 1i pe-
asisalid, HaBYaHHA Ta TeCTyBaHHA peasisallil,. BHeCeHHs 3MiH Ta IPABOK Y TEKCT CTATTI
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ABTOMATMU3ALIA TEHEPALII HIU®POBUX TEKCTYP I3 BUKOPUCTAHHAM
TEHEPATUBHUX MOJIEJIEM LITYYHOTO IHTEJIEKTY

A. 0. Kosaus, 10. B. KameHeywka, A. K. Ko6puHeysb

AUTOMATION OF DIGITAL TEXTURE GENERATION USING GENERATIVE ARTIFICIAL INTELLIGENCE MODELS

Alina Koval, Yuliia Kamenetska, Anton Kobrynets

AHoTanisa

Memot docaidxceHHs: € 06rpyHmMyeaHHs nioxody do aesmomamusayii eeHepayii yugposux mekcmyp i3 BUKOPUCMAHHAM
2eHepamusHux modeell Wwmy4yHo20 iHmesiekmy ma 8u3Ha4eHHs nocaidoeHocmi onepayitl, He0O6XIOHUX 0151 OMPUMAHHS NPU-
damHux 00 8UKOPUCMAHHS Mamepiaaie y cucmemax mpusuMipHo20 MOOeA08AHHS. Y pobomi cucmemamu308aHo Cy4acHi
nioxodu do cuHmesy mekcmyp Ha ocHosi dugy3iliHux modeiell, Modeiell, OpiEHMOBAHUX HA 2eHepayito Mamepiasis, a Maxkoic
Memodis eeHepayii mekcmyp 6e3nocepedHbo 8 npocmopi mpuguMipHoi nogepxHi. [IposedeHo kpumuyuHuli aHai3 docaidxiceHb
Point-UV Diffusion, MatFuse, DiffMat, DreamMat, Single Mesh Diffusion Models ma TEXGen, wo daso 3mozy suokpemumu
nepesaau U 06MedxceHHs pi3HUX hidxodie. 3anpoONOHOBAHO A/120pUMM A8MOMAMU308AHO20 POPMYBAHHS MeKCcmypu, sIKUll
BK/H0OYAE BUHAYEHHS 8UMO2 00 Mamepiay, POpMy8aHHs MeKCmMo8ozo abo 8i3yaibHO20 3anumy, 2eHepayito 0eKiabKOX KaH-
dudamis, oyiHro8aHHs 8idnosidHocmi, nid2omoeKy kapm mamepia.y, nocmobpo6bky ma ekcnopm y cepedosuuwje mpusumip-
Ho20 Modent8aHHs. OKpeMo po3a/issHymo npakmuyvHy anpobayio Ha deox munax mamepiaaie: cmapitl ye2AsiHill nogepxHi
ma mMamogoMmy mMemanegomy mamepiani. [as kKoxHo20 npukaady 8u3Ha4eHo 8uxioHi sumoau, npukaad 3anumy, kpumepii
OYiHI0B8AHHS Ma nocaidosHicmb nideomosku mamepiaay 00 BUKOPUCMAHHS Yy MPUBUMIpHIl cyeni. 06rpyHmosaHo, wo ee-
HepamugHull wmy4Hull iHmesexkm 0oyinbHO po3aasidamu He Ik NO8HY 3aMiHy ¢axisys, a ik IHcmpymeHm asmomamusayii
nosmopiosaHux onepayiil i weudkoz2o opmysaHHs eapianmis. [[pakmuuHa YyiHHICMb po6omu noasi2ae y opmysaHHi 8io-
meopo8aHo20 po6oy4o2o0 npoyecy, AKUll Modice 6ymu 8UKOPUCMAHUIL Y pO3p06.AeHHI KomMn tomepHuUX i2op, Yyugdposomy dusatiHi,
apximekmypHilil gizyanizayii ma nidzomosyi gpaxisyie 3 iHgpopmayitinux mexHoa02iil.

Katouoei cnoea: cenepamusHull wmyyvHuli inmeaekm, 2eHepayisi mekcmyp, dughysitini modei, yugposi mamepiau,
mpusumipHe M00eA08aHHS, Komn tomepHa epagika, PBR, asmomamusayis, MawuHHe HA84AHHSL.

Abstract

The study aims to substantiate an approach to automating digital texture generation with generative artificial intelligence
models and to define a reproducible sequence of operations for producing materials suitable for three-dimensional modeling
systems. The paper systematizes recent approaches based on diffusion models, material-oriented generative methods, and
methods that synthesize textures directly in the surface or UV space of three-dimensional objects. A critical review of Point-UV
Diffusion, MatFuse, DiffMat, DreamMat, Single Mesh Diffusion Models, and TEXGen is provided to identify their main advantages
and limitations. An automated texture generation workflow is proposed. It includes defining material requirements, constructing
a text or visual prompt, generating candidate results, evaluating their compliance with the requirements, preparing material
maps, post-processing, and exporting the result to a three-dimensional environment. Two practical cases are described: an
aged brick surface and a matte metal material. For each case, the input requirements, an example prompt, evaluation criteria,
and the sequence of preparing the material for a 3D scene are specified. The study argues that generative artificial intelligence
should be treated not as a complete replacement for a specialist, but as a tool for automating repetitive operations and rapidly
producing design alternatives. The practical value of the study lies in a reproducible workflow that can be applied to game
development, digital design, architectural visualization, and the training of information technology specialists.

Key words: generative artificial intelligence, texture generation, diffusion models, digital materials, three-dimensional
modeling, computer graphics, physically based rendering, automation, machine learning.

1. Beryn. CyyacHi iHopMauiitHi TexHo10Tii XapaKTepHU3yThCS IBUAKUM IEPEXOJOM BiJ| aropuTMiy-
HoOI aBTOMaTH3aLii /10 CUCTeM, 3ZJaTHUX CUHTE3yBaTH HOBUM LUPPOoBUN KOHTEHT. OHUM i3 Hal6inbII TOMIT-
HUX HaIpsIMiB € reHepaTUBHUH IITYYHUH iHTeNEeKT, SKUM BUKOPUCTOBYETBCS [JIJIsl CTBOPEHHS 300pakeHb,
Mo/iesiel, MaTepiasiB, TeKCcTyp Ta iHIKX rpadivyHux pecypcis. [ koM’ toTepHoi rpadiku 111 TeHAEHLis Ma€e
0C006JIMBe 3HAaUYeHHsI, OCKIJIbKY MiIr0TOBKA SIKICHOI'O Bi3yaJIbHOTO KOHTEHTY TPaAUL[iHHO MOTpe6ye 3HAYHUX
4acoBHUX BUTPAT i yyacTi ¢paxiBiiB Ha 6araTbox eTamnax.

lludpoBa TekcTypa € OfHUM i3 6a30BHX KOMIIOHEHTIB TpUBUMipHOro Marepiasy. BoHa mMoxe MicTu-
TH iHpopMaliifo nMpo KoJip MoBepxHi, HOpMaJi, MOPCTKICTb, MeTaJeBiCTb, BUCOTY Ta iHLII XapaKTepUCTHU-
KH, sIKi BUKOPHUCTOBYIOTbCA Mif 4yac $i3sMYHO KOPEKTHOro BiJATBOpPEHHs B3a€EMOZIl CBiT/JIa 3 MOBEPXHEIO.

© Kosasb A. O., Kamenenska 0. B., Koopunens A. K., 2026
BY CTraTTA NOLIMPIOETHCA HA yMOBax JineHsii Bigkpurtoro goctyny CC BY 4.0

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 25




Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

Y BUpOOGHUYOMY IpOIieCi TEKCTYpa MOBMHHA GYTH He JIMIIE Bi3yaJlbHO NPUBAGJINBOIO, a U Y3TO/KEHOIO 3 T'e0-
MeTpieto 06’ekTa, UV-po3ropTkoro, BUMoramMmu rpadiyHoro pyiuist Ta 06MeeHHSIMU NPOJYKTHBHOCTI.

TpaguuiiiHuii nmporec nepesb6ayae Nouyk abo CTBOpeHHs pedepeHciB, pyuHe pejaryBaHHs, opMyBaHHS
6e31I0BHOr0 MaTepHy, NiZirOTOBKY HAbOpy KapT MaTepiasy, mepeBipKy WIBiB i MOBTOPIB, ONTHMi3amniio pos-
JAIbHOI 31aTHOCTI Ta ekcnopT. KokeH i3 mux eTamniB MoXke 6yTH aBTOMaTU30BaHUN YaCTKOBO a60 MOBHICTIO,
SKIL0 reHepaTUBHA MO/ieJb IPAaBUJIbHO iHTErpoBaHa B po604Yni mporiec.

MeTow po60TH € Po3p0o6JeHHS TAa OOIPYHTYBAaHHS BiITBOPIOBAHOTO aJrOPUTMY aBTOMAaTH30BaHOI re-
Hepanil [uPpPOBUX TEKCTYP i3 BUKOPUCTAHHSIM €HEPATUBHUX MOJZEJEN IITYYHOTO {HTENEKTY, a TAKOX Je-
MOHCTpaLllig HOro 3aCTOCYBaHHS Ha /JBOX MPAaKTUYHHUX ClieHapidax. [ JOCATHEeHHS MeTH MOCTaBJIeHO TaKi
3aBJlaHHA: MpOAHaJi3yBaTH Cy4YacHi JOCJAiPKeHHS; BU3HAYWUTH BUMOTH [0 aBTOMaTM30BaHOI reHepauii;
chopMyBaTH aJrOPUTM; ONMKCATH KPUTeEPIl OI[iHIOBaHHS; MPOBECTH MPAKTHUYHY anpobaliito Ha TUIOBUX Ma-
Tepiasiax; BU3HAYMTH NepeBary Ta 06MeXeHHs 3alIPONIOHOBAHOTO MiJIX0AY.

HaykoBa HOBU3HA POGOTH MOJIATAE HE y CTBOPEHHI HOBOI reHepaTUBHOI Mo/ieJIi, a B cucTeMaTu3anii Ta pop-
MaJtizanii npouecy ii BUKOpUCTaHHA [ OTpUMaHHs LudpoBux TekcTyp. Ha BifMiHy Bif 3araibHOro orisgy
reHepaTUBHOTO LITYYHOTO iHTEJIEKTY, yBary 30cepe/XKEH0 Ha MOCJIiJOBHOCTI onepanii Bij popMysroBaHHS BHU-
MOT /10 MiZATOTOBKY pe3ynbTaTy Ajs 3D-cepejoBuIa Ta HAa MPaKTUYHIN nepeBipii 3anponoHoBaHoro workflow.

Ormsap cydacHMX gociaimxenb. JlocaimpkenHs Goodfellow Ta cmiBaBTOpiB 3amovaTKyBaJio HampsiM re-
HepaTUBHO-3MarajJbHUX Mepex, y AKOMy reHepaTop i JUCKpPUMIHAaTOp HaB4YalOTbcA y B3aeMogii. GAN cra-
JIM BaXKJIMBOIO OCHOBOIO JIJIs1 TeHepalii Bi3yaJbHOTO KOHTEHTY, ajle HeCTabiJibHICTh HaBUYaHHS Ta MpobJieMa
mode collapse 06MexuIU iX YHiBepCcaJbHICTh /11 BUCOKOZETai30BaHOI reHepariil.

Judysilini Mozesi 3anponoHyBa/IM iHIIWN MeXaHi3M CHHTEe3y: MOJeJib HABYAETHCS BiIHOBJIOBATU JAaHi
MicJIs MOCTYIIOBOTO A0JaBaHHs myMy. [lofanbini po60TH MoKasaJsy, o JaTeHTHI Audy3ilHi Mogeni 3gaTHi
3abe3nevyyBaTH BHUCOKY SIKICTb 306pakeHb IPH NepeHeceHHi mpouecy Audysii y KOMOAaKTHUH JIaTEHTHUH
npocTip. Lle# miaxig ctaB 0CHOBOIO 3HAYHOI KiJIBKOCTI Cy4acHHUX cUCcTeM text-to-image i text-to-material.

Yu Ta cniBaBTOpU 3anpononyBaau Point-UV Diffusion asis reneparii Tekctyp Ha 3D-ciTkax. MeTon noea-
Hye audysioo B npoctopi Todok i UV-mpocTopi, 1110 03B0JIsI€E OTPUMYBATH T€OMETPHUYHO Y3rO/KEHI TEKCTY-
pHy. BaXXJIMBUM pe3ysbTaTOM € AE€MOHCTpaLid TOro, 110 reHepallisd TeKCTypPU NOBUHHA BPaXOBYBaTH He JIMIIe
JIOKaJIbHY Bi3yaJsIbHY AKIiCTb, @ ¥ IPOCTOPOBY Y3rOJKEHICTh TOBEPXHI.

Vecchio Ta cniBaBTOpH y MatFuse po3misiHy/in KOHTPOJIbOBAHY reHepaliilo MaTepiasiiB Ha OCHOBI TEKCTY,
306pakeHb, €CKi3iB i KOJIbOPOBHUX MaIITP. ABTOPH TaKOX A0CJHIPKYBa/IM peJlaryBaHHsI OKPEMHUX KapT MaTe-
piasly Ta OLjiHI0OBa/IM AAKICTh pe3yJbTaTiB KiJIbKICHUMHU H KOPUCTYyBallbKUMHU MeToZaMH. lle nokasye nepcnek-
TUBHICTh 6araToKaHaJbHOT0 KEPYBAHHS reHepalji€lo.

Zhang Ta cniBaBTopu y DreamMat 3ocepeanivcs Ha reHepauii PBR-martepianiB 3 ypaxyBaHHsM reomeTpii Ta
oCBiT/IeHHS. Taku MiAXiA BaXKJIMBUN AJ151 MPAKTUYHOI'O BUKOPUCTAHHS, OCKIJIbKY TEKCTYPA, 10 BUIVISI/IAE Iepe-
KOHJIMBO Ha IJIOCKOMY 306pakeHHi, He 060B’I3K0BO 6y/ie KOPEKTHO MOBOAUTHCS HA TPUBUMIPHOMY 06 €KTI.

DiffMat posrisisae reneparito MaTepianiB i3 306pakeHb y Pi3HUX YMOBaxX OCBiT/IEHHs. ABTOPHU MO€ELHY-
10Tk CLIP-enkonep i qudysiiiny apxitektypy Ta popmMyroTb MaTepianu y ¢opmari, cyMmicHOMY 3i cTaHAapT-
HUM (i3MYHO KOpEeKTHUM peHJiepuHroM. lle migTBep/pKye TeHJeHNi0 nepexoAy BiJ reHepauii okpemMoro
300pakeHHS [0 reHepalii CTPyKTypOBaHOTO MaTepiasty.

Mitchel, Esteves Ta Makadia 3anpononyBanu mogeni audysii, ki npaiomoTb 6e3n0cepeHbO 3 MOBEPX-
Helo 3D-ciTkM depe3 cneliasibHe JlaTeHTHe NpefcTaBleHHd. [lepeBaror € MOXJIUBICTb reHepyBaTH Bapialil
TEKCTYPH 3 ypaxyBaHHSAM CTPYKTYPU KOHKPETHOTO 00’€KTa Ta MATPHMYyBaTH 33/ia4i peflaryBaHHs.

Y TEXGen 3ampoIioHOBaHO reHepaTUBHY AuYy3iiiHY MOJesib, [0 HABYAETbCS Oe3Mocepe[HbO B MPOCTOPi
TEKCTYPHOI KapTH. ABTOpH MiJIKPECII0I0Th MP0o6JIeMy NOpYyLIeHHs I106aabHOoi 3D-y3romkeHocTi mpu HaiBHOMY
BUKOpHUCTaHHI 2D-reHepaTopiB i IPONOHYIOTh apXiTEKTYPy, OPIEHTOBAHY HAa BUCOKOPO3/A1/IbHI TEKCTYPH CITOK.

Orusap cyvacHux migxoniB go text-guided 3D editing Takoxx mokasye, 10 reHepanisi TEKCTYp MOCTYIOBO
MepPEeXo/INTh Bifl MPOCTOro NMPOEKTYBAHHS 306paXKeHHS HA MO/IeJIb JI0 iITEPAaTUBHOTO NPOLIECY, ¥ IKOMY CUCTe-
Ma BpaxOBYE reoMeTpilo, onepe/iHi pe3ysbTaTy Ta pi3Hi yMOBU oriay. TaKUM YUHOM, Cy9aCHUH CTaH JOCTi-
JPKEHb CBIJYUTD MIPO PyX 0 KePOBAHUX, FeOMETPUYHO y3roxkeHux i PBR-cyMmicHux martepianis.

KpuTnuHuil aHani3 [pKepes Aa€e NiACcTaBu CTBEPPKYBATH, 1[0 B JIiTepaTypi JOCTaTHBO A06pe JoCTiKeHi
okpeMi Mozesi reneparii, asne npaktudyHui workflow ns daxiBig, iKUK He CTBOPIOE HOBY HEHPOMEPEXKY,
a BUKOPHCTOBYE I'OTOBi reHepaTHUBHI 3aC06H [iJisT OTPUMaHHS TEKCTYP, YacTO ONMHUCYEThbCS PpparMeHTapHO.
HepmocTaTHbO yBaru NpuAiIsSEThCA MOCTIZOBHOCTI MOCTAaHOBKH 3a/adi, Bil6opy pe3ysbTaty, nepesipiii 6e3-
moBHOCTI, niaroroByi PBR-kapT i nepenecenHio martepiany B KoHKpeTHe 3D-cepepoBuige. Came 110 npu-
KJIQIHY IPOTaJIMHY PO3T/ISHYTO B IIill pO6OTI.

2. Marepiasim Ta MeTOAM. MaTepiasaMu AOCJIPKEHHSI € Cy4acHiI reHepaTHUBHI MoJesi Ta iHCTpyMeH-
TH JJI CTBOpPEHHS UQPOBUX MaTepiasiB, a TAKOXK TUIOBI 3aZadi MiATOTOBKK TEKCTYP AJI TPUBUMIPHUX
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00’eKTiB. Y po6OTi HE CTAaBUTBCS 3aB/IaHHS HABYMUTH BJIAaCHY HEHPOMEPEXY; AOCiPKYETbCSI OpraHil3allis mpo-
LleCy BUKOPUCTAaHHSA rOTOBOI reHepaTUBHOI MO/ei.

MeTof0/10TiUHY OCHOBY CTAHOBJIATH aHaJli3 HAyKOBUX JKepeJs, NMOPIiBHAHHA NiAXOAIB, MOJeJIOBaH-
Hs po60Y0Tro MpolLiecy, eKCeprMeHTalbHa anpobaliis Ha ABOX TUIAX MaTepiasiB i sikicHe olLjiHIOBaHHSA pe-
3y/abTaTiB. 11 mpakTUYHOI nepeBipkyu cpopMoOBaHO /JiBa CLeHapil: reHepanis cTapoi neryisHol moBepxHi Ta
reHeparisg MatoBoro Metasny. O6UABa ClleHapii € TUITOBUMH /IS KOMIT I0OTEPHOI rpadiku Ta AalOTh 3MOTY Ie-
peBipUTH pi3HI BUMOI'HY O CTPYKTYPU MaTepiany.

BxiZlHUMU nmapaMeTpaMu € NpU3HAYEHHS MaTepiasy, TUI MOBEPXHi, 6a¥KaHUN CTUJIb, PiBEHb 3HOLIEHHS,
KOJTipHA XapaKTepUCTHKa, BUMOTa 6e3I0BHOCTI, OPiEHTOBHA po3/iJibHA 3/]JaTHICTH i misboBe 3D-cepesoBU-
me. [eHepaTHUBHIN cucTeMi nepejaeTbCsl TEKCTOBUM ab0 BidyasbHUM 3anuT. [licjis oTpuMaHHS KiJIbKOX KaH-
JAn/aTiB BUKOHYETBhCS BifibGip 3a KpUTepisgMu BidyasbHOI BifmoBiHOCTI, BifcyTHOCTI apTedakTiB, mMOBTOpPIO-
BaHOCTI, y3ro/PKEHOCTI 3 reOMeTpi€l0 Ta NPUJATHOCTI [0 nojasbiioi niarorosku PBR-martepiany.

Jl1s1 oLliHIOBaHHS 3aITPONIOHOBAHO I'SITh KpuTepiiB: C1 - BignoBiAHicTh 3aaH0My onucy; C2 — 6e3110BHICTb i Bia-
CyTHICTh OMITHUX CTHKIB; C3 - cTpyKTypHa AeTanisauis; C4 - BigcyTHiCTh He6axkaHUX apTedaxTiB; C5 - mpuzart-
HicTb /10 BUKopucTaHHs ¥ 3D-cueHi. KoxkeH KpuTepiit Moxke OIiHIOBATHCS 3a ITATHGaIBbHOIO LiKasoro. [lizcymkoBa
OLIiHKa KaH/AW/jaTa BU3HAYAETHCA SIK cepeHe apudMeTHUHe 6asliB 3a I'siTbMa KpuTepisaMu. Taka cxeMa He € yHiBep-
CaJIbHMM CTaH/]apTOM, aJie 3a06e3MeUye BiITBOPIOBAHUH CIIOCi6 NEPBUHHOTO NMOPiBHSAHHS Pe3yJIbTATIB.

1. BU3Ha4YeHHA BUMOr 2. DopMyBaHHA 3. FeHepauin
[o maTepiany TEKCTOBOrO/BI3YaNbHOT 0 3anuTy KaHpwaaTie

6. EkcnopT y 5. PBR-kapTu Ta 4. OUiHIOBaAHHA
3D-cepepoBuLLe noctobpobka AKOCTI

LUWMKA yTOYHEHHA 3anWTy NOBTOPKETLCA A0 AOCATHEHHA NPUAHATHOI AKOCTI
Puc. 1. AITOpUTM aBTOMATHU30BaHOI reHepanii Ta niAroroBku Bu¢poBoi TeKCTypHU

IIceBAOKOA A/ ITOPUTMY

Algorithm GenerateTexture

Input: material_requirements, prompt, target_environment

1. Define material requirements.

2. Construct a detailed text or image-guided prompt.

3. Generate N candidate textures.

4. For each candidate:

evaluate C1-C5;
check tiling/seams and visual artifacts;
select the best candidate.

5. Generate or derive required material maps.

6. Normalize resolution, color space and map formats.

7. Test material on the target 3D mesh.

8. If quality is insufficient, refine prompt or post-process maps and return to step 3.

9. Export the final material to the target environment.

Output: validated digital material.

3. Pe3ynbraTH Ta 06roBopeHHs. 3anponoHoBaHuid workflow 6ys0 anpo6oBaHO Ha JBOX MPAKTUYHHUX
NpUKJIaJax. Baxiuso, 1[0 npakTUYHA anpobaris po3risJaeTbCsl He SIK MOPIBHAJbHUM G€HUYMapK KOHKpeT-
HUX MoJiesiel], a K nepeBipka BiITBOpIoOBaHOCTI npoliecy GopMyBaHHS MaTepiasly: Bif BUMOTrH /10 TOBEPXHI
Jl0 MATOTOBKHU pe3ynbTaTy A 3D-cuenu.
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Y nmepumoMy npuk/aji o6paHo MaTepias cTapoi 4epBOHOI I[erId. BiH € MOKa30BUM, OCKIJIbKU Ma€ MOBTO-
PIOBaHY CTPYKTYpY, HEpPEeryaspHi AedeKTH, IIBU MiXK eJleMeHTaMH Ta Bapianil Kosbopy. [l HbOro KpUTHY-
HUMH € 6e31I0BHICTh, MPUPO/HICTh MOBTOPEHHS Ta BiZACYTHICTh LITYYHO NOBTOPIOBAHUX €JIEMEHTIB.

IIpakTnyHuii npukaaz 1. Ctapa nemissHa NoBepxHA. BuxifHa BUMora: oTpuMaTu 6€31I0BHY TEKCTYPY
cTapoi 4epBOHOI Lier/IM AJis BUKOpUCTaHHA Ha cTiHi B 3D-cueni. [loBepxHsa Mae micThTH Bapiauii BiATIHKIB,
HepiBHOMIpHI LIBY, CJiAY 3HOLIEHHSA Ta He IOBUHHA MAaTHU 0Y€BUJHOI0 IOBTOPKBAHOI0 [IATEPHY.

[puksnag TekcroBoro 3anuty: “Old weathered red brick wall, seamless tileable PBR material, irregular
bricks, aged mortar, subtle dirt and surface variation, realistic physically based material, no objects, no text”.

[licsisa reHepanii AekibKOX KaHAWAATIB BUKOHYEThCA Bif6ip. Ha mepmomy ertamni BificiroroTbes pesysib-
TaTH, ¥ AKUX MPUCYTHI HANKCH, CTOPOHHI 06'€KTH a60 BeJIMKi MOBTOpIOBaHi eseMeHTH. Ha fpyromy etami
nepeBipseTbCcs 6e31M0BHICTh. Ha TpeThoMy — BiZIMOBiAHICTH KOJIbOPY Ta MacUITaby LETJH IiJbOBIH CleHi.
Hadikpauuii KaHau1aT BUKOPUCTOBYETHCS K OCHOBA JJisl MoJasibiioro ¢gopmyBaHHsa kapT Albedo, Normal,
Roughness Ta Height.

MpakTuyHMi NpuKknap 1 — crapa uernsHa NOBEepPXHA

AemoHcTpauifina sisyanizauin pesynetaty workflow; kapTu nigroTosnexo Ana imocTpauil MeToauKM.

Albedo Normal Roughness AO
el T e B |

Prompt:
Old weathered red brick wall, seamless tileable PER material, irregular bricks, aged mortar,
subtle dirt and surface variation

JacTocyBanHa Ha 3D-ob6exTl
MPAMITKS: J0BRBMEHHA € CTROPEHDI0 ANA PYKDNHEY ASMOKCTRALINHOIO INOCTRaLIEK,

8 HE CHPIMWOTOM BUMIPIOBANKA KOHKPOTHOrD KOMBPUINMOrD FreHBPATHEMOTD COpBICY

Puc. 2. lemoHcTpaniitHa anpo6arnisa workflow ajiss MmaTepiany «crapa neria»

IIpakTyHUi Npukaaj 2. MatoBuit Metas. [|pyrum creHapieM o6paHo MaToBUi MeTas. Ha BigmiHy Biz
LEIH, JJIS TAKOTO MaTepiay KpUTUYHUMU € OAHOPIAHICTD MOBepxHi, HanpsaM Mikpopenbedy, piBeHb MeTa-
JIEBOCTI Ta IOPCTKiCcTh. BifgnoBiziHO, reHepalis jiniie KOJbOPOBOT0 306paXKeHHsI HEOCTATHS: Pe3y/IbTaT He-
00Xi/1HO IEPETBOPUTH Ha Y3ro/pKeHUH Habip KapT MaTepiay.
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[puksag TekcroBoro 3anuty: “Brushed matte aluminum metal, seamless tileable PBR material, fine
horizontal micro-scratches, subtle roughness variation, neutral gray, realistic surface, no objects, no text”.

Jia kauauAaTa, o BianoBizae BuMoraM, GopMyeThcst 6a30Ba KapTa KOJIbOPY, MiC/Is YOTO BU3HAYAIOTHCS
nmapaMeTpu MeTaseBoCTi Ta mopctkocTi. Kapta Normal BUKOPUCTOBYEThCS )14 Tepefadi Mikpopeabedy 6e3
306inbIIeHHS TeoMeTpHUYHOI ckJafHOCTi Mozeni. [licis imnopty matepiany B 3D-cepefoBuile nepeBipsieTbcs
[OBeJiHKa NOBEePXHi il pi3SHUMHU HAllpAMAMH OCBIT/IEHHS.

MpakTU4YHUA NpuKnap 2 — MaTOBUWA MeTan

JDemoHcTpauifHa sizyanizauin pesynetaty workflow: KapTu nigroTosnedo 4na incTpauii MeToauKy.

Albedo Normal

Prompt:

Brushed matte aluminum metal, seamless tileable PBR material, fine horizontal micro-scratches,

subtle reughness variation, neutral gray

Roughness AO

MNpumiTea: 306paXEHHA € CTBOPEHOK ANR PYKONWUCY BEMOHCTRAUIRHOK inecTRaLew,
B He CHPIHWOTOM BUMIDIOBAHHA KOHKPETHOrS KOMEPLINHOMD FEHEPATHEHOrS cepBicy.

3acTocysaHHua Ha 3D-ob'exTi

Puc. 3. lemoHcTpaniiiHa anpo6anis workflow ais maTepiany «maToBuii MeTaI»

Tao6aung 1

[lopiBHAHHA eTamNiB TpaJULiiiHOTO Ta aBTOMaTH30BaHOTro workflow

Eran

TpaauniiiHuil migxiz,

3anponoHoBanuii workflow

[locTaHoBka 3ajaui

PedepeHcu Ta pyyHuii onuc

CTpyKTypOBaHUU prompt + BUMOTH

[Tomyk BapiaHTiB

Py4HHUI NOIIYK/CTBOPEHHS

ABTOMaTHYHa reHepalisi KibKox
KaH/U/1aTiB

Bubip ExcnepTHuit Bifi6ip C1-C5 + ekcriepTHUH BiA6ip
PBR-miagroroBka Py4He cTBOpeHHd KapT lenepanisi/noxigHi KapTu +
nocTo6po6Ka
[lepeBipka B 3D IMnopT i pyyHa Kopekis ITepaTuBHa nepeBipka Ta yTOUHEHHA
prompt
Excropt Py4Ha nmigroroska ¢opmaris CTaHAapTU30BaHUM eTal eKCIOPTY
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06roBopeHHs pe3y/bTaTiB. [IpakTHyHa anpobalis Mokasasa, 110 KJI04Y0BUM GaKTOPOM SIKOCTI € He JIMIIIE
caMa reHepaTHBHA Mo/ieJib, a M popMartizaliisi BUMOT 10 pe3y/nbTaTy. HeBU3HaYeHUH 3aUT MOXKe TPUBECTH [0
Bi3yaJIbHO MPUBABJIMBOro 306paXKEHHS, IKE HEMPUJATHE sIK TEKCTypa: Ha HbOMY MOXKYTb OYTH MepCHeKTHBHI
CTIOTBOPEHHS, OCBIT/IEHHS, TiHi Bi/l yIBHUX 00'€EKTIB, HamK1cK abo eJIEeMEHTH, 1110 He MOBTOPIOIOTHCS KOPEKTHO.

[TopiBHAHHS 3 Cy4YaCHMMM HAayKOBHMMH MiZX0JJaMH MOKa3sye, 10 3anpornoHoBaHuil workflow Bigmosizae
3araJibHiM TeHZeHLii PO3BUTKY reHepaTUBHUX TEXHOJIOTIN: Bix reneparnii 2D-306paxkeHHsI L0 KEPOBAHOIO
CTBOpEHHsI MaTepiasy 3 ypaxyBaHHsAM reometpil, ocBiT/IeHHs Ta cTpyKTypHu 3D-o06’ekta. Point-UV Diffusion
i TEXGen geMoHCTpyOTh Baxk/iuBicTb po6otn B UV abo 6Ge3nocepesHbo B texture space, Toai sk MatFuse
i DreamMat aknieHTy0Th KepoBaHicTb i PBR-cyMicHICTB.

BosiHO4Yac npakTH4YHe BUKOPUCTAHHS I'OTOBHUX reHEPATUBHUX CEPBiciB Mae o6MexxeHHs. [lo-nepiue, pe3yabTaT
3aJIeXKUTD Bifi GOPMY/IIOBaHHS 3aNUTY Ta KOHKpeTHOI Mozedi. [lo-apyre, aBTOMaTUYHO OTpHMMaHe 306pakeHHs
He rapaHTye ¢isnyHOi KopeKTHOCTI Martepiasy. [lo-TpeTe, A irpoBuX pyIiiB BaXIMBI po3AiJbHA 34AaTHICTS,
¢dopmar kapt, nam’siTe GPU, KinbKicTh MaTepiabHUX BapiaHTIB i NPOJYKTUBHICTb peHiepuHTy. [lo-ueTBepTe, He-
06XiZIHO BpaxoByBaTH JIil|eH3ilHi Ta aBTOPChKO-ITPAaBOBi YMOBY BUKOPHUCTAHHS r'eHEPATUBHOTO CEPBICY.

OTxe, aBTOMATHU3AL{I0 JOLI/IbHO TPAKTYBAaTH fIK HalliBaBTOMAaTUYHHUM mpolec human-in-the-loop. 'ene-
paTHUBHA MOJieJib BUKOHY€E CUHTE3 i MPOIOHYE aJbTePHATUBY, TOAi K daxiBenb 3a/7a€ BUMOTH, OL[iHIOE pe-
3yJIbTAT, KOHTPOJIIOE BiANOBIJHICTb MaTepiajy CLieHi Ta IpUHAMa€E OCTaTOYHe PillleHHS.

Jis KiTbKicHOI OL[iHKM e(eKTHUBHOCTI B MOJAIBIINX €KCIepUMeHTaxX JOLiJbHO piKCyBaTH IOHAWMeEH-
1le YOTUPH MOKa3HUKU: 4ac 10 NepIIoro NpUMNHATHOIO pe3yJbTaTy, KiJIbKICTh iTepalii reHeparii, cepeHo
oninky C1-C5 Ta yac miaroroBku mMarepiasny o imnopty B 3D-cepenoBuiie. lle 103BOIUTD NeperTH Bif siKic-
HOT'0 ONKCY NepeBar Jj0 CTaTUCTUYHO 0GI'PYHTOBAHOTO MOPIBHAHHS.

IlepeBaru Ta o6MexeHHs. /lo OCHOBHUX IlepeBar 3alpornoHOBaHOTO MiZX0Ay HaseXaThb MBUAKE GOPMY-
BaHHS JIeKiJIbKOX BapiaHTiB, 3MeHILIEHHS 06CATY PyTUHHOTO PyYHOT'0 peJlaryBaHHs, MOXJINBICTb BUKOPHCTO-
BYBaTH TEKCTOBi Ta Bi3yasbHi pedepeHcH, iTepaTUBHE YTOYHEHHSI PE3y/bTATy Ta iHTerpanis 3 cy4yacHUM
npoiecoM 3D-po3po6ieHHs.

OCHOBHHUMH OOMEXEHHSIMHU € 3aJIEXKHICTh Bii KOHKpeTHOI reHepaTUBHOI MoJeJsi, MOX/INBI apTedakTy,
He/I0CTaTHsI reOMEeTPUYHA Y3T0o/KEHICTh, CKJIAJHICTh OTPMMaHHS CTabiJbHO 6e310BHUX MaTepiasiB, He06-
XiIHICTh MOCTOOGPOGKHU Ta MUTAHHSA NPaB iHTeNeKTyaJbHOI BiacHOCTi. ToMy oBHa aBTOMaTH3alisl 6e3 eKc-
MEePTHOT0 KOHTPOJIIO /s Tpo¢deciiHOro BUKOPHUCTAHHS € HEJOLI/IbHOIO.

4. BUCHOBKH. Y po60Ti mpoaHasi30BaHO Cy4acHi migxo/u Ao reHepanii [udpoBUX TEKCTYP i3 BAKOPUCTAHHSM
reHepaTUBHOIO IITYYHOr'O iHTEJIEKTY Ta BU3HAYEHO IXHIO IPUAATHICTD A/ aBTOMaTHU3aLil i roTOBKY MaTepia-
JiB y 3D-cepenoBuiiax. KpuTHUHMI aHauli3 CydacHUX AOCIIpKEHb [TI0Ka3aB Nepexij Bifi 3arajJbHOi reHepalii 30-
OpakeHb /10 METO/IB, 1110 BpaxoByoTh UV-nipocTip, reomeTpito, ocBiTiieHHs Ta cTpyKTypy PBR-MaTepiany.

3anpomnoHOBaHO aJrOpPUTM, IKUH BK/IIOYAaE GOPMYyBaHHS BUMOT, OOYA0BY 3alUTY, TeHepalilo KaHAua-
TiB, OLiHIOBaHHS 3a II'SITbMa KPUTEPisAMH, MiATOTOBKY MaTepialbHUX KapT, nepeBipky Ha 3D-mozeni Ta ite-
paTuBHe yToyHeHHs. Taka CTPYKTypa poOGUTh MpPOLEC BiATBOPIOBAHUM i J03BOJISIE MOEAHATH MOXJIUBOCTI
reHepaTUBHOI Mogiesi 3 mpodeciiHUM KoHTposieM daxiBus.

[IpakTH4Hi NpUKIaAU CTapoi LeISHOI MOBEPXHI Ta MaTOBOr0 MeTaJly NOKa3aJ/iy, 10 pi3Hi TUMU MaTepiasiB
MOTPEOYIOTh Pi3HUX KPUTEPIIB KOHTPOJIIO. [l e KPUTUYHHUMH € 6€3I0BHICTb, TPUPO/HICTb TOBTOPEHHS Ta
BapiaTHBHICTb €JIEMEHTIB, /IS MeTasly — MiKpopeJbed, IIOPCTKICTb, MeTaIEBICTD i MOBE/iHKA ITi/i OCBIT/IEHHSIM.

[lepcrieKTHBHUM HAIIPSIMOM € IPOBE/IEHHS KUIbKICHOTO eKCIIEpUMEeHTY 3 dikcaljiero yacy, KIbKOCTI iTeparjii, sKo-
CTi pe3yJIbTaTiB i pecypCHUX BUTpPAT JJ1s1 KiJIbKOX FeHepaTUBHUX Mogesell. Take oc/iKeHHs J03BOJIUTb BUSHAYUTHU
OINITUMAJIbHI CLieHapii BUKOPHCTaHHS FfeHePaTUBHOTO IITYYHOTO {HTEJIEKTY B po3po6JieHH] LIMPPOBUX MaTepiastiB.

KoH@iKT iHTepeciB. ABTOPH eK/IapyIOTh, 110 He MAalOTh KOHQJIIKTY iHTEepeciB CTOCOBHO aHOTO J0CJIi-
JDKEHHs, B TOMY YMCJ/Ii GiHAHCOBOTO, 0COOUCTICHOTO XapaKTepy, aBTOPCTBA YH {HIIOT0 XapaKTepy, IO Mir 6u
BIJIMHYTH Ha JJOCJIiIP)KEHHS Ta KOTO pe3y/bTaTH, IpeJCTaBJIeHi B JaHil CTATTi.

dinaHcyBaHHs. JlocaipKeHHs npoBoAuocs 6e3 GpiHaHCOBOI MiATPUMKH.

JoctynHicTb AaHMX. [laHi 6yAyTh HafaHi 32 0GIPYHTOBAaHUM 3aIUTOM.

BuUKOpHUCTaHHA IUTY4YHOro iHTesekTy. Ilif 4Yac mifroTOBKM pPYKOMHUCY aBTOPU BUKOPHUCTOBYBAJIHU
OpenAl ChatGPT (mMogenb GPT-5.6 Luna) /11 OOMOTM ¥ CTPYKTYPHOMY pe/iaryBaHHi TEKCTY, MOBHOMY J10-
ompaupoBaHHI Ta ¢popMyBaHHI okpeMux ¢opmystoBaHb. HaykoBi TBepxeHHs, 6i6siorpadiuyni BigomocTi Ta
OCTaTOYHUM 3MICT PYKONMUCY NepeBipaIncad aBTOPAMU. IHCTPyMEHT IITYYHOTO iHTe/eKTYy He BUKOPUCTOBYBaB-
4 K JDKepeJio HayKOBUX JI0Ka3iB, a Horo pe3y/ibTaTH He BU3HA4YaIM CaMOCTITHO BUCHOBKH JOC/II/PKEHHS.

BHecok aBTopiB. KoBanb A.O.. KOHUenTyaJji3alisi AOCHiJPKeHHS, MOCTAaHOBKAa 3aB/aHb, METO/0JI0-
ris, a”ani3 sniTepatypu, ¢opMyBaHHS aJrOPUTMY, IiJrOTOBKA DPYKOIMCY, pejaryBaHHs Ta Bisyasizaris.
KameHnenpka 10.B.: yyactp y dopMyBaHHI MpakTUYHUX CleHapiiB, aHai3i BUMor g0 nudppoBUX MaTepiasis,
06roBOpEHHI pe3y/IbTaTiB Ta pefaryBaHHi pyKOMuUcy.
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[IpumiTka 1,010 NpakTU4HOI anpobarii

g imocTtparnii npakTH4HOI anpo6ariii BAKOPHUCTAHO AeMOHCTPallilHi 306paXkeHHs], CTBOPEHI CreljiaIbHO
JUIS IbOTO pyKonucy. BoHU Bi3yasisytoTb nocioBHicTh GpopMyBaHHs PBR-MaTepiany Ta fioro 3actocyBaHHs
Ha 3D-06’ekTi i1 He MOAAIOTHCS K Pe3y/NIbTATU KiJIbKiICHOT0 6eHUMapKy KOHKPEeTHOI reHepaTUBHOI Mo/ eJli.
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MO/EJIb IPOCTOPOBO-YACOBOT'O MOMUTY HA 3APA/AHI CTAHLII EIEKTPOMOBLIIB
I3 BPAXYBAHHAM CE3O0HHHUX I TPAH3UTHHUX ®AKTOPIB

0. I. Mapkis, 10. B. Puwikoseytb

A SPATIOTEMPORAL DEMAND MODEL FOR ELECTRIC-VEHICLE CHARGING STATIONS CONSIDERING
SEASONAL AND TRANSIT FACTORS

Oleg Markiv, Yuriy Ryshkovets

AHoTanisa

06'ckmom docnidxnceHHs1 € npoyec POPMy8aHHS NPOCMOPOBO-4ACOB020 NOonUMy Ha 3apsioHy IHPpacmpykmypy eqek-
mpomo6inie y 3axioHiti Ykpaini, wjo pozeasidaemuvcsi Memodamu cucmeMHo20 aHAI3y sIK CKAAOHA coYyiomeXHiYHa cucmema.
Pozeg’asysana npobaema nosszae 8 momy, ujo sidomi modeni poamiujeHHs 3apsi0HUX cmaHyitl izHopytoms ce30HHUU hakmop
a6o spaxosyoms 1020 aulle azpe208aHO ma He po3diagomb cucmemy nonumy Ha camocmitini micokutl i mpacogutl Kom-
noHenmu. Ha 3acadax cucmemHozo aHa.nizy po3pobaeHo ma eepuikosaHo HA peanbHUX 8eAUKUX OaHUX MAMEMAMUYHY
Modeas D(x, y, t) = Do(x, y)-@(t)ks(t, T)'k g(x, y) 3 adumusHum udineHHIM mpacogozo kKomMnoHeHma, wo gionosidae de-
Komnosuyli cucmemu Ha He3zasedxcHi nidcucmemu. Cyms ompuMaHux pe3yabmamis: cucmemy nonumy ¢opmanizoeaHo sik
S=(E V C X Y F); cesonHutl koegiyichm ks susedeHo 3 nepwux npuHyunie eaekmpoximii aAimiti-ioHHUX akymyasmopis i
mepmoduHaMiku cucmem kaimam-koumpoaio (y = 0,40); napamempu ckanibpogaHo y 0ea emanu Ha peanbHux 0aHux; 8UKO-
HAHO NoGHUl aHa.i3 8 obaacmell i3 gukopucmaHHaM 14 616 kaimamuuHux cnocmepedsceHb ERAS 3a 2020-2024 poku. Came
cucmemHa dekomMno3uyis, pizuuHe 06rpyHMy8aHHs1 ce30HHOI Yymaugocmi ma opmanbHe po3diieHHs ceeMeHmie 00380.1u-
U gupiwiumu 3asHayveHy npobaemy, oCKiNbKU 80HU pO6ASIMb MOOeab NPO30poto, 8I0MeopoeaHorw ma npudamuor 0o Kai-
6pyeaHHs Ha 0aHUX pi3HOi npupodu. Pe3ys1smamu nosicHIOOMbCA CNi/IbHOM Jl€H 3pocmaHHsl 8HympiuHb020 onopy bamapei
Ha x0.100i i dodamkogux eumpam Ha o0b6iepie can0Hy, a makoxic 8idMiHHOW nosedinkoro 8odiie y micmi ma Ha mpaci. 3umoautl
nonum nepesuwye aimuitl Ha 37-40 % 045 pieHuHHUX o6.aacmell i do 60-68 % 0 2ipcvkoi yacmunu Kapnam, a mpacosutl
ceameHm Ha 5-7 eidcomkosux nyHkmie uymaugiwuil 0o ce3oHy 3a Micbkuil. Pesyibmamu mModcyms 6ymu uKopucmati 01
cucmeMHo 06TpyHMoB8aH020, pe2ioHaAbHO dudepeHyiliosaHo20 NAAHY8AHHS Mepexci 3apsAOHUX CMAaHYitL

Kniouoei caoea: cucmemHutl aHais, ckaaoHa cucmemd, e/1eKmpomobinb, 3apsadHa iHgpacmpykmypa, npocmoposo-
ugcogutl nonum, ce3oHHUll Koegiyienm, mpaHaumuuii mpagix, eeauxi dami, ERAS.

Abstract

The object of study is the formation of spatiotemporal demand for electric-vehicle charging infrastructure in Western
Ukraine, treated as a complex socio-technical system. The problem addressed is that existing station-sitting models ignore
the seasonal factor or treat it only as an aggregated parameter and do not decompose the demand system into independent
urban and highway components. Using a systems-analysis approach, the paper develops and validates on real big data a
mathematical model D(x, y, t) = Do(x, y)-@(t)ks(t, T)-k g(x, y) with an additive highway component reflecting decomposition
into independent subsystems. The essence of the results: the demand system is formalised as S = (E, V, C, X, Y, F); the seasonal
coefficient ks is derived from first principles of lithium-ion battery electrochemistry and cabin-climate thermodynamics
(v = 0.40); the parameters are calibrated in two stages on real data; a complete analysis of 8 oblasts uses 14,616 ERAS5 climatic
observations for 2020-2024. The decomposition, the physical derivation of seasonal sensitivity and the formal segmentation
solved the stated problem, rendering the model transparent, reproducible and calibratable on heterogeneous data. The results are
explained by the joint effect of the battery internal-resistance rise in the cold and additional cabin-heating energy, and by different
drivers’ behaviour in cities and on highways. Winter demand exceeds summer demand by 37-40 % in the plains oblasts and by up
to 60-68 % in the mountainous Carpathian area, while the highway segment is 5-7 percentage points more seasonally sensitive.
The results can be applied for systematically grounded, regionally differentiated planning of the charging network.

Key words: systems analysis, complex system, electric vehicle, charging infrastructure, spatiotemporal demand, seasonal
coefficient, transit traffic, big data, ERAS.

1. Beryn. [IpuckopeHa enekTpudikanisg TpaHcnopTy ¢opmye B YKpaiHi KpUTHYHY AUCOPONOPLIi0 Mix
3pOCTal4YUM MApKOM eJIeKTPOMOOiJIiB Ta HEPO3BHHEHOIO 3apsiiHOI0 Mepexelo. KiJbKiCTb JIerkoBUX eJlek-
TpoMo6iniB 3pocna 3 8 541y 2021 p. 1o 93 936 y 2024 p. - y 11 pasiB 3a Tpu poku [1]. [Ipu uboMy Ha ofHYy
ny06JIivyHy 3apsAHY CTaHLio npunajae 6au3bko 30-35 enekTpoMo6iiB, ToAi K y €C el TOKa3HUK CTaHO-
BUTb 15-25 oguHuULb Ha cTaHLilo [2]. 3axifHa YKpaiHa € JifepoM Lboro nponecy: 13,5 % 3arajibHoyKpaiH-
CbKOT'0 BBE3eHHS eJIeKTPOMOOiIiB npunajgae Ha JIbBiBCcbKy 06J1acTh [1], a 8 obacTell periony pasom ¢op-
MYIOTb 6/1M3bKO 35 % HallioHa/JbHOTO NapkKy. ToMy IJIaHyBaHHS 3apsAAHOI iIHPACTPYKTypH caMe JJis1 [IbOTr0o
perioHy € NpakTU4YHO HaraJlbHUM 3aBJaHHAM.
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Cnenudika 3axigHol YkpalHu fIK 06’€KTa MJIaHyBaHHS 3apsiAHOI iHGpacTpyKTypH BU3HAYAETHCS TPbOMa
¢dakTopamu. [lepminii - BUpaXkeHa ce30HHA Bapialjisi: TOMipHO-KOHTUHEHTAJIbHUHN KJIiMaT PiBHUHHUX 06J1ac-
Tel i cybanbnidcbkuil KiaiMaT KapnaTt 3a6e3nevyyoTh 3HMKEHHS 3UMOBHX TeMrnepaTyp fo -15...-20 °C, mo
CYTTEBO MiJIBUIILYE TUTOME €HEPrOCIIOKUBAHHS eJIeKTPOoMO6is. Jipyruil - 3HauHUN TPaH3UTHUH MOTIK: pe-
rioH po3TaloBaHUM Ha KJIIOYOBUX MiXHapoaHUX kopuzaopax (E40, E50, E371), skuMu npsiMyIOTh €JIEKTPO-
Mo6isti 3 kpain €C i3 moTpe6or0 MBUAKOI 03apsiaKy. TpeTiil — KJiMaTUYHA HEOJHOPIAHICTh: Pi3HULA MiX
M’'sIKUM 3aKapIaTTsM, YKPUTHUM Biz xosoaHuX BiTpiB Kapnatamu, Ta xosoguumu Kaprnatamu i piBHUHHUMHU
o6siactsaMu GOpPMyE NPUHIMIIOBO Pi3Hi YMOBH /11 iHPPACTPYKTYyPHOTO MJIaHYBaHHS.

BizmoBizi Ha /ABa TOJIOBHI 3aIMTaHHS OGI'PYHTOBYIOTb aKTyaJIbHICTh TeMaTHKHU. HaBimmo 3a ymMoB cy4ac-
HoCTi moTpi6Hi mocimKkeHHs 3 1iei TeMu? ToMy 1[0 TEMNH 3pPOCTAaHHSA MAPKy eJeKTPOMOOGiIIB BUIIepeIKa-
I0Tb PO3BUTOK 3aPAAHOI Mepexi, a HasgBHI IHCTPYMEHTH IIJIaHyBaHHA He BPaXOBYIOTb aHi Ce30HHOI JUHAMIKHU
MOMNHUTY, aHi TPAaH3UTHOI NPUPOAY YAaCTUHU HaBaHTaKeHH4. [1[lo MOXKyTh JaTh NpaKTUL pe3yJbTaTH LUX J0-
crimxenbp? BoHM 1al0Th 3MOTY OGIPYHTOBAHO BU3HAYATH MOTYXKHICTb i PO3MIillleHHs CTaHLiH 3 ypaxyBaHHSAM
3MMOBOI0 MKy Ta TPaH3UTHOTO TpadiKy, yHUKaAIOUHU K HeJ03abe3nedeHHsI KOPHUL0PiB, Tak i HaJIMILIKOBUX
KanitTasoBKIaZeHb. CKIaHICTh, 6araTodakTOpHICTh i iepapxidyHicTh 1€l 3a4a4i 3yMOBJ/IIOIOTE AOLiJIBHICTB 11
PO3B’sI13aHHS 3aC00AaMU CHCTEMHOTO aHAJTI3y CKJIAJHUX COI[IOTEXHIYHUX CUCTEM.

AHani3 nimepamypu ma nocmaHoska npo6/iemu. 3azada MPoCTOPOBOr0 PO3MillleHHs 3apsi/JHUX CTaH-
il TpaaAuLiiiHO GOPMaI3yETHCS SIK 3a/ja4ya MaKcuMasibHOro oxomyieHHs (MCLP) [3] a6o p-median [4]. Tu et
al. [5] po3mupuan KJacu4YHi MOCTAHOBKHU MPOCTOPOBO-4YaCOBUM BUMipoM, yBiBIM ¢yHKLio0 D(X, y, t) ak Xa-
PaKTEpPUCTHUKY MicllenepebyBaHHS TPAHCIOPTHUX 3ac06iB, MPOTe Ce30HHA CKJIaJIoBa B ixHIN Mozesi BiacyT-
He. Zhang et al. [6] moeAHAMM TPAaHCTIOPTHY Ta €JIEKTPOMeEpPEKeBY ONTHUMIi3aIlliio, ajle BpaxoByBaIM TPACOBUM
MOTIK JIMIIE YaCTKOBO ¥ Ha CUHTETUYHUX JlaHuX. Roy [7] Ta Wang et al. [8] 3acTocyBanu ri6puzani migxoau
GIS-MCDM, siki 1o6pe Bijo6paXkatloTh MPOCTOPOBUH ACIIEKT, ajie MOBHICTIO irHOPYIOTh 4YacOBY Ta CE30HHY /IU-
HaMmiky. Li [9] ypaxyBaB KJiMaTUUHUH YNHHUK HESBHO, Yepe3 6aleciBCbKYy HEHpOMepexy, 110 YCKIagHoE ¢i-
3WYHY {HTepnpeTaLio OTPUMYBaHUX Koedil[ieHTiB.

CucreMaTH3anisi BOCbMU pOGIT 32 HAsABHICTIO CE30HHOTO paKTOpa Ta PO3Pi3HEHHSIM CErMEHTIB MOMUTY
HaBeJieHa B TabJL. 1.

Tabaung 1
IlopiBHAJILHUII aHAJTi3 iCHYI0UMX MOJeJiel MONMUTY Ha 3apsAHYy iHppacTpyKTypy
. Ce30HHMI TpacoBuii .
ABTOpHM / pik MerTop, daxTop CermMenT Perion MacmrTa6 JaHux
Frade et al., 2011 [3] MCLP BincyTHii Hi JlicaboH CUHTETHYHI
[TpocTopoBo- . - . PeanbHi
Tuetal,, 2016 [5] YACOBMIL BincyTHii Hi ['yanmxoy (06Meskceni)
Zhang et al., 2018 [6] MILP + TpaHcnopTt BigcyTHiit YacTkoBO CLIA CuHTeTHYHI
He et al.,, 2018 [4] MCLP + panbHicTb BincyTHii Hi [Tekin PeanbHi
Roy, 2025 [7] GIS + AHP BigcyTHiit Hi Inpia GIS-mwapu
Wang et al., 2025 [8] GIS + MCDM BigcyTHii Hi KoM'eHb GIS-mwapu
Li, 2025 [9] B%HGCIBCbKa HesBHuit Hi TaliBanb PeanbHi
Hellpomeperka
3anponoHoBaHUMN D-@-ksk g+ D_tr Asnuit (k) Tak 3ax. YkpaiHa | PeanbHi Big Data

KpuTruHui aHasi3 JpKepes Ja€e BiJIMOBiAb HA ABa 3aNUTaHHA. fKi NUTaHHSA 3aJUIIUJINCSI HEBUPILIEHUMU?
’KonHa 3 mpoaHasizoBaHUX POGIT He MOEAHYE ABHUH Pi3MUHO 0GI'PYHTOBAaHUU Ce30HHUH KoedillieHT, BU/Iije-
HUH TPacOBUM KOMIIOHEHT i peasibHi JaHi perioHasibHOrO MacmTaby JJis yMoB CximHoi EBponH, a TaKoX He
CIUPAETHCS HA IITiICHE CUCTEMHE TNpeJCTaB/leHHsI 06'€KkTa. YoMy IIi MUTAaHHSA 3a/UIIUINCS HEBUPilleHUMU?
O0G’eKTHBHO - 4Yepe3 GpakK BiAKPUTHUX TPaH3aKIiHHUX JAHUX ONEPaTopiB i KIIMaTHYHUX peaHasi3iB JocTar-
HbOT'0 PO3Pi3HEHHST; Cy6'EKTUBHO — Yepe3 yCTaIeHy TPAAUIIIO0 PO3IJISAATH MOMUT K CTATUYHUH ITPOCTOPOBUM
map 6e3 4acoBoi Ta TeMIlepaTypHOI AMHAMIKHM i 6e3 JeKoMIo3ullii Ha migcucTeMu. CUCTeMaTHU3aIlis JIOKAJIbHUX
MPOTaJIMH A€ 3arajbHy HeBUpillleHy Mpo6JieMy: BifICyTHICTb CUCTEMHO OGI'PYHTOBAHOI MPOCTOPOBO-4aCOBOI
Mo/ieJli IONUTY Ha 3apsi/iHy iHPpacTpyKTypy, sika 6 ojHOYacHO Gpi3MYHO 0GIPYHTOBYBaJA CE30HHY YYTJIUBICTh
i opMasbHO po3/iisiia MiCbKUH Ta TPACOBUH CErMEHTH Ha peasIbHUX PErioHaJIbHUX JaHHUX.

MeTo AoCai)KeHHsI € po3pobKa Ha 3acaZlaX CUCTEMHOTO aHasli3y, TeopeTH4YHe OGIPYHTYBaHHS Ta
Bepudikallia Ha peaslbHUX BeJHUKHUX JAaHUX MaTeMaTH4YHOI MoJeJii MPOCTOPOBO-4acOBOrO IOMUTY Ha 3a-
pAAHY iHOPACTPYKTYpy eJIeKTpOMOOiIiB, sika IBHO BPaXxOBYE Ce30HHHHU KoedillieHT i gudepeHIliloe Mich-
KHUW Ta TPAcoBUH cerMeHTH momnuty. lle gacte 3Mory ¢opMyBaTH CHCTEMHO OOIPYHTOBAHi, perioHaJbHO
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audepeHniioBaHi pekoMeHJalii W[OA0 MJAaHYBaHHS W PO3BUTKY Mepexi 3apsAHUX CTaHIN 3aximHol
Ykpainu.

Jls1s1 foCcSITHEHHSI MEeTH MOCTaBJIeHO TaKi 3a/1ay4i:

- BUKOHATHU CUCTEMHY ¢popMaJisaliilo 06’€eKTa Ta BUBECTH CTPYKTYPY CUCTEMHO-aHAIITHYHOI Mozei 1 11
napamMeTpu (ce30HHUU KoedilieHT, BaroBi koediieHTH aTpakTopiB, J060BY 4acoBy GYHKLiIO) 3 Gi3UIHUX
i TOBe/JiIHKOBHUX NPUHLUIIIB;

- BUKOHATH JBOETAIHY EMIIIPUYHY KaJiOpOBKYy mapaMeTpiB Mo/iesli Ha pea/bHUX JJaHUX;

- mo6yyBaTU perioHaJibHY MPOCTOPOBO-YaCOBY MOJZEJb MONUTY AJis 8 o6Jsacteld 3axigHol YkpaiHu Ha
OCHOBI KJIiMaTUYHUX peaHasiziB ERAS;

- dopwmasnizyBaTH MaTeMaTU4YHY AudepeHIiiallilo MiCbKOTO Ta TPACOBOI'0 CETMEHTIB MOMUTY ¥ BepudiKy-
BaTH Il YMCEJIBHUMU IPUKJIAZAMU;

- po3pobuTtu cucremy ¢GopMaJbHUX TOKA3HUKIB 1 perioHaJbHUH PEUTHHr CTaHy 3apsgHOi
inppacTpykTypH.

2. MaTepiasmm i meTogu. O06’eKT JOC/IiX>KeHH — TTpoliec GOpMyBaHHS MPOCTOPOBO-YaCOBOTO MOMUTY Ha
3apsAAHY iHGpacTPYKTYpy eseKTpoMo6iaiB y 3axiaHii YkpaiHi.

OcHOBHa rinoresa AOC/JAiJKeHHSA N0JIAra€E B TOMY, L0 Ljel NOMUT, IK BUXiIHUHM MOKAa3HUK CKJIaJHOI CHUC-
TEMH, MOXKHA a/|[eKBAaTHO OMMUCATU MYJbTUILIIKATUBHO-aJUTUBHOIO MOJZEJLIIO 3 SIBHUM Ce30HHUM KoeQillieH-
TOM, BUB€/IeHUM i3 Ppi3MUHUX NPUHIUMIB, IPUIOMY MICbKHH i TPAaCOBHUU CETMEHTH € CAaMOCTIHHUMM MificHC-
TeMaMH 3 BiMIHHUMU MapaMeTpaMH MPOCTOPOBOTO BILIMBY, 060Boro npodisro Ta ce30HHOI 4y TJIMBOCTI.

IIpuiiHATI NPpUNYIEHHS: IONUT y OY/b-sIKil To4Li MponopiiHNHI 3BaXKeHIM CyMi BNJIMBIiB HABKOJIMILHIX
To4yoK iHTepecy (POl-aTpakTopiB); ce30HHA CK/Ia/|0Ba MOMUTY BU3HAYAETHCS MEPEBAXKHO TEMIIEPATYPOIO T0-
BiTpS Yepe3 eHEPreTUKY eJIeKTPOMOGiIs; MOTiK eJIeKTPOMO6iIiB Ha Tpacax MPONOPLiHHUE 3araibHil iHTEH-
CUBHOCTI pyXy 3 4acTKO10 2-4 %; NpOCTOPOBU BIJIUB aTPaKTOpa CNaZa€ 3a rayCOBUM 3aKOHOM 3 BiZICTaHHIO.

IIpuiiHATI CIPOIIeHHA: BUKOPHCTAHO JIiHIHHY anpoKcUMallilo ce30HHOT0 KoediljieHTa B Jjiana3oHi TeM-
neparyp [-15; +20] °C; inTeHcuBHicTb BiABigyBanHs POl npuiinaTo piBHoMipHOIO (A; = 1); mapameTp ce30H-
HOI Yy TJIMBOCTi Y arperoBaHo /iJisl 3MillIaHOT'0 NapKy eJeKTPOMOGiIiB.

2.1. CucmemHe npedcmas/ieHHA ma cmpyKkmypa Modei.

MeTo/10/10TiYHOI0 OCHOBOIO [AOCJI/PKEHHSI € CUCTEeMHHH aHasli3 ckjagHux cucteM [10]. PuHok esek-
TPOTPAHCIOPTY PO3JISAIAEThCA K CKIaaHa coniorexHiuna cuctema S = (E, V, C, X, Y, F), ne E - MHOXXHUHa eJe-
MeHTIB (mapk eJeKTpoMo6isiB, cTaHIii, By3/iM Mepexi, aTpakTopH), V — 3B’13KkK Mi>k HUMH, C - 06MeKeHHH,
X - BxigHi mapameTtpy, Y - BuxifHi nokasHuky, F - ninboBa dyukuis [10]. Taka dopmanizanis Bianosigae 6a-
30BOMY NPHUHIUIY CUCTEMHOIrO aHaJIi3y — JIeKOMIO3UIIil CK/IaJHOI CHCTEMHU Ha eJIeMEHTH 3i 30epeXeHHIM
3B’A3KiB MiXK HUMH. Y MeKaXx I[[bOr0 NMpeJCTaBJeHHs MOMUT € BUXiJHUM MOKa3HUKOM Y, 1[0 3aJIEXKUTh BiJ Ipo-
CTOPOBHX, YaCOBUX i KJIIMaTUYHUX BX0O/iB X 3a o6MexeHb C.

3arajibHa MOJieJIb MIONIUTY B TOYI 3 KOOPAUHATAMU (X, y) y MOMEHT t Ma€ MyJIbTUIIIKATUBHY CTPYKTYpY:

D(xy, ) =Do(x,y) - @(t) - ks(t, T) - k g (% y) (1)
[ToBHUH MONUT BKJIIOYAE JIOKAJbHUN (MiCbKHH) i TPAaCOBHUH KOMIIOHEHTH, 1110 MAlOTh IPUHIMIIOBO Pi3HY
NpUpOAY:
D_total(x, y, t) = D_local(x, y, t) + D_tr(x, y, t) (2)
MysnbTUIIIKATUBHA CTPYKTYpa (1) € NPUHLMIIOBOIO: KOXKEH MHOXKHMK BifloGpakae HesasexHy rpyny ¢dak-
TOpIB i MoXe KaibpyBaTHCA Ha BifJIOBIIHUX AaHUX. AAUTUBHA CTPYKTypa (2) Pikcye Te, 10 MicbKui i Tpaco-
BUH NMONUT GOPMYIOThCS PI3SHUMU reHepaTOpaMU i CKJIaJal0ThCs, @ He IePeMHOXKYTbCS. 3 MOIIAAY CUCTEM-
HOT0 aHasi3y cTpyKTypH (1)-(2) peanisyioTb LeKOMIO3UIil0 CUCTEMHU NONUTY Ha QYyHKI[iOHAJILHO He3aJeXxHi
MiZICUCTEeMH, 110 3HMKYE po3MipHIiCTb 3ajaui ineHTudiKalii mapamMeTpiB i 3abe3neuye iX po3AiibHY KaliOpOBKY.
2.2. Npuiinamuii Mamemamuy4Hull annapam.
BazoBuil npocTopoBuid NonuT Dy MOAETI0ETBCSA SIK CyMa [ayCOBUX fi/lep BIJIMBY aTPAKTOPIB:

Do(x,y) =% a; - A; - exp(-di? / (20%)) 3)

Jle a; — BaroBuil koedilieHT aTpakTopa TUMNy i, A; — iIHTEHCHUBHICTb HOTO BiABigyBaHHA, d; - BigcTaHb 0
aTpakKTopa, 0; — paAiyc Horo NpocTopoBoro BIUBY. Ce30HHUN KoeilliEeHT NPUNHATO Y JiHIHHINA dopMi:

ks(t, T) =1 +y-max(0, T_ref-T(t)) / T_ref 4)

e T_ref = 20 °C - eTasioHHA TeMIlepaTypa KJiMaT-HEUTPAJITETY, Y - HapaMeTp Ce30HHOI Yy T/JIUBOCTI. Baro-
BUH KoeQilliEHT aTpaKTOpa BU3HAYAETHCSA Yepe3 iMOBIpHICTb MiJIKJII0YEHHS Ta TPUBAJICTb CTOSTHKHU:

a; = P_charge/stop,i - min(1, At; / At_min) (5)
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Jie At; - cepefiHa TpuBaJi\CTb CTOSAHKH, At min = 20 XxB - MiHiMasbHA TpUBaicTh KopucHoi AC-cecii. /lo6oBa
YyacoBa QYHKIIiS 3a/Ja€EThCSA CYMOIO TayciaH, [0 BiAMOBiAI0Th XapaKTEPHUM MiKaM 3apsKu:

@(t) =2; ;- exp(-(t - )* / (20;%)), j € {panox; 06id, eeip} (6)

TpacoBHUil KOMIIOHEHT MNOMHUTY ONHUCYETbCS AO0OYTKOM IIOTOKY, HMOBIpPHOCTI 3yNMMHKH Ta MOTPebOU
B eHepril:

D_tr(x, y, t) = A_tr(x, y, t) - P_stop(x, y, SoC) - E_need(d_seg, T) (7
P_stop =1 - exp(-E_need / E_reserve) (8)
E_need = d_seg - c_spec - k(T y_tr) 9

Jle A_tr — moTik eysleKTpoMo6isiB yepe3 TouKy, E_reserve - 3a/IMIIKOBUE 3amac eHeprii 10 HACTYMHOI CTaHIi,
C_Spec - IUTOMe CHOXXUBaHHS, Y_tr - ce30HHA Yy TJIMBICTb TPAaCOBOI'0 CErMeHTa.

2.3. /laHi ma npozpamHi 3acoéu.

Knimatuusi fani orpruMano 3 peanasnizy ERAS [17]: 14 616 cnocTepexeHb cepeJHbO/J060BOI TeMIepaTy-
pu 3a 2020-2024 pp. As1s1 5 OMOPHUX TOYOK Y KOXKHIH 3 8 o6s1acTed. Po3TalyBaHHS Ta TUIIM TOYOK iHTEpecy
(POI) B3sTO 3 OpenStreetMap uepes cepsic Geofabrik; nani npo HasBHI 3apsaaHi ctaHuii - 3 OpenChargeMap
cranoM Ha 30.04.2026. [lapameTpu Moziesi BepudikoBaHO 32 He3aJNEXKHUMHU JpKepesaMu Ce30HHOI Yy TIMBO-
cTi eslekTpoMo6iiB [13, 14] Ta cTPYKTYpH 3apsiAHUX ceciii [15, 16]. O6uncieHHs Ta NTOGYA0BY KapT BUKOHA-
Ho 3aco6amu MoBH Python (6i6.1ioTekr 06pO06KH reolaHUX i YMCEIBHOTO aHAI3Y).

2.4. Memodoiozia deoemanHoi kKa1i6posKu.

Kani6pyBaHHs1 mapaMeTpiB BUKOHYETBCSA y /iBa MOCJiJJOBHI Kpoku. Ha mepuiomy kpoui kani6pyeTbcs na-
paMeTp Ce30HHOI YyTJMBOCTI Y IIJIAXOM MiHiMi3anii BiAXWeHHA NMPOrHO30BAHOI'0 CE30HHOIO iHJEKCY Bif
CIOCTEpPEKYyBaHOI0:

¥ =arg min_y >_m (SLobs(m) - SL_pred(m, y))? (10)

Zie SI_obs - cnocrepexxyBaHu ce30HHUH iHJeKC, SI_pred - mporHo3oBaHuil 3a MozesIo0. Ha apyromy kpo-
i Kayai6pyoThbcs Barosi koedillieHTH aTpaKTOpiB 3a CIiBBi/HOIEHHAM CIIOCTEpPEeXYyBaHOI Ta nepe6adeHol
4aCTOK 3apAJ0K BiZIOBIAHOI KaTeropii:

&; = a_init,i - (f obs,i / f pred,i) (11)

Ie o_init,i - moyaTkoBe 3HaYeHHs 3 popmynu (5), f_obs,i Ta f_pred,i -cmocTepexxyBaHa Ta nepezoaueHa 4acT-
KU 3apsAJ0K KaTeropii i. PeaysbTaTu 3acTocyBaHHA Ljiel MeTo/0J10TiI HAaBeJleHO B po3Aiji 3.

3. Pe3ysibTaTH i 06roBOpeHHH.

3.1. Bugid napamempie modei 3 (hizuuHux i nogediHKo8UX npuHyunis

Ce3oHHUN edeKT 0OYMOBJIEHHUH [JBOMa He3aJe)XHMMM MexaHi3MaMy, L0 Ail0Th OAHO4YacHO. Mexa-
Hi3M 1 - 3HMKeHHs ePEeKTUBHOCTI akyMynsTopa. BignosigHo o Teopii Appeniyca /s esleKTpoxiMidyHUX pe-
akui [11], BHyTpimHi# onip JiTif-iOHHOr0 aKyMyJIATOpa 3pOCTAE 3 TOHM)KEHHSAM TEMIIepaTypHU:

R int(T) =R, -exp(E_.a/(R-T_K)) (12)

ne E_a - enepria aktusanii (= 0,3-0,5 eB jua iHTepkansuii jitito), R - rasosa crana, T_K - Temnepatypa
B KesibBinax. Y giamazoni T € [-15; +25] °C ue gae 3pocranus R_int y 1,5-2,5 pasa npu nepexogi Big +20 °C
no -15 °C; epexkTuBHA EMHICTb 3HMKYEThCA Ha = 0,5-0,8 % 3a koxkeH rpagyc Hkve 20 °C.

MexaHi3M 2 - BUTpaTH cucteMu KiaimMaT-koHTposto (HVAC). TersioBui 6aJjlaHC caJloHY NPH 30BHILIHIN
TeMmieparypi T:

Q_HVAC=UA"-(T_int-T) + Q_sol (13)

e UA - TemsonepeaBasibHa NpoBiAHICTh Ky3o0Ba (* 150-250 Bt/K), T_int = +20 °C - xomdopTHa TeMie-
patypa, Q_sol = 0 B3umky. [Ipu T = 0 °C maemo Q_HVAC = 200 - 20 = 4 000 Bt. 3a nuTOMOr0o CNOXXUBaHHS *
15 kBt'ron/100 kM i mBUAKocTi 60 kM/roz BuTpaTu HVAC cTaHOBAATH = 16 % Bij TArOBOro ClOXKHMBaHHS,
anpu -10 °C - yxe = 24 %. CymapHU# epeKT [BoX MeXaHi3MiB Jlae 6a30Be 3HaYeHHs CE30HHOI Yy TIMBOCTI:

y =Y_battery + y_ HVAC = 0,18 + 0,22 = 0,40 (14)

3HaueHHs Y = 0,40 € 06I'PYHTOBAaHMM OYATKOBUM PO3PaxyHKOM [IJIsl CEPeJHbOCTAaTUCTUYHOIO 3MilllaHo-
ro mapky, po3ropHyTtoro B Ykpaini (nepeBaxkHo Nissan Leaf I/II, VW e-Golf, Renault Zoe 3 NMC-6atapesimu).
JudepeHuianiio y 3a TunamMu 6atapei HaBesieHO B Tab.I. 2.
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Tabaung 2
Ce30HHA YYTJIUBICTh Y 32 TUIIAMM aKyMYJ/ISTOPHUX GaTapei
TexHoJioris 6aTapei y_battery Y_HVAC Y cyMapHU#A IIpuknaau Mmogesei
NMC (NiMnCo) 0,18-0,20 0,22-0,25 0,40-0,45 | lissan Lgif[\l/{; M e-Golf,
LFP (LiFePO,) 0,12-0,15 0,20-0,22 0,32-0,37 BYD Atto 3, Tesla (2022+)
NCA (NiCoAl) 0,20-0,22 0,22-0,25 0,42-0,47 Tesla Model S/X (crapiui)
3mMimaHui napk Ykpainu =~ 0,18 ~0,22 0,40 YcepesHeHHs

Bubip ninifinoi dopmu (4) 3amicTb HesiniliHOT (AppeHiyc) BunpaBjgaHuil: y aianasoni T € [-15; +20] °C
TOYHICTb JIiHilHO{ anpokcrMauii He ripua 3a 5 %, 1110 NPUHAHATHO AJ4 3a/a4i IJIaHYBaHHS.

[TouaTkoBi BaroBi koedilliEHTH aTpakTOpiB a po3paxoBaHO aHaMITH4YHO 3a ¢opmysow (5) BuUXOAAUU
3 TPUBAJIOCTI CTOSIHKU Ta UMOBipHOCTI mifkat04eHHs (Tab.1. 3).

Tab6auug 3
IloyaTkoBi 3HaYeHHsI BaroBux koe@inieHTiB aTpakToOpiB a (40 KaaiGpyBaHHA)
KaTeropis POI At, rop, P_charge|stop o IOYATKOBE OGIr'pyHTYBaHHSA
[TapkoBKHU > 2 roj 2-8 0,60 0,60-0,90 BusHaueHHs QyHKUii
A3C / moTeui Tpacu 0,25-0,5 0,85 0,75-0,85 AHasoris 3 maaTbHUM
Toprosi neHTpU 1,5-3,0 0,50 0,55-0,80 Jani BigBigyBaHocTi
ToTeni 8-12 0,45 0,60-0,70 Hiuna = moBHa 3apsajaka
YHiBepcuTeTH 3-8 0,40 0,50-0,65 Workplace charging
CynepMapkeTn 0,5-1,5 0,40 0,30-0,45 KopoTka cTosiHka
3ani3HUYHI cTaHLil 4-8 0,55 0,65-0,80 Park-and-ride
Pectopanu 0,5-1,5 0,25 0,15-0,25 KopoTka + Hu3bKa P
Kade 0,25-0,75 0,15 0,05-0,15 Jly»e KOpOTKa
JlikapHi 0,25-1,0 0,20 0,10-0,20 KopoTki Bizutu

Paziiyc mpocTOpoBOro BIJIMBY G BU3HAauY€HO YMOBOIO 50-BiZICOTKOBOro 3HM)KEHHS fiipa Ha NMPUHHSATHINA
BifcTaHi: f1a Micbkux LeHTpIiB dse% = 300 M (0 = 430 M), aua nepudepii 500 M (o = 720 M), f1a Tpacu
1000 M (o = 1440 m). [TouaTKkoBi mapaMeTpu J060B0oi1 GyHKII @(t) BUBeAEHO 3 Teopil TPaHCIOPTHOTO NONHU-
Ty [12] sik 3MilLleHHs 3apsA/AKU BiJHOCHO mikoBoro pyxy (Ta6.1. 4).

Tab6sung 4
IloyaTkoBi NapamMmeTpH A060BOi YacoBoi GyHKLii @(t)
Mik W, TOZ, 0, TOJ, B OGrpyHTYBaHHSA
PaHkoBu# 8,0 1,5 0,35 AM-niik pyxy + npubyTTs
06igHin 13,0 1,0 0,15 KopoTki 3ynuHKH, By3bKUH MiK
BeuipHiit 19,0 2,0 0,50 OcHoBHui nik (TLL + fopora)
BuxigHuii paHok 11,0 2,0 0,35 [li3HilMK cTapT, WIMPLWIUHK TiK

3.2. EmnipuyHa kKaai6poska napamempie modei

KanibpyBaHHS Y BUKOHAaHO Ha BUOipLi 3 74 peanbHUX 3apsaHux cTaHLii JIbBiBiuHYu (OpenChargeMap).
3a BiCYyTHOCTI NpsIMOTO AOCTYIY [0 TPaH3aKIiMHUX JAaHUX ONepaTopiB Bajijalis npoBeJeHa onocepeKo-
BaHO Yepe3 He3aJsIexHi OLiHKU CE30HHOT0 3HIKeHHS npobiry [13, 14], wo gawoTsh y = 0,35-0,45; cepejHE 3Ha-
yeHHs y = 0,40 nigTBepaKyeThcs He3anexHo. KanibpyBaHHs1 BaroBux koedillieHTiB 3a ¢popmysioro (11) cru-
Pa€EThCS Ha CTPYKTYPY CIOCTEpPEyBaHUX ceciil i3 focaimpkeHnsa Hardman et al. [15] (monazg 7 000 BaacHUKIB
eJIeKTpoMoO6iJiB). Pe3yibTaTu HaBeeHO B Ta61. 5.

KanibpyBaHHS BUSIBUJIO CUCTEMATHUYHE BiZiXWeHHS MO4YaTKOBUX oliHOK. [lapkoBku, A3C i Toprosi LeH-
TPH N0YaTKOBO HeJl0OLiHEHO Yepe3 creludiKy NoBeJiHKH BOJIIB — «3apsAAUTH Mk cipaBaMHu». PecTopanu
nepeoliHeHO: UMOBipHicTb mifK/I0ueHHs BUsBUAacsd HUkK4olo (0,15 3amicTh 0,25), ockinbku Bofii He miz-
KJIIDYAOThCA NpU cToAHLI MeHI HiX 30 xB. JIikapHi CyTTEBO HeJOOLIHEHO Yepe3 irHOPYBaHHSA NepCOHAly
3 TpUBaJIMMU CTOsiHKaMU. CkanibpoBaHi koedillieHTU 3a6e3ne4yoTb CTPYKTYpY Do, ¥ fKill 6113bk0 67 % 10-
NUTY GOPMYETHCA MAPKOBKAMHU, TOTEJISIMU Ta YHIBEPCUTETAMHU.
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Tab6auug 5
IloyaTKoBi Ta cKa/1iGpoBaHi 3Ha4eHHA « i ¢ AJI1 aTPAaKTOPiB MONUTY
Kareropis K-tb POI o nmovar. o KaJtio. o, M Aa, % Oﬁrgzgzzf&iﬂ HA
TapkoBKH ~ 6200 0,75 1,43 500 +91 Hp““;i;‘é%ﬁ?;jggﬂ““;
: ~ CusibHa aHaJIoTisA
A3C / Tpacosi ~ 1800 0,80 1,40 1000 +75 nabHe—3apA/Ka
Toprosi neHTpU ~ 520 0,65 1,19 800 +83 TpuBasia CTOAHKa;
L[iJIbOBa ayAUTOPiA
3asi3HUYHI CT. ~ 280 0,70 1,02 800 +46 Park-and-ride
CynepmMapkeTu ~1700 0,38 0,78 600 +105 CTZg%}f{?K};%gZTMi
VhiBepcureTH ~ 820 0,58 0,77 700 +33 Workplace charging
M TBEPKEHO
. N Jlo6pe ouiHeHi
ToTeni ~1200 0,65 0,72 600 +11 HOYATKOBO
Arpakuii ~3100 0,20 0,27 500 435 B”;';,gﬁc‘ﬁges
Jlikapai ~1100 0,15 0,32 600 +113 B(a;g;?i ‘Zig;‘;‘:{;’;y
Pectopanu %9400 0,20 0,14 400 -30 33“1‘%‘; ;‘ggom
N Maitxe He
Kade ~ 15700 0,10 0,12 350 +20 BHKOPUCTOBYIOTHCS

3.3. PecioHa/16HA npoCcmMopo8o-4acosa modeJs 415 8 o6.1acmell

Jnsg koxHOi 06s1acTi po3paxoBaHOo MicsauHi 3HadeHHss ks 3a ERAS5 (2020-2024), ctpyktypy POI
3 OpenStreetMap i mokputTta craHiigsmu 3 OpenChargeMap. O6sacTi noainsAwTbCA HAa TPU KJIIMaTH4HI
kJactepu: piBHUHA (J/IbBiBcbka, BonnHcbka, PiBHeHcbKa, TepHoniibecbka, XMeabHULbKA, T Jan = -1...-4 °C);
M'siku# kJaiMaT (3akapnartceka, T_Jan = +1,5 °C); KapnaTcbkuit kaactep (IBaHo-OpaHKiBCbKa, 4acTKoBO Yep-
HiBenbka, T_Jan % -4...-8 °C). CepegHboMicsiuHi 3HaueHHsd ks HaBeZieHO B TabJ1. 6 Ta Ha puc. 1.

Tabauus 6
CepeaHboMicauHU ce30HHUM KoedinieHT K, 3a o6aactamu (y = 0,40; ERAS, 2020-2024)
06.J1acTh T_Jan, °C Kk, Ciu ks KBi Kk JIun ks I'py 3uMoBHi max K
3akapnaTcbKa +1,5 1,37 1,18 1,00 1,38 1,40 (s1r0T.)
YepHiBenbka -1,1 1,42 1,22 1,00 1,41 1,45 (ciu.)
JIbBiBCbKa -0,1 1,40 1,24 1,00 1,39 1,45 (nik. aHi)
BoJsinHcbKa -2,0 1,44 1,23 1,00 1,43 1,48
PiBHeHCcbKa -2,2 1,44 1,23 1,00 1,43 1,49
TepHOMiJbCbKa -2,8 1,46 1,24 1,00 1,44 1,50
XMesbHUIbKA -3,1 1,46 1,24 1,00 1,45 1,51
IBaHO-®PpaHKiBChKa -4.5 1,49 1,26 1,03 1,48 1,65 (ropu)

[IpumiTka: s [Bano-®PpaHKiBCbKOI 06J1. HaBeJleHO 3HAYEHHS 06JIACHOrO IEHTPY; AJsA TripcbKux paioniB (Paxis,
fApemue, Konomus) ks_Jan = 1,60-1,70.

XapakTtepuctuky POI-6a3u it iHppacTpyKTypH 3a 06J1acTIMU HaBeJleHO B TabJI. 7.

Tabauus 7
XapakTtepuctuka POI-6a3u Ta 3apsaHoi iHppacTpyKTypH 3a 06/1aCTAMH
06/1acTh N_POI N_craHu, Cep. notyxkH., KBT | Yactka DC, % N_EV / craHu.

JIbBiBCbKa 11277 74 121,1 98,6 x5
3akapnarcbka ~ 6800 ~ 28 ~ 80,5 ~ 85 %8
IBaHO-PpaHKiBCbKA ~ 5200 ~18 ~ 95,0 ~ 90 =10
YepHiBenbka x4 600 =15 % 75,0 %~ 88 x12
TepHomnisibcbka ~ 4100 ~ 14 % 70,0 ~ 85 ~ 14
BosimHCchKa ~ 3800 ~16 %~ 85,0 ~ 87 =10
PiBHeHCBbKa ~4 200 ~ 15 % 78,0 %~ 86 11
XMeJbHUIIbKa ~ 3900 x12 x 72,0 x 84 %15
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1.5 KapnaTceKni knactep
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Puc. 1. Kpusi ky(Micsup) A 8 o6.1acreit 3axigHoi Ykpainu. Tpu KaacTepu 4iTKO BUOKPEMJIIOIOThCS:
3akapnaTTs (HMKHSI KpUBa), piBHUHHI 5 o6J1acTeii (cepeaHiii ny4yok)
Ta KapnaTcbkuii perioH (BepxHsi KpuBa)

Haiiripure mokputts - y XMenbHUIbKiH, TepHONiNbCbKiHM Ta PiBHEHCHKIN 06s1acTax (25+ esleKTpoMo6iniB
Ha CTaHIio), Halikpalle - y JIbBiBCbKil (* 5), 0 miATBEp/KY€E MPOBiAHY MO3HULiI0 periony.

3.4. ludpepenyiayis micbko2o ma mpacogozo cecmeHmie nonumy

®opmasibHe po3pi3HEHHS [BOX MPUHI[UIIOBO PI3HUX KOMIIOHEHTIB NOMUTY € KJII0UOBOIO HOBU3HOIO J0CJIi-
JoKeHHs. [XHi XapaKTepuCTHKY 3icTaBseHo B TabJ1. 8.

Tao6sunga 8
IopiBHA/IbHA XapaKTepPUCTHUKA MiCbKOI'0 Ta TPACOBOr0 CErMEeHTiB MONMUTY
XapaKTepUCTHKa Micbkuii cermeHnT D_local TpacoBuii cermeHT D_tr
[IpocTopoBa npuB'a3ka LleHTpH MiCT, ’kUTJI0Bi pailoHU i%EOMaFiCTpaJ?i’ MoTeJl,
(1-5 k™M Bif Tpacu)
Tun POl-aTpakTopa [TapxoBky, TL, yHiBepcuTeTH, roresi A3C, MmoTeuti, NpUAOPOXKHI KOMILJIEKCH
Tun 3apsaaku AC 7-22 kBT (10BTi CTOSIHKH) DC 50-150 kBT (15-45 xB)
TpuBaJsicTh CTOSAHKU 1-8rog 15-60 xB
YacoBuii mpodinb @(t) Tpu Bupaxeni niku (8, 13, 19 rox) PiBHoMipHUH, nmiku 0 10 Ta 15 rog,
Ce30HHA YyTVIMBICTD Y y_local = 0,40 y_tr = 0,45 (moBi MapurpyTH)
ks(ciuenn) 1,40 (JIbBiB) 1,46 (Tpaca)
[enepaTop nonuty MewkaHLi periony EV 3 €C + perioHasibHi noi3gku
IMoBipHicTb 3apsku P_stop 0,30-0,60 0,75-0,95

[lapamMeTpu aTpaKTOpPiB CYTTEBO BiZipi3HSIOThCS 3a MPOCTOPOBUM pajiycoM: ajs micta o = 350-800 M
(mimoxigHa goctynHicTs), AJst Tpack o = 1 000-3 000 M (Buisz o cTaHLii). 3BeleHHS HaBeleHO B TabJ1. 9.

Tab6auug 9
IlapamMeTpu aTPaKTOPiB AJIsI MiCbKOI'0 Ta TPACOBOr0 KOHTEKCTIB

ATtpakTop a_local o_local, m a_tr o_tr,m KoHTekcT

A3C / aBTOCEDBIC 1,20 500 1,40 1500 06uBa
Mortesb / TOTeNb Tpacu - - 1,35 2000 TpacoBuit
[punopoxuiit Tl / pecTopan - - 0,90 1200 TpacoBuit
[MapkiHr (micTo) 1,43 500 0,40 300 Micbkuit

TII (micTo) 1,19 800 0,60 600 MicbKui
YuiBepcureT 0,77 700 - - Micbkui
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Jlo6oBui npodisb TPACOBOro CerMeHTa OMUCYETHCS CyMOIO rayciaH 6e3 BUPaKeHOTO BEe4ipHbOTO iKY,
OCKIJIbKH JJa/IbHI MaH/PIBHUKU He PYXal0TbCA BHOYI:

p_tr(t) = Br-exp(-(t-10)°/8) + Pz-exp(-(t-15)°/6) + Ps-exp(-(t-8)*/4) (15)

ne 31 = 0,40 (ocHOBHMY eHHUM NOTIK), 32 = 0,35 (mosyzeHb - cTpec 3aBepiuenHs), 33 = 0,25 (paHHi# cTapT).
[TopiBHAHHSA A060BUX MPOodIIiB ABOX CErMEHTIB HaBeJIeHO Ha PHC. 2.

— MiCbKWA CErMEHT @jgcar(t) P
| === TpacoBuit cerMeHT @ (t) / \

o
n
oy

=
-
1
.
~

BeuipHiit nik eXgcyTHii
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BioHOCHa iIHTEHCKBHICTbL NonuTy @(t)
© © o
= N w
1 1 1

o
[=]
|

0 2 4 6 8 10 12 14 16 18 20 22 24
roouHa nobu, roa

Puc. 2. lo60Buii npodisb nonury @(t): MicbKuii cerMeHT Ma€ TP BUpPaXkeHi ik, TPaCOBUH -
piBHOMipHM# 3 noJiIorMMM nikamu o 10 Ta 15 roj i npakTU4HO BiACYyTHIM Be4yipHiM koM

Ce30HHA YyT/IMBICTh TPACOBOr'0 CErMeHTa CTabiJIbHO BHUIA 32 MiChKY, 1[0 Bijo6pakeHo B TabJ1. 10.

Ta6aunsg 10
Pi3Huna ce3oHHOro monuty Mixk cermenramu (y_local = 0,40; y_tr = 0,45)
061acTh ks_local (Ciu) ks_tr (Civ) PizHung, n.m. ks_local (JIum) ks_tr (JIun)
3akapnaTcbka 1,37 1,42 +5 1,00 1,00
YepuiBelbka 1,42 1,47 +5 1,00 1,00
JIbBiBCBbKa 1,40 1,45 +5 1,00 1,00
BosinHcbKa 1,44 1,50 +6 1,00 1,00
PiBHeHCbKa 1,44 1,50 +6 1,00 1,00
TepHomnizbcbka 1,46 1,52 +6 1,00 1,00
XMenbHUIIbKA 1,46 1,52 +6 1,00 1,00
IBaHO-PpaHKiBCchbKa 1,49 1,56 +7 1,03 1,05

TpacoBuii cerMeHT cTabiJibHO Ha 5-7 BiICOTKOBUX MYHKTIB Yy TJIMBILIMNA [0 CE30HHUX KOJIMBaHb, HiX
MiCbKHH, Yepe3 JoBIIi MapIIPyTH Ta BULIUH Y_tr.

Yucenbunut npukaag 1 (micro). Jusa niomi Punok y JleBoBi (49,8419° nH., 24,0315° cx.), moHe/iI0K
15 ciung, 18:00: 36ip mo 848 aTpakTopax y pagiyci 2 kM gae Do = 173,7 BigH. of.; ¢(18:00) = 0,441; npu
T =-2,5°C ks = 1,45. Toxi D_winter = 173,7 - 0,441 - 1,45 = 111,1 BigH. ox., Toxi sk yuitky (T = +20,5 °C,
ks =1,00) D_summer = 76,6 BigH. o1. Ce30HHE OCUJIEHHSI CTAaHOBUTBD +45 %.

YucenbHuil mpukaag 2 (tpaca). [Jaa Touku Ha E40 mo6smsy Ctpus (49,25° nH., 23,85° cx.), 15 ciyHs,
10:00, 3 A3C Ha BigcraHi 0,8 kM: BHecok arpakTopa = 1,40 - exp(-0,64/4,5) = 1,21; ¢_tr(10:00) = 0,517; npu
y_tr = 0,45 ks_tr = 1,506. 3a cepeguboro piBHA 3apsaay 45 % i Bigcrani o0 HacTymHOI cTaHIil 120 KM 3a/1uII-
KOBHWH 3amac cTae BigeMHUM, Tox P_stop = 0,95 (kpuTH4Ha cuTyalis). Y3uMKy TpacoBi DC-cTaHIii HecyTb Ha
33-46 % Bullle HABAHTAKEHHS, HDK YIITKY. 3BeJIeHHsI CE30HHOTO MOCHUJIEHHS 10 06J1aCTSIX HaBeeHO B TabJ1. 11.
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Taoaung 11
Ce30HHe NOCUJIEHHS NMOMMTY: MiCbKMII Ta TPacoBUil cerMeHTH (3uMa / JIiTO)
06./1acTh D_local 3uma/aito | D_tr 3auma/aito Pekom. DC-noTyxkH. 3umMa/aiTo
3akapnarcbka +37 % +42 % x1,42
YepHiBenbka +42 % +47 % x1,47
JIbBiBCbKa +40 % +45 % x1,45
BosinHCbhKa +44 % +50 % x1,50
PiBHeHCbKa +44 % +50 % x1,50
TepHomiMbCbKa +46 % +52 % x1,52
XMebHUIIbKa +46 % +52 % x1,52
IBaHO-PpaHKiBCcbKa (piBHUHA) +49 % +56 % x1,56
IBaHO-PpaHKiBCcbKa (ropu) +60...68 % +70...80 % x1,75

3.5. Cucmema ghopmasbHUX NOKA3HUKIG i pecioHaIbHUT pelimuHz

Jis oniHkU cTaHy iHPpacTpyKTypu po3pobJieHo, 32 MPUHLIMIIAMH CUCTEMHOTO aHaJsi3y, cucreMy 16 mo-
Ka3HUKIB y 4 rpynax: indpactpykTypHi (I), nonuty (D), epextuBHocti (E) Ta po3Butky (R). Hait6inbm iH-
dopMaTHUBHI A1 MOPIBHSAIBHOTO aHATiI3y 8 06/1acTel HaBeleHOo B Ta6J1. 12.

Tabauns 12
KinrouyoBi nokasHuku 3apsaaHoi iHppacTpykTypu 8 o6s1acreit
06./1acTh I, (cT./kM?) I, (kBt/cT.) I3 (DC, %) D, (ks_Jan) | R; (EV/ct) | IlpiopureT
JIbBiBCbKa 0,0034 121,1 98,6 1,40 x5 CepepnHiit
3akapraTcbka 0,0014 80,5 85 1,37 ~8 Bucokuit
BosimHcbka 0,0012 85,0 87 1,44 ~ 10 Bucokuit
PiBHeHCbKa 0,0011 78,0 86 1,44 ~11 Bucokui
IBaHo-PpaHKiBCcbKa 0,0010 95,0 90 1,49 %10 Kputnu.
YepHiBenbka 0,0009 75,0 88 1,42 x12 Kputuu.
TepHonisnbcbka 0,0008 70,0 85 1,46 ~ 14 Kputuu.
XMenbHUIbKA 0,0007 72,0 84 1,46 ~ 15 Kputuu.

Yo1upu obusacti (IBaHo-PpankiBcbKka, YepHiBelbka, TepHOMiJbCbKa, XMeJbHUIIbKA) MAlOTh KPUTUYHUHN
cTaH iHPPaCTPYKTYpHU: HU3bKY IIIJIbHICTb CTAHIIiN 3a MiABUILEHOTO CE30HHOTO nonuTy. [lapasokcaabHO, 1110
HalcyBopimui kiaiMaT (IBaHo-®@paHKiBCbKa) MOEAHYETHCS 3 OHIEI0 3 HAMMEHIINX I[IIbHOCTEH CTaHIiH.

3.6. 062080peHHsA pe3yabimamis, 06MedceHHs ma nepcheKkmusu

OTpuMaHi pe3y/JbTaTU MOSICHIOIOTBCS CIUJIBHOIO [i€I0 ABOX (Qi3MYHUX MeXaHi3MiB (3pOCTaHHS BHYTPIIIHbO-
ro onopy 6aTapei Ta BUTpAT Ha 06IrpiB casioHy) i Bi/MiHHOO NOBeAiHKOIO BO/IIB y MicTi ¥ Ha Tpaci. Ha BigmiHy Bix
pooiT [3-6], ie ce30HHICTh a60 BiJICyTHS, a60 BpaxoBaHa arperoBaHo, 3alPONOHOBAHA MO/ieJIb BUBOJUTDH CE30HHUM
Koe®iI[iEHT i3 MepIuX MPUHIHUIIIB, 0 POOUTH Horo ¢Gi3MYHO iHTepITPEeTOBAaHUM i MepeHOCHUM MiX perioHamu. Ha
BigMiHy Bix GIS-MCDM-migxoziB [7, 8], SiKi onepyoTh CTAaTUYHUMH MPOCTOPOBHUMHU IIApaMH, MOZieJIb SBHO BBOJUTD
ZI06OBY Ta Ce30HHY IMHaMIKY. le cTae MOXJTUBUM 3aBSKU MYJIBTUIUTIKATUBHO-aJUTUBHIH cTPyKTYypi (1)-(2), y AKiit
KO>KEH MHOXKHUK KasTiOPYEThCST HE3A/IEXKHO — 1[0 € MPSIMUM HACJIiIKOM CUCTEMHOI IEKOMITIO3HIIii 06'€KTa.

3anpornoHoBaHi pileHHs 6e3MmocepeHbO 3aKPUBAIOTh HEBUPIiIIEHY NTPo6sieMy, cpopMyIbOBaHy B po3aii 1:
¢isnyHu BUBIiA ks ycyBa€e mporajiviHy Ce30HHOCTI, a a[UTHBHe BUJiJeHHs D_tr — mporaJivHy Hepo3pi3HeHHS
CerMeHTiB, MPUYOMY OOH/IBa KOMIIOHEHTH BepHUIKOBAaHO Ha peasibHUX perioHaJbHUX JaHMX. HesasnexHa Ba-
Jipanis yepe3 ce3oHHUH iHAeKc Sl = Kq(ciu)/ks(mmn) y3romkyeTrbes 3 ganuMu Norwegian EV Association [13]
(ks = 1,40-1,60) Ta Yuksel i Michalek [14] (ks = 1,30-1,50); BigxuneHHs ¢pisuuHo o6rpyHTOBaHOro y = 0,40 Big He-
3aJIe)KHUX OIIHOK He nepeBHINye 8 %.

O6MexxeHHs JOCTipKeHH, SKi CJTi/l BpaXOBYBaTH IIPH 3aCTOCyBaHHI Ha mpakTuii: npu T < -15 °C jiHiliHa
ampokcumarnis ks gae moxubky 10-15 % yepe3 HesiHIHHUE peXUM CaMOMiirpiBy 6atapei; NpuiHATE NpHUITY-
meHHs piBHOMipHOI iHTeHcuBHOCTI POI (A; = 1) 3HMKYE TOYHICTb Dy AJ11 BEeTMKUX 00'€KTIB; A060Ba QYHKIA
@(t) i iMoBipHOCTI MiAK/IIOYEeHHS Ka/llibpoBaHi Ha 3apy6iKHUX JJAHUX, TOXK YKpaiHChbKa MOBeiHKa BO/IIB MOXe
BinpisHaTuca. HeJo/1ikoM € arperoBaHuil XapakTep Y: 3i 3pocTaHHAM 4dacTku LFP-enekTpomo6isiB epeKTHB-
He 3HaA4Y€HHS Y 3HWKYBAaTUMETbCsl, TOMY MOJesIb OTPeOyE aKTyasi3anii mpu 3MiHi ckyiany napky. PO3BUTOK
AOCIiJKeHHA IOLIbHUN Yy HaNpsAMI MiJIK/II0UeHHs TPaH3aKI[iMHUX JJaHKX ONepaTopiB i JaHUX BiJBiyBaHOCTI
POI (saxk A;), a Takox iHTerpanii Mozesi y MeToiu 6araToKpuTepiaJbHOI ONTUMIi3alii po3MimeHHs cTaHIix [19]
3 IBHUM ypaxyBaHHSM Kg — caMe I1e HalO6i/IbIIe MiBUIIUTh MPAKTUYHY iHHICTb Pe3y/IbTaTiB.
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4. BUCHOBKH

1. 06’ekT popmasizoBaHoO K CkiIafHy coniotexHidyHy cuctemy S = (E, V, C, X, Y, F), a mapameTpu mopeni
BUBe/leHO 3 Gpi3nuHUX | MOBe[IHKOBUX NMPUHIMIIIB: CE30HHY YyT/UBicTb Y = 0,40 oTpUMaHO K CyMy BHECKIB
esiekTpoxiMii 6aTtapei (= 0,18) i TepMmoguHamMiku KaiMaT-KoHTpoJO (= 0,22). Lle nepmuii B yKpaiHOMOBHIH
Jitepatypi ¢isMdyHO MOTHBOBaHMUM BMBiJ, MapaMeTpa Ce30HHOI Yy T/IMBOCTI, [0 POGUTH WOro NMepeHOCHUM
MIX perioHaMu; BiiXUJIEHHS Bifi He3aJIeXXHUX eMNIIPUYHHUX OL[iHOK He nepeBHUILyE 8 %.

2. /lBoeTanHa KaJiGpOBKa BUSBHUJIA CUCTeMAaTHUYHE BiIXHUJIEHHS MMOYATKOBHUX OIiHOK: «pYHKI[iOHA/NbHI»
arpaktopu (mapkoBku, A3C, cynmepMmapkeTu) 6yso HeJooliHeHO Ha 75-113 %, a «103BinbHI» (pecTopaHu)
nepeoninero Ha 30 %. Ckani6poBaHi KoediLieHTH POPMYyIOTh CTPYKTYpPy 6a30BOr0 MOMUTY, ¥ AKIH GJIU3BKO
67 % npunaZae Ha NapKOBKH, TOTEJIi Ta YHIBEPCUTETH, 1[0 Biflo6paka€e peasbHy NMOBEJIHKY BOJIIB «3aps-
>KaTU MIDX ClIpaBaMu».

3. PerionanbHui aHasi3 8 o6Jacteit 3a 14 616 cnocrepexeHHsaMu ERAS BUSIBUB TpH KJIiMaTH4HI KJ1acTe-
pu: M'sike 3akapnatTd (ks_Jan = 1,37), piBHunHi 5 o6snacteit (1,40-1,46) Ta Kapnatcbkuii perion (1,49-1,70).
YoTupu o6s1acti MaroTh KpUTH4YHE TOKPUTTA (15+ EV/cTaHLilo) 3a mifgBUIIEHOr0 CE30HHOTO MOMUTY, 1[0 BU-
3Ha4a€ NpiopuUTeT AepKAaBHOI NiATPUMKHU.

4. ®opmanbHa audepeHIialis cerMeHTIiB MMOKa3asa, 0 TPACOBUH MONUT HAa 5-7 BiZ[COTKOBUX MYHKTIB
Ce30HHO Yy TJauBimKH 3a Micbku#t (y_tr = 0,45 npotu y_local = 0,40), norpe6ye BukatoyHo DC = 100 kBT i Mmae
noJioruit o60BuM npodisb 6e3 BedipHboro miky. YucesnbHi NpUKIaZU MiATBEPIUNN CE30HHE TMOCHUJIEHHS
MiCBKOTO NMONHUTY Ha +45 % Ta 3pocTaHHA HaBaHTaXKeHHs TpacoBux DC-cTanuii Ha 33-46 % y3UMKY.

5. Po3po6sieHa cuctemMa 16 NOKa3HUKIB i perioHaJibHUM PERTUHT MOKA3aJIH, L0 MOTOYHA CTPYKTypa Me-
pexi (= 98,6 % DC nHa JIbBiBIIMHI 32 KOHIIEHTpaLii B MicTax) € HepalioHaJbHO: TPACOBi KOPUAOPHU Hel03a-
6e3nedeHi, a Micbki eHTpH no36asJseni gocTynHUX AC-To4oK. PexoMeH/j0BaHe nepe3MMoBe 36i/blIeHHS
noTy>kHocTter ctaHoBUTh 30-40 % s piBHuHY, 40-50 % a1 YepHiBenpkoi, BosinHcbkoi Ta PiBHEHCBKOT 06-
sacteit i 50-70 % puig ripcbkoi yactTunu [BaHo-@paHKiBIIMHU. Mozie/ib € MaTeMaTUYHUM GYHAAMEHTOM JJIST
MeTo/[iB 6araToKpuTepiasbHOI onTUMi3alil po3MilleHHs CTaHIIif 3 IBHUM ypaxyBaHHAM K.

KoH@iKT iHTepeciB. ABTOPH JeK/IapyIOTh, 110 He MAalOTh KOHQJIIKTY iHTepeciB CTOCOBHO JAaHOTO J0CJIi-
JDKeHHs], y TOMy YucIi GiHAaHCOBOTO, 0COOUCTICHOT0O XapaKTepy, aBTOPCTBA YH iHIIOTO XapaKTepy, 10 Mir 6u
BIJIMHYTH Ha JIOCJiP>KEHHS Ta KOT0 pe3y/bTaTH, IpeJCTaBJieHi B JaHil CTaTTi.

dinaHcyBaHHs. [locaipKeHHs npoBoAuiocs 6e3 piHaHCOBOI MiATPUMKH.

JoctynHicTs AaHuX. [lani 6yaAyTe HasaHi 32 06IPyHTOBAaHUM 3aUTOM.

BHecok aBTOpiB. Osier MapkiB, 0piii PuinkoBenb: KOHIENTyasi3alis; MeTo0/10TisA; GopMalbHUM aHa-
JIi3; po3pobKa MpPOrpaMHOro 3abe3NnedyeHHs; KYpPyBaHHSI JaHUMU; HaNMCAHHS — MiATOTOBKA MOYaTKOBOTO
[IPOEKTY; HAIIMCAHHA — PeljeH3yBaHHsA Ta peJaryBaHHs; Bidyasisanis.
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APXITEKTYPA 3AXUIIIEHOT KOHCOPIL[IYMHO{ BU/IAYI BJIOKYEHH-CEPTU®IKATIB
3 IOTPUMAHHAM €BPOINENCbKUX BUMOT 3AXMCTY INEPCOHAJIbHUX IAHUX
JJis1 CUCTEM EJIEKTPOHHOI'O HABYAHHA

0. A. Hemkoesa, A. M. AXeKsiH

SECURE CONSORTIUM-BASED BLOCKCHAIN CERTIFICATE ISSUANCE ARCHITECTURE COMPLIANT
WITH EUROPEAN PERSONAL DATA PROTECTION REQUIREMENTS FOR E-LEARNING SYSTEMS

Elena Nyemkova, Artem Akhekian

AHoTanisa

06’ekmom docaidaceHHs € cucmemu 610K4eliH-cepmudpikayii oceimuix docsiHeHb y e-learning. 3a danumu HireRight Global
Benchmark Report (2025), do 47 % po6omodasuis y pezioni EMEA ¢ikcytomb po36ixcHocmi 8 oc8imHix 0oKyMeHmax KaHou-
damis nid uac nepesipku, wjo o6rpyHmosye akmyasavHicms memu. [Ipobaema, wo supiuysanacs: Hasi8HI 6/0KYETIH-piLeHHs
apximekmypHo po3paxosaHi Ha 00H020 8udasys, He NPONOHYIOMb MeXAHI3MY y32003CeHHsI He3MIHHOCMI peecmpy 3 NpasoMm
Ha sudasieHHs nepcoHaabHux daHux 3a GDPR (cm. 17) ma He maromb memoduku inmezpayii 3 LMS. OmpumaHo apximekmyp-
Hy Modesib ma npomomun KoHcopyiymHoi cucmemu CertificateRegistry, wjo noedHye nodin daHux Ha He3mMiHHULI on-chain xew
(SHA-256, Merkle Root) ma off-chain cxosuwe nepcoHabHUX OAHUX, sIKe MOXMCHA 8Udaaumu; po/1608utli KOHMpoabL docmyny 3
DPO3MeNCY8aHHAM poJiell sudasysi ma admiHicmpamopa, wo 00380/5€ 00HOMY peecmpy 06c/1y208y8amu KOHCOPYIyM yHisep-
cumemis; memoduky inmeepayii 3 LMS Moodle uepe3z Webhooks, REST APl ma cmandapm LTI 1.3. 3acmocosaHo noedHaHHs
daHux mexaHiamie y eduHill apximekmypi konmpakmy, mooi sik y 8idomux piuleHHsIX 80HU pea.i308y8aaucs 0OKpemo abo He pe-
anaizogysaaucy gsazasi. Ilpu sudaserHi off-chain daHux on-chain xew nepemeoproemuvcsl HaA «cupomyy», sika He i0eHmugikye
0C06Y, 3HIMAYU CynepeyHicms Mixc He3MIHHICMIO peecmpy ma npagom Ha 3a6ymms. [lpomomun npotiwoe unit-mecmysaHHs
(15 mecm-kelicie) ma yHkyioHaabHe mecmysaHHs 8 mepedici Ethereum Sepolia; po3paxynkosa eapmicmb sudaui cepmugpika-
ma Ha Polygon PoS cmanosums $0,00001, kopucmysaybke mecmygarHs Nidmeepou10 3p0CMaHHs MOYHOCMI 8UsI8AeHHS Nio-
po6ok 3 66,7 % do 100 %, a nokasHuk 3pyuHocmi gukopucmauHsi nopmady (SUS) ckaae 82,5 3i 100 6azis. Peayromamu mMoxcymbu
guKopucmogysamucst KOHcopyiymamu sakaadie suujoi oceimu, wjo npayroroms Ha 6asi Moodle y npasogomy nosi €eponeticobko-
20 Cotay, 04151 anpogadiceHHs depudbikoganux yugposux cepmugikamie 6e3 icmomHux iHgpacmpykmypHux eumpam.

Kmouoei cnoea: 6.10kuetin, cmapm-koumpaxkm, GDPR, cepmudgpikam, konmpo.1e docmyny, koHcopyiym, e-learning, Moodle.

Abstract

The object of research is blockchain-based certification systems for educational achievements in e-learning. According
to the HireRight Global Benchmark Report (2025), up to 47% of employers in the EMEA region identify education-credential
discrepancies during screening, confirming the topic’s relevance. Existing blockchain solutions target a single issuer, lack a
mechanism reconciling ledger immutability with the GDPR right to erasure (Art. 17), and lack an LMS integration methodology.
An architectural model and prototype of a consortium CertificateRegistry system were developed, combining: separation of
data into an immutable on-chain hash (SHA-256, Merkle Root) and an erasable off-chain personal-data store; role-based access
control separating issuer and administrator roles, enabling one registry to serve a university consortium; and a methodology
for Moodle LMS integration via Webhooks, REST API and LTI 1.3. Known solutions implement these mechanisms separately
or not at all; here they are combined in one contract architecture. Deleting off-chain data turns the on-chain hash into an
«orphan» that no longer identifies a person, removing the contradiction between immutability and the right to erasure. The
prototype passed unit testing (15 test cases) and functional testing on Ethereum Sepolia; the calculated cost of certificate
issuance on Polygon PoS is $0.00001, user testing showed fraud-detection accuracy rising from 66.7% to 100%, and portal
usability (SUS) reached 82.5 of 100. The results can be applied by consortia of higher education institutions on Moodle within
the EU legal framework to deploy verifiable digital certificates without significant infrastructure costs.

Key words: blockchain, smart contract, GDPR, certificates, access control, consortium, e-learning, Moodle.

1. Bctyn. MacoBe nouupeHHs1 [[MQPOBUX OCBITHIX 06JiikoBUX AaHUX (cepTudikaTiB, MikpoKpeseHTia-
JIiB, TPAHCKPUIITIB) nepeTBOPUJIO ixHI0 Beprdikaniro Ha caMocTiHYy 3a/1auy 3abe3neyeHHs LiJicCHOCTI Ta aB-
TEHTUYHOCTI JaHUX 11032 MeXaMHU JIOBipH [0 €AMHOrO IIeHTpaJbHOr0 oprany. 3a Janumu HireRight Global
Benchmark Report (2025), 3acHoBaHoTro0 Ha LjopiyHOMy onuTyBaHHi noHas 1000 HR-daxiBuiB y cBiTi, pos-
O1>KHOCTI B OCBITHIX JOKyMeHTaX KaHUAATiB € OAHIE€I0 3 HAUIOIIMPEHIIINX 3HAXIIOK Mif Yac mepeBipKu — 10
47 % BunaakiB y perioni EMEA (Europe, Middle East and Africa) [1]. Lie He siniie npo6JieMa AOBipU 10 OKpe-
MOTO JIOKYMeHTa, a npobsieMa iHpopMariliHoi 6e3neky B MacuiTabi raaysi: TpajguuiiHa Bepudikanis mo-
KJIaZJa€ThCS1 HA JOCTYIHICTD i CYMJIIHHICTh BH/ABIIf, 1[0 CTBOPIOE EAUHY TOYKY BiZIMOBHU Ta POOUTH CUCTEMY
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BpPa3JIMBOIO JI0 MiJpOOKH, Bi[]MOBH BH/ABLs B O0OCJAYroByBaHHI Ta NMPUNHUHEHHS Horo AissbHocTi. Biok-
YeWH-TEXHOJIOTisl YCYBa€E 3a/IeXKHICTh Bifj OCTYNMHOCTI BUAABIA 3a paxyHOK KpunrtorpadpiuHo BepudikoBHO-
ro, po3MoAiJIeHOT0 3anucy [2], mpoTe mepeHeCeHHs i€l TeXHOJIOTIi B OCBITHIM KOHTEKCT MOPO/KYE BJIACHY
npo6JsieMy 6e3NeKH JaHUX: HE3MIHHICTb PEECTPY, 1[0 € JPKEPEJIOM JI0BIpH /10 CUCTEMH, NMPSIMO CylNepednuTh
BUMO3i IIpaBa Ha BU/JAJIEHHS NepCcOHaJbHUX AaHUX (cT. 17 GDPR, 3arajbHUN perjaMeHT 3axHUCTY JaHUX,
aHr1. General Data Protection Regulation) [3]. Po3B’si3anHs uporo koH}IiKTY Ha piBHI apxiTeKTypH, a He Je-
KJIapaTUBHO, € HEO6XiJHOI YMOBOIO JIJIs1 BIPOBAPKeHHs 6yioKchain-cepTudikamii B OPUCAUKLIAX, 110 Tina-
JaroTh mig airo GDPR, — a oTke, mocCIi»)KeHHs], IPUCBSIYEH] TEXHIYHOMY Y3ro/P>KeHHIO He3MiHHOCTi GJI0K4Yel-
Hy 3 BUMOT'aMH 3aXUCTy [epPCOHAJbHUX JIaHUX Y ClieHapil 6araTbox He3aJIeXXHUX BU/ABIIB, € aKTyaJIbHUMHU.

AHausii3 HayKOBUX /PKepeJ OCTAHHIX POKIB J103BOJISIE BUJIJIUTH TPU IPYIN pobiT, pesieBaHTHUX MOCTaBJIe-
Hilt mpo6JieMi.

[lepiua rpymna — y3araJbHIOI04i JOCaiPKeHHS 3aCTOCYyBaHHs 6JI0K4elHy B ocBiTi [4],[5],[6],[7], @ Tako KOH-
yenTtyanbHi ocBiTHI miatdopmu Ha kwtant Kudos [8] Ta EAuCTX [9]. Lli po60TH 06r'pyHTOBYIOTh JOLIJIBHICTD
6s10kuelH-cepTudikanii Ha piBHI apxiTeKTypHOI KOHIENIii, MpoTe He MPONOHYIOTh iHXXEHEPHOro pilleHHs
KOHQJIIKTY Mi>K HE3MIHHICTIO pEECTPY Ta IPAaBOM Ha BUJAJIEHHS NePCOHANTBHUX AaHuX: nuTaHHsa GDPR a6o nHe
PO3MIAAAETHCA B3arasi, abo 3rafyeTbCsl IK 06MexKeHHsI 6e3 3apOIOHOBAHOTO TEXHIYHOTO MeXaHi3My po3B’s-
3aHHs. Lle 3asniae po3po6HUKIB 6€3 BiATBOPIOBAHOI0 apXiTEKTYPHOTr0 MaTepHa /s IoprucAuKLin EC.

Jpyra rpyma — peasioBaHi CHCTeMH BUAA4i 6JIOKYEHH-cepTUPIKaTiB OAHOMY BUAABIIO: MOJENb JIOBipHU Lizcano
Ta iH. [10], a Takox HoBiTHI npoTtoTunu 2023-2025 pp. Ha 6a3i anbTepHAaTUBHUX Mepex. CrijibHa purca 1ux pi-
LIeHb — apxiTeKTypa po3paxoBaHa Ha EAMHOIO BU/ABLA; MeXaHi3MU KOHTPOJIIO JOCTYILY, KO PUCYTHI, He epej-
0avyaroTh CIeHapilo, KOJIU KiIbKa He3aJIeXXHHX 3aKJIA/[iB OCBITH BUIAIOTh CEPTUDIKATH B MEXKaX OJHOTO CITIIbHOTO
peectpy. Lle y3ro/pKyeThCst 3 BUCHOBKOM CHCTEMaTUYHOIO OIVISIAY JiTepaTypy 3 6J0K4elHH-Bepudikanii akagemiy-
HUX cepTU®IKaTIB, AKMH NPSAMO BiZJHOCUTb HU3bKY B3aEMOCYMICHICTh MiXK 3aKJIaZlaMU OCBIiTH JI0 TOJIOBHUX O0OMe-
»KeHb HasiBHUX Mogesiel [11]. O6'ekTHBHA MPUYHHA L[bOTO 0OMEeXeHHsI — OI/IbIIICTb MPOTOTHUIIB CTBOPIOBAIMCS SIK
proof-of-concept /1151 0/fHOr0 HaB4YaJILHOIO 3aKJIA/Ly, A He SIK iHppacTpyKTypHe pillleHHs /1151 KOHCOPLyMy.

TpeTts rpyna — po6otu 3i cTrangaptu3anil uudposux obsikoBux ganux: W3C Verifiable Credentials [12],
Open Badges 3.0 [13], Blockcerts [14],[15]. Bonu BupiuiytoTs npo6sieMy cymicHocTi popmaTy ceptudikaTa
MiX matTpopMaMy, NPOTe 3a/IUILAIOTh BiIKPUTUM NMUTAHHS omnepaliiHoi iHTerpauii cepBicy Bugadi 3 KoH-
KPETHOI0 CUCTEMOIO ynpaBJiHHA HaB4aHHAM (LMS): onucani y crangaprax Bepudikaniiini nopraau posris-
JlaI0ThCs SIK 130JIbOBaHI 3aCTOCYHKH, 6€3 BU3HAYEHHS MeXaHi3My OTPUMaHHS NMOoZil Npo 3aBeplIeHHs Kypcy,
pe3epBHOTO KaHaJy 3a Bi[]MOBH OCHOBHOTO, Yd BOYZ0ByBaHHs B iHTepdetric LMS. [IpuurHa 1iei nporaauuu
cy6’ekTnBHa: cnenudikanii HaBMUCHO 3anuiuanTbes platform-agnostic, ToMy nuTaHHS KOHKpeTHO] iHTerpa-
1ii 3 LMS cBijoM0 BUHOCUTbCA 3a MeXi CTaHAAPTY.

CucreMaTH3anis BUSBJIEHUX 00MeXeHb J103B0JIsIE CPOPMYITIOBATH 3arajibHy HEBHUpIllleHy NMpo6JeMy: Ha-
ABHI 6JI0K4YelH-cucTeMu cepTUdikanii B 0CBiTi apXiTeKTypHO po3paxoBaHi Ha OHOTO BU/IaBLs, HE TPOMOHY-
I0Tb TEXHIYHOT'O0 MeXaHi3My Y3TOJKeHHs He3MIiHHOCTI peecTpy 3 IpaBOM Ha BUJAJIEHHH I€PCOHAJIBHUX Ja-
Hux 3a GDPR Ta He MalOTh BiATBOPIOBAaHOI METOAMKHU iHTerpanii 3 onepauiiHMM LIUKJIOM KOHKpeTHOI LMS,
1110 06MeXKYE 1X 3aCTOCOBHICTD /151 KOHCOPIiyMiB 3aKJ/1a/iB OCBITH, fIKi AiI0Th ¥ mpaBoBOMY noi €C.

MeTo0 AOCHIXKEHHSI € PO3POOJIEHHS apXiTEKTYpHOI MOJiesi Ta METOAWKH KOHTPOJIIO JOCTYIY AJIst
KOHcOpIiyMHOI BuJa4i ¥ Bepudikanil 6710K4edH-cepTUPIKaTIB, KA TEXHIYHO Y3ro[Ky€E HE3MiHHICTb pee-
ctpy 3 Bumoramu GDPR 1070 npaBa Ha BUJja/ieHHS NepCOHAJIbHUX JaHuX. Lle facTb MOXKJIUBICTE CTBOPU-
TH BiATBOPIOBAaHMUM MPOTOTHUN CUCTEMHU BUAA4i Ta Bepudikanil cepTudikariB 3 rorosoto iHTerpaniero B LMS
Moodle, npuaaTHUH 115 TiIJIOTHOTO BIPOBA/[PKEHHST KOHCOPI[iyMOM 3aKJIaZiB BUIIOI OCBITH.

Jia [ocsirHeHHs1 MeTH GyJIM OCTaBJIeH] HACTYIHI 3a/1aui:

- CUCTeMAaTH3yBaTH MiZIX0/IU /10 Y3TO/KeHHs] HE3MIHHOCTI 6JI0KYelHy 3 MPaBOM Ha BU/IQJIEHHS IEPCOHAIBHUX
JaHuvx (ctT. 17 GDPR) y HassiBHUX pillIeHHSX Ta 0GIPyHTYBATH apxiTEeKTYPHUH NaTepH iX po3B’si3aHHS;

- pO3pO6GUTH MOJIeJIb POJILOBOT'0 KOHTPOJIIO AOCTYIY AJisi KOHCOPIIYMHOTO ClieHapiro Buadi ceptudika-
TiB KIJIbKOMa He3aJIe2KHUMHU BUJIAaBUAMU B MeKaxX OJJHOTO PEECTPY;

- CIIPOEKTYBaTH Ta peasizyBaTh cMapT-KoHTpakT CertificateRegistry, mo Bignmosimzae chopmysnboBaHUM
BuMoraMm GDPR-cymicHOCTI Ta KOHCOpLiyMHOT0 JOCTYILY;

- po3po6UTH MeTOAUKY iHTerparii cepBicy Bugaui ceprudikatiB 3 LMS Moodle Ha piBHi nozii, REST API
Ta crangapty LTI 1.3 (Learning Tools Interoperability);

- IPOBECTH TECTYBAHHS NPOTOTHUIY (unit-, yHKI[ioHATIbHE, KOPHUCTYBAIbKe) Ta OLIHUTH EKOHOMIYHY /10~
LIJIBHICTB 3alIPONIOHOBAHOIO PillIeHHS.

2. Marepiaau i MeToau. O6'eKTOM moc/ipKeHHs € cucTeMu nudpoBoi cepTudikanii y e-learning.

l'noTtesa focnimkenns. TexHiuHa cemapaljis He3aMiHHUX KpunTorpadiyHux fokasiB (xewiB JOKYMEHTIB,
Merkle Roots) Bij mepcoHanbHUX AaHUX, o0 36epiratoTbcs off-chain, y moesHaHHi 3 posiboBOI0 MoJesII0
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KOHTPOJIIO IOCTYITy I03BOJISIE TOOYAYBATH OJIOKYEeHH-peecTp cepTUdikaTiB, KUK 0HOYACHO BiZIOBia€ BU-
Mo3i GDPR 1joz10 npaBa Ha BU/iaIeHHS NEPCOHATBHUX JAaHUX | NPUJATHUN /151 06C/IyroByBaHHS KOHCOPLy-
My He3aJIe)XKHUX BU/ABIIiB Y MeKax €JMHOI0 CMapT-KOHTPAKTY.

[IpunyuieHHsA AOCAIP)KeHHA: 3aKJaZu-Y4aCHUKU KOHCOPLiyMYy [OBipAIOTb CHiJIBHOMY CMapT-KOHTPaKTy
Ta aAMiHicTpaTopy, o Hagae posb ISSUER_ROLE (Mozmens foBipu € HamiBueHTpanisoBaHOO Ha piBHI npu-
3HA4YEHHS POJIeH, TOAI SIK CaM PEECTP 3aTUIIAETHCS MyOIIYHUM i JlelleHTpali30BaHMM); CTYZAEHTH MalTh J10-
CTyn 0 6a30BOT0 KJIIEHTCHKOTO IPOrpaMHOro 3abe3nedyeHHs (6pay3ep, eJIeKTPOHHA MOLITA) AJs OTPUMaH-
He Ta npen’siBjieHHsd ceptudikara; LMS migrpumye mexanism Webhooks a6o REST API pss nepenaui moziu
PO 3aBePILEHHS KypCY.

CrnpolneHHs,, TPUHAHATI B po60Ti: MPOTOTUI NPOTECTOBAHO Ha 06MexXeHil BUGiIpLi yyacHuKiB (14 cTyzneH-
TiB, 6 HR-daxiB1iB) Ta 06MexeHOMy po3mipi nakera ceprudikaris (o 100), 10 He BiATBOPIOE HABAHTAKEHHS
MaciTabHOro MPOMHC/I0BOr0 BIPOBA/KEHHS; EKOHOMIYHUM aHasli3 BpaXxoBYE JIMIIe BapTiCTh 6JIOKYEHH-TPaH-
3aKIii 6e3 BUTpPAT Ha PO3pOOKY, MATPUMKY iHGpacTpykTypu IPFS Ta HaB4aHHSA nepcoHasy; oLiHKa 6e3NeKU
KOHTPAKTy 06MeKeHa CTaTUYHUM aHasizoM (Slither, MythX) 6e3 He3a1e)KHOT0 30BHIIIHBOTO AYUTY.

MeToau pociipkeHHs: aHani3 HaykKoBoi Ta TexXHIYHOI JiTepaTypH; NOpPiBHAJBbHUNA aHasi3 6JI0K-
YyeWH-1aTGOpPM; apXiTEKTypHe MPOEKTYBaHHS; PO3POOKa CMApT-KOHTPAKTIB MoBow Solidity; TecTyBaHHS
Ha Ethereum testnet (Sepolia). TeopeTnuHy ocHOBY cTaHOBJATH: Bitcoin Whitepaper (Nakamoto, 2008) [2];
Ethereum Whitepaper (Buterin, 2014) [16]; W3C Verifiable Credentials Data Model 2.0 [12]; cTrangapT IMS
Open Badges 3.0 [13]; Blockcerts v3 specification [14].

[IpakTHYHa 3HAYYLiCTh: PO3pPO6JEHUH CMApT-KOHTPAKT Ta mopTaa Bepudikanii € roToBuM Bifkpu-
TuM pimenHaM (MIT ninensis) gusa yHiBepcutetiB Ta MOOC-nmuiaTdopmM; onvcaHa MeTOA0JIOTis iHTerparil
3 Moodle fo3BoJisie BIpoBaguTH cucTeMy 6e3 Mmogudikanii sapa LMS.

[IpoTtoTun peanizoBano y Buras/i Node.js-cepBicy (Certificate Issuer Service), inTerpoBanoro 3 Moodle;
CMapT-KOHTPAKTY, po3ropHyToro B TecToBil Mepexi Ethereum Sepolia, Ta noprasy Bepudikarii (React SPA).
s TectyBaHHsI 06paHo Mepexy Ethereum Sepolia, a He 6e3nocepeHiil HacTynHuUK Polygon Mumbai - me-
pexy Polygon Amoy, 3 orsisify Ha JoBuIy icTopito cTabiibHOI po6oTH Sepolia Ta mupiry 6a3y JoKyMeHTalii
¥ inctpymeHTiB (Alchemy, Hardhat, MetaMask), 3a BigcyTHOCTI cyTTeBO] pizHuni B noBesinni EVM-cyMicHux
CMapT-KOHTPAKTiB MiXX TeCTOBUMHU MepexxaMu. Mepexy Polygon Mumbai 6ysno 3HATO 3 06C/AyroByBaHHS
y 2024 p. [lna npomMuc0oBOi ekcrtyaTanii pekoMeHAyeThbCst Mepexka Polygon PoS mainnet.

TexHnonoriunuit crek: Solidity 0.8.20 - moBa cmapr-koHTpakTiB; Hardhat - ¢peliMBopk po3pobku Ta
TectyBaHHs; OpenZeppelin 5.0 [18] - 6i6sioTeka nepeBipeHMX KOHTPAKTHUX KOMIIOHEHTIB; ethers.js v6 -
JavaScript-kyieHT As5 B3aeMmozii 3 6s0k4yeitHoM; IPFS (Pinata IPFS API) - 36epiranns JSON-ceptudikaris;
cert-issuer (Python, Blockcerts) - reneparis ceptudikariB y Blockcerts-dpopmari; React 18 + TypeScript -
nopTaJs Beprdikanii.

Pinata IPFS API o6pano 3 orisaay Ha KepoBaHHWM (managed) XoCTUHT 6e3 HeO6XiJHOCTi PO3ropTaHH:
BJIACHOTO BY3J1a, rapaHTOBaHe 3akpimieHHsa ¢ainiB (persistent pinning), BigkpuTy peectparito 3 6e3Kou-
ToBHUM TapudoM Ta po3BuHeHUU REST API #1 TypeScript SDK, cymicHi 3 06paHUM TEXHOJIOTIYHUM CTEKOM.
OcKiJIbKM METOI0 € JIeMOHCTpallisl peasi30BaHOCTI 3apONOHOBAHOI apXiTEKTYPH, a He MPUB’A3Ka /10 KOH-
KpEeTHOro NocTadyaJbHUKA, 6yb-sskuil IPFS pinning-cepsic 3 exBiBasenTHUM dyHKIioHaiom (Web3.Storage,
NFT.Storage) Moxxe 6yTH BUKOPUCTAHHUH SIK piBHOLIiHHA 3aMiHa 6e3 3MiHM apXiTeKTypHu CUCTEMH.

PosropraHHs Ta KoH®Iryparisi cepeioBHIla BUKOHYOTbCS Yyepe3 paiu hardhat.config.ts.

[TopiBHAJIbLHUM aHAJi3 G6JI0KYEeHH-TIIAaTGOPM

Ha ocHOBI aHasi3y TeXHIYHUX XapaKTEPUCTHK, BAPTOCTI po3pO6KHU Ta BIPOBA/KEHHS MTPOBEEHO TOPiB-
HSJIbHUHM aHaJi3 YOTUPbOX MIaTGOPM /1151 OCBITHIX 6J10K4eH-cepTudikatis [16], [19], [5] (Ta6.. 1).

Tabaung 1
IlopiBHAJILHUII aHAi3 6/10KYeiH-NIaTGOPM AJisl OCBITHIX cepTUdikaTiB
Kpurepiit Ethereum (L1) Polygon (L2) Hyperledger Fabric Solana
Tun [ly6siyHUI [ly6siyHui L2 [TpuBaTHuii/KoHcopu,. [ly6siyHUI
BapTicTh TpaH3akijil $0.05-$1 $0.001-%0.01 HysnboBa $0.001
[IponyckHa 3/1aTHICTb 15-30 TPS 2100+ TPS 3000+ TPS 2100 + TPS
JeneHTpasnisanis Jlyxke BUCOKa Bucoka Husbka CepesHsa
3pinicTb/besneka Jly>e BUCOKa Bucoka Bucoka CepepHsa
Blockcerts migTp. Tak Tak (EVM) YacTkoBO Hi
GDPR-BignoBigHicTh CkyagHa CkyagHa 'Hy4ka CkyagHa
PexomeHyeTbca 14 [Ty6.1iuni VC Mass-adoption Kopnopatus/BH3 MikponiaTexi
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Juis mpototuny gaHoi po6otu o6paHo EVM-cymicHui cTek Ha ocHOBI Ethereum (Sepolia testnet g5 pos-
pobxku ¥ TectyBaHHs, Polygon PoS mainnet gy mpomucioBoi ekcryaTtanii) 3 Takux npuduH: EVM-cymic-
HiCTh 103BOJIsIE BUKOpHcTOBYBaTH Solidity Ta Ethereum-incTpymenTu 6e3 3miH; BapTicth Tpansakiii $0.001
Ha Polygon PoS € npuitHATHO HaBiTH Npu BUga4i THCAY cepTUdikaTiB wopivHo; migTpuMka Blockcerts ¢op-
MaTy; AeleHTpaJsisanis Ta ny6siuHa BepudikoBaHicTb, BifcyTHs y Hyperledger; 3pinuii incTpymMeHTapii
(Hardhat, OpenZeppelin, ethers.js).

3. Pe3ysibTaTH i 06roBOpeHHS.

3.1 ApximekmypHe y3200CeHHs He3MIHHOCmI 6/10K4eliHy 3 aumozamu GDPR

GDPR Ta «mpaBo Ha 3a0yTTs» € HAWCKJIA/IHILIMM NTPAaBOBUM acleKTOM GsI0K4elH-cepThdikaTiB. PyHmamMeH-
TaJIbHOIO CYIIEPEYHICTIO € HE3MIHHICTh Gs10K4eiHy (immutable) 3a npupogoto, Tozi sk GDPR ct. 17 rapanTye
paBo Cy6'eKTa Ha BUAJIEHHS CBOIX IIEPCOHAIbHUX JAaHUX. 3apONIOHOBAHE PillleHHs MOJIATAE Y apXiTeKTYPHIH
cemnaparii: y 6Ji0k4eiiH 36epiraerbcs sinine SHA-256 xem sokymeHTa Ta Merkle Root - 11e He € mepcoHaIbHUMU
Janumu 3a GDPR (Commissioner v Google LLC, 2019). ®axTuuHi nepcoHanbHi AaHi (iM's1, email, poto) 36epi-
ratotbes off-chain (IPFS a6o tpaguuifina B/l) Ta MoxkyTb 6yTH Bumanei. [lpu BumanenHi off-chain ganux hash
y G6JIOKUYEHI CTaE «CUPOTOIO» i 6€3 MEPCOHAIBHUX JaHUX He ineHTHdiKye ocoby (puc. 1).

P 2 y: ~,

\ (

Bnokuein (on-chain) Off-chain cxosmwe
He3minHe CxoBMwe IPFS / tpagnuivita BA
SHA-256 xew AoKymeHTa SHA-256() Im's, email, goTo
(<
Merkle Root nakety nepcoHanbHi AaHi

He € NepcoHantHMi AaHiiMy 3a GDPR ) | MOXyTb ByTi B1ganeHi (cr. 17 GDPR)

. d

N e

Mpw BuaanenHi off-chain agannx

¥ew y GnokyeiHi cTae «CupoToro» — He igeHTudikye ocoby

Puc. 1. ApxiTeKTypHa cenapaiisi nepcoHaJIbHUX JaHUX cepTUudikary

CxeMa MOKasye apxiTeKTypHY cemnapaiiiro: y 6;10k4eiHi (on-chain) — Tinbku SHA-256 xem i Merkle Root, siki
He € IepCOHaTbHUMU AaHUMH; B off-chain cxoBuini (IPFS/B/]) — dakTu4Hi mepcoHasbHi AaHi, AOCTYIHI A/ BU-
nmaseHHs 3a cT. 17 GDPR. [Ipu BuganenHi off-chain gaHux xem y 6J10K4eiHi 3a/IMIIAETHCS, ajie 6e3 MPUB’SI3KH [0
0COOH CTa€E «CUPOTOIO» — i caMe Iie 3HIMA€E CyNepeyHiCTh Mi>k He3MiHHICTIO GJIOKYEHHY Ta MPaBOM Ha 3a0yTTs.

3.2 Modes1b po1b08020 KOHMPOJ/110 docmyny 015 KOHCOpYiyMHoOi eudaui

Cmaprt-koHTpakT CertificateRegistry po3po6JieHo 3a mpuHLIKMIIOM MiHIMa/nbHOCTI: 36epirae Juiie Ti AaHi,
110 HeoOXiAHI A Bepudikariii, Ta He 36epirae nepcoHaJbHUX JAaHUX CTYAEHTIB (BiamoBigHicTb GDPR). Apxi-
TeKTypHUH natepH: Registry Pattern i3 Access Control yepe3 OpenZeppelin.

BukopucranHs OpenZeppelin AccessControl 3a6e3neuye rHy4dkKe ympaBJiHHSI POJIIMU: YHiBEpCHUTET
(ISSUER_ROLE) moxe BuziaBatu ceptudikaty; aaminicrpatop (DEFAULT_ADMIN_ROLE) kepye ciuckoMm yHi-
BepcHUTeTiB-BUAaBLIB. Lle 103BoJs€ MOGYIyBaTH KOHCOPIIYMHY MO/IeJIb: OJUH CMapT-KOHTPAKT 06CJIYyTOBYE
BCi YHIBEpPCUTETH-TIAPTHEPH 3 PO3MEKYBAHHSAM MPaAB JOCTYIY.

3.3 Peanizayisi cmapm-koumpakmy CertificateRegistry

CucTreMa CKJIQJIAa€ThCS 3 YOTUPHOX KJIIOYOBUX KOMIIOHEHTIB, B3aEMO/Iisl IKUX peasli3ye MOBHUH I[UKJI «BU-
Java - 36epiranHs - Bepudikalis» nudppoux ceptudikatis (puc. 2).

KommnoHneHT 1: Certificate Issuer Service (Node.js). InTerpyerbcss 3 LMS 4yepe3 REST API. ®yHkuii: oTpu-
MaHHsI JJaHUX PO 3aBeplleHHs Kypcy; reHepanis JSON-LD Blockcerts mokymenTty; o6uucienHsi SHA-256
Xellly; TaKeTHa opraHisanisa yepe3 Merkle Tree; BUKJIUK cMapT-KOHTpakKTy aJs 3anucy Merkle Root; dpopmy-
BaHH# Ta mignuc ¢iHanpHoro JSON-ceptudikara. KomnonenT 2: Smart Contract (Solidity na Sepolia/Poligon).
[ly6sivHuii HeaMiHHUMA peectp Merkle Roots BumaHux makeTiB ceptudikari; ¢yHKIii issueBatch, revoke,
isValid, getlssuerInfo. KomnonenT 3: Certificate Storage. IPFS (InterPlanetary File System) pssi 36epiranus
JSON-daiiniB cepTudikaTiB: meneHTpasi3oBaHe, MocTiiiHe, KepoBaHe CID-igeHTHdiKaTOpaMu; CTyJeHT OTpH-
mye IPFS CID Ta Moke 3aBX/JU 3aBaHTaXXUTHU CBil cepTUdikaT. KommoneHT 4: Verification Portal (React SPA).
[ly6siuHunit Be6-caliT Bepudikauii: nepetsaryBanHs JSON-daitny (drag-and-drop), gasi Big6yBaeTbcsl mpakTHY-
HO MUTTEBA NepeBipKa yepe3 GJI0KYeiH Ta Bijo6pakeHHS pe3yJIbTaTy.
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'S N
/ =
KomnonenT 2 - Smart Contract KomnonenT 3 - Certificate Storage
Solidity, Polygon IPFS
\ \
N 4

KomnowenT 4 - Verification Portal
React SPA

Puc. 2. KoOMnioHeHTH apXiTeKTypHu cUCTeMHU BuJadi ceptudikatin

[locnigoBHa fiarpama (puc. 3) mokasye MOBHUM LUKJA Bujadi ceptudikata: LMS Hajacusiae mofito,
Certificate Issuer Service ¢opmye JOKYMeHT i Xellye HOro, HaKONMU4YYE MaKeT Ta BUKJIUKaE issueBatch()
y Smart Contract (ogHa Sepolia/Polygon-Tpansakuis), nicjisg nporo 3aBaHTaxye ¢aitiv Ha IPFS i oTpumye
CID, octaTo4HO HaJicUJIa€ CTYAeHTY email 3 mocuysaHHAM Ha cepTUdiKaT.

LMS Cerlificate Issuer Service ‘ Smart Confract IPFS Crynent

noaiA course_completed (user_id, course_id, score, date)
T

hopmye JSON-LD Blockcerts,
ofuncnioe SHA-256, nonae Ao batch
1

pa3 Ha aexb abo 3a 100 ceprwdukaTie:
obuucnioe Merkle Root

issueBatch{Merkle Root)

NigTRERIH (Pokb

HHA TPEH
sapauTamye JSON-tainu capTudpikatia

s |

email 3 nocunaxqam Ha CID Ta PDF-eepcico

LMS Cerlificate Issuer Service Smarl Coniract [ IPFS Crynent

Puc. 3. llukia Bujgaui ceprudikara

HactynHa piarpama (puc. 4) nokasye notik Bepudikauii: ctygeHT/nepeBipsounii nepetsarye J]SON-daiin
y Verification Portal, moptasn o6uuciatoe SHA-256 Ta Merkle-gokas, masi Bif6yBaeThcs 3BepHeHHs A0 Smart
Contract gyepes isValid() Ta getlssuerInfo(), 3a morpe6u gomaTkoBo 3Bipsie gokyMeHT 3 IPFS 3a CID Ta Bifo-
Oparkae pe3y/IbTaT MepeBipKU KOPUCTYBAYY.

Butpatu rasy pasa BUkJMKy issueBatch (maxer 3i 100 ceprudikarin) y mepexi Sepolia cTaHOBAATD NpH-
6sim3Ho 120 000 gas [17]; 3a uminu 30 Gwei nie Bigmosizae 0,0036 ETH, a6o npu6susuo $5,99 3a nmaker 3i
100 ceprudikaris (3a kypcom ETH $1 663,67 cranom Ha 5 yepBHst 2026 p.; (mxepeso: Fortune, «Current price
of Ethereum for June 5, 2026», fortune.com/article/price-of-ethereum-06-05-2026), To6To $0,06 3a oxuu
ceprudikat. Ockinbku kypc ETH € BucokoBosatuiabHuM (mpotsiroM 2025-2026 pp. KoJMBaBcs Bifj 6JM3bKO
$1 660 1o maiixe $4 950), HaBeeHa [0JIapOBA OIiHKA € OPIEHTOBHOO /IS 3a3HAYEHOI JaTH KOHBEepTallii; camMa
KiTbKicTb ouHUIB Ta3y (120 000) 3auiaeThcs CTablIbHUM, He3a/IeXKHUM BiJil pPHHKOBOTO KYPCY ITOKa3HUKOM.

Besneka cMapT-KOHTPaKTy NOTpeGye 0CO6GJMBOI yBaru: MOMUJIKHA Y KOZi CMapT-KOHTPAKTy HE3BOPOT-
Hi Ta MOXYTb NPU3BECTHU [0 BTPATHU KOLITIB a60 KoMmpomeTalil peecTpy. PeKoMeHZ0BaHUMHU 3aX0JaMHU
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Oe3rneku € ayauT KoAy 4depe3 MythX a6o Slither (aBToMaTuuHuU aHasi3 BpasuBoCTel); reentrancy guard
(3 OpenZeppelin ReentrancyGuard); nepeBipka arithmetic overflow (Solidity 0.8+ Mae B6yoBaHUI 3aXHUCT);
upgradeable proxy pattern /11 MOXX/JTUBOCTi BUNTPABJIEHHSI KPUTHUYHUX IIOMHUJIOK 6€3 BTPATH JaHUX.

CryneHT | nepesipawHui Verification Portal Smart Contract IPFS

nepetarye JSON-chaiin cepTudikata

Lo =

oBuucnioe SHA-256 daiiny
Ta Merkle-nokas

isValid(hash, Merkle proof)

peaynerart (valid / revoked [ unknown)
R

getlssuerinfo()

Y

iHthopmMauis npo Buaasus

inanasiov akTyanhHoc”Cpa“ny]

3anuT CID poKyMeHT

Y

nigTeepaxeHHA signosigHocTi

BinoGpaxeHHA peaynsTaTy Nepesipku

Leereemereraeesnesneenoseensensetmentaeemeasesresane !

CTyaeHT / nepesipaumii Verification Portal Smart Contract IPFS

Puc. 4. IIpoueaypa nepeBipku ceprudikara

Macmra6oBaHicTb € OCHOBHOW Tpob6sieMoto Layer 1 (Ethereum) gy MacoBoro BuAaBaHHSI cepTUdi-
KaTiB BHACJIi/JOK 06MeKeHOi MPOIyCcKHOI 3jaTHOCTI Ta HecTabisbHOCTI gas fees. Pimenns: Polygon 3 nonag,
2 100 TPS craHoM Ha mo4yaTok 2026 p. mic/is OHOBJIEHHST Mepeski Ta BapTicTio TpaHsakiii ~$0.001; makeTHUI
migxig Blockcerts (TeopeTudHo fo3Bosisie o 1 TpaHsaknii Ha 1000 cepTudikaTiB); 6€3KOIITOBHE YUTAHHSA
MyOJIIYHOTO CTaHy CMapT-KOHTPaKTy (on-chain data yutaetrbcs 6e3komToBHO). [Ipu Bugadi 10 000 ceptudi-
KaTiB Ha pik BapTicTb Polygon-Tpansakuiii He nepeBuiiye $0,10, 110 € IKOM IPUAHATHUM [JIs1 YHIBEPCH-
TETCHKOTO OIOJ[KETY.

3.4 Memoduka inmezpayii 3 LMS Moodle

InTerparnis CepBica Bugaui ceptudikatiB 3 Moodle peasnisyeTbcs dyepes ZiBa mapasiesibHi MeXaHi3MU: MO/Ii-
eBuil (Moodle Webhooks), 3a sikoro cepBic orpumye HTTP POST-3anuT npu 3aBepliieHHi Kypcy, Ta pe3epBHUHN
(REST API polling 3 nepioanyHicTIO pa3 Ha TOAUHY) [/ BUSIBJIEHHs MPOMYIEHUX NMo/il. Po3pobieHui mia-
rid local_blockchain_certs 3a6e3mneuye Heo6XifHi iHTEepdelCHI KOMIIOHEHTH Ha 6OIli CTyAeHTa (3amuT cepTUdi-
KaTa) Ta agMiHicTpaTopa (MOHITOPUHI CTaTyCy BUJAAHUX cepTUdiKaTiB y 6J0k4eiiHi). Jasa MOOC-mwiaTdopm
(Open edX, Coursera) aHasioriqyHa iHTerpatlisi peasiisyeTbcs yepe3 BianoBiaHi APl 6e3 3MiHU 3araibHOI JIOTIKH.

InTerpanisa 3 LTI 1.3 [21] mo3Bossie BOyayBaTH mopTasa Bepuodikamii sk LTI-iHCTpyMeHT 6e3mocepeiHbO
B inTepdeiic Moodle, Hajaroun CTyIEHTY JOCTYII [0 Nepervisly ¥ MoMKUpeHHs cepTUdikaTa 6e3 mepexoay Ha
30BHILIHIN CAlT, 1110 3HMKYE 6ap’ep A/ MPAKTUYHOTO BUKOPUCTAHHSA 6JI0KYeH-cepTUiKaTiB.

[TopTan Bepudikamii — my6iyHuN 3acTocyHOK Ha React (SPA) - mo3Bosisie 6yab-KOMy, 30KpeMa po6oTo-
JIaBIII0 YU YHIBEpPCUTETY, IepeBipuTHu cepTudikat 6e3 peectpalii Ta 6e3 3BepHeHHs 0 BUAABIIs, MiATPUMY-
09U KiJibKa CIoco6iB 3aBaHTaXkeHHs JokyMmeHTa (daiia, IPFS CID, QR-kox). Bepuodikamis Ha 601 KJieHTa
BKJIIOYa€ o64yrcaeHHs: SHA-256-xemy noKyMeHTa, nepeBipKy Merkle-/1oka3y BiamoBijHOCTI Xely nmakeTy Ta
3BepHEHHS 10 CMapT-KOHTPaKTYy (contract.isValid) a1 migTBepAKeHHS CTATyCy NakeTa ¥ BijoOpaskeHHS pe-
3yJIbTaTy KOPHUCTYBaYeBi.

3.5 TecmyeaHHsA npomomuny ma eKOHOMi4Ha oyiHKa

TecTyBaHHS NPOTOTHUITY MPOBOAMIIOCS HA TPHOX PiBHSX: Unit-TecTyBaHHA cMapT-KoHTpakTy (Hardhat), ynxkui-
OHaJIbHE TeCTYBaHHs (TeCcToBa Meperka Sepolia) Ta KOpHCTyBalbKe TeCTyBaHHSA 3a y4acTio cTyaeHTiB i HR-daxiBuib.
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Unit-TecTyBaHHSI CMapT-KOHTPAKTY. /[l mepeBipKH KOpPEKTHOCTI QYHKLiOHYBaHHS CMapT-KOHTPAKTy
po3pobsieHo HaGip i3 15 TecT-KeliciB Ha 6a3i pperiMmBopKy Hardhat, 110 oxoniwi0Th Taki KaTeropii:

- ¢yHKLioHa/bHA KOPEKTHICTb — BU/jaya nakeTa cepTudikaris Ta 36epexkeHHs1 Merkle Root, Bepudikariist Hasis-
HUX i mizipo6sieHnx cepTrdikaTiB, KOPEKTHE BiJKJIMKaHHS cepTrUdikaTa, 06po6Ka NakeTiB rPaHUYHOTO po3Mipy;

- KOHTPOJIb AOCTYNy — O6MeXXeHHSI BUKJIHMKY NMpHUBiIedoBaHUX QYHKIIN JsiniIe A/ 006/JiKOBUX 3aluCiB
3 poJuto ISSUER_ROLE, kopekTHe npu3Ha4YeHHA Ta BiAKJIMKaHHA poJied aiMiHICTpaTOpoOM;

- CTiMKicTb 10 aTak - BigXWyieHHS MOBTOPHOI BHJA4Yi HAasBHOrO NakeTta cepTudikaTiB (replay-aTtaka),
KOpeKTHa 06po6Ka 3BEpHEHD /10 HeiCHY04YMX cepTUiKaTiB;

- KOPEKTHICTb MOJil KOHTPAKTY - nepeBipka napameTpiB noziit Batchlssued Ta CertRevoked.

Yci 15 TectiB npoieHo ycmimHo. AHasi3 BUTpAT ra3y Mokasas, 110 BUKJIUK QyHKIil BUAadi makeTa cep-
TudikaTiB (issueBatch) macurtabyerbcs JiHIHHO BiJHOCHO KiMbKOCTI cepTHdikaTiB y makeTi (mIpuGJIU3HO
89 000 gas g ogHoro ceptudikara, 120 000 gas auis makeTa 3i 100 ceprudikatis, mpupict *313 gas Ha cep-
Tudikar), Tozi Ak Bepuodikanis (isValid) sk read-dyHK1Lisg BUKOHYETbCS 6€3 BUTpAT rasy.

dynkuioHabHe TecTyBaHHSA (Sepolia). ¥ TectoBiit Mepexi Sepolia mpoBeseHo Hackpi3He (end-to-end) TecTy-
BaHHs: BUAAHO 14 TecToBuUX cepTUiKaTiB BUIYCKHUKAM TeCTOBOro Kypcy Moodle (o ogHOMy cepTudikary Ha
CTyzieHTa); 3AilcHeHOo Bepudikariiro Bcix 14 ceptudikariB yepe3 nopran (100 % ycninmHux nepeBipok); nepesi-
peHo po3nizHaBaHHS mifpo6seHoro PDF-ceptudikara (mopran kopekTHo moBepHyB craTyc «INVALID»); nepe-
BipeHO BiK/IMKaHHA cepTUdikaTa 3 MoJabIIOI MOBTOPHOIO Bepudikaljeto (ctatyc 3MiHuBcst Ha «REVOKED»).
Yac Bepudikanii oxHoro ceprudikata - Bif 3aBaHTaKeHHSI Qailly A0 OTPUMaHHS Pe3yJbTaTy — CTAaHOBUB
1,2-2,8 cexyH/ 1 3asexHo Bif yacy Bianoizni RPC-mpoBaiizepa (tab.. 2). JogaTkoBo npoBeseHo UX-TecTyBaHHS
3 rpynoto 3 6 HR-daxiBuis, siki 3xificHioBaniu Bepudikarito ceprudikaris 63 nonepesHbOro iHCTPyKTaxKy.

Tabaung 2
Pe3y/sbTaTH TECTYBaHHA NPOTOTUINY GJI0KYelH-cepTUdiKaTiB
Tect O4iKkyBaHUI pe3y/bTaT daKTUYHUN pe3y/IbTaT Crartyc
Unit: issueBatch(100) Merkle Root y koHTpakTi Merkle Root 3anucaHo PASS
Unit: isValid(valid) true true (0 gas) PASS
Unit: isValid(fake hash) false false PASS
Unit: revoke+isValid false micsia revoke false PASS
E2E: Buzaua 14 ceptud. Yci 14 y 610k4elini 14 ceptudikatis, 1 TpaH3akis PASS
E2E: Bepudikarnis jierit. VALID + nani VALID, 1.4 c cepesHe PASS
E2E: Bepudikanis nigpo6xu INVALID INVALID PASS
Moodle-niaris: KHonka Bujiaua nicsig 3aBepuieHHs Cepruodikar + email3a 5 ¢ PASS
UX: HR-daxiBui (n=6) Bepudikauis < 3 xB CepenHe 1,8 XB 6€3 iIHCTpyKTaxKy PASS

KopucryBaripke TecTyBaHHS BiZj0yBaIoCs 32 HACTYITHOIO METOAUKOI0: 14 CTy/IeHTIB MiJIOTHOTO KypCy, 1110 3aBep-
IIMJIM HAaBYAHHS Ta OTPUMaJIM NPaBO Ha cepTUdiKaT, BUKOHAJIM TOC/IiJOBHICTb /il — oTpUMaHHA cepTudikara de-
pes kHonKy B Moodle, o3HaliomMsieHHs 3 oTpuManuMu MaTtepiasamu (IPFS CID, PDF-Bepcist), caMmocTiiiHe nmommpeHHs
MMOCHJIAaHHS Ha cepTUIKAT yMOBHOMY POGOTO/IABIIIO Ta CAMOCTilHA BepudiKallisi BJacHOro ceptudikaTa yepes mop-
TaJt. [lic/ist BUKOHAHHS 3aBAaHb YYaCHUKH 3a0BHUIN onuTyBaJbHUK SUS (System Usability Scale) (Ta6ur. 3).

Tao6auug 3
Pe3y/1bTaTH CTYA€HTCHKOI'0 TECTYBaHHS
Tect OuiKkyBaHMIi pe3yabTaT daKkTUYHUN pe3y/IbTaT Crartyc
OTpuMaHHs cepTUdikaTa yepes Ceprudikar BHAAETLCA
p P p aBTOMAaTHUYHO TicJis 3aBepuieHHss | 14/14 (100 %), cepeaniii yac 4,8 ¢ PASS
KHONKy B Moodle
Kypcy
CaMOC_TmHe MOLIMPEHHS YenimHe NOWHKPEHHs 6e3 13/14 (x93 %) PASS
ceprrdikaTa po60TO/ABIIIO CTOPOHHBOI JJONIOMOTH
CamocrTiitHa Bepudikanis
BJIacHOTO cepTudikaTa yepes YcnimwHa Bepudikanis < 3 xB 14/14 (100 %), cepenne 1,5 xB PASS
HnopTasl
3aBaHTaxkeHHa PDF-Bepcii . .
- YcnimHe 3aBaHTakeHHs dalty 13/14 (=93 %) PASS
ceptudikata
[TokasHUK y Mexax Jianasony,
3pyuHicTb BukopuctanHs (SUS) | migTBep/pKeHOro aHAJOTIYHUMU 78,3/100 piBeHb «106pE» PASS
cucteMamu (76-89)
ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 49



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

Po3mip Bubipku (n=14) BianoBizae TunoBuM BUGipKaM y MOAIOGHUX JOCIiP)KEHHAX: TECTYBaHHS [l€LieH-
TpasizoBaHux cucteM cepTrudikanii B [24] Ta [28] oxonoBaso 12 ta 10 kopucTyBauiB BianoBigHO (Tab1. 4).

Tabauus 4
IlopiBHAHHA NoKa3HMKIB SUS 3 ony6/1ikOBaHMMM A0C/IiAP)KEHHSMHU aHAJIOTIYHUX CUCTEM
(aHasoriuHa 61106(22]1;111{/1-):(;?;;:% ceprudikanii) SUS / moxasuuk 103a61ii BuGipka
JleneHtpasnizoBana cuctema ceptudikariB Ha TRON [24] 76,67 / 100 12 y4acHUKIB
Trusted Achievement Record (Ethereum) [26] 77,1 /100 He BKa3aHO OKpeMo
Certifichain (Hyperledger Fabric + QR) [27] 89 /100 He BKa3aHO OKpeMo
MyJIbTI/IKeUIZCOBuﬁ aH_aU]is_nepeBar Ul: 78 %; 6(331'[&1(3 JlaHUX 10 yuacuukin
6J10KYeH-cepTUdikaTiB [28] 6s10Kk4eitHy: 82 %
CertificateRegistry (cTygenTH) 78,3 /100 14 yyacHUKIB
CertificateRegistry (HR-¢axiBui) 82,5 /100 6 y4aCHUKIB

Pesysnbrat 1o ckopodeHHI0 4acy Bepudikauii. HesanexxHe focnifkeHHs Ha MeJUYHUX cTygeHTax VCOM
(n=23) kisbKicHO MiATBEPMIKYE, 110 MepexiJ Ha 60KYeHH-Bepudikallito pauKaJbHO CKOPOYYE Yac miaTBep-
JDKEHHS OCBITHIX JOKYMEHTIB: y TpaAuLiiHil cucTteMi cepesHiit yac Bepudikarii craHoBuB 111 214 cekyHf,
(30,9 roguuu) npotu 14 cexynp y 6aox4eiiH/NFT-cucremi (p<0,01) [25]. Lie migTBepaKye 3arasibHUM Ha-
npsM i mopsok epekTy ckopodeHHs dacy (1,5 xB ass ctyneHTis, 1,8 xB fy1a HR-¢axiBuis) nopiBHsHO 3 Tpa-
IuliiHoI0 Bepudikamieto aumnioma (3-7 gHiB).

TecTyBaHHs 3a ydacTio HR-daxiBijiB. ¥ Mexxax KOpHCTyBalbKOro TeCcTyBaHHA 3a y4acTio HR-¢axiBuis
6 pekpyTepiB oTpuMasu Habip i3 5 gocToBipHUX Ta 3 nmifpob6aeHux cepTudikaTiB (y popmaTtax PDF i JSON)
6e3 rornepesAHbOrO MMOBiJOMJIEHHS NMPO IXHIM TUII i Mau 3aBJJaHHS NePEBIpUTH KOXKEH JJOKYMeHT. be3 BHKo-
pucTaHHs 6JI0KYeHH-IHCTPYMEeHTy peKpyTepH MpaBuJbHO ileHTUdiKyBanu 66,7 % nigpobok (12 3 18), Toxi
[K 3a fjonoMorom noprany Bepudikanii - 100 % (BusBieHo Bci 18 nmigpo6ok). CepeiHil yac nepeBipku oa-
Horo cepTudikaTa yepes noprasa cTaHOBUB 1,8 XBUJIMHMU, BK/IIOYHO 3 03HAOMJIeHHAM 3 iHTepdeiicom. [lo-
Ka3HHUK 3PY4YHOCTI BUKOpUCTaHHA nopTany (System Usability Scale, SUS) cknaB 82,5 3i 100 6asiB, 1o Bigmo-
Bifilae piBHIO «106pe».

ExoHOMIYHMI aHAaJi3 MOKa3ye, 0 AJs CepeJHbOTOo VHiBepcuTeTy, skuid Bugae 5 000 ceprudikaTiB Ha
pik, BapTicTb TpaH3sakiit y Mmepesxi Polygon PoS craHoBuTHMe npu6sn3Ho $0,05 Ha pik 3a makeTHOro mij-
xoay (50 Tpansakuiii mo $0,001 koxkHa, mo 100 ceprudikariB Ha maket). [ MOpiBHAHHS: TpajuIliiiHa Be-
pudikanis aunioma dyepes yHiBepcuTeT 3aiiMae 3-7 AHIB i cynmpoBOKYEThCA a/IMiHICTpaTUBHUMH BUTpa-
Tamu B po3mipi $50-200; komepuiiiHi cepBicu Bepudikauii (Digitary, Parchment) komryiors $2-5 3a oaHy
nepeBipky. BiokdelH-miaxia nepeg6ayae oJHOpa3oBi BUTPATH Ha PO3po6Ky Ta posropTaHHs Big $3 000
(3a ymMOBH BJIacHOI YHiBepCHUTETCHKOI KOMaHJM PO3POGHUKIB), TOAI K MOTOYHI eKcIIyaTaliiHi BUTpaTH
€ IPaKTUYHO HYJIbOBUMH.

4. BUCHOBKWU. Y pe3ysbTaTi JOCTi/P)KeHHS po3p0o6JIeHO apXiTEKTYPHY MO/ie/Ib Ta peasi3oBaHO MPOTOTHUI
KOHCOpIiyMHOI cucTeMHU GJ0K4YeHH-cepTUdikanii, mo y3romkye He3MiHHICTb peecTpy 3 BuMoramMu GDPR.
OTpuMaHi pe3y/bTaTH Bi/INOBial0Th NOCTaBJIEHUM 33/ia4yaM, 110 J03B0JIsI€ CHOPMY/IIOBATH TaKi BUCHOBKHU.

1. CucTeMaTH30BaHO MiAXOAU 10 Y3TO/PKeHHSI He3MIHHOCTi 6JI0KYelHy 3 MpaBOM Ha BUJAJIEHHS Mepco-
Ha/IbHUX JIaHUX Ta OGIPYHTOBAHO apXiTEKTYypPHUN MaTepH IX PO3B’sI3aHHS: ¥ peecTpi 36epiraeTbcsi BUKJIIOY-
Ho SHA-256-xem fjokymeHnTa Ta Merkle Root nmakeTra ceptudikatis, ToAi K NepcoHabHi JaHi po3MiLyOTh-
cs off-chain i mignsraroTe BuAaseHHo 3a 3anuToM. Ha BiaMiHy Bif npoaHasnizoBaHuX mxeped, sKi 3rafiyloTh
koHOUTKT 3 GDPR feksapaTuBHO, 3alIpONIOHOBAHUM MiJAXi/ Ja€ TeXHIYHO MepeBiprOBaHUM pe3ysbTaT: BUIA-
JieHHd off-chain 3amucy nepeTBOpIOE Xell HAa «CUPOTY», 1[0 He ifeHTUdiKye ocoby, 36epirarouu BogHOYAC IIi-
JIicHICTB ycboro JyiaHiora Merkle-okasis.

2. Po3po6sieHO Mozie/ib POJIbOBOTO KOHTPOJIIO JOCTYIY JAJIsS KOHCOPIIIYMHOTO ClieHapiro BUAadi cepTudi-
kaTiB Ha ocHoBi OpenZeppelin AccessControl 3 po3mexyBanHsaM poJieit ISSUER_ROLE Ta DEFAULT_ADMIN_
ROLE. Ha BiaMiHy Bij npoaHaJ/i30BaHUX OJJHO-BU/ABLIEBUX CUCTEM, Jie apXiTEKTypa po3paxoBaHa Ha €AMHOTO
BU/IABIld, 3allPOIIOHOBAaHA MOJIeNb JJ03BOJISIE OAHOMY cMapT-KOoHTpakTy CertificateRegistry o6cnyroByBaTu
HeoOMeXeHy KiJIbKiCTb He3aleXXKHUX YHIBEPCUTETIB-BU/ABIB Y MeXaX CIiJIbHOTO PeECTpy, 6e3nocepeHbO
3aKpHBalO4M NPOraJMHy HU3bKOI B3a€EMOCYMicHOCTI, 3adikcoBaHy B cHCTEMaTUYHOMY OTJIs/li JIiTepaTypH.

3. CmpoekToBaHO Ta peasnizoBaHO cMapT-KoHTpakT CertificateRegistry, mo noesnye GDPR-cymicHicTb
(BucHOBOK 1) Ta KOHCOpLiyMHHUH AocTyn (BUCHOBOK 2) B €JMHIN MiHiMasbHIHM apxiTekTypi peectpy Merkle
Roots. KonTpakT nokpuTo 15 unit-Tectamy, yci TeCTM BUKOHAHO YCHIIIHO; BapTicTh BUKJUKY issueBatch cra-
HoBUTbH 89 000 gas 3a oauH ceprudikar i 120 000 gas 3a makeT 3i 100 (313 gas Ha cepTudikarT), o0 HA
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Mmepexi Polygon PoS Bignoeizae $0,00001 3a ceprudikar. lle miaTBepAKye MpakKTUIHY MPUAATHICTD 3aMpo-
MTOHOBAHOI apXiTEKTypH /Jis MaCOBOTO BUKOPHUCTAHHS 6€3 CyTTEBHX HAKJIAJHUX BUTPAT MOPIBHAHO 3 MiHi-
MaJIiCTUYHILIUMU OZHO-BU/IaBLIEBUMHU PilIeHHAMMHU.

4. Po3po6sieHO MeTOMKY iHTerpauii cepsicy Buzpaui ceptudikatis 3 LMS Moodle Ha Tpbox piBHAX: mofi-
eBUM kaHas1 yepe3 Moodle Webhooks, pesepBauii kanan uepe3 REST API polling Ta BOynoByBaHHs mopTasty
Bepuodikauii B inTepderic LMS uyepes cranmapt LTI 1.3. Ha Biaminy Bizg ctanmaptiB W3C VC Ta Blockcerts,
AKi 3a/IMLIal0Th NopTas Bepudikariil i301pb0BaHUM 3aCTOCYHKOM 6e3 BU3HAaUYeHOI MEeTOAMKH iHTerpauii 3 KoH-
kpeTHOol LMS, 3anponioHoBaHe pillleHHs J]a€ Bi/[TBOPIOBaHY, TOTOBY /0 BIPOBa/PKEHHS KOHirypamito (mia-
rin local_blockchain_certs), mo nigTBepmxeHo GyHKIiOHaIBHUM TECTYBAaHHSIM: aBTOMAaTHUYHA BH/la4ya CEPTH-
¢dikarTa cTyJleHTy NpoTsaroM 5 ceKyH/ micss noaii course_completed.

5. [IpoBesieHO TecTyBaHHSI MPOTOTUIY HA TPhOX PiBHAX (unit-, pyHKIioHAaIbHE HA Mepexi Sepolia, Ko-
pHUCTyBanbKe) Ta OLiHEHO €KOHOMIYHY JOLi/NbHICTh pilleHHA. Pe3ysnbraTv miaTBepAUaIN QYHKLiOHA/NIbHY
edextuBHicTb: 100 % ycnimua Bepudikanisa 14 neritumMuux ceptrudikaTiB; 3pocTaHHA TOYHOCTI BUSBJIEHHS
nigpo6ok HR-daxiBusmu 3 66,7% 1o 100% npu BukopucTaHHi nopTtany Bepudikanii; nokasHUK 3pyIHOCTI
Bukopucrtanusa SUS 82,5/100. EkoHoMiuHM# aHas1i3 moKa3as, 1o s yHiBepcuTeTy 3 5000 cepTudikaTiB Ha
pik BapTicTb TpaH3akuil y Mepexi Polygon PoS cranoBuTume npubusno $0,05 Ha piK, 1[0 Ha TOPSIAKY HIK-
4e 3a KOMepliitHi anbTepHaTrBy Bepudikauii ($2-5 3a oy nepeBipky).

[lepciekTUBU TOAAJMBIINX JOCTIPKEeHb MOJATAOTh B iHTerpamnii po3spob6JsieHoi Mogesi 3 European
Blockchain Services Infrastructure (EBSI) gsis mixkHapogHOTO BU3HaHHS cepTudikaTiB y EC, peasnizanii Zero-
Knowledge Proofs guia Bepudikauii dakty orpumanHs ceptudikara 6€3 po3KpUTTS NEPCOHATBHUX JJaHUX,
a takox nigrpumui W3C Verifiable Presentations /151 BUGipKOBOro po3kpuTTs aTpubyTiB cepTudikara.

KoH@iKT iHTepeciB. ABTOPH A€K/IapyIOTh, 110 He MAaIOTh KOHQJIIKTY iHTepeciB CTOCOBHO JaHOTO J0CJIi-
JDKeHHs, B TOMYy YMCJIi GiHAHCOBOTO, 0COOMCTICHOTO XapaKTepy, aBTOPCTBA YH {HIIOT0 XapaKTepy, 0 Mir 6u
BIJIMHYTH Ha J,0CJiP)KEeHHA Ta HOro pe3yJbTaTH, Npe/CcTaBJ/IeHi B JaHil CTaTTi.

dinaHcyBaHHs. [locaipKeHHs npoBoAuiocs 6e3 GpiHaHCOBOI MiATPUMKH.

JocTtynHicTb JaHMX. PyKonyc He Ma€ NOB’I3aHUX IaHUX.

BukopucTaHHS 3aC06iB IITYYHOTO iHTEJ/IEKTY. ABTOPH MiJATBEP/KYIOTh, 1110 HE BUKOPHUCTOBYBAJIH TEX-
HOJIOTIi IITYYHOTO iHTEJIEKTY NPY CTBOPEHH] Mpe/iCTaBJIeHOI pOOGOTH.

BHecok aBTOpiB. OsieHa HeMKoBa: KoHIenTyasisanisi, po3po6ka [13, Basigalis, HanmMcaHHS YepHETKH;
ApTeM AXeKsiH: METO/0JI0Tis], J0CII/I)KEHHS1, peJlaryBaHHs, BidyaJiizanis.
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A COMPROMISE-TOLERANT CROSS-LAYER RESILIENCE CONTROLLER ARCHITECTURE
AND AN EQUAL-BUDGET BENCHMARK FOR PROGRAMMABLE NETWORKS

Dmytro Prokopovych-Tkachenko

APXITEKTYPA MDKPIBHEBOIO KOHTPOJIEPA KIBEPCTIHKOCTI, CTIHKOro J0 KOMIIPOMETALII,
TA IIOPIBHA/IBHE OLIIHIOBAHHA 3A PIBHOI'O PECYPCHOI'O BIO/PKETY /11 IPOTPAMOBAHUX MEPEXK

A. L. [Ipokonosuu-TkaueHKo

Abstract

This study defines a compromise-tolerant cross-layer resilience controller for programmable networks, combining a
programmable data plane, federated control, provenance-aware state estimation, a digital twin, a formal policy shield, bounded
local fallback, and deterministic reconciliation. BO-B8 were evaluated in a synthetic flow-level event-driven model under equal 16-
vCPU, 32-GiB, and 1-Gbit/s budgets, nine scenarios, six scales, and 50 paired seeds. At 10* B7 produced mission loss of 0,061 versus
0,155 for B6, recovery of 21,6 versus 30,9 s, and goodput of 78,0% versus 69,4%. The mean paired relative estimator was 57,9%
(95% bootstrap interval, 57,0-58,9%), whereas the ratio of displayed aggregate means was 60,6%; these answer different
questions. Under controller compromise, B7 retained Qmin=0,668. The 250-ms p99 limit was first exceeded at 25,000. Conclusions
are bounded by the synthetic model, parameterization, resource accounting, scenarios, and trust assumptions.

Key words: programmable networks, cyber resilience, controller compromise, federated control, digital twin, equal-budget
benchmark.

AHoTanisa

3anponoHosaHo pedhepeHmHy apXimekmypy MixcpieHego20 koHmposepa Kibepcmitikocmi 0451 Npo2pamMoB8aHUX Mepedi.
BoHa noedHye npoepamosaHuil piseHb daHux, hedepamueHe Kepy8aHHS, OYIHIOBAHHS CMAHY 3 YPAXYB8AHHAM NOX00HCEHHS 00-
Kasis, yugposuli d8itiHuk, popmanbHull 3aXUcHUll KOHMYP, 10KA/IbHE pe3epey8aHHs ma demepMiHosaHe y3200ceHHs. BO-B8
OYiHeHo y cCuHmemuyHill nomokogitll noditiHili Modei 3a 00Hakosozo 6todxcemy 16 vCPU, 32 GiB i 1 Gbit/s, des’amu cyeHapiis,
wecmu macwmaéie i 50 napHux nouamkosux sHaverv. 3a 10* B7 ompumana miciiini smpamu 0,061 npomu 0,155 da5 B6, uac
gidnossaenHs1 21,6 npomu 30,9 c i goodput 78,0% npomu 69,4%. CepedHiti napruti eidnocHutl epekm cmarosus 57,9% (95%
6ymcmpen-inmepean 57,0-58,9%), modi sik 8ioHoweHHs azpe2osaHux cepedHix dopieHtoe 60,6%; ye pi3Hi oyiHku. 3a komMnpo-
Memayii koumposiepa Qmin B7 cmanosuia 0,668. Mescy p99=250 mc ynepuwie nepesuujero npu 25 000. BucHogku obmedxceHi
CUHMEMUYHO MOOJe/110, NapamMempu3ayiero, pecypcHUM 064IKOM, CYeHapiamMu ma 008IpuuUMU NPUNywWeHHIMU.

Kawuosi caoea: npoepamosani mepesici, kibepcmilikicms, komnpomemayisi kKoHmpoJepa, gedepamusHe KepyeaHHs,
yugposull dsiliHuk, pisHull pecypcHuli 6rodxcem.

1. Introduction. Software-defined networking (SDN) separates decision logic from packet forwarding,
making behaviour programmable, observable, and rapidly reconfigurable [1]. P4, eBPF/XDP, and network
function virtualization extend enforcement to switches, hosts, gateways, and service chains [2-4]. These
mechanisms coordinate detection, routing, isolation, rekeying, and degraded operation, but they also concen-
trate authority in controllers, telemetry services, and policy stores.

Replication improves availability but does not ensure that replicated decisions are trustworthy or
safe. Controller compromise, forged messages, stale state, and malicious applications remain systemic
SDN risks [5]; fault-tolerant execution addresses consistency but not the provenance and authority of a de-
cision [6]. Digital twins can forecast cross-domain effects [7,8], and time-dependent service curves capture
resilience better than static availability [9]. Secure placement and integrity auditing add reusable mechanisms
[10, 11], yet prior work does not specify how service should continue when the controller, evidence stream, or
policy bundle is partly compromised.

RQ1 asks whether a reference controller can preserve bounded mission service during controller partition
or compromise without producing unauthorized cross-layer actions. RQ2 asks whether provenance verifica-
tion, prediction, formal shielding, local fallback, and reconciliation remain useful when every configuration re-
ceives the same compute, memory, bandwidth, workload, traces, seeds, and time. The contribution is a refer-
ence architecture with four operational planes plus two cross-cutting rails, a compromise-tolerant federation
protocol, and a B0-B8 equal-budget benchmark. Claims are limited to the controlled synthetic model.

The aim of this study is to specify a compromise-tolerant cross-layer resilience controller architecture for pro-
grammable networks and evaluate its ability to preserve bounded mission service during controller partition or
compromise while respecting authorization and safety constraints within an equal-budget synthetic benchmark.

The research objectives are to define the controller’s operational planes, trust boundaries, federation, local
fallback, and reconciliation mechanisms; formalize provenance-aware state estimation and constrained action
selection supported by a digital twin and a policy shield; establish a common maximum resource envelope,
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threat scenarios, outcome metrics, and paired comparison procedure for configurations B0-B8; and assess
mission outcomes, safety, resource costs, and scaling limits, including the contributions of individual mecha-
nisms through ablation analysis. These objectives link the architectural specification and evaluation methods
to the reported results within the stated scope of the synthetic model.

2. Materials and methods

2.1. Architecture and trust boundaries. The design follows the anticipate-withstand-recover-adapt logic
of systems-security engineering and explicit authorization from Zero Trust [12, 13]. Ethernet, managed Wi-Fi,
and 5G are treated as distinct profiles; 5G roles, QUIC and Multipath TCP continuity, signed build provenance,
survivable updates, and software bills of materials are composed under common evidence and authority con-
tracts [14-19]. Requirements include plane separation, explicit trust boundaries, tolerance of one compro-
mised controller replica or collector class, bounded local survival, deterministic reconciliation, safe reversible
action, clean deployment, and equal resource budgets.

Table 1
Plane responsibilities and authority boundaries
Plane/rail State and role Authorized output Forbidden shortcut
Packets, queues, links; P4/ Forwarding and local Identity or global-policy
Data A
eBPF enforcement authorization
Federated control Topology, intents, chains, SDN/NFV actions; local Unauther}tlcated evidence;
epochs fallback shield bypass
Evidence/state Collectors, clqcks, provenance, State estlmgte and Direct enforcement
estimator uncertainty
Decision Twin, optimizer, policy, shield Approved rever51}) leaction or Direct forwarding writes
abstention
Identity/session Identity, keys_, tokens, Authorize, rekey, revoke, sign | Treat authentication as health
attestation
Ops. SIEM/SOAR, NDR, SOC/NOC, Case, approval, override, Invoke unregistered actuators
audit export

TB-1 separates decision generation from actuation: data-plane agents accept only signed, time-bounded
commands within their domain. TB-2 separates evidence construction from policy selection: urgency cannot
relabel stale, dependent, or inconsistent observations as trustworthy. The federated plane uses monotonic ep-
ochs, attested voting weights, signed health claims, and deterministic action identifiers. Quorum for domain d
is valid only when attested weight reaches its threshold and participating epochs differ by at most one:

q.(t)=1=a,(t)y, ZQd/\[maxei—m_inei]Sl. (1)
ieCy ! !

Here a;(t) denotes an eligible attested replica, v; its voting weight, Q4 the threshold, and ei its epoch. Loss of
quorum freezes policy expansion and activates pre-authorized local actions with finite time-to-live, resource
caps, and rollback points. Divergent members are quarantined; rejoining domains accept newer signed ep-
ochs, reject stale actions, merge conflict-free effects, and retain unexplained effects for review.

Controller Federation: Normal Operation, Suspected Compromise, Local Fallback, and Reconciliation

e s
Federated normal i i ack i Quarantine

signed event log
+ monotonic epg
validated state forensic isolation
checkpoint

sS4
Deterministic reconciliation

Invariant set: local po!Eies are pr ‘horized and TTL-k no stale epoch may overwrite a newer state; reconciliation is idempotent; unsafe actions a% rejected or escalated.

Fig. 1. Federation states and authority limits during partition, quarantine, local fallback,
and reconciliation. Source: authors’ model
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2.2. State estimation and safe action selection. Each evidence record identifies source, role, measured
and received time, clock uncertainty, epoch, software and policy version, integrity proof, provenance path, se-
mantic relation, and action outcome. A valid signature is not equated with physical truth: a signed report may
still contradict independent route, queue, transport, or application behaviour. The robust estimate is

8(t) = argmsin{llp(s) +B I Lysly+y Is—s™ 113}, (2)

where the bounded residual limits extreme observations, L, penalizes cross-layer inconsistency, and s- is the
prior or digital-twin prediction. The estimator exposes uncertainty and may abstain when alignment, prove-
nance, or model coverage is insufficient. Mission quality Q,,(t) is normalized relative to the required service
level, and the primary outcome is the weighted area of degradation:

1 T
L, :;J‘Zwm[l*Qm(t)]dt. (3)
omeM
Candidate policies minimize expected mission loss plus decision-time, reconfiguration, overhead, and safe-
ty terms, subject to explicit safety, authorization, stability, and budget constraints:

n* =argminE[ L, (n)+,J, + 1], + %], + 2], |, (4)

gsafe(ﬂ:)so’ gauth (TC)=1, gsmb(ﬂ:)so’
Ibudget (Tr,) <0. (5)

The digital twin forecasts candidate effects but cannot authorize them. Immediately before enforcement,
the shield checks authorization, capacity, stability, ownership, session continuity, blast radius, and rollback.
If a candidate fails, the previous policy may be reused only if it also satisfies the current invariants; other-
wise the controller abstains. Autonomous authority is limited to observation and reversible actions. Mission-
significant or irreversible change requires separate approval. Covered critical services must satisfy the
bounded-degradation condition

Qm (t) 2 sate T;'ecover (Qm 2 qtarget ) < RTOm . (6)

Identity is evaluated for each subject-resource-action tuple. Replicas, collectors, policy services, opera-
tors, workloads, and data-plane agents have distinct least-privilege roles; short-lived credentials, attestation
where available, and separation of duties prevent one credential from both creating evidence and approving
a high-impact response. Rekeying and revocation are modeled as service transitions because abrupt revoca-
tion can destroy session continuity. SIEM/SOAR and network detection exchange normalized evidence and ac-
tion requests through a broker, but cannot send arbitrary switch or kernel commands. Deployable units carry
signed digests, dependency graphs, policy bundles, build attestations, and SBOM fields linked to source, tool-
chain, base image, and version [17-19].

2.3. Threat model and benchmark scenarios. The adversary may compromise one controller replica, one
collector class, selected hosts or gateways, a route-advertising component, or a software/configuration arti-
fact; delay, replay, reorder, or forge telemetry; inject plausible false reports; partition controllers; and coor-
dinate effects across layers. Simultaneous compromise of all trust roots or the required federation threshold,
ASIC faults, and destruction of every communication path are outside the model.

AN

Table 2

Attack and failure catalog
ID Scenario Primary property
RP Route poisoning/blackhole Path trust; convergence; safe reroute
DF DDoS plus flash crowd Admission fairness; goodput; recovery
CP Controller partition Local fallback; reconciliation
CC Controller compromise Quarantine; quorum; effect detection
CD Clock/telemetry deception Alignment; provenance; robust fusion
TS TCP/QUIC stress Transport control; path diversity
KR Key/session compromise Rekey/revoke without service collapse
PC Policy conflict/oscillation Shield; hysteresis; no loops
SC Supply-chain/config defect Attestation; canary; rollback; SBOM
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Seven hard invariants govern every run: 11 authorization; 12 epoch monotonicity; 13 bounded blast radius;
14 finite-TTL reversibility; I5 absence of recursive control loops; 16 scenario-specific bounded service degra-
dation; and 7 linkage of evidence, estimate, forecast, alternatives, constraints, action, acknowledgement, ef-
fect, and rollback by action ID. A hard-invariant failure is reported separately and cannot be offset by a favour-
able average score.

2.4. Equal-budget design and statistics. Evaluation uses a controlled flow-level event-driven model, not
vendor hardware or a production deployment. Each run lasts 120 s; the disturbance begins at 10 s. Nine sce-
narios use 50 paired seeds at 10%, 103, 10*, 2.5x10%, 5x10% and 10° flows/devices. All configurations share
the same maximum resource envelope:

b(B,)=b,=[16,32,1,120,D,T,S], V. (7

The vector fixes 16 vCPU, 32 GiB RAM, a shared 1-Gbit/s management link, 120 s, identical demand D,
traces T, and seeds S. Unused capacity is recorded; B7 cannot exceed the envelope. Every run starts from
an empty state store with pinned manifests, fixed thresholds, a demand file, scenario file, and seed file; no
learned state is reused.

Table 3
Equal-budget configurations
ID Configuration Capability and deliberate omission
BO Standard stack Native timeouts; no resilience controller
B1 Strong single layer Scenario-specific IDS/ACL; no cross-layer state
B2 Zero Trust + SIEM/SOAR Identity/playbooks; no twin or adaptive control
B3 Rule-based SDN/NFV Static failover; centralized deterministic rules
B4 Routing/multipath Path diversity; no session/app coordination
B5 Central optimizer Complete telemetry; weak local fallback
B6 Distributed policies Fast local survival; weak global coordination
B7 Full controller Federation, provenance, twin, shield, fallback, reconcile
B8 Ablations Separate variants omit provenance, twin, shield, or fallback

Clean deployment is part of the comparison. The harness verifies the signed manifest and SBOM, starts
management services, instantiates the data-plane profile, waits for readiness, injects the fixed disturbance,
archives raw logs and action records, and then destroys the environment. Empty state stores and pinned com-
ponent digests prevent warm-state reuse or baseline-specific tuning. Public artifacts exclude real addresses,
keys, production topologies, and sensitive detection rules.

Primary outcomes are normalized mission loss and bounded degradation; secondary outcomes include
minimum quality, recovery, weighted goodput, tail latency, CPU, RAM, management traffic, rollback, and mod-

eled unsafe actions. The predeclared scale knee is
N*=min{N:d, >D,,, vimy > M, }, (8)

with p99 decision latency dy, CPU cy, RAM my, D,,,,=250 ms, U,,,,=85%, and M,,,,=85% of 32 GiB. Common
random numbers pair workload and disturbance variation. Relative mission-loss effects are computed within
each scenario-seed pair:

v| ey>U

max

1 < Ly(B,sk)-L,(B7,5k)
5, = _ 9
CEKE T LBk ©)

The reported 95% interval uses 10,000 paired bootstrap resamples. Deadline failures, rollback failures,
unsafe actions, and negative comparisons remain in the data. The interval quantifies repeated variability
within the synthetic model, not uncertainty over all real networks; run-level reproduction should also exam-
ine scenario-stratified or hierarchical resampling.

3. Results and discussion.

3.1. Conformance and aggregate performance. The model instantiated four operational planes and the
identity/session and operations rails. Each B7 actuation traversed an evidence gate, estimator, constrained
decision, and shield. B7 passed the implemented requirements, and no modeled unsafe action occurred
in 2,700 runs. This is internal conformance to the implemented specification, conditional on its invariants,
roots of trust, event equations, and scenario coverage; it is not an independent security proof. The audit chain
linked evidence, uncertainty, predictions, rejected alternatives, TTL, observed effect, and rollback.
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Table 4
Aggregate results at 10* flows/devices (nine scenarios; 50 paired seeds)
Cfg. LM Recovery, s Goodput, % Quin p99, ms Rollback, %
BO 0.376 62.3 50.9 0.165 2374 87.1
B1 0.302 49.1 57.0 0.221 700 88.7
B2 0.280 50.8 59.1 0.274 1044 92.2
B3 0.256 46.9 61.2 0.323 233 93.8
B4 0.223 38.2 64.0 0.352 188 92.0
B5 0.233 49.7 63.6 0.416 339 96.0
B6 0.155 30.9 69.4 0.464 162 92.0
B7 0.061 21.6 78.0 0.686 228 98.9

At 10% B7 improved mission outcomes relative to B6 but used 63.1% CPU and 14.3 GiB RAM versus
41.1% and 9.2 GiB. The mean paired relative loss reduction was 57.9% (reported 95% bootstrap interval,
57.0-58.9%). In contrast, the ratio of displayed aggregate means, (0.155-0.061)/0.155, is 60.6%. The paired
estimator gives equal weight to within-pair relative effects; the ratio compares two aggregate means. They an-
swer different questions, and the interval is conditional on the implemented resampling and model.

3.2. Compromise, scale, and operational trade-offs. The largest modeled advantage occurred under con-
troller compromise. B7 produced mission loss 0.073, Qmin=0.668, and recovery 27.0 s, versus 0.215, 0.328,
and 37.5 s for B6 and 0.679, 0.106, and 127.3 s for B5. Under controller partition, B7 achieved loss 0.048,
Qmin=0.717, recovery 19.2 s, and 100% bounded degradation; B6 achieved 0.093, 0.563, 22.9 s, and 98%. These
differences match the modeled roles of quarantine, bounded local authority, and reconciliation. The advantage
was smaller for transport stress, where established path mechanisms were already effective. B4 and B6 also
used fewer resources and often decided faster, so the full stack is not optimal for every single-domain network.

Controller-Compromise Trajectories: Centralized Collapse versus Local Fallback

1.0

Mission quality Q(t)

w—— B3 = B6 compromise onset
— B5 — BT === bounded-degradation floor
0.0 T T T T T 1
0 20 40 60 80 100 120

Time (s)

Fig. 2. Representative mission-quality trajectories under controller compromise
at 10* flows/devices. Source: authors’ model

Table 5
Controller partition and compromise at 10* flows/devices
Scenario Cfg. LM Qumin Recovery, s Bounded, %
CP B3 0.323 0.259 68.1 0
CP B5 0.426 0.214 92.9 0
CP B6 0.093 0.563 22.9 98
CP B7 0.048 0.717 19.2 100
CC B3 0.530 0.109 95.0 0
CC B5 0.679 0.106 127.3 0
CC B6 0.215 0.328 37.5 2
cC B7 0.073 0.668 27.0 100
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B7 stayed below the 250-ms p99 decision limit through 10* The first evaluated violation occurred at
25,000 (252 ms), followed by 278 ms at 50,000 and 358 ms at 100,000. CPU reached 85.7% at 100,000; RAM
was 22.0 GiB. Combined control and telemetry traffic reached 205.8 Mbit/s, below the nominal 1-Gbit/s link.
Tail decision latency, not bandwidth exhaustion, was the first binding constraint.

Scale Envelope of the Full Controller

(a) Decision latency (b) Compute saturation (c) Management-plane traffic
350 o ~® PS5O —@= control J
| pos 100 1 - telemetry y
=~ po9
~== 250 ms deadline
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Fig. 3. B7 scale envelope; the p99 decision deadline is crossed before the common compute
and link budgets are exhausted. Source: authors’ model

Table 6
B7 scale results aggregated over nine scenarios
Flows/devices p99, ms CPU, % RAM, GiB Ctrl+tel, Mbit/s LM

100 138 41.1 8.0 22.0 0.051
1,000 173 50.4 10.5 46.6 0.054
10,000 228 63.1 14.3 98.3 0.061
25,000 252 68.9 16.1 131.8 0.065
50,000 278 73.1 17.4 164.5 0.068
100,000 358 85.7 22.0 205.8 0.076

The knee is a reference envelope for the stated model and budget, not a universal capacity limit. A large
deployment would need domain sharding, lower-cardinality telemetry, cached local policies, and global co-
ordination reserved for cross-domain events. Faster hardware may move the knee upward; constrained
gateways or dynamic radio networks may move it downward. At small and medium scale, B4 is rational for
path-dominated risk and B6 for partition tolerance with safely pre-authorized local actions.

At 10* control and telemetry contributed 50.2 and 48.1 Mbit/s; at 10° they reached 101.0 and
104.8 Mbit/s. Although the combined load remained below 1 Gbit/s, consuming more than one fifth of a
shared management path may compete with recovery traffic. Storage is limited through aggregation, reten-
tion classes, and signed manifests: public audit records retain hashes, summaries, decisions, and non-sensi-
tive metrics, whereas restricted evidence follows the minimum approved retention period. Energy values are
accounting-model outputs rather than physical measurements.

3.3. Ablations and validity. Ablations separated the mechanisms’ roles. Removing provenance gates
raised mission loss to 0.111. Removing the twin raised loss to 0.109 and recovery to 27.4 s while reducing
p99 to 192 ms and CPU to 52.5%. Removing the shield admitted eight modeled unsafe actions in 450 runs and
lowered rollback success to 87.8%. Removing local fallback raised loss to 0.167 and recovery to 45.1 s and re-
duced bounded degradation to 76.2%.

Table 7
B8 ablation results at 10* flows/devices
Variant LM Rec., s p99, ms Unsf. Rollb., % Bound., %
B7 0.061 21.6 228 0 98.9 100.0
B8-E 0.111 24.4 210 0 97.6 100.0
B8-T 0.109 27.4 192 0 99.1 100.0
B8-S 0.088 25.5 215 8 87.8 98.0
B8-F 0.167 45.1 241 0 98.9 76.2
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The components therefore trade distinct assurances: provenance supports evidence trust, the twin im-
proves prediction at a latency cost, the shield protects action safety, and fallback preserves service under par-
tition. The eight B8-S violations also show why average mission loss cannot absorb a hard safety outcome.

All quantitative findings are model-bounded. The study used synthetic traces, flow-level event equations,
normalized service weights, and model-based resource and energy accounting; it did not execute hardware-
in-the-loop or validate vendor P4/eBPF, SDN/NFV, Wi-Fi, or 5G systems. Results depend on weights, thresh-
olds, recovery functions, and the assumption that independent trust roots and the federation threshold are
not jointly compromised. The clean build demonstrates reproducibility only within the controlled bundle.
Zero modeled unsafe actions for B7 does not prove the absence of unknown states. Independent code review,
release of run-level data and seeds, hardware-in-the-loop validation, sector calibration, and external replica-
tion are required before operational claims.

Deployment should progress from observe-only monitoring to decision support, guarded reversible ac-
tions, federated fallback, and only then conditional cross-domain autonomy. Advancement requires measured
evidence quality, stable invariants, rollback testing, and explicit authority. Shared-mode compromise of a trust
root, a systematically wrong twin, or a mis-specified invariant can still defeat several planes; a schema migra-
tion that loses monotonic epochs or action IDs can also make reconciliation non-deterministic. These residual
risks belong in the deployment profile rather than being hidden by the aggregate score.

4. Conclusions. A compromise-tolerant controller was specified around explicit trust boundaries, prove-
nance-aware evidence, constrained decisions, bounded local fallback, and deterministic reconciliation. Under
equal modeled budgets at 10*, B7 improved mission loss, recovery, goodput, and minimum service quality rel-
ative to B6 while using more compute, memory, and decision time. The paired relative mission-loss estimator
was 57.9%, whereas the ratio of displayed means was 60.6%; both are reported because they summarize the
data differently.

The benchmark also identified limits: p99 first exceeded 250 ms at 25,000, and simpler baselines re-
mained preferable in some single-domain or latency-sensitive conditions. Ablations exposed distinct safety,
prediction, provenance, and local-survivability trade-offs within the synthetic model. The contribution is a
bounded reference architecture and evaluation method, not proof of universal field effectiveness. Future work
should publish a frozen reproducibility package, use hierarchical inference, validate real controller and da-
ta-plane implementations, perform hardware-in-the-loop tests, and obtain independent replication.
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OPTIMIZATION OF LORAWAN GATEWAY PLACEMENT IN WASTE CONTAINER MONITORING SYSTEMS
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OITHMI3ALIIA POSMIIJEHHA LORAWAN GATEWAY Y CHCTEMAX MOHITOPHHTY KOHTEHHEPIB BI/IXO/|IB
3 YPAXYBAHHAM MEXAHI3MY ADR
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Abstract

This article examines the placement of LoRaWAN gateways for urban waste-container monitoring. The practical question
is straightforward: how can a city obtain stable telemetry from many battery-powered container nodes without installing more
gateways than are actually needed? In many planning schemes the answer is reduced to geometric coverage. Such a reduction
is unsafe for this application, because the radio channel is affected by the morphology of the district, the type and position of the
container, additional shielding losses, and the way in which the Adaptive Data Rate (ADR) mechanism reacts to RSSI and SNR at
node locations. The paper therefore proposes a placement method in which coverage, service quality, average spreading factor,
node energy consumption and the number of gateways are treated jointly in one objective function. The formulation is adapted
to waste-container monitoring, including above-ground and underground bins, irregular node distribution, heterogeneous
urban development and the requirement for reliable telemetry delivery. In this interpretation, gateway placement is not only
a question of drawing a coverage radius on a map; it is also a question of creating channel conditions in which ADR can move
a significant share of nodes to more economical transmission modes without losing communication reliability. The proposed
approach can be used to reduce unnecessary LoRaWAN infrastructure, justify installation points and improve the operation of
smart waste management systems in urban areas.

Key words: LoRaWAN, smart waste management, gateway, ADR, network coverage, IoT, waste container, LPWAN.

AHoTanis

Y cmammi po3aasinymo 3adayy onmumizayii poamiujennss LORaWAN gateway y micbkux cucmemax MOHimopuHzy koHmeti-
Hepie 8i0x00i8. AkmyanbHicmb 00CAI0HCEHHS 3yM08/1eHa HeobXidHicmio nobydosu eHepzoedpekmusHoi ma mMacumabosaHoi
inppacmpykmypu smart waste management, 30amHoi 3a6e3neyumu cmabinbHy nepedayy mesemempuvHux 0aHux eid eeau-
Kol Kiibkocmi ceHCOpHUX 8y3.118 3a MIHIMA/bHO ModxcAUBOl Kinbkocmi gateway. [lokazaHo, wjo mpaduyiliHuti nioxid do naauy-
eaHHs1 LoRaWAN-mepedic, 3acHosaHull Auwle HA 30HI 20MeMpPU4HO20 NOKPUMMS, He 8PAXO0BYE 8NAUS MICbKO20 cepedosuuyd,
muny KoHmeliHepis, ymos padionowupeHHst ma ocobaugocmetl po6omu mexaHizmy Adaptive Data Rate. BcmanosseHo, wjo ADR
€ wmamuum incmpymenmom LoRaWAN das adanmayii napamempie nepedasaHus 0o ymMo8 KaHa.1y, 00HAK lio2o epekmugHicmb
6e3nocepedHbo 3a/1excUMsb 810 NPOCMOpPo80o20 po3Mauly8axHs gateway ma gakmuyHux 3HaveHb RSSI i SNRy moukax ecmaHos-
JIeHHs1 KiHyesux gy3.ie. Ha yiti ocHogi 3anponoHosaHo mMemod onmumizayii kinekocmi ma koopduHam gateway, sikutl NOEOHYe
Kpumepii nokpummsl, skocmi 06c1y208ys8aHHs, cepedHbozo spreading factor, enepeosumpam 8y3.ie i kinbkocmi gateway y edu-
HY yinvogy ¢yHkyito. Ocobaugicmio hioxody € 8paxy8anHs cneyugiku cucmem MoHimopuHzay koHmeliHepie 8idxodis, 30kpema
HasigHoCMi Ha3eMHUX i nid3eMHUX KoHmMetiHepis, HeoOHOpiOHocmi 3a6y 008U, HePIBHOMIPHOCMI PO3MAULY8AHHS 8Y3/1i8 MA 8UMO2
do 2apanmosaHoi docmasku daHuX. 3anponoHo8aHull Memod dae 3Mo2y po32aa0amu po3miujeHHs gateway He auule sk 3adaqy
npocmopogozo nokpummsl, a sk 3adayy 3a6e3neyeHHs MaKux yMoe kamaJy, 3a skux ADR nepegodumb 6inbuicmos gy3.1i8.y 6i1bul
eHepzoeeKmueHi pexcumu nepedasaHHs 6e3 nozipuieHHs HadiliHocmi 36°3Ky. [[pakmuyHa YyiHHicms po60mu noisi2ae y Moxc-
Ausocmi 3meHuleHHs Hadauwkosocmi LoRaWAN-iHgpacmpykmypu, 06rpyHmMo8aHo20 subopy movok 6CmaHo8/1eHHs gateway
ma nidsuweHHs egpekmusHocmi PyHKYiIOHY8aHHA smart waste management cucmem y Micbkomy cepedosuuyi.

Kawuosi caosa: LoRaWAN, smart waste management, gateway, ADR, nokpumms mepedici, 0T, konmeiinep g8idxodis,
LPWAN.

1. Introduction. Municipal services are increasingly being transferred to digital monitoring and decision-
support platforms. Waste collection is one of the clearest examples: fill-level sensors installed in containers
make it possible to adjust collection routes, avoid overflow, reduce unnecessary vehicle runs and improve the
sanitary condition of urban areas. For this class of tasks, LPWAN technologies are attractive because the nodes
usually send small packets, work from batteries and remain in fixed positions for a long time. LoRaWAN is
widely used in such conditions, as it combines long-range communication with low energy consumption and a
relatively simple deployment model. [1; 2]

Field trials and experimental studies show that LoRaWAN can be used for waste-container monitoring in
real cities. Nevertheless, they also show that the quality of the radio link is not determined by distance alone.

© Rozhkov H. O., Klymenko I. A., 2026
BY CTraTTA NOLIMPIOETHCA HA yMOBax JineHsii Bigkpurtoro goctyny CC BY 4.0

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 61




Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

A container placed below ground level, a metal lid, dense building blocks or a low gateway mounting point
may change the link budget more strongly than the nominal range of the technology suggests. For this reason,
gateway placement based only on an assumed coverage radius may lead either to unstable data transmission
or to redundant infrastructure [3; 4].

The issue becomes more important when ADR is taken into account. In favorable radio conditions ADR can
reduce the spreading factor, shorten packet airtime, decrease transmission energy and increase the practical
capacity of the network. However, ADR works effectively only when the node has a sufficient channel margin.
Thus, the placement of gateways should be formulated not merely as a coverage task, but as the creation of
radio conditions under which most waste-container nodes can operate in efficient ADR modes [5; 6].

Analysis of Recent Research and Publications. The available literature may be grouped into several
lines of work. One line studies LoRaWAN as a communication technology for smart-city and loT applications,
with attention to range, throughput, energy consumption and robustness. A second line focuses on smart
waste management, including fill-level sensing, collection logistics and data acquisition from distributed
containers. A third line deals with LoRaWAN gateway placement and increasingly uses multicriteria or
metaheuristic optimization procedures [3-5; 7; 8].

These lines of research, however, are often only loosely connected. Papers on waste monitoring usually
give more attention to the sensor unit or route optimization, while gateway placement is described rather
generally. In contrast, many placement studies use an abstract network model and do not explicitly include
the properties of waste-container systems: underground bins, local shielding, differences between container
materials and the uneven spatial distribution of the nodes [3; 4].

The ADR-related studies are also relevant for the present work because they demonstrate the influence
of adaptive data-rate control on packet delivery and battery use. Yet ADR is rarely introduced as a criterion
during the spatial planning of a LoRaWAN network for waste-container monitoring. This leaves a practical
and methodological gap: gateway locations should be evaluated together with the expected ADR behavior of
the end nodes, rather than after the placement problem has already been solved [6].

Purpose and Objectives of the Study. The purpose of this paper is to develop a method for selecting
LoRaWAN gateway locations in waste-container monitoring systems while explicitly considering the ADR
mechanism. The intended result is a configuration that limits the number of gateways but still provides the
required quality of telemetry transmission.

To reach this purpose, the study solves the following tasks: analysis of LoRaWAN use in smart waste
management; identification of the main factors that determine link quality between container nodes and
gateways in an urban environment; justification of ADR consideration at the planning stage; formulation of
a mathematical model for comparing gateway configurations; construction of an objective function that
combines infrastructure cost, service quality and energy-related indicators; and description of a procedure
for determining the number and coordinates of gateways for this class of systems.

2. Materials and methods of research. The object of the study is the LoRaWAN infrastructure of
the urban waste container monitoring system, in particular the interaction of container sensor nodes
with the gateway under different radio propagation conditions and the operation of the Adaptive Data
Rate mechanism. The subject of the study is the methodological principles for choosing the number and
coordinates of LoRaWAN gateways, taking into account channel quality indicators, energy efficiency of end
nodes and requirements for guaranteed delivery of telemetric data.

The main hypothesis of the study is that the placement of the gateway, optimized not only by the criterion
of geometric coverage, but also by the expected values of RSSI, SNR, spreading factor, packet delivery ratio and
energy consumption of nodes, provides better conditions for the operation of ADR and allows to increase the
functional efficiency of the LoRaWAN network without an unjustified increase in the number of gateways.

The following assumptions are made in the work: container sensor nodes are considered stationary; the
coordinates of containers and candidate gateway installation points are known or can be obtained from the city
GIS database; the frequency of uplink message transmission is specified; the impact of seasonal environmental
changes, temporary interference, and short-term radio channel fluctuations is taken into account in a
generalized manner through a margin in signal level and additional losses for complex container types.

The adopted simplifications include: using an aggregated model of signal propagation loss; representing
the impact of underground or partially shielded containers through an additional attenuation coefficient;
evaluating the ADR mode based on predicted RSSI and SNR values without modifying the standard LoRaWAN
protocol; considering ADR downlink commands as an auxiliary mechanism for setting transmission
parameters without detailed modeling of network server queues.

The study was performed as a computational and analytical modeling. At the first stage, a set of container
nodes was formed with coordinates, container type, building conditions, and expected data transmission
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intensity. At the second stage, a set of candidate gateway installation points was specified, taking into account
the installation height, power availability, network connectivity, and engineering constraints on equipment
placement.

The theoretical basis of the study was the methods of radio planning of LPWAN networks, multi-criteria
optimization, comparative analysis of alternative configurations and formalization of objective functions.
For each pair «container node - gateway» signal losses, expected RSSI and SNR values were estimated, after
which the gateway with the best reception conditions was determined and the possible operation mode of the
node was predicted using the ADR mechanism.

The software implementation of the algorithmic part provides for the possibility of using Python, MATLAB,
Julia or GIS-oriented environments with geoprocessing modules. Within the framework of this article, the
software is considered as a tool for reproducing calculation procedures: enumerating permissible gateway
configurations, calculating network quality criteria and selecting the option with the minimum value of the
integral objective function.

This section provides only the initial methodological provisions, assumptions, simplifications and
the procedure for conducting the study. Quantitative results, comparison of configurations, graphical
dependencies and their interpretation are presented in the following sections of the article, since it is there
that the solutions to the tasks set in the work are reflected.

Main Body of the Study

1. Features of the Operating Environment of Waste Container Monitoring Systems.

Unlike many IoT networks with more freely distributed end devices, a waste-container monitoring system
is tied to municipal infrastructure. Container locations depend on building density, the street network, the
organization of collection routes and the rules for arranging container sites. The radio channel is further
affected by the bin material, installation depth, wall and lid construction, nearby buildings, vegetation and
other local obstacles [3; 8].

Underground containers and partially shielded metal bins create the most difficult radio conditions.
A node located close to a gateway may still have a poor link if the antenna is screened by the container body
or by the surrounding structure. Conversely, an above-ground plastic bin at a larger distance may provide a
better signal. Another practical feature is the nonuniform load: some containers generate telemetry more
frequently because they fill faster, and this increases the importance of stable communication and sufficient
network capacity [3; 8].

Container sensors
(fill level uplink | LORGWAN | |p/ ethernet Network server
temperatu're gateway | ' ADR / control smart waste

lid status) ADR downlink

Fig. 1. Generalized architecture of a LoRaWAN-based waste container monitoring system

Figure 1 summarizes the data flow in a LoRaWAN-based waste monitoring system. The sensor node sends
telemetry through one or more gateways to the network server and then to the analytical module. Control
messages, including ADR-related downlink commands, return through the same communication chain.
Therefore, the choice of gateway positions affects not only radio coverage but also the ability of the system to
manage transmission parameters and maintain a stable monitoring process.

2. The Role of ADR in Improving LoRaWAN Network Efficiency

In LoRaWAN, ADR adjusts transmission parameters according to the observed channel state. This is
especially useful for stationary container nodes: once the channel is sufficiently stable, the network server
may assign a lower spreading factor and, where appropriate, reduce transmit power. The practical effects are
shorter airtime, lower energy consumption and a smaller load on the radio channel [5; 6].

Poor gateway placement cannot be corrected by ADR alone. If many nodes remain in low-SNR areas, the
network has to keep them in more robust but less economical modes. This increases the average spreading
factor and accelerates battery discharge. For that reason, this study treats ADR not as a protocol to be
modified, but as an indicator of whether the spatial configuration of gateways is technically successful [5; 7].

3. Formalization of the Gateway Placement Problem

Consider an urban district with n waste containers, each represented by a LoRaWAN end node. The set
of containers is denoted by B={b1,b2,...bn}. For every element of this set, the coordinates, container type,
surrounding urban conditions and expected transmission intensity are specified. The possible gateway

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 63



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

locations form the set G={gl,g2,.,gm}; for each candidate point, coordinates, installation height and
infrastructural restrictions are known.

For every container-gateway pair, path loss is evaluated with regard to distance, urban morphology,
gateway height and additional losses introduced by the container type. In this way, the model shifts from a
simplified coverage-radius description to an engineering estimate of the expected channel parameters.

Lij = Lpath(dij, ci, hj) + Lcont(ti) (D
RSSIij = Ptx + Gtx + er - Lij (2)
SNR;; = RSSI;; - N, (3)

For each container, the gateway with the best predicted reception conditions is then assigned as the active
one. This assignment is important because it determines the likely operating mode of the node after ADR
decisions are made.

j*(i) = arg max SNRij, jeG* 4)

4. Consideration of ADR in the Model
To include ADR behavior in the model, each node is assigned a predicted operating mode. This mode is
described through a function that links RSSI and SNR to the probable spreading factor.

SFi = f(SNRi, RSSIi) (5)

SF=(1/n) X SF, (6)

A lower average spreading factor means shorter packet airtime and, in most operating scenarios, lower
transmission energy and better network scalability. For this reason, the average spreading factor is used as
one of the key criteria when comparing gateway configurations.

5. Evaluation of Energy Consumption and Quality of Service

For waste-container monitoring, sensor autonomy is a critical engineering requirement. In most
deployments the node is battery-powered, so the energy used for measurement, local processing and radio
transmission must be controlled. Among these components, transmission energy is the most sensitive to the
ADR-selected mode [2; 4].

Ei = Esense,i + Eproc,i + Etx,i (7
Eui=N;-e(SF;, Py, 1) (8)

E=(1/n) X E 9)

PDR = N,.ey / Neent (10)

Q= (1/n) £I(SNR = SNR,;, A SF < SF,., A PDR, = PDR,;,) (11)

The indicator Q describes the share of containers for which the minimum acceptable telemetry conditions
are satisfied. It prevents a formal situation in which a node is counted as covered although its packet delivery,
SNR or spreading factor is unsuitable for reliable operation.

6. Objective Function of Optimization

An integral objective function is used to compare gateway configurations. It combines infrastructure
complexity, communication reliability, ADR-related operating mode and the expected energy consumption of
the sensor network.

] = aNgw + BSF + y(1 - PDR) + 8E + u(1 - Q) (12)

Minimizing ] means searching for a configuration that avoids unnecessary gateways, keeps packet delivery
at an acceptable level, reduces the average spreading factor and preserves node autonomy. This differs from
traditional planning, where the coverage indicator usually dominates the decision [7; 9].

Figure 2 gives a simple interpretation of this compromise. Adding gateways may reduce the average
spreading factor and improve the conditions for ADR operation, but the gain decreases after a certain point.
The optimization problem is therefore not to install the maximum possible number of gateways, but to find
the point at which service quality and infrastructure cost are balanced [7].
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Influence of gateway count on network efficiency
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Fig. 2. llustration of the influence of the number of gateways on the average spreading factor
and network efficiency

7. Formal Algorithm for Determining the Optimal Gateway Configuration

The proposed procedure can be implemented as a sequence of engineering steps. First, data are collected on
container coordinates, container types and local urban conditions. Next, a list of possible gateway mounting points
is formed; only points that satisfy height, power-supply and installation constraints are kept [5].

For each node-gateway pair, the channel parameters are estimated. The best gateway is selected for
every node, the expected ADR mode is predicted, and the quality indicators of the whole configuration are
calculated. The admissible configuration with the smallest value of the integral criterion ] is then selected.

-

Input urban data
(container locations,
container types,
building density)

L&

¥

Form candidate
gateway points
Y
Estimate channel
parameters RSSI/SNR
h
Predict ADR mode
and quality metrics

J L

A 4

Compute objective
function J

A 4

Select optimal
gateway configuration

- v <

Deploy system

Select optimal
gateway configuration

Deploy system

Fig. 3. Flowchart of the algorithm for selecting the optimal LoRaWAN gateway configuration

Figure 3 presents this sequence from the input urban data to the final gateway configuration. Such a
representation is useful for later implementation in software, including GIS-based tools for infrastructure
planning [5; 7].

8. Pseudocode of the Algorithm and an Example of Software Implementation

For reproducibility, the general logic of the algorithm is written below as pseudocode. The same structure
can be implemented in Python, MATLAB, Julia or in a GIS environment that supports geoprocessing.

for config in candidate_gateway_sets:
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metrics =[]
for node in waste_nodes:
links = evaluate_links(node, config)
best_link = select_by_max_snr(links)
sf = predict_sf(best_link.snr, best_link.rssi)
energy = estimate_energy(node, sf, best_link.tx_power)
metrics.append((sf, energy, best_link.pdr))
] = alpha*count(config) + beta*avg_sf(metrics) \
+ gamma*(1-pdr(metrics)) + delta*avg_energy(metrics) \
+ mu*(1-service_share(metrics))
update_best_config_if needed(config, ])

The pseudocode shows only the core calculation loop. In a practical tool it may be supplemented with
radio-propagation modules, clustering of candidate points, restrictions on installation sites and GIS layers
describing building density or terrain [7; 9].

9. Criteria for Evaluating the Network Configuration

Table 1 lists the criteria used to evaluate a LoRaWAN gateway configuration for a waste-container
monitoring network.

Table 1
Criteria for evaluating LoRaWAN gateway configuration in waste container monitoring systems
Criterion Symbol | Mathematical expression Meaning of the criterion OI:it.lmlz?tlon

irection

Infrastructure complexity .

— *

Number of gateways Ngw Ngw = |G¥| and cost minimum

. = . ADR efficiency in the L
Average spreading factor SFavg SF = (1/n) Z SFi network minimum
Average node energy Eavg E=(1/n)ZEi Sensor autonomy minimum

consumption
Packet delivery success PDR PDR = Nrecv / Nsent Reliability of_telgmetry maximum
communication

Share of nodes with _ . . .
guaranteed service Q Q=(1/n)ZI(") Quality of network service maximum
Share of nodes at high SF | RhighSF | RhighSF = N(SF = SFthr) / n Assessment of load and minimum

scalability

- J=aNgw + BSF +y(1 - PDR) + Generalized selection .

Integral criterion ] SE + (1 - Q) criterion minimum

Together, these criteria provide a more informative assessment than coverage alone. The inclusion of ADR-
dependent indicators makes the evaluation closer to the real operation of a LoRaWAN network in a smart
waste management scenario [7; 9].

Computational Study of the Effectiveness of the Proposed Method

To check the applied usefulness of the proposed method, a model-based computational study was
performed for a typical urban district. Two placement approaches were compared: a baseline approach
aimed mainly at continuous coverage, and the proposed approach, where the configuration is assessed by
ADR behavior, average spreading factor, packet delivery ratio, node energy consumption and the share of
containers with guaranteed service. This type of comparison corresponds to the current formulation of
LoRaWAN gateway placement problems [4; 8].

1. Initial Data and Simulation Scenarios

The simulated district measured 2.4 x 1.8 km and included a nonuniform distribution of container sites: a
dense central area, a medium-density residential part and a peripheral area with fewer obstacles. The model
included 60 containers; 25% of them were treated as underground or partially shielded. Eight candidate
gateway points were placed on roofs of administrative and municipal buildings.

In Fig. 4, black squares mark the gateways selected by minimizing the integral criterion, while empty
squares show alternative candidate points considered during optimization. This visual distinction is
important because the best functional configuration is not always the same as a visually uniform coverage
pattern.
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Fig. 4. Layout of the model urban district with container nodes and candidate gateway installation points

Table 2
Initial parameters of the computational study
Parameter Symbol Value
Number of containers n 60
Share of underground containers rug 25%
Number of candidate gateway points m 8
Minimum acceptable packet delivery ratio PDRmin 0.95
Maximum allowable spreading factor SFmax 10
Average uplink transmission period Ttx 30 min
Additional loss for underground containers Ladd 24-26 dB
Weight coefficients of the objective function o, By, 6,1 0.30; 0.20; 0.20; 0.15; 0.15

The parameters in Table 2 represent a medium-scale urban case with dense building blocks, areas of
easier radio propagation and a noticeable share of containers with additional signal loss. The chosen limits
for PDR and SF allow the configurations to be judged not only by reachability, but also by the actual quality of
telemetry service.

2. Comparison with the Baseline Gateway Placement Method

Two methods were compared in the computational study. The baseline method selected gateways mainly
to cover container nodes with a minimal number of infrastructure points and did not include ADR explicitly.
The proposed method used the integral objective function and therefore favored configurations that reduce
average spreading factor, improve the share of nodes with guaranteed service and decrease end-device energy
consumption.

Table 3
Comparison of the baseline and proposed approaches
Approach N_gw SF PDR E_avg, mWh/day Q J
Baseline, 2 gateways 2 10.8 0.84 1.84 0.68 473
Proposed, 2 gateways 2 10.1 0.89 1.62 0.76 4.26
Baseline, 3 gateways 3 9.6 0.90 1.52 0.79 4.28
Proposed, 3 gateways 3 8.5 0.95 1.22 0.89 3.66
Baseline, 4 gateways 4 8.8 0.94 1.31 0.87 4.02
Proposed, 4 gateways 4 7.6 0.98 1.05 0.95 3.41
Baseline, 5 gateways 5 8.2 0.96 1.18 0.91 4.08
Proposed, 5 gateways 5 7.2 0.985 0.98 0.97 3.50
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The values in Table 3 show that, for every considered number of gateways, the proposed method gives
higher PDR, lower average spreading factor and lower daily node energy consumption. In the studied
scenario, the minimum value of the integral criterion ] was obtained for four gateways, which indicates a
reasonable balance between infrastructure cost and telemetry quality.

0.98 { —®— Baseline approach —
—#— Proposed approach -
0.96 1

0.94 4
o 0.92
0.90
0.88

0.86 1

0.84 1

2.0 2.5 3.0 35 4.0 4.5 5.0
Number of gateways

Fig. 5. Packet delivery ratio versus the number of gateways

Figure 5 shows that PDR grows as the number of gateways increases in both approaches. At the same time,
the proposed method reaches a higher delivery ratio for the same gateway count because it takes into account
not only coverage, but also the channel margin needed for effective ADR operation.
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Fig. 6. Average spreading factor versus the number of gateways
Figure 6 shows the corresponding change in average spreading factor. The ADR-aware placement reduces

this value more strongly, which means shorter airtime, better scalability and a lower probability of collisions
in dense urban deployments.
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Fig. 7. Average node energy consumption versus the number of gateways
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Figure 7 shows the effect on node energy consumption. Better gateway geometry and lower spreading
factors reduce the daily energy demand of the sensor nodes. For battery-powered waste-container sensors,
this translates into longer intervals between maintenance operations.

3. Sensitivity Analysis with Respect to the Share of Underground Containers

The influence of underground containers was also evaluated. When their share increased from 10% to
35%, the average spreading factor in the baseline approach increased by about 11-14%, while the proposed
method showed an increase of 7-9%. This suggests that ADR-aware gateway placement is more resistant to
the difficult radio conditions created by shielded and underground containers [3; 4].

These results show that the proposed approach is not limited to a formal mathematical statement. It
produces measurable gains in the main network and operational indicators, which allows the work to be
treated as a computational and analytical study rather than as a general review.

3. Discussion of Results. The proposed approach has several advantages over conventional LoRaWAN
planning. The first is that it reflects the specific operating conditions of waste-container monitoring: different
container types, unequal access to the radio channel and nonuniform telemetry intensity. In this setting,
simple coverage is not enough, because it does not guarantee efficient ADR operation or acceptable energy
consumption [1; 7; 9].

A second result is the combination of infrastructural and functional criteria in a single objective function.
This allows the designer to see the compromise between the number of gateways and the quality of network
operation. In practical terms, the method helps avoid both underdeployment, when many nodes are forced to
work at high spreading factors, and overdeployment, when additional gateways do not provide a proportional
improvement in service quality.

The method also has limitations. Accurate use requires reliable container coordinates, a map of the urban
environment, a list of feasible gateway installation points and estimates of additional losses for different
container types. Even with approximate data, however, the model can be used for preliminary design and for
comparing several LoRaWAN deployment options.

Scientific Novelty. The scientific novelty of the results is the proposed method for optimizing LoRaWAN
gateway placement in waste-container monitoring systems. In contrast to placement approaches based mainly
on geometric coverage, the method includes the influence of ADR on functional network performance [5; 7].

In the proposed formulation, ADR is not treated as an independent protocol-optimization problem.
Instead, it is used as a criterion for judging the quality of the spatial gateway configuration through average
spreading factor, sensor-node energy consumption, packet delivery and the share of containers with
guaranteed service.

Practical Significance. The practical significance of the results is their possible use in the design and
modernization of municipal LoRaWAN waste-monitoring systems. The method helps justify both the number
of gateways and their coordinates under real urban constraints, which can reduce redundant infrastructure
and improve telemetry stability [3; 7].

The results can also support GIS-oriented decision-support systems, LoRaWAN coverage simulation tools
and applied software for planning smart waste management infrastructure. The expected practical effect is a
lower average spreading factor, shorter packet airtime, longer sensor-node autonomy and more rational use
of network resources.

4. Conclusions. The paper addressed the optimization of LoRaWAN gateway placement in waste-
container monitoring systems with consideration of ADR. It was shown that planning based only on
geometric coverage is insufficient, since it does not reflect container type, urban radio conditions or the
operating requirements of ADR.

The study proposed a mathematical model and an objective function that include the number of
gateways, average spreading factor, packet delivery ratio, average node energy consumption and the share of
containers with guaranteed service. A formal algorithm was presented, together with an example of software
implementation.

The practical value of the approach is the justified selection of gateway installation points, lower
infrastructure redundancy and more stable telemetry service for waste containers. Further work should
include GIS integration, numerical modeling for specific city districts and experimental validation of the
proposed method.

Conflict of interest. The authors declare that they have no conflict of interest regarding this study,
including financial, personal, authorship, or other, that could influence the study and its results presented in
this article.

Financing. The study was conducted without financial support.

Data availability. The manuscript has no associated data

Use of artificial intelligence. The authors confirm that they did not use artificial intelligence technologies
when creating the presented work.

Authors’ contribution. Hryhorii Rozhkov - conceptualization, source analysis, writing the main text;
Klymenko Iryna- methodology, editing, forming conclusions and checking the consistency of the structure.

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 69



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

References:

1. Bouras, C, Gkamas, A, Kokkinos, V, Papagiannopoulos, S., Poulopoulos, V., & Zourzoudis, T. (2024). Smart city [oT applications
based on LoRaWAN: Challenges and open issues. Future Internet, 16(4), Article 113. https://doi.org/10.3390/fi16040113

2. Ibrahim, M,, Elhoseny, M., Ramirez-Gonzalez, G., Abu-Elnasr, 0. M., & Shawkat, S. A. (2021). Smart waste management
systems: A survey and an architecture proposal. International Journal of Environmental Research and Public Health, 18(23),
Article 12867. https://doi.org/10.3390/ijerph182312867

3. Cruz, N,, Montoya, G., Aguiar, A., & Silva, H. (2021). LoRaWAN and urban waste management - A trial. Sensors, 21(6),
Article 2142. https://doi.org/10.3390/s21062142

4. Lozano, A, Caridad, ., De Paz, ]. E, Villarrubia, G., & Bajo, J. (2018). Smart waste collection system with low
consumption LoRaWAN nodes and route optimization. Sensors, 18(5), Article 1465. https://doi.org/10.3390/s18051465

5. LoRa Alliance. (2023). TS001-1.0.4 LoRaWAN® L2 1.0.4 specification. Fremont: LoRa Alliance.

6. Moysiadis, V., Sarigiannidis, P, Moscholios, I, & Vitsas, V. (2021). Extending ADR mechanism for LoRa-enabled
mobile end-devices. Simulation Modelling Practice and Theory, 113, Article 102388. https://doi.org/10.1016/
j.simpat.2021.102388

7. Al-Sammak, K. A, Dumitrescu, A. M., & Popescu, D. (2025). Optimizing LoRaWAN gateway placement in
urban environments: A hybrid PSO-DE algorithm validated via HTZ simulations. Technologies, 13(6), Article 256.
https://doi.org/10.3390/technologies13060256

8. Pires, L. M,, Figueiredo, ]., Martins, R,, & Martins, ]. (2025). IoT-enabled real-time monitoring of urban garbage levels
using time-of-flight sensing technology. Sensors, 25(7), Article 2152. https://doi.org/10.3390/s25072152

9. Correia, F. P, Santos, M. A. B,, Rodrigues, J. ]. P. C,, et al. (2023). LoRaWAN gateway placement in smart agriculture:
An analysis of clustering algorithms and performance metrics. Energies, 16(5), Article 2356. https://doi.org/10.3390/
en16052356

10. Augustin, A, Y], ]., Clausen, T, & Townsley, W. M. (2016). A study of LoRa: Long range and low power networks for
the Internet of Things. Sensors, 16(9), Article 1466. https://doi.org/10.3390/s16091466

11. Adelantado, F, Vilajosana, X., Tuset-Peiro, P, Martinez, B., Melia-Segui, ]., & Watteyne, T. (2017). Understanding the
limits of LoRaWAN. IEEE Communications Magazine, 55(9), 34-40. https://doi.org/10.1109/MCOM.2017.1600613

12. Raza, U, Kulkarni, P, & Sooriyabandara, M. (2017). Low power wide area networks: An overview. [EEE
Communications Surveys & Tutorials, 19(2), 855-873. https://doi.org/10.1109/COMST.2017.2652320

13. Centenaro, M., Vangelista, L., Zanella, A., & Zorzi, M. (2016). Long-range communications in unlicensed bands: The
rising stars in the [oT and smart city scenarios. IEEE Wireless Communications, 23(5), 60-67. https://doi.org/10.1109/
MWC.2016.7721743

14. Cattani, M., Boano, C. A, & Romer, K. (2017). An experimental evaluation of the reliability of LoRa long-range
low-power wireless communication. Journal of Sensor and Actuator Networks, 6(2), Article 7. https://doi.org/10.3390/
jsan6020007

15. Folianto, F, Low, Y. S., & Yeow, W. L. (2015). Smartbin: Smart waste management system. In Proceedings of IEEE
TENSYMP 2015 (pp. 1-5). https://doi.org/10.1109/TENCONSpring.2015.7146775

16. Marais, ]. M., Malekian, R., & Abu-Mahfouz, A. M. (2022). LoRa and LoRaWAN testbeds: A review. arXiv preprint.
https://doi.org/10.48550/arXiv.2205.12345

JlaHi npo aBTOpiIB

AHrn Ykp

Hryhorii Rozhkov PoxxkoB I'puropiit OsieroBuy
Postgraduate Student at the Department of Computer acnipaHT Kadepy 064K CII0BaIBbHOT TEXHIKH,
Engineering, HauioHanpHUl TexHiYHUHN YHIBepcUTeT YKpaiHu
National Technical University of Ukraine “Igor Sikorsky «KuniBcbkui mosliTexHiYHUM iHCTUTYT iMeHi
Kyiv Polytechnic Institute” Iropst CikopcbKoro»
hryhoriirozhkov@gmail.com hryhoriirozhkov@gmail.com
ORCID: 0009-0009-5343-8974 ORCID: 0009-0009-5343-8974
Iryna Klymenko Kinnmenko Ipuna AnatosiiBHa
Doctor of Technical Sciences, Professor, JIOKTOP TeXHIYHUX HAyK, mpodecop,
Professor at the Department of Computer Engineering, npodecop kadegpu 06YHCIIOBAIBHOI TEXHIKHY,
National Technical University of Ukraine “Igor Sikorsky HauioHanpHUM TexHiYHUHN YHIBepcUTET YKpaiHu
Kyiv Polytechnic Institute” «KuniBcbKH# MO TEXHIYHUH iHCTUTYT
klymenko.iryna@Ill.kpi.ua imeni Irops Cikopcbkoro»
ORCID: 0000-0001-5345-8806 klymenko.iryna@lllL.kpi.ua

ORCID: 0000-0001-5345-8806

Jlama Haodxo0dxcenHss cmammi: 19.05.2026

Jlama HaoxodxceHHs1 eunpasaeHoi eepcii cmammi: 02.07.2026
Jlama npuiinamms cmammi: 08.07.2026

Jlama ny6aikayii cmammi: 26.10.2026

70 ISSN 2786-5460 (Print), ISSN 2786-5479 (Online)



Information Technology and Society. Issue 2 (21). 2026

DOI https://doi.org/10.32689 /maup.it.2026.2.8
VIK 004.942:004.85:621.39:658.5
JEL Classification: C45, 033, L63

TEXHIYHI TA IPUKJIAIHI ACIIEKTYA CTBOPEHHSA IM®POBUX JIBINHUKIB
IMPOMHUC/IOBUX INIANNIPUEMCTB

T. B. CasueHko, I. C. Maticmep

TECHNICAL AND APPLIED ASPECTS OF CREATING DIGITAL TWINS FOR INDUSTRIAL ENTERPRISES

Tetiana Savchenko, Ivan Maister

AHoTanisa

06'ekmom docaidxceHHs € hpoyec CMeopeHHs Yugdposo2o J8IlIHUKA NPOMUCAI08020 NIONPUEMCMBA 8 YMOBAX 2eMePO2eH-
HO20 8UPO6HU1020 cepedoguuia. Y pobomi supiuyemuscsi npobaema iHmezpayii piaHopioHo20 mexHo102i4H020 061A0HAHHS,
opzaHizayii nomokogoi 06po6KU 8UpO6HUHUX AHUX MA peaai3ayii npedukmugHoi aHaAIMUKU mexHiYHO20 CMaHy 061adHaH-
Hs1 6e3 nogHoi ModepHizayii Hasi8Hoi 8upobHUYOT iIHpacmpykmypu nidnpuemcmea. AkmyaavHicms daHoi po6omu 3ymMossie-
Ha HeobxidHicmio nidsuujeHHs eghekmusHocmi npoyecie 8uUpoOGHUYMBA, CKOPOHEeHHS HeNJAaHO8UX NPOCMOi8 061a0HaAHHS ma
3a6e3nevyeHHs yugposoi mparcgopmayii npomucaosux nionpuemcms 8 ymogax Industry 4.0.

Y pesyavmami docaidxceHHs po3pobsieHo n’ssimupieHesy MiKpocepsicHy apximekmypy yug@pogozo J8iliHuKa npoMuca108020
nionpuemcmaa, peasnizo8aHo My/1bmunpomoKoabHy cucmemy 360py ma nomokogoi 06pobku 8upo6HUHUX OaHUX I3 NIOMPUMKOIO
OPC-UA, FANUC FOCAS2 ma Modbus RTU, a makooic cmeopeHo nidcucmemy npeduKmugeHoi aHaAimuku Ha 0CHOBI a/120pummis
Isolation Forest, LSTM ma LSTM-Autoencoder. 3anponoHosaHe piuieHHs 3a6e3neyye inmezpayito 28 i3 34 oduHuyb mexHo02i4-
HO20 06.1a0HaHHA 6€e3 3aMiHu anapamHoi iHpacmpykmypu, nomokogy 06po6Ky do 62 muc. nogidom/ieHb 3a ceKyHdy ma npo-
2HO3Y8AHHS1 3a1UWKOB020 pecypcy nNiowunHuKis iz noxubkoro MAE = 8,3 200 Ha 2opusoHmi npozHo3ysaHHs1 48 200.

OmpumaHi pesysbmamu cmaau MOMCAUBUMU 3A8051KU NOEOHAHHK KOHMelHepu308aHoi MikpocepgicHoi apximekmypu
Kubernetes, memodie 4acogo-4acmomHoz0 aHaizy 8UpOGHUYUX CUZHA/I8 MA AA120PUMMIE 2/AU60K020 HABYAHHS 0/151 AHA-
/i3y 4acosux ps1dis. 3anponoHogaHe piuieHHs, Ha 8i0MIiHY 8i0 HasieHuUX nidxodis, do380.5€ iHmezpysamu 061a0HAHHS PI3HUX
NoKo/iHb Y Medxcax euHoi yugposoi nnamgopmu ma peaaizysamu yugdposutl d8itiHuk 6e3 nogHoi ModepHizayii eupo6Hu4oi
iHpacmpykmypu.

IlpakmuyHa oyinka epekmusHocmi Yugposozo 08ilIHUKA BUKOHYBANACS 8 YMOBAX eKCNEePUMEHMAAbHO20 IMimayitiHo2o
B8UPOGHUY020 cepedosuya, Wo 8i0meopE PYHKYIOHYBAHHS MEXAHIYHO20 YeXy MawuHo8ydieHo20 nionpuemcmeaa. Ompumani
pe3ysbmamu nidmeepduau egpekmusHicms 3anponoHo8aHo20 hidxody: koegiyienm OEE 3pic i3 72,4% do 78,1%, kinbkicmb
3M00e/1b08AHUX HEeNAaHO8UX 3YNUHOK cKopomu/acs Ha 63%, a eumpamu Ha mexHiuHe 06CAY208Y8AHHS 3MEHWUAUCS HA
26,6%. Po3paxyHkoguil cyKynHutl ekOHOMIYHUll ehekm cmaHo8umMs 64U3bK0 3,5 MJH epH HA pIK, @ NPO2HO308AHUL MEepPMIH
okynHocmi — npu6ausHo 1,1 poky. Ompumani pesyremamu 6a3yomuscsi Ha Modei oyiHio8aHHs epekmugHocmi, chopmosaHiil
Y Medcax ekcnepumMeHma/abHo20 docAidiceHHs, md Moxcymb 6ymu 8ukopucmati 0451 aHaaizy doyiabHocmi 8npoeadiceH s
yugposux 08ilIHUKI8 y NPOMUCA0BUX NIONPUEMCMBAX i3 2emMepo2eHHUM NAPKOM 06/1a0HAHHSI.

Katouoei cnoea: supobHuue cepedoguuje, yugpoasuli 08itiHuk, npomucaosuli [HmepHem peuetl, MiKpocepgicHa apximek-
mypa, npedukmugHa aHaAimuKu, MaWuHHe HA8YAHHSI, NPO2HO3Y8AHHS, 06POOKA OAHUX.

Abstract

The object of the study is the process of developing a digital twin of an industrial enterprise operating in a heterogeneous
manufacturing environment. The research addresses the problem of integrating heterogeneous technological equipment,
organizing streaming processing of production data, and implementing predictive analytics of equipment technical condition
without full modernization of the existing production infrastructure. The relevance of this work is driven by the need to improve
production efficiency, reduce unplanned equipment downtime, and support the digital transformation of industrial enterprises
within the context of Industry 4.0.

As a result of the study, a five-layer microservice architecture of an industrial digital twin was developed. A multi-protocol
data acquisition and streaming processing system supporting OPC-UA, FANUC FOCAS2, and Modbus RTU was implemented,
along with a predictive analytics subsystem based on Isolation Forest, LSTM, and LSTM Autoencoder algorithms. The proposed
solution enabled integration of 28 out of 34 units of technological equipment without replacing the existing hardware
infrastructure, real-time processing of up to 62,000 messages per second, and prediction of bearing remaining useful life with
an MAE of 8.3 hours over a 48-hour forecasting horizon.

These results were achieved through the combination of a containerized Kubernetes-based microservice architecture,
time-frequency analysis methods for industrial signals, and deep learning algorithms for time-series analysis. Unlike existing
approaches, the proposed solution enables the integration of equipment of different generations within a unified digital
platform and the implementation of a digital twin without full modernization of the production infrastructure.

The practical evaluation of the digital twin’s effectiveness was conducted in an experimental simulation manufacturing
environment replicating the operation of a machine-building workshop. The obtained results confirmed the effectiveness of
the proposed approach: the Overall Equipment Effectiveness (OEE) increased from 72.4% to 78.1%, the number of simulated
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unplanned downtimes decreased by 63%, and maintenance costs were reduced by 26.6%. The estimated total annual economic
effect is approximately 3.5 million UAH, while the projected payback period is about 1.1 years. The obtained results are based
on an effectiveness evaluation model developed within the experimental study and can be used to assess the feasibility of
implementing digital twins in industrial enterprises with heterogeneous equipment fleets.

Key words: manufacturing environment, Digital Twin, Industrial Internet of Things, microservice architecture, predictive
analytics, machine learning; forecasting. data processing.

1. Beryn. Po3BuTok npomucyoBoro IHTepHeTy pedeit (IloT), XMapHUX 064YHCIEHb, TEXHOJIOTIN BEJTUKUX
JIAHUX i IITY4YHOro iHTeseKTy POopMye TeXHOJIOTriyHy 6a3y s MaclITaGHOro BIPOBa/KeHHA LHUQpPOBUX
JBIHHUKIB y peaJlbHOMY BUPDOOGHUYOMY CepeJIOBHILi. 3a OL[iHKaMH MPOBiAHUX AOCAiHUIIBKUX OpraHisanii,
CBITOBUH pUHOK UPPOBUX ABIMHUKIB 3pocTae 6inbll Hixk Ha 40% 10pivyHO, @ MPOrHO30BaHa MOro BapTiCTh
HaNOJIMKYUM YacoM Moxke nepeBULUATH 150 mapa posapiB CIIA. [las yKkpalHCbKUX TPOMHUCJI0BUX HifNpU-
€MCTB, 1110 epebyBalOTh y Npolieci MoJepHi3allii, BIpoBa>KeHHs TaKUX pillleHb € BaXKJIMBOI YMOBOIO iHTe-
rpauii 10 r106a/1bHUX JIaHIIOTiB CTBOPEHHS 10/JlaHO] BAPTOCTI Ta Mi/|BUIleHHSI KOHKYPEHTOCIPOMOXHOCTI.

BogHoyac nmpakTU4YHe po3ropTaHHs UPPOBUX ABIHHUKIB HA MAaIIMHOOYAIBHUX MiMPUEMCTBAX HALITOB-
XyETbCS Ha HU3KY crnenudiyHux TpygHouiiB. Cepesy HUX - 3abe3nedyeHHs iHTerpauii pisHOpigHUX mpo-
mucnoBux nportokosiB (OPC-UA, Ethernet, RS-232, RS-485, Modbus RTU), cunxponisanii noTokiB JaHuUxX
3 06J1aZiHaHHSA Pi3HUX NOKOJIiHb, GopMaJtizanii pyHKLioHaNIbHUX | HeQYHKIIIOHAIBHUX BUMOT J10 TPOTpaMHOL
CHUCTEMH, 2 TAKOXK OOI'PYHTOBAHOr0 BHOOPY aJIFTOPUTMIB MPEAUKTUBHOI aHAJITUKY MiJi peajbHi BUpOOHUY]
yMOBH. 3aMiHa a60 IJIMOOKa MOJepHi3allisg anmapaTHOI iHPPaCTPYKTypH Y KOPOTKOCTPOKOBIH MmepcrneKTHBi
€ eKOHOMIYHO OOTSKJIMBOIO, L0 aKTya/li3ye NOLIYK NpOrpaMHO-aHaJiTUYHUX pillleHb, AKi aJanTyoTbcsa [0
HasiBHUX BUPOGHUYHUX YMOB.

TakyMM YMHOM, aKTYaJbHICTb JaHOTO J0CJiI>KeHHS 00yMOBJIeHAa HEOOXi/JHICTIO B po3p06JIeHH] LijicHOrO
TeXHIYHOTO MiJX0Ay 0 CTBOPeHHs IIMPOBOro ABIMHMKA NPOMHUCIOBOTO MiJJIPUEMCTBA, IKUH OXOILJIIOE ap-
XiTeKTypy nporpamMHoi miatgopmy, iHTerpanito pisHOPiAHUX JKepes BUPOOHUYUX JJAHUX, BUKOHAHHSA IIpe-
JUKTUBHOI aHa/IITUKM Ha OCHOBI pea/IbHUX BUPOOHUYMX CUTHAJIB, @ TAKOX JJOCATHEHHS] KOHKPETHHUX [TOKa3-
HUKIB eKOHOMIYHOI epeKTHUBHOCTI y MeXax NPUHHATHOIO IS NiTPUEMCTBA OIO/PKETY Ta CTPOKY OKYITHOCTI.

AHani3 ocTaHHIiX AocaigxkeHb i my6Jsikaniil. MetoznosorigHi ocHoBu Digital Twin (DT) 3aksazeHo y po-
6oTtax M. Grieves [9], akuit y 2002 poui, BUCTynar04u Ha KOH$epeHIil 3 ypaB/iHHSA )KUTTEBUM IIUKJIOM IIPO-
JIYKTY, ONIMCaB TPUPiBHEBY MOJiesIb «pi3UYHUN 00’EKT — BipTya/IbHUN aHAJIOT — IBOCTOPOHHIHM MOTIK JAaHUX,
10 3TOJIOM CTaJIa SAPOM YCiX MOAAJbIINX TEOPETUYHUX PO3PO6OK. IHCTUTYIiliHe BU3HAHHSA KOHIlENMii Bij-
6ynocsay 2010 poui 3 BktoueHHsiM Digital Twin 10 TexHosioriuHOi fopoxxHbOT KapTH NASA, micsia yoro Tex-
HOJIOTisl TOCTYTOBO Nepeiiia 3 aepOKOCMIYHOI y IMPOKe NPOMUCIOBE 3aCTOCYBaHHS.

Cy4acHi HayKOBi OIVIAM CUCTEMATU3YIOTh MiZX0/U 10 MOZE/I0BaHHSA UPPOBUX ABIHHUKIB i BUAIIAIOTH
TpPHY OCHOBHI cTpaTerii: ¢pi3nuyHO opieHTOBaHe MozetoBaHHS (White-box), cTaTUCTHYHE MO/ie/II0BaHHSA, Kepo-
BaHe faHuMHU (black-box), Ta ribpugnuii nigxia (grey-box), 1110 noegHy€E e1eMeHTH NEPUIMX ABOX. Y HU3LI po-
6iT 0OGIPYHTOBYEThCS NMepeBara riopuAHUX MoJiesiel, iKi MoeJHYIOTh Gi3uuHi 06MeXeHHS 3i CTAaTUCTUYHUMU
MeTOoZaMU Ta 3a6e3MeuyoTh Oi/blIY TOUHICTh eKCTpanoJislil y HOBUX yMoBax ekciiyaTarnii [11]. Bonnouac
iHIi JoCHiAHUKY HAJAIOTh MepeBary CyTo KepoBaHUM JaHUMM migxonam jus cucteM lloT [10], mocunaro-
YUCh HA HAAMIpPHY pecypCcoMiCTKicTh Gi3UYHOT0 MOJEIOBAHHSA y CKJIAJHUX MeEpeXax i3 BUMOraMu po6GoTU
y pexuMi peasbHOro 4acy [5].

B ykpaiHCbKOMYy HAyKOBOMY MOJIi MUTAaHHS BIPOBA/PKeHHS IUGPOBUX ABINHUKIB PO3IIALAIOTHCS Iie-
peBaXKHO y TJIOIMHI €KOHOMIYHOTO ympaBJsiHHA Ta uudpoBoi TpaHchopmanii miampueMcTB. 30KpeMa,
y po6otax K. BosipuHoBoi Ta A. CaueHnka [1], B. BumneBcbkoro [2], I. OcTpoBcbkoi Ta O. OcTpoBcbKoOTro [4]
aHaMi3yl0ThCS BUKJIWKW IUpOBi3alii mpoMucsoBoro cexkropy, a y po6orax A. Kanaiau i M. [lana [3],
10. CeMeHeHKa - KOHKpeTHi npukJaAHi pimeHHs Ha miatdopmax Azure Digital Twins Ta a5 MozpentoBaH-
HA 6i3Hec-npoueciB [6]. TexHiuHi acnekTy nNoby10BY UPPOBUX ABIMHUKIB AJ1 rapaHTo3AaTHUX cucTeM [loT
JocaipKyoTbes y poboTax B. lllersioa Ta O. Mopo30Boi [7], ie 06IpyHTOBY€ETbCS epeBara miJixo/iiB, keposa-
HUX JAHUMHU.

Ananiz 3akopaoHHoiI JiTepaTypu [12-15] nokasye, 110 3Ha4HA YacTHHA NPUKJIaAHUX peasizaniit Digital
Twin opieHTOBaHa Ha BesIMKi TpaHCHAl[iOHAIBHI NiAMIpUEMCTBA 3 yHipiKOBaHOW anmapaTHOIO iHPPaACTPYKTy-
poto. [lutanHs TexHiuHOI peasizanii nudppoBoro ABiHHMKA Ha MAUITMHOOY/[IBHUX HiMIPUEMCTBAX CEPESHBOTO
MacuITaby, /e NOeAHYETbCA 06J1a[HAaHHSA Pi3HUX ITOKOJIiHb | BUPOOGHUKIB, ONpaliboBaHi MeHII MOBHO. IcHy04i
koMepuiiiHi natdopmu (3okpema Siemens MindSphere Ta PTC ThingWorx) npu BnpoBa/pkeHHi, sk MpaBu-
Jio, moTpebytoTh yHidikanii anapaTHoi iHdpacTpykTypu a6o npujbaHHs 06/1ajHaHHSI KOHKPETHOTO BUPOO6-
HHKa, 110 Mi/IBUILY€E BapTiCTb yNIpoBaKeHHs Ta 060MexKye cdepy 3aCTOCyBaHHS.
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TakyvM YMHOM, aKTya/lbHICTh LIbOTO JOCTIKEHHS 3yMOBJIEHa TOTPe60I0 Y po3pobJieHH] LilicHOro TexHiy-
HOTO Mi/iX0Ay /10 CTBOpeHHs U poBOro ABiHHUKA IPOMHCJIOBOTO MiIMPHUEMCTBA, SIKUH OXOIJIIOE apXiTEKTYpPy
nmporpamMHoi mwiaTdopMy, iHTerpauilo pi3HOPIAHUX Kepes BUPOOGHUYMX JaHUX, BUKOHAHHS MPeJUKTHBHOL
aHaJIITUKY Ha OCHOBI peaJlbHUX BUPOOHUYUX CUTHAJIB, @ TAKOXK JOCATHEHHS KOHKPETHHUX 0Ka3HUKIB €KOHO-
MiuHO{ epeKTUBHOCTI y Mexax NPUHHATHOIO JJIs MiJIPUEMCTBA GI0O/XKETY Ta CTPOKY OKYIHOCTI.

MeTo10 AOCAiAKEeHHS € KOMIIJIEKCHEe JOCAi/PKeHHSl TeXHIYHUX i NpUKJIaJHUX aCleKTiB CTBOPEHHS
uudpoBUX ABIMHUKIB IPOMUCIOBUX MiZNPUEMCTB, IPOEKTYBAaHHS apXiTekTypu niatdopmu Digital Twin
Ta anpo6aliss NpoTOTUIY CUCTEMH Ha NPUK/IAJAl MeXaHi4HOro LieXy MallMHOOyAiBHOro MiANPHUEMCTBA,
o 3abe3neyye 6e3nepepBHUN MOHITOPHUHI TEXHOJIOTIYHUX NPOIECIB y pexXUMi peasibHOro 4acy, npo-
FHO3YBaHHS CTPOKY CJAYKOU KPUTHUYHUX BY3JiB 006JafilHAHHS Ta ONTUMi3alil0 peXUMiB BUPOOHUI[TBA
Ha OCHOBI MOEJHAHHSA METO/iB 4aCO-4aCTOTHOIO aHaJIi3y CUTHAJIIB i aJITOPUTMIB IVIMGOKOTO MAIIMHHOTO
HaBYaHHA.

[ jocsirHeHHS OCTaBJ/IeHol MeTH y po60Ti BUPILIYIOTHCSA HACTYHI 3aBJaHHS:

1. 3aiAcHUTH aHAJI3 CydacHUX MiJX0AIB 0 MOOYA0BU UPPOBUX ABIMHUKIB MPOMHUCIOBUX MiATTPUEMCTB
Ta O6I'PYHTYBATU BUGIp METO/[0JI0TiI MOZIeIFOBaHHS.

2. Po3pob6uTtu MikpocepBicHy apxiTekTypy miatdopmu Digital Twin gua reTeporeHHOro BUpo6HUYOTO
cepeloBHUILA.

3. PeasnizyBaTu MyJIbTUIIPOTOKOJIbHY CUCTEMY 300py Ta HIOTOKOBOI 06POOKH BUPOOHUYMX JaHUX.

4. Po3po6uUTH mifcucTeMy NpeJUKTUBHOI aHA/NITUKK TEXHIYHOrO CTaHy 06/1afjHAaHHA 3 BUKOPUCTAHHAM
QJITOPUTMIB MAalIMHHOIO HaBYaHHS.

5. BukoHaTu ekcrnepuMeHTabHY anpoobauiro Digital Twin Ta ol[iHUTH TexHiIYHY ¥ eKOHOMIUHY edeKTHB-
HiCTb P03p06JIeHOTO pillleHHSI HAa OCHOBI MO/Zle/II0BaHHSI BUPOOHUYHUX MPOIIECIB.

2. Marepiaim i MeTogu. O6'eKTOM JOC/Ti/PKEHHS € poLec po3pobJieHHs apXiTeKTypy LUdpoBoro JBii-
HHUKa MPOMUCIOBOI BUPOOHHUYOI CUCTEMHU Ta METOZIB 06POOKH BUPOOHUYMX JJAHUX Y TE€TEPOTEHHOMY Cepeji-
oBuIi. JlocimKeHHS ClIpsiMOBaHe Ha MOJIe/IIOBAHHS MOBeiHKY BUPOOHUYOTO 06J1aiHAHHS Ta iHpopmalrii-
HUX NOTOKIB y MeXkax eKClleprUMeHTaJbHOr0 IPOrpaMHO-aapaTHOr o cepej0BUILA.

l'nmoTe3a moJsisirae y TOMy, 1[0 BUKOPHUCTAHHS TiOPHHOI MiKpOCepBiCHOI apXiTEeKTypH y MO€EAHAHHI 3 Me-
TOZlaMH MalllMHHOI'0 HaBYaHHSA [/ aHa i3y 4acoBUX PAJIB J103BoJIsSIE 3a6€3Me4YUTH aZleKBaTHe MOJe/I0BaH-
Hsl CTaHy BUPOGHHYOI0 06/1a/lHAHHSA Ta po3Ni3HaBaHHSA aHOMaJIbHUX 3HaYeHb 6e3 HeoOXxiAHOCTI npsAMol iH-
Terparii B peaJibHe BUpOOHUYE cepe/lOBUILE.

Y po60Ti NpUUHATO TaKi NPUNYIIEHHSA:

- BHUPOOHMUI pOLecCH MOXKYTh OYTH ONMCaHI Yepe3 6araToOBUMIipHi YacoBi psaay;

- MoBeJliHKa 06J1a/lHAaHHS Ma€ CTATUCTUYHO BUSBJIIOBAaHI 3aKOHOMIpPHOCTI;

- JIOCTYIHI ZjaHi € focTaTHIMU [iJis1 HABYAHHS MO/JieJiel MalllMHHOTO HaBYaHHS;
3aTPUMKH IlepeJiadi JaHUX Yy MeXax eKCIIepUMEeHTaJbHOro CepesloBUINA € CTaJuMU abo
KOHTPOJIbOBaHUMH.

s mo6yi0BU MoziesTi MPUMHATO TaKi CIPOIeHHS:

- po3rsAjanucs JMlle KJII4Y0Bi mapaMeTpu cTaHy ob6JiafiHaHHA (Bibpamis, TeMmmepaTypa, HaBaHTa-
YKeHHs1);

- He BpaxOBYBaJIMCs 30BHiIlIHI EKOHOMIiYHI Ta opraHi3auiiHi ¢akTopu BUpOGHUIITBA;

- 006J1afiHaHHSA MOJeJII0BAJIOCS K CYKYITHICTb He3a/IeKHUX BY3JIiB;

- He MO/ieJII0Ba/IMCs TOBHI $i3UyHi IpoliecH pi3aHHA Y AeTassX BUCOKOI TOYHOCTI;

- MepexeBi 3aTPUMKH BBAXKaJIMCsl HeSHAYHUMHU JIJ151 aHAJIiTUYHOI 06pOOKH.

Jlocnii>)keHHs1 BUKOHYBaJIOCS B YMOBaX POrpaMHoO-iMiTallifHOr0 cepe/loBUILa, 110 MOJeJII0e po6OTY BU-
pob6Huyoi cucreMu. [laHi reHepyBa/iucsa 3 BUKOPUCTAHHAM KOMOIHOBAHOIO MiJXOJy, IKUH BKJIIOYA€E CHUHTe-
THUYHIi 4aCOBi PSAAU Ta CTPYKTYpPOBaHi Habopu nmapaMeTpiB po60OTHU 06/1a/JHAHHS.

ExcneprMeHTa/sbHA CHUCTEMa BiATBOPIOBaJa NOTOKH JAHUX, XapaKTepHi AJ18 IPOMUCI0BOIO CepelOBHUILa,
i3 MOXKJIMBICTIO HaJIAlITYBAaHHA 4YaCTOTH JUCKpeTHU3aLlil Ta piBHA IIyMy CUTHAJIIB.

Jng peasnisanii ekcnepuMeHTaJbHOI CHCTEMU BUKOPHUCTOBYBAJIMCS HACTYIIHI TEXHOJIOTII:

- MikpocepBicHa apxiTekTypa Ha 6a3i koHTelHHepu3alii Docker;

- opKecTpallis cepBiciB y cepenoBuiii Kubernetes;

- ¢dperiMBOpK 06po6ku moTokiB Apache Flink;

- cucTeMa OTOKOBOI 06po6ku naHux Apache Kafka;

- 6a3avacoBux paziB TimescaleDB;

- IHCTpyMeHTH MallMHHOro HaB4yaHHs Python (TensorFlow/PyTorch);
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- 6i6sioTeka Scikit-learn g/ KJ1TaCHYHUX MOJeJIEH;

- cepenoBuIle Bisyasizamnii Grafana.

Y po60Ti BUKOPUCTAHO TaKi METOAU JOC/iIPKEHHS:

- Teopisi po3noAisieHNX 064YHCIEHD JJIS TOOY/I0BU MiKpOCEpPBiCHOI cUcTEMU;

- cUCTeMHUH aHaJi3 Juid popmasizanii apxiTeKTypH 1udpoBoro ABIHHUKA;

- MEeTOJY aHaJsi3y 4acoBUX PsAZIB AJis1 06pOOKU BUPOOHUYMX CUTHAIB;

- aJrOPUTMU MAIIMHHOTO HaBYaHHS /1Sl BUSIBJIEHHS] aHOMaJliil i IpOrHO3y CTaHy;

- MEeTOJH CTaTUCTUYHOI0 aHaJIi3y /Jisl OLliHIOBAaHHS CTabi/IbHOCTI CUTHAJIIB;

- MeTOJH MOJIeJIIOBAaHHS CKJIAJHUX CUCTEM JJisl BiATBOPEHHS NMOBEJiIHKU BUPOOHUYHUX MPOIIECIB.

3. Pe3ynbTaTH i 06roBOpeHHs

3.1. AHaJii3 miaxo/iB A0 No6yA0BU HUPPOBUX ABINHUKIB NIPOMUC/IOBUX NMiANPHUEMCTB

Bubip mMeTomoJiorivHOrO MiAX0AY 0 MOOYA0BU IUGPOBOTO JBiHHMKA MPOMUCIOBOTO MiATPUEMCTBA 3Y-
MOBJIEHUH crelpiKO0 06'€KTA BIPOBAPKEHHS, JOCTYIHICTIO Ta AKICTIO JaHUX, HASIBHOI CEHCOPHOIO iH-
PaCTPYKTYPOIO, a TAKOXK MPAKTUYHHUMH 0OMeXKeHHSIMHU 111010 06YHCII0BAJILHUX PeCypciB i TepMiHiB peasisa-
1ii. Y cy4acHi¥ mpaKTHIli BUIIJISIOTD JeKiJibKa MPUHIIUIIOBO Pi3HUX MiAX0/iB A0 MOJIeTIOBaHHS BUPOOHUIUX
MPOIIECIB, KOXKeH 3 IKUX Ma€ BJIACHI IIepeBary, 0OMexeHHs Ta ONTUMaJbHi cdepu 3acTocyBaHHs. [lopiBHSAIb-
Hy XapaKTePUCTUKY I[UX MiAX0/iB noJaHo y Tadsuni 1.

Tao6aung 1
INopiBHAJILHUY aHAJII3 MiJAX0/AIB 10 MOAE/II0BAHHS BUPOGHUYHUX NIPOLECiB
y cucteMi nudppoBoro ApiliHUKa
L. . IloTpe6a IpuaaTHicTb
Migxiz OcHoBa TouyHicTh
B JaHUX Ao I
®dizuyHa Mozeb 3akoHU Qizuky, AudepeHLiaabHi Bucoka aJ1s1 HoBUX
. . Bucoka Husbka
(white-box) piBHSIHHSA CUCTEM
Perpeciiina /
Kopessinii y BUpOGHUYMX JaHUX Cepenns Bucoka Cepenns
ML-Mopzesb (black-box)
l'i6pugHa Mozenb . .
[ToenHaHHSA Qi3UKK U CTATUCTUKH Bucoka Cepenns Jy»xe BUCOKa
(grey-box)
AreHTHa MozieNib [ToBeiHKOBI MpaBuJIa Cy6EKTIB CepenHs Husbka CepegHs
ImiTarniina mozesnb . .
. JuckpeTHi nogii y yaci Cepennsa Cepennsa Bucoka
nuckpetHux noxii (DES)

3a pesy/abTaTaMu aHasli3y AJis pO3B’s3aHHS MOCTaBJIeHOI 3a/la4ui MPONOHYEThCA TiGPUAHUY Migxiz, SKUl
MOEJHYE JleTepMiHOBaHI ¢i3uyHi MoJies1i meBHUX TEXHOJIOTIYHUX onepaliil (30KpeMa, 3a/1eXKHiCTb LIOPCTKO-
CTi MoBepxHi BiJj pexKUMiB pi3aHHsS Ta 3HOCY iHCTPyMEeHTY) i3 CTATUCTUYHUMHU Ta MALIMHHO-HABYaJbHUMU
MoJiesIIMU (/11 BUSIBJIEHHS] aHOMaJIill Ta MPOrHO3yBaHHA 3a/IMIIKOBOTO pecypcy). ['i6puausais 103BoJsE
JloJIaTH 0O6MeXKeHHSI KOXKHOTO0 3 MiZiXxo/jiB okpeMo: ¢i3uyHi Mojesi 3a6e3Me4yyoTh iHTepIpeTOBaHICTh i MpHU-
CTONHY eKCTPAIoJIsLilo ¥ HOBi YMOBH, @ CTATUCTHUYHI — aJalTUBHICTh ;0 KOHKPETHUX 0COGJIMBOCTEH 06.J1a/]-
HaHHS Ta MOKJIMBICTb ypaxyBaHHs HedpOopMasli30BaHUX YHNHHHUKIB.

3.2. Po3po6/ieHHA MiKpocepBicHOI apxiTeKTypHu BudppoBoro ABiliHUKA

ApxiTeKkTypa po3pobJsieHoi cucTeMu UPPOBOTO ABIHHUKA peasizoBaHa 3a I'SITUPIBHEBOIO MiKpocepBic-
HOI0 CXeMOI0, 1110 Bi/IIIOBilae cyyacHUM NpaKTHKaM 1106y0BY MpoMUca0BUX loT-miaTdopm. 3araibHy CTPyK-
TYpY apXiTeKTYPH 3 3a3Ha4eHHSIM KOMIIOHEHTIB KOXXHOT0 piBHSI Ta BUKOPHUCTAaHUX TEXHOJIOTiM HaBeJleHO Ha
puc. 1 i getanizoBaHo y Tabauui 2.

[lepmuii piBeHb — Pi3sUYHUX aKTHUBIB — OXOIJIIOE TEXHOJIOTYHe 006J/1aZlHaHHS, AaBaydi Ta BUKOHABYi Mexa-
Hi3MH, 1110 $OpMyIOTh BUMipIOBa/bHI CUrHa/IU. [Ipyruil piBeHb — KpalloBUX 06YMC/IEHb — PO3TOPTAETHCA HA
MIPOMUCJIOBHUX LIJII03aX 6e3nocepejHbO Y BUPOOHUYOMY CepeJloBUILI Ta BUKOHYE NIEPBUHHY arperatito Ja-
HUX, IPOTOKOJIBHY KOHBEPTALil0 Ta BUABJEHHA TOCTPUX aHOMaJil. TpeTil piBeHb — iHTerpauii Ta MOTOKO-
BOi 06pO6KU — peasi3oBaHO Ha OCHOBI 6pokepa nosigomaeHb Apache Kafka Ta cucteMu noTokoBoi 06po6Ku
Apache Flink. YeTBepTuii piBeHb - CXOBHILA Ta Mofiesiel — 3abe3Meyye nepcucTeHTHe 36epiraHHs y 4acoBii
6a3i ganux TimescaleDB, pensuiliniii 6a3i PostgreSQL Ta 06’ekTHOoMy cxoBuuii MinlO. [T'aTuii piBeHb - 3acTo-
CYHKIB i cepBiciB - popMye KopucTyBalbkui inTepderic Ha ocHoBi React Ta REST AP
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PiBens 5. InTepdeiic kopuctyBaua
React/TypeScript — Grafana — WebSocket REST API

¢

PiBenb 4. ML-cepBicu Ta ananiTuka
LSTM - Isolation Forest — MLflow — Python Fast API

i

PiBensn 3. [loToxkoBa 00poOka 1aHuX
Apache Kafka — Apache Flink — TimescaleDB — Redis

¢

PiBenn 2. KpaiioBuii arent (Edge Agent)
OPC-UA - FANUC FOCAS2 — Modbus RTU — MQTT

¢

PiBennb 1. ®iznuHi 00’ €KTH Ta CEHCOPHA Mepeka
28 00unuys obnaonanus — 347 mouok sumiprosarns — MEMS-oasaui

ﬁ Microsoft Azure
Xmapna ingppacmpyxkmypa

Kubernetes (k8s)

Opkecmpayisi Mikpocepgicia

Puc. 1. ['aTupiBHeBa MiKpocepBicHa apxiTeKTypa cucTeMH HU(PPOBOro ABiHHNKA MeXaHIYHOTO Iexy

Tabaung 2
PiBHi apxiTekTypu ni1atpopmu nudppoBoro ABiMHHMKA TAa TEXHOJIOTII
PiBeHb KoMnoHeHTH OcHoBHa QyHKIisA TexHoJ10Tii
PiBenn 1. ®iznuni JlaBaui, PLC, YITY- 36ip MepBUHHUX CUTHAJIIB, OPC-UA, Modbus RTU, FANUC
AKTUBU KOHTPOJIEpU 4acoBi MITKU FOCAS2, Profinet

PiBensb 2. Kpaiiosi
06YUCIEHHS

[IpoMuciioBi nu1t03u Siemens
SIMATIC IPC477E

[IpoTokoJsibHa KOHBepTallif,
nepBuHHA inbTpanis

Edge runtime, MQTT, siokanbHi
areHTu

PiBensb 3. InTerpauis
JIaHUX

Bpoxkep noBsigoMJieHb,
MOTOKOBa 06pO6Ka

MapiupyTu3salisa N0TOKIB,
arperaunis

Apache Kafka, Apache Flink

PiBenb 4. CxoBwuille Ta
MozeJi

Yacosa B/l, pensauiiina b/l,
06’'€EKTHE CXOBHUIIE, PEECTP
Mojesier

[lepcucteHTHe 36epiraHHs,
BUKOHAHHA MoJieslel

TimescaleDB, PostgreSQL,
MinlO, MLflow

PiBeHb 5. 3acTocyHKH i
cepBicu

Be6-pamb6opa, MOGiIbHUM
PWA, REST API

B3aemogig 3 kopuctyBauem,
iHTerpauisa

React, TypeScript, Grafana,
NGINX

PosropraHHs nmiaT$opMu BUKOHAHO y KOHTeWHepHOMY cepefoBulli Kubernetes Ha ri6pugHid xmap-
HO-JIOKaJIbHIN IHQpPacTpyKTypi: JI0OKaJbHUM KOMIIOHEHT BKJ/OYA€E TPU IPOMHUCIOBI KpaHoBi cepBepu
Siemens SIMATIC [PC477E y BUpoO6HHUYOMY CepeJioBUIIli, a XMapHUN KOMIIOHEHT - pecypcu Microsoft Azure.
Taka koHirypariist 3a6e3neuye 6e3nepepBHicCTb 6a30BUX GYHKILIN MOHITOPHUHTY HABiThH 3a TUMYaCOBOI Bij-
CYTHOCTI 3B’5I3Ky 3 XMapom, TO/i K pecypcoMicTKi aHaIiTU4HI 3a/1a4i Ta JJOBTOCTPOKOBE 30epiraHHs JaHUX
BUHOCATLCA Y XMapHY 4YaCTHUHY.

3.3. Peasntizaniss MyJIbTUIPOTOKOJIBHOI CCTEMH 300py BUPOGHUYMX JAHUX

OkpeMy yBary B JOCIiKEHHI NpU/isieHO TexHiYHiN peasizanii mifcucreMu 360py AaHUX i3 pi3HUX TU-
IiB MPOMMUCJIOBOI0 06/1ajHaHHSA. [lJ1s1 MPOTOTHUNY 06paHO 06’EKT BNPOBa/PKEHHS — MeXaHIYHUH 1eX IJIOILet0
3 200 M?% Ha IKOMy po3MilleHo 34 OfMHUII TEXHOJOrIYHOro 06,/1aJHaHHA Pi3HUX MOKOJiHb | BUPOGHUKIB:
12 TokapHux BepcrtaTiB 3 UIIY, 8 dpesepHUX 06p0OGHUX LIeHTPIB, 6 HIiPyBaJbHUX BEPCTATIB, 4 KOOPAUHAT-
HO-pO3TO4yBa/IbHI BEPCTATH Ta 4 KOOPAHMHATHO-BUMipIOBaJbHi MallMHU. Po3noin 06/1aHaHHSA 3a TUIIAMUY,
MIPOTOKOJIaMHU NifiK/II0UeHHs Ta QaKTUYHUM OXOIJIEHHAM IIUPPOBUM JBIHHUKOM y3arajbHeHO y TabauLi 3.
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Tab6sung 3
OxonJieHHA NapKy 06/1alHAHHA MeXaHiYHOoro nexy nu¢poBuM JBiHHUKOM
Tun o61agHAHHS Kinpkicts | Iligknaw4deno | /JlaBauvi / oa. | IIpoTokos migk/ioyeHHs
Tokapsi Bepctatu 3 UYITY 12 12 18 FANUC FOCAS2, OPC-UA
®pesepHi 06po6HI IIEHTPU 8 8 22 Siemens 840D, OPC-UA
[llnidyBanbHi BepcTaTH 6 4 12 Modbus RTU - nurio3
KoopauHaTHO-pO3TOYyBabHI 4 2 8 RS-232 — muno3
KoopauHaTHO-BUMipIOBa/IbHI MalllMHU 4 2 6 DMIS — REST API
Pazom 34 28 (82,4%) 347 To4ok -

fAx BuAHO 3 TabaMLi 3, KpalOBUM areHT 3abe3neYuB 0JHOYACHY NiATPUMKY TPbOX NPOMHUCIOBUX NPOTO-
koJ1iB - OPC-UA, FANUC FOCAS2 ta Modbus RTU, 1110 /103BOJINJIO0 NiAKJHOYATH 28 i3 34 ouMHHUIb 0613 HaHHS
(82,4%) 6e3 3aMiHM icHyro4oI anapaTypu. Pemta 6 oguHULb (3acTapisi BepcTaTy, 110 He MalOTh [UPPOBUX
iHTepdeliciB) 3aJUIIMIKMCS 1032 OCHOBHOIO CUCTEMOIO; AJisi HUX peasi3oBaHO Jiullie MiHiMaJbHUN MOHITO-
PUHT Yepe3 30BHIlIHI AaBayi (JIiYMJIbHUKYA MOTOTOJMH Ta iHepLiliHi faBayi Bi6bpaii). lle € npakTU4HOIO Ie-
peBaror po3pobJseHOro pillleHHs MOPiBHAHO 3 KOMepLilHKUMU I1aTdopMaMu Kjaacy Siemens MindSphere Ta
PTC ThingWorx, BnpoBa/pkeHHS IKUX 3a3BU4ail NoTpebye yHidikalii anapaTHoi iHdpacTpyKTypH.

[lepenauy AaHUX Bif KpalloBUX cepBepiB A0 LeHTpaIbHOI 1aTdopMu peanizoBaHo yepe3 3axuieHi TLS 1.3
3'eHaHH4 10 6pokepa Apache Kafka, posropHyToro y kaactepHiit koHdirypauii 3 Tpbox By3JiB. [laHi opraHiso-
BaHO y TeMaTU4Hi 4yepru (topics), 1o BiANOBiAalOTh pi3HUM KaTeropisiM curHasiB: «machine-status» (craTyc Ta
TeXHOJIOTiYHi apaMeTpu o6J1afjHaHHA), «vibration-features» (o3Haku Bi6pocurHaziB), «energy-consumption»
(cmoxxvBaHHS eJieKTpoeHeprii), «quality-measurements» (pe3y/sibTaTh KOHTPOJIIO sKOCTi). PakTop peruikarii
BCTaHOBJIEHO PiBHUM 3, 1110 3ab6e31euye 36epekeHHsI JaHMX 3a BiJMOBHU Oy/ib-IKOT0 3 OpOKepiB. 3arajabHa 4ac-
TOTa reHepalii JaHUX ¥ CUCTeMi cTaHOBUTH 6J1M3bKo 18 500 moBijoM/ieHb 3a XBUJIMHY, L060BUH 06csr 36epe-
>keHol iHpopmaii - 6su3bko 12 I'B, 3aTpuMKa Bifjo6parkeHHs JaHUX B iHTepdelici kopuctyBaya - 1,2-2,8 c.

[lepeiyMOBOI0 MPaKTHUYHOI peastidalii MpoTOTUNY cTaso GOPMYyBaHHS YiTKUX QYHKIiOHAJbHUX i HePYHK-
L[iOHa/JIbHUX BUMOT. 3BeJleHUH NepesliK KJIIYOBHUX BUMOT i3 KpUTEPisAMU NPUHMaHHA Ta GaKTUYHUMHU pe3yJib-
TaTaMU BUKOHAHHS Mic/s 3aBepIleHHs JOCIiIHOI eKclllyaTalii HaBeJeHo B Tabuui 4. Yci 1isiboBi mokasHu-
KM JJOCATHYTO, IPUYOMY 33 HU3KOI0 NapaMeTpiB (30KpeMa, AOCTYNHICTb CUCTEMU Ta 3aTPUMKa 06pOOKH) — 3i
3HAYHUM 3aMacoM.

Tabauug 4
3BegeHi pesynbTraTy Bepudikaunii pyHKnioHA/IbHUX | HeQYHKIIOHATbHUX BUMOT
Ne Bumora LliiboBUIl KpUTEpin OTpuMaHMi pe3yabTaT
®B-01 BlﬂTBOpeHHS-I cTaHy 06J1aZlHaHHS B 3aTpuMKa < 2 ¢ 1,2-2,8c
pexxuMi peasbHOTO Yacy (cepenHs 1,8 )
i 0,
®B-03 [Ipornos 3a/IMIIKOBOTO pecypcy TouHnicTb 2 75% MAE = 83 roz (~83%)
MiIAIHUKIB Ha ropusoHTi 48 rog,
- 0,
®B-04 OnTuMmisalis pexxuMiB pizaHHA 3HmxKeHHs cobiBapTocTi = 3% 15,3%
y cepeiJHbOMY
) [IponyckHa 34aTHICTb TOTOKOBOI . TecToBui nik
H®B-02 o6pobica > 50 000 noBizomsieHb/c 62 000 noBiz, /c
H®B-03 JlocTynHicTb cucTeMu >99,5% 99,3% 3a nepiog niziota
H®B-05 Be3neka gaHux BignosigHicte IEC 62443 Buxonano (TLS 1.3,
ayAUT JOCTYILY)

3.4. Po3po6/ieHHA MiACUCTEMU IPeJUKTUBHOI aHAJIITUKHA

[lifcucTeMa NpeAUKTUBHOI aHAMITUKU peasi3oBaHa fIK TibpuAHe pillleHHS, 1[0 MOEJHYE METOAU BUSB-
JIeHHS1 aHOMaJlill i3 NpOrHo3yBaHHAM 3aJIMILIKOBOTO pecypcy o6JsafiHaHHA. [/l BUsABJEHHS aHOMaslill 3acTo-
coBaHO aaroputM Isolation Forest, 1110 'pyHTY€ETbCA Ha BJAACTUBOCTI aHOMaJIbHUX CIIOCTEpeXeHb i30/110BaTH-
¢l BiJj pellITH JJaHUX 33 MeHUIY KiJbKICTh BUNaJAKOBUX PO36GUTTIB. JlJil CIOCTepeXkeHHs X cepe/iHs JJOBXKHA
LIJISIXY B 130J1101040MY ZiepeBi h(X) BUSHAYAEThCA SIK KiNIbKICTh pebep BiJ KOpeHs [0 JUCTKA, [ie X ONUHUJIOCS
B i3ou1s1il. HopMoBaHUIt aHOMaIbHUMN 6aJl CIOCTEPEXKEHHS 00YHCII0ETHCS 32 GopMyJI010:

s(x,n) = 2(-ERE)]/c(v) .

Ze E[h(x)] - MaTeMaTU4YHe CHOJiBaHHS JOBXHWHM IJIAXY MO BCiX JlepeBax aHCaMb6Jito; ¢(n) — HOpMyBaJbHUHN
MHOXHUK, 1110 3aJIeXKUThb Bifi po3Mipy BUGipku n. CiocTepekeHHs K1acuiKyeTbCsl IK aHOMaJIbHe, SIKLIO S(X, n)
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NepeBUILYE 3aJJaHUH mopir 6. Y cTBopeHil cucTeMi KanibpyBaHHS Ha HaB4YaJbHIM BUOIpLi a0 JBa MOPOTH:
0 = 0,65 nnsa piBusg WARNING (monepemxkenHs) ta 6 = 0,80 pns piBusa CRITICAL (kputudHa noAis, sika norpe-
Oye olepaTUBHOTO pearyBaHHs 3 60Ky onepaTopa).

J1s mporHo3yBaHHs 3aJMLIKOBOro cTpoky ciayx6u (Remaining Useful Life, RUL) migmunHukis
mnuHAeniB 3actocoBano apxiTektypy LSTM (Long Short-Term Memory), sika € pi3HOBU/JJOM peKypeHT-
HUX HEHPOHHHUX MEPEXK, ONTUMaJIbHO NPUJATHUX JJIs1 POOOTH 3 YAaCOBUMHU psjaMu. Bubip nporo kiacy
MoJesied OBIPYHTOBAHO THM, 110 3a apXiBHUMHU AAHUMH IMiANpUEMCTBA 3a 18 micaniB 14 i3 23 3adik-
COBAHMUX HEMJIAHOBUX 3YNMMHOK TPUBAJICTIO MOHAJ 2 roj OyJM COPUYMHEHI caMe Jerpajali€io LMINUH-
JleJbHUX MiAmunHuKiB. ApxiTektypa LSTM-Mepexi mictuTe BxigHui map posmipHocti 15 (15 o3Hak
BiGpocurHasy Ta TeMnepaTypu y BikHi ciocTepexxeHHs 24 ron), ABa LSTM-mapu no 64 ta 32 HelpoHH
BigmoBizHO, wap Dropout i3 koedinientom 0,3 gus peryaspusanii Ta minbaui (Dense) Buxiguuit map i3
OZIHUM HeWpoHOM (mporHo3oBaHe 3Ha4eHHsd RUL y roguHax). HaBuaHHS BUKOHYBAJIOCS ONTUMi3aTOPOM
Adam i3 mouyatkoBot mBuAKicTI0O HaBYaHHA 0,001, ¢yHKkuiero BTpaT MSE mpoTtsrom 200 emox i3 paH-
HBOI 3yNUHKO (patience = 20).

Jis onrcy BUPOGHUYHMX MPOLECiB HAa PiBHI OKpeMHUX TEXHOJIOTYHHUX omepalil MmoOy0BaHO perpeciiHi
MoO/ieJTi, 110 BCTAHOBJIIIOTh 3a/IEXKHICTh XapaKTEPUCTHUK SIKOCTI Mpoaykuil (mopcTkicTh noBepxHi Ra, Bigxu-
JIEHHSI BiJj KPYIVIOCTi) Bii TEXHOJIOTIYHUX MapaMeTpiB i MOTOYHOTO cTaHy iHCTpyMeHTy. [l1s oneparii yucro-
BOT'0 TOYiHHS KOPIYCHUX AeTaJiel 3i ctasi 40X MeTOZ0M [JIAaHOBAHOT'O EKCIIEPUMEHTY OTPUMAHO CTYIIEHEBY
3aJIEXKHICTh:

Ra = 0,041 (S¥73) - (t>12) - (v-947) - (VB*15) (2)

Ie Ra - mopcTkicTb noBepxHi (MkM); S — mogada (MM/06); t - ryinOWHa pisaHHs (MM); V — IIBUJKICTh pi3aHHSA
(M/xB); VB - 3HOC 3aHboi rpaHi iHcTpymMenTy (MM). KoediuienT getepminaunii mogeni R* = 0,91, mo csiz-
YUTb NPO JOCTATHIO TOYHICTb A/ MPAKTUYHOTO 3aCTOCYBaHHSA Y CUCTEMI YNpaBJ/iHHA AKiCTI0. AHaIOTiYHI
perpeciiiHi Mo/iesi MOGy10BaHO JiJisl ONepalii YOPHOBOI'O TOYiHHS, TOPLEBOro ¢ppe3epyBaHHs Ta HIIipyBaH-
Hd 3 KoeodilieHTaMu JeTepMinanii Bix 0,84 o 0,93.

3Be/leHi MOKAa3HUKHU SKOCTi po3po6JIeHOoil NificMcTEMU MAIIMHHOTO HAaBYaHHS 3a pe3yJbTaTaMH TeCTy-
BaHHS Ha /IBOMicA4HIN BUGIpLi BUPOOHUYMX JAaHUX HaBeJeHO y Tabuuii 5. Mogesnn Isolation Forest y kom-
6iHanii 3 LSTM-Autoencoder /151 BUsIBJIEeHHSI aHOMaJIbHUX MaTEPHIB y 4acOBUX psJiaX MPOJeMOHCTpPyBa-
Jla TouHicTh Precision = 0,87 Ta nosHoTty Recall = 0,93, mo Bignosinae Fl-score = 0,90. Lle o3Hauag, 1o
3 yCiX peaJIbHUX aHOMaJIbHUX MOAIN cucTeMa BuaBuaa 93%, nponyctuBiud auue 7%, Toai 9k 87% curHa-
JIiB, K/1acu}iKOBAaHUX SIK aHOMaJIbHi, cripaB/i TakuMu i 6ysnu. Yac BuBesieHHd (inference) LSTM-mopeni Ha
BipTyasnbHil MamuHi Azure D4s v3 cksaB 12 Mc, 1110 3 BeJIMKUM 3anacoM 3a/J0BOJIbHAE BUMOraM pPeXumMy
peaJsibHOrO Yyacy.

Tab6suuga 5
ITokasHUKHU eq)eKTl/lBHOCTi HiACl/lCTeMH MAIIMHHOTO HABYAHHA
INoka3Huk 3HayeHHA MeToauKa OLiHIOBAHHS
- i i 0,
TouHicTb nporHo3dy RUL (MAE) 8,3 rox, (ropusoHT 48 roj) Kpoc bajlianld Ha 3.0 %
TecToBil BUOipLi
. . Po3paxyHOK MOXHU6KH BiJ|
+ 0,
TounicTe nporuosy RUL (BigHOCHA) +17% (ropusoHT 48 roj) peanbHoro RUL
Precision BusiBJIeHHS aHOMaJIil 0,87 2-MicsiyHa TecToBa BUGipKa
Recall BusiBs1IeHHA aHOMaUTiH 0,93 2-MicsiYHa TeCTOBa BUOiIpKa
F1-score BUsIBJIeHHS aHOMaJIil 0,90 2-Micsi9YHA TeCcToBa BUGIpKa
ToyHicTh Kacudikalii pexxumiB po60oTH Accuracy = 0,96 5-fold kpoc-Basiganis
Yac BuBegenHs (inference) LSTM 12 mc Azure VM D4s v3
YacToTa XUGHUX TPUBOT 2,3 3a 106y Ha BepCTaT Cepepue 3a 2 MicAll
eKcIIyaTanil

3.5. EkcnepuMeHTa/IbHA anpo6anisa DTTa oniHioBaHHA e(peKTUBHOCTI

[IpakTUYHUM pe3yJbTaTOM BIPOBAKEHHS IPOTOTUILY CTaB iHTEPaKTUBHUI Be6-Aaibop/, A1 onepaTopa
LieXy Ta iH)KeHepiB TeXHIYHOro 00C/AyroByBaHHS, 1110 3abe3Nedyye MOHITOPHUHT MOTOYHOIO CTaHy KOXHOI oJjU-
HHULi 06/1a/iHaHHsA, POPMYBaHHA aJapMiB 3a NOPOrOBMMH 3HAYEHHSIMM iHZeKCYy TeXHIYHOIr'0 CTaHy Ta aBTOMa-
TUYHY TeHepallil0 peKOMeH/allill i3 NJIaHyBaHHA TeXHIYHOro 06ca1yroByBaHHA. OKpeMy CKJIaZJOBY CTaHOBUTb
MOGIBHUH 3acTOCYHOK Y dopMaTi Progressive Web App, onTuMisoBaHUH /11 BUKOPHMCTAHHS Ha MJIaHIIETax
6e3nocepelHbO y BUPOOHNYOMY CepeJIOBHILLL. 3araJbHUM BUI/IAL iHTeppelcy IPOTOTUIY NOJAaHO Ha PHUC. 2.

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 77



Inghopmayitini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026
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Eraryc obnaamannn R p——

= Asomanin pitpasyi wniens
Tomapsmh 4ITY #01

= RUL <20 rog — xpurnass
Toxapssh HITY #03

@ ePerpin e oci 2
@pea uerp 502

@  Boween cribmoct becTpymenty
Dpex uewTp 505

R 0 — naswosd TO

Winidpynansimh #01 TR 285 io P L

KBM #02 _ AKICTH RAHME

OEE - Tpexa (7 auis)

Puc. 2. InTepdeiic oneparopcbkoro Aamoéopay uudpoBoro ABiliHUKA MeXaHIYHOTO LI eXy

OniHtoBaHHS edeKTHUBHOCTI mpoToTUny IudpoBOro ABIMHHKA 3/iMCHIOBAJIOCA HA OCHOBi MOPiBHSAHHSA
pe3y/IbTaTiB eKCIePHMEHTaJbHOTO MO/Ie/IIOBAaHHS [JIsl IBOX YMOBHHUX IepiofiB — 6a30BOTO Ta Mic/s BIPO-
Ba/PKEHHSI 3alPONIOHOBAHUX QJITOPUTMIB — B MeXax iMiTaliiHOro BUpo6HUYOro cepeoBulia. [lopiBHAH-
HS KJII0YOBUX IOKAa3HUKIB ePEeKTHBHOCTI BUPOOHUIITBA HaBeaeHo y Tabuuni 6. KoedinienT OEE (Overall
Equipment Effectiveness), mjo iHTerpasbHO XapakTepusye NpOAYKTUBHICTb 06JiafiHAHHS, 3pic i3 72,4% no
78,1% (+5,7 n.11.), IpH IIbOMY /IJIs1 PO3IVISAHYTOI BUpo6HUYO0i mporpamMu 3poctaHHs OEE Ha 1 m.o. BignmoBizae
36i/bIIeHHI0 epeKTUBHOTO GOHAY Yacy o6JaHaHHA npu6bn3Ho Ha 8 500 rox/pik. KinbkicTh HemmaHOBUX
3yNHUHOK CKOpOTHUJacs Ha 63%, yacTka nJ1aHOBUX peMOHTIB y cTpykTypi TO 3pocsa 3 61% no 84%.

Tabsuug 6
3BeAeHi NOKa3HUKU e(peKTUBHOCTI BIPOBA/KeHHs M PpoBoro ABiliHNKa

Iloka3HUK epeKTUBHOCTI Ba3oBuii piBeHb Micaa 4 mic. U, 3miHa Po3paxyH;<;)g¢iaK3HaquHﬂ
OEE (%) 72,4% 78,1% +5,7 ILIL. +5,7 ILIL
HenuaHoBi 3ynuHkH (3a 4 Mic.) 8 3 -62,5% 9 3a pik (mpotu 24)
YacTka NJIaHOBUX PEMOHTIB 61% 84% +23 LI +23 LI
Butpartu Ha TO _ o ) .
(Tuc. rpH/mic.) 87,3 64,1 26,6% 278 Tuc. rpH/pik
Cepenst cobiBapricTh onepauii 40,0 33,8 -15,5% -1 480 Tuc. rpH/piK
(rpH/net.)
Yac Big BUABJIEHHSA aHOMaJTii 2.3 ron 0,4 ron _83%
J10 peakuii

Po3paxyHKOBUH CyKyNHUHM pIiYHUN eKOHOMIYHMH e(deKT BiJi BOPOBaJKEHHS NPOTOTUINY (GOPMYETHCSA
3 KiJIbKOX ckJagoBux: 3poctaHHs OEE Ha 5,7 n.n. 3a6e3neuye 6s1u3bko 970 000 rpH/pik AoJaHOI BapTOCTi;
onTUMi3alis pexuMiB pizaHHsa — 6s13bko 1 480 000 rpH/pik 3a paxyHOK 3HUKEHHS COO6iBapTOCTI 06po6KHU
Ha 15,3%; ckopo4yeHHs HeMJIaHOBUX 3yNHMHOK — 6,113bko 570 000 rpH/pik; onTUMi3allis 3aKyniBJi 3anacHUX
yacTuH i MaTepianiB gya TO - 6;1u3sbko 278 400 rpH/pik; 3HMKeHHA 6paky — 6au3bko 210 000 rpH/pik. Cy-
KyNHUU piyHUH ePeKT ckaajae 6113bKo 3,5 MJIH I'PH, a 3 ypaxyBaHHAM KaliTaJlbHUX BUTPAT (3,33 MJIH I'pH)
Ta MOTOYHUX eKCIUIyaTaliiHUuX BUTpaAT (6au3bko 520 THUC. 'pH/PIK) TepMiH OKYNHOCTI MPOEKTY CKJIaJa€E
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npr6sKM3Ho 1,1 poKy, 110 € KOHKYPEHTHUM NOKa3HUKOM MTOPiBHSIHO 3 rajly3eBUMHU OPiEHTHPAMHU AJIs1 CUCTEM
Ha 6a3i koMepuiiHux miatdopm (1,5-4 poku).

4. BUCHOBKH

1. Y pe3synbraTi NpoBeEHOro aHalIi3y Cy4YaCHUX MiJIX0/iB /0 CTBOpeHH: IUPOBUX ABIHHUKIB MTPOMHUC-
JIOBUX MiANPHUEMCTB BCTAHOBJIEHO, 1[0 HAWGIIBII MPUAATHUM JJIsI TETEPOTEHHUX BUPOOHUYHUX CepesioBHIL
€ ribpuaHul miaxia, sKkui noesHye ¢isnyHO opieHTOBaHI Ta KepoBaHi JaHuMU Mozesi. Ha BigMiny Bif cyTo
white-box a6o black-box mMonesel, Takuil miaxig 3abe3nedye oJHOYACHO IHTEPHPETOBAHICTh pPe3yJbTaTiB
i aJanTUBHICTD Z0 3MiH peXXuMiB BUPOGHHUITBA. Lle Jas0 3Mory miJBULIMTH TOYHICTh MPOTHO3YBAHHS TeX-
HIYHOTO cTaHy 06J1a/IHAaHHSA B yMOBAaX 4acTKOBOI popMastizanil BApOOGHUYMX MTPOLIECIB.

2. Po3po6sieHo m’sATUpiBHEBY MikpocepBicHy apxiTekTypy Digital Twin 3 KoHTeHHepHU30BaHUM PO3rop-
TaHHAM y Kubernetes Ha ri6puHiii XMapHO-J0OKa/NbHIK iHQpacTpyKTypi. OCOGIUBICTIO apXiTEKTypH € po3-
oAz GyHKIIHA MiXK KpalOBUMH By3JIaMU Ta XMapHOIO IJIaTGOPMOI0, 1[0 3a6e3MeYrII0 AOCTYIHICTh CUCTEMHU
Ha piBHi 99,3% HaBiTb 3a HecTabiIbLHOr0 MepexeBoro 3'eaHaHHsA. Bukopucranus Apache Kafka Ta Apache
Flink 103B0/1MJ10 3a6€3N€YUTH TOTOKOBY 06POGKY /10 62 THC. TOBiIOMJIEHD 33 CEKYHY.

3. Peasi3aoBaHO MyJIBTUNIPOTOKOJIBHY CHUCTEMY 360py BUPOOHUYMX AaHUX i3 migTpuMkoo OPC-UA, FANUC
FOCAS2 ta Modbus RTU, o 3a6e3neuye iHTerpaniro 28 i3 34 oAUHUIb TEXHOJIOTIYHOTO 06/1a/JHAaHHSA 6€3 MO-
JepHizanii icHyto4oi iHppacTpykTypu. 3aiponoHOBaHUH NiAxizg A03BoJsie oxonuTH 82,4% o61aHaHHSA Mij-
MPHUEMCTBA TA OpraHizyBaTH 06po6Ky 6/113bko 18 500 moBijoM/IeHb 32 XBUJIMHY IPU CEPEHbOMY L060BOMY
06ca3i ganux 12 I'B.

4. Po3po6JieHa mificucTeMa NpeJUKTUBHOI aHAIITHKK Ha OCcHOBI anroputMmiB Isolation Forest, LSTM Ta
LSTM-Autoencoder 3a6e3neunsa Fl-score = 0,90 g 3aja4i BUSABJIEHHS aHOMaJil Ta CepefjHIO MOXUOKY
NMPOrHo3yBaHHA 3aaulKoBoro pecypcy MAE = 8,3 ron Ha ropusoHTi 48 rog. OTpyuMaHi pe3y/sbTaTH MOACHIO-
I0ThCS1 BUKOPUCTAHHSIM KOMGIHOBAHOTO MiJIX0/y, IKUW MOEJHYE 4YaCOBO-4aCTOTHUM aHasli3 CUTHaJIB i3 T/iu-
OGOKHMMHM PEKYPEHTHUMH HEHPOHHUMHU MepeKaMH.

5. EkciepuMeHTasibHa anpo6anis Digital Twin B ymMoBax imiTanifiHoro BUpoGHHYOro cepesoBua mif-
TBep/nJa ePeKTUBHICTh 3aIIPONIOHOBAHOTO MiJIX0AY. Y X0/i MO/ie/II0BaHHS 6yJI0 BCTAHOBJIEHO, 110 3aCTOCY-
BaHHSI poO3po6JieHOl apXiTeKTypH [03BOJISIE MiBUIIUTH KoedilieHT yMOBHOI epeKTHUBHOCTI 006J/1a[HAaHHSA
(OEE) 3 72,4% pno 78,1%, 3MEHUIUTH KiJIbKiCTb 3MO/Ie/IbOBAHUX HEIIJIAHOBUX 3yMUHOK Ha 63% Ta CKOPOTUTH
BUTPATH Ha TeXHiYHe 06CayroByBaHHs Ha 26,6%. OTpuMaHUH po3paxXyHKOBUN eKOHOMIYHUN e(eKT y pos-
Mipi 6J1M3bKO 3,5 MJIH I'PH Ha piK Ta MPOTHO30BaHMN TePMiH OKynmHOCTi 6/1u3bK0 1,1 poKy 6ysM BU3Ha4YeH]
Ha OCHOBI Mozie/li EKOHOMIYHOI OLiHKY e(PEeKTUBHOCTI, 1[0 6A3yETHCA HA pe3y/bTaTaX eKCIIePUMEHTAIBHOIO
MoiestoBaHHsA. Lle cBiYMTH MPO MOTEHLIHHY AOLIJBbHICTh BUKOPHUCTAHHS LUPPOBUX ABIMHUKIB K iHCTpPY-
MEHTY ONTHMi3anii BUPOGHUYUX NPOLECIB y MPOMHUCIOBUX HiATPHUEMCTBAX.

[lepceKTUBY NMOAAMBIINX AOC/II/PKEHD NOB’A3aHi 3 PO3MHUPEHHSM IepesliKy HiATPUMyBaHUX MPOMHUCJIO-
BUX MPOTOKOJIB [iJIs1 IOBHOTO OXOIJIEHHS OGJIaZiHAHHSA, 1[0 3a/IMIIMJIOCS 1032 OCHOBHOIO CHCTEMOIO; PO3-
POOKOI MeXaHi3MiB de/lepaTUBHOTO HaBYaHHS MoOJeJiel 111 06'€fHAHHS NOCBiAy KiJIbKOX MiIMIPUEMCTB 6e3
nepejayi KoHiAeHIHHMX BUPOOGHUUMX JAHUX; a TAKOXK BINPOBAa/PKEHHSIM MeXaHi3MiB 3BOPOTHOTO yIpaB-
JIIHHA - Nepe/adi KOPUTYBaJIbHUX KOMaH/, Bif iudpoBoro ABifiHKMKa 6e3mocepeHbO /10 CUCTEM YHCIOBOTO
MpPOrpaMHOT0 KepyBaHHA BePCTATIB, 1[0 J03BOJUTb NEPEUTH BiJj CYTO peKOMeHJALiHHOr0 10 MOBHOLIHHOTO
YIIPaBJIIHCBKOI'O PeXUMY eKCIIyaTauii CUCTeMHU.

KoH@iKT iHTepeciB. ABTOPH J€K/IapyIOTh, 1110 He MAalOTh KOHQJIIKTY iHTepeciB CTOCOBHO aHOTO J0CJIi-
JDKeHHs, B TOMY YMCJIi GiHAHCOBOTO, 0COOUCTICHOTO XapaKTepy, aBTOPCTBA YH iHIIOT0 XapaKTepy, 10 Mir 6u
BIJIMHYTH Ha A0CJiP)KEHHS Ta HOro pe3yJbTaTH, Npe/CcTaB/eHi B JaHil CTaTTI.

dinaHcyBaHHs. JlociKeHHS TPOBOAMIOCH 6e3 GpiHaHCOBOI MiJTPUMKH.

JocTtynHicTb JaHUX. PyKonyc He Ma€ OB’ I3aHUX IaHUX.

BukopucTaHHs 3aC06iB IITYYHOTO iHTE/IEKTY. ABTOPH MiATBEP/KYIOTh, 1110 HE BUKOPHUCTOBYBAJIHN TEX-
HOJIOTii IITYYHOTrO iHTEJIEKTY NPY CTBOPEHH] Ipe/iCTaB/IeHOI pOGOTH.

BHecok aBTOpiB. TeTsiHa CaBueHKO: KoHIlenTyaJsi3anis (Conceptualization), meTomouioris (Methodology),
¢dopmanbHui aHani3 (Formal analysis), HaykoBe kepiBHUITBO (Supervision), pelieH3yBaHHSA Ta peAaryBaH-
He Tekcty (Writing - review & editing); IBan MalicTep: nporpaMmHa peasizauis (Software), mociaimpkeHHs
(Investigation), mifroroBka ganux (Data curation), Baniganis (Validation), Bisyanizanis (Visualization), mia-
roTOBKa Io4aTkoBoi Bepcii pykonucy (Writing - original draft).
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MO/IEJIIOBAHHA B3AEMOAII MIIIOXOAIB I TPAHCIIOPTHHMX 3ACOBIB
B YMOBAX HEKOHTPOJ/IbOBAHOI'O PYXY HA OCHOBI I'PH CTAKEJIGEPTA

B. b. CaxHesuu

MODELING THE INTERACTION OF PEDESTRIANS AND VEHICLES IN UNCONTROLLED TRAFFIC CONDITIONS
BASED ON THE STACKELBERG GAME

Valerii Sakhnevych

AHoTanisa

06’ ekmom docaidxceHHs € npoyec 83aeMO0ii niwioxoda i mpaHCNOPMHO20 3aco6y 8 YMOBAX HEPE2YNb08AHO20 OOPOHCHLO20
DPYXY 3a HaAsiI8HOCMI NomMeHYiliH020 KoHPAIKmMY ixHix mpaekmopiil. [Ipobaema docaidxiceHHs noasieae y BUSHa4eHHI payioHaabHOI
noeediHKU y4acHuKie 00poiCHb020 PYXy 8 CUMyayisx, KoAu npuliHAmms piwleHHs 0OHUM y4aCHUKOM 6e3nocepedHbo 8N1u8ae Ha
8ubip dili iIHWo20 ma 3MIHIOE piseHb Hebe3neku. /] if supiweHHs po3pobsieHo i2pogy Modeab KOHPAIKMHOI 83aEm00ii Ha ocHO8i
nocaidosHoi 2pu Cmakenbepeaa, y siKill niwioxio nepwium opmye nogediHkosull cuzHal, a mpaHcnopmHuli 3acié eusHavae 8iono-
8i0Hy cmpamezito pyxy. OmpumaHi pe3ys1bmamu noAsi2ar0ms y 8UHAYEHHI piIBHOBANCHUX cmpamezitl yYaCcHUKI8 3 ypaxy8aHHIM
yacy do nomeHyitiHo2o 3iMKHeHHs, Yacy nicas auxody i3 30HU KOH@PAIKmMY, MiHIMaabHOI 8idcmaHi Mixc y4acHUKaMu ma ixHwoi
gidHOCHOT weudkocmi. BioMiHHOW 0c06.aU8icMI0 3aNpoNOHOB8AH020 Ni0X0dy € 8paxy8aHHs 83AEMHO20 8NAUBY PilleHb Y4ACHUKIS,
wo dae 3mozy oyiHroeamu He okpeMi 0ii niwioxoda a6o 800is1, a ix y3200ceHy nogediHKy 8 Medxcax 00Hiei koHgdaikmHoi cumyayii
ma eusHauamu Hacaioku amiHu o6paHoi cmpamezii 045 iHwo20 yyacHuka. Ha npukiadi Hepezy1608aH020 niwoXioHo20 nepexo-
dy 6CcmaHo08/1eHo, WO 3a NpUliHAMUX napamempie piBHOBANCHOIO € cmpamezisi, 3a sKoi niwoxid npodosicye pyx, a mpaHcnopm-
Hutl 3aci6 3mMeHwye weudKicmb. BusigseHo 3a1excHicmb pigHO8ACHO20 piwleHHs1 810 nouamkosoi weudkocmi agmomobiis, 8io-
cmati do niwoxoda, yacy do nomeHyiliHo20 KOH@PAIKMY ma sazosux Koegdiyienmis, wo xapakmepusyroms 3Havyujicms 6e3nexu,
weudkocmi Ui 8ioxusneHHs 8i0 mpaekmopii. OmpumaHi pe3ys1bmamu NOSICHIOHMbCS NOCAIO08HUM XAPAKMEPOM NPpUlHAMMS
piweHb ma 3acmocy8aHHsIM 360pomHoi IHOYKYil 0151 BUSHAYEHHS ONMUMA/LHOT 8i0N08I0i KOJCHO20 YHACHUKA 3 YPAXy8aAHHSAM
ouikysaHux ditl iHw020. 3anponoHo8aHa Modeb Moxce 6ymu 8uKopucmaHa Ha npakmuyi 3a HasseHocmi iHgpopmayii npo noso-
JHCeHHs, WBUOJKICMb | HaNPSIMOK pyXy YYACHUKIB 0151 OYIHIOBAHHS DOPONCHIX KOH.AIKMIB, nidmpumKu npulinammsi piwieHb ma
PO3p06AEHHS a120pUMMi6 IHMeNeKmMyaabHO20 Kepy8aHHs MPaHCNOPMHUMU 3Ac06aMU, 30KpeMA 8 CUCMeMax nonepeojiceH s
Hebe3neyHUX 36UNHCEHb MA A8MoMamu308aHO20 8UOODY PEHCUMY DYXY.

Kawuosi caoea: niwoxio, mpancnopmuuil 3aci6, dopodcHill KoH@.ikm, Hepez2yabogaHull niwoxidHull nepexio,
epa Cmakenbepzaa, meopisi i2op, OYiHI08AHHS PU3UKY, pIBHOBANCHA cmpamezisi, MO0e108aHHS 83AEMOTII.

Abstract

The object of the study is the process of interaction between a pedestrian and a vehicle in unregulated traffic conditions
in the presence of a potential conflict of their trajectories. The research problem is to determine the rational behavior of road
users in situations when the decision-making of one participant directly affects the choice of actions of the other and changes
the level of danger. To solve it, a game model of conflict interaction was developed based on the sequential Stackelberg game,
in which the pedestrian is the first to form a behavioral signal, and the vehicle determines the appropriate movement strategy.
The results obtained consist in determining the equilibrium strategies of the participants taking into account the time before
a potential collision, the time after leaving the conflict zone, the minimum distance between the participants and their relative
speed. A distinctive feature of the proposed approach is the consideration of the mutual influence of the participants’ decisions,
which makes it possible to evaluate not individual actions of a pedestrian or driver, but their coordinated behavior within the
same conflict situation and to determine the consequences of changing the chosen strategy for the other participant. Using
the example of an unregulated pedestrian crossing, it was found that, under the adopted parameters, the equilibrium strategy
is one in which the pedestrian continues to move, and the vehicle reduces speed. The dependence of the equilibrium solution
on the initial speed of the car, the distance to the pedestrian, the time to the potential conflict, and the weight coefficients
characterizing the significance of safety, speed, and deviation from the trajectory were revealed. The results obtained are
explained by the sequential nature of decision-making and the use of backward induction to determine the optimal response of
each participant, taking into account the expected actions of the other. The proposed model can be used in practice if information
is available about the position, speed, and direction of movement of the participants to assess road conflicts, support decision-
making, and develop algorithms for intelligent vehicle control, in particular in systems for warning of dangerous approaches
and automated selection of the driving mode.

Key words: pedestrian, vehicle, traffic conflict, unregulated pedestrian crossing, Stackelberg game, game theory, risk
assessment, equilibrium strategy, interaction modeling.
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1. Betyn. 3pocTaHHs iHTEHCUBHOCTI JOPOXXHBOTO PyXy, NOIIMPEHHS CUCTEM JONOMOTH BOAIEBI Ta pos-
BUTOK aBTOHOMHHUX TPAHCIOPTHUX 3aC06iB 3yMOBJIIOIOTh HEOOXiJHICTh GiJbII TOYHOrO ONMHCY MOBEAIHKU
YYaCHUKIB JOPOKHBOT'O PYXy B MOTEHLiMHO KOHQJIIKTHUX cuTyanisx. 0co6JnBOro 3Ha4eHHs] HabyBalOTh He-
pery/poBaHi mimoxiziHi nepexosu Ta nepexpecTs, Ae BifICYTHICTb CBITIOGOPHOTO pery/toBaHHs NEPEHOCUTD
3HAYHY YaCTHHY BiZMOBiZjaJbHOCT] 32 BUGIp MOMEHTY NepexoAy, IBHUAKOCTI Ta TPAEKTOpii 6e3nocepeHbO
Ha mimoxo/a i BoZid. Y Takux yMoBax 6e3MeYHiCTb pyXy BU3HAYAETHCSA MOTOYHUMH IPOCTOPOBO-4YACOBUMHU
napaMeTpaMu Ta TUM, K KOXKeH YYaCHHUK OLIHIO€ HAaMipH IHIIOro Ta NPOTrHO3YE MOTo nojanbiui Ail.

[Ipo6sieMa yCKIaJHIOETHCS THUM, 1[0 TOBeiHKA MilI0X0/[a i BO/[isl He € MOBHICTIO leTepMiHOBaHOK. 3a 0f-
HaKOBMX JIOPOKHIX YMOB Pi3HI yYaCHUKH MOXYTb MO-pi3HOMY pearyBaTH Ha HabJIMKEHHS TPAHCIOPTHOTO
3aco6y, 3MiHIOBAaTH WBUJKICTb, 3yNMUHATHCA 260 MPOJOBXKYBATH PyX. PilleHHs ofHOro y4yacHuKa 6esmoce-
pe/iHbO BILJIMBAE Ha BUGip iHmoro. [limoxig, skuil mounHae nepexiz, GpakTUuHO GOPMYE HOBY CUTYALiIO AJIs
BO/Jifl, 2 3MiHa IBHU/KOCTI aBTOMOOGiJIs, ¥ CBOIO Yepry, MoXke 3MiHUTH pilleHHs mimoxoja. Takui XapakTep
B3a€EMO/ii He 3BOAUTHCS [0 HE3aJIEXKHOTO MPOrHO3YBAHHS TPAEKTOPIN i MOTpebye BpaxyBaHHS B3a€EMHOTO
BILJIUBY pillleHb.

TpaguuiiiHi MeToau oniHIOBaHHS 6€3NEeKH JOPOKHBOTO PYXy MEPEBAKHO I'PYHTYIOTHCA HA CTATUCTUYHO-
My aHaJs1i31 aBapiHOCTI, 4aCOBUX i MPOCTOPOBUX MOKAa3HUKAX KOHQJIIKTY, @ TAKOX Ha MO/IeJISIX TPOrHO3yBaH-
Hs TpaekTopii. /lo Hal6iNbII MOLIMPEHUX NMOKA3HUKIB HAIEXaTh Yac [0 3iTKHEHHs, Yac Mic/s 3BiIbHEHHS
KOHQJIIKTHOI 30HH, Bi/J[HOCHA IIBU/KICTb Ta MiHIMaJIbHA BiZICTaHb Mi>K yYaCHUKAMH PyXY.

Taki mokasHUKHU al0Th 3MOT'Y KiJIbKiCHO OLiHUTH piBeHb He6Ge3IeKH, OZHaK caMi o cobi He MOSICHIOITh
MexaHi3M BUOOPY KOHKpEeTHOI cTpaTerii yYacHUKOM y cUTyalii B3aEMHOTO BIJIUBY.

3acTocyBaHHs Teopii irop Jjae MOXKJIUBICTh PO3IJISSJATH MILIOX0/A i BOAIA K B3aEMOAIIOUMX Cy6EKTIB, pi-
LIEHHS SIKUX 3aJIe’KaTh BiJl O4iKyBaHOI MOBEAIHKHU iHILOI CTOPOHU. ¥ 11bOMY KOHTEKCTI Mogesi Hema ta Cra-
KeJsibepra aloTh 3MOTy GopMasisyBaTu BUOIp cTparTeriii i BU3HaYaTH YMOBH CTiHKOCTI BiATIOBiIHUX pillleHb.
[IpoTe BuKOpucTaHHSA KJacu4yHol rpu CTakesnbepra i MOZEJIIOBAHHS JOPOXKHIX KOHQJIIKTIB Ma€ CyTTEBE
00MEXXeHHs: BOHO Nepe/i0ada€e JOCTaTHbO YiTKe BU3HAYEHHS PoJieH Jiijiepa Ta MOC/iIOBHUKA i, K TPaBuUJIO,
He BpPaxOBYE HEBU3HAYEHICTh 1100 MOBEJIHKOBOrO TUIY IHIIOrO YYacCHUKA. Y peasibHIN JOPOXKHIA cUTyaLil
BOJIiil He Mae MoBHOI iH$opMaIlii mpo HaMipH mimoxoa, TaK CaMo SIK MILIOXiJ He MOXKe JOCTOBIpHO BU3HAUHU-
TU NOAAJBILY PEaKI[il0 BOJiA.

HasBHi mocuipkeHHs 3HAYHOI MipOI0 30Ccepe/KeHi Ha OKPEeMUX CKJIQ/IOBUX Ifi€l Mpo6JieMu: OI[iHIOBaHHI
PU3UKY KOHQJIIKTY 32 TPOCTOPOBO-4aCOBUMHU MMOKAa3HWKAMU, MPOTHO3YBaHHI TPAEKTOPiN mimoxo/iB i TpaH-
CIOPTHHUX 3ac06iB, 3aCTOCYBaHHI TEOPETHUKO-ITPOBUX Mojesel AJ1 BUOOPY MaHEBPY, BpaxyBaHHI coriasib-
HUX HODPM I IIpiopuTeTy Nij 4ac B3a€MO/Iil, BAKOPUCTAHHI MeTO/IB MAIUMHHOI'0 HABYaHHA JAJis IPOrHO3yBaH-
HA NOBEAIHKU yYaCHUKIB PyXy.

BogHoYac HEZOCTAaTHBO OMPALlbOBAHUM 3AJIMINAETHCS MUTAHHS MOOYA0BU EAUHOI MOZeJ, y AKiH oliHI0-
BaHHA [I0TOYHOI'O PiBHA PU3UKY NIOEAHYETHCA 3 IPOTHO3YBAaHHAM [I0BEAIHKOBOI cTpaTerii IHIIOro y4YacHUKa
Ta NocJaiJOBHUM BU6OPOM BiacHoOi fiii. Oco6/1MBoi yBaru noTpe6ye BpaxyBaHHsI HEMOBHOI iH$opmauii. HeBu-
3Ha4YeHiCTh W00 HaMipiB mimoxoga a6o BoJist 6e3nmocepe/[HLO BIJIMBAE Ha BUGip 6e3nevyHoi cTparerii. Bu-
KopucTaHHS QiKCOBaHUX QYHKLIA KOPUCHOCTI Ta Hamepes 3alaHUX PoJield yYaCHUKIB MOXe MPU3BOJUTH [0
HEKOPEKTHOTI'0 ONKCY MTOBEAIHKH B CUTYyaLifX, KOJU GaKTUIHA peaKIis Bipi3HAETbCA Bif 04iKyBaHOI.

OTxe, HayKoBa Mpo6JIeMa MOJISATAE Y BiJICYTHOCTI AOCTaTHBO OGI'PYHTOBAHOTO MiAXOAY /10 MO/E/II0BAHHS
B3aeMO/ii mimoxo/ia i TPaHCIOPTHOTrO 3aco0y, SIKMH OJHOYACHO BPAaxOBYyBaB OM MPOCTOPOBO-YACOBi Xapak-
TEPUCTUKU KOHQIIIKTY, HeBU3HAYEHICTh 1100 MOBE/iHKOBUX HaMipiB yYaCHUKIB Ta MOCJIiJOBHUIN XapaKTep
NPUUHATTA pilleHb. Po3B’A3aHHs Liel mpobsieMu noTpebye po3BUTKY irpoBoi MojeJ, 34aTHOI aZjaTyBaTH
BUOIp cTpaTerii ;0 3MiHK LOPOXKHBOI cuTyalil Ta piBHSA iHPOpMaLiitHOI HEBU3HAYEHOCTI.

Came TOMy BUHHMKA€E NoTpeba y po3poblii aflanTUBHOI Mo/iesli B3aEMOJII mimoxoza i TpaHCIIOPTHOTO 3aco-
0y Ha ocHOBI rpu CTakeJsibepra, JOMOBHEHOI MeXaHi3MOM OI[iHIOBAaHHSI HEBU3HAYEHOCTI 1[0/I0 TIOBE/[IHKOBOTO
THUITY YYaCHUKIB Ta KiJIbKICHOIO OL[iHKOI pU3UKY KOHQUIKTY. Takuil miAxis Mae CTBOPUTH OCHOBY [iJisi BU3HA-
YeHHs ONTHMAJIbHUX CTPATEril pyXy B yMOBaX HEPEryJIbOBAaHUX MIEPEX0/IiB i MOXke 6YTH BUKOPUCTAHMH MiJ| yac
pO3p0o6JIEHHS CUCTEM MiJTPUMKH NPUHHATTS pillleHb Ta aJIFOPUTMIB aBTOHOMHOTO KepYBaHHS TPAHCIIOPTHH-
MU 3acob6amu. CamMe BUPIiLIEHHS 3a3HAY€HOI0 HAyKOBOTO 3aB/IaHHS CTAHOBUTD MPEIMET L[bOT0 1OC/i/PKEHHS.

Y po6ori [1] pocaimxkeHo B3aeMoiro MiIOX0/iB i TpaHCIIOPTHUX 3aC06iB HA HePeTy/IbOBAHUX MEPEX01ax
i3 BUKOPHUCTAHHSM TEOPETHKO-IrpoBOro mizxoy. ABTOpH pO3I/ISHYJ/IH pi3Hi BapiaHTH GopMy/It0BaHHSA QYHK-
Lil BUTpally Ta CIOCOOH MOIIYyKY PiBHOBXXKHMX cTpaTeriit. [lokasaHo, 1o TpaauniiiHa piBHoBara Hema He
3aBX/IM aZleKBaTHO OMHUCYye GaKTHUYHY MOBeAiHKY mimmoxoAiB i BogiiB. [IpoTe 3anvumiarcs HeBUpPilIEeHUMHU
MMTaHHS BUOOPY MOJeli, sKa BpaxoByBaJsia 6 06MeXeHy palioHa/lbHICTh yYaCHUKIB Ta 3MiHy iXHiX OI[iHOK
cutyanil B mpoueci B3aemozii. [[pyyrHO0 11bOT0 € BUKOPUCTAaHHS $iKCOBaHMX NMpaBu GOPMyBaHHS BUTpa-
B i TPUMYLIEHHS 1[0/10 JOCTATHbO PallioHATBHOI'0 BUGOPY CTPATETIH.
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Y mochimxenHi [2] 3anmponoHOBaHO MiAXiJ /10 MPOrHO3yBaHHS Pe3y/bTaTy B3aeMoJii mimoxoza i TpaH-
CIOPTHOTO 3ac00y Ha HEpEeryJbOBaHUX NEPEXo/iax i3 BUKOPHUCTAHHAM MeTO/iB MAallMHHOTO HaB4YaHH:A. Po3s-
VISTHYTO BILJIUB 4Yacy A0 MPUOYTTsS TPAHCIOPTHOTO 3ac00y, TPUBAJIOCTI O4iKyBaHHS MillIOX0/1a, HAIBHOCTI mi-
IOXi/IHOT'O EPEXO/Y, 4 TAKOXK XapaKTEPUCTHK i MOBEIHKOBUX 0COGJIMBOCTEN y4acHHUKIB pyxy. [lokasaHo, 1110
CYKYIIHICTb LIMX YUHHUKIB MOXXe BUKOPUCTOBYBATUCA [JIs1 IPOTHO3YBAaHHSA pilleHHA Mimoxoza o040 noyar-
Ky nepexozy. Pa3oM i3 TUM 3asuiunsvcs HeBUPIilIEHUMU NTUTAHHS GOPMaAJbHOTO ONKCY B3aEMHOI'O BIIJIUBY
pilieHb nimwoxona i BoAist. [[puynHOI0 1IbOTO € epeBakHa OpieHTalid MiIX0Ay HAa NPOTHO3YBaHHSA pe3yJbTa-
Ty B3a€EMOZI1 6€3 SBHOI'0 MO/Ie/TII0BaHHS MOCJIiJOBHOCTI CTpaTeTiYHUX pillleHb.

Po6ota [3] mpucBstueHa po3po61i MoJesli MPOrHO3yBaHHS TPAEKTODII MillIoXo/ja Ha HEPETry/IbOBAaHUX Iepexpe-
CTAX i3 BUKOPUCTaHHAM Teopii irop. ABTopaMy cpopMoBaHO MaTpPHUII0 BUTpaIliB JJ/1s1 B3aEMo|i minoxoza i TpaH-
CIOPTHOTO 3aC06y, MapaMeTpH sIKOI BU3HAYAIOThCS HA OCHOBI GPaKTUYHUX JAHUX PO HMOBIpHICTh nepexoay. OTpu-
MaHy irpoBy MO/ieJIb IHTErPOBaHO 3 MOJEJIII0 IPOTHO3YBaHHSA TPAEKTOpIN miloxoziB. [lokasaHo, 1110 BpaxyBaHHA
indopmMmariii mpo B3aEMO/i10 3 TPAHCIIOPTHUM 3aCO60M JIa€ 3MOTY TOYHIIlle OITMCYBaTH MOBEAIHKY mimoxoa. [IpoTe
3/IMIINJIKCS HEBUPILIEHMMHY IUTAaHHS BpaxyBaHHs HENOBHOI iHdopMaii mpo noBeAiHKOBUH THIT y4acHHUKIB. [Ipu-
YUHOIO I1bOT0 € BUKOPUCTAHHSI CTATUYHOI I'PY 3 NOBHOIO iHdopMari€ro Ta GpiKCOBaHOIO CTPYKTYPOIO CTPATETIH.

Jocnimxenns [4] po3misagae irpoBuil miaxig o npuHHATTSA pilleHb aBTOHOMHUMHU TPAHCIOPTHUMU 3a-
cobaMM Ha HeEperyJbOBaHUX MepexpecTsxX. 3alPONOHOBAaHO BPAxOBYBaTH iH/JMBiAyasbHI mepeBaru Bo/iiB
Ta chiBBiJjHOIIEeHH MiX 6e3nekolo i epekTuBHICTIO pyXy. [lokasaHo, 1o irpoBa MoJesb Jae 3Mory Gpopmy-
BaTHU cTpaTerii, AKi 3a6e3Me4Yy0Th KOMIPOMIC Mi>k PU3UKOM 3ITKHEHHS Ta WIBHU/KICTIO MPOXO/KEHHS Hepe-
xpecTs. Pa3oM i3 TUM 3a/MIININCA HEeBUPILIEHMMU MUTAHHA NepeHeCeHHA TaKOro MiAX0Ay Ha B3aEMOII0
TPAHCIIOPTHOT'O 3aCO0Y 3 Mil0X0/[0M. [[pHYMHOI0 I[LOTO € CYTTEBI BiAMIHHOCTI Mi>k aBTOMOGiJIbHO-aBTOMO-
617IbHOI0 B3a€EMOJIEI0 Ta B3aEMO/Ii€I0 aBTOMOOGiJIA 3 YPa3/JIMBUM yYaCHUKOM JIOPOXKHBOI'O PYyXy, 30KpeMa 3a
XapaKTepoM cTpaTeril i JONyCTUMUM piBHEM PU3HUKY.

Y pob6ori [5] cucTeMaTH30BaHO CyvyacHi MiAXo4u /0 MPOrHO3yBaHHS TPAEKTOPIH mimoxo/iB y 3MimanHoMy
cepeoBHIL|, /e OAHOYACHO MPUCYTHI MIIIOX0AM TA TPAaHCIOPTHI 3aco6u. [lokazaHo, 1[0 MOBeAiHKA MilI0X0a
3aJIeXKUTh He JIMLIe BiJj KOr0 BJIACHOIO PyXy, a ¥ BiJi TPA€eKTOPIi, LIBUAKOCTI Ta 04iKyBaHOI NOBeAIHKH TpaH-
cnopTHOro 3aco6y. OKpeMo HaroJioleHo Ha HeoOXiAHOCTI BpaxyBaHHS HEBU3HAYEHOCTI MPOrHO3yBaHHS Ta
MOBEe/IiIHKOBOI HEOJHOPiAHOCTI y4YacHUKIB. [IpoTe 3asumunancsa HeBUPIlIeHUMY TUTaHHS GOPMYyBaHHS €/U-
HOTO MeXaHi3My NPUHHATTSA pillleHb, KN NMOEAHYBAaB OM NMPOrHO3 TPa€eKTopil 3 BU6opoM cTparerii iHIoro
ydacHUKa. [IpyyrHOI0 LIbOTO € MepeBaXKHa OpieHTaLlifl PO3IJIAHYTUX METO/IB Ha NPOTHO3YBaHHSA pPyXy, a He
Ha CTpaTeriyHe MoJeJIl0BaHHA B3aEMOJII.

Mopgesb B3aemogii mimoxo/a i TpaHCIOPTHOTO 3ac06y, 1[0 BPAXOBYE CIPUHHATTS PU3UKY I1iJ] 4ac Mepexo-
Jly HEeperyJb0oBaHOI AJITHKY JOPOTH 3alpONOHOBaHA Y JocaimkeHHi [6]. [lokasaHo, 10 oLiHKa PU3UKY 3Mi-
HIOETBCS 3aJI€KHO BiJi MOTOYHOI'O CTaHy B3a€EMO/ii Ta MOBEJiHKOBUX peaklill ydyacHUKIiB. Takui niaxijg gae
3MOTy IOB’I3aTH 06'€KTUBHI XapaKTepPUCTHKH JOPOKHBOI cuTyalil 3 pilleHHsAMH mimoxoza i Bogis. BogHo-
Yyac 3aJIMLIUJIMCS HEBUPIIIEHMMH MUTAaHHS BUKOPHUCTAHHS OLiHKM PU3UKY 6e3mocepe/iHbO B MPOLEeLypi BU-
60py onTUMaJIbHOI cTpaTerii. [[pUYKMHOI0 LIbOTO € PO3IVIAJ, PU3UKY NEPEBAKHO K MOSCHIOBAJIbHOI XapaKTe-
PUCTHKH NOBEiHKY, a He SIK JIMHAMI{YHOTO KOMIIOHEHTa irpoBoi GpyHKIil KOPUCHOCTI.

ABTOpu po6oTH [7] NpoBOAATH aHaI3 KOHGJIIKTHUX B3a€EMOZIN MilIoXo/iB i TpaHCHOPTHUX 3aco6iB Ha
HeperyJbOBaHOMY MilIOXiTHOMY IepexoAi 3a J0MoMoror nokasHuka Post-Encroachment Time. Ha ocHoBi
3HAYHOI KiJIbKOCTi BiZieo3anuciB BCTAaHOBJIEHO 3aJIEXKHICTh 4aCTOTH KOHQJUIIKTHUX CUTYalil BiJj HampsiMKy
HabJIMKeHHS MiLI0oX0/a i TPaHCIOPTHOro 3aco0y Ta iIXHbOTO B3aEMHOTO MOJIOXKeHHs. [lokasaHo, 1[0 1pocTo-
POBO-4acOBi XapaKTEPUCTHUKH B3aEMO/Ii1 MOXKYTb BUKOPHUCTOBYBATHCS [JIs KiJIbKICHOTO OLiHIOBaHHS He6e3-
neku. [IpoTe 3anMmmnaInca HeBUPilleHUMHU MUTAHHSA NTPOTHO3YBaHHSA NOJAJIbUINX [[iM yYaCHUKIB 0 MOMEHTY
BUHUKHEHHA KPUTHUYHOI cuTyanii. [I[py4nuHOI0 bOTO € Opi€EHTaLid Ha pPeTPOCHeKTHBHE OLiHIOBAaHHA KOH-
¢dutikTy 3a Bxke cGOPMOBAaHUMU TPAEKTOPISAMHU.

Y nocnimkenHi [8] po3po6.JieHO MOie/Ib MPOTHO3YBAHHSA CTYTIEHS TSXKKOCTI B3aEMO/I MIIIOXO/AiB i TpaHCIOPT-
HUX 3ac06iB Ha HEPETYJIbOBAaHUX MEPEXPECTSX i3 BUKOPUCTAHHSM MO/esiel IJTM60KOro HaByaHHs. [lj1s1 mo6yi0BU
Mo/ieJTli BAKOPHUCTAHO TPAEKTOPHI XapaKTEPUCTUKH ITIIOXO/iB i TPAaHCIIOPTHUX 3aC06iB, a pe3ysbTaTH B3aEMOl
ks1acupikoBaHO 3a piBHeM Hebe3mnekH. [lokazaHO MOXJ/IMBICTb aBTOMAaTU30BAaHOT'O MPOrHO3YBAHHS KPUTHYHUX
CUTYyallil 3a JAaHUMHU BifieocriocTepexkeHHs. Pa3oM i3 TUM 3a/IMIIM/INCA HEBUPIIIEHUMU MUTaHHSA NOSCHEHHS IIPU-
YUH BUOOPY KOHKpETHOI cTpaTerii yyacHMKOM pyxy. [I[pHurHOI0 I1bOr0 € nepeBaXkHa OpieHTALlisl MoJes1i Ha mpo-
rHO3YBaHHS KJacy Hebe3neku 6e3 ¢popmaJtizawil crpaTeriyHoi B3aeMo/il Mi>K y4acCHUKaMH.

Y po6ori [9] mocaimpxeHo B3aEMO/if0 aBTOHOMHOI'0O TPAaHCIIOPTHOTO 3aco0y Ta MilIoXo/ja 3 ypaxyBaHHAM
06MeKeHOI palioHaIbHOCTI JIIOJWHU. 3allpONOHOBAHO JUHAMI4YHy irpoBY Mo/iesb, Y sIKid NMoBefiHKOBI Xa-
PaKTEPUCTUKHU YYaCHUKA OL{HIOIOTBCS B MPOLECi CIOCTEPEXKeHHs 3a HOro AisiMH, a OTpUMaHa iHdopMaris
BUKOPHCTOBYEThCS /IJIs1 OHOBJIEHHS TMOAAJIbINO]I cTpaTeril TpaHCcnopTHOTo 3aco6y. [lokasaHo, 10 BpaxyBaHHS
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06MexeHol palioHaJbHOCTI Ta MHAMIYHOTO OHOBJIeHHS iHpopManii fae 3Mory Ha6JIM3UTH MOJEJb [0 pe-
aJIbHOI NOBeAiHKM y4acHUKIB. [IpoTe 3ajunavca HeBUPIIIEeHUMU NMUTAHHA NOEJHAHHA TaKOr0 MeXaHi3My
3 iepapxiuyHo0 CTPyKTypoto rpu CTakesbepra Ta KiJIbKiCHOI OLIIHKOK PU3UKY KOHQJIIKTY. [[pH4rHO0 IBOTO
€ BUKOPHUCTAHHA IHIIOI0 TUILY iIrpOBOI MOCTAHOBKH, 3aCHOBAHOI Ha MOJeJli YaCTKOBO CIIOCTEPEeXKyBaHOTIo ce-
peAoBUILA Ta iEpapxil KOTHITUBHUX PiBHIB.

Jocnimkenssa [10] mpucBsiueHO po3poOIi eBOJIOLIHHOI Mozesi B3aeMo/il MiIIOXoAiB Ta aBTOHOMHUX
TPAHCHOPTHHUX 3ac06iB Ha HEPEryJIbOBaHUX [JiJsTHKaX JOpord. BpaxoBaHo [oBipy mimoxoxiB o 6e3misoT-
HUX TPAHCIOPTHHUX 3ac06iB, MexaHi3MH KOMYHiKanii M JIFoAMHOIO i TPAaHCMOPTHUM 3acO60M Ta BILJIMB pe-
IyAATOPHUX 3axoziB. [lokaszaHo, 1m0 3MiHa piBHsA [0BipH, epeKTUBHOCTI KOMYHIKanil Ta KOHTPOJIO MOXe
BIJIMBATH Ha CTiMKICTh NEBHUX CTpaTerid B3aeMozil. BogHovyac 3aUIMIKCA HEBUPilIEHMMU MUTAHHS Olle-
paTUBHOTrO BUOOPY cTpaTerii /iJiT KOHKPEeTHOI JOP0XKHBOI CUTYyalil 3 ypaxyBaHHSIM NMOTOYHUX TPAEKTOPHUX
napameTpiB. [IpyYrHOI0 LIbOTO € €BOJIIOLIMHUIN XapaKTep MoJeJli, OpiEHTOBAHOI Ha aHaJli3 3MiHU cTpaTerii
y CYKYITHOCTI y9aCHHKIB, @ He Ha IOKPOKOBE MPUUHATTS pillleHHS B OKpeMill KOHQJIIKTHIHN cuTyanii.

Y po6ori [11] pocnimkeHOo B3aeMoAi0 mimoxoza i TpaHCHOPTHOTO 3aco0y 3 MO3HWLIM MPOrHO3yBaHHS
MalbOyTHIX KOHQJIIKTIB Ha Hepery/JbOBaHUX MepexpecTsaX. ABTOPU 3BEPTAIOTh yBary Ha Te, L0 MalOyTHS
TPAEKTOPiA XapaKTepU3yETbCA HEBU3HAYEHICTIO, KA BUHUKAE Yepe3 BapiaTUBHICTb NOBEAIHKHU JIIOJUHHU Ta
MOXUOKH CIIOCTEPEKEHHS. 3alIPONIOHOBAHO BUKOPHUCTOBYBATH UMOBIpHiCHE MPOTHO3YBaHHS TPAEKTOPIN A1
OIiHIOBaHHS MalOyTHIX KOHQJIKTIB. Pa3oM i3 TUM 3anuIIn/IMCA HEBUPIMIEHMMU NMUTAHHS BUKOPHUCTAHHS
OTPHMAHOTO0 PO3MO/iIy PU3UKY 6e3rocepejHbO B MeXaHi3Mi cTpaTeriyHoro Bu6opy. [I[pu4nHoOI0 1bOTO € PO3-
MeKyBaHHS NpoLeAyp NPOTHO3yBaHHSA TPAEKTOPII Ta NPUNHATTA pillleHHA.

ABTopu gocrimxkenHs [12] 3ampomnoHyBa/d MifXiJ A0 HaBYaHHS B3aEMOJIl MiXK milmoxomzaMu Ta TpaH-
CHOPTHUMHU 3aco6aMH [iJIsl TPOTHO3YBaHHS MaWOyTHBOI TpaekTopil mimoxozma. [lokasaHo, mo creniaabHe
BU/IiIJIEHHS 03HAK B3a€EMO/Iil M’k TPaHCIIOPTHUM 3ac060M i MilIOX0A0M MiZABUILYE TOYHICTh MPOTHO3yBaHHS
MOPiBHSHO 3 MOJEJISIMH, SIKi PO3TJIZAI0Th PyX Miloxoa 6e3 ypaxyBaHHs TPAaHCIOPTHOrO cepegoBuina. [Ipo-
Te 3a/IMLIMJINCA HeBUPIIIEeHMMU MUTAHHA iHTeprnpeTalil OTpUMMaHMUX POrHO3iB 3 MO3UILiN Teopili NPUKUHAT-
TS pileHb. [[pUYMHOI0 LIbOTO € BUKOPHUCTAHHS NEPEBAXXHO CTATUCTUYHOTO 3B’I3KY MK XapaKTepUCTUKaMH
B3a€EMO/ii Ta MallGYTHBOIO TPAEKTOPIEIO 6€3 IBHOTO NMpe/CTaBJEHHS CTPATETiM yYaCHUKIB.

Y pob6ori [13] mocnifkeHO MOXJIMBICTb BUKOPUCTAHHS irpOBUX Mojesied AJs1 po3B’si3aHHs KOHQJIIKTIB
aBTOHOMHHUX TPAHCIIOPTHHX 3ac06iB Ha HEPErYJIbOBAHUX MEePeXPeCTsX. 3aIpPONOHOBAaHO BPaXxOBYBaTH iHAM-
Biflya/ibHI epeBary y4yacHUKIB mij yac popmyBaHHs yHKLiNA Burpamy. [lokasaHo, o irpoBuit miaxis Moxe
3abe3nevyyBaTH KOMIpoMic Mixk 6e3mekoro Ta epeKTUBHICTIO pyXy B yMOBax BiZiICyTHOCTI cBiTsIodOpHOTO pe-
ry/Jr0BaHHsA. Pa3oM i3 TUM 3anuimnancs HeBUpilleHUMU MUTaHHSA afanTanil napamMeTpiB GyHKIii KOpHUCHOCTI
Jl0 HeBU3HA4YEHUX XapaKTEePUCTUK {HIIOTO y4acHUKa. [I[pUYNHOI0 I1bOr0 € BUKOPUCTAHHA NepeBaXKHO Hare-
peJ 3aJlaHuX MOJieJiel IlepeBar, siKi He 3MiHIOIThCS BiANIOBIHO 10 CIOCTepeXKyBaHOI MOBEAiHKU.

Y pocnimkenHi [14] po3rssHYTO MiAXOAU A0 MO/JIeJTIOBAaHHSI B3aEMO/IIl JIIOAWHU Ta aBTOHOMHOTO TPaH-
CIOPTHOTO 3ac06y 3 ypaxyBaHHSAM COLia/IbHOI CK/JIaZ0BO1 MoBeAiHKU. [loka3aHo, 1110 pilleHHS] aBTOHOMHOTO
TPaHCHOPTHOTO 3ac00y MOBUHHI BPAaxOBYyBaTH He JiMlle 6e3nocepeiHii pU3UK 3iTKHEHHs, a ¥ O4iKyBaHHS
JIIOJIMHM 11[0/10 TIOBEJ[iHKA aBTOMOOGi/s. BpaxyBaHHS COL[iaJIbHOTO BIJIUBY Jla€ 3MOTY Mi/IBULIUTH y3TO/pKe-
HICTB [Iili aBTOHOMHOI'0 TPAHCIOPTHOIO 3aco6y 3 MOBEAIHKOI iHIINX YYaCHUKIB pyxy. [IpoTe 3anmumiuancsa
HeBHUPIlIEHNMH MUTaHHS pOpMasbHOr0 BUSHAYEHHS MOMEHTY MePeXo/y Biji 0HOT0 piBHS PU3UKY /0 iHIIO-
ro Ta BiZjmoBifgHOI 3MiHM cTpaTeril. [[py4MHOI0 BOTO € NMepeBaXKHO KOHLIENTYaJbHUHN XapaKTep COLjiaJbHOI
cKIaZ0Boi Ta HeJocTaTHA popMaJtizalis ii 38’3Ky 3 irpoBOI0 piBHOBAroio.

Po6oTa [15] npucBsiueHa po3pob1ii METOAY MO/ EJIOBaHHS B3a€MO/II JIIOJWHHU i TPAHCIIOPTHOIO 3ac06y Ha
OCHOBI rpy Ta MTMGOKOTO 3BOPOTHOTO HAaBUYAHHSA 3 MmifkpinieHHaM. [ligxig fa€ 3Mory BU3Ha4aTH NapaMeTpH
MOBEIHKM YYaCHHUKIB 32 JAHMMH peasbHUX ab0 3MOJeJbOBAaHUX TPAEKTOPIA Ta BUKOPHUCTOBYBATH OTPH-
MaHy iHdopMario s BiITBOPEHHS NMPOLeCcy NPUUHATTSA pimeHb. [lokazaHO MepCHeKTUBHICTh NMOEJHAHHS
irpoBUX MoJiesiel i3 MeTo/laMU HaBYaHHS Ha OCHOBI NMOBEJiHKOBUX JaHUX. Pa30M i3 TUM 3a/IMILIUJINCS HEBU-
pilleHMMM NUTAaHHS 3a6e3MedYeHHs IPO30POro MexaHi3aMy ajanTaril crpaTerii o 3MiHM TUIy y9acHUKa 6e3
MOBTOPHOTO HaBYaHHS BCiel MogeJti. [[pUUnHOI0 1IbOTO € 3a/1eXKHICTh NapaMeTpiB Mo/ieJli Bii HaBYaIbHOI BU-
6ipKH Ta CKJIaAHICTh ONePaTHBHOTO OHOBJIEHHS NMOBE/iHKOBUX XapaKTEPUCTHK.

[IpoBegenuii aHani3 gociimkenb [1-15] cBiguuTh, M0 cydacHi migxoau A0 MOJieIFOBaHHS B3aeEMOJIi mi-
IIOXO/iB i TPAHCIOPTHUX 3ac06iB PO3BMBAIOTBHCA 3a KiJIbKOMa OCHOBHHUMH HaNpsiMaMU: NMPOTHO3yBaHHS
TPA€EKTOPiN Ha OCHOBI JJaHUX BiJleOCNIOCTEPEXKEeHHS Ta MeTO/iB MallMHHOTO HaBYaHH4, OL[IHIOBaHHSA PU3UKY
KOHQJIIKTY 3a MPOCTOPOBO-4aCOBMMH MMOKa3HMKAMH, 3aCTOCYBAHHS CTATUYHHUX 1 IUHAMIYHUX irpOBUX MoJe-
JIeH, ypaxyBaHHs iHAUBIlyaIbHUX 0COBJUBOCTEN Ta 0OMeXeHoI parioHa/JbHOCTI YYaCHUKIB, MOJIeTI0BaHHS
coLlia/IbHUX YNHHUKIB i J0BIpY /10 aBTOHOMHHUX TPAHCIIOPTHUX 3ac06iB, MoegHAHHSA Teopii irop i3 MmeTogamMu
MaUIMHHOIO HaBYaHHSA Ta 3BOPOTHOT0 HaBYaHHH 3 MiAKPINJIEHHAM.
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BopHouac aHasi3 HAyKOBUX Mpallb MOKA3YeE, 110 OKPeMi KOMIOHEHTH NMPOGJIEMHU BXKE OTPUMAJIH JLOCTAT-
HbO I'PYHTOBHE ONpALl0BAaHHSA, TOAI AK IX iHTerpanisa B €JUHY MOJeJ/b 3aJUIIAETHCA HEJLOCTAaTHbO PO3BU-
HeHOl0. 30KpeMa, MPOTrHO3yBaHHA TPAEKTOPIH, OLIIHIOBAaHHS PU3MKY Ta irpoBe NPUHHATTA pilleHb 4acTo
pPO3IMIAZAI0THCS SIK OKpeMi eTany, MK IKUMHU BiICYyTHIM alanTHBHUM MeXaHi3M B3aeMHOro 3B’s3Ky. Heno-
CTAaTHbO AOC/IJPKEHUM 3a/JMLIAETbCA TAKOX IHUTAHHA BPaXyBaHHS HEBU3HAUEHOCTI 1OAO MOBEAIHKOBOIO
THUIy y9acHUKa 6e3rmocepeiHbO Mij yac GopMyBaHHS ONTUMAJIbHOI cTpaTerii.

TakyuM 4MHOM, iCHYe HayKOBa MOTpeba y PO3BUTKY MOJEJI, KA MOEAHYBaa 6 TPOCTOPOBO-YaCOBY OILIIHKY
PHU3HKY, IPOTHO3YBAaHHA NOBEJIHKOBOI CTpaTeril iHIIoro yyacHUKa Ta NOC/Ii0BHe IPUHHATTA pilleHHA B Me-
kax rpu Ctakesnbepra. [[pyHIMIIOBOIO BiMiHHICTIO TAaKOTO MiAAX0Ay Ma€ 6y TH He MPOCTE BUKOPUCTAHHS irpo-
BOI MoZiesti /I HEPETyJbOBAaHOTO MepexoAy, a GpopMyBaHHS aJJalTUBHOTO MeXaHi3My, y SIKOMYy MapaMeTpH
CcTpaTeriyHoi B3aeMoii 3MIHIOIOTbCA BIZIOBIAHO [0 CLIOCTEpEXKyBaHOI NOBEAIHKHY, IOTOYHOr'0 PiBHA PU3UKY Ta
CTyneHs HeBU3HadeHoCTi. CaMe 11 HAyKOBa NpOTa/IMHA BU3HAYa€ HANIPAM NOZAJIBLIOTO JOC/TiIPKeHHS.

[IpoBesennit aHa/i3 HAYKOBUX Mpalb MOKA3YeE, 1[0 B3AEMO/is MilIOX0/iB i TpaHCIOPTHUX 3ac06iB Ha He-
peryJpoBaHUX JiJITHKAX JOPOTrH JOCHiPKYETbCS 3 PI3HUX MO3UIil. 3HaYHA YaCTHHA POG6iT NpHUCBsAYEHa MPo-
FHO3YBAaHHIO TPAEKTOpPil, BUSHAYEHHIO MOMEHTY IOYAaTKy INepPexoAy, OLiHIOBAaHHI0 HeGe3MeKH JO0pPOKHBOI
cuTyanil Ta BUGOPY MaHEBPY TPAHCIOPTHOTO 3aco0y. OKpeMUI HampsiM CTAHOBJISATh AOCJIKEHHS, Y SIKUX
JJ1s1 ONIUCY NOBEAIHKU yYaCHUKIB 3aCTOCOBYOTbHCA TEOPETUKO-ITPOBI MOAEJII.

3actocyBanHs noka3HukiB TTC (4ac po 3iTkHenHs), PET (4yac micais Buxozy i3 koHuiKTHOI 30HM), Mi-
HiMasIbHOI BiZiCTaHi Ta BiIHOCHOI WIBUAKOCTI /1a€ 3MOTY OL[iHUTH CTYNiHb HEOE3MEKH KOHKPETHOI cuTyanii.
[IpoTe caMi o co6i 1i MOKa3HUKHU He JA0Th BiJMOBiAi Ha MUTAHHS, YOMy BOJilM a60 MilIoXiJ 06HUpa€E MeBHY
Airo. Hanpuknag, ogHakoBe 3HadeHHA TTC 3a pisHUX YMOB MOXe NPU3BECTH 10 Pi3HOI NOBEAIHKU: OAUH BO-
Jifl MOYHe raJibMyBaHH{, iHIIWH 3MEHIIUTh WBU/KICTh JIMIIEe HE3HAYHO, a MIlIOXijJ MoXXe ab0 MPOJOBXKUTU
pyx, a60 3ayekaTu. ToMy OI[iHIOBaHHSI PU3UKY JOLIJBbHO [TOB’I3yBaTH He JIMIIE 3 XapaKTEPHUCTUKOIO CUTYaIii,
a ¥ i3 mpouecoM NpuNHATTA pillleHHA.

[leBHI MOXJIMBOCTI AJ15 LIbOT'0 HaJ@I0Th irpoBi MojeJii. BoHU 103BOJISIIOTE pOo3MisiAaTH Ail nimoxoza i Bo-
Jlisl sIK B3a€EMOMNOB’sI3aHi pillleHHs, KOJIM BUOip 0/{Hi€l CTOPOHM BIJIMBAE Ha MO/aJbIly MOBeAIHKY iHIIOI. [Tpo-
Te y 6araThOX 3alpONOHOBAHUX MOJeJsaX Habip crpareriil i mapameTrpu QyHKLiM BUrpanly BU3HA4alOTbCS
3a3gaJserigp. [Ipy oMy pakTHIHA NOBeJiHKA YYaCHHMKA MPOTAroM KOHJIIKTHOI cuTyalii He 3aBX/j1 Bpaxo-
BYEeThCs. Lle 0c06/IMBO MOMITHO y BUNA/[KAX, KOJIU IIOYAaTKOBE MPUITYIeHHS PO HaMipH minoxo/ia abo BoAis
He Bi/iMoBijae oro nojajablinuM JisiM.

llle ogHe MUTAHHS MOB’I3aHE 3 HEBU3HAYEHICTIO MOBEAIHKHU. YYaCHUK JJOPOXKHBOTO PyXy He Ma€ 6Ge3Io-
cepeiHbOr0 JOCTYIy 0 HaMipiB iHIIOI CTOPOHU. 3a 30BHILIHIMY O3HaKaMU PyxXy MOXHa JIMIIe OLiIHUTH, Ha-
CKiJIbKM KMOBIPHUM € MPOJOBXKEHHS PyXy, YIOBIIbHEHHs a60 3ynuHKa. OTxe, MiJj Yac NPpUUHATTS pilleHHS
$aKTUYHO BUKOPHUCTOBYETHCS HEMOBHA iHdopMauLis. ¥ kiacuiyHux Mogensx Crakesnbepra 15 o6CcTaBUHA Ya-
CTO CNIPOIIYETHCS MPUMYLIEHHSAM NPO BifoMi GyHKIIT KOpUCHOCTI Ta BU3HAYeHi poJii yuyacHUKIB. [ljis1 peasb-
HUX JJOPOXKHIX CUTyallill TaKe NPUIYLEHHS He 3aBX/1 € 06I'DyHTOBAHUM.

[loTpebye yTOYHEeHHS1 i MUTAaHHS BUOOpPY JiiZlepa Ta MOCAiZOBHUKA. Y JOPOXHIM cuTyauii mimmoxig He
000B’SI3KOBO € CTOPOHOIO, sIKa MepiuIon GopMye BU3HAYAJbHUM CUTHAJI JIJIs iHIIOTO yYacHUKA. TaKUM CHT-
HaJIOM MOXe 6yTH MO4YaTOK MepexoAy, 3MiHa IBUAKOCTI MilI0X0/a, MOYaTOK rajJibMyBaHHS aBTOMOGiIs a6o
3MiHa Horo TpaekTopil. ToMy MexaHiyHe 3aKpin/ieHHA poJii Jifepa 3a MILIOX0J0M He Ja€ 3MOTM OJHAKOBO
KOPEKTHO ONMKMCYBaTH BCi BapiaHTH po3BUTKY KOHQJIiKTY. Heo6xigHO BpaxoByBaTH paKTUUHY MOCIILOBHICTD
Jil Ta iHdopMalLilo, IKy KOXKEH YYaCHUK OTPUMYE Nepe]| IPUHHATTAM pillleHHS.

HeslocTaTHBO PO3IVITHYTHM € TaKOXX B3aEMO3B'sI30K MK 6e3MeKol0 Ta epeKTUBHICTIO PyXy. 3MEHIIEHHS
PH3HUKY 33 paxyHOK IOBHOI 3yITMHKH TPAHCIOPTHOTO 3aC00Y He 3aBX/U € HAUKpAL[MM pillleHHAM, SKILO He-
Oe3MevyHa CUTYyallisi MOXKe OyTH yCyHeHa He3HAYHUM KOPUTYBAHHSIM IIBUAKOCTI. AHa/IOTiYHA CUTYallisl BUHHU-
Ka€ /1 milmoxo/a, KOJM KOPOTKOYAacHA 3MiHA TEMITY PyXY J03BOJISIE YHUKHYTH KOHQJUIKTY 6€3 TpUBaIOro
ouikyBaHHs. ToMy QyHKIIifI KOPUCHOCTI Ma€ BpaxOBYBaTH HE OJWH KPUTEPiH, a JieKilbKka XapaKTEPUCTHK,
MOB’sI3aHUX i3 6€3MeK0I0, 3MiHOI0 apaMeTpiB PyXy Ta HacaiZKaMu o6paHoi Aii.

OxpeMoro po6JIeMOIO € TepeBipKa TOro, HACKIJIbKY OTpUMaHa irposa piBHoBara BifnoBizjae GakTuyHin
nmoBe/iHI yYacHUKIB. B okpeMux po6oTax YMC/I0Bi NPUKJIaJM BUKOPHUCTOBYIOThCS NEPEBAXKHO JJIs {1tocTpa-
uii po6otu Mozesi. [IpoTe 1bOro HeLOCTATHBO /AJ1 MiATBEPAKEHHS i mpakTU4YHOI npuAaTHocTiI. [loTpi6He 3i-
CTaBJIEHHSA NPOTHO30BaHUX CTPATeTiH i3 pea/lbHUMU TPAEKTOPIAMHU Ta pilleHHAMH MilIOXOAIB i BOAIIB, a Ta-
KO OLIHIOBAaHHA TOYHOCTI TAaKOI'0 IPOrHO3yBaHHS.

OT>Xe, HAa CbOTO/[HI HEZIOCTATHLO OMPAIbOBAHO 3AJIMINAETHCS 33/a4a MOOYJ0BHU MOJIeJi, y AKil OIjiHKa
PU3HKY, HEBU3HAYEHICTb 1040 HaMipiB iHLIOrO y4yaCHMKa Ta B3AEMO3AJIEXKHICTb pilleHb PO3IJIALAIOTHCA
B MeXax €IMHOr0 MaTeMaTHU4YHOTrO0 NifxoAy. BaXXJINBUM € TaK0 BU3HAYE€HHS YMOB, 3a AIKMX 3MiHa criocTepe-
’)KyBaHOI NOBEAIHKU IPU3BOAUTD A0 3MiHU ONITUMa/IbHOI cTpaTeril.
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Y Mexax 1bOTo AOC/i/PKeHHS MPONOHYETHCS 30CEPEUTH yBary Ha po3BUTKY Mojesi Ctakesnbepra g
B3a€eMO/ii Mmiloxo/ja i TPAaHCIOPTHOTO 3ac00Y, JOMOBHUBIIY ii OLIIHIOBAHHSIM MOTOYHOT'0 PiBHSA KOHQJIIKTHO-
ro pU3MKy Ta MapaMeTpaMHy, 1[0 XapaKTePHU3YIThb NMOBeAIHKY y4yacHUKIB. Lle fae 3mMory nepeiTH Biz ¢ikco-
BaHOTO BUOOPY cTpaTerii A0 iXx BU3HAYEHHs 3aJIe)KHO BiJj KOHKPETHOI 10poXHbOI cuTyauii. [[pakTuyHa 11iH-
HICTh TAKOTO MiZXOAY MOJIAITAE § MOXJIMBOCTI HOr0 MOJA/IbIIOT0 BUKOPUCTAHHS JJisl OL[iHIOBAaHHS 6e3TeKu
pyxy Ta GopMyBaHH: pillleHb CHCTEMAaMU J0TIOMOT'H BO/Ii€Bi # aBTOHOMHUMH TPAHCIIOPTHUMH 3aCO06aMHU.

Memoto docaidsceHHs € po3po0JIeHHS MaTeMaTUIHOI Mozie i B3aeMOJi miloxo/ia i TpaHCMOPTHOTO 3aco-
6y B yMOBax HEPEryJIbOBAHOTO PyXy, IKa Ha ocHOBI rpu CTakesibepra Zja€ 3MOry BpaXxoByBaTH IMOCJiJ0BHICTh
NPUAHATTS pilieHb, piBeHb KOHPIIKTHOTO pU3HMKY Ta 3MiHY MapaMeTpiB pyXy YYacHHUKIB mij yac BUOOpY
OINTUMAJIBHOI cTpaTeril.

11 mocsiITHeHHS TTOCTaBJIEHOI MeTH BU3HAYEHO TaKi 3a80aHHS:

1. YnocKOHaIMTH MOJeJib B3aEMOZIIT milroxoza i TpaHCIOPTHOrO 3aco6y mIAXoM GpopMastizaril MHOXKUHHU
MOXKJIMBUX CTPATerii y4acHUKIB Ta BKJIOYEHHS [0 QYHKII] KOPUCHOCTI MOKAa3HUKIB PU3HKY, 3MiHH IIBU/KO-
CTi ¥ TpaeKTOPIl pyxy.

2. [locninuty ymoBU popMyBaHHA piBHOBaru Crakesbepra s pisHUX mapaMeTpiB JOPOXKHbOI cHTYyaLii
Ta BU3HAYUTH 3/IEXKHICTh BUOOPY ONTHUMaJIbHUX CTpATerid mimoxoza i TpaHCIOPTHOro 3acoby Bifm piBHSA
KOHQJIIKTHOT0 PU3UKY Ta CIIiBBi/HOILIEHHS KpUTePiiB 6e3neku i epeKTUBHOCTI PyXy.

2. Marepiasm i meToau. O6'eKTOM JOCTiIKEHHS € MPOIeC B3aEMOZII milmoxoaa i TpaHCIOPTHOrO 3aco-
6y B yMOBax HEPETrYJIbOBAHOTO MiLIOXiHOTO MepexoAy 3a HasABHOCTI NOTeHLiiHOI koHIiKTHOI cuTyauii. Oc-
HOBHA TifnoTe3a MoJisira€ B TOMY, 1110 BU6ip 6e3mevyHol cTpaTerii yyacCHUKaMHu pyxy MoXke 0yTH ¢opmaJtizoBa-
HUU K NOC/JiJ0BHA B3aEMO/id, Y SIKiM pilleHHS OHOT0 YYaCHHKA BPaXOBYE OYiKyBaHy peakli{ito iHIIOTO.

Y pociipKeHHI NPUMHATO, O MILIOXifA i TPAaHCIIOPTHUMN 3acib pyXaroThCs B MeXKaxX OfHi€l KOHQJIIKTHOI cu-
Tyauii, iXHi TOTOYHI KOOPAMHATH, IBHU/AKOCT] Ta HAIPSIMKK PYXy BiZioMi, @ KO>KEH YYaCHUK Ma€E 0OMeXKeHY Kisb-
KiCTb JOCTYNHUX cTpaTerii. 1 niloxoAa po3misAaloThCA NPOAOBXKEHHS PyXy, 3MEHIIEeHHs IBU/KOCTI Ta 3MiHa
TpaekTopil. /L1 TpaHCIIOPTHOTO 3ac00y MPUHHATO MPOAOBKEHHS PYXY, 3MEHILEHHS IIBU/IKOCT] Ta raJibMyBaHHSI.

[li yac Mozie/1I0BaHHA He BPaXOBYIOThCA CKJa/iHI MaHeBpH, 3MiHa CMYT'Y PyXy, B3AEMO/iA 3 IHIIMMU TpaH-
CHOPTHUMH 3ac06aMU Ta MilIOX0JaMH, IOr'0/iHI YMOBH, TEXHIUHUIM CTaH TPAHCIOPTHOrO 3aco6y Ta iHIIi YMH-
HUKHY, siKi 6e3mocepe/JHbO0 He BU3HAYAIOTh XapaKTep pPO3MIsAHYTOi KOHPUIKTHOI cuTyauii. Take cripoiieHHs
Jla€ 3MOTy 30CepeJUTH JOCIi/PKEHHA Ha B3AEMHOMY BIJIMBI pillleHb MIilIOX0Aa I BOAiA.

J1a omucy NMo4aTKOBOTO CTaHy BHKOPHCTOBYIOTbCA KOODJAMHATH YYAaCHUKIB, IXHI HIBUAKOCTI Ta Ha-
NPSMKH PYXY, @ TAKOX MOJIOKEHHSI MOTeHLiMHOT KOHJIIKTHOI ToukK. Ha OCHOBI MX JJaHMX BU3HAYaIOThHCS
MPOCTOPOBO-YACOBI XapaKTePUCTUKU B3aeMo/ii. [l onjiHIOBaHHS He6Ge3MeKH BUKOPHCTOBYIOTBCS 4Yac [0
noteHunifiHoro 3iTkHeHHs (TTC), yac micas Buxoay i3 koHduikTHOI 30HU (PET), miHiManbHa BifgcTanb Mix
Y4YaCHUKAMHU Ta BiJHOCHA LIBU/KICTB.

PiBeHb KOHGJIIKTHOTO PHU3WUKY BU3HAYAETHCS IIJISIXOM CHIJIBHOIO BpaxyBaHHs 3a3HAaY€HMX MOKA3HHUKIB
nicssa ix HopMyBaHHA. HopMyBaHHSA 3/jiCHIOETbCA /11 NPUBEEHHA NapaMeTpiB, 1[0 MalOTh Pi3HI OAWHULI
BUMIpIOBaHHS, [0 3icTaBHOro BUIAAy. OTpMMaHa OLjiHKa PU3UKY BUKOPUCTOBYETHCA K OJHA 31 CK/JIaJOBUX
OL|iHIOBaHHS MOXJIMBUX CTPATeril yYaCHUKIB.

Jia mopiBHAHHSA cTparterid popMyeTbcst GyHKIliST KOPUCHOCTI, SIKa BPaXxOBYE TPU OCHOBHI CK/IaZ0Bi: pi-
BeHb 0e3rneku, 36epeXeHHsI MBUAKOCTI Ta BiJXWJIEHHS BijJ MOYaTKOBOI TpaeKTOpii. 3HAYYL[iCTh KOXHOI
CKJIaZI0BOI 33/]a€ThCA BiANOBiAHNM BaroBuM KoedinieHToM. BrpaTtu miBuAKoCTi Ta 3MiHa TpaeKTopii po3rs-
JAl0ThCS K JJOAATKOBI BUTpATH, OB’ sI3aHi 3 peasisalliero BimoBigHOI 1ii.

JocnimkreHHs B3aeMo/Iii 3Z[iHCHIOETHCSA Ha 0CHOBI mocJtioBHOI rpu CTakes6epra. [limmoxia po3risgaeTbes
SK YYaCHUK, IKHUM MeplIIMM 0OMpPaE MOBEJIiHKOBY CTpaTerito, micjs 4oro TpaHCMOPTHUH 3aci6 ¢opmye Bia-
MOBiJib 3 ypaxyBaHHsM cpopmMoBaHoi cuTyaril. [y KoxKHOI MOKJ/IMBOI [iii milIoxosa BUSHAYAETHCS HaHWKpa-
1I1a BiZIMOBiZb TPaHCIOPTHOTO 3ac06y, MiC/sl YOT'0 OI[iHIETHCA AOIIIbHICTh MOYATKOBOI cTpaTerii mimoxo/a
3 ypaxyBaHHAM O4iKyBaHOI peaklil Bogif.

Po3paxyHkoBa nepeBipka MpOBOAUTHCA JJisi TUNOBOI cUTyalii HAGJIMKEeHHSsI JIETKOBOI'0 aBTOMOGIIsA 10
HeperyJIbOBAaHOIO MiLIOXiIHOI'0 MePeXxo/ly 3a YMOBH MOYATKY IepexoAy mimoxooM. Jljis Bcix koMbiHanii fo-
CTYIHUX CTpaTerid BU3HA4YalOThCA NOKAa3HUKU PU3UKY, BTPAaTU LWIBUAKOCTI Ta 3MIHM TPA€EKTOPIi, micjs 4oro
dopMyeThca MaTpulsl B3aEMoZil. BU3HaueHHs1 piBHOBaXXKHOI mapu CTpaTeriil 3/[iHiCHIOETbCS METOA0M 3BO-
poTHOI iIHAYKLil BiZJIOBIZIHO 10 NOCAIAOBHOCTI IPUHUHATTS pilleHb Y Tpi.

TakuM 4MHOM, MeTOAMKA JOCTi/PKeHHs nepebadae nocaioBHe GpopMyBaHHSI MOYATKOBOTO CTaHY J10-
pOXHBOI cHTyalii, OLiHIOBaHHSI MPOCTOPOBO-YAaCOBUX XapPaKTEPUCTUK KOH(QJIKTY, BU3HAYEHHS HACJiJKiB
MOXKJIMBUX [JIil Ta iX MOPiBHSIHHS B MeXaX IOCJiI0BHOI irpoBoi MozeJti. Lle 3a6e3nevye eAUHUN TOPSALOK PO-
BeJleHHs PO3PaxyHKIB /g Pi3HUX NapaMeTpiB JOPOXKHBOI CUTYyallil Ta Aa€ 3MOTry AOC/AIIKYyBaTH 3MiHy I10Be-
JIHKOBUX CTpaTeriil 3aJIeKHO BiJi yMOB B3aEMOJI.
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3. Pe3ysibTaTH i 06roBOpeHHs

3.1. YaockoHasieHHA MOAeJIi B3aEMO/ii minoxoja i TpaHCIOpPTHOrO 3aco6y.

J1s moGynoBU Mo/Jiesli po3risiHEMO TUIIOBY CUTYallil0 Ha Hepery/JbOBaHOMY MillIOXiIHOMY Mepexo/ii, KOIu
TpaekTopii mimoxofa i TpaHCMOPTHOTO 3aco0y MepeTHUHAITbCS ab0 MPOXOJATh Ha Hebe3NeuHil BiJcTaHi.
Y Takiil cuTyanii KoXkeH y4aCHUK Ma€E 00MexxeHUH Ha6ip MoxynBux Ail. [linoxix Moxke MposoBKyBaTH pyX
i3 NOTOYHOO WBU/KICTIO, 3MEHIIUTH WBUAKICTb a60 3MIHUTH HANpsAMOK pyxy. [ TpaHCIOPTHOrO 3aco6y
OCHOBHHMMH BapiaHTaMH € MPOJIOBXKEHHS PyXY, SMEHILIEHHS IBUAKOCTi a60 TOBHA 3yNMHHKA.

Ha BigMiHy Bif Mogeseli, y skux HeGe3MeKa OLiHIOETbCS He3aJIeKHO BiJi mpolecy NPUUHATTS pillleHHs,
y 3allpONOHOBAHOMY MiZX0Ji MOKa3HUK PU3UKY Oe3nocepeHbO BXOAUTH [0 yHKIil kopucHocTi. lle nae
3MOTy I10B’I3aTH 3MiHy apaMeTpiB JOPOXKHbOI CUTYallii 3 BUGOPOM KOHKPETHOI cTpaTeril.

[To3HaYMMO MHOXXHUHY CTpaTerii mimoxozaa dyepes S, ={s§,s§,s$}, ze s, Bigmosigae PO OBXKEHHIO PYXY,
S5 — 3MeHILIeHHIO LIBUJKOCTI, S, — raJbMyBaHHIO /|0 3yMHHKH.

Takuii Habip cTpaTeriii He MpeTeH/ye Ha BUMEPIHHH OMHUC YCiX MOXK/IMBUX MaHeBpiB. oro mpusHayeHHs
MOJISATA€ y BU/iIJIEHHI OCHOBHUX pillleHb, SIKi 6e31mocepejHbO BIJIMBAIOTh HAa pe3y/bTaT KOHQJIIKTHOI cUTYya-
1ii. 3a Heo6XiAHOCTI MHOXKMHU MOXYTb OyTHU PO3LIMpPEHi 3 ypaxyBaHHAM 3MiHU CMYTU pyXy, IPUCKOPEHHS,
MOBHOI 3yNIMHKMU MillloXo/a Ta iHIIUX Ail.

[ToyaTKOBUI CTaH B3aEMO/II 3a/Ja€TbCl KOOPAUHATAMHU YYaCHHUKIB, IX IIBUAKOCTAMH, HANPSAMKAMHU PyXy
Ta MOJIOXKEHHSIM MOTEHI[IHHOI KOHQJIIKTHOI TOYKU. |1 miloxo/ja BUKOPUCTOBYEMO MO3HAYEHHS Xp, Vp, Vp,
a /I TPAaHCIOPTHOTO 3ac00y — Xy, Vy, V- Ha ocHOBI 1iux mapamMeTpiB BU3HAYAETHCA MPOTHO30BaHa BificCTaHb
MiX yYaCHUKaMHM Ta 4ac [0 iX MOXJIMBOTO 30/IMKEHHS.

[IpuHIUI MO6GYA0BU MO/JeJli HaBeeHOo Ha puc. 1.

| TIOYATKOBMI CTAH JJOPOXXHBOI CUTYALIT |
v

I [TapameTpu yuacHHKIB Xp, Yp, VP, Xv, Yv, Vv I

I OuinroBannst koH(uiktHOTO pusuky: TTC, PET, Biactans, BiAHOCHA MIBUAKICTD I

I Crparerii miroxozaa I I Crparerii TPaHCIIOPTHOTO 3aCO0Y I

I OyHKIiT KOPHCHOCTI: Oe3neKka+pyx+3MiHa TpaekTopii I

I Bubip ontumanbHOI cTparerii B3aeMozuil I

Puc. 1. CTpykTypHa cxeMa ¢popMyBaHHS pillieHHS Mij, Yac B3aEMOZAII MillI0X0Aa Ta TPAaHCIOPTHOTO 3aC00Y

Baxx/IMBOIO CKJIaZ0BOIO MOJeJIi € OLiHKa pU3HUKY. [/Il IbOTO MOXKYTb BUKOPUCTOBYBATHCH JeKiJbKa Xa-
PaKTEPUCTHUK KOHPIIIKTY, 30KpeMa Jac Zj0 HOTEeHI[iHHOTO 3iTKHEeHHS, Yac Mic/is BUXOAY 3 KOHPJIIKTHOI 30HH,
MiHiMaJIbHa BiZICTaHb Ta BiZJHOCHA WBUAKICTb. CyKynHe 3Ha4YeHHS PU3UKY BU3HAYaETbCA HA OCHOBI HOpPMO-
BaHUX 3HA4YeHb Bi/INOBiIHMX OKA3HUKIB. Y 3araJlbHOMYy BUIA/IKy HOT0 MOXXKHa noAaTH 5K (1):

Rij = G(Bo + BlZTTC,ij + BZZPET,ij + BaZD,ij + B4ZAu,ij ), (1)

Ae R; - ouiHeHWii piBeHb PU3MKY JAJIS AU CTPaTerid s/ s/ ; o(-) — sorictuyHa GyHKuist; By+f, — napame-
TP MOAEJ; Zyre, Zpgr, Zp TA Zy, — HOPMOBAHI XapaKTEPUCTUKU KOHQPIIIKTHOI cuTyariil.

BukopucTaHHSI HOpPMOBAaHUX NapaMeTpiB Zjla€ MOXKJIMBICTh 06'€AHATHU NMOKA3HUKHY, 110 MalOThb Pi3Hi oau-
HULI BUMipoBaHHA. [Ipy LboMy 3HaYeHHs R; HaJeXHTb inTepBasy Big 0 go 1 i Moxe 6yTu 6e3nocepeHbO
BUKOpPHUCTaHe Y GYHKIii KOPUCHOCTI.

HacTynHuM eTanoM € BU3HAYeHHS HaC/AiAKiB BUOOPY KOXKHOI Mapu cTpaTerii. [l 4boro JOLijJbHO po3-
JIAZATH He TiIbKY 6e3IeKy, a H 3MiHM YMOB pyXy. fIKI[0 TpaHCIOPTHU 3aci6 pi3ko 3MeHIIye MBUKICTb a60
3MiHIOE TPAEKTOPIIO, Lle CTBOPIOE JJ0/IaTKOBI BUTpATH yacy Ta koMmpopty. [loni6Hi 3MiHM BUHUKAIOTH i B 10-
BeJIiHIII minoxoaa.

[ KOX)XHOTO y4yacHUKa GOpMYEThCS y3arajbHeHa QYHKIIi KOPHUCHOCTI, ika BpaxoBye Ge3mnekKy, 36epe-
>KeHHsI MapaMeTpiB pyXy Ta BiAXW1eHHS Bif moyaTKoBoi TpaekTopii (2):

Uk(sL,s,i)=—mkRRU—wka —0,Cp;0 ke{PV}, (2)

Ze Uk — xopucHicTb yyacHuKa k; wkR, wkV, wkD - Barosi koedinienTu; Rij - piBeHb KOHQIIKTHOrO PU3HUKY;
CV,ij - BTpaTa mBUAKOCTI; Cp;; -~ BUTPATH, IOB’A3aHI 31 3MIHOIO TPAEKTOPIi.

3HayeHHs BaroBux KoeilieHTiB BU3HAYalOTh CIiBBiAHOIIEHHS MK OKPEMUMH CKJIAJJOBUMU PillleHHS.
JJi TpaHCIOPTHOIO 3ac00y, 10 PYXA€EThCS B YMOBAxX MOTEHI[IMHOTO KOHQJIIKTY 3 MiIIOX0J0M, HaHOiIbIIy
Bary JoliJIbHO HaZjaBaTH Ge3rmerni. [yis minmoxo/a cniBBiHOLIEHHS MOXe 3MiHIOBAaTHUCS 3aJIEXKHO Bif BificTaHi
Jl0 TPAHCIOPTHOTO0 3ac00y, LIBUAKOCTI aBTOMOG1/IS1 Ta MOXKJIUBOCTI 6€3MeYHO 3aBEPUIMTH MEPEXi.

Vi
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JlJ1s1 TpaKTUYHOTO BUKOPUCTAHHSA MOJieli CK/IaZ0Bi QYyHKIT KOPUCHOCTI HOPMYIOThCS 10 €AMHOTO Aiana-
30Hy. lle n03BOJIAE MOPIBHIOBATHU HACAIAKY PI3HUX AN HaBITh Yy BUNAJKY, KOJIA BUXIJHI NapaMeTpU MalThb
pi3Hi ¢izuuHi ogUHUL.

OkpeMe 3HaUYeHHS Ma€E KiJibKicHa OLjiHKa BigxuaeHHs GaKTUUHOTO PYXy BiJ Mo4aTKoBOro. Jljis 1jboro AJjs
KO>HOI cTpaTerii BU3HAYa€ThCS BiJHOCHA BTpaTa IBUKOCTI Ta BeJIMUMHA 3MiHU TPAEKTOPIi. Y3arajibHeHU!
NOKa3HUK BUTPAT PyXy MOXKHA BU3HAUUTH K (3):

Cij—a(l—%]+(1—a)%, 0<ac<t, 3)
Yy <A
Jle U, — 6axkaHa MBU/IKICTb yYaCHUKA /0 BHHUKHEHHS KOHQJIIKTY; U;; — WBUJKICTD Hics BUOOpY BiAnoBigHOI
napu CTpareriy; d; — BeJIMYMHA BiJXUJIEHHS TPAEKTOPIl; d,,,, — MaKCUMaJ/IbHEe JJONYCTUME BIJAXWJIEHHS; a —
koedilieHT, 1110 BU3HAYAE CNiBBiAHOMIEHHS Mi>K BTPATOIO IBU/KOCTI Ta 3MIHOIO TPAEKTOPII.

TakuM 4MHOM, 36i/bLIEHHS BTPATH LWIBU/AKOCTI ab0 BiJjXUJIeHHs BiJi I0YaTKOBOI TpaeKTOpii MpU3BOLUTH
710 3pocTanHs BUTpaT Cj; i, BiNOBI/IHO, 3MEHIIIEHHsI KOPUCHOCTI cTpaTerii. lle /[03B0JIsI€ yHUKHY TH CIIPOIEH-
Hf, 3a IKOTO Oy/ib-sIKe raJbMyBaHHsI ab0 BiAXMJIEHHS TPAEKTOPil aBTOMAaTUYHO BBAXKAETbHCS ONTHMaJIbHUM
JIUIIe Yyepes3 3MeHIIeHHA PU3UKY.

OcHoBHI mapameTpH, siKi BAKOPHUCTOBYIOThCS Mif 4ac GopMyBaHHs MOJeJli, HaBeJleHO B Ta6JI. 1.

Ta6aunga 1
ITapameTpu Mozeti B3aeMozii minmoxoaa i TpaHCMOPTHOTO 3aCO06y

IlapameTp Ilo3HayeHH: XapaKTepuCTHKa BB Ha BUGip cTpaTerii

Yac 10 noTeHLi#HOr o TTC Yac 10 36J1KeHHS] YYaCHUKIB 3a

. . 3MeHLIeHHd NiJiBULIYE PU3UK
3iTKHEHHs MOTOYHUX MapaMeTpiB pyxy

YacoBuii iHTEpBaJ Mi>k BUX0/J[0M
PET OJIHOT'0 yYaCHHUKA Ta BXO/IOM iHILIOI'0 B 3MeHLIeHHd NiJBULIYE PU3UK
KOHQJIIKTHY 30HY

Yac nicsia Buxony i3
30HU KOHPIIIKTY

HaliMeH11a nporHo3oBaHa BiJiCTaHb MiX

MiHima/sibHA BificTaHb D 3MeHLIeHHd MiZBULIYE PU3UK
y4aCHUKaMH
. . . . . BruinBae Ha AuHaMIKy
BigHoCHa mIBUIKICTB Av PizHuIIA IBUAKOCTEN YYAaCHUKIB ‘
KOHJIIKTY
. [IBUAKICTb yYacHUKA 10 Ta MicJs .
[ToTo4yHa MBUJKICTH v o . BusHauae BTpaTH IBUJKOCTI
NPUUHATTS pillleHHSA
. BixcraHb Mixk moyaTKoBOMO Ta 3MiHeHO10 | DopMye ,0aTKOBI BUTpaTH
BigxuneHHs TpaexkTopil d .
TPAEKTOPIAMU pyxy
. Y3arasbHeHa oLiHKa Hebe3eKu BesnocepeaHbo BIJIMBAE HA
PiBeHb pU3UKY R .
cUTyauii KOPUCHICTb
BaroBuii koedilieHT . Busnauae npiopurtet
wpg 3HayyLlicTh 6e3neKu AJ5 yYaCHUKaA

6e3neKu YHUKHEHHS] KOHQJIKTY

Barosuii koedilieHT BusHnavae cxusibHICTB 10

. wy 3HauyLicTh 30epeKeHHs IBUKOCTI
LIBU/KOCTI raJibMyBaHHS
BaroBuii koedinieHT w 3HayyLicTb 36epeKeHHs 1I0YaTKOBOT'O BusHavae cXUIbBHICTB 10
TpaeKTopii D HanpaMmy MaHeBpyBaHHHA

3anponoHOBaHa CTPYKTypa J03BOJISIE IEPEUTH Bii IPOCTOro MOPIBHAHHS OKpPeMHUX MaHeBPIB [0 OLiHIO-
BaHHsI HAaCJIiAKIB KOXKHOI apu cTparerii. it KoxkHoi KoMbiHaLii ) s/ CMOYaTKy BUSHAYa€ThCsA OYiKyBaHHUH
piBeHb PU3HUKY, MiC/I YOTO OLiHIOKTHCA 3MIHU WIBUAKOCTI Ta TpaekTopil. OTpUMaHi 3Ha4eHHS BUKOPHUCTOBY-
I0ThCS [IJ151 PO3PaxyHKy KOPUCHOCTI 060X y4aCHUKIB. o

Y pe3ynbTaTi GopMy€eThCSA MaTPULS B3aEMO/I, eJleMeHTaMU sikoi € 3HaueHHs U, (s;,s{,) ta Uy (5}'51’/). Came
11 MaTpULA HaZja/li BAKOPUCTOBYETHCA /11 BU3HAYEHHSA ONTHMa/bHUX BiZiNOBiJied yYaCHUKIB | 3HaX0/KeH-
HA PIBHOBaXXHOTO CTaHy I'pH.

OTKe, 3aPOINOHOBAHA MOCTAHOBKA /103BOJIAE $opMasi3yBaTH B3aEMO/iI0 MIiIOX0AA i TPaHCIOPTHOIO
3acoby 4epe3 TpU B3a€EMOIIOB’sI3aHi rpyny napameTpiB: piBeHb KOHPIIKTHOTO PU3UKY, 3MiHY LIBUAKOCTI Ta
3MiHy TpaekTopii. Ha BiaMiHy Bij migxoay, y sKoMy pU3UK PO3IVISAAETHCS JIUIIE IK KiHIIEBUN MOKAa3HUK 6e3-
MeKH, Y 3alIpONOHOBaHIN MoJiei BiH 6e3mocepeiHbO BIJIMBAE Ha BUGip cTpaTerii. Lle cTBopioe HeobxiAHY ocC-
HOBY [iJIs1 HACTYNHOTO eTaly JOCJai/PKeHHS — BU3HauYeHHsI PiBHOBXKHUX CTpaTerill y4aCHUKIB 3a/1€XKHO BiJ
rapaMeTpiB KOHKPETHOI JOPOXKHBOI CUTyaLil.

3.2. locinigkeHHs1 yMoB piBHOBaru Crakesi6epra Ta BUGOPY ONTUMAJIbHHUX CTPATETii.

JpyruM 3aBAaHHSAM AOCTIKEHHSI € BU3HAYEHHs YMOB, 3a SKHUX MIIIOXiJ| i TpaHCIIOPTHUH 3aci6 0O6UpParOTh
ONTHMaJIbHI cTpaTerii 3a/1eXXKHO BijJ mapaMeTpiB opoxkHbOI cuTyanii. Ha BiiMiHy Big npoctoro Bu6opy Aii 3a mi-
HiMaJIbHUM 3HAYeHHAM PU3HKY, ¥ 3alpONIOHOBAHOMY Ii/IX0/li BPaXOBYETbCSl B3AEMHUH BIJIUB pillleHb Y4aCHUKIB.
3MiHa cTpaTerii niloxo/ia 3MiHIOE€ YMOBH, 3a IKUX TPAHCIOPTHUH 3acib MpUiiMae CBOE pillleHHs], i HaBMaKu.
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JlJ1s bOr0 BUKOPHUCTOBYETHCS MocifjoBHa rpa Ctakesnbepra. [limoxis po3risagaeTecs K yYacHUK, AKUH
nepmiM GOpMy€e MOBEAIHKOBUN CHUTHAJI, MiCJsi YOTO TPAHCIOPTHUM 3acib BU3HA4Ya€e CBOIO BifmoBiab. Taka
MIOCTAaHOBKA BiZiMOBiAa€e cuTyalisM, KoJIU MilloXif y»Ke mo4yaB pyX A0 IPODLKAKOI YaCTUHU a60 BUNILOB Y Mexi
MOTeHL i HOT KOHQIIKTHOI 30HH, a BOAiH OTPUMYE MOXJIUBICTb OL[iHUTU MOTO0 MOJAIbIIUN PYX.

Hexaii s, €S, cTpareris mimoxoza, a s, €S, — cTpaTeris TpaHCIOPTHOTO 3acoby. Jl1sl KOXHOI cTpaTerii
iII0X0/1a BU3HAYAEThCA HalKpala BiinoBigb Bois (4):

BR, (si,):argmaxUV (si,,sf,). (4)
sy €Sy
To6TO TpaHCOPTHUM 3acib6 o6Upae Ty Ao, sAka 3a6e3neyye HaWbiIblIe 3HAYUeHHsI Horo QYHKII Kopuc-
HOCTI 3a BKe BU3HA4Y€eHOI NoBeAiHKY mimoxo/a. [Ipy iboMy A0OLI/IBHICTD NEBHOI il BU3HAYAETHCA HE TIJIbKU
3MeHUIeHHAM PU3HUKY, a ¥ BTpaTaMM LIBU/KOCTI Ta 3MIHOI TPA€EKTOPIL.
[licnst BU3HaUYeHHs HalKpallol BiZiIOBiAi TpaHCIOPTHOTO 3aco0y MillIOXi/ OLiHIOE BJACHUM BUTpalll 3 ypa-
XyBaHHSIM 04iKyBaHOI peakiii aBToMo6ijs. OnTUMaIbHA CTpaTeris nmilnoxo/a BU3HAYA€EThCs 32 BUpa3oM (5):

sp= argts?gi(UP (s;,,BRV (s},)) (5)

TakuM 4yuHOM, pilleHHs mimoxofa GopMyeThCs He i30JIbOBaHO. BiH BpaXoBye MOMXJIMBY peakiiito TpaH-
CIIOPTHOTO 3aC00y Ha KOXKHY AOCTYIHY AJs1 Hboro Aito. CaMe 1151 0COG/UBICTD BiJIpi3HSIE 3aIPONOHOBAHY I0-
CTAHOBKY BiJj MoJieJi, y IKill yYaCHUKU NPUKUMAaIOTh PillleHHS] He3a/1eXKHO OJJUH BiJj OHOTO.

Jluis mepeBipKM 3anponoOHOBAHOrO MiIX0AY PO3IVITHEMO CUTYaILilo, 33 KOi JIEFKOBUH aBTOMOO6i/1b HAa6/ 11~
YKAETbCS /10 HEPeTy/JIbOBAHOIO IMIIIOXiTHOTO Mepexo/y 3i mBHAKICTI0O 40 KM/Toj, a miloxis moynHae nepe-
THUHATH NPODKJPKY YaCTUHY. BUAUMICTb MK yYaCHHKaMU € [JOCTAaTHbOIO, 4 IHTEHCUBHICTb PYXy He CTBOPIOE
JONATKOBUX 0OMEKEHb.

s nimoxoja po3risarTbCsl TPU CTpaTeTii:

1) s; - NPOJOBXKUTH PyX;

2) S; - 3MEHIUUTH WBUAKICTb;

3) s; - 3MIHUTH TpaeKTOpio.

1 TpaHCIOPTHOTO 3ac06y MPUMMAIOThCSA TPU MOXKJIUBI [l

1) s, - NPOJOBXKUTH PYX;

2) S; - 3MEHIIUTH IIBUKICTb;

3) s; - 3araJbMyBaTH.

3a kokHOI KOMGiHalil cTpareriii BU3HAYAIOThCS PU3UK KOHQJIKTY, BTpaTa MIBUAKOCTI Ta BiAXUJIEHHS
TpaekTopii. Ha it ocHOBi po3paxoByrOTbCA QYHKI[ii KOPUCHOCTI yYaCHUKIB.

Tabauug 2
IlapameTpu MojeJ1i B3aEMozil mimoxoAa i TpPaHCIOPTHOTO 3aCO06y
[IpofoBxKeHHS pyxy R=0,64 R=0,27 R=0,11
3MeHIlIeHHsI IBUJKOCTI R=0,34 R=0,18 R=0,09
3MiHa TpaeKTopii R=0,26 R=0,15 R=0,07

HaBe/ieHi 3HaueHHS 0KA3yIOTh, 1[0 HAKGIIbIINY piBeHb PU3UKY BUHMKAE 32 OJJHOYACHOT'O IPOJIOBXKEHHSA
pyxy o60Ma yYacHUKaMH. 3MEHIIEHHS LIBUAKOCTI Xoua 6 0OJJHUM i3 HUX iCTOTHO 3MiHIOE XapaKTep KOHJIiK-
Ty. HaliMeHIlle 3Ha4eHHA PU3UKY CIIOCTEPIraETbCA y BUNAJKY 3MIHU TPA€EKTOPII MilIOXO40M Ta raJibMyBaHHSA
TPAHCIOPTHOI0 3aCO0Y.

OpHak MiHiMaJbHUIM PU3MK He 03HAYa€ aBTOMATHYHO HakKpaly crpaTerito. Taka koM6iHallis nepezba-
Yya€ HalbinpLi 3MiHM MOYaTKOBUX MapaMeTpiB pyxy. ToMy ocTaTOYHHUU BUOIp BM3HAYAETHCSA 3HAYEHHSMU
YHKIIM KOPHUCHOCTI.

Jis mpuiHATOrO creHapiro koedilieHTH YHKLII KOPUCHOCTI TPAHCIOPTHOIO 3aco6y BCTAHOBJIEHO Ta-
KUM 4YMHOM: wy = 0,60, wy = 0,25, wp = 0,15. [ mimoxoaa npuitHATo wy = 0,70, wy, = 0,20, wp = 0,10. Ta-
KHM po3mnoAin BimobOpakae 6Gijiblly 3HAUYIIiCTh Oe3MeKU MOPIBHSAHO 3 BTpaTaMHM LIBU/JKOCTI Ta 3MiHOIO
TpaEKTOPIl.

Jl1s KoxkHOI cTpaTerii nimoxoia NopiBHIOIOTHCSA 3HAYEHHSI KOPUCHOCTI TPaHCIOPTHOTO 3aco6by. Akio mi-
IOXi/ MPOAOBXKYE PyX, aBTOMOOi/Ib Ma€ BUGIp MK NPOAOBXKEHHAM PyXy, 3MEHLIEHHSAM IIBUAKOCTI Ta rajb-
MyBaHHAM. BUCOKUI pHU3UK y NepIIOMy BUNAJKY CyTTEBO 3MeHUIYE KOPUCHICTD Lji€l cTpaTerii. 3MeHIIeHHA
IIBU/IKOCT] 3a6e3neyye HMXKUYUH PU3UK NPHU BiJHOCHO HEBEJHKHUX BTpaTax pyxoBoi epeKTUBHOCTI. [anbMy-
BaHH4 Jla€ 1lle MEeHIINH PU3UK, ajle CYNPOBOKYETHCS Gi/IbIIMMU BTpAaTaMH IBU/KOCTI.

AHasoriuHe NOpPiBHAHHSA POBOAUTLCA [ S, Ta s3. Y pe3ysbTati iIs1 KOXKHOI cTpaTerii mimoxoza ¢op-
MY€ETbCS BiANIOBiJHA HAalKpallla BiIOBib TPaHCIOPTHOTO 3aC00Yy.
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Jl1 pO3IJIAHYTOrO ClieHapilo OTpUMaHo: BR, (s,l,)=s§, BR, (Sf,)=s,l,, BR, (sf,)zs,l,.

OTxe, IpU MPOAOBXKEHHI PyXy MillI0X0/[a ONTHMAIbHOIO PeaKIiEl0 aBTOMOOL/IS € 3MEeHIIEeHHS IBUAKOCTI.
Ao x mimoxis; caM 3MeHIIYE WBUAKICTb a60 3MiHIOE HAPSIMOK, NOTpe6a B aKTUBHOMY T'aJIbMyBaHHi aBTO-
MO06iJis1 3MEHINYEThCS, | NPOAOBXKEHHSI PYXy MOXKe 3a0e31e4yBaTH 6i/bIlly KOPUCHICTD.

Takuil pe3y/sbTaT Ma€ Baxk/IMBe 3HAa4eHHs [J/1d iHTepnpeTanii Mogesi. BiH nokasye, 1o onTuMasabHa Jig
TPAHCIIOPTHOTO 3ac06y BU3HAYAETHCA He abCOJIOTHUM 3HAYEHHAM HOro IBUAKOCTI, a CYKYNHICTIO Tapame-
TPiB KOHQJIIKTY Ta MOBEAIHKOIO {HIIOr0 YYacHHUKa.

Ha HacTynHoMy eTamni mimoxij NopiBHIOE BJIACHI 3HaYeHHA KOPUCHOCTI 3 ypaxyBaHHAM HaWKpalol BiJIo-
Bizii TpaHCcOpTHOTrO 3ac06Yy. ZlJ1s1 IbOT0 BUKOPUCTOBYETHCS CHiBBiAHOIMIEHH (5).

Y posrnsHyTOMY ClLieHapii IPOAOBXKEHHA PyXy MilI0X0Aa CYyIPOBOKYETbCA O4IKyBAaHUM 3MEHIIEHHAM IIBU/J-
KOCTi aBTOMOGi/s. 3 ofiHOTO GOKY, Lie 3a6e3rnevyye HeoOXiZHUHM piBeHb 6Ge3MeKy, a 3 IHLIOro — JJ03BOJISIE MillIOX0AY
3aBepIINTH Nepexif] 6e3 J0JaTKOBOro MaHeBpyBaHHs. ToMy 3a BiIMOBiJHOTO CITiBBiHOIIIEHHS BaroBux Koedirri-
€HTIB TaKa CTpaTeris MOXXe MaTH Gi/IbIy KOPHCHICTD, Hi*XK caMOCTiHHE CIIOBiJIbHEHHS 260 3MiHa TPa€EKTOPII.

OTprMaHa napa cTpaTeriii BU3Ha4ya€eThbCs AK (6):

(s;,s;):(s},,BRV (s},)) (6)

151 HaBeleHOro pO3paxXyHKOBOTO BUINAJKy Lie BiANOBiZjae chTyalil «milmoxiJ NpoJoBXKYE pPyx — TpaH-
CHOPTHUH 3acib 3MEHUIYE IBUAKICTbY.

Baxx/1MBoO, 1110 Taka piBHOBara He € He3MiHHOIO [IJIs1 BCiX JJOPOXKHIX CUTYyaL[ill. {i moJ10KeHHS 3aJIEXUTD BiJ
piBHSI PHU3UKY Ta CIiBBiJ[HOLIEHHS BaroBux KoeoQilieHTiB. fKIl0 moyaTKkoBa WIBUAKICTh aBTOMOGiIA 36i/1b-
YETHCS, Bi/[CTaHb /10 MIII0X0/[a CKOPOUYETHCS a60 3MEHIIYETHCS MPOrHO30BaHMUM Yac 10 KOHQJIIKTY, Kopuc-
HICTb NPOJOBKEHHSI PyXy aBTOMOGI/IS IBU/IKO 3HIKYETHCS. 32 IEBHOTO KPUTHUYHOTO PiBHA PU3UKY HaHWKpa-
100 BiAIOBIAAI0 CTAE FaJIbMyBaHHHA.

[HIIKMK xXapakTep Ma€e 3MiHa BaroBoro koedinieHTa 6e3nekd. 3i 36iJblIeHHSIM Wy YYACHUK CTAE OijibIlI
YYTJIUBUM [0 3POCTaHHA PU3UKY. TOMy HaBiTb He3Ha4yHe MNOTipIIeHHA NPOCTOPOBO-4YaCOBUX YMOB MOXe
COPUYHMHUTH TIepexif 70 6ibil 06epexHol cTpaTerii. 3MeHIIEHHS Wy, HABIAKH, IMiJBUIILYE 3HAYYILIiCTh 36e-
pexeHHs LBUAKOCTI Ta I0YaTKOBOI TPAEKTOPII.

TakuM 4MHOM, piBHOBara B 3allpONIOHOBAHIN MO/ieJli BUSHAYAEThCA He OJJHUM NapaMeTpoM, a IX CYKyIHi-
cTio. lle n03BOJISIE omUCyBaTH MepexiJ MiXK Pi3HUMU MO/eJIIMU NOBEIiHKU 6e3 BBeJleHHSI OKpeMUX IPaBuUJI
JUIS1 KOXKHOTO BUNaAKy. Hanpukiaz, 3a HU3bKOTO PU3UKY MOJleb [ONyCcKa€e NPOJOBXXeHHs pyxy o60Ma y4dac-
HUKaMU; 31 3pOCTaHHAM PU3UKY ONTUMAJILHOK peaKLi€l0 MoXe CTaTy 3MeHLIeHH IBUAKOCTI; 32 BUCOKOTO
PU3UKY — raJibMyBaHHH.

OTpuMaHuM pe3yabTaT NiATBEPAXKYE JOLINbHICTD BUKOPUCTAHHA MOCJIiJ0BHOI irpOBOI NOCTAaHOBKH AJI
aHaui3y nopoxHix KoHQIIKTIB. BoHa 103B0OJIsIE BpaXyBaTH He TIIbKU MOTOYHUHM CTaH CUCTEMH, a ¥ O4iKyBa-
Hy peakIiito iHmoro y4yacHuka. [Ipu nbomy 3MiHa mapameTpiB JOPOXXHBOI cuTyarllii 6e3nocepeHbO BIJIMBAE
Ha Habip ONTHMaJIbHUX CTpATerii Ta NoJI0KeHHsI piBHOBArd. Lle cTBOprO€ 0CHOBY JJ1s1 TOAAJIbIIOI NepeBipKU
MoO/JieJli Ha Pi3HUX CLieHapisx pyxy Ta BU3HAUYEHHs MeX Il IPaKTUYHOT0 3aCTOCYBaHHS.

4. BUCHOBKM. YIOCKOHaJIEHO MO/IeJib B3aEMOII MillIoX0/1a i TPAHCIIOPTHOT0 3aCO06Y B YMOBAX HEPETYJIbO-
BaHOTO JIOPO’KHBOTO PYyXy Ha oCHOBI mocsizoBHOI rpu CTakesnbepra. PopmMasnizoBaHO MHOXKMHUA MOMKJIMUBUX
CTpaTeriil y4acHUKIB Ta cdOpMOBaHO MiAXif [0 IX OiHIOBAHHS 3 YPaxyBaHHSAM TPbOX OCHOBHUX CKJIA/IOBHUX:
KOHGJIIKTHOT'0 PU3UKY, 3MiHU MIBUAKOCTI Ta BiAXUIeHHS TpaekTopil pyxy. [/ KOMIIEKCHOI OI[iHKU Hebe3-
NeKH BUKOPHCTAHO IPOCTOPOBO-4acOBi XapaKTEPUCTHUKH B3aEMO/ii, 30KpeMa 4yac /10 NOTeHL[iHHOTr0 3iTKHEH-
HS, Yac mic/sl BUXoAy i3 KOHQUIIKTHOI 30HHM, MiHIMaJIbHY BiICTaHb Ta BiJHOCHY LIBUJKICTb. BK/IIOUeHHS 1IUX
MMOKa3HUKIB 710 QYHKII{ KOPUCHOCTI 03BOJINJIO BPAaXOBYBaTH He JIHllle 6e3MeKy, a il BTpaTH, NoB’s13aHi 3i 3Mi-
HOIO PEeXXHMY PyXy Ta TPAEKTOPil. 3ampornoHoBaHa MoJeJib MOXKe 6YTH BUKOPHUCTAaHA sIK OCHOBA /iJisl OIiHIO-
BaHHA KOHQJIIKTHUX CUTYaLil Ha HEPeryJbOBaHUX MIIIOXiIHUX epexo/iax.

JocnimpxeHo ymoBu ¢opMyBaHHs piBHOBaru CTakesibepra Ta BUOOPY ONTHUMAJbHUX CTpPATeri y4acHU-
KiB. BcTaHoBJIeHO, 1110 BUGIp Aii mimoxoza i TpaHCIOPTHOTO 3aC06Y 3a/1€XKUTH Bifl, piBHSI KOHQJIIKTHOTO PU3U-
Ky, IPOCTOPOBO-4YaCOBUX NapaMeTpiB cUTYyalii Ta cniBBiZjHOLIEHHS BaroBUX KoedilieHTiB 6e3neku i edek-
TUBHOCTI pyXy. [Jis po3IISSHYTOTO ClieHapito piBHOBaXKHOIO € KOMGiHallis, 32 SKOI MillloXi/ NPOJIOBXKYE pPyX,
a TPaHCIOPTHHUH 3aci6 3MeHLIye MBUAKICTb. [lokazaHo, 1110 36i/bIIeHHS IBUAKOCTI aBTOMOO1/s1, CKOpOY€eH-
HA BifcTaHi 10 mimoxo/a abo 3MeHIIeHHs Yacy 10 MOTEeHLiHHOro KOHQJIIKTY CTBOPIOE MIEPelyMOBH [IJis Ile-
pexoAy A0 6isbil 06epexHol cTpaTerii TpaHCMOPTHOTO 3aco6y. OTpUMaHi OJI0XKEeHHS MOXYThb OYTH BUKOPU-
CTaHi mif yac po3pobJieHHS CUCTEM OLiHIOBAaHHS JOPOXKHIX KOHQJIIKTIB, MiATPUMKU NPUUHATTS pillleHb Ta
aJIFOPUTMIB IHTeJIeKTyaJIbHOI'0 KepyBaHHsI TPAaHCIOPTHUMH 3aC06aMHU.

KoH@iKT iHTepeciB. ABTOpH JeK/IapyIOTh, 10 He MAalOTh KOHQJIIKTY iHTepeciB CTOCOBHO JaHOTO J0CJIi-
JDKEHHS], B TOMY 4McJ/i GiHaHCOBOro, 0COGUCTICHOTO XapaKTepy, aBTOPCTBA UM iHIIOTO XapaKTepy, 110 Mir 61
BIJIMHYTH Ha J,0CJi/)KEHHA Ta HOro pe3yJbTaTH, NpeJCcTaBJ/IeHi B JaHil CTaTTI.

dinancyBaHHA. [locimxkeHHs TpoBoAuIocs 6e3 GpiHaHCOBOI NiATPUMKHU.

JocrynHicTb gaHuX. /laHi 6yAyTh HalaHi 32 06IPYHTOBAHUM 3alIUTOM.

BuKopucTaHHS 3aC06iB IITYYHOIO iHTe/IEKTY. ABTOpU MiJATBEeP/KYIOTb, 1110 He BUKOPUCTOBYBAJ/H TeX-
HOJIOTIi ITYYHOTO iHTEJIEKTY NPU CTBOPEHH] Npe/iCTaBJIeHOI pOOOTH.
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BHecok aBTopiB. CaxHeBH4Y Basepiil: aHasmi3 icHylo4ux pimeHsb i migxoAiB, po3po6yeHHsT apXiTEKTYpH
MogeJi Ta II peasisalid, NIpoBeJeHH TeCTYBAaHHA, aHa/i3 OTPMMaHUX pe3yJIbTaTiB, Mir0TOBKA OCHOBHOIO
TEKCTY CTaTTi; OLliHIOBaHHSA pe3yJbTaTiB OMIsAAY JiTepaTypH, GOpMyBaHHS NMPONO3ULiHM 100 apXiTeKTypH
MoJeJli Ta MOXKJIMBUX BapiaHTiB Ii koHQIryparii, oLiHIOBaHHS pe3y/bTaTiB TECTYBaHHS, BHECEHHS 3MiH i pe-
JaKLiMHUX IPaBOK [0 TEKCTY CTATTI.
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KBAHTOBO-XIMIYHI OCHOBH ®YHKIIIOHAJIBHOCTI LINBO; Y ®OTOHHHUX KPUIITOCUCTEMAX
AK 3ACIb 3ABE3INIEYEHHA KIBEPBE3IIEKH

JI. O. CoasaHuk, B. I. Koeasb

QUANTUM-CHEMICAL FOUNDATIONS OF LINBO; FUNCTIONALITY IN PHOTONIC CRYPTOSYSTEMS
AS A MEANS OF ENSURING CYBERSECURITY

Ludmila Solianyk, Viktor Koval

AHoTanisa

Jlimiti-nio6am (LiNbO3) € o0HuM i3 HatllnepcnekmusHiwux Mamepianie 0451 kKeaHMo8oi kpunmozapagii 3a80s5KU NOEGHAHHIO
ce2Hemoe/1IeKMpUYHUX [ HeATHITIHO-onMUYHUX 8/1acmugocmetl, wjo pobums 11020 KAHY08UM e1eMEHMOM CYyHACHOT K8aHMOo8oi ho-
moHiku. Y yiti po6omi npedcmasieHo pe3y1bmamu K8aHMo80-XiMivH020 Modeato8aHHs Kaacmepa LiNbO3 3 aHanizom esnekmpo-
HHOI cmpykmypu, efpekmusHux 3aps10ie, nopsiokie 38’s13kia i easneHmHocmeli. AHani3 3apsidie Ha AMOMHUX 0p6imassix ma ejnek-
MPOHHOI 2yCMUHU NOKA3aAU 3MiwaHuli ioHHO-Ko8a/ieHmMHutl xapakmep 83aemodiii Nb-0 (3apsidu: Nb ~ +1.8e, O ~ -0.7...-0.9e),
ioHHicmb Li-0 (0.36 nopaodKy 36°13Ky) ma 3Ha4Hy acumempiro es1eKmpoHHOI 2yCMUHU, W0 3yMOBIHE CE2HEMOeNeKMPUYHY NOo-
ssipusayiro. O6uucaeni enepeii HOMO (-3.99 eV) ma LUMO (+0.54 eV) gusnauusu pospus ~3.53 eV, wo y3z2odicyemucs 3 ekcne-
PUMEHMAALHUMU ONMUYHUMU OAHUMU U NOSICHIOE 8UCOKY NPO30picmb Mamepiay y sudumomy ma 6auscHboMy I4-dianasoHax.
AHaniz nopsidkie 38’sa3kie niomeepdus dominyeanHsi Nb-0 e3aemoditl (1.3-1.8), siki hopmyroms 0cHO8Y HeAlHIlIHOI noasipu308-
Hocmi ma 3a6e3nevyromo 3HaYEeHHSA HeAIHITIHO20 onmu4HO20 Koegiyienma dpy2oi 2apmoHiKu x° axutl onucye 30amuicms Mame-
piasy do HeaiHiliHol noasipusayii. Lell koegiyienm susHauae epekmugHicmsb Mamepiany y npoyecax N008OEHHS Yacmomu ceim-
/10, CNOHMAHHOI napamempuyHoi dayH-koHeepcii ma y pasosux modyassmopax 0415 keaHmosoi kpunmoepadii, nidkpecaro4u
micHUll 36°A30K Mi €1eKMPOHHOK CMPYKMypor ma npakmuvHuMu GomoHHUMU 3acmocysaHHAMU. OmpumaHi peysomamu
cgiduamu, ujo LINbO; € epekmugHoo naamgopmoro 0415 2eHepayii nap eHmaHa1608aHUX omoHie memodom cnoHmaHHo20 na-
pamempuyHo20 dayHKoHaepcii, 015 pazosux modyasimopis y npomokosax BB84 ma BBM92, a makodic 015 iHme2panabHUX K8aH-
mosux cxem. [loeOHaHHs KBAHMOBO-XIMIYUHO20 Onucy ma pomoHHUX saacmueocmell demoHcmpye nepcnekmugHicms LiNDO3 sk
6a308020 Mamepiasy 04151 p038UMKY mexH0o.102ill 6e3ne4H020 K8AHMOB020 38 SA3KY.

Oxpim keaHmosux KoMmyHikayitl, enacmugocmi LiNbO; maomb npukaadHe 3HayeHHs1 i 045 KpumiHaaicmuku. Pazom 3
yum daHi eaacmusocmi eniUHyms Ha po38Umok Kibepbesneku, 3axucm iHgpopmayii ma 60pomu6y i3 Kibep3a0uuHHicMIO, a
MaKod¢ Ha 8USIBAEHHS NPUXOBAHUX CAI0i68 8UUHEHHS 3/104UHI8. 3a8051KU Nnp0o30pocmi y WUpPOKOMY CheKmpa/abHOMY 0iana3oHi
ma eucokiti HeATHIlHIli onmuyHill akmugHocmi, Yyell Mamepias 8UKOPUCMOBYEMbCS Y Npuaadax Aa3epHoi cnekmpockonii 015
8UsI8/1E€HHS MIKpOCidie 610102iYH020 noxodiceHHs (Kpo8i, CAUHU, NOMOXCUPOB8UX 8UdileHb) HA8IMb Yy 8UNAJKAX, KOAU 80HU
Hegudumi das1 oka. LINDOz-2eHepamopu yrbmpaghionemosozo 8unpoMiHI08aHHS 3aCMOCO8YIOMbCS 015 AHANI3y JOKYyMeHmIi8
i susi8/1€HHS1 Nidpo6OK WAsIX0M docaidiceHHs AoMiHecyeHyTi yvopHua ma nanepy. Kpim mozo, pomonHi Modyai Ha ocHO8I Ybo-
20 Mamepiasy Moxcymso caygygeamu y cucmemax k8aHmogoi asmenmudbikayii Hociie ingpopmayii, wjo sidkpueae Hosull pigeHb
3axucmy dokasie 8id panvcudpikayii. Takum yurom, LINbO3; noedHye Haykosi docsicHeHHs KeaHMos8oi homoHiku 3 npakmuu-
HUMU 3a800HHAMU CY0080i KpUMIHAAICMUKU.

Kawuosi caoesa: Jlimiti-nio6am, Keanmosa kpunmoepagis, Kibepbesnexka, bopomuvb6a i3 310uunHHicmio, Heainitina on-
muka, PomoHu 3 KeaHMo8oW 3aniymaHicmio, asmenmudikayis dokymeHmis.

Abstract

Lithium niobate (LiNbO3) is one of the most promising materials for quantum cryptography due to the combination of
ferroelectric and nonlinear optical properties, which makes it a key element of modern quantum photonics. This paper presents
the results of quantum chemical modeling of the LiNbOs cluster with analysis of the electronic structure, effective charges,
bond orders and valences. Analysis of charges on atomic orbitals and electron density showed the mixed ionic-covalent nature
of Nb-0 interactions (charges: Nb ~ +1.8e, O = -0.7...-0.9¢), ionicity of Li-O (x0.36 bond order) and significant asymmetry of
the electron density, which causes ferroelectric polarization. The calculated HOMO (-3.99 eV) and LUMO (+0.54 eV) energies
determined a gap of ~3.53 eV, which is consistent with experimental optical data and explains the high transparency of the
material in the visible and near-IR ranges. Bond order analysis confirmed the dominance of Nb-0 interactions (1.3-1.8), which
form the basis of nonlinear polarizability and provide the value of the nonlinear optical coefficient of the second harmonic x?,
which describes the ability of the material to nonlinear polarization. This coefficient determines the effectiveness of the material
in the processes of light frequency doubling, spontaneous parametric down-conversion and in phase modulators for quantum
cryptography, emphasizing the close connection between the electronic structure and practical photonic applications. The
results obtained indicate that LiNbOs is an effective platform for the generation of entangled photon pairs by the method of
spontaneous parametric downconversion, for phase modulators in the BB84 and BBM92 protocols, as well as for integrated
quantum circuits. The combination of quantum-chemical description and photonic properties demonstrates the prospects
of LiNbOs as a basic material for the development of secure quantum communication technologies. In addition to quantum
communications, the properties of LINbO3; have applied significance for forensics. At the same time, these properties will affect
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the development of cybersecurity, information protection and the fight against cybercrime, as well as the detection of hidden
traces of crimes. Due to its transparency in a wide spectral range and high nonlinear optical activity, this material is used
in laser spectroscopy devices to detect microtraces of biological origin (blood, saliva, sweat) even in cases where they are
invisible to the eye. LiNbOs ultraviolet radiation generators are used for document analysis and forgery detection by studying
the luminescence of ink and paper. In addition, photonic modules based on this material can be used in quantum authentication
systems for information carriers, which opens up a new level of evidence protection against falsification. Thus, LiNbO; combines
the scientific achievements of quantum photonics with the practical tasks of forensic science.

Key words: Lithium niobate, Quantum cryptography, Cybersecurity, Crime prevention, Nonlinear optics, Quantum
entangled photons, document authentication.

1. Beryn. CTpiMKU# po3BUTOK IHUPPOBUX TEXHOJIOTIH, TEJEKOMYHIKALiIHHUX CUCTEM Ta iHOpMaLiHHUX
MepeXX 3yMOBJIIOE MOCTilHe MiJBUILEHHsI BUMOT 10 3axUCTy iHpopmanii. Oco6snBOI aKTyaJbHOCTI L Mpo-
6s1eMa HabyJsa y 3B’sI3Ky 3 PO3BUTKOM KBAaHTOBHMX OGYHC/IEHb, OCKIJIbKA CTBOPEHHS JOCTAaTHBO MOTYXKHHUX
KBAaHTOBHUX KOMIT'IOTEPIiB MOTEHI{IHHO MOXKe MOCTAaBUTH MiJ 3arpo3y 6e3IMeKy CydacHUX KpunTorpadiyHux
cucteM. 30KpeMa, KBAaHTOBUU airoputM lllopa cTBoproe NpUHIIMIIOBY 3arpo3y KpuntorpadpiuHuM MeTo/aM,
6e3neka IKUX I'PYHTYETHCS Ha CKJIAAHOCTI pakTopu3alil BeJTMKUX YUCes i 3a/ja4 AUCKPETHOTO Jiorapudmy-
BaHH4 [1]. Lle 3yMOBJIIO€ TTOLIYK HOBUX MiJIX0AIB A0 3axucTy iHPopMauii, cepes AKUX BaXKJIMBE Micle nociga-
I0Th KBAaHTOBI TexHoJIOril 3B’A3Ky Ta KBAHTOBHUH PO3MO/iJI KJIIOYiB.

KBaHTOBMI pO3MO/iJ KJII0OYiB I'PYHTYETbCA Ha NlepeilaBaHHI KBAHTOBUX CTaHIB CBiT/Ia Ta Ja€ 3MOTy BUSAB-
JIATA BTPY4YaHHA CTOPOHHBOIO CIIOCTepiraya 3a 3MiHOIO IapaMeTpiB KBaHTOBOI'0 curHaiy. [lpore npaktud-
Ha peaJii3aljisi TaKUX CUCTEM MOTPe6YE He JIMIIe PO3BUTKY NPOTOKOJIB 3axUCTy iHdopMaliii, a 1 CTBOpeHHS
BiAmoBizHOI MaTepianbHOI Ta poToHHOI 6a3u. Cepes; OCHOBHUX MPOGJIEM Cy4YaCHUX KBAHTOBUX KOMYHiKaLlil
3aJIMLIAIOTBCA BTPATH ONTHUYHOIO CHUTHaJly, HEOOXiJHICTh MiABUIEHHS WIBUAKOCTI GOpPMYyBaHHS KJIIOYIB,
cTabisbHOCTI cucTeM, iHTerpanii mxepes i feTekTopiB GOTOHIB, a TAKOXK 3MeHIIEHHsI TabapyUTiB OKPEMUX
ONTUYHUX KOMNOHeHTIB. ToMy 0co6sMBUM iHTepec cTaHOBJAATH Marepiany, siki 0JHOYAaCHO 3a6e3MedyoTh
edekTHUBHY reHepariito, MOAYJIALIIO0 Ta MePeTBOPEHHS ONTUYHUX CUTHAIIB i MOXKYTh OYTH BUKOPHCTAHI A5
CTBOpEHHS iIHTErpoBaHUX GOTOHHUX CXEM.

OpHuM i3 Takux MaTepiasiB € JyiTif-Hio6aT LiNbOs. Horo MEPCNEKTUBHICTh BU3HAYAETHCA MOEAHAHHAM
BUCOKHX €JIEKTPOONITUYHUX | HeJiHINHO-ONTUYHUX BJIACTUBOCTEH, IMPOKOTO Aiaa3oHy ONTHUYHOI TPO30po-
CTi, CETHETOEJIEKTPUYHUX XapaKTEPUCTHK Ta 3HAYHOI'0 €JIeKTPOONTUYHOro edpeKTy. 3aBAAKHU LbOMY JiTiH-
Hi06aT IHMPOKO BUKOPHUCTOBYETHCS /IJIs1 CTBOPEHHS ONTUYHUX MOAY/ISATOPIB, XBUJIEBO/IiB, p€30HATODIB, Ne-
peTBOPIOBAYIB YaCTOTH Ta iHIIUX GOTOHHUX KOMIIOHEHTIB.

Oco6s1MBO IHTEHCUBHO B OCTAHHI POKH PO3BUBAETHCS TEXHOJIOTIS TOHKHUX IJIiBOK JIiTiH-Hio6aTy Ha i30.110-
Ba/bHIN migksiazni. Zhu ta crniBaBTopu [2] mokasasy, mo Taka miatdopma BiJKPUBA€E LIMPOKI MOMJIHUBOCTI
JUIsl CTBOPEHHSI KOMIIAKTHUX IHTErpoBaHUX (OTOHHHUX KOMIIOHEHTIB i3 BUCOKHMMHU XapaKTEPUCTHUKAMH. AB-
TOpaMHU CUCTEMaTHU30BaHO pe3yJbTaTH [JOC/AI[PKeHb XBUJIEBOAIB, MOAYJIATOPIB, pe30HATOPIB Ta HeJiHIMHUX
ONTUYHHX NePEeTBOPIOBAYIB HA OCHOBi TOHKOILJIIBKOBOIO JiTiH-Hio6aTy. [lepeBaroi Takoro migxony € MOX-
JIUBICTh MOEAHAHHSA JEKIIbKOX QYHKI[iOHAJBbHUX eJeMeHTIB Ha ofHOMY 4uImi. BogHovac y 3a3HavyeHil po6oTi
OCHOBHY yBary npu/iiJleHO KOHCTPYKLii Ta XxapaKTepHUCTUKaM GOTOHHUX MPUCTPOIB, TOAi AK GyHAAMEHTAIbHI
3aKOHOMIipHOCTi GOPMYBaHHS eJIEKTPOHHOI CTPYKTYPH MaTepiany po3rJissHyTO HeLOCTAaTHbO.

[lepcnekTUBHICTB JiTiH-Hi06aTy caMe AJi KBaHTOBOI GOTOHIKM MpoaHaJi3oBaHa Saravi Ta criBaBTOpa-
MUy [3]. ABTOpH PO3IISIHYJIM MOXJIMBOCTI BUKOPHCTAHHS TOHKOIJIIBKOBOTO JIiTiH-HI06aTy /il CTBOPEHHS
iHTerpoBaHNX KBAaHTOBUX GOTOHHHUX CXEM, /PKepeJs OAMHOYHUX POTOHIB Ta iHIIMX KOMIIOHEHTIB KBAHTOBUX
cucteM. [lokazaHo, 1110 NOEJHAHHS BUCOKOI HEJIIHIHHOCTI, €/1eKTPOONTUYHOI aKTUBHOCTI Ta MOXJIMBOCTI Mi-
HiaTropu3amnii poOUTH el MaTepias OJJHUM i3 MepCHeKTUBHUX KAHAUIATIB /11 MaclITaboBaHOI KBaHTOBOI
¢doToHiku. Pa3oMm i3 TUM yBara aBTOpiB 30cepe/KeHa NepeBaXKHO Ha GYyHKI[iOHATBHUX MOXKJIUBOCTSIX GOTOH-
HUX KOMIIOHEHTIB, a8 NUTAaHHS B3a€EMO3B’ 3Ky MiXK IX XapaKTEPHUCTHUKAMU Ta JIOKAJIbHOIO eJIEKTPOHHOIO OY/10-
Boto LiNbO3 3anumaTbcs BiJKPpUTUMH.

BaXXJIMBMM HaNpsIMOM € TaKOXX 6e3mocepe/iHE KBAHTOBO-XiMidHe JIOC/Ti/PKeHHST BJIACTUBOCTEN JiTik-Hio-
6aty. Hossain [4] 3a fomoMoroi po3paxyHKiB y Mexax Teopii GpyHKLioHasa T'YCTUHU J0CHIUB CTPYKTYPHI,
MexaHiuHi, eseKTpoHHI Ta onTH4Hi BiaacTuBocTi LiNbO3;. ABTOpOM BCTaHOBJIEHO MapaMeTpH KPHUCTAMIdHOI
CTPYKTYPH, [IPOAHA/I30BaHO €JIEKTPOHHY 30HHY CTPYKTYpPY Ta I'yCTUHY €JIEKTPOHHUX CTAHIB, a TAKOX PO3-
PaxoBaHO HU3KY ONTHYHUX XapaKTePUCTHK. 3riiHO 3 pe3ysbTaTaMu po3paxyHkis, LINbO; Mae HamiBpoBif-
HUKOBMH XapaKTep, a IUPUHA 3a60pOHEHO] 30HM CTaHOBUTH 6sin3bKo 3,54 eB [4]. Llg po6oTa € BaXKJIMBOIO
OCHOBOIO /11 PO3YMiHHA eJIeKTPOHHUX BJIACTUBOCTEN MaTepiasy, OJHaK y Hill OCHOBHa yBara mnpu/jijieHa
30HHIH CTPYKTYpi Ta MaKpPOCKOMIYHMM ONTUYHMUM XapaKTepUCTUKaM. /leTaJbHUI aHasli3 JIOKaJbHOIO PO3I0-
JliJly 3apsi/ly Mi>K aToMaMu, OPsAKIB OKpeMHUX XiMiYHHUX 3B’s13KiB Ta BaJIEHTHHUX XapaKTEPHUCTUK KOMIIOHEH-
TiB KpUCTaJla He IPOBOAUBCH.
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CyyacHi JocmimpkeHHS TaKOXK CBij4aTh mpo Ge3nocepeHE PO3IMUPEHHS CPepH 3aCTOCYBaHHS JITiH-Hio-
6aTy y KBaHTOBUX QOTOHHHUX cucTeMax. Harper Ta cniBaBTOpu [5] mpojeMOHCTpYyBaiM BUCOKOepEKTHBHE
¢dopmyBaHHsA nap GOTOHIB Yy HAHOGOTOHHOMY XBUJIEBO/I Ha OCHOBI TOHKOIJIIBKOBOTO JIiTii-Hio6aTy. OTpH-
MaHi pe3y/JbTaTH NiATBEPJ KYOTb MOXKJIUBICTb BUKOPUCTAHHA L[bOr'0 MaTepialy AJid CTBOPEHHH iHTerposa-
HUX Ji>)KepeJl KBAaHTOBOT'O CBITJIa, 1110 € BaXKJIMBOIO CKJIAJ[0BOI MalbyTHIX CHCTeM KBaHTOBOTO 3B’A3Ky. PazoM
i3 TUM PO3BUTOK TaKUX NPUCTPOIB NOTpPeOye MOrIN6IeHOr0 Po3yMiHHA QyHAaMeHTalbHUX BJIaCTUBOCTEN
MaTepiasny, ocKiibKU ePeKTUBHICTb HeJIiHIMHUX | eJIeKTPOONTUYHUX MPOLECiB BUSHAYAETHCS 0COOJINBOCTS-
MU MOT0 eJIeKTPOHHOI 6y/10BH.

TakyM 4MHOM, aHaJIi3 AT OCHOBHUX HANPSAMIB Cy4yacHUX AOCIiKeHb M0Ka3ye, 110 Ha CbOI0JHI J0oCTaT-
HbO [IeTaJbHO BUBYEHO TEXHOJIOTiYHi MOXJIMBOCTI BUKOPHCTAHHS JIiTil-Hio6aTy y GOTOHILi, CTBOpeHHS
TOHKOIIJIIBKOBUX CTPYKTYp, iIHTEIPOBAaHUX KBAaHTOBUX CXeM Ta JiKepeJs KBaHTOBOTo cBiT/a [2, 3, 5]. OkpeMmo
JLOCJTI/PKEHO MOro eJIEKTPOHHY Ta ONTHUYHY CTPYKTYpPy METOJAaMHM KBAaHTOBO-XiMiYHOTO MO/eJIIOBaHHSA [4].
[IpoTe Mixk MMHU JJBOMA HAaPSIMaMH 3aJIMIIAETHCSA HEZOCTATHBO JOC/iXKEHUH 3B’ I30K: BiZICYTHIM KOMILIEK-
CHUU aHaJli3 TOro, K JIOKaJIbHUHM PO3MO/ia eJleKTPOHHOI I'YCTUHH, epeKTUBHI 3aps/ iU aTOMIB, XapaKTep Xi-
MiYHUX 3B’s13KiB 1 BaJleHTHI XapakTepucTUKU KoMNoHeHTiB LiNbO3 noB’si3aHi 3 ioro eHepreTUYHOIO CTPYK-
Typolo Ta PyHKIiOHAJTbHUMHU BJIACTUBOCTSMHU.

Came 15 Ipo6JsieMa BU3HAYa€ aKTyaJbHICTb IPOBe/IEHOr0 J0C/ipkeHHs. BcTaHOBJIeHHS 3aKOHOMIpHOCTEeH
pPO3MOAiNy eJeKTPOHHOI I'YCTUHU Ta XapakTepy xiMiuHux 3B’s3kiB y LiINbO3; gacTh 3MOry [OMOBHUTH HasiBHI
JlaHi Ipo 1oro 30HHY Ta ONTHUYHY CTPYKTYPY MiKPOCKONIYHMMM XapaKTepucTHKaMu. Takui MifxiJ 103BOJIAE
Mob1LIe 3p03yMiTH NPUPOAY eJ1eKTPOONTHUYHOI Ta HeJiHIHHO-ONTUYHOI aKTUBHOCTI MaTepiany i CTBOPIOE Ie-
peAyMOBH JiJis GiJIbII OGI'PYHTOBAHOIO NPOEKTYBAHHS GOTOHHUX KOMIIOHEHTIB KBAaHTOBUX CUCTEM.

[lepcreKTUBHICTD LIbOTO HANIPSAMY Ma€ 3HAaYEHHS TaKOX /JIs 3aXUILeHUX iHpopMaLilHUX CHUCTEM Ta KpHUMi-
HaJTICTUMHUX TexHoJIoTil. POTOHHI KOMIIOHeHTH Ha OCHOBi LiNbO3 MOXXyTb BUKOPUCTOBYBATHCS SIK eJleMeH-
TH CUCTEM KBaHTOBOTO 3B’SI3KY, @ TAKOX Y CEHCOPHUX i CIIEKTPOCKOMIYHUX MPUCTPOSX AJIs1 BUSBJIEHHS MiKpO-
KiZIbKOCTEN pPEeYOBHMH Ta aHasi3y MarepiasiB. Y cucTeMax KpMMiHaJiCTUYHOrO 3a6e3MeyeHHs] TaKi TeXHOJIori{
MOTEHLIHHO MOXYTb OYTH BUKOPHUCTAHI [JIs 3aXUILEHOr0 Nepe/iaBaHHsA MPpoBoi Jjoka30Boi iHpopMarii Mix
€KCIIepTHUMM NiJpO34i1aMu Ta AJid NiiBUILEHHSA Yy TJIUBOCTI ONTUYHOTO aHaJIi3y pe4OBUX JOKa3iB.

MeToO10 pOGOTH € BCTAaHOBJIEHHS 0COGJMBOCTEN esieKTpoHHOI 6y/0BU LiNbO; Ta BU3HaueHHsS B3aEMO-
3B’I3KY MIDX pO3M0JiJIoM eJIeKTPOHHOI I'YyCTUHH, 3apsAJ0BUMH XapaKTepUCTHUKaMHU aTOMiB, XapaKTepoM Xi-
MiYHUX 3B’fI3KiB, BaJIeHTHUMHU CTaHAaMM Ta €HepreTUYHHMMU XapaKTepPUCTHKaMU eJleKTPOHHMX CTaHiB, L0
BU3HAYalOTh NePCHEeKTUBHICTb BUKOPHUCTAHHS JIiTii-Hi00aTy y $OTOHHUX CUCTEMax KBAHTOBOI'O 3B’SI3Ky Ta
CEeHCOPHUX TEXHOJIOTifAX.

1l mOCATHEHHS MOCTaBJIeHOI MeTU JO0C/iIPKEHO PO3IMO/IiJ 3apsiiB Ha aToMax, MOPSAKH XiMiYHUX 3B’s13-
KiB, BaJIEHTHiI XapaKTEpPUCTUKHU KOMIIOHEHTIB KpPUCTaJa, @ TAKOX eHepreTHW4Hi piBHI HaWBUIOI 3alHATOI
Ta HaWHWXKYOI BiJIbHOI MOJIeKyJIApHUX op6iTaseld. OTpuMaHi pe3y/ibTaTH BUKOPUCTAHO /J1S1 BCTAHOBJIEHHS
oco6smBoCcTel popMyBaHHS esleKTPOHHOI cTpykTypH LiNbO3 Ta orjiHioBaHH 11 3B’A3Ky 3 pYHKI[iOHAJIbHUMHU
BJIACTUBOCTAMM MaTepiasy.

2. Marepiasu Ta MeToau. KBaHTOBO-XiMiuHe mocaimkeHHs eseKTpoHHOI 6y0Bu LiNbO3 mpoBoauIv 3 BU-
KOpHCTaHHAM nporpaMmHoro nakera GAMESS (General Atomic and Molecular Electronic Structure System) [6].
Po3paxyHKH cpsIMOBYBaJIMCS HA BU3HAUYEHHS €JIEKTPOHHUX XapaKTepPUCTHUK MojenbHOlI cucteMu LiNbO; Ta
BCTAHOBJIEHHSI 0COGJIMBOCTEN PO3MO/Iiy eJIeKTPOHHOI T'YCTUHU Mi>XK aTOMaMH JIiTio, Hi06it0 Ta OKCUTEeHY.

JlJ1s1 po3paxyHKy eJleKTPOHHOI CTPYKTYPHU BUKOPUCTOBYBaIu MeTo/, XapTpi-Poka. /lojlaTKoBO NpoBOAU-
JIM pO3paxyHKHU B Mexax Teopil GyHKIioHaNIa I'yCTUHU /1 OLiHIOBAaHHSA BILJIMBY eJIeKTPOHHOI KopeJsALii Ha
oTpuUMaHi pe3ysabTaTH. Takuil NifgxiJ faBaB MOXJIUBICTb 3iCTaBUTU pe3yJbTaTH, OTPUMaHi pi3HUMU MeTo/ia-
MM, Ta OLLIHUTHU IXHIO y3TOJKEHICTh.

[l onucy eneKTpoHHUX cTaHiB aTtoMiB Li, Nb Ta O BukopucToByBanu 6a3ucHuM Habip Stevens-Basch-
Krauss 3 epeKTHUBHUMMU NOTeHILiaJlaMU. BUkopucTaHHs epeKTUBHUX NOTeHLiaJliB JJ03BOJISE CHPOCTUTH PO3-
PaxyHOK 3a paxyHOK 3aMiHU SIBHOT'O OIMCY BHYTPIIIHIX €JIEKTPOHHUX 060J10HOK epeKTHBHUM MOTEHIiaI0M
i 30cepevTU pO3paxyHOK Ha eJIeKTPOHAxX, AKi BU3HA4YAOTh XIMi4YHY B3aEMOJIIO.

Ha moyaTkoBoMy eTami 3a/jaBayiu reomeTpito MogesbHOI cucteMu LiNbOs3. [ani npoBoguin onTuMisariro
reoMeTPUYHUX NMapaMeTPiB /10 JOCATHEHHsI eHEPreTUYHO cTabisibHOrO cTaHy. KpuTepieM 3aBeplieHHs ONTH-
Mizanii 6yB MakcMMalbHUI rpaieHT eHeprii He 6iabuie 107> aTOMHMX OAMHUIIb.

[licsisg onTuMisanii reomeTpii NpOBOAUIIN PO3PAXyHOK €JIEKTPOHHOI CTPYKTYpH Ta BU3HAya/ld OCHOBHI
eJIeKTPOHHI XapaKTepUCTHUKH CUCTeMHU. AHaJli3yBa/id PO3MOJiJ eJeKTPOHHOI I'YCTUHH, epeKTUBHI 3apsaau
aTOMiB, XapaKTepPUCTHUKH XiMIYHUX 3B’sI3KiB, a TaKOXX €HepreTH4YHi NapaMeTpu IPaHUYHUX eJIeKTPOHHHUX
ctaHiB. OTpUMaHi pe3yJbTaTH BUKOPUCTOBYBAJIU [JIs1 BCTAaHOBJIEHHS 0COOJIMBOCTEH e/IeKTPOHHOI B3aEMOZ1
Mix komnoHeHTaMu LiNbO;.

1 XxapaKTepUCTUKU eHepreTUYHOI CTPYKTYpPU BHU3HAYad eHeprii HAaWBUILOI 3alHATOI Ta HAWHUXKYO]
He3aWHATOI MOJIeKyJIIPHUX opb6iTaseld. EHepreTHYHU iHTepBas Mk HUMH PO3IJIAJAIN K XapaKTePUCTUKY
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eJIEKTPOHHOI CTPYKTYPH JOCTIiKyBaHOI Mozie/IbHOI cucTeMu. OTpuMaHe 3HAaYeHHSI MOPiBHIOBAJIM 3 OIy0JTi-
KOBaHHMHM B JIiTepaTypi TEOPeTUYHUMHU Ta eKCIIepUMEHTaJIbHUMHU JaHUMU. [Ipy 1bOMy BpaxoByBaslH, 1110 Be-
JINYMHA PO3PUBY MiXK FPAHUYHUMHU MOJIEKYJSIPHUMH OPO6ITANSAMU MOJEJbHOI CUCTEMU He € Ge3nmocepesHiM
aHaJIOTrOM LIMPHHU 3a60pOHEHO] 30HM MaKpPOCKOMIYHOT0 MaTepiaJy.

IpunyuieHHs Ta 06MexkeHHs MeToAy. OCHOBHUM NPUINYIIEHHAM A0CaimKkeHHs € po3risy LiNbOs y Bu-
/i o6paHoi MoJie/IbHOI CUCTEMH, SKa JIA€ 3MOTY JJOC/AiIIUTH JIOKQ/IbHI €JIEKTPOHHI XapaKTEPHUCTUKH Ta Xa-
pakTep B3aeMozii Mixk il koMnoHeHTaMu. Takui Mifxig He NpeTeH/Jy€e Ha MOBHE BiATBOPEHHS BCiX BJIACTHU-
BOCTEH peasibHOr'0 MaTepiasy, OCKiJIbKM MO/ieJib He BPAaXOBY€E BCiX CTPYKTYPHHUX Ta KOJEKTHUBHUX edeKTiB,
XapaKTepHUX AJI1 MaKPOCKOMIYHOI CUCTEMU.

JloiaTKkoBUM OOMEXEHHSM € BHKOPUCTaHHA MeToay XapTpi-®oka, y sIKOMy eJIeKTPOHHA KOpeJislis Bpa-
XOBYETbCA He NOBHicTI0. Came ToMy pe3ysnbTaTyd HF-po3paxyHKiB JONOBHIOBA/IN pO3paxyHKaMHU B MeXax Teopil
¢dyHKUioHama ryctuHu. Kpim Toro, ebeKTUBHI MOTeHIiaM Ta CKIHUeHHUN 6a3VCHUM Habip MOXKYTh BIJINBATH HA
abCoJIIOTHI 3HaYeHHsT PO3PAaX0BaHUX €JIEKTPOHHUX XapaKTepUCTHK. TOMy OCHOBHMM aKIleHT pOGHJIN He JIMILEe Ha
abCoJIIOTHUX 3HAYEHHSX apaMeTpiB, a 1 Ha BCTAHOBJ/IEHH] IXHiX B3a€MO3B’sI3KiB Ta pi3NIHMX 3aKOHOMIPHOCTEM.

Anroputm pocnimpkenss: @opmyBanHs Mozesi LINbO; — Bubip MeToy KBaHTOBO-XiMiYHOTO PO3PaxyHKY —
OnTrMisanisa reometpil — Po3paxyHOK eJIeKTPOHHOI CTPYKTYpH — AHaJli3 eJIeKTPOHHOI I'YCTUHU Ta aTOMHUX 3a-
pAfiB — AHasi3 XiMiYHMX 3B’S13KiB | BOJIEHTHUX XapaKTEPUCTUK — BH3HaueHHsI eHEPreTUYHUX XapaKTepUCTHUK
(HOMO/LUMO) — BcTaHoBJIEHHSI B3aEMO3B 13Ky «eJeKTPOHHA 6yZi0Ba — QyHKI[ioHa/IbHI BaacTUBOCTI» — [lopiB-
HSIHHS 3 TEOPETUYHHUMU Ta eKCIIepUMEHTa/IbHUMHU IaHUMHU — [IpakTH4HA opieHTanis pe3y/nbTaTiB: KBaHTOBA dO-
TOHiKa, KBAHTOBUM 3B’130K, CEHCOPHI Ta CIEKTPOCKOMIYHI CUCTEMH, KPUMiHaIICTUYHI TEXHOJIOTIL.

TakyM YMHOM, 3alIPONIOHOBAHUN PO3PAXyHKOBUM MiJIXiJ 103BOJISIE OC/iJOBHO EPENUTH Bif, onTUMi3anil
MO/IEeJIbHOI CUCTEMHU [0 BU3HAYEHHH 1i €JIEKTPOHHOI CTPYKTYPH, aHaIi3y pO3MOAiLy 3apdaAy Ta XapaKTepHuc-
THK XiMiYHUX 3B’fI3KiB, a TAKOX OL[iHIOBAaHHS] EHEPTreTUYHUX NTapaMeTpPiB eJIeKTPOHHUX CTaHIB.

3. Pe3ysnbraTu Ta iX 06roBOpeHHs1. AHasTi3 3apsi/iiB MOKa3aB BiAxwieHHs epeKTUBHUX 3apsifiiB aToMiB LiNbO;
BiZi GOpMasIbHUX CTYTEHIB OKMCHEHHS (Ta6ut. 1). [l Hio6iro oTprMaHo 3apsz +1.81e, 1110 € CyTTEBO HIKYMM Bif,
HOMiHa/IbHOTO +5. lle CBiAYNTh NMpo 3HAaYHNI BHECOK KOBaJIeHTHOI B3aeMo/|i B yTBopeHHs: 3B's13KiB Nb-0. KucHeBi
aHiOHUM XapaKTepu3yroThcs 3apsgaMu Big —0.66 mo -0.87e, 1m0 TakoX BifpisHAETbCA Bif GopManbHOTO -2, BKasy-
109 Ha YaCTKOBY JieJIOKaUTi3aliio eJIeKTPOHHOI rycTyHU. JIiTik Mae 3apsf +0.58e, 110 6/i3bKe 0 049iKyBaHOTO +1,
OJIHaK CBITYUTH NTPO HEMOBHE BiJOKpEMJIEHHS eJIeKTPOHHOI I'YCTUHM. TakUi pO3NOALT 3apa/iB NiATBeppKye 3Milla-
HUM I0HHO-KOBaJIEHTHUM XapaKTep KPUCTaJIa, AKUH 3yMOBJIIOE HOT0 CerHeTOeIeKTPUYHI BJIaCTUBOCTI.

Tabaung 1
EdexTusHi 3apsagu atomiB y LiNbO; (3a JloBainum)
ATtom dopmasbHN 3apaj, EdexkTuBHM 3apaj,
Nb +5 +1.81
O (cepenHe) -2 -0.75
Li +1 +0.58

Po3paxyHok mopsi/iKiB 3B’s3KiB MOKasaB, L0 HaMOinbI cTabiibHUMU € B3aeMoaii Nb-O. [na 3B’sa3ky
Nb-0 Ha Bigcrani 1.75 A NOPSIAOK CTaHOBUTH 1.84, Toxi sIK A5 3B’s13KiB Ha BiacTtaHax 1.81 A 3nauenns cra-
HOBUTH 1.29 (Tabu. 2). lle cBig4uTh Npo pi3Hy Mipy KOBaJIEHTHOCTI BCepeANHI OKTaepUYHOTO OTOYEHHS Hi-
006it0. Taki Bapiallii € THITOBUMHU /11 CETHETOEJIEKTPUKIB 1 MPsIMO MOB’s13aHi 3 MOJIAPU3aLIi€I0 I'PATKH.

3p’a3ku Li-0 (1.93 A, nopsanok 0.36) € c/1a6KkUMH i MalOTh 3/€6iIbIIOr0 i0HHY NPUPOAY, LIl0 3a6e3nedye
CTabiIbHICTD KPUCTANIYHOI CTPYKTYPH Ta IIUPOKHUH CIEKTPaJbHUH Aiana3oH npo3opocti. Ci1abka B3aEMo/is
Mix KMcHeBMMHM aHioHamu (0-0, mopsigok 0.1) Bio6parkae Jivie He3HAYHY NEPEKPUBHICTb p-op6iTaseid, 1o
He BiJlirpae cyTTeBOI poJii y popMyBaHHI eJIeKTPOHHHUX BJIACTUBOCTEM.

AHaui3 BaJIeHTHUX XapaKTEePUCTHUK MiTBEPAUB, 1o Hi06iK y LiNbO3 Ma€ BaseHTHiCTb ~4.42, TOGTO MeHIIy
3a popMasibHy I'ATY, TOAI K KHCEHb HabJIMKAEThCA A0 3HaYeHHs 2.0, a Jiitiid - o 0.73. lle we pa3 niaTBep-
JUKYE JOMIIIKOBUN KOBAaJIEHTHUH BHECOK Y 3B’s13kax Nb-0 Ta foMiHytounii ioHHUH xapakTep B3aeMoziit Li-O.

JlojaTkoBUM aHaJi3 eJeKTPOHHOI IYCTUHU no JIoBAiHY mNiATBepAWB 3MillaHUN i0HHO-KOBaJIeHTHUH
xapakTtep 3B’a3kiB y LiNbO3 (Tab6s. 3). Nb-aToM Mae 3HauHy rycTuHy Ha p- Ta d-op6itansx (p = 1.13-1.14,
d = 0.09-0.35), o 3ab6e3neyye KoBaJeHTHY cka1aZoBy Nb-O 3B’s13KiB, TO/i sIK KUCEHb J€MOHCTPYE CUJIbHY
JIOKaJli3allito eJJIeKTPOHIB Ha s- Ta p-opbiTansax (s = 1.14-1.16, p = 1.06-1.12), migKpec/ar004YH1 iX iOHHUH Xa-
pakTep. JIiTiH, 3i 3HaYHO MEHIIOI0 eJIeKTPOHHOM rycTuHOM (s = 0.068, p = 0.058-0.102), BUKOHYE pOJIb CTa-
6isi3yrodoro kaTioHy. AcuMeTpisi 3ar0BHEHHS op6iTasiell GopMye BHYTPIIIHIO MOJApU3alLil0 KPUCTAIa, 110
JIE)KUTb B OCHOBI 10TO CErHETOEJIeKTPUYHHUX | HeJiHIHHO-ONTUYHUX BJIACTUBOCTEN, KPUTUUHUX JJIF 3aCTOCY-
BaHb Y KBaHTOBIH Kpunrorpadii.
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Tabaung 2
Iopsaku xiMmiyHuX 3B’A3KiB y LiNbO3
3B'sA30K INopsaaok 3B’ SI3KYy
Nb-0 (1.75 A) 1.84
Nb-0 (1.81 4) 1.29
Li-0 (1.93 4) 0.36
0-0 0.1
Tab6sung 3
Po3snoain enekTpoHHoi ryctuHu no Lowdin y LiNbO; (moBHMIT BUGipKOBUil aHaTi3)
AToM AO S Px Py Pz XX YY YAA XY XZ YZ
Nb 1 0.698 1.134 1.139 1.125 0.351 0.428 0.347 0.209 0.262 0.212
0 2 1.162 1.117 1.145 0.983 - - - - - -
0 3 0.497 0.482 0.558 0.558 - - - - - -
0 4 1.136 1.139 1.056 1.090 - - - - - -
Li 5 0.016 0.009 0.007 0.009 - - -

TakyuM YMHOM, KBaHTOBO-XIMIYHUM aHaJTi3 MATBEP/KYE, 110 eJeKTPoHHA cTpyKTypa LiNbO3 € kirouoBo10
JU1s1 Horo BUCOKOI eeKTHUBHOCTI B reHepanii KBaHTOBO-KOPeIbOBaHUX GOTOHIB Ta iHTerpajibHUX KBAaHTOBUX
cxeMax, pobJisTuu MaTepiaJl epcreKTUBHUM /IJIs1 PO3BUTKY TEXHOJIOTH 6e311eYHOro KBaHTOBOTO 3B’SA3KY.

PospaxyHok MoJieKy/IsIpHUX opbiTasieit (Tabs. 4) 103BoMB BusHauuTH eHeprii HOMO (-0.1467 Ha = -3.99 eV)
Ta LUMO (+0.0199 Ha = +0.54 eV). BignoBijHui eHepreTuuyHui po3puB cTaHOBUTH AE = 0.1666 Ha (~4.53 eV).
lle 3HaUeHHS 06pe Y3TOMKYEThCS 3 eKCIIEPUMEHTAIbHUMU JJAHUMHU J1J1s1 onTHYHOI miinau LiNbO;3 (3.7-3.9 eV)
[1, 2], BpaxoByt04H, 1110 MOZETb 6Aa3YETHCSA HA 0OMEXEHOMY KJIACTepi, 110 TPaAULiHO MPU3BOAUTD 0 JIEL0 3aBH-
IIleHUX 3Ha4€eHb.

Ta6bauus 4
EHepreTruyHi xapaktepuctuku HOMO-LUMO y LiNbO3

Op6itanb Enepris (eB)
HOMO -2.99
LUMO 0.54

Po3pus (AE) 3.53

30HHUH po3pUB y Mexax 3,5 eV 106pe y3roKyeThbCs 3 eKClIepUMEHTAJIbHUMU BeJIMdMHaMH [7, 8] Ta mo-
SICHIOE BUCOKY MPO30piCTh MaTepiany y BUAUMOMY Ta GJIMXHbOMY iHPpauepBOHOMY Jianma3oHaX, a TaKOX
HU3bKI HeJiHiMHI BTpaTu npu Hakayli y 3esieHil/cuHil obJacTi cnekTpa. BogHouac sokasisalis BaJeHTHOL
30HU Ha p-opbiTansax KUCHIO Ta NPOBiAHOI Ha d-opb6iTassax HIO6iI0 CTBOPIOE CIPUATIMBI YMOBH /11 CUTBHOL
HeJIiHiHOT B3aEMOl, 1110 MPOABAAETbCA y KoedimieHTi x>,

HesiniliHa ONTWYHA CIPUHHATAMBICTb APYroro MOpAAKY x> € (GyHJaMeHTaJbHOI0 XapaKTepUCTHKOK
KpHUCTaJIiB, 1110 BU3HAYa€ BeJIMYMHY HeJiHIMHOI nosApu3alii, iHyKoBaHOI CBITJIOBUM IoJieM. Y JiHIKHOMY
pexuMi noJiApMsalisa MaTepialy ONUCYEThCS CHIBBiAHOIIEHHAM P = sxVE, Aie X" BiZinoBizae 3a 3asomMieHHd
Ta NMorJarvHaHHA. OJlHaK y cerHeTOeJIeKTPUYHHUX | HelleHTPOCUMEeTPUYHUX KPHUCTallaX BUHUKAIOTh HeJliHiiHI
BHECKH, 30KpeMa JIpyroro MopsiJKy, AKi MaloTb BUIJIAJ P = gx? B2 TAKUM 4MHOM, X° XapaKTepusye edek-
THUBHICTb IIPOLIECIB IIepeTBOPEHHSA 4acTOT CBITJ/Ia, 30KpeMa reHepalil 4pyroi rapMOHiKY, CyMapHOI'o Ta pi3-
HUIIEBOTO 3MilIyBaHHS YacTOT, & TAKOXK CIIOHTAHHOTO MapaMeTpuyHoro po3aiensieHHs (SPDC), sike 1exXuTb
B OCHOBI reHepalii nap KBaHTOBO-KoOpe/iboBaHUX GOTOHIB. BesmunHa x? 6e3nocepeiHb0 3a/1€XKUTh BiJ eJ1eK-
TPOHHOI CTPYKTYypHU KpHUCTasa: YUM MEHUIMU eHepreTUYHUU po3puB AE Ta cuJibHIilII nepexifHi AUNOJIBHI
MOMEHTH, TUM BUIIlAa HMOBIpHICTb HeMiHINHUX ONTUYHUX NpoleciB. s jiTil-Hio6aTy XapaKTepHUM OJMH i3
Hal6LIbIIKUX X cepesi OKCHHMX cerHeToeneKTpuKiB (dzz ~ 30-35 pm/V), 110 po6UTD HOT0 K/II0Y0BMM MaTe-
piayioM cydacHoi kBaHTOBOI GoTOHiKM Ta kpunrtorpadii. HesiHiliHUE onTHYHUN Koedil[ieHT pyroro nops/-
Ky B laHill po60Ti o1iHIOBaBCs Yepe3 eJIeKTPOHHY CTPYKTYPY:

N Z Hi Py e
(AE)? -
i,k
Jle L — IUIOoJIbHI MOMeHTH Mix opbiTansamu, AE - eHepretuuHuit pospuB HOMO-LUMO. Ouinka HeJstiHifiHO-
ro onTUYHOro KoediuienTta gpyroro nopsaaky x? ausa LiNbOj, BpaxoBywuu eHepreTM4Hui pospus HOMO-
LUMO 3,53 eV Ta cepeaHiil nopagok Nb-0 38’a3kiB ~1,5, fa€ 3HaueHHs x = 0,36 yMOBHUX OJUHHUIb, 110
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niKpecaioe cuabHUNA BHeCOK Nb-O B3aeMofii y HesiHiIMHY nossipu3oBHICTh kpucTaa. Lli pe3yabraT y3-
TO/PKYIOTbCA 3 €KCIIepUMEeHTalIbHUMU fanuMu x> ~ 30-35 pm/V i nigTBepky0Th edekTuBHicTL LINDO; sk
Marepiasy AJ1s reHepanii KBAHTOBO-KOpeabOBaHUX GOTOHIB, $pa30BUX MOAYIATOPIB Y NPOTOKOIAX KBAHTO-
Boi Kpunrtorpadii Ta iHTerpasbHux GoTOHHMX cxeM. OCHOBHMH BHECOK y x> pobsisiTb Nb-O 3B’A3KH, 1m0 3a-
6e3MnedyoTh aCHMETPUYHUI PO3MO/iJ eJeKTPOHHOI I'YCTUHHU Ta 3HAYHY MOJIPU30BHICTh KpUcTata. TakuM
YUHOM, BUCOKA HeJliHiiiHA onTHYHA akTUBHIiCcTh LiNbO3 BiiKpuBa€e MOXKIMBOCTI CTBOPEHHS JIa3epHUX JKe-
peJi i CHeKTPOCKOMIYHUX CUCTEM, 3[JaTHUX JAETEKTyBaTH MMPUXOBaHi a60 cj1aboBiIIbHI CTIil HA PeYOBUX J0-
kazax. [Ipusasgn Ha ocHOBi HesiHIHHUX edeKTiB 1IbOro MaTepiasy MOXKYTbh 3aCTOCOBYBATHCS /ISl BUSIBJIEH-
HS JIOMiHECIeHIi1 YOPHUJI Y MAPOOIeHNX JOKYMeHTaX, aHa/Ii3y MiKpOYaCTUHOK Ha MiCIi 3JI04MHY, a TAKOX
y TEeXHOJIOTisIX onTH4YHOI aBTeHTUdiKanii HociiB iHdopmarnii. Takum unHOM, LiINbO3, 0KkpiM poJii B KBaHTOBIH
¢doTOHILi, BUCTYNAE NMEePCIEKTUBHUM MaTepiasioM [iJisT PO3BUTKY HOBUX {HCTPYMEHTIB CYZ0BOI €KCIEPTU3U
Y MiABULIEHHS TOYHOCTI KPUMiHA/NiCTUYHHUX J0CAiIKEHD.

TakuM 4KMHOM, OTpHMMaHi pe3yJbTaTH J03BOJISIOTH IVIMOIIE 3PO3yMiTH YHiKa/JbHi ONTHYHI XapaKTepu-
ctuku LiNbO3 Ha MikpockoniuHomy piBHi [9, 10]. [loefHaHHA KOBaJIEHTHOTO Ta iOHHOI'0 XapaKTepy 3B’A3KiB
Nb-0 3a6e3neuye BUCOKY HeJsiHIHHY MOJISIPU30BHICTD KPUCTAJIA, O € KJIIOYOBUM $aKTOpPOM JJist ePpeKTHB-
HOT'0 MPOTiKaHHA MPOLECiB CIOHTAHHOTO MapaMeTpUYHOTO AayH-KoHBepcil (SPDC), siki Inpoko BUKOPHUCTO-
BYIOTbCS JJIs TeHepalii map eHTaHIVIbOBaHUX (OTOHIB y KBaHTOBHX iHdopMmauiiHuxX cucremax [11, 12].
AHaniz nopsikiB 3B’A3KiB i po3MoAiny eJeKTPOHHOI UIIIBHOCTI AEMOHCTPYE, 1110 KOBaJIEHTHUH KOMIIOHEHT
Nb-0O migTpuMye KorepeHTHiCTh GOTOHHUX MPOIECIB, TOMI SIK IOHHHUNA KOMIIOHEHT BU3HA4Ya€ CTAGIJbHICTH
eJIEKTPOHHOI CTPYKTYpPH, MiHiMi3yroun Heb6axkaHi BTpaTu [13]. OqHOo4acHO BiH BiJKpHUBA€E LIMPOKe KOJIO Mep-
CIEKTHUB /IJ1s1 BAKOPUCTAHHSA B MUTAHHAX 3a6e3neueHHs Kibepbe3neku Ta 3axUcTy iHopMaliii, a TAaKOX y u-
TaHHAX 60POTHOU i3 3JIOUMHHICTIO V¥ KibepHEeTHYHOMY IpocTopi. /lofaTKOBUH aHa/Ii3 eJIeKTPOHHOI I'YCTUHHU
nigTBepmKye 3Mimanuil xapaktep Nb-O B3aeMoziil Ta ionnicTp Li-O 3B’a3kiB. Po3nogin esleKTpoHiB 110 S, p
i d op6iTasnax mokasye, 1[0 OCHOBHUI BHECOK Y HeJIiHIMHY MOJIIPU30BHICTb KpHcTasia 3a6e3neuyoTs d-op6i-
TaJsi HioGio, Tofi sIK p-op6iTani KMucHIO GOpPMYIOTh CTAbiIbBHY Mepexy 3B A3KiB.

lonHicTh B3aemozii Li-O rpae He MeHII BaXKJIMBY POJIb: BOHA Bi/[TOBiZa€ 3a CTPYKTYPHY CTabiBHICTD
KpHUCTaJa, HU3bKi ONTHYHI BTPAaTH Ta BHUCOKY MPO30PICTb y BHUAMMOMY Ta OJIM>KHbOMY iHdpadepBOHO-
My CIIEKTDi, [0 € KPUTUYHUM /JIs1 TOOY/A0BH KOMIAKTHUX i BUCOKOE(DEKTUBHUX QOTOHHHUX iHTErpasibHUX
cxeM [14, 15]. KBaHTOBO-XiMiYHHUM PO3paxyHOK 3aps/iB MOKA3Ye, 1110 eJeKTPOHHA I[iJIbHICTh Li € YacTKOBO
JleJIOKaTi30BaHOI0, 1[0 CIIPUSIE AZJAIITUBHOCTI KPUCTasIa [0 30BHIIIHIX eJIeKTPUYHUX MOJIB 1 3a6e3meyye cTa-
6i171bHY PO6GOTY €JIEKTPO-ONTHYHUX MOAY/ISATOPIB.

OTxe, AeTalbHUM KBAaHTOBO-XIMiYHHUM aHasIi3 MiATBEpP/KYy€E, MO caMe esieKTpoHHa CTpykTypa LiNbO;
BU3HAYa€ MOro BUCOKWM IMOTEHIias] [JiJIsl 3aCTOCYBaHb y KBAHTOBiH kpuntorpadii. Matepian gemMoHcTpye
ONTHMaJbHE MOEAHAHHS KOBAJEHTHUX Ta iOHHMX BJIACTUBOCTEH, 10 POGUTH HOTO MPHUAATHUM HeE JIMIIE
JUIs TeHepalii KBAaHTOBO-KOpesboBaHUX QOTOHIB, a ¥ A1 peasizauii ¢pa3oBUX MOAYIATOPIB ¥ MPOTOKOJIAX
QKD, iHTerpoBaHux pOTOHHHUX CXeM Ta {HIIMX KOMIIOHEHTIB KBaHTOBUX iHopMaliiHux cuctem [11, 12, 14].
BopHouyac oTpuMaHi pe3ysbTaTH MalOTh 3HAYEHHS 1 JI/1s1 KPUMiHa/MiCTUKKM Ta 60pOTHOM i3 3JI0UMHHICTIO B3a-
raji [16-18]. 3aBasAky BUCOKIN HeniHiNHIA onTuyHiN akTUBHOCTI LiINDO3; MOXe cTaTH OCHOBOIO [Jis CTBO-
PEHHs CNeKTPOCKOMIYHUX MPUJIA/LIB, 3JaTHUX BUSBJISATHA MPUXOBaAHI C/IiAM Ha pevoBHUX JoKa3zax (6iosoriusxi
BU/IiJIeHH, 3a/IMIIKH BUGYXOBHX PedOBHH). oro mpo3opicTh y IMpPOKOMY CIeKTpabHOMY Jianas3oHi J03-
BOJISIE BUKOPHUCTOBYBATH KPHUCTAJI Y JIa3epPHUX CUCTEMax /ISl aHaJli3y JOKYMEHTIB Ta BUsSBJIEHHS MiJpo6OK
3a JiroMiHecreHiero YopHu i manepy. Kpim Toro, inTerpanbHi oToHHi cxemu Ha ocHoBi LiNbO3 y moegHaHHi
3 MPOTOKOJIaMU KBAaHTOBOT'O PO3MO/iJy K/II04iB 3a6€3MeYyi0Th MOXKJIMBICTh 6e3nedHoi nepesadi tudppoBUX
JIOKa3iB Mi>XK eKCIIEPTHUMH JIab0opaTopisiMHy, 110 MiJABUILYE AOCTOBIPHICTh i 3aXUIIEHICTh KPUMiHAJIICTUIHUX
nocaimkenb. TakuMm uuHoM, LiNbO3 BUCTymae He Jiville KJIIOYOBUM MaTepiasioM Jjisi KBAHTOBOI GOTOHIKH,
aJie ¥ MepCreKTUBHO0 M1aTGOPMOI0 /1151 PO3BUTKY HOBUX iHCTPYMEHTIB CYZ,0BOI EKCIIEPTHU3H.

4. BucHoBKkHU. lll1X0M KBaHTOBO-XiMiYHOTO MoZie/oBaHHsS kjactepa LiNbOz 3p7ilicHeHO KOMILIEK-
CHUU aHaJi3 HOro eJIeKTPOHHOI CTPYKTYPH, ePpeKTHBHUX aTOMHUX 3apsA/liB, MOPSAKIB 3B'A3KIB i eHepreTHy-
HUX XapaKTepUCTUK. OTpUMaHi pe3ysibTaTU Jay 3MOT'Y BCTAHOBHUTH OCOGJIMBOCTI Mi>KaTOMHUX B3aEMOZIN
y KpUCTaJli Ta BU3HAYUTH ixHiH BIUIMB Ha $i3W4Hi 1 ONTHUYHI BJIACTUBOCTI MaTepiasny.

BcTaHOBJIEHO, 1110 B3aEMO/ I MiXk aTOMaMM Hio0il0 Ta KHCHIO MalOTh 3MilllaHUNA 10HHO-KOBaJIEHTHUH Xa-
pakTep, 1[0 MiATBEPKYETHCSA PO3MO/iJIOM eJeKTPOHHOI I'YCTHHU Ta 3HAaYE€HHSMH e(PEeKTUBHUX aTOMHHX 3a-
psazaiB. KopaseHTHa ckJazioBa 3B’s3kiB Nb-O dopMyeThcsa 3a paxyHOK nepeKpuTTs d-opbiTaned Hiobiro Ta
p-opb6iTasielt KUCHIO i 3a6e3mevye 3HAYHy HeJiHIMHY MOJIAPU30BHICTh KpUCTaia. BogHodac ioHHA CcKJIafioBa
Cpusi€ CTabIIbHOCTI €JIEKTPOHHOI CTPYKTYPHU Ta 3MEHILEHHIO eHEPTeTUYHUX BTPAT y GOTOHHUX MPOLECaX.
[TokaszaHo, 110 3B’s13ku Li-O MaTh nepeBakHO iOHHUH XapakKTep i BiZjirpaloTh BaXKJIMBY POJib y 3a6e31eyeH-
Hi CTPYKTypHOI cTabiJbHOCTI KpUCTaNiyHOI pemiTKU. PO3paxyHOK eHEPreTUYHUX XapaKTEePHUCTHUK MT0Ka3aB,
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0 eHeprii rpaHUYHUX MOJIEKY/ISIPHUX op6iTanelt craHoBasATe HOMO = -3,99 eV ta LUMO = +0,54 eV, o
BiAinoBizae eHepreTuyHOMY po3puBY 6/1M3bK0 3,53 eV. OTprMaHe 3HAaYeHHs Y3ro/KYEThCS 3 BiJ[lOMUMHU eKC-
MepUMeHTAJIbHUMU JIaHUMU Ta MOSICHIOE BUCOKY Ipo3opicTk LiNbO3 y BuauMomy Ta GiamxkHbOMY iHOpa-
YEepBOHOMY CIIEKTPaJIbHUX Jiana3oHax. AHaJi3 nopsaAkiB 3B’A3KiB moka3aB JoMiHyBaHHs B3aeMoziil Nb-0,
3HA4YEHHS AKUX 3HAX0AAThCs B Mexxax 1,3-1,8. Came 1i B3aeMozii popMy0Th OCHOBY HeJIHIHHUX ONTHYHUX
BJIACTMBOCTEN KpHCTasa, 30KpeMa BU3HAYAIOThb BEJHWYMHY HeJiHIHHOro onTH4YHOTO KoedilieHTa Apyroro
NopAZAKy X2, 1[0 XapaKTepU3ye 3/jaTHICTh MaTepialy /10 HeJliHiiHOI nosiapu3alii Ta epeKTUBHOro MpOoTiKaH-
HA NPOLeCiB IOABOEHHA YaCTOTH CBITJIa | CHOHTAHHOI TapaMeTPUYHOI JayH-KOHBePCil.

[TokasaHo, 110 MOEAHAHHS CETHETOENEKTPUYHHUX BJACTUBOCTEH, 3HAYHOI HEJIIHIMHOI MOJIIPU30BHOCTI Ta
CTab6iTbHOI eJIEKTPOHHOI CTPYKTYPH 3YMOBJIIOE BUCOKHUH noTeHI[ian LiNbO3 /1/is1 BUKOpUCTaHHS ¥ KBAHTOBUX
$OTOHHMX TexHOJIOTifAX. 30KpeMa, Liel MaTepias € MepcrneKTUBHOI MIaTGOPMOIO /I CTBOPEHHS JpKepes
eHTaHIVIbOBaHUX $OTOHIB, peasizauii ¢pazoBUX MOAYIATOPIB y MPOTOKOJIAX KBAHTOBOI'O PO3MOAITY KJIOYiB
Ta MoOY/0BH iHTerpajbHUX GOTOHHUX CXEM Y CUCTEMAxX KBAHTOBOT'O 3B’SI3KY.

Kpim Toro, pe3ysbTaTH AOCIIKEHHS CBif4aTh Mpo MOXKJIMBICTE 3acTocyBaHHs LiNbO; y npuksiasHux 3a-
Jladax KpuMiHasticTUKY Ta iHpopMarniiiHol 6e3nekd. 3aB/sAKM BUCOKIM HeJsiHIMHIA ONTHYHIA aKTUBHOCTI Ta
IIMPOKOMY CIIEKTPaIbHOMY Jiianla30Hy NMPO30pOCTi el MaTepian Moke 6yTH BUKOPHUCTAHUH y JIa3€PHUX CIIEK-
TPOCKOMIYHUX CUCTEMaXx JJIs1 BUSBJIEHHS MPUXOBAHHUX CJIi/1iB 6i0JI0Ti9YHOrO MOXOPKEHHS, aHa/Ii3y JOKYMEHTIB
Ta BCTAaHOBJIEHHS QaKTiB IX mifpo6ieHHs. [lepcieKTHBHUM HAaNPsIMOM € TaKOXX 3aCTOCYBaHHS GOTOHHUX MPHU-
cTpoiB Ha ocHoBi LiNbO3 y cucTemMax kBaHTOBOI aBTeHTHiKaii Ta 3axuiieHol nepeadi nudposoi iHpopmariii.

TakuM 4MHOM, pe3yJIbTAaTH NMPOBEIEHOTO AOC/IiPKeHHS MiTBEPAKYIOTh, 1[0 JITiH-HiO6AT € MepCIeKTUB-
HUM QyHKI[iOHAJBHUM MaTepiasioM, SKUH NnoegHye GyHJaMeHTalbHi BJacTUBOCTI HesliHiHHOI KBaHTOBOI do-
TOHIKM 3 IIMPOKUMH MOXKJIMBOCTSIMH MTPAKTUYHOTO 3aCTOCYBaHHS Y KBAHTOBUX KOMYHiKalisx, iHpopmarnin-
Hill 6e3meli Ta CyYacHUX METO/[aX CyZA0BOI eKCIIEPTU3H.

Iloaska. ABTOpH BUCJIOBJIIIOTH NPy NOJAKY npodecopy Marikay lmigry (Michael W. Schmidt) 3a Ha-
JlaHHSI MOXKJIMBOCTi 6€3KOIITOBHOTO BUKOPHUCTAaHHS mporpamMHoro maketa GAMESS/FireFly, mo cyrteBo
CTIPUANO BUKOHAHHIO KBAHTOBOXIMIYHUX PO3PaXyHKIB y MeXax JJaHOTo A0C/Ti/keHHs. loro BHECOK y po3BH-
TOK MPOrPaMHOTO 3a6e3MedyeHHs AJisi KBAHTOBOI XiMii Ta BiJKPUTHUH AOCTYII [0 HBOTO € HAI3BUYANHO I[iHHU-
MM [J151 HAyKOBOI CIIJIBHOTH.

KoH@iKT iHTepeciB. ABTOPH J€K/IapyIOTh, 110 He MAalOTh KOHQJIIKTY iHTepeciB CTOCOBHO JaHOTO J0CJIi-
JDKeHHs, B TOMY YMCJIi GiHAHCOBOTO, 0COOUCTICHOTO XapaKTepy, aBTOPCTBA YH {HIIOT0 XapaKTepy, 10 Mir 6u
BIJIMHYTH Ha J0CJI/P)KEeHHA Ta HOro pe3ysbTaTH, NpeACcTaBJ/IeHi B JaHil CTaTTi

dinaHcyBaHHs. [locaipKeHHs poBoAuIocs 6e3 piHaHCOBOI MiATPUMKH.

JocTtynHicTb AaHUX. PyKonyc He Ma€ NOB’I3aHUX IaHUX.

BHUKOpHUCTaHHA LITYYHOrO iHTeJ/JeKTy. ABTOpU NiATBEP/KYIOThb, 1[0 HE BUKOPUCTOBYBAJIU TEXHOJIOTII
IITYYHOIO iHTEJIEKTY IPU CTBOPEHHI PeCTaBIeHOI pO6OTH.

BHecok aBTOpiB. JltogMuiia CoJITHUK: KOHLENTYyaJsli3allis; MeTOA0J10Tisl; MPOBeJeHHsl eKClIEpUMEHTaJlb-
HUX JIOCJIi/[>KeHb; 00POOKa Ta aHa/Ii3 eKCeprUMeHTaIbHUX JaHUX; KBAaHTOBO-XiMiYHi pO3paxyHKH; HANMCaH-
HA PYKOIIHUCY.

BikTop KoBasb: TecTyBaHHS CUCTEMH i BizyaJsiizanii JaHuUX.
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MULTILEVEL EXPERIMENTAL VALIDATION OF A SMART-REGION CYBER-RESILIENCE METHODOLOGY:
FROM FORMAL VERIFICATION TO HARDWARE-IN-THE-LOOP TESTING, PILOT DEPLOYMENT,
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Abstract

Object of study. Multilevel validation of a cyber-resilience methodology for interdependent smart-region services. Problem.
Results from formal verification, simulation, hardware-in-the-loop testing, pilot deployment, and external replication are not
interchangeable; missing claim-to-evidence links encourage unsupported generalization. Purpose. To develop and partially
verify a reproducible V0-V5 validation programme. Methods. The programme defines twelve attack and failure scenarios A1-
A12, six resource-comparable configurations BO-B5, and paired ablations of the evidence pipeline, digital twin, and policy
controller; it uses synchronized traces, common event markers, confidence intervals, effect sizes, and multiple-testing correction.
Results. In the available V3 aggregates, B5 versus B1 reduced mean detection time from 43,1 to 8,5 s (80,3%) and recovery
time from 399 to 122 s (69,4%), achieved 98,7% integrity-verification accuracy with less than 6% overhead, and increased the
normalized resilience index from 0,71 to 0,93. Distinctive features. Unlike single-node assessment, the architecture combines
validation levels, claim-to-evidence traceability, and cumulative 10-14 maturity gates while separating laboratory causality,
operational feasibility, and external transferability. The changes are explained by the joint operation of a verified telemetry
pipeline, a cross-sector dependency model, and a constrained recovery controller. Practical use is appropriate in controlled
regional infrastructure with an equal resource budget, synchronized measurements, verified safety rules, and explicit evidence
boundaries. Conclusions. The aggregates support a descriptive proof of concept for the integrated system, but component-level
causality requires run-level logs, completed ablations, a V4 pilot, and independent V5 replication.

Key words: experimental validation, hardware-in-the-loop, external replication, cyber-resilience maturity, attack
scenarios, baselines, reproducibility, smart region.

AHoTanis

06'ekm docaidxcenHs. bazamopieHesa sanidayis memodoso2ii kibepcmilikocmi 83aemo3anexcHUX cepegicie po3ymMHO20
pezioHy. Ilpobaema. Pezynsemamu popmanbHoi nepegipku, Mo0ea08aHHS, AnapamHo20 mecmye8aHHsl, NiJlomHoO20 8npoaa-
diceHHs1 ma 308HIWHBLO20 BIOMBOPEHHS HE € 83AEMO3AMIHHUMU, @ 8IOCYMHICMb 38’13Ky Midc meepoiceHHsIMU Ui dokazamu
CNpUYUHsIE HEOBTPYHMOBAHe y3az2a1bHeHHs egpekmis. Mema. Po3pobumu ma yacmkoso nepegipumu 8idmeopreaHy npoapa-
My easidayii 8id V0 do V5. Memodu. Chopmosaro dsanadyssme cyeHapiie amak i giomos A1-A12, wicmb pecypcHo nopisHio-
eaHux koHgizypayiii BO-B5, naphi abaayii koneeepa dokasie, yugposozo deiiiHuka i KoHmposiepa noaimuk; neped6aieHo
CUHXPOHI308aHi mpacu, cninbHi yacosi mapkepu, dogipui iHmepeau, po3mipu epekmia i KOpeKyiro MHOHCUHHUX NOPIGHSHb.
Pezynbmamu. 3a azpezamamu V3 koHgpizypayia B5 nopieusito 3 B1 3meHwuaa cepedHili yac eusignenHs 3 43,1 do 8,5 ¢ (Ha
80,3 %), uac gioHoseHHs1 — 3 399 do 122 ¢ (Ha 69,4 %), 3a6e3neuusa mouHicmsb nepegipku yinichocmi 98,7 % 3a HakaadHux
sumpam meHu Ak 6 % i nidsuwusa Hopmanizoearull iHdekc cmitikocmi 3 0,71 do 0,93. Ocob6.ausocmi peaynemamy. Ha 8iominy
810 OYIHIOBAHHSA OKpeMO20 8y3.1a, apximekmypa noedHye pisHi saaidayii, npocmescysaHicmb «meepoHceHHs-00Ka3» i pigHi
3pinocmi 10-14, poamesicogyrouu a1a60pamopHy npu4uHHicme, onepayiiiHy 30iticHeHHicmb i 308HIWHIO nepeHocuMicms, 3MiHU
NOsICHII0MbCS CNiILHOI po60MOI0 nepegipeH020 KoHeeepa meaemempii, Modeni MincceKmopHUX 3aexcHocmell I o6 medice-
HO20 KOHMpo.Jiepa 8i0Ho8AeHHs. [IpakmuyHe 8UKOPUCMAHHS MOXCAUBE Y KOHMPOIb0BAHIl pezioHabHill iHpppacmpykmypi
30 00HAK08020 pecypCcHO20 6100xcemy, CUHXPOHI308AHUX 8UMIPIOBAHY, hepesipeHUX Npasu/ 6e3neKku ma s18H020 8PAXy8AHHS
Medie dokasie. BucHosku. Aepezamu nidmeepadicytoms onucosutl dokas koHyenyii iHmeapogaHoi cucmemu, asne He 8U3Ha4a-
10Mb NpU4UHHULI BHECOK KOMNOHeHmie 6e3 JicypHaJie 3anyckis, 3asepuwieHux abasayili, nizomy V4 i He3asesxcHoi penaikayii V5.

Katouosi caoea: ekcnepumenmasibHa nepegipka, anapamxe 3a6e3nevyeHHs 8 YUKJil, 308HIWHs penjikayis, 3pisicme
Kibepcmitikocmi, cyeHapii amak, 6a3o8i pigHi, 8idmeoproeaHicms, po3yMHuUll pe2ioH.

1. Introduction. A smart region combines energy, telecommunications, water, transport, emergency, and public
digital services through shared sensors, edge nodes, networks, cloud platforms, and control centres. A local cyber
incident can therefore alter both an asset and dependent services with different criticality and recovery objectives.
Validation must address this interdependence rather than report the uptime of an isolated node.
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Evidence does not transfer automatically across experimental levels. Formal safety does not
demonstrate controller speed; simulation omits driver, queue, and clock effects; hardware-in-the-loop
testing cannot reproduce all organizational delays; and a pilot without control does not establish general
causality. Each claim must therefore be linked to a validation level, artifact, and explicit boundary of
interpretation.

Bocci et al. [1] combine declarative cloud-edge placement with information-flow analysis and evaluate
deployment performance through simulation. This supports secure placement decisions, but does not
establish service continuity during recovery. Yang et al. [2] develop multi-replica integrity verification
and reputation-based collaborative auditing for edge servers. Their approach strengthens the evidence
pipeline, yet verification of stored replicas cannot establish whether a sensor measurement was physically
truthful before storage. Placement security and evidence integrity therefore require distinct validation
outcomes.

Fett et al. [3] bridge conceptual digital-twin reference architectures and practical cloud, edge, and
hybrid implementations. This provides deployment guidance, while attack-specific acceptance criteria must
be defined separately. El-Hajj [4] evaluates a digital twin and intrusion detection in a Raspberry Pi test
environment, reporting flood detection alongside limitations in scan detection and resource use. That study
demonstrates why successful alerting should be distinguished from timely recovery; extending its findings
to interdependent regional services requires additional evidence.

Cho et al. [5] propose availability metrics and area-under-the-curve normalization, evaluated using
transaction and connection rates under denial-of-service conditions. These measures inform the present
resilience index, but cannot substitute for integrity or safety criteria. Tao et al. [6] synthesize industrial
digital-twin applications and physical-cyber integration. Their conceptual account helps define the twin
component; the resilience of a particular implementation nevertheless remains an empirical question.
Consequently, architectural plausibility and measured mission preservation should not be treated as
equivalent evidence.

Alcaraz and Lopez [7] organize digital-twin threats by functionality layers and operational
requirements, providing a basis for attack coverage and trust boundaries. A threat taxonomy, however,
does not demonstrate that a control restores mission capability. Rose et al. [8] define Zero Trust around
resource protection and explicit authentication and authorization, without implicit trust based on network
location. These principles constrain admissible actions in the proposed controller, while their operational
effectiveness must be assessed through recovery, service-degradation, and safety measurements.

Shi et al. [9] explain the rationale for processing near data sources and discuss edge service
management, security, privacy, and optimization challenges. This motivates the deployment profile, but
actual latency under hostile traffic requires measurement. Kritzinger et al. [10] distinguish digital models,
digital shadows, and digital twins by their degree of physical-digital integration. This classification prevents
monitoring alone from being equated with a synchronized twin; it does not establish forecast accuracy or
secure closed-loop operation.

Sengupta et al. [11] survey attacks, countermeasures, and blockchain approaches across IoT and
[1oT settings. Their synthesis supports threat selection, but ledger-based recovery still requires tests of
communication cost and trust assumptions. Mozzaquatro et al. [12] combine ontology-based security
design with runtime threat classification and adaptation, including an industrial case study. This supports
consistent security semantics, whereas cross-sector recovery effects require resource-comparable
experiments. Thus, threat coverage and semantic consistency inform the programme without proving its
integrated effectiveness.

Dietz and Pernul [13] explain how digital twins support industrial-control security through simulation
and replication of physical-system behaviour. Replication inside a twin must be distinguished from
independent repetition by another team and site, the objective of V5. Aghazadeh Ardebili et al. [14]
relate critical-infrastructure cyber resilience to risk-assessment methods, governance, and standards.
This broadens the selection of evaluation criteria, but does not establish the performance of a particular
recovery controller or its transferability between infrastructures.

Chandola et al. [15] compare anomaly-detection methods through their assumptions, limitations,
and computational demands. This supports explicit detector selection, but discrimination of anomalies
alone cannot demonstrate safe recovery. Xu et al. [16] examine industrial [oT through interacting control,
networking, and computing subsystems and their reliability requirements. This motivates coupled cyber-
physical testing, while industrial requirements need recalibration for regional services with different
criticality and recovery objectives. Detector performance must therefore be interpreted within the wider
service and control context.
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Ranaweera et al. [17] map security and privacy threats to the multi-access edge-computing architecture
and examine countermeasures. This informs the edge threat model, while end-to-end recovery gains under
fixed resources remain to be tested. De Neira et al. [18] classify DDoS-prediction research by warning time,
architecture, and methodology. Prediction before an attack develops differs from detection after onset and
subsequent recovery; comparisons therefore require common event markers and equivalent exposure
rather than interchangeable timing metrics.

Fuller et al. [19] review enabling technologies and challenges across manufacturing, healthcare, and
smart-city digital twins. This establishes application breadth, but outcomes from these domains cannot
be pooled into a regional resilience claim without explicit transfer conditions. Minerva et al. [20] derive
foundational twin properties and a generic architectural model from technical features and application
scenarios. This guides state representation and synchronization, while conformity to an architecture must
be complemented by calibrated cascade forecasts and verified intervention outcomes.

Sharma et al. [21] identify incomplete implementation disclosure, domain dependence, and inadequate
performance metrics as obstacles to evaluating and comparing digital twins. These findings directly
motivate run manifests and common outcomes, while the present programme still requires released run-
level artifacts to demonstrate reproducibility. Homaei et al. [22] review cybersecurity risks affecting digital
twins and the potential role of artificial intelligence in protection. This supports treating the twin itself as
security-critical, with separate tests of uncertainty, state freshness, and action safety.

Taken together, these contributions provide placement, auditing, architectural, detection, and
assessment foundations. Their different objectives and validation settings leave a methodological need for a
common link between claims, resource-comparable experiments, and level-specific artifacts. The proposed
programme addresses that need by separating formal safety, laboratory effects, operational feasibility, and
external transfer. It does not assume that combining established components has already demonstrated all
four: each requires its own evidence and explicit limits of interpretation.

This article addresses that gap through a VO0-V5 programme that separates formal correctness,
laboratory causality, operational feasibility, and external transferability. Its contribution is an architecture
combining twelve scenarios A1-A12, configurations B0-B5, paired ablations, claim-to-evidence traceability,
and the 10-14 maturity model. Only supplied V3 aggregates are treated as observations; arithmetic changes
are derived, whereas V0-V2, V4, and V5 remain protocols where the required evidence bundles are absent.

The integration problem is methodological as well as technical. A detector may improve alert speed
while leaving recovery unchanged; an integrity audit may verify stored blocks without establishing
whether a sensor reported the physical process truthfully; and an optimizer may preserve availability
while violating an authorization or safety constraint. The programme therefore evaluates mission outcome,
mechanism quality, safety, resource cost, and transferability separately, while retaining a traceable link
between each claim and the evidence that can legitimately support it.

Research aim. The aim of this study is to develop a reproducible V0-V5 validation programme for the
cyber resilience of interdependent smart-region services and to assess its integrated proof of concept using
the available V3 aggregate evidence. The programme links each claim to the artifacts and interpretation
boundaries required at its validation level.

Research objectives. To achieve this aim, the study determines the evidence requirements and
admissible claims at each V0-V5 level; quantifies the descriptive B5-versus-B1 changes in the available V3
aggregates within the stated resource-comparable profile; defines paired ablations and criteria for identifying
component-level causal contributions; specifies tests of scaling limits and external transferability; translates
validation evidence into cumulative 10-14 maturity gates; and critically compares the findings with prior
work to identify limitations and further research needs. These objectives distinguish the aggregate analysis
performed here from ablation, pilot, and independent-replication studies that remain to be completed.

2. Materials and methods. The object of study is the multilevel validation process for cyber resilience
of interdependent smart-region services. The main hypothesis is that, under an equal resource budget, the
integrated B5 configuration improves mission preservation, detection, and recovery relative to B1, while
the admissible interpretation remains bounded by the validation level. The analysis assumes identical
attack traces, workloads, seeds, and time budgets; synchronized clocks and common event markers; and
stable service-criticality weights within each comparison. The principal simplifications are a controlled
four-sector profile, emulated sensors, one V3 testbed, aggregate rather than run-level observations, and the
absence of completed V4 and V5 studies.

2.1. Research questions and hypotheses. The study asks whether B5 reduces mission loss, detection
time, and recovery time under an equal resource budget, and where its scaling and transferability limits
occur. Hypotheses and present evidence status are fixed before analysis (Table 1).
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Table 1
Research hypotheses and current evidence status

Code Hypothesis Current evidence
Preliminary aggregate comparison
only with B1

H1 B5 reduces mission loss versus resource-comparable baselines

The evidence pipeline reduces detection delay . .
H2 . . . Run-level B5-E ablation required
without excessive false positives

H3 The digital twin improves cascade forecasting and localization | Protocol only; numerical series absent

The policy controller reduces recovery time .
H4 . . Aggregate effect reported; B5-P required
without unsafe actions

H5 The effect persists to 102-10* devices within service limits Scale test planned
Hé6 V4 and V5 preserve the direction of effect Not completed
Source: compiled by the author.

Component-level claims require B5-E, B5-D, and B5-P ablations on identical traces; a full-system versus B1
comparison cannot isolate their causal contributions.

2.2. Evidence chain and preregistration. Before the main series, the model version, parameters, metrics,
configurations, ablations, exclusion rules, minimum detectable effect, test order, multiplicity families, and
disclosure plan are frozen. Any later change creates a new protocol version rather than silently replacing the
original hypothesis.

Claim-to-evidence traceability

Hypotheses Versions and Paired traces Raw logs and

Archive and Analysis and Deviation Tables and

replication bootstrap log figures

Fig. 1. Claim-to-evidence traceability from preregistration to independent replication
(Source: prepared by the author)

Claim-to-evidence traceability (Figure 1) is implemented through a machine-readable manifest containing
artifact hashes, software, firmware and container versions, hardware, seeds, timestamps, synchronization
data, and deviations. Hashes establish immutability after acquisition, while authenticity, provenance,
transport integrity, and physical plausibility remain separate evidence fields.

2.3. Functional decomposition of the methodology. The evidence pipeline validates identity, timestamps,
sequences, provenance, freshness, signatures, and selected replicas. The dependency-aware digital twin
synchronizes asset state, estimates cascades, and tests candidate interventions. The constrained policy
controller rejects actions that violate authorization, capacity, trust, or safety requirements and selects a
reversible action that minimizes expected mission loss.

The test model links energy, telecommunications, water, and public digital services to reproduce the chain
physical process - communication - computation - service. It is a controlled cross-sector profile, not a claim
of representativeness for every regional asset.

VO checks authorization, rollback reachability, deadlock freedom, and command consistency. Subsequent
levels add simulation, real protocols and queues, hardware limits, operational integration, and independent
replication. Figure 2 summarizes the architecture.
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Architecture of the multilevel validation testbed

Telecommunications

Water supply
Public digital services

_ Evidence pipeline Digital twin Policy controlier
Authentication State and dependencies Constraints
Provenance Cascade forecast Action selection

Freshness and trust ‘What-if analysis Rollback and safaty ":::qr:?:;vm:r;ct

—
—
—
—

SIEM / IDS [ MQTT [ NTP Prometheus / Grafana SOAR [ orchestrator
Append-only log Event markers and raw logs Kubarnetes | physical process

Fig. 2. Architecture of the multilevel testbed and managed recovery loop
(Source: prepared by the author)

2.4. Validation levels V0-V5. Each level answers a distinct evidence question and limits the conclusion
that may be drawn (Table 2).

Table 2
Validation levels, evidence purpose, and present status
Level Evidence purpose Present status and limit
VO Formal safety, liveness, authorization, deadlock checks Protocol; no model-checker report
Vi Simulation of dependencigs, extreme cases, Protocol: no real network costs
factorial series
V2 Real protocols, queues, partitions, failover, recovery Engineering profile only
V3 Hardware and cyber-physical limits, safety interlocks Reported aggregate evidence in one testbed
V4 Operational fit, dz;)t:rcflglre;k;}rf; Cheuman-ln-the-loop Not performed; feasibility only
V5 Independent replication within a frozen profile Not performed; no universal claim

Source: compiled by the author.

2.5. Experimental platform. The reported V3 profile used 12 emulated Internet-of-Things sensors
with Mosquitto 2.0; four Raspberry Pi 5 edge nodes with K3s 1.30, Suricata 7.0, and integrity agents; three
8-vCPU/16-GB virtual machines with Kubernetes 1.30; Eclipse Ditto 3.5; Prometheus 2.53, Grafana 11, and an
append-only log; and an isolated Kali Linux host with Hping3 and NMAP. Common event markers identified
attack onset, detection, containment, recovery, and the observation-window end. Experiments were confined
to an isolated network; pilot data require aggregation or pseudonymization.

Before every run, clocks are synchronized and the environment is restored to a clean snapshot. Attack
onset, alert generation, containment, service restoration, and the end of the observation window share
common markers so that MTTD, MTTR, and mission loss use the same temporal reference. The supplied
description covers four attack profiles with twenty repetitions each; because the individual traces are
unavailable, that repetition count cannot be independently audited or used to reconstruct dispersion.

2.6. Catalogue of attacks and failures. A scenario is admissible only when ground truth specifies time,
asset, event class, injection profile, expected indicators, permitted responses, and a stop condition. The
minimum catalogue in Table 3 covers data, time, gateways, networks, quorum, keys, policies, storage, and
physical plausibility.

Each scenario is parameterized by intensity, duration, affected fraction, topology position, and legitimate
workload mix. A1 and A2 deliberately separate post-signing tampering from validly signed falsehood; A5
separates hostile flooding from a flash crowd; A6-A10 exercise recovery state machines; and A11-A12 test
correlated evidence and cross-sector cascades. The same scenario definition is reused across configurations
so that differences are not caused by unequal fault exposure.
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Table 3
Minimum catalogue of attacks and failures
Code Scenario Validation objective
Al Post-signing tampering Cryptographic integrity
A2 Validly signed false readings Physical plausibility and sensor-oracle consistency
A3 Replay, timestamp manipulation, clock drift Freshness and sequence integrity
A4 Compromised edge gateway Provenance, attestation, redundant routes
A5 DDoS or flash crowd Admission control with bounded false positives
A6 Partition or quorum loss Graceful degradation and reconciliation
A7 Byzantine validator or collusion Quorum trust boundary
A8 Key compromise or revocation Identity-state recovery
A9 Policy or smart-contract defect Verification, approval, and rollback
A10 Off-chain storage failure Restore and integrity control
A1l Coordinated sensor-cluster compromise Independence-aware trust
A12 Four-sector cascade Dependency-aware coordinated recovery

Source: compiled by the author.

2.7. Configurations B0-B5 and ablations. Resource-fair comparisons use identical nodes, bandwidth,
service demand, attack traces, seeds, time budgets, and recovery rules (Table 4). B5-E removes provenance/
freshness/trust, B5-D removes cascade forecasting and what-if analysis, and B5-P removes automated policy
selection while preserving observations.

Unused baseline capacity is recorded as a cost rather than reassigned to B5. Configuration order is
randomized, and all variants use the same action horizon and stop conditions. Ablations may disable
uncertainty handling, fallback, or the safety shield.

Component effects are estimated from paired contrasts and interaction terms, not by dividing the overall
B1-B5 improvement into arbitrary percentages.

Table 4
Resource-comparable configurations B0-B5
Code Configuration Enabled mechanisms
BO Standard stack Local logs, access control, standard failover
B1 Strong detection and manual response IDS/SIEM, operator decision, manual recovery
B2 Zero Trust and orchestration Identity, policy rules, playbooks; no cascade forecast
B3 Static SDN/NFV resilience Rule-based reroute, failover, static chains
B4 Centralized optimizer Full telemetry and optimization; no provenance-aware
trust
BS Full methodology Evidence pipeline, digital twin, constrained controller,

rollback

Source: compiled by the author.

2.8. Metrics and mathematical model. The primary outcome is mission capability rather than an individual
node. For normalized service capability q,(t) and criticality weight w,, the regional mission quality is

K K 1

0, (6)=Yq.(t), Yo =1 (1)

k=1 k=1

The area of mission loss and normalized resilience index are

L, = [[1-0,(t)]dt, (2)

L 105

NRI=1-—"—= t)dt.

t,—t, t —t, t;[Q’"( ) (3)

Equation (3) measures the preserved capability area across services; the integral is evaluated by the
trapezoidal rule over a common comparison window [5].

For source i, dynamic trust combines passed integrity checks [(t), provenance consistency P;(t), and
behavioural consistency B;(t):

ISSN 2786-5460 (Print), ISSN 2786-5479 (Online) 105



Inghopmayiini mexnonoeii ma cycninecmeo. Bunyck 2 (21). 2026

T, (€)= AT, (e~ 1) +(1-2) (w1, (£) + W, (£) + w,B, (¢)), (4)

The weights sum to one and 0 <= lambda <= 1. A valid signature proves origin and post-signing
immutability, not the physical truth of a sensor; A2 and A11 therefore test process consistency and evidence-
source independence.

Selective replica auditing complements source trust by sampling stored blocks according to a prespecified
corruption model and target detection probability. The audit budget is recalculated when replica size,
expected damaged share, or target confidence changes and is reported as a cost outcome for each tested
profile. Audit evidence detects post-acquisition alteration but does not replace plausibility checks on
measurements that were already false when signed.

Local risk propagates through dependency matrix W. The stationary estimate is valid when the spectral
radius rho(BW?) is below one:

r=0+pWr=(1-pw’) L. (5)

The controller selects an admissible action by minimizing mission loss, resource cost, disruption, and
uncertainty:

. = arg(glAzg [Lm (a) +nCC(a)+ndD(a)+nuU(a)]. (6)

Any action violating a hard safety predicate is excluded regardless of expected benefit.
Detection and recovery time use common event markers:

18 18
MTTD==>"(£ £ ), MTTR==3" (£ —t"). (7)
ni= ni4
The scaling boundary is the first device count at which decision latency, resource use, safety, or mission-
loss limits are violated:

Nlim=min{N:p99(N)>D,., v U, (N)>Umax

act

VL, (N)>L,}- (8)

The metric hierarchy prevents a secondary improvement from masking mission or safety degradation.
Mission loss and NRI are primary; detection quality includes MTTD, false-positive and false-negative rates,
calibration, and interval coverage; recovery includes MTTR, recovery-point and recovery-time objectives,
slope, and rollback. Network percentiles, cascade size and depth, unsafe actions, processor, memory, traffic,
storage, energy, and operator workload are reported as service, mechanism, safety, cost, and V4 outcomes
rather than collapsed into one score.

2.9. Statistical analysis plan. The unit of comparison is a paired run: configurations and ablations replay
the same trace, seed, service demand, and fault schedule. Order is randomized, and every run starts from a
fixed clean snapshot. Sample size is planned from the minimum detectable paired effect and pilot variance:

The design reports differences, effect sizes, and 95% confidence intervals rather than relying on a fixed

repetition count.
2
n> Zy_gptZig . 9
6min /Gd ( )

Latency and recovery are summarized by p50, p95, p99 and bootstrap confidence intervals. Paired t,
Wilcoxon, or permutation tests are selected after diagnostics; factorial series use a mixed-effects model with
configuration, scenario, scale, and sector as fixed effects and trace/seed and site as random effects.

Holm correction is applied within metric families; practical thresholds, negative results, and rejected
hypotheses are retained.

Analysis families are defined before results are inspected. Distributional assumptions, missingness, carry-
over, time synchronization, and the stability of thresholds under legitimate regime change are checked explicitly.
A statistically detectable difference is not treated as useful unless it crosses a preregistered practical threshold, while a
safety-predicate violation rejects a configuration even when its average mission metric improves. Exploratory metrics
remain labelled as exploratory and are evaluated on a separate validation set before confirmatory use.

2.10. Scaling, pilot deployment, and external replication. Scale tests vary the device count, telemetry
rate, graph density, candidate actions, and compromised-source share, reporting p95/p99 latency and
compute, memory, storage, traffic, and energy separately for each component. V4 uses approved deidentified
or aggregate partner data to test integration, data quality, operator performance, overrides, and rollback
readiness; it establishes feasibility, not general causality.
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V5 is executed by an independent team with a frozen release, configuration profile, and analysis plan.
Transferability is quantified only when the external and laboratory effects have the same direction:

ext
TR = %, provided that sign(A"’“ ) = sign(A"’b). (10)

The ratio is not interpreted when confidence intervals admit opposite directions or the external profile
falls outside preregistered bounds.

Production attack code is excluded from V4; faults are introduced only in an approved window or through
synthetic markers. V5 receives frozen public and controlled artifacts but not unrestricted operational secrets.
A successful external repeat establishes transfer only within the reproduced topology, workload, sector
physics, and organizational approval profile; it does not justify universality beyond those bounds.

2.11. Reproducibility, data, and security review. Every run produces a manifest linking the protocol,
code or container digest, firmware, hardware, topology, schema, seeds, clock skew, attack parameters,
exclusions, raw-log hashes, analysis scripts, outputs, and deviations. Results are regenerated from the frozen
manifest rather than copied manually.

Public artifacts include protocols, synthetic traces, schemas, analysis code, aggregate results, and
documentation; deidentified detailed traces are controlled, while keys, exact addresses, sensitive rules, and
high-resolution incident data remain restricted. Release requires licence, software-bill-of-materials, secret-
scanning, vulnerability, and disclosure review.

Failed runs and deviations remain in the manifest. Exclusion is allowed only for predefined
synchronization, telemetry, injector, snapshot, or safety-stop failures. The independent package contains
deployment instructions, expected intermediate outputs, metric definitions, a data dictionary, and a
replication-note template.

The minimum replication package contains a README, threat model, infrastructure-as-code profile,
container digests, synthetic seed set, expected intermediate outputs, metric definitions, data dictionary,
statistical notebook or script, licence, software bill of materials, disclosure policy, and replication-note
template. The package is versioned, archived, and published even when the direction of effect is not
preserved, because negative replication is evidence about applicability boundaries.

3. Results and discussion

3.1. Evidence status. The pre-analysis evidence map in Tables 1 and 2 defines a complete V0-V5
programme, but only the V3 topology and aggregate B1l-versus-B5 means are available. VO lacks a model-
checker report; V1-V2 remain engineering protocols; and run-level logs, ablations, V4, and V5 are unavailable.
The admissible evidence is therefore descriptive and profile-bounded.

3.2. Aggregate hardware-in-the-loop results at V3. The reported series covered a compromised edge
device, falsified telemetry, a SYN/ACK flood, and malicious workload migration, with twenty repetitions per
scenario according to the supplied description. B1 combined intrusion detection with manual recovery; B5
used the integrated pipeline, twin, and controller. Because run-level distributions are unavailable, Table 5
reports descriptive means and arithmetic changes without confidence intervals or p-values.

Table 5
Reported aggregate V3 results and arithmetic changes
Metric B1 B5 Change Interpretation
Mean detection time 43,1s 8,5s -80,3% Integrated verlfled.ev1dence and
automation
Mean recovery time 399 s 122's -69,4% Faster containment and recovery
Integrity-verification Not reported 98,7% ) B5 only
accuracy
Additional overhead Not reported <6% - Small-testbed bound
NRI under DDoS 0,71 0,93 +31,0% Resilience deficit reduced by 75,9%

Source: compiled by the author.

B5 reduced mean detection time by 80,3% and recovery time by 69,4%. NRI rose by 0,22 (31,0%),
while the resilience deficit fell by 75,9%. These values support the integrated proof of concept, but they
cannot identify how much improvement came from detection, trust, cascade forecasting, operator removal,
enforcement, or post-recovery verification.

The distinction between the 31,0% NRI increase and the 75,9% reduction in resilience deficit is important.
NRI describes preserved capability over the whole disruption-and-recovery window, whereas the deficit
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isolates the unrecovered fraction relative to perfect service. Both summaries point in the same direction, but
neither provides uncertainty or generalization beyond the reported DDoS profile.

3.3. Causal contribution of components. The hypotheses in Table 1 and the resource-comparable
configurations in Table 4 define a component contribution as the paired difference between B5 and its
matching ablation under the same budget. Because B5-E, B5-D, and B5-P observations are absent, no
numerical causal shares or synergies are claimed; the reported improvement belongs to the integrated
configuration.

Ablation interpretation must also consider mechanism outcomes: removing the evidence pipeline may
alter false positives and calibration, removing the twin may change forecast coverage and cascade size, and
removing the controller may shift recovery time, rollback, and unsafe-action counts. A lower average mission
loss cannot compensate for a safety violation or a materially higher resource budget.

3.4. Scaling limits and transferability. The V3 profile in Table 2 demonstrates operation with 12 streams,
four edge nodes, and three cloud virtual machines, not a limit for 102-10* devices. A scale claim requires
P95/p99 curves, resource profiles, and sensitivity to telemetry rate, graph density, and candidate actions.
Transferability is technological, sectoral, and organizational; only an independent V5 repeat and the direction-
of-effect condition in equation (10) can test whether the effect survives a new team and site.

3.5. Practical maturity model 10-14. The maturity model converts validation evidence into
implementation gates (Table 6). Technology ownership alone does not justify a level transition.

Table 6
Maturity gates 10-14
Level State Required capabilities Transition evidence
10 Baseline Inventoryf synchronized clocks, Complete coverage
evidence schema and stable telemetry
1 Observable Provenance, freshness, trust, mission Calibration and reproducible
dashboard, audit trail evidence chain
_— Digital twin, cascade forecast, Out-of-sample forecast
12 Predictive . ; . -
what-if analysis, uncertainty and approved scenarios
Reversible actions, safety shield, Formal safety, zero unsafe tests,
I3 Controlled rollback, orchestration bounded latency
. Federated coordination, local fallback, Pilot record, service limits,
14 Adaptive : . -
recalibration scale and replication plan

Source: compiled by the author.

An internal weighted score may support gap analysis, but it cannot compensate for missing emergency
stop, data minimization, formal safety, or verified rollback.

Transitions are cumulative. I1 requires calibrated cross-sector observability before 12 forecasting can be
trusted; 13 requires formal safety, bounded latency, and verified rollback before automated action; and 14 adds
pilot evidence, local fallback, service-level monitoring, periodic recalibration, scale tests, and a replication
plan. Missing a hard gate lowers the admissible maturity level even when other capability scores are high.

3.6. Discussion, limitations, and development directions. The V3 aggregates in Table 5, interpreted
through equations (1)-(3), provide a descriptive comparison of the integrated B5 configuration with B1.
Secure placement [1] and collaborative auditing [2] supply relevant component-level foundations, while
implementation architectures [3] and twin-assisted intrusion detection [4] motivate the testbed design.
Availability-based normalization [5] informs the mission assessment but cannot establish integrity or safe
control. Figure 1 links claims to artifacts, and Figure 2 relates the evidence pipeline, twin, and controller. The
contribution is their explicit placement within a common validation programme; simultaneous changes in
several mechanisms and absent run-level distributions prevent causal attribution or uncertainty estimation
from the reported aggregates.

Cryptographic integrity and physical truth must remain distinct. The storage-audit scope of EDI-C [2]
should be distinguished from verifying the physical plausibility of data before acquisition: a valid signature
can authenticate a false sensor value. The proposed programme therefore combines process models,
independent sources, spatial-temporal consistency, and explicit uncertainty. Digital-twin architecture [3] and
detection integration [4] provide a basis for implementation, while the proposed extension to cross-sector
cascade estimation and counterfactual intervention testing requires its own calibration and validation.

The 10-14 model likewise separates technology acquisition from evidence of readiness. Negative results
define applicability limits: if a simpler B3 or B4 configuration produces lower p99 latency at scale, or V5
preserves direction with a smaller effect, the discrepancy should be reported and explained rather than
suppressed.
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Operationally, the strongest result is not the isolated percentage change but the disciplined transition
from observation to reversible action. The evidence pipeline limits which measurements may influence the
twin; the twin exposes likely cross-sector consequences; and the controller enforces resource, authorization,
uncertainty, and rollback constraints. This sequence makes automated response auditable and provides
concrete failure points for ablation, incident review, and later replication.

Threats to validity and limitations. Internal and statistical validity are limited by an aggregate B1-B5
comparison without randomized run logs, dispersions, confidence intervals, p-values, or effect sizes.
Construct validity is limited because NRI measures availability and cannot compensate for confidentiality,
integrity, or safety failures. Model validity depends on complete, calibrated dependencies and freshness of the
twin state.

External validity is limited by the small synchronized testbed and the absence of V4-V5 evidence for
heterogeneous infrastructure, organizational delay, seasonality, and legal constraints. Security disclosure also
limits release of exact topologies, keys, rules, and vulnerabilities; replication must use tiered access without
weakening the scientific audit trail.

These limitations directly bound the claims: H1 is only a preliminary comparison with B1 rather than
the strongest B0-B4 baseline; H2-H4 remain unconfirmed without component ablations; H5 requires scale
curves; and H6 requires completed V4 and V5 evidence. The percentages in Table 5 are therefore arithmetic
descriptions of supplied aggregates, not estimates of a general population effect.

Twin validity requires incident-based calibration of dependency weights, uncertainty bounds, and a
freshness gate that blocks what-if decisions on stale state. Missing dependencies may conceal a cascade,
whereas inflated weights may trigger unnecessary intervention. Replication must therefore disclose the
modeled topology and calibration procedure at an appropriate access tier, while withholding operational
details whose publication would create security risk. Further development should therefore publish auditable
run manifests, complete the paired ablation and scale series, conduct the V4 operator pilot, and perform
independent V5 replication before broader deployment claims are made.

4. Conclusions

1. A single claim-to-evidence architecture was established for levels V0-V5. Its distinguishing feature is an
explicit boundary between formal safety, laboratory causality, operational feasibility, and external transfer;
this prevents evidence from one level being generalized to another without the required artifacts.

2. For the available V3 aggregate comparison, B5 reduced mean detection time from 43,1 to 8,5 s (80,3%)
and recovery time from 399 to 122 s (69,4%), achieved 98,7% integrity-verification accuracy with less than
6% overhead, and increased NRI from 0,71 to 0,93. The joint evidence pipeline, dependency model, and
constrained controller therefore provide a descriptive integrated proof of concept.

3. Component-level causal contributions cannot be assigned from the B1-B5 aggregate contrast. The
proposed B5-E, B5-D, and B5-P paired ablations are necessary to separate detection, cascade-forecasting,
and policy-control effects under the same traces and resource budget; until they are completed, no numerical
causal shares or synergies are justified.

4. The demonstrated operating profile is limited to 12 telemetry streams, four edge nodes, and three
cloud virtual machines. Claims for 10%-10* devices require p95/p99 latency and resource curves, while
transferability requires a V4 pilot and an independent V5 repeat with the direction of effect preserved inside
preregistered bounds.

5. The 10-14 maturity model converts validation evidence into cumulative implementation gates from
baseline inventory to adaptive cross-domain coordination. Its practical advantage is that a high weighted
score cannot compensate for a missing hard gate such as formal safety, emergency stop, bounded latency, or
verified rollback.

6. The reported improvements are profile-bounded and descriptive because run-level distributions,
confidence intervals, completed ablations, and external observations are unavailable. Further development
should publish auditable run manifests, complete the ablation and scale series, conduct the V4 operator pilot,
and perform independent V5 replication before broader regional deployment claims are made.
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OBPOBKA TEJIEMETPUYHUX JAHUX TA BUBHAYEHHA PEJIEBAHTHUX O3HAK
JUIA POBOTH CUCTEMU MIATPUMKHU MPUAHATTSA PIIIEHD Y KOHTEKCTI
OLITHKH ®YHKI[IOHAJILHOT'O CTAHY PEJIALIIMHUX BA3 IAHUX

0. C. Yukanos, 0. b. bepecm

TELEMETRY DATA PROCESSING AND IDENTIFICATION OF RELEVANT FEATURES FOR A DECISION SUPPORT
SYSTEM IN THE CONTEXT OF ASSESSING THE FUNCTIONAL STATE OF RELATIONAL DATABASES

Oleksandr Chykalov, Oleh Berest

AHoTanisa

06’ekmom docaiddceHHs € npoyec 06pobieHHss meaemempuyHux daHux Oracle Database 21c ma popmysaHHs pesesaHm-
H020 Npocmopy 03HAaK 015 cucmeMmu NiOMpuUMKU npuliHamMms piuieHs Wooo oYiHW8AHHS PHYHKYIOHANbHO20 CMAHY peasyil-
Hoi 6asu daHux. [Ipo6saema noasizae y momy, wo eeAukulli nouamkosull Ha6ip Mempuk Micmums 00HOYACHO 0IA2ZHOCMUYHO
3Havywi, KOHmMekcmHui, dy61004i ma 8y3vkocneyianizoeaHi NOKA3HUKU, a ix 6e3nocepedHE BUKOPUCMAHHS y Modeil ycKaao-
HIO€ IHmepnpemayio ma moxce nozipulysamu cmitikicms oyiH08aHHS. 3anpONOHOB8AHO MEMOA0102i10, IKA NOEIHYE NOMOKO-
6l nodants V$ ma icmopuuni ma6auyi Automatic Workload Repository, no6y0ogy wsixie 3'€dHanHsl i peasiyitiHux depes, CuH-
xpouizayito 3a UTC, azpeaysanHs, Hopmaizayito ma popMyeaHHs yacosux xapakmepucmuk. Bio6ip o3Hak eukoHyembcs 3a
JdoMeHHO 06T PYHMOBAHUMU Kpumepisimu diazHoCmu4Hoi 3Ha4yujocmi, Hedy6ab08aHoCcmi, iHmepnpemosaHocmi ma npudam-
Hocmi 0o 4acog8ozo y3200xceHHs. Y pezynemami decsimb 2pyn KAaHOUJAMHUX MEMPUK po3nodijieHo Ha Wicmb 6a308UX, 081 KOH-
mekcmHi ma 08l Hadauwkosi: do 6azoeozo Habopy sidHeceHo CPU, Database Wait Time Ratio, Buffer Cache Hit Ratio, Active
Sessions, wait events / wait classes ma 1/0 waits; Executes i Physical Reads epaxoseaHo yuacmkoeo, a DB Block Gets i Background
CPU Time suayueHo. Mimku iHyudenmie gpopmyromubcsi NnOEOHAHHAM demepMiHICIU4YHUX Npasu i Hedimkux @yHKYIU Ha-
sexcHocmi. CghopmosaHull npocmip 03HakK 8uKopucmaHo 0151 no6ydosu uacogo enopsidkosaHoi mampuyi ma kaacugpikayii
@PyHKYioHAIbHO20 cmaHy 6a3u daHux 3a A0NOMO20K0 Helipomepexcedoi Modeal ekcmpeMaabHO20 HaABYAHHS 3 IHgopmayili-
HO-Kepo8aHoo ce/eKyi€elo npuxosaHux HelipoHis. Ekcnepumenm Ha muswcresomy Hab6opi npubausHo 3 10080 00Hox8UAUHHUX
3anucie das moyHicms 6ausvko 0,64 y subpaniii pobouili mouyi; anaaiz ROC-kpusoi ma kanibpayiiiHoi diaepamu 3aceiduue
nompe6y 8 dodamkogoMy Has1aumysaHHi nopozy kaacugikayii. [[pakmuyHe 3Ha4eHHs N0/512a€ Yy 810MBop8aHoMy nepexodi
8id HeodHopidHOI menemempii do KoMnakKMHO20, NOsICHI8AHO020 Ma npudamuozo 043 CIIIIP npocmopy 03Hak.

Karouoei cnroea: mesemempis, 8i06ip 03HAK, WASIXU 3EOHAHHS], eKCmpeMaabHe HABUAHHS, iHyudeHm, mampuysi o3Hak, CIIIIP

Abstract

The object of the study is the processing of Oracle Database 21c telemetry data and the formation of a relevant feature
space for a decision support system intended to assess the functional state of a relational database. The problem is that a
large initial set of metrics simultaneously contains diagnostically significant, contextual, redundant, and narrowly specialized
indicators, while their direct use in the model complicates interpretation and may reduce assessment stability. A methodology
is proposed that combines streaming V$ views and historical Automatic Workload Repository tables, the construction of
join paths and relational trees, UTC-based temporal synchronization, aggregation, normalization, and temporal feature
generation. Feature selection is performed using domain-informed criteria of diagnostic significance, non-redundancy,
interpretability, and suitability for temporal alignment. As a result, ten groups of candidate metrics were divided into six
core, two contextual, and two redundant groups: CPU, Database Wait Time Ratio, Buffer Cache Hit Ratio, Active Sessions,
wait events / wait classes, and 1/0 waits were included in the core set; Executes and Physical Reads were partially included,
whereas DB Block Gets and Background CPU Time were excluded. Incident labels are generated by combining deterministic
rules with fuzzy membership functions. The resulting feature space was used to construct a time-ordered matrix and classify
the functional state of the database using an extreme learning neural network model with information-guided hidden-neuron
selection. An experiment conducted on a one-week dataset containing approximately 10,080 one-minute observations yielded
an accuracy of approximately 0.64 at the selected operating point; analysis of the ROC curve and calibration plot indicated the
need for additional tuning of the classification threshold. The practical significance of the study lies in providing a reproducible
transition from heterogeneous telemetry to a compact, explainable feature space suitable for use in a decision support system.

Key words: telemetry, feature selection, join paths, extreme learning, incident, feature matrix, decision support system.

1. Beryn. Pensauiiini 6a3u ganux (PB/l) € 6a30BUMU KOMIIOHEHTAMU KOPHNOPATHUBHUX iHOpMalilHUX
cucTeM, a iXHil QyHKUiOHA/NbHUM CcTaH Ge3nocepeAHbO BU3HAYA€ JOCTYIHICTb CepBiciB, WIBUJKICTb BUKO-
HaHHS TPaH3aKLil i cTabiJibHICTh 3a/IeXKHUX TPOTPAaMHUX KOMIIOHEHTIB. 32 yMOB 3MiHHOTO HaBaHTaXKeHHS
TpaJuLjifiHe CIIOCTepeXKeHHs 3a OKPeMHUMHU NOKa3HUKAaMM B)Ke He 3ab6e3Ieyye CBOEUYACHOI'O BUSBJIEHHS KO-
POTKOYACHUX BiJXWJIeHb, IPUXOBAaHUX IlepeBaHTaKeHb i B3aEMOIIOB'SI3aHUX PeCypCcHUX oOMexeHb. Tomy
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Cy4acHe oljiHIOBaHHSI QyHKI[ioHasbHOTO cTaHy PB/] moTpebye iHTerpartii moTokoBoi Ta icTopuyHoi TeseMe-
Tpii, popMyBaHHS y3TO/PKEHOT0 MPOCTOPY O3HAK i 3aCTOCYBaHHS iHTEJEKTya/IbHUX 3aC00iB NiATPUMKHY NPHU-
WHATTA pillleHb.

[IpakTH4yHa LiHHICTh TAKUX AOCJIJPKEHb MOJISATAE Y MOXKJIUBOCTI EPEUTH BiJi peaKTHUBHOTO aAMIiHICTpy-
BaHHSA [0 PAHHBOTO BHUSBJIEHHS IHUWAEHTHUX CTaHiB, OOIPYHTOBAaHOrO0 BUGOPY [iarHOCTUYHUX METPHUK
i dopMyBaHHS peKoMeH/alliM 1010 onTUMi3anii pecypciB. /Il 1bOTO TeJleMeTPHUYHI aHi MalOTh OYTH CHH-
XpoHi3oBaHi y 4yaci, ounineHi, nepeTBopeHi y ¢ikcoBaHi BeKTOpU Ta 3abe3edeHi iHTepnpeTOBAHUMH MiTKa-
MM CTaHIB.

CyyacHi po3nogineHi pessninHi cuctemy, 3okpema Spanner, OceanBase i TiDB, eMOHCTpyI0OTb PO3BUTOK
BUCOKoZoCTynHOI iHppacTpykTypu maHux [1-3]. [lapasesibHO pO3BUBAIOTHCA METOAHW BUSBJIEHHS aHOMa-
JIifl 32 CHCTEMHUMU XypHasiaMmu. Pero3utopiit Loghub [4] cTaB ocHoBoto A5t Mozesiedt RobustLog, DeepLog,
LogAnomaly, koMnoHeHTHO-opieHTOBaHOro aHasidy, LogBERT Ta inmux migxonis [5-13]. Taki mozeni faroTh
3MOT'Yy BUABJIATU HETUIOBI NMOCJiJOBHOCTI NOAIN, OfJHAK TepPeBaXHO NPALIOIOTh i3 TEKCTOBUMM KypHaJIaMH,
a He 3 JoMeHHO-cnenudivyHow TeseMeTpiero CYB/.

KputnuHuil aHanis fpxepesi nokasye TpH JioKaJbHi HeBupimeHi nutaHHs. [lo-nepiue, HasgBHI Habopu Aa-
HHX YaCTO MiCTATh 0OGMeXXeHU ! nepeJslik iHIUAeHTIB, JIOTH OKpeMHX By3JIiB 260 CAHTETUYHO CPOPMOBaHi Mo-
cripoBHOCTI [14-16]. [lo-Apyre, HABITH pillleHHS A/ YacOBUX i po3nofiieHux 6a3 fanux [17, 18] He popmy-
I0Th €JMHOTO MeXaHi3My II0€JHAaHHS NOTOKOBUX MeTpUK Oracle 3 icropnunumu 3pizamMu Automatic Workload
Repository (AWR). [To-TpeTe, craTudHi Ha6opu 03HAK i pikcoBaHi mpaBuUJia HEJJOCTATHLO BPaXOBYIOTh 3MiHY
po60Y0ro HaBaHTAXKEHHS Ta He 3aBXK/1M 3a6€3Me4y0Th iIHTePIPETOBAHICTh OTPUMAHUX PillleHb.

[Tonanus npoayktuBHocTi Oracle i MmexaHiaMu AWR HazaoTh LIMPOKUI HAbip MOKA3HUKIB AJis aHAJI3Y
po6oTu ex3emiuisipa [19, 20], ogHak caM $aKT AOCTYNHOCTI METPHK HE BUPIlIye NUTAHHS IXHBOI'O YacOBO-
ro y3ro/pKeHHs, BiZi60py, JOKYMEHTYBaHHS Ta IEPETBOPEHHS Y HaBYaJbHY MaTpHUL0. ABTOMaTH3auis ¢op-
MyBaHHS O3HAK y pessniiHux ctpykrypax [21] i npunnunu FAIR Ta cnoBHUKIB faHux [22, 23] cTBOPIOIOTH
MeTOAWYHY OCHOBY [IJIl TAKOTO MepeTBOPEHHS, ajie MOTPeOYIOTh afanTallii 0 3aZja4i oniHBaHHSA QYHKIIiO-
HasJbHOTO cTany PB/I.

OTxe, 3arajibHa HeBUpilleHa Mpo6JieMa MOoJIsirae He JIMIIe B iHTerpanii NOTOKOBUX Ta iCTOPUYHHUX [pKe-
peu Oracle, a ¥ y MeTOJMYHO OGI'PYHTOBAHOMY NepPeXo/i Bif IMPOKOro HA6OPy AOCTYNHUX METPHUK JI0 CTPYK-
TYpPOBAHOTO MPOCTOPY O3HAK. Takui mpocTip Mae BijoKpeMJr0oBaTH 6a30Bi [[iarHOCTUYHI MOKAa3HUKH Bif
KOHTEKCTHUX XapaKTePUCTHK, 0 BIJIMBAIOTD JIMIIE y NOEAHAHHI 3 IHIIMMU MeTPUKaMH, a TaKOX BiJ Ay-
6JTI0I0YMX 260 By3bKOCHEIiai30BaHUX MOKa3HUKIB. O/JHOYACHO HEeOOXiIHO 3a6e31MeYHUTH YacoBe y3To/PKeH-
Hfl, NIOSICHIOBaHe NMpPH3HAYeHHs MITOK Ta MiAroToBKy AaHux Jus aaroputMiB CIIITP. Tomy pocaigkeHHs,
NpHCBsiYEHI 06POGJIEHHIO TeJIeMETPUYHUX JaHUX | Bil60py pesieBaHTHUX O3HAK JJIsl OLiHIOBaHHS QyHKIio-
HaJIbHOTO CTaHy peJIAliiHNX 6a3 JaHUX, € aKTyaJIbHUMHU.

MeTo10 JOCaiJKeHHA € po3po6JeHHsI MeTOo/0/10Tii 06pO6IeHHSI TeJeMeTPUYHUX AaHUX | popMyBaHHSA
peJIEBaHTHOT'0 MPOCTOPY O3HAK /IS OLiHIOBaHHS QyHKIioHa/ibHOTO cTaHy Oracle Database 21c. HaykoBa
YacTUHA METHU Nepejbavae UUIX0BO-PesALiHy iHTerpanito fpKepes, JOMeHHO OOGIPyHTOBAHE OIiHIOBAaHHS
KaHAUJJATHUX METPHUK 3 iX MOAiIJIOM Ha 6a30Bi, KOHTEKCTHI Ta HAAJMIIKOBI, 3 TAKOX KOMGiHOBaHe MpU3Ha-
YeHHs MIiTOK iHIUAeHTIB. [I[pakTHYHA YacTUHA MOJISATAE y MO6Y/I0BI 4aCOBO Y3ro/KEHUX HaBYaJIbHUX i TECTO-
BUX MaTpHLb Ta NepeBipli npugaTHocTi cpopmMoBaHoro npocropy o3Hak y nporotuni CIIIP i3 3acTocyBan-
HSM HelpoMepexeBoi MoJieJli - MallMHU eKcTpeMasibHOro HaB4YaHHA (Extreme Learning Machine, ELM) - Tta
inpopmaniiiHo-ekcTpeMasbHOrO aaroputMy HaBuaHHs (Information-Extreme Learning Algorithm, IELA).

Jis [ocsirHeHHs1 MeTH GyJ10 BUSHAYeHO HACTYIHI 3aB/JaHH:

1. po3po6uTH croci6 iHTerpariii Ta 4acoBOro y3ro/pKeHHs OTOKOBUX mozaHb V$ i icropuunux Tabinns AWR;

2. po3pobuTH npoueaypy GopMyBaHHS W JJOMEHHOTO OL[iHIOBAHHS MIPOCTOPY O3HAK Ta PO3MOAIIUTH KaH-
JUAATHI METPUKHU Ha 6a30Bi, KOHTEKCTHI ¥ HAIJTUIIKOBI;

3. po3po6UTH KOMOIHOBAaHHWM MeXaHi3M MPU3HAYEHHS MITOK iHIUJEHTIB Ha OCHOBi JleTepMiHiCTUYHUX
MpaBuUJI i HEYITKUX GYHKLIM HaJIeXKHOCTI;

4. moGyAyBaTH HaBYaJIbHI ¥ T€CTOBI MaTpPUIli HA OCHOBI BiJIibpaHOT0 MPOCTOPY O3HAK TA MEPEBipUTH HOTO
NpUAATHICTB A1 Kaacudikanii 3a qonomororo ELM/IELA;

5. oniHUTH AKiCTb KJIacudikalii, BUSHAYUTH MeXi JOCTOBIpHOCTI pe3ysbTaTiB, yMOBU NPAKTUYHOI'O BU-
KOPUCTAHHA Ta HAIIPSAMU PO3BUTKY METO/0JI0TII.

2. Marepianu i MeTOA M.

2.1. OG’ekT, rinoTe3a, NpUNYLIEeHHS TAa COPOLLEeHHS AOCHiJKeHHs. O6'€KTOM JOCJiPKEHHsI € MpoIecC
06po6JIeHHS TeJIeMeTPUYHUX JJaHUX i GOpPMyBaHHS pesieBaHTHUX O3HAK /1151 OLiHIOBaHHS QyHKI[iOHAJIBHOTO
cTaHy peJssniiiHoi 6a3u ganux Oracle Database 21c. [locsimkyBaHe cepeioBHIe MiCTUTh OJJUH OCHOBHUH BY-
30J1 Ta OJMH eK3eMILIap B/], mo npautoe 3a 3BU4alHOT0 3MiHHOTO HABAaHTAXKEeHH4.
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OcHoBHa rinoresa JOCJIi/PKeHHS NO0JIAra€ B TOMY, L0 iHTerparis NOTOKOBUX METPUK peasIbHOTO Yacy Ta icTo-
puuHMX JaHux AWR 3a yMOBH X 4acoBOro y3ro/KeHHs | HIJITX0BO-PesALiHOr0 BUJIyYeHHs Ja€ 3Mory chopMy-
BaTH IiiJlicHe Npe/cTaB/ieHHs QYHKIIIOHABHOIO CTaHy pessiiiHoil 6a3u gaHux. OuiHoBaHHS iHGOpPMATHBHOCTI
TeJleMeTPUYHHUX MOKA3HUKIB, BifGip pesieBaHTHUX O3HAK i KOMGiHOBaHe MPU3HAYeHHS MITOK Ha OCHOBI ZieTep-
MiHICTUYHUX Ta HEYITKUX NMpaBUJI 3a0e3rmedyoTb GpopMyBaHHS iHGOPMATHBHOIO ¥ iHTEPIPETOBAHOTO MPOCTO-
Py 03HaK, MPUAATHOrO /JIs1 PO3MEXKyBaHHS IUITATHUX Ta {HIM/IEHTHUX CTaHIB 6231 JaHUX. 3aCTOCyBaHHS MoJeJi
IELA 3 iHdopMaLiliHO-KepOBaHO CeJIeKI|i€l0 MPUXOBAHHUX HEWPOHIB JIa€ 3MOTY NMepeBipUTH NPUAATHICTb chop-
MOBAHOI'0 MPOCTOPY 03HAK 151 Kjacudikanii yHKI[ioHAIBHOTO CTaHy peJisiLiiHOl 633U AaHUX.

[IpuiiHATO TaKi NpUMYLIEHHS: YaCOBi MO3HAYKHU BCiX /pKepes MOXKyThb 6yTH npuBefeHi 1o UTC; noTokoBi
MMOKAa3HUKH 36MparThcs 3 iHTepBasioM 60 c; icTopuuHi arperatu AWR $opMyroThbcs nepeBaXkHO 3 iHTepBa-
JIOM GJIM3bKO OZIHIET TOAMHM; JOCTYIHI OJJaHHSI MAalOTh Y3To/pKeHi iieHTHdiKaTOpU eK3eMILIsApa, 3HIMKa Ta
MeTpUKH. [l/Is1 eKClleprMeHTY BUKOPUCTAHO THXKHEBUH Hab6ip AaHuX 06¢csaroM 6sn3pko 10080 3amucis.

Jlo cnpouieHp HaslexaThb GiHApHEe MOJAHHS CTaHY «IITATHUW/IHIUMJAEHTHUM», PpikcoBaHe KOB3HE BiKHO
W = 10 xB, po3misi HacaMnepes iHIuieHTiB napanenabHocTi Ta 1/0, 3acTocyBaHHS 0JJHOr0 po6040ro Mopory
Ta BiZICYTHICTb nepeBipKky Ha 6araToBy3J10Bi a60 RAC-koHirypanii. Lli cpoiieHHs BU3Ha4YaOTh MeXxi y3a-
raJlbHeHHA pe3y/bTaTiB.

[l 3a6e3nedeHHs ITICHOCTI TPOLeCy OLliHIOBaHHS QYHKIIIOHAJIBHOTO CTaHy peJsIsiliiHOl 6331 AaHUX 3aIMpo-
MMOHOBAHO METO/0JIOTiI0 06p06JIEHHS TeJIeMETPUIHUX JJaHUX, 1[0 OXOIJIIOE eTalH BiJ| iHTerparil mxepest JaHux
Jl0 OIIIHFOBAHHS pe3y/IbTaTiB Kiacudikaliil. 3arajbHy MOCIiZIOBHICTh eTamiB MeTO/0JI10Tii HaBeJieHOo Ha puc. 1.

~
1 @ Jlxepena ta inTerpanis Janux
Q Oracle V8 + AWR, no0yzi0a uwisixis 3" casansis,

cHHXpoHisaiis 3a UTC.

T
2 E DopMyBaHHS 03HAK
{§} Koaysanns, Hopmanizauis, arperysanus,
03HAKH 4aCOBOT IHHAMIKH.

JloKyMeHTYBaHHS! Ta OTHC JAHHX
FAIR, Habip nanux y JSON-opmari

¥
4 0 [pu3navenns MiTOK iHIHACHTIB

JletepmiHicTHYHI npaBuia + HeUITKI
(yHKLIT HAJIEKHOCTI.

‘

[loGyn0Ba HaB4aALHOT BHOIPKH
5 . * Marpnus osnax X € RY*4
o * Bekrop mitok y € {0,1}¥
* Kossne pikio W = 10 xs
* Moznemosanns: ELM / IELA

]

~ OniHioBaHHS Pe3yabTATIR
6 % ROC / AUROC, KaniGpauiiini rpadixn,
J0Bipui iHTepsam Bincona.

Puc. 1. llocnifoBHiCTH 06P06/IEHHS TEIEMETPUYHUX AAHUX

Ak nokasaHo Ha puc. 1, 3anponoHOBaHa METOA0JIOTIA BK/IOYA€E MOC/IiIL0BHI eTanu: iHTerparito NoToKo-
BUX Ta iCTOpUYHMX AaHUX, GOPMYBaHHS i MepeTBOPeHHsI 03HAK, JOKYMEHTYBaHHS HAa0Opy JaHUX, MPU3Ha-
YeHHS$ MIiTOK iHLIM/IEeHTiB, TOGYA0BY HaBUa/IbHOI BUOIPKHU Ta MO/jasiblile OIliHIOBAaHHS pe3yJbTaTiB KJaacHudika-
uii. KoxxHuii etan ¢popmye BxifHi AaHi A/ HACTYIHOTO, 1110 3a06€3Ne4ye Y3ropKeHU! Nepexis BiJ mnepBUHHOI
TesieMeTpii 10 GopMyBaHHS iHGOPMATHBHOTO MPOCTOPY O3HAK i epeBipKK HOTO NPUJATHOCTI /1J1s1 pO3MEXK-
YBaHHS MITATHUX Ta iHIMJIEHTHUX CTaHIB pessiiHOl 623U JaHUX.

2.2, IxxepeJa TeJileMeTPUYHUX AAaHMX. /bxepesa TeseMeTpii noAijieHO Ha ABi TPYNU: NOKa3HUKHU peasbHO-
ro 4Yacy 3 JUHaMi4HUX oZaHb V$ Ta icropuyni arperatu Automatic Workload Repository. IToTokoBi nogaHHs
BUKOPHUCTOBYIOTHCS [IJIsI KOPOTKOCTPOKOBOIO aHasi3y, Tofi sk DBA_HIST_* 3a6e3neuyloTh peTpOCneKTUBHUM
KOHTEKCT, Y3TO/PKEHHS 3HIMKIB Ta Bi/{HOBJIEHHS JIOBIOCTPOKOBOI AAMHaMiku. OcHOBHI /pkepeia [19, 20] naBee-
HO B Tabusmni 1.
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Tabaung 1
Jxepesia TeieMeTpuYHUX JaHux Oracle, BUKopucrasi y goc/ixeHHi
Ne INopanusa Tumn Ta iHTepBaa IIpyu3HayeHHA Kmouosi
METPUKM / mapamMeTpH
[ToTouni Throughput, Response Time,
1 V$SYSMETRIC PeanbHuii yac, 1 xB MOKA3HUKHU Logical /Physical Reads, Redo
MPOAYKTUBHOCTI Generated
2 V$SYSSTAT PeasnbHuit yac, 3 KyMmeTIzIBHl DB Blocl.( Gets, Consistent Gets,
HaKONMYyBaJbHUH JIYUIBHAKY Physical Reads, Executes
3 V$SYSTEM_EVENT Peabuuii yac, ~1 xB CTaTI/I'CTI/IKa noAin Waits, Tlme Waited, Average
O4iKyBaHHs Wait, Event Name
4 V$WAITCLASSMETRIC Peanpumituac, ~1 xp | SaTpumkusa | User1/0, System1/0, Commit,
KJlacaMU Concurrency, Application
5 V$SYS_TIME_MODEL PeanbHuii yac, =1 xXB Hacosi BHTpATH DB Time, ].)B CPy, Baclﬁground
NnpoLeciB CPU Time, Parse Time
6 | DBA_HIST_SYSMETRIC_SUMMARY AWR, ~1 roz lcroputni arperaty Average, Min, Max
CUCTEMHUX METPHUK
7 DBA_HIST_SYSSTAT AWR, ~1 roz IcTopis cucTeMHUX KymynsatusHi MiYUILHUKH
CTAaTUCTHUK CUCTEMHHUX ITIOAIN
8 DBA_HIST SYSTEM EVENT AWR, ~1 ro ICTme oAk Event Name, Tgtal Waits, Time
O4iKyBaHHS Waited
9 | DBA_HIST ACTIVE_SESS_HISTORY AWR, ~1 roz Icropia akTuBHMX | Session State, SQL ID, Wait
ceciit Class, CPU Usage
- CruHxpoHi3auisa SNAP_ID, BEGIN_INTERVAL_
10 DBA_HIST_SNAPSHOT AWR, ~1roa 3HIMKiB TIME, END_INTERVAL_TIME

2.3. Buny4yeHHs, y3roAKeHHs Ta nepBUHHe (pOopMyBaHHS O3HAK. BuyiyyeHHS JaHUX BUKOHYETHCS 3a
LIJIIXaMU 3'€JHAaHHA MiX TabJiMllero-PKepesioM OCHOBHUX MeTPHK i NMOB’A3aHMMHU MOJAHHAMU NPOAYKTHUB-
HocTi. DopMasbHO LLISX OJAHO Y BUIVIAI:

(1)

ne Ty € Mo4aTKOBHUM [PKEPEJOM METPUK, T; — MOB'I3aHUMH IOJJAHHSIMH NPOAYKTUBHOCTI, C; — CTOBII-
yukamu 3'€qHaHHsA, 30KkpemMa METRIC_ID, SNAP_ID Ta INSTANCE_NUMBER, ¢ - milboBUM CTOBIYHKOM
y KiHneBid Tabauni Ty. g icTOpUYHUX AAHUX 3aCTOCOBYETHCS, Hanpukiaa, uuisx DBA_HIST_SYSMETRIC_
SUMMARY(SNAP_ID) — DBA_HIST_SNAPSHOT, a a/i1 NOTOKOBMX JaHUX - y3romkeHHs V$SYSMETRIC
i V$SYS_TIME_MODEL 3a METRIC_NAME/METRIC_ID Ta yacoBumu intepBasamu BEGIN_TIME, END_TIME.

[licniaga BuiydeHHA 3Ha4eHHA y3ro/pkyroTbes 3a UTC. OpuHapHI LJIAXW NepeTBOPIOIOThCA Ha CKaJsAp-
Hi 03HaKH, KaTeropiajbHi aTpUOGYTH KOAYIOTHCS, a 6araTo3HA4YHI IJISXUA arperyrThCs y CTATUCTHKU abo
BKJIQ/IEHHS 4aCOBUX PAAiB. 11 KOXKHOI Ipyny MOXKyTh 3aCTOCOBYBAaTHCsI HOpMastisanis fo intepsasay [0; 1],
Z-SCore, eKCIIOHEHILIiTHE KOB3HE CepeJIHE Ta KOB3HE CTaHJAapTHe BigxuieHHs. Ha npomy etani ¢popmyeThcs
NMepBUHHUHN Habip KaHAUJATHUX O03HAK; OCTAaTOYHE PillleHHs L[0/I0 IX BKJIKYEHHS A0 MOJeJi MPUHNMa€ETbCAa
3a [poLeypoto, HaBeAeHOo0 y nifgpo3ainai 2.4.

[Ipukaaz SQL-1ma6s10Hy AJis BUJIyYEHHS arperoBaHUX iCTOPUYHUX MTOKAa3HUKIB:

p=(Ty,——¢, >T,——¢, >...——, > T, :c),

String sql =
"SELECT begin_time, end_time, metric_name, average, metric_unit
"FROM dba_hist_sysmetric_summary
"WHERE begin_time >= ? AND end tlme <? "+
“"AND metric_name IN (2, ?, 2)';

(Connection c = ds.getConnection();
PreparedStatement ps = c.prepareStatement(sql)) {
-setTimestamp(l, fromTs); // UTC
.setTimestamp(2, toTs);
-setString(3, ""Database Wait Time Ratio™);
.setString(4, ""Host CPU Utilization (%)'");
s.setString (5, "Buffer Cache Hit Ratio");
try (ResultSet rs = ps.executeQuery()) {

while (rs.next()) {

// TlepeTBOpPEHHS 3anycy Ha PSAOOK MaTPMIl O3HAK
¥

"oy

try

}
}
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CJI0BHUK O3HAaK MICTHUTBh HasBy, /PKEpeJio, OJMHUII0 BUMIpIOBaHHS, croci6 arperarii, 4acoBuil iHTep-
BaJ i mpaBuJja iHTepnpeTanii. MeTazaHi JokyMeHTy0Thcs 3a npuHuunamu FAIR y ¢opmartax JSON-LD a6o
Schema.org [22, 23]. Ko>xHul CHHXpOHI30BaHUM CHaNIIOT 36epiraeTbcs sk okpeMuit JSON-06'€KT:

{
"ts'': "2025-08-13T10:20:002",
"*host_cpu_pct™”: 62.1,
"buf_cache_hit": 96.7,
"enqueue_waits_s": 0.2

3

2.4. Kpurepii onjiHloBaHHA Ta Big60py O3HaK. [lepBUHHUI NPOCTip KaHAUZATHUX 03HAK POPMYETHCS
3 TeJIeMeTPUYHHUX MOKA3HHKIB, JOCTYNHUX Yepe3 NMoAaHHs, HaBeZeHi B Tabuii 1. OqUHUIEI0 OLiHIOBAHHS
€ He OKpeMe I10Jie TabJINII, a 3MiCTOBHA Ipyla MeTPHK, 1110 XapaKTepHU3ye MeBHUH MeXaHi3M QyHKI[iOHyBaH-
Hd b/l: BUKOpHCTaHHSA npoliecopa, eGeKTUBHICTb MaM 'sTi, iHTeHCUBHIcTb 1/0, akTUBHICTB cecil, moii o4iKy-
BaHHS a60 iIHTeHCUBHICTb SQL-omepariii.

PileHHs 111010 KOXKHOI I'PyNU NPUKUMAETHCS 32 YOTHPMa JOMEHHUMU KPUTEPIAMHU:

1) npsAMuUi 3B’130K i3 MposIBAMHU Jierpajanii MpoAYKTUBHOCTI a60 iHITUIEeHTHUM CTaHOM;

2) Hely6JIbOBAHICTh BiITHOCHO Gi/IbII y3araJibHEHUX MMOKA3HUKIB;

3) iHTepHpeTOBaHICTh A afMiHicTpaTopa b/l Ta MOXKJIUBICTh MOSICHUTH BILIUB Ha HiZICYMKOBY OILIIHKY;

4) mpuAaTHICTB A0 CTAa6iIbHOrO BUJIyYeHHs, arperyBaHHs ¥ 4acOBOTr0 Y3ro/PKEHHS y MOTOKOBOMY Ta ic-
TOPUYHOMY peXUMax.

3a pe3y/nbTAaTOM OIiHIOBAaHHS O3HAI[i HAJIAEThCS OZIMH i3 TPbOX CTATYCiB. «BiZjibpaHo» 03HAaYa€ BKIIIOUEH-
Hs 710 6a30BOr0 /IiarHOCTUYHOr0 MPOCTOPY. «acTKOBO BpaxOBaHO» M03HA4YaE KOHTEKCTHY O3HAKY, KA He
€ JIOCTAaTHBOIO JIJIsT CAMOCTIHHOIO BHCHOBKY, ajle MOKe YTOYHIOBAaTH iHTepnpeTaliro 6a30BUX NMOKA3HHUKIB
B arperoBaHomMy abo yMOBHOMY BUIJIsAi. «He Bifi6paHo» 03HAYaE, 1[0 MOKA3HUK € HAJITO BY3bKUM, Ay6JIIO0-
YUM a60 c/1abKOo MOB’sI3aHUM i3 I/IbOBUM CTAHOM Y MeKax MOCTaBJIeHOI 3a/a4i.

3a3HayeHa Hpoueaypa € JOMEHHOI0 fKICHOIO CeJIeKLi€l0 TeJeMeTPUYHUX O3HAK i He OTOTOXXHIOETBCSA
3 iHdopMaIiliHO0 cesieKIliero MpuxoBaHUX HeHpoHiB IELA. CmoyaTKy GopMy€eTbCsI Ta 06T PYHTOBYETHCS BXijl-
HUH MPOCTip 03HaK, a Bxe micJis 1boro IELA o1iHroe iHGopMaIiiHHUI BHECOK eJIeMeHTIiB MPHUX0BAHOIO IIapy.
Takuii mozis MOTPiOHUM JIJIsT KOPEKTHOI iHTepnpeTalii HAayKOBOTO Pe3yJIbTaTy.

2.5. [lpy3HavYeHHs MITOK iHIMAEHTiB. YacTKOBI HOpMasli3oBaHi OIiHKH 06'€AHYIOTHCSA B iHTErpaibHY
¢dyHK1i0 BUsBaeHHS F(X):

F(x):zi:w,.si(x),zi:wi =1, (2)

Jie si(x) - HopMasizoBaHa oujiHKa i-i 03HaKH, a w; - il BaroBui koedinieHT; cymMa Bar AOpiBHIOE OJWHMUILI.
®yHkuisa F(x) BUKOPHUCTOBYETLCA SIK iIHTepIpeTOBaHUN KpUTepiit dyHKIioHanbHOTrO cTaHy PB/L.

BiHapHa MiTKa BU3HAYa€TbCA IOPOTOBUM NPABUJIOM:

yzl[F(x)Zr], (3)

Jle T - pobounii nopir. 3HayeHHs F(x) = T BignoBigae iHuAeHTHOMY cTaHy, a F(x) < T - wrratHomy. [loyaTkoBi Baru
33/1a10ThCs PIBHOMIPHO 3 IOMEHHUMU KOPUT'YBAaHHAMU; 30KpeMa, Ao Bar CPU Ta aktuBHOocTi ASH ofaethbes 0,05.

JleTepMiHiCTUYHI MpaBusa OXOIUIIOIOTH JIBA TUNHW iHUWAEHTIB. |HIUJEHT mapaseabHOCTI QiKCcyeThbcs,
KOJIU cepeJiHS KiNIbKiCTbh 3aTPUMOK 4yepes 6J10KyBaHHs nepeBuiye 5 i monaz 40 % vacy B/l-ceancy npunazae
Ha 04iKyBaHHs yepe3 KOHKypeHTHUH foctyn. [HuuaeHT /0 dikcyeTbes, kou noHaz 60 % yacy ceaHcy mpu-
najae Ha ouikyBaHHA [/0, a iIHTEHCHUBHICTD JIOTYBaHHS TpaH3aKLil nepeBullye 95-i1 nmepueHTU/Ib 6a30BOTO
piBHs; y TakoMy pasi F(x) 36inbiyeTbes Ha 0,2.

JlJ1s1 BpaxyBaHHS IJIABHOTO Nepexoy MiX IITaTHUM | KpUTUYHHUM CTaHAaMU BUKOPUCTOBYETbHCSI CUTMOI[]-

Ha QYHKIis HaJEXKHOCTI:
1

oo (%)= T ek (x—0) .

Jle ¢ — KpUTHUYHA TOuKa, a k — koedillieHT KPyTHU3HH, HaJAlITOBAaHUM BiZiNOBiAHO 10 MiHJIMBOCTI METPHUKHU.
ArperoBaHa HeuiTKa OLliHKa 004YHC/II0ETBCA 3a GOPMYJIOL0:

Izwiuxpm.i (X) . (5)

3HaueHHs arperoBaHoOl HeUiTKOI OLjiHKU He MeHIle 0,6 po3IJISLaEThCA SIK 03HAaKa aHOMaJIbHOro cTaHy. Ta-
KHUM YUHOM, MiTKa GOPMY€ETHCSA MOEAHAHHAM iHTEepNPEeTOBAHUX MPABUJI i JIaBHUX QYHKI[i HAJIEKHOCTI.
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2.6. ®opmyBaHHA BUOGIpKM, MOAe]b Ta KpuTepii oniHOBaHHA. [lepBUHHI YacoBi 03HAKHW NEpeTBO-
protoTbest y MaTpuio X € RN, e koxHMil psAZIOK BiAMOBifae cTaHy CUCTeMH y MOMEHT 4acy, a BEKTOp
y € {0; 1}N micTuTb MiTKH. /Il 4acOBOI JUHAMIKM 3aCTOCOBYEThCA KOB3He BikHO W = 10 XB, 1[0 OXOILITIOE fie-
CAThb MOCIiJOBHUX OJHOXBUJIMHHUX CHamnuioTiB. Y GpaKTUYHOMY eKCIIepHMEHTi MOCJaiJOBHOCTI PO3MOJijIeHO
y cniBBigHOoweHHi 70/15/15 fs1s1 HaB4aHHS, Bastifalii Ta TecTyBaHHs 6e3 mepeMilllyBaHHS YaCOBUX Bipi3KiB.

BazoBoto mozeno € Extreme Learning Machine - ogHomapoBa HelipoHHa Mepeka MPsIMOTro MOIIHUPEH-
H, y 9Kil mapaMeTpH BXiZJHOTO Ta MPUXOBAHOI0 MIAPiB 33/1al0ThCS BUMAAKOBO i QiKCYyOThCS, a HABYAIOTh-
cs1 siviie BUxifHi Baru. Y 3ampomnoHoBaHoMy Information-Extreme Learning Algorithm npuxoBani HelipoHU
OLiHIOIOTBCSA 3a iHpOpMaLiHUM BHECKOM, Mic/s 4yoro 36epiraroTbcsa HaWb6iabm iHGopMaTUBHI KaHAWAATH.
[HpopManifiHNi BHECOK BU3HAYAETHCA SIK:

IG=H(Y)-H(Y|2), (6)

ne H(Y) - eatponis miTok, a H(Y|Z) - yMoBHa eHTpomisi MiTOK 3a HasiBHOCTi BUX0/ly HelipoHa Z. Takuii KpuTe-
pi¥i opieHTYye Bii6ip Ha 3B’A30K aKTHBALii HEHPOHA 3 1iJIbOBUM CTAHOM, A He JIMIIE HAa BUNIAJKOBY CTPYKTYPY
MPUXOBAHOTO ILIApYy.

[l oLiHIOBaHHS BUKOPHUCTOBYIOTbCA YacoBUH rpadik crnpanioBaHb y MiJTBepKeHOMY iHIHJAEHTHOMY
BikHi, ROC-KpHBa, Kasni6paniiHui rpadik Ta foBipyi iHTepBasu BiscoHa. /[yis1 HEMOPOTOBHUX OI[iHOK Nepeaba-
4yeHo 95 % noBipui iHTepBasu 6/104HOrO Oy TCTpaIy 3 6e3nepepBHUM 6JI0KOM po3MipoM 5 xBuMH. TecToBUH
Habip, pparMeHT sIKOTO HaBeAeHO B Tabuuili 2, copMoBaHO 3 HOTHPbOX iHPOPMaLiHUX MOJTiB: time_utc, 1110
BU3Hauyae€ yacoBy no3Hauyky UTC TesieMeTpuU4yHOro cnocTepexxeHHs; F, 110 MiCTUTh 3Ha4eHHS iHTerpaJbHOTO
6as1a pyHKIiOHAJNBHOTO CTaHy; y_true, 0 BiJjoBiiae icTUHHIN 6iHApHIK MiTLi IITaTHOrO a60 iHIIM/IEHTHOTO
cTaHy; Ta y_pred, 1110 MiCTUTh NPOTHO30BaHY MO/IeJ/I/II0 GiHApHY MiTKY, CGOpMOBaHy 3 ypaxyBaHHAM 06paHo-
ro po604oro nopory T.

Tab6suuga 2
dparMeHT TeCTOBOT0 HAGOPY AAHMX AJIA OLiHIBAHHS AKOCTi Mojei
time_utc F y_true y_pred
2025-08-04T00:00:00Z 0.59625811 1 1
2025-08-04T00:01:00Z 0.253569967 0 0
2025-08-04T00:02:00Z 0.112429378 0 0
2025-08-04T00:03:00Z 0.300775039 0 1
2025-08-04T00:04:00Z 0.589850204 1 1
2025-08-04T00:05:00Z 0.700235738 1 1
2025-08-04T00:06:00Z 0.611445935 1 1
2025-08-04T00:07:00Z 0.346930432 0 1
2025-08-04T00:08:00Z 0.185999865 0 0

3. Pe3y/sibTaTH i 06rOBOPEHHS.

3.1. Pe3yabTaTH iHTErpaujii Ta 4acoBOro y3roJkeHHs TejeMeTpii. Pe3ysibTaTOM BUKOHAHHSA MepLIOl
3a/ia4i ctasio popMyBaHHs iHTerpalniiHOro KOHTYPY 3 ecsaTy nojaanb Oracle, 1110 0XOIJII0€ HOTOKOBI CUCTEM-
Hi MeTPUKH, KYMYJIATUBHI CTAaTUCTUKHY, MOJII Ta KJIacu 04iKyBaHHS, MOZieJib 4acy, akTUBHI cecil i icTopu4Hi
3HiMku AWR. [Toegnanusg SNAP_ID, INSTANCE_NUMBER, METRIC_ID Ta yacoBux MeX 3a0e3MeYusio MpuBe-
JleHHs pisHOpiAHUX mxepeJ Ao cnisibHoi UTC-mkasu.

Ha BigmiHy Big Mojesiedd, 1110 aHaMi3y0Th epeBa’KHO TEKCTOBI MOC/IiI0BHOCTI KypHaJiB [4-16], oTpuma-
HUH pe3y/IbTaT BUKOPHCTOBYE YUCJIOBY TesieMeTpito Ha piBHI koHkpeTHoi CYB/]. Lle mae 3mory Ge3nocepe/-
HbO NOB’SI3yBaTH 03HAKM 3 BUKopucTaHHAM CPU, mam’siti, [/O Ta BHyTpimHiMu ovikyBaHHsAMHU. [IpoGieMHa
YacTHHA, BU3HAUeHa y BCTYM, 3aKPUBAETLCA 32 PaXyHOK OJJHOYACHOTO BUKOPHUCTAHHS KOPOTKOCTPOKOBHUX
V$-1oKasHUKIB i peTpoCneKTUBHOro KoHTeKkcTy AWR.

[IpakTU4YHe 3aCTOCYyBaHHs pe3yJbTaTy MOTPEOYE JOCTYNy [0 BiANOBIAHUX IMOJaHb, OHAKOBOI 4acoBOi
30HHM, KOHTPOJIIO OJWHHUIL BUMIPIOBAaHHSI Ta MepeBipKHM YacTOTH OHOBJEHHs. Y pasi 3MiHM KoHiryparil
Oracle a6o nepexoay a0 RAC muisxoBi npaBusia MaroTh OYTH PO3IIMPEHi 10AATKOBUMH ileHTUdikaTopaMu
BY3JIiB Ta eK3eMILJIAPIB.

3.2. PesynbraTu dopMyBaHH, OLliHIOBaHHS Ta BiJ60py pe/ieBAaHTHUX O3HaK. Pe3sysbTaToM Apyroi 3a-
Jladi cTasio He JIMIle CKJIaJIaHHS NepeJsiky MeTpUK, a GOpMyBaHHS CTPYKTYPOBAHOTO MPOCTOPY O3HAK i3 3a-
¢diKCcOBaHMM pillleHHSIM 11010 KOXHOI KaHAWAATHOI IPynH. I3 AecsTH oljiHeHUX IpyN WICTh BKJIIOYEHO 0 6a-
30BOTO /[iarHOCTUYHOT'0 HabOPY, /ABi 3aJMILIEHO IK KOHTEKCTHI Ta /|Bi BUJIy4yeHO SIK By3bKi a60 Ha/IJIMIIKOBI.
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Jlo 6a3oBoro Habopy ysiknuiu Host CPU Utilization, Database Wait Time Ratio, Buffer Cache Hit Ratio, Active
Sessions, wait events / wait classes Ta [/0 waits. Ha ocHOBi pe3ysibTaTiB npoBe/leHUX €KCIIEPUMEHTIB 6yJI0
OIiHEHO peJIeBaHTHICTb TEJEeMEeTPUYHUX O3HAK JJIsi BU3HAUYEeHHS QYHKI[iOHAJbHOTO CTAaHYy pessniiiHol 6a3u
JlaHuX. 32 pe3y/IbTaTaMU OIiHIOBAaHHS MPUHHATO PillleHHS L[0/I0 BKJOYEHHS, YaCTKOBOI'0 BpaxyBaHHA a6o
BUKJ/IIOUEHHS KOXKHOI 03HAKH 3 KiHI[€BOr'0 MPOCTOPY O3HAK. Y3arajbHeHi pe3yJbTaTyh HaBeJeHo B Ta0IuI 3.

Tab6suug 3
Pe3ynbTaTH OLiHIOBAHHA TA BiAGOpYy TeJieMeTPUYHUX O3HAK
CraTyc
MeTpuka JKepeJio JaHUX Onuc Bia6opy OGrpyHTYBaHHSA
IIJ—!c(l)lf;a(Ecl:(?n V$SYSMETRIC DBA_HIST_ ;(aaé)aa::;)i?;ﬂi Bigiopano BI, Egsg(;f:epeszl boCH
SYSMETRIC_SUMMARY : Aop AOOPaKAE pecyperly
(%) HPOLIECOPHUX PeCypciB Halpy>KeHICTb CUCTEMU
Database Wait V$SYSMETRIC DBA_HIST_ Bizo6paxae yacTky Bizi6paro €il:T§;gigbgzM
Time Ratio SYSMETRIC_SUMMARY HeNpoAyKTHUBHOTO Yyacy AIoP A P
3aTPUMOK
VPRI T ETE Jlae y3arasibHeH
Buffer Cache V$SYSMETRIC DBA_HIST_ edeKxTHBHICTD Bizicpano T RN
Hit Ratio SYSMETRIC_SUMMARY BHKOPHCTaHHs AoP HIHKY P
6 Ta BIuBY Ha [/0
ydepHOro Keury
cive | DB ST ACTIvE spss_ | PUsspmes b [ Syt o
Sessions HISTORY p AoP p
Ha b/| Ha pecypcu
. V$SYSTEM_EVENT / . /Jla€e 3Mory BUABJIATH
W\?\;;i]i:‘(/jelgzz/ V$WAITCLASSMETRIC / DBA_ iHEﬁgﬁgiﬁii zg'l;nuT;ox Bigi6pano NPUYMHY Jerpaganil
HIST_SYSTEM_EVENT P NPOAYKTUBHOCTI
1/0 waits / BaxxnuBuui s
VSWAITCLASSMETRIC / DBA_ | XapakTepusye 3aTpUMKHU . BUSBJIEHHS IUCKOBUX
User1/0 / Bini6pano
HIST_SYSTEM_EVENT BBOZY-BUBOAY Ta MepeXeBUX BY3bKUX
System I/0 .
MicLb
Mae By3bKUH
DB Block Gets | V$SYSSTAT / DBA_HIST SYSSTAT | DiA0Opaxae soriui He Bini6pato | | crniHHM SMICT ]
3BepHEHHS 10 6JIOKIB Ay6uttoe iHpopmariito
IHIIKUX METPUK
MeH1 iHpopMaTUBHUI
XapakTepusye JIIS OL[iHIOBAHHSA
nglag.;?;r;d V$SYS_TIME_MODEL HaBaHTakeHHs ¢oHoBUX | He Bigi6pano CTaHy 3 NO3ULil
npoleciB KOPHCTYBaLbKUX
3aNUTIB
Moxe
R ) BUKOPHUCTOBYBATHUCh
Executes | VSSYSSTAT / DBA_HIST SYSSTAT | KIIbKICTE BikoHaHB SQL- | ‘lacTxoso AK 7OTOMDKHHIA
omnepariu BpaxoBaHO "
KOHTEKCTHUH
NOKa3HUK
Mae giarHoCcTUYHY
Physical V$SYSSTAT / DBA_HIST SYSSTAT [HTEHCUBHICTb Qi3UYHHUX YacTkoBO LiHHICTB, ajle AO0LiTbHO
Reads YUTaHb BpPaXOBaHO BUKOPUCTOBYBATH B
arperoBaHOMY BUIIAZI

ba3oBi 03Haku 6e3nocepeIHBO BiloOpakal0Thb OCHOBHI MexaHi3MU Jierpa/ialii: peCypcHy HalpyKeHiCTb,
HENpPOAYKTUBHUH 4ac, epeKTUBHICTb OydepHOro Kelly, akTUBHe HaBaHTa)XKeHHs, BHYTPIllIHI 04iKyBaHHSA Ta
saTpuMkH 1/0. IX cnizibHe BUKOPUCTaHHSA Jja€ 3MOTY OL[iHIOBATH He Jinile GaKT BiZIXUIEHHS, a H MOXKJIUBY
MPHUPOAY MPOGJIEMHOTO CTAHY.

OxpeMuil pe3yabTaT CTOCYEThCA 03HAK, BIVIMB AKUX He € 04eBUHUM IIpH i30/1b0BaHOMY po3rnaji. Executes
i Physical Reads He BKJIFOuUeHO 710 6a30BOT0 HAGOPY SIK CAaMOCTiHHI KpUTepii, 0IHAK iX 36epeXKeHO Y CTaTyCi «4a-
CTKOBO BpaxOBaHO». BOHM BHKOHYIOTb KOHTEKCTHY QYHKIIiI0: XapaKTepU3yoTb iHTeHCUBHICTh SQL-omnepanii
Ta ¢i3UYHOro YUTaHHA i MOXKYTh yTouHIOBaTH iHTepnpeTanito CPU, I/O Ta wait-moka3HUKIB B arperoBaHoMy
BUIJIsAZL. TaKUM YMHOM, METO/I0JIOTisI He 3BOJUTH BiZi06ip /10 GiHApHOTO pillleHHs «3a/IMIIUTH/BUATUTHY, a Tij-
TPUMYE NPOMDKHHUH KJIaC 03HAK, 3HAYEHHS SKUX MPOSIBJISETHCS y B3aEMO/Iii 3 6a30BUMH XapaKTEePUCTHKAMHU.

DB Block Gets i Background CPU Time He Bini6pano. [lepuiuii noka3HUK Ma€ BY3bKUH TE€XHIYHUHI 3MiCT
i yacTkoBo ny6siroe iHQopMaLio {HIIMX METPUK, a APYrMd MeHII Ge3MmocepeHbO MOB’3aHUU 31 CTaHOM,
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AKMH CNOCTEpira€ KOpUCTyBallbKe HaBaHTaXKEHHs. X BUJIyYEHHSI 3 OCHOBHOTO MPOCTOPY 3MEHIIYE KiJib-
KicTp cnabkoiHGopMaTUBHUX ab0 JyOJIIOIOYMX 3MIHHUX, HE YCYBalOYM KJIOYOBUX PECYPCHUX Ta YACOBUX
XapaKTepUCTUK.

HaykoBull pesysbTaT LIbOT0 €Tamy MOJATAE Yy BiATBOPIOBAHOMY NepexoAi BiJ IIMPOKOI TeseMeTpil
Oracle mo TpupiBHEBOTO MpOCTOpPY O3HAK: 6a30BOT0, KOHTEKCTHOTO Ta BUJiy4YeHoro. Ha BigMiHy Bif 3a-
raJlbHOro aBTOMaTH30BaHOI'0 KOHCTPYIOBAHHS O03HAK y pesidaliiHuX 6a3ax [21], piieHHs npuB’s3aHi fo
CEMaHTHUKHU KOHKpeTHUX Oracle-mokasHUKIB i CynmpoBOPKYIOTHCS MOSCHEHHAM iXHbOI AlarHOCTUYHOI PoJIi.
[Mopanpiri JocaiKeHHST AOIIJBHO CIPSIMYBaTH Ha MepeBipKy CTiIHKOCTi chopMOBaHOrO MPOCTOPY O3HAK
Ha PO3IIMPEHUX Habopax TeJeMeTPUYHHUX JJAaHUX, IHIMUX KoHirypanisx Oracle Database Ta J07aTKOBUX
TUNAX iIHUUAEHTIB.

3.3. Pe3ysibTaTH NpU3HaYeHHA MITOK IHIMAeHTIiB. TpeTio 3a/a4y BUpIlIEHO MIJIAXOM [IO€JHAHHSA NOPO-
TFOBUX MPABUJI 3 HEUITKUMH QYHKI[IsIMU HAJIEXKHOCTI. JleTepMiHicTUYHA YacTUHA 3a6e3Medye SIBHY iHTepIpe-
Tallil0 ABOX CIleHapiiB: mapasesibHiCTh BU3HAYAETHCS 3a KIJIbKICTIO 6JIOKYBaJIbHUX 3aTPUMOK MOHAA 5 i yacT-
KOI0 KOHKYPEHTHHUX o4ikyBaHb noHaz 40 %, a 1/0-iHnugeHT - 3a yactkoto [/O-ouikyBaHb nmoHaz 60 % Ta
NepeBUIEHHAM 95-T0 MepIeHTUIs1 iIHTEHCUBHOCTI JIoTyBaHHS. HediTKka YacTHHa BUKOPUCTOBYE MOPIr arpe-
roBaHoi oninku 0,6.

OTpyvMaHHH pe3y/bTaT € alaNTUBHILIMM 3a MOBHICTI0O $piKCOBaHY cHCTEMY NMpPaBUJI, OCKIJIbBKK CUTMOiHA
HaJIeKHICTh BiJJoOpa’Ka€e MOCTYNOBE HAOJIMXeHHsSI METPUKHU [0 KpUTHUYHOI o6sacTi. BosgHovac BiH 36epirae
NOSACHIOBAHICTB: JJI KOXHOI MITKHM MOXXHa BKa3aTU METPUKH, IOPOTU Ta Bary, L0 BIUIMHY/IMA Ha pilleHHA.
Lle BaxksiuBO A/1s1 Man6yTHBOI CIIIIP, e agMiHicTpaTOp MOBUHEH He JiMIEe OTPUMATH KJIAC CTaHYy, @ ¥ 3po3yMi-
TH IPUYMHY CIPALIOBaHHA.

HeposikoM € 3anexHicTh 6a30B0Oi iCTMHU BiJi NPUUHATHUX NPABUJI | KPUTUYHUX TOYOK. be3 HezasmexHO]
ekcrnepTHOI a60 iHIMAEHTHOI PO3MITKH MOXJIMBA [UPKY/ISPHICTh: MOZIE/Ib HABYAETHCS BiATBOPIOBATH Mpa-
BUJIA, 110 OAHOYACHO BUKOPUCTOBYIOTbCA JJIF OLIiHIOBaHHA cTaHy. ToMy Iepej IPOMHCJI0BUM BUKOPHUCTAH-
HSIM IIOPOTH MalOTh 6y TH NepeBipeHi Ha peasbHUX NiATBEPPKEHUX IHIIUJEHTAaX.

3.4. PesysnibTaTi popMyBaHHS BUGIPKHU Ta NepeBipKH NpocTOpy 03HaK 3aco6amu IELA. PesysnbraTom
YeTBePTOi 33/ja4i CTaso NepeTBOPEHHS BiJjiopaHUX 6a30BUX i KOHTEKCTHUX XapaKTEPHUCTHUK Y YaCOBO BIIO-
psAAKOBaHY MaTpuIio Npu6su3HO 3 10 080 oAHOXBUINHHUX criocTepekeHb. KOB3He BiKHO 3 Z1eCITH CHAMIIO-
TiB 3a6e3meynsio BpaxyBaHHs KOPOTKOCTPOKOBOI JJuHaMiky, a po3mnozain 70/15/15 36epir XxpoHos10TiYHY Li-
JIiCHICTh M)XK HaBYaHHSM, BaJlifanieo i TectyBaHHAM. KiacudikaTop Ha iboMy eTali BUKOPUCTAHO SIK 3acio
nepeBipKU NpUAATHOCTI CPOPMOBAHOTO MPOCTOPY O3HAK /10 PO3MEXXYBaHHs CTaHIB, a He K 3aMiHy Mponeay-
pi ix JoMeHHOTrO0 Big6OpY.

3actocyBanHs1 iHpopManiiiHoro kputepito IG Jaso MeTOAMYHY OCHOBY JJisI PAHXKYBaHHSI MPUXOBAHUX
HeUpOHIB 3a 3B’A3KOM IXHiX aKTHBaliil 3 MiTkamMu ctaHy. Ha BifMiny Bijg ksiacuyHoro ELM, y skoMy Becb
BUNA/JKOBO CHOPMOBAHUIN NMPUXOBAHUH IIap BUKOPUCTOBYETbCA 6e3 ceneknii, IELA fno3BoJsisie BiJKMHYTH
KaH/JIM/IaTy 3 HU3bKUM iHPopManiiiHMM BHecKoM. Baxk/inBo, 1110 1jel eTan BUKOHYEThCSA Micast popMyBaHHSA
TEeJEMEeTPUYHOTO MPOCTOPY 03HAK: Tabnns 3 onucye Bif6ip BXiAHMUX XapakTepuCTHUK, ToAl sik IELA BuKoHy€E
CeJIEeKI[il0 eJleMeHTIiB MPUXOBAHOTO IIapy. Y IbOMY eKCIIepUMEHT] aKLeHT 3po6JieHO Ha nepesipni npuzaar-
HOCTI CXeMH; OKpeMa KiJIbKiCHa OLIiHKa CKOPOYeHHS MPUX0BAHOr0 LIApy HE HaBOAWJIACH, TOMY IlepeBara He
iHTEepHpeTyeTbCA K JOBE/leHe 3MeHIIEeHHS CKIaAHOCTI AJis1 BCix KoHirypariii.

YMoBaMM BiATBOpEHHS pe3y/bTaTy € He3MIHHUI NOPAJ0K YaCOBUX CIIOCTEPEXKEHb, OZJHAKOBa MpoLeaypa
HOopMaJtizalii /iJis1 HaB4aIbHOI Ta TECTOBOI YaCTHH, Bi/ICYTHICTb BUTOKY MaW6GyTHIX 3Ha4Y€Hb Y KOB3HE BiKHO
Ta dikcaris reHepaTopa BUNajKoBUxX napameTpis ELM.

3.5. OuiHIOBaHHA AKOCTi, IOPiBHAHHA, 06MeXXKeHH:A Ta NepcrneKTUBM. [lepmnii eTan oliHIOBaHHA Iie-
pefi6adae aHasi3 AUHAMIKM 3MiHU 3Ha4eHb QYHKIil BUsABaeHHs F(X) y BUNaAKy nifTBEp/»KEHOT0 iHIIUJEHTY.
Y Mexxax 45-XBUJIMHHOT'O YaCOBOTO BiKHA HaBeZIeHOTO Ha PUCYHKY 2 3a po6odoro nopory 1=0,60 oTpuMaHO
TP =5, FP = 10 Ta FN = 6. [Ipu ubomy TP (True Positive) BinmoBizae BumazikaM, KoJid iHITUEHT QpaKTHY-
HO MaB Miclje i 6yB mpaBuIbHO BUsiBieHUN mozesnto; FP (False Positive) - Bunmaakam, Kosu iHI[UAEHT 6yB
BiZicyTHiN, oHaK MoZe/ib MOMHUJIKOBO KyacudikyBasa cTaH sk iHnuaeHTHUH; FN (False Negative) - Bunan-
KaM, KOJIH iHITUJIeHT GaKTUYHO MaB Miclle, ajie MoZieJib KOro He BUsABHWJIA. TOYHICTh MO3UTUBHUX IPOTHO3IB
(Precision) cranoButb 0,33, a noBHoTa (Recall) 0,45. 3arasnbHa TouHicTh Kaacudikanii (Accuracy) CTaHOBUTD
0,64, To6TO MO/IeJIb TPABUJIBHO KJIacudiKyBasia mpuban3Ho 64 % ycix ciocTepeXeHb Yy MeXXax aHaIi30BaHO-
ro 4acoBOTO BikHa. BogHOYac Lie 3Ha4eHHA CJIiJ iIHTepnpeTyBaTH pa3oM i3 NOKa3HUKaMU TOYHOCTI NO3UTUB-
HUX NPOTHO3iB i MOBHOTH, OCKIJIbKM HasABHICTh 3HAYHOI KiJIbKOCTi XNOHOMO3UTUBHUX Ta XNOHOHETaTHUBHUX
COparoBaHb CBiYUTH MPO HEOOXiAHICTh MOAAMBIIOr0 HAJAMITYBAHHSA PO60YOro Mopory Ta KajaibpyBaHHS
MoJeJli 3 ypaXyBaHHSIM 0COGJIMBOCTEHN PO3MO/iNy KJIACIB.
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45-xB Yyacose BikHO: TP=5, FP=10, FN=6; Precision=0.33, Recall=0.45, Accuracy=0.64
1.0

= F(x}

-== Mopir T = 0,60
IHuMaeHT (y_true = 1)
FP

3HayeHHA (yHKUIT BUABNEHHA F(x)

12:00 1205 12:10 12:15 12:20 12:25 12:30 12:35 12:40
Yac (UTC)

Puc. 2. BiacTre)xxeHHs cnpanoBaHb y 45-XBUJIMHHOMY iHIIUJ€HTHOMY BiKHi

PucyHok 3 geMoHcTpye aHasi3 i3 kpuBow ROC, ge 6ipro30oBa KpUBa BKAa3ye HA CUJIbHE PO3MeEXKYBaHHS
Mmixk TP Ta FP yacTkamu nopiBHSIHO 3 4epBOHOIO JjiaroHaIbHOK pedepeHTHO JiHi€, 1110 JJOBOAUTb BUCOKY
3aTHICTb BUABJIATH aHOMaJIbHI ABHUILA B 3aJIEXKHOCTI BiJi BCTAHOBJIEHUX IIOPOTiB.

UyTIHBICTH
1 — ROC
—e— PedepeHTHi
3HAYEHHA

0.8
0.6
04
02

0

0 0.2 0.4 0.6 0.8 1

Puc. 3. ROC-kpyBa NpOTOTUIIHOI MOZe i y NOPiBHAHHI 3 BUNIaJKOBUM KJ1acupikaTopom

Kani6pauifinuii rpadik Ha pUCYHKY 4 AEMOHCTPYE 3arajibHe HAGJIMKEHHS CIIOCTEPEXXYyBaHUX YaCTOK I0-
3UTHUBHUX BUIMAJKIB Z10 cepe/iHiX MepefbauyBaHUX 6asliB, Xoua y BepxHil YacTHHI Jjiana3oHy noMiTHe 3aBU-
LIeHHS MporHo3y. lle y3aromkyeTbcs 3 HAJIMIIKOM XHOHOMO3UTUBHUX pillleHb y Po60Yill Tovli Ta migTBep-
JDKY€E MOTPeby B KaibpyBaHHI nopory.

= Cepenniil nependauyranuii Gam (pp)
- YacTiH CMOCTEPERYVBAHHXN MOIHTHRHHX RHIIEI,']I-CiR ({g:}

100

0.50

0.00

Puc. 4. Kani6paniiinuii rpadik nepea6adyBaHuX 6asiB i cnocTepeXyBaHUX MO3UTHBHUX YaCTOK
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Tabauus 4
JoBipui iHTepBaau BijicoHa a1 Kani6paniiHuX rpyn
ng HwxHa mexa BepxHsa mexa
120 0.015 0.056
115 0.058 0.165
110 0.118 0.260
105 0.203 0.373
98 0.299 0.489
92 0.418 0.618
85 0.496 0.693
78 0.578 0.771
72 0.664 0.849
65 0.742 0.905

[llnpuHa 0BipYMX iHTepBa/iB BUSHAYAEThCA CNIJIBHUM BIUIMBOM KiJIbKOCTI CIIOCTepexKeHb ng y B-H Ka-
JIi6paniiHii rpyni Ta BeJIMYMHU OLiHIOBAHOI YaCTKH, TOMY ii He MOXKHa MOSACHIOBATH JiMlle 3MEeHLIeHHAM Ng.
Lli inTepBa/v AOLiIbHO BUKOPUCTOBYBATH SIK MOKAa3HUK HEBU3HAYEHOCTI KaibpyBaHHs, a He IK CAaMOCTilHY
OI[iIHKY TOYHOCTI KylacudikaTopa.

Ha noBHOMy TI»KHEBOMY Habopi YacTKa NPaBUJ/IbHO KacHpiKoBaHUX CIOCTepeXxeHb CTaHOBuMIIA 6J113bKO 0,64.
Lle 3HaYeHHs XapaKTepH3ye SKICTh Kiacudikallil 3a ofHiel ¢pikcoBaHol pobouoi ToukH, Togi ik ROC-kpuBa Bifjoopa-
’Ka€ CMiBBiHOIIEHHS MiXK YAaCTKOO iCTUHHO NO3UTHUBHUX i XMOHOMO3UTHBHUX PE3YJIbTATIB Y BCbOMY Jiiana3oHi no-
poriB. ToMy moMipHe 3Ha4eHHs accuracy 3a BUOpaHOro mopora Ta BisyasbHO BupaxkeHa ROC-kpurBa He cynepeyaTb
oJjHe oiHOMY. BosiHOYac oTpuMaHi pe3y/bTaTH CBiZjYaTh NPO HEOOXiAHICTb MOAA/IBLIOr0 BUOOPY ONTHUMAa/bHOTO
nopora kyacudikariii Ta nepeBipku KasniopyBaHHs MozeJIi. [/ HOBHIIIOro OIiHIOBaHHS il IKOCTi JOLIJIBHO OKPEMO
HaBectu AUROC, precision, recall, F1-mipy Ta MaTpHI[{0 HOMUJIOK /151 IOBHOT'O TECTOBOTO HAGODY.

[IpsiMe kinbKicHe MOPIBHSHHSA 3 JIOTOBUMHU MoJiesisaMu [5-13, 18] o6MexxeHe pi3HUMHU JpKepesiaMy JJaHUX,
TUIIAMM aHOMaJIiH i cnoco6amMu popmMyBaHHS 6a30Boi icTHHMU. [lepeBara 3anponoHoOBaHOI MeTO/A0JIOTIT MMoJIs-
ra€ He y JJOBeJIeHil BUIIil TOYHOCTI KJaackdikaTopa, a y 1ijlicHoMy JIaHII0XKKY: iHTerparis V$ Ta AWR, dop-
MyBaHH$I KaH/JUJJaTHUX XapaKTePHUCTHK, NOSICHIOBAaHUH MTOA1/1 HAa 6a30Bi, KOHTEKCTHI Ta HA/I/IMIIKOBI 03HAKHY,
MpU3HAYeHHs MITOK i mojjasbiia nepeBipka cbpopMoBaHoro npocropy 3aco6amu ELM/IELA.

OCHOBHI 0OMeXXeHHS AOC/iKEeHHS: OAUH THXKJAEeHb CIOCTepeXeHb; OJWH BY30J1 Ta OAUH eK3eMILIAP
Oracle 21c; o6MexxeHa KiJIbKICTb THUIIIB iHI[M/IEHTIB; YaCTKOBO CUHTETHUYHe ab0 MpaBuJoBe popMyBaHHS Mi-
TOK; KJIaCOBUM AMCOAIAaHC; BiICYyTHICTh 30BHIilIHbOI Bajifganii Ta yucaoBoro AUROC. [Toganbminii po3BUTOK
JOLIJIBHO CIPAMYBATH Ha He3aJlexKHy PO3MITKY MiATBep/KEeHUX IHIIMAEHTIB, ONTHUMIi3allilo Mopory 3a BapTic-
TIO IOMUJIOK, PO3LIMPEHHSI HAbOpy cepefOBUIL, OHJIAWH-OHOBJIeHHS Bar i HelipoHiB IELA Ta mepeBipky Ha
6araToBy3/710BUX KOHpirypamisx.

[IpakTHYHE BUKOPUCTAHHS MOXJIMBE 3a HAsBHOCTI CUHXPOHI30BaHOI TesieMeTpii, CTabiIbHOTO AOCTYIy
10 V$ Ta AWR, nepeBipeHux moporiB /s KOHKPETHOTO CEPe/IOBHUILA i MPOLeAYPH PEryJIsIPHOTO MEPEIVisLy CI0B-
HHKa 03HaK. 0co6JIMBO BaXK/IMBO OBTOPHO OIiHIOBAaTH KOHTEKCTHI Ta BU/IyYeHi OKa3HUKM NpU 3MiHi Ty Ha-
BaHTa)KeHHs1, KoH}irypauii mam’siTi, AuckoBoi mifcucreMu abo apxitekTypu Oracle. 3a 1MX yMOB MeTO/0JIOTis
MOXKe cJIyryBaTu ocHoBoto npoTtotumny CIIIP g5t paHHbOrO BUABJIEHHS Aerpajanil pyHKuioHanbHOro crany PB/I.

4. BUCHOBKH.

1. CbopMOBaHO MNIJISIXOBO-PEJSIHHUN cnoci6 iHTerparlii JeciTH MOTOKOBHX Ta iCTOPUYHHUX IOJaHb
Oracle. Bukopucranuss METRIC_ID, SNAP_ID, INSTANCE_NUMBER i yacoBux Mex 103BoJinI0 npuBecTtd V$ Ta
AWR o cninbHoi UTC-1kanu Ta cdopMyBaTU NEPBUHHUN HAbip KaHAUJATHUX XapaKTEPUCTUK 6€3 PO3PUBY
MI>XX KOPOTKOCTPOKOBUM 1 peTPOCIIEKTUBHUM aHa/Ii30M.

2. Po3po6sieHo nmporeAypy JOMEHHOI0 OLiHIOBaHHS Ta BiZj00py TeJleMeTPUYHUX O3HAK. [3 flecaTH KaHAU-
JaTHUX TPyM IIiCTh BU3HAYEHO SIK 6a30Bi, /1Bi — IK KOHTEKCTHI, 1110 BPaXOBYIOTbCS YaCTKOBO, i 1Bi - IK HaJ-
JIUIIKOBI a60 By3bKocneuianizoBaHni. Lle go3Bosinio 36epertu nokasuuku CPU, 1/0, ouikyBaHub, mam’aTi Ta
aKTUBHOI'0 HaBaHTa)XeHHs, He BTPATUTHU HeoueBUAHUN KOHTeKcT Executes i Physical Reads Ta Buk/touuTu
DB Block Gets i Background CPU Time 3 ocHOBHOTO IpocTOpy. BiAMiHHOIO pHCOI0 pe3ysbTaTy € He GiHapHe
Bi/ICIKaHH{, a TPUPIBHEBeE, IOACHIOBAaHE pillleHHs 1040 POJIi KOXKHOI 03HAKHU.

3. Po3po6sieHO KOMOGIHOBAaHMM MeXaHi3M MPU3HAYEHHs MITOK, IKUH MOEJHYE MpaBUJIa OLiHIOBAHHS OJ-
HOYacHO{ aKTHUBHOCTI B 6a3i JaHMX | HaBaHTa)XKeHHA Ha MiJICUCTeMy BBeJeHHS-BUBeJeHHs 3 IOPOTrOBHUM
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3HA4YeHHSM iHTerpaJjbHoi HediTkoi oriHku 0,6. [IpaBuia BpaxoBYIOTh NOKAa3HUKH aKTHUBHHUX CeaHCIiB, 6J10-
KyBaHb Ta OYiKyBaHb pecypcCiB, a TaKO>X IHTEHCUBHICTb | TPUBaJIICTh onepaliii YMTaHHA Ta 3allUCy AaHUX.
[lepeBaror MexaHi3My € MOXJIUBIiCTb MOSICHUTH, sIKi METPUKH, TOPOTOBi 3HAaYeHHsI Ta BaroBi KoedimieHTH
BIUIMHY/IM Ha TMPU3Ha4YeHHs MiTKH. Moro o6MexeHHAM € 3aJIeKHICTh BiJi 06IPYHTOBAHOCTI BCTAHOBJIEHUX
MOPOTiB i Bar, a TAK0XK HEOOXiAHICTh He3a/IEXKHO]I ITepeBipKU Ha MiATBEP/KEHUX iHI[UAEHTaX.

4. Ha ocHOBI BiibpaHoro npoctopy o3Hak cdopMOBaHO 4acoBy BUOiIpKy npu6snsHo 3 10080 ogHOXBU-
JIMHHUX 3alH1CiB, KOB3HUM BikHOM 10 xB Ta po3noainom 70/15/15. ELM/IELA BUKOpUCTAHO IK HACTYNHUN
eTar nepeBipKU NPUJATHOCTI LIbOTO MPOCTOPY A0 Kaacudikanii ctanis; inpopmauirinuit kpurtepiit [ELA pan-
KY€ NPUXOBaHi HEHPOHY, ajie He MiAMiHsA€ JOMEeHHUH Bif|6ip BXiAHUX TeJleMeTPUUHUX XapaKTEePUCTUK.

5. ¥ BuGpaHiit po6odiil Touli YacTKa NpaBUIbHUX KJacudikauiil craHoBuia 613bko 0,64; y 45-XBUINH-
HOMY BikHi oTprMaHo precision = 0,33 Ta recall # 0,45. ROC- i kani6panifiHa AiarHoCcTHKA NOKa3aJau MOTeH-
Iias cpopMOBaAHOTO MPOCTOPY O3HAK /IS pO3MeXKYBaHHSI CTaHIiB 3a iHIIMX MOPOTiB, ajie BeJMKa KiJbKiCThb
FP nmigTBepania HeoOXiHICTh KalibpyBaHHs, PO3LIMPEHHS He3aIEKHOI PO3MITKH, CTATUCTUYHOI epeBipKy
BHECKY OKpeMMX O3HaK Ta 30BHINIHBOI BasiaLil.

KoHiiKT iHTepeciB. ABTOpU JIeK/IapyrOTh, 10 He MalOTh KOHQJIIKTY iHTepeciB CTOCOBHO JJAHOTO J0C-
Jli-JPKeHHSI, B TOMY 4MCJ/i GiHaHCOBOTO, 0COGUCTICHOTO XapaKTepPy, aBTOPCTBA Y iHILIOTO XapaKTepy, [0 Mir
64 BIIMHYTH Ha JOC/IXKEHHS Ta oro pe3ybTaTH, IpeJcTaBJeHi B JaHil cTaTTi.

dinaHcyBaHHA. [lociifxeHHS TPoBoAMIIOCSA 6e3 piHaHCOBOI NiATPUMKH.

JoctynHicTb AaHMX. /laHi 6yAyTh Ha/laHi 32 06IPYHTOBAHUM 3alIUTOM.

BuUKOpUCTaHHA 3aC06IB IITYYHOIrO iHTE/JEKTYy. ABTOPU MiJTBEPIKYIOThb, L0 HEe BUKOPHUCTOBYBaIU
TeX-HOJIOTIi IITYYHOTO iHTeJIeKTY IPYU CTBOPEHHI Npe/iCTaBJIeHOI po6OTH.

BHecok aBToOpiB. OsiekcaHap YukajsoB — KOHLeNTyasi3alis, aHa/i3 JxKepeJs, MeTOZ0JIOTisl, HalKCaH-
Hs OCHOBHOTrO TeKcTy; OJier bepecT - pelieH3yBaHHA Ta peJilaryBaHHs, GopMyBaHHSA BUCHOBKIB i nepeBipka
Y3TO/P)KEHOCTi CTPYKTYPH.
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AJIANITALIA IHOOPMALIMHO-EKCTPEMAJIBHOI IHTEJIEKTYAJIbHOI TEXHOJIOTIT
J10 AHAJII3Y BEJIUKUX JJAHUX HA TPUKJIAZI XKYPHAUJIIB IO/ OFFICE 365

K. €. Hlamonin, J1. B. [Ipusena

ADAPTATION OF INFORMATION-EXTREME INTELLIGENT TECHNOLOGY TO BIG DATA ANALYSIS
ON THE EXAMPLE OF OFFICE 365 EVENT LOGS

Kiril Shamonin, Dmytro Prylepa

AHoTanisa

06'ekmoM 00ci0xHCeHHS € IHMesieKmyaibHa cucmema hiompumku nputinsimms piwiets (CIIIIP) 045 8usis1eHHs Kibep3azpo3
y acypHaaax ayoumy xmapHoi naamgopmu Microsoft Office 365, opienmosaHa Ha ymo8u masn020 ma cepedHbozo 6isHecy (MCE).

IIpo6aema, wo supiuysasacs, noasizae y eidcymnocmi docmynHux iHCmpyMeHmis 8usie/eHHs] NPUXOBAHUX Kibepamak
04151 opeaHizayitl, wo He maroms y wmami seaukoi komaHou gaxisyie 3 Kibepbesneku. IcHyoui piweHHs Ha 6a3i 2a1U60K020
HABYAHHS BUMA2AI0Mb 3HAYHUX 004UCAHBANbHUX PECYPCI8 | € HENPO30PUMU «HOPHUMU CKPUHbKAMUY», PIUEHHS SKUX aHAI-
muk 6e3 npoginbHoi nidzomoeku He 30ameH Hi nepegipumu, Hi NOSICHUMU KepigHUYmay.

Cymb ompumaHux pesysabmamie noaseae y po3pobyi 4-emanHozo koHeeepa nonepedHvoi o6pobku 0365 IEI-Pipeline
ma cuumesi CIIIIP Ha 3acadax IEI-mexHonozii. [losHull yuka o6pobku 93 379 psadkie mesemempii 3atimae 6,4 ceKyHOUu Ha
cmaHndapmHomy o6aadHanHi. Cunmesoeawa CIIIIP docsiena Hynb080i nomuaku dpyzozo pody (f = 0) Ha emani Hag4aHHs ma
idenmugpikyeasa npuxosaHy amaky Data Exfiltration y 61,1 % mecmoegux sekmopis 6e3 #00H020 XUOGHO20 CNPAY8aHHS HA
HOpMAAbHOMY Mpagiky.

Katouosoro eidminHicmio € iHmepnpemosaHicmb pilleHb: KojcHe NonepedyiceHHs CUCMeMU NOSCHIOEMbCS Yepe3 KOHKpem-
HI 8i0xu/1eHHs1 no8ediHKO8UX 03HAK 8i0 emasioHy HOpMU Yy GIHApHOMY npocmopi, wo dossossie IT-cneyiasicmy 3a2aabH020
npoginto 3po3ymMimu npuHUHY cnpaylo8aHHs 6e3 2AU60KUX 3HAHb 3 MAWUHHO20 Ha84aHHs. Cucmema Haaexcums 0o Kaacy
Explainable Al, Ha 8idmiHy 8id Henpo3opux Transformer-apximexkmyp.

Pe3ynsmamu nosicHioomucsl iHgpopmayiiiHum kpumepiem Kyrebaka ma onmumizo8aHor cucmemor KOHMpoabHUX 00-
nyckis, ujo popmye 2eoMempuUYHO YiMKI MeXci MIXC KAacamu HOpMAaAbHOI N08edIHKU ma aHOMAIL.

IlpakmuyHe sukopucmauHs € doyinbHuM y komnauisx MCE, wo sukopucmosytome Microsoft Office 365, 3a ymos eidcym-
Hocmi gudineHozo SOC-yeHmpy: cucmema nompe6ye MiHIMAAbHUX 064UCAHBANBLHUX Pecypcie, He sumazae cneyianizoeaHoi
iHppacmpykmypu ma 3ab6e3nevye npo3opy apeymMeHmayito KojXcHo20 piuleHHs 0151 HemexXHi1H020 NepcoHay.

Kawuosi cioea: inmeaekmyaavHull aHaniz daHux, iHpopmayitiHo-ekcmpemabHa iHmeneKmyaabHa mexHoa02is, oyi-
HHBAHHSA PYHKYIOHANbHOT eghekmugHOCMI, 8USI8AEHHS AHOMAIT, Kibepbe3neKa.

Abstract

The object of the study is an intelligent decision support system (DSS) for cyber threat detection in Microsoft Office 365
audit logs, designed to meet the operational constraints of small and medium-sized businesses (SMBs).

The problem addressed is the lack of accessible tools for detecting covert cyberattacks in organizations without a dedicated
cybersecurity team. Existing deep learning-based solutions demand substantial computational resources and operate as
opaque black boxes, whose outputs a non-specialist analyst can neither verify nor explain to management.

The core result is the development of a four-stage preprocessing pipeline, 0365 IEI-Pipeline, and the synthesis of a DSS
based on Information-Extreme Intelligent Technology (IEIT). The complete processing cycle for 93,379 telemetry records takes
6.4 seconds on standard hardware. The synthesized DSS achieved a zero type-Il error rate (f = 0) during the training phase and
successfully identified a covert Data Exfiltration attack in 61.1% of test feature vectors with no false positives on normal traffic.

The key distinguishing feature is decision interpretability: every system alert is explained through specific deviations of
behavioral features from the reference norm in binary space, enabling a general-purpose IT specialist to understand the reason
for each detection without deep knowledge of machine learning. The system belongs to the Explainable Al class, in contrast to
opaque Transformer-based architectures.

The results are attributed to the Kullback information criterion and an optimized tolerance control system, which establishes
geometrically well-defined boundaries between the normal behavior and anomaly classes.

Practical application is advisable for SMB companies using Microsoft Office 365 in the absence of a dedicated SOC: the
system requires minimal computational resources, demands no specialized infrastructure, and provides transparent, human-
readable justification for every decision to non-technical staff.

Key words: intellectual data analysis, information-extreme intellectual technology, functional performance evaluation,
anomaly detection, cybersecurity.
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1. Bctyn. OgHUM i3 mepcrneKTUBHUX HanpsMiB MifBHILIeHHS epeKTUBHOCTI Kibep3axucTy KOpnopaTHB-
HUX iHopMaLilHUX cucTeM, 10 GPYHKIIOHYIOTh 332 YMOB anpiopHOi HEBU3HAYEHOCTI Ta /il HEKOHTPOJIbOBA-
HUX 30BHiIIHIX $aKTOPiB, € po3p06IeHHS IHTENEKTYaJbHUX CUCTEM MiATPUMKHU NPUUHATTA piwens (CIIIP)
Ha 3acafiax MallMHHOTr0 HaB4YaHHA. CydacHi NiinpreMCTBa 10eHHO reHepyoTh MacCUBHU TeJleMeTpii, 1o mij-
MaJlaloTh i/ KaTeropito Benukux AaHux (Big Data): »kypHanu pgoctyny SaaS-nuiatdopm, nozii onepaniiiHux
TexHoJsorid (OT), MeTpukU cepBepHOro obJsiasiHaHHA Ta Tpadik npuctpois loT.

TunoBuM npukiazoM € xMapHa miatdopma Microsoft Office 365. Opranizanis 3i mrratom y 50 kopucry-
BauiB 37aTHa reHepysaTtu Big 40 000 go 2 000 000 psjkiB ayauT-noAid Ha 706y, KOXKEH 3 SKUX OMHUCYETh-
cs1 moHax 100 pi3sHOTUMHUMU O3HAKaMU: BiJj 6iHApHUX MapKepiB A0 ckiaagHuX JSON-06’€KTiB Ta OBITBHUX
TEKCTOBUX PsAAKIB. 3aCTOCYBaHHSA TPAAULiHHUX CUTHATYPHUX CUCTEM BHsABJIEHHsS BTOprHeHb (IDS) abo cra-
TuyHUX SIEM-nipaBui1 /151 aHai3y Takux c1abopopmanisoBaHUX MOTOKIB € BKpak HeeeKTUBHUM, a pyYHHUH
aHaJli3 MPaKTUYHO HEMOXXJIMBUM.

[Ipo6sieMa € 0COGIMBO TOCTPOIO /JIs MiJIPUEMCTB MasIoro Ta cepesiHboro 6i3Hecy (MCB), ne BigcyTHi Bu-
nineni SOC-ieHTpH Ta BesIMKI KOMaHAX QaxiBIiB 3 Kibep6e3neKd. 3a JaHUMHU aHAJITUYHUX 3BiTiB rajyai, mo-
Haza 60 % kiGepiHuaeHTiB y cekTopi MCB 3anuimaroTbcst HeBUsIBJIeHUMU ToHaZ, 200 AHIB, 110 MOSCHIOETHCA
He BiJICYyTHICTIO JaHUX, a BiICYTHICTIO iHCTPyMeHTIB iX iHTepnpeToBaHoro aHasizy. ToMy po3po6ka JOCTYITHUX,
po30pux i pecypcoepeKTUBHUX CUCTEM BUSIBJIEHHS aHOMaJIiH € aKTya/IbHOI0 HAyKOBO-NMPAKTUYHOIO 33/5a4€el0.

3HavyHa KiJIbKiCTh 0C/ipKeHb cGOKYyCOBaHa HAa 3aCTOCYBAaHHI apXiTEKTYp MIMOOKOr0 HaBYaHHS, 30KpeMa
pekypeHTHUX HeHpoHHUX Mepex (LSTM) Ta mozeneit Transformer, a1 aHa1isy moToKoBOI MepekeBoi TeJie-
Metpii [1, 2, 3]. [IpoTe Taki cucTeMU XapaKTepPHU3YIOThCS CYTTEBUMHU NPAKTUYHUMU HeJI0JiIKaMU: BUMaramThb
3HAYHUX 00YMC/II0BAJIbHUX PECYPCiB, € BPa3JIMBUMHM /10 3MarasbHux aTak (Adversarial ML) i dyHKIiOHYIOTD
SIK HEIPO30Pi «40pHi CKPUHBKMW», PillleHHs IKUX aHa/IiTHK 6e3 npodibHOI MiATOTOBKM He 3/jaTeH Hi nepesi-
pUTH, Hi NOSICHUTH KepiBHULTBY [4, 5].

Ha mpoTuBary mMeTojaM «4OpHOI CKPUHBKW», ¥ chepi mpakTHUHOI KibepOGe3neKku CTPiMKO 3pOCTaE Io-
Tpeba y mpo3opomy mtydyHoMmy iHTesekTi (Explainable Al, XAI) [4, 5]. AHaniTuku SOC-ueHTpiB Ta IT-cme-
uiasicty 3arajJibHOrO Mpogia0 MOBUHHI PO3yMITH JIOTiYHY NPHUYMHY KOXKHOTO CIIPAIlOBAaHHS CHCTEMHU.
IHpopmanifiHo-ekcTpeMasbHa iHTesNeKTyasbHa TexHoJsorisg (IEI-rexHosioris]) 3a CcBO€ MaTeMaTHUYHOIO
NPUPOJIOI0 HaJNIEXKUTh A0 Kjaacy XAl: BoHa [J03BoJiss€ MoAcHUTH KoxkHe pimeHHs CIIIIP 4epe3 reome-
Tpito rinepchepuyHUx KOHTEHHepIB KJaciB y 6iHapHOMy mpocTtopi o3Hak [6, 7, 8]. [Ipu yboMy HaB4YaHHS
y peAyKoBaHOMY GiHapHOMY MPOCTOPi BUMara€e Ha MOPSAAKHA MeHIle 064YHUCIIBAIbHUX PeCypCiB MOPiBHSAHO
3 Transformer-apxiTekTypamu.

Haz3Bu4aliHO BaXKJIMBUM acleKToM po6oTH 3 TesieMeTpieto Big Data € 3a6e3nedyeHHss koHimeHiHHOCTI
(Privacy-Preserving) [9]. [Ipsima 06po6ka cupux KypHauniB 0365 Hece pu3WKHU JeaHOHIMi3anii yepe3 TpaH-
3aKLiiHI ifeHTHiKaTOPH Ta KOpesAlniliHI MiTKH. MaTeMaTUYHO OOGI'PYHTOBAHI NpoLleAypU peAyKIlii mpocTo-
py 03HaK BUCTYNAIOTh He JIMLIE iIHCTPYMEHTOM NO/0JIaHHA «IIPOKJIATTSA PO3MIpHOCTI», ajle i MexaHi3MOM 3a-
XUCTY NepCOHANbHUX JaHHUX.

HesBaxkaroun Ha ycmiuiHe 3actocyBaHHs |El-TexHosoril y 3ajayax ncuxoemouiHoi giarHoctuku [10],
posmizHaBaHHS esleKTpoMiorpadiyHux 6iocurHa/iB 3a po3piKeHMMHU HaBYaJIbHUMHU MaTpuusamu [11], inTe-
JIEKTYaJIbHOTO aHaJli3y SIKOCTi OCBITHBbOr0 KOHTEHTY [12], nuTaHHs ajanTalii jpboro ¢popmasnizoBaHoro ama-
paTy [0 aHaJi3y reTeporeHHUX KypHasiB [T-ayAUTy 3aJUIIA€ETbCA HEJJOCTAaTHBO AOCHII)KeHUM. 30KpeMa, He
pO3B’sI3aHOI0 € 33/ja4a Mo/i01aHHA GeHoMeHy besnMana («mpoksTTS po3MipHOCTi») npu 3actocyBanHi [EI 1o
MacuBiB Big Data HaBUCOKOI pO3MipHOCTI Ta CTPYKTYPHOI reTepOreHHOCTI.

MeTo10 AOCHiAKEHHS € NiJBUllleHHS QYyHKI[iOHAIbHOI eQeKTHBHOCTI po3ni3HaBaHHS aHOMaJIi y Macu-
Bax Big Data misixoMm iHdopmauitHoro anasnisy i cuntesy CIIIIP y pamkax IEI-TrexHosoril. Lle gacTp Mox/u-
BicTb 3a6e3meUnTH iHTepIpeTOBaHE BUsIBJIEHHS IPUXOBAaHUX Kibep3arpos Ha nignpuemcrBax MCh 6e3 Heo6-
XiIHOCTI 3a/1y4eHHs By3bKonpodiapHUX paxiBLiB 3 MAIIMHHOIO HABYAHHSI.

1 mocsiTHeHHST MeTH OyJIM MOCTaBJIeH] Taki 3ajayvi:

1. Po3po6buTy MeTO/ Ta aJIrOPUTM KOMIIOHYBaHHSI HaBYaJIbHOI MaTPHIli 3 ypaxyBaHHAM CTPYKTYpHOI re-

2. JlocaigyMTy BIJIMB 4acoBoi arperatii BeKTopiB-peasiszalniii Ha $opMyBaHHS reOMEeTPUIHUX MeX KJIaciB
po3ni3HaBaHHA Ta BU3HAYUTHU ONTHUMa/IbHY IIMPHUHY YaCOBOTO BiKHa T.

3. O6rpyuTyBaTH Bu6Gip iHpopmarifiHoro kputepito ¢yHkiioHanbHOoi edpektrBHOCTI (KDPE) Ta peasnizysa-
TH QJITOPUTM IapaJieibHOI onTUMi3anil cucteMu KOHTpobHUX fJonyckiB (CK/).

4. 3pificauty iHpopmaniiiuuii cunte3 CIIIP Ta mpoBecTH ii exk3aMeHaliiHe TeCTYBaHHS Ha NMPUKJIAA
inenTudikauii npuxoanoi ataku Data Exfiltration y motokax »kypnasniB Office 365.

2. Marepianu Ta metoau. O6'eKTOM AOCJiXKeHHs € mporec iHpopmaniiiHoro cuntesy CIIIIP aas Buss-
JIeHH$I Kibep3arpo3 y MacuBax TesieMeTpil xMapHoi muiatdopmu Microsoft Office 365.
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OcHoBHa rinmoTesa AOCHi[KeHHS MOJIATa€ B TOMY, 110 MOCJIiJJOBHE 3aCTOCYBaHHA €BPUCTUYHOI pefyKIil
MPOCTOPY O3HAK, FeTEePOreHHOr0 KOAyBaHHSA aTPUOYTIiB Ta ONTHMaJ/bHOI 4acoBoi arperauii BeKTopiB-peaJti-
3anii 103BOJISIE yCYHYTH MaTeMaTHU4YHi ooMexeHHs 1El-TexHosiorii B yMmoBax Big Data Ta 3a6e3neuuTu Haili-
He PO3BeJIeHHs KJaciB po3ni3HaBaHHs y 6iHApHOMY MpPOCTOpi 03HAK.

[IpuiHATI CIPOILEHHS Ta NPUINYLEHHS: yCi JaHi € CHHTETUYHO cpOPMOBAHUMH CIleljaIbHO PO3P06JIEHUM
reHepaTopoM, 1o BiaTBoproe cTpykTypy 0365 Audit Log API 3i 108 peanbHUMU MOJIAMHU Ta MOBEAIHKOBUH
natepH ataku Data Exfiltration. BukoprucTaHHsI CHHTETHYHUX JJAHUX € Tajly3eBUM CTaHZAPTOM B aKafeMiy-
HUX JOCTiDKeHHX 3 Kibep6esneku [1] i o6ymMoBieHe o6MexeHHAMH KOHieHLiHHOCTI mpu po6oTi 3 peasib-
HUMHM BUPOOGHHUYMMH KypHasiaMU. [eHepaTop BiATBOpPIOE: raycoBUM 4acoBHH Npodiib aKTUBHOCTI 3 MiKOM
08:00-18:00; moBeninkoBui naTepH artaku Data Exfiltration y Burisifi aHoManbHOro 3pocTaHHS MOKA3HUKA
FileDownloaded y 11-17 pasiB. 3arajibHU# 06CAT BXiTHOTO MOTOKY cKJIaja€ 93 379 psajkiB 3a 48-roguHHUH Tie-
piog (mpu6ausHo 45 000 noziit Ha K06y fJia 8 KopucTyBadiB). AsdasiT kiaciB po3nizHaBaHHs: () = {w1, Wy}, Ae
w1 — 6a30BUH KJIaC HOPMAaJTBHOI J1iJIOBOI aKTUBHOCTI, W), — KJIAC aHOMAJTbHOI 3JIOBMHUCHOI TTOBE/[iHKU.

TeopeTHYHOI OCHOBOIO JOCJI/PKEHHS CIYTyeE MaTeMaTUYHUH anapat IEl-TexHostorii, po3po6sieHuit Hay-
koBoto mkosiow [losouma A. C. [6, 7, 8]. ¥ paMKax LbOT0 amapaTy Mpoliec MepeTBOPeHHs] HaBYa/IbHOI Ma-
TpuLi AiHCHUX 3HAYeHb Y GiHAPHY MaTPHULIO 3/1iICHIOETHCS HAK/IaZAaHHIM CUCTEMH KOHTPOJIbHUX JIOMYCKiB
(CK/) Ha koxHY i-Ty 03HaKy po3nizHaBaHH# (1, 2):

?’:EZYM‘ VDi:171+5' NDi:Yi_S 1)
nwj
. 1, 0eND, <Y, (j)<VD,
K,y e @
, I[Hakwe

Zle § - mupuHa NoJIs AOMYCKiB, o mifuisarae ontuMisanii; VD; Ta ND; - BepxHii Ta HHKHiN fomycku CK/IL.
OniHtoBaHHS QyHKIiOHAIBHOI e)EeKTUBHOCTI pO36UTTS NPOCTOPY O3HAK HA KJIaCH po3Mi3HaBaHHA 3/iHc-
HIOETHCSA 3a iHpopMmariiHoIo Mipoto Kysnnb6aka [6] (3):

1 {Zn—KZ—K3+s
2 3%

E, =11 (n-K,-K
KT 0g K,+K, +¢ (n-K, 3)} (3)

Jle n — KiJIbKiCTh BEKTOpiB-peasizaniil y HaByaibHii BU6ipLi; K, — KisbKicTb XMOHUX po3Mi3HaBaHb BJIACHUX
peanizaniii; K3 — KinbKicTb XMOHUX po3Mi3HaBaHb 4yXKUX peasizaniii; € = 0,1 - napameTp peryaspusauii. Po-
6oua 30Ha KOE BU3Havya€eThco K CYKYNHICTb pafiiyciB KOHTeWHepiB, /ie JOCTOBIPHOCTI po3ni3HaBaHHS nepe-
BulLy0Th 0,5, a caM pajiyc He epeBULIYE MiXKETaJIOHHY Bi/ICTaHb.

Jns cTpykTypHO-nlapaMeTpuyHoi izeHTHdikanii CIIIIP 3acTocoBaHO aJropyuTM mnapasjieIbHOr0 HaBYaHHS
[13]. OnTuManbHe noJsie JONycKiB 6* BU3HAYa€EThCS LIJISAXOM iTepaliiiHOro nepebopy 3HayeHb, 1[0 MaKCUMi-
3y1oTh ycepegHeHuit KOE no Bcix knacax (4):

. 1
8 =argmax, {M;maxdEWZkEk(d)} 4

Jis BupimeHHs 3aza4i 1 3anponoHoBaHoO 4-eTanmHUN KOHBeEpP nonepeHboi 06pobku 0365 IEI-Pipeline,
peasizoBaHuM y BUIIAALI €auHoro Python-ckpunty. BXifHu# noTik XapakTepyu3yeTbCcs TaKUMHU IapaMeTpa-
mu: N = 108 o3Hak pisHoro tuny, 93 379 psazkis 3a 48 roguH, 8 cy6’ekTiB MoHiTOpUHTY. KOHBE€Ep f0J1a€ 1wicTh
KJII040BUX o6MexxkeHb IEl-TexHosoril B yMmoBax Big Data: mpok/sATTs po3MipHOCTi, He4ucI0Bi 03HAKH, Pi3Hi
IIKaJIX BUMipIOBaHb, HAZAMIpHA rpaHyJISAPHICTb 4acoOBOI0 psi/y, He36aJaHCOBAHICTh KJIACIB Ta KOHLENTYyalb-
HUH ipeld TenemeTpii.

CTaTUCTUYHUH KOHTPOJIb iIHTEHCUBHOCTI nMOTOKY (eTan 1) 34iHCHIOETHCSA 3a JOMOMOTO0I0 ZIBOX B3aEMO/[0-
MOBHIOBaJIbHUX HeNapaMeTpUYHUX KpuTepiiB. Kpurepiit Banbna-Boabdogina nepesipsie cranionapHicTh 3a
KisbKicTIO cepili BiiHOCHO MeaiaHu (5):

7= b poz(1-0(2)) 5)

ne R - kinbkicTb cepiit y Bubipui, p® i o® - TeopeTuuHi ouikyBaHHs Ta cepefiHbOKBaJpaTUYHE BiJXUIEHHS.
KpuTepiit @inepa nopiBHIOE JIOKaJbHY JUCIEPCiI0 KOB3HOIO BiKHA 3 [V1I06a/bHOIO AUCIIePCi€lo MOTOKY (6):

F=—p, p=1-Fy(F;df, df,) (6)

Tpurep aHomauii 1je ofHOYaCHE BUKOHAHHSA YMOB Py, <0,05 Ta ppy.. <0,05 npu Gl >cz,g,, .
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EBpucTHYHA peAyKIis NpocTopy 03HAK (eTan 2) 34iHCHIOEThCA ¥ Ba KPOKH. [lepiinii - e BUjaIeHHS 3a
cnuckoM BukJoueHb (Blacklist): Tpansakuiiini ifentudikaropu (GUID, Correlationld, Tokenld), Texniuni me-
TaZiaHi Bepcii, BkaageHi J[SON-ctpykTypu - 44 atpubyTtu. Blacklist-dinprpanis Bukonye nogifiny pyHkIio:
ycyBae aTpubyTH 6e3 KiacudikaniiiHoro curassy Ta BUAaJsie npsMi nepcoHanbHi ineHTHdiKaTOpH, peasisy-
109M 6a30BUH MexaHi3M Privacy-Preserving [9]. [lpyruii Kpok - aBTOMaTH4He BU/IaJIeHHsS aTPUOYTIiB 3 HYJ/bO-
Boto aucrepciero (koHcTaHTH Ta 100 % nmopoxkHi nosist) — 24 atpubyTy. Pe3ysbraT: 3MeHIIEHHS] pO3MipHOCTI
3N =108 go N = 32 (ckopodenHs Ha 70,4 %), onepaTUBHA NaM’siTb 3MeHUIyeTbcsA 31 156 MB 10 47 MB.

[eTeporeHHe KolyBaHHS aTpUOYTIB (eTam 3) 3aCTOCOBYEThCA AMdepeHLiHOBAHO 3aI€KHO BiJj KapAUHA/b-
HocTi o3HakK (Tabunus 1). Kputnynum € oomexxenHss OHE go Top-30 kaTeropii: 6e3 JiiMiTy aTpubyT 3 TUCAYA-
MU YHiKaJIbHUX 3Ha4eHb MOPOJMB 6 TUCAYi GiHApHUX CTOBIILIB i TOBEPHYB NMP06IeMy HaiMipHOI pO3MipHOCTI.

Tabaung 1
MappyTuU3aTop MeTOAiB reTepoOreHHOro KoAyBaHHs 0O3HAK po3Ni3HaBaHHA
MeToj, KOAYBaHHA Kpurepiii 3acTocyBaHHA IIpuknaau o3Hak 0365

KapauHanbHicTb < 30; ceMaHTHUYHO YiTKi

One-Hot Encoding (OHE) ResultStatus, IsManagedDevice

Kareropii
YacroTtHe koayBaHHs (Freq) KapaunanbHictb > 30; pigkicTs = aHoMasnis ClientIP, UserAgent, Operation
Feature Hashing HeckiHueHHa KapAHHaJbHICTb; PAAKU SiteUrl, Objectld, FileName

YacoBa arperatis BeKTopiB-peaJsizanii (etan 4) 34iHMcHIOETbCA y BikHa QiKCOBaHOI LIMPUHMU T [/ KOX-
Horo cy6’ekTa. [lopoxHi BikHa 6€3 aKTUBHOCTI 3alIOBHIOIOTHCSI HYJIbOBUM BeKTOpOM (Zero-Padding), 36epira-
104u 6e3nepepBHiCTb YacoBOTO psAAy (7):

Y(C)(t):O,ﬂKoneL:userl:c,tler:O (7

m

PilleHHs 1110/10 KJ1AaCOBOI HaJIEXKHOCTI KOXHOTO HOBOTO BeEKTOpa-peaJizalii X, NPpUUMaAETbCA HAa OCHOBI
¢dyHKIil HasnexxHocTi (8):
d(x,i ® xe)
be=1-mt ®)
dk
Jle X*, — eTaJIOHHUH BeKTOp K-ro Kiacy; d*, - onTumanbHui pajiyc Horo KoHTeHHepa; @ - onepanisg XOR (Bia-
cTaHb XeMMiHra). PimeHHs: k" =argmax,, , AKio maxp, >0 ; inake NAN (nosa andasiToM kjaciB).

O6GuuciroBasbHA peanisallis KOHBeEpa BHUKOHaHa MoBok Python 3 BuUKopucTaHHSAM 6i6sioTek pandas,
numpy Ta scipy. [lapanenbna ontumizanis CK/| peanizoBana 3aco6amu multiprocessing. TecToBe cepeoBuiie:
CTaH/JJapTHUM NEePCOHAIbHUI KOMIT'I0Tep 6e3 creljiai3oBaHoro 06/1aiHaHHSA AJ151 MAIIMHHOTO HAaBYaHHSI.

3. Pe3ysibTaTH Ta 0GrOBOPEHHS.

3.1. Po3po6Kka MeTOoAy KOMIIOHYBAaHHA HaBYaJIbHOI MaTpuLi. 3a pe3ysibTaTaMH peaJisalii 4-eTamHoro
KOHBeepa normnepeaHbol 06po6ku 0365 [EI-Pipeline oTpuMaHO cTpyKTypoBaHy HaBYa/ibHYy MaTpHUILIO, MPH-
JlaTHY JJist 06po6ku 3acob6amu IEl-TexHouiorii. [loBHUE UK 06po6ku 93 379 psaakiB x 108 o3Hak 3aiiMae
6,4 ceKyH/I1 Ha CTaHJJapTHOMY 06J1a/{HaHHi.

Knro4oBUM pe3ysnbTaTOM eTaly eBPUCTUYHOI pefyKUil € 3MeHLIeHHS pPO3MIpHOCTI HPOCTOPY O3HAaK
3 N =108 no N = 32 (ckopoyeHnns Ha 70,4 %). [Ipu uboMy MiKeTasioHHA BiJicTaHb XeMMiHra, sika npu N = 108
BUpoLKyBasacs 7o dc — 0 yepe3 peHomeH BesmaHa, micsis peyKiii Haby/1a MPaKTUYHO 3HAYYIOTO PiBHSA dc = 7.
Ha BizMiHy BiJ MeTOZiB aBTOMaTHYHOTO BiJI00PY 0O3HAK Ha OCHOBI B3aEMHOI iH$opMmalil [14] Ta apxiTeKTyp riu-
6okoro HaBuaHHA TUNy Transformer [15], 3anponoHoOBaHWH Ni/Xil He NOTPeOy€e HaBYAIbHUX MIiTOK Ha eTari pe-
JYKIii, 10 € CyTTEBOIO MIepPeBaroo y peaibHUX YMOBaX 3 00MeKeHOI0 KiJIbKICTIO pO3MiYeHHX IaHUX.

CxeMy 3alpOIIOHOBAHOT'0 KOHBEEpA HaBeZleHO Ha pUcyHKy 1. BaxuinBo, mo Blacklist-dinbrparis BukoHye mo-
JIBiliHY QYHKIIiI0: ycyBae aTpubyTH 6e3 KiacudikaliiiHoro curHaay Ta BUJIAJIsIE IPSIMi IepCOHAbHI ijleHTHdiKa-
Topu (Objectld, AADTenantld, MailboxOwnerSid), peanidytoun mMexaHi3m Privacy-Preserving [9]. Lle € BaxnBuM
acneKkTOM MPU PO3rOPTaHHI CUCTEMU B yMOBaX Jil peryJIsTOPHUX BUMOT 1110/I0 3aXUCTy NEePCOHATbHUX JaHHUX.

{ ) { 3\ 4 3\ { 3\ 4 3\ { 3\
Kypuan dinanbHa
noii MaTpuLs
" Craructiy
Office 365 _— At
Penyxitis Yacosa HaBuatHA
93 379 KOHTPOJTH AYKIL Komysanms . .
: . 03HaK arperartist *Po3mip:
PAAKIB iHTEHCHBHO 4608 x 63
108 cTi
KOJIOHOK
. 7 . 7 . 7 \ 7 . 7 \ 7

Puc. 1. KonBeep nonepeanboi 06po6ku 0365 IEI-Pipeline
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3.2. lociykeHHs BIUIMBY 4acoBoi arperauii Ha IKicTb HaBYaHHS. BcTaHOBJIEHO, 1110 3aCTOCYBaHHA CTaH-
JIapTHOI rPaHy/ISIPHOCTI T = 5 XB € XMOHMM PillleHHSIM: IOBe/liHKa Cy6'€KTa Ha TAKUX KOPOTKHX BiZ[pi3Kax € BKpai
HeCTabiIbHOI0, BHYTPITHbOKJ/IACOBUH PO3KHU/T € HAIMIPHUM, a €TAJIOHHI BEKTOPU JIBOX KJIACiB MaTEMaTHUYHO 36i-
ratotbcs (dc — 0). Tabsnug 2 AeMOHCTPYE 10 3aJIEXKHICTh KiJIbKICHO Ta 06IPYHTOBYE BUGIp T* = 2 rof IK ONTH-
MaJIbHOT'O 3HaY€HHS.

Tabaung 2
3asiexkHicTb sikocTi HapyaHHA CIIIP Big mupuHM BikHaA arperauii t
BikHO T BeKT./cy6'ekT dc mix PoGoua sona Anomanii IlpuaaTHicTh
1y KJIacaMu WZ (EXAM) PHA
5 xB (BuxifHe) 576 0-1 BincyTna - Henpupatne
1ron 48 7-8 Byseka (1 ~50 % HecTtabinbHe
pANOK)

2 rof, 36 7 [upoxka [5..6] 61,1 % OnTrManbHe

3rof 16 13 [llupoxka [0..12] 61,1 % [IpuiitnaTHe
6 roj, 8 15 [Mupoxka 77,8 % MaJsio faHux
12 ropn 4 - BigcyTHa - 3aMasio JaHUuX

Burtonueni ataku Tuny Data Exfiltration (Slow and Low) MackyoTbcs mijg HopMaibHY POOOTY Cy6'EKTa,
$OpMYIOTh TUNIOBUH ABOTOPOUH eHHUH Podisb i € CTATUCTUYHO HEPO3PiSHEHHUMHU BiJj HOpMaJIbHOTO Tpa-
odiky (pucynok 2). Came Taki «Tuxi» aHoMasii ¢opMyroTh noTpeby y 3actocyBaHHi IEI-TexHoutorii f1a noury-
Ky NPUXOBaHUX 3aKOHOMIpHOCTeH y 6araToBUMipHOMY POCTOPi 03HAK.

Poznopin nopin (Arperauia: 5 xBunuH)
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Puc. 2. TunoBuii po3noaia noToky nogii 0365 3 ABOrop6um AeHHUM npodijiem

Arperanisg t = 2 roa /[03BoJisi€ MOBHICTIO YCYHYTH NpPo6JiEMy BUPOJKEHHS MiXKeTaJIOHHOI BijcTaHi
(dc=0mput=5xB—>dc=7nput=2roa) Ta popMye cTabijibHy HIHUPOKY pobouy 30Hy KOE WZ [5, 6].
Bubip 1 = 6 rox Ta T = 12 roj, nonpu 6inbuindi dc, € HEIPUHUHATHUM Yepe3 KPUTUYHO MaJly KiJIbKiCTh BEKTO-
piB-peaJtizaniit (8 Ta 4 BiANmOBiAHO), 110 YHEMOXK/IUBJIIOE CTATUCTUYHO 3HAYYILY OI[iHKY edeKTHUBHOCTI. [la-
HUH BUCHOBOK Y3TO/KYETHCS 3 TEOPETUYHUMHU NoJiokeHHsAMU |El-TexHoJtoril 111070 MiHiMa/bHO HEObXiAHO-
ro 06cAry HaBYa/IbHOI BUGipKHU [7].

3.3. Inpopmaniiiauii cunTe3 CIIIIP Ta omTuUMi3ania cMCTeMHU KOHTPOJBHHMX JAONYCKiB. HaByaHHS
CIIIP BuKOHAHO HA 2-TOJUHHUX MOBeJiHKOBUX Mpoodinsax cyb'ekra carol.white@contoso.com. CbopMoBaHO
ZBi HaB4aIbHI BUbGipku: X; (6a30BHI KJIac HOPMaJsIbHOI AiJI0BOi aKTUBHOCTI w4, N1 = 36 BeKTOpiB-peasnisariiii)
Ta X, (K/1ac aHOMasIbHOI MOBEAIIHKU W3, N, = 36 BEKTOpPiB-pealtizaniit). KockeH BeKTop-peasisallis OnUCyeEThCS
58 o3HakaMu po3ni3HaBaHHS.

Y npoueci ontTumisanii aJropuTM iTepaTUBHO PO3LIMPIOBAB CUMETPUUYHE MoJie AonyckiB §, dopmMyrouu
CK/l Ha koxHy 3 58 03Hak. OnTHMaJ/IbHE I0Jie JONycKiB cTabisizyBasocsa Ha no3Havli 6* = 8,5. Po3paxoBana
MiXKeTaJIOHHA KO/[0Ba BijicTaHb XeMMiHra dc = 7, onTUMasIbHUH pajiyc rinepcdepryHOro KOHTeHHepa Kaacy
artaku d* = 6. MakcumanbHe 3HaueHHs KOE nocarno Eatk* = 1,0005, ujo y Tepminax Teopil inpopmarii cBiz-
YUTb PO HAA3BUYANHO BUCOKY iHGOpPMaI[iHHY CIPOMOXKHICTb 06paHoi cucTeMU 03HaK. [0JIOBHUM pe3y/ibTa-
TOM € HyJIbOB€e 3HaUeHHsI IOMUJIKH IPyroro poAy AJs kiacy ataku (Ks = 0).

Ha pucynky 3 nokasaHo AuHaMiky nokasHuka FileDownloaded y nBox TecToBuX KJacax y mapHoMy ¢op-
Mati (TecT-HOpMa JiBOpy4, TecT-aTaka npaBopy4). [yis 6a30Boro KJjacy cepe/lHE 3HaYeHHs O3HAKHU CTa-
HOBUTb = 1,39 3aBaHTaXXeHb 3a BiKHO, TOAi K Ha ek3aMeHalilHil BuGipli Xekz 1ell MOKa3HUK 3pOCTaE
o = 20,83 (36inbmenHs y 15 pasiB). Came Taki BigxuneHHs BusaBstoThes CIIIIP yepes3 cucteMy KOHTPOJIb-
HUX JonycKiB §* = 8,5 y 6iHapHOMY NpOCTOpi O3HAK.
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Puc. 3. KinouoBa o3Haka aTtaku: FileDownloaded

Pe3aynbratu cunTe3y CIIIP HaBegeHo y Tabuii 3.

Tab6sung 3
Pe3ynbraTu cuHTe3y CIIIIP 3a IEI-TexHO/I0Ti€EI0
IMMapameTp CIIITP Ba3oBuii kjaac X; Knac araku X,
KinbkicTb BekTOpiB-peasizaniii n 36 36
OnTuMasibHe ToJie JOMYCKiB §* 8,5 8,5
MixxeTasioHHa BifcTanb dc (XeMMiHr) 7 7
OnTuManbHUHU pajiiyc KoHTelHepa d* 5 6
MakcumasnbHe 3HaueHHS KOE E* (Kynb6ak) 0,7898 1,0005
[lepiia gocToBipHicTb po3nisHaBaHHs Dy 0,6111 0,5556
Jlpyra focToBipHicTb po3nizHaBaHHsA D, 0,8889 1,0000
[TomMuJiKa nepioro pogy o 0,3889 0,4444
[Tomunka apyroro pozny 3 0,1111 0,0000
Po6oya 30oHa KOE WZ [ds..de] [5..6] [6..6]

3.4. Ex3ameHauniiiHe TectyBaHHA CIIIIP. 3 MeToio ABOCTOpOHHBOro BepHdikaliiHOTO TecTyBaHHS
chopmoBaHo /Bi He3sasexHi TecToBi BUbipku: Xekz (36 BekTOpiB-peasizaliii i3 mocujaeHUM NaTepHOM aTa-
k1) Ta Xnorm (36 BekTOpiB-peasizaliii HopMasbHOI [1iI0BOI aKTUBHOCTI). HasgBHICTH KOHTPOJILHOI TeCTO-
Boi BUOipKM Xnorm € HEOOXiJHOIO METO/L0JIOTIYHO YMOBOIO: MOJeJIb i3 CHCTeMaTUYHUM 3MileHHsM (bias)
3/laTHA reHepyBaTH XUOHI pillleHHs PO HAsABHICTb aTaKu Ha OY/b-AKUX BXiIHUX JaHUX.

Ha pucynky 4 HaBezneHo rpadiku yHKIiNA HanexxHoCTi pbase(t) Ta patk(t) /s 060x TeCTOBUX BUOIPOK.
Ha Bubipui Xnorm 6a3oBa $yHKLis HaleXHOCTI foMiHye y Bcix BikHax: pbase = —0,217>patk = —0,968 .
KopHe BiKHO He mepeTHHA€E HY/JBOBY MeXy KJjacy aTaku: 22 3 36 BIkOH oTpuMyloTh pimleHHss HOPMA,
14 - NAN. Ha Bubipui Xekz xaprtuna cumeTpuyHO iHBepToBaHa: patk = —0,111>pbase = —1,111,
Y 22 Biknax patk(t) nepeTrHae Hy/JIbOBY MeXy, reHepytouu pimenHss ATAKA.

3Be/ieHi pe3yJbTaTH JBOCTOPOHHBOI'O TECTYBAaHHS HaBe/leHO y TabinLi 4.

JIBOCTOpOHHE TeCTyBaHHA HIATBEPXKYE CHUMETPUYHYy KOpeKTHicTb Mogeui: CIIIIP  oxnako-
BO BIEBHEHO pO3Mi3HAE 00HABA MPOTUJIEKHUX CTaHW. PisHunms patk Midk gBOMa BUGIpKaMu CKJIafa€e
-0,111 0 (-0,968) = +0,857, 1110 KiJIbKiCHO BUpaa€ BiJICTaHb M’k CTaHAMH CUCTEMHU Y pocTopi GyHKIiH Ha-
JexkHocTi. [eHepasibHa rinotesa H; npo HagBHicTb crany Data Exfiltration migTBepmkeHa yepes 36ir n'stu
He3aJIeXXHUX iHAuKaTopiB: 15-kpaTHe 3poctaHHs FileDownloaded, $_atk = 0, E*_atk > 1,0, BepauktT ATAKA
y 61,1 % BikoH Xekz Ta HysiboBa yacTka ATAKA y Bu6ipri Xnorm.
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Puc. 4. dynkuii HasexxHocTi p(t) a5 BUGipoK X, orm Ta Xz

Tabauus 4
3BegeHa Ta6/1MLA pe3y/IbTaTiB ABOCTOPOHHbBOIO TECTYBAHHS
Iloka3HUK Xnorm (TecT-HOpMa) Xekz (TecT-aTaka)
KisnbKicTb BiKOH n 36 36
Bepaukt HOPMA 22 (61,1 %) 1(2,8%)
BepaukTt ATAKA 0 (0,0 %) 22 (61,1 %)
[To3a andasitom NAN 14 (38,9 %) 13 (36,1 %)
fi_base (cepenHe) -0,217 -1,111
pi_atk (cepenHe) -0,968 -0,111
Jlominytoya ¢yHKLis ubase patk
FileDownloaded (cep.) ~ 1,39 ¢aitniB/BikHO ~ 20,83 ¢aitniB/BikHO
Bepaukt CIIITP HOPMA ATAKA

[TopiBHsAHO 3 migxoaaMu Ha 6a3i LSTM Ta Transformer-apxitektyp [1, 2, 3], cunTe3oBaHa CIIIIP gemoH-
CTPY€E NMPUHIMIIOBO Pi3HY OOYMC/IOBAJIbHY CKJIaAHICTh: MOBHUM IJMKJ HaBYaHHA Ta TeCTyBaHHS Ha CTaH-
JlapTHOMY I1epCOHAJIbHOMY KOMIT'IOTepi He MepeBHUIIYE KiIbKOX XBUJIMH, TOJi SIK HaBYaHHS IJIMOOKHUX
Mogesielt noTpebye BuaiieHoro GPU Ta fecsaTkiB rogus. [Ipu ubomy koxHe pimeHHs CIIIIP moxe 6yTu nosic-
HeHe 4epe3 aHaJli3 6iTOBOI MacKU BiJlxUJeHb BiJj eTaJIOHHOT0 BEKTOPA, 1110 € IPUHIUIIOBOIO N1epeBaroo s
IT-cneniasicTiB 6€3 r/IM60KOI MiArOTOBKY 3 MallIMHHOIO HaBYaHHSI.

Jlo o6MexeHb JOCIi/PKEeHHS C1iJ BiJHECTH TakKi aclleKTH: No-Nepllle, HABYaHHS BUKOHYBAJIOCS HA CUHTe-
TUYHUX JJAHUX OJHOTO Cy6’'€KTa, TOMY /iJ11 IPOMMC/IOBOT0 BOPOBA/KEHHA HeoOxiiHa Bali/jallis Ha peaJlbHUX
BUPOOHUYUX KYpHaJax AeKiJbKOX opranisaniii; no-zpyre, aadapiT kiaciB po3nisHaBaHHSI 06MeXXeHUH [J[BO-
Ma kjacamu (M = 2), 110 He OXOILJIIOE BeChb CIIEKTP MOXJIMBHUX Kibep3arpos; no-TpeTe, NOTOYHA peaJisalis
nepesbayae KOB3He INepeHaBYaHHSA NPU KOHIeNTyalbHOMY JApeidi TeseMeTpii, 1110 BUMarae BU3HaYeHHS
ONTHMaJIbHOI cTpaTerii NepeHaBYaHHSA [Jisi KOHKPETHOI0 BUPOOHHUYOTO CepeloBUILA.

4. BUCHOBKHM. Po3po6sieHO Ta NporpaMHo peasi3oBaHO 4-eTanHUN KOHBe€Ep NonepeJHboi 06p0oOKHU TeJe-
MeTpii 0365 IEI-Pipeline. 3acTocyBaHHs1 eBpUCTUYHOI peAyKLlii J03BOINIO0 3MEHIIUTH PO3MIipHICTb NPOCTO-
py o3Hak 3 N =108 no N =32 (-70,4 %), ebexTuBHO nojo1aB1IM peHoMeH besimaHa Ta 36epirmu ceMaHTHY-
Hy iHpopMaTUBHIiCTh HaB4yasbHOI MaTpulli. [loBHUN 1K 06po6ku noHa 90 000 psAKiB BUKOHYETHCS 3a
6,4 ceKyH/l1 Ha CTaHAApPTHOMY 06JiaJiHAHHI 6e3 creljjiaji3oBaHOro anapaTHoro 3abe3snedyeHHs. BiaMiHHicTIO
BiZ mifxosiB aBTOMATUYHOIO BiI6OPY O3HAK € Te, L0 PeAYKIlis He MOTPeOye HaBYaJIbHUX MITOK, 1110 € NMpPaK-
THUYHOIO [TlepeBarolo B yMoBax 06MexeH0l pO3MiTKH.

ExcnepuMeHTa/IbHO [J0OBE/IeHO Ta MaTeMaTUYHO 0OI'PYHTOBAHO, 1110 YacoBa arperalisi BeKTOpiB-peasizawin
€ KPUTUYHUM eTaloM MiAT0TOBKU HaBYa/bHOI MaTpulli. BctaHOBJIEHO, 1110 arperariis 3 BikHoM T* = 2 roj nos-
HiCTI0 ycyBae npobJieMy BUPOIKeHHSI MixkeTasoHHOI BifcTaHi (dc = 0 npu 1 =5 xB = dc = 7 npu T = 2 rox)
Ta PpopMye cTabinbHy mUpoKy pobouy 30Hy KOE WZ [5, 6]. Lleit pe3yabTaT € KOHKPETHO KiJIbKiCHOIO peKo-
MeH/ALi€0 /15 MPAaKTUYHOTO PO3ropTaHHs cUcTeMU B yMoBax 0365.
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3piicneHo iHdopmaniiuuit cuHTe3 CIIIIP Ha 6a3i mapasesapHOro ajropuTMy HaBdaHHsA. OnTuMmizanis
CK/J (6* = 8,5) Ta paaiyciB konTeliHepiB (d*_base = 5, d*_atk = 6) 3a kpuTepiem Kynb6aka 3a6e3nedna ize-
aJIbHe PO3/iJieHHS KJaciB Ha etamni HaB4aHHA (3 = 0, E*_atk = 1,0005). 3Hauenns KOE nonay oguuuIo miz-
TBEPKYE AOCTATHIO iHPOopMaliiiHy CIPOMOXKHICTh CUHTE30BaHOI CUCTEMH O3HAK JJIs1 PO3pi3HEeHHs KJjaciB
HOPMaJIbHOI MOBE/[iHKU Ta aTaKH.

[IpoBesieHe IBOCTOPOHHE eK3aMeHalliiiHe TecTyBaHHs cuHTe30BaHol CIIIP migTBepano ii dyHKIioHANBHY
eeKTHUBHICTb Ta BiJICYTHICTb CHCTEMAaTHYHOTrO 3MiljeHHsA. CHcTeMa ychilHo ileHTHiKyBasa NpUXOBaHy aTa-
ky Data Exfiltration Ha He3asexHill TecToBil BuGipni 3 focToBipHicTio 61,1 % (22 3 36 BekTOpiB-peaJizanii)
MIpU HYJIbOBIN 4yacTii xu6HuX pimenb ATAKA Ha BuGipui HopMasibHOI akTHBHOCTI. CUMeTpist QyHKLINA Halex-
HocTi (Ap = 0,857) Ta yactok NAN (36-39 %) miATBepKYIOTh 36a/1aHCOBAHICTh JBOKJIACOBOTO IETEKTOPA.

3amponoHOBaHUH MiJXif € MpeMeTHO-He3a/leXXHUM: 6e3 3MiHU MaTeMaTH4yHoro sapa IEl-TexHosiorii BiH
MOXKe OyTH NOLIMPEHUH Ha aHaJsi3 KypHaJiB npoMuciaoBux cucteM (OT/SCADA), xmapHoi iHdpacTpykTypH
(AWS CloudTrail) Ta mepexeBoi Tenemetpii (NetFlow). [lepcnekTHBHUM HanpsIMOM MOJAJ/bIINX A0CTI/PKEHD
€ posmupeHHs andapiTy kaaciB po3nisHaBaHHsA (M = 5) mIsixoM BKJIIOYEHHS A0JaTKOBUX MAaTepHIB Kibepa-
Tak (Lateral Movement, Privilege Escalation, Brute Force) Ta peasizarnis MexaHi3MiB a/JanTHBHOTO ITepeHaB-
YaHHS IPU KOHIENTYyaJbHOMY Apeldi TeseMeTpUYHUX JaHUX.

KoH@aiKT iHTepeciB. ABTOpH AeK/IapyIOTh, 110 He MAaIOTh KOHQJIIKTY iHTepeciB CTOCOBHO JaHOTO J0CJIi-
JDKeHHs, B TOMY 9KCJIi GiHAHCOBOTO, 0COOMCTICHOTO XapaKTepy, aBTOPCTBA YH {HIIOT0 XapaKTepy, 0 Mir 6u
BIJIMHYTH Ha JI0CJIiPKEHHS Ta KOT0 pe3y/bTaTH, IpeJCTaBJIeHi B JaHil CTaTTi.

dinaHcyBaHHs. [lociipKeHHs npoBoAuiocs 6e3 GpiHaHCOBOI MiATPUMKH.

JocTtynHicTs AaHuX. [laHi 6yayTe HafaHi 32 06IPyHTOBAaHUM 3aKUTOM.

BukopucTaHHS 3aC06iB IITYYHOTO iHTEJ/IEKTY. ABTOPH MiATBEP/KYIOTh, 1110 HE BUKOPHUCTOBYBAJIH TEX-
HOJIOTIi IITYYHOTrO iHTEJIEKTY NPYU CTBOPEHH] Mpe/iCTaBJIeHOI pO6OTH.

BHecok aBTOpiB. K. €. [llamoHiH: KOHIeNnTyasi3alig, MeTOA0JIOTis, TpOorpaMHa peaJiisalis, NpoBeJeHHs
JlOCJTi/PKeHb, HANIMCAHHS opUriHasbHOro Tekcty; /J. B. [Ipusiena: HaykoBe KepiBHUIITBO, Bepudikaliis pe3ysib-
TaTiB, pelaryBaHH4, 3arajibHe yIpaBJIiHHA LOC/IIPKEHHAM.
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