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ecOnOmic  crime  aS  a  tHreat  tO  State 
SecuritY:  tHe  eSSence  anD  meanS  

OF  cOunteractiOn

Abstract. Economic crime is considered as a threat to state security, covering 
a set of different types of deliberate encroachments on economic relations pro-
tected by the state, regardless of ownership and activities of entities that perform 
certain functions in the field of production, exchange, service, and persons related 
to the regulation of this activity.

The spread of crisis in the economy of many countries in connection with the 
spread of the Covid-19 pandemic, the aggravation of political and economic re-
lations with Russia, the annexation of Crimea and the self-proclamation of new 
entities in Donetsk and Luhansk regions have led to rising economic crime and 
shadow economy in Ukraine. The consequences of economic crime for state se-
curity are so significant that they can be defined as determinants of the effective-
ness of the economic system of the state and the possibility of its existence in the 
future.
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Economic crime is a kind of catalyst for the formation of the state and institu-
tions of public administration. Accordingly, the methods of combating econom-
ic crime should be transformed, the legal mechanisms of public administration 
should be developed, the activities of state institutions, which are entrusted with 
the functions of detecting economic crimes and bringing perpetrators to justice, 
should be changed. In today’s globalized world, one of the effective means of com-
bating economic crime is financial investigations, which include a set of measures 
to combat embezzlement, cybercrime, corruption, tax evasion, money laundering, 
terrorist financing and more. The most common economic crimes in Ukraine and 
the world, which pose the greatest threat to state security, are outlined. A model 
of state-administrative aspects of preventing and combating economic crime as a 
threat to state security has been developed.

Keywords: economic crime, economic crimes, state security, counteraction to 
economic crime.

ЕКОНОМІЧНА  ЗЛОЧИННІСТЬ   
ЯК  ЗАГРОЗА  ДЕРЖАВНІЙ БЕЗПЕЦІ:   

СУТНІСТЬ  ТА  ЗАСОБИ  ПРОТИДІЇ

Анотація. Розглянуто економічну злочинність як загрозу державній без-
пеці, що охоплює сукупність різних видів навмисних посягань на економічні 
відносини, що охороняються державою незалежно від форми власності і ви-
дів діяльності суб’єктів, які виконують певні функції у сфері виробництва, 
обміну, обслуговування, а також осіб, пов’язаних з регулюванням цієї діяль-
ності.

Поширення кризових явищ в економіці багатьох країн світу у зв’язку з по-
ширенням пандемії COVID-19, загострення політико-економічних відносин 
із Росією, анексія АР Крим, самопроголошення нових утворень на території 
Донецької та Луганської областей спричинили підвищення рівня економіч-
ної злочинності та тіньової економіки в Україні. Наслідки економічної зло-
чинності для державної безпеки є настільки вагомими, що їх можна визнача-
ти як детермінанти дієвості економічної системи держави та можливості її 
існування в майбутньому.

Економічна злочинність є своєрідним каталізатором формування держави 
та інститутів державного управління. Відповідно до цього мають трансфор-
муватися методи боротьби з економічною злочинністю, розвиватися правові 
механізми державного управління, видозмінюватися діяльність державних 
інституцій, на які покладені функції виявлення економічних злочинів та 
притягнення до відповідальності винних осіб. У сучасному глобалізованому 
світі одним з дієвих засобів боротьби з економічною злочинністю є фінансо-
ві розслідування, які охоплюють комплекси заходів протидії розкраданням 
державних фінансів, кіберзлочинності, виявам корупції, ухиленню від спла-
ти податків, легалізації злочинних доходів, фінансуванню тероризму тощо. 
Окреслено найбільш поширені в Україні та світі економічні злочини, що ста-
новлять найбільшу загрозу державній безпеці. Розроблено модель держав-
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но-управлінських аспектів запобіганню та протидії економічній злочинності 
як загрозі державній безпеці.

Ключові слова: економічна злочинність, економічні злочини, державна 
безпека, протидія економічній злочинності.

ЭКОНОМИЧЕСКАЯ  ПРЕСТУПНОСТЬ  КАК  УГРОЗА 
ГОСУДАРСТВЕННОЙ  БЕЗОПАСНОСТИ:  СУЩНОСТЬ   

И  СРЕДСТВА  ПРОТИВОДЕЙСТВИЯ

Аннотация. Рассмотрена экономическая преступность как угрозу госу-
дарственной безопасности, охватывающей совокупность различных видов 
умышленных посягательств на экономические отношения, охраняемые госу-
дарством независимо от формы собственности и видов деятельности субъ-
ектов, которые выполняют определенные функции в сфере производства, 
обмена, обслуживания, а также лиц, связанных с регулированием этой дея-
тельности.

Распространение кризисных явлений в экономике многих стран мира в 
связи с распространением пандемии COVID-19, обострение политико-эко-
номических отношений с Россией, аннексия АР Крым, самопровозглашения 
новых образований на территории Донецкой и Луганской областей вызва-
ли повышение уровня экономической преступности и теневой экономики 
в Украине. Последствия экономической преступности для государственной 
безопасности настолько весомы, что их можно определить как детерминан-
ты действенности экономической системы государства и возможности ее 
существования в будущем.

Экономическая преступность является своеобразным катализатором 
формирования государства и институтов государственного управления. В 
соответствии с этим должны трансформироваться методы борьбы с экономи-
ческой преступностью, развиваться правовые механизмы государственного 
управления, видоизменяться деятельность государственных институтов, 
на которые возложены функции выявления экономических преступлений 
и привлечения к ответственности виновных лиц. В современном глобали-
зированном мире одним из действенных средств борьбы с экономической 
преступностью являются финансовые расследования, которые охватывают 
комплексы мер противодействия хищениям государственных финансов, 
киберпреступности, проявлениям коррупции, уклонения от уплаты нало-
гов, легализации преступных доходов, финансированию терроризма и тому 
подобное. Определены наиболее распространенные в Украине и мире эко-
номические преступления, представляющие наибольшую угрозу государст-
венной безопасности. Разработана модель государственно-управленческих 
аспектов предотвращению и противодействию экономической преступно-
сти как угрозе государственной безопасности.

Ключевые слова: экономическая преступность, экономические преступ-
ления, государственная безопасность, противодействие экономической пре-
ступности.
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Formulation of the problem. In re-
cent years, the criminalization of the 
economy has been clearly traced, has 
a manifestation of a social destructive 
process, the consequence of which is the 
spread of economic crime, a decrease 
in the level of socio-economic devel-
opment of the state, the vulnerability 
of the country’s economic system to 
constantly emerging internal and ex-
ternal threats. Negative geopolitical 
influences on Ukraine in the context of 
deepening economic crisis, ineffective-
ness of security guarantees of Ukraine, 
external dependence of the national 
economy cause Ukraine’s vulnerability 
and weaken its role in the international 
arena. The creation of conditions for 
the effective adoption of measures to 
counter systemic threats to the coun-
try’s economic security is possible only 
with their timely identification and 
further effective government policy to 
neutralize them. The aforesaid actual-
izes scientific research in the context 
of expanding the object of knowledge 
of the sciences of public administration 
in the field of ensuring the economic 
security of the state. So, today research 
of state policy in the field of combating 
economic crime as a threat to the state 
security of the state is needed. Analysis 
of recent research and publications.

In domestic economic science, the 
problems of determining threats to the 
economic security of Ukraine have been 
repeatedly raised in the works of a sig-
nificant number of domestic scientists, 
such as A. N. Bandurka, A. M. Boyko,  
A. F. Volobuiev, A. P. Zakaliuk, V. S. Ze- 
lenetskyi, O. Kalman, M. I. Kamlyk,  
A. N. Litvinov, I. Masliy, Yu. V. Or-
lov, V. M. Popovich, I. K. Turkevych,  
V. P. Filonov, S. S. Chernyavskyi,  

V. I. Shakuni, V. Yu. Shepytko and 
others. However, the rapid changes in 
the social and political life of Ukrai- 
nian society in recent years, armed con-
frontation in the eastern regions of the 
country, shocks caused by the spread 
of the COVID-19 pandemic, related 
crisis phenomena in the economy, the 
development of information and com-
puter technologies, negatively affected 
the prevalence of cybercrime in the eco-
nomic sphere, increased the relevance 
and necessitated a comprehensive study 
of economic crime as a threat to state 
security.

The purpose of the article is to 
highlight economic crime as a threat 
to state security as a basis for further 
development of effective measures to 
counter economic crime. This will make 
it possible to revise state policy in the 
context of preventing the causes of eco-
nomic crime and the formation of a set 
of measures for the development of a 
safe economic system of the state.

Presentation of the main mate-
rial. The development of the theory 
and methodology of public adminis-
tration in the field of combating eco-
nomic crime is extremely important in 
the context of ensuring the state secu-
rity of Ukraine. There is no doubt that 
economic crime in its various types and 
spheres is a factor of disproportion in 
the economic system, which in turn af-
fects the decrease in social stability in 
society. The international community 
pays close attention to the issue of eco-
nomic crime, in particular: “Threaten-
ing criminalization of socio-economic 
institutions, unfavorable tendencies in 
the growth of violence in the real and 
virtual world, crime, has a transnational 
character, necessitates knowledge of 
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the true state of affairs, assessment of 
the statistical parameters of this phe-
nomenon, presentation of a holistic pic-
ture of the factors of its invincibility. 
Because of this, the intensification of 
international activities aimed at deve- 
loping common approaches to combat-
ing crime is of paramount importance. 
The thesis is substantiated that the so-
lution of this problem requires specia- 
lized cooperation, combining the efforts 
of all countries with the aim of urgently 
forming under the auspices of the UN an 
information resource (Data Bank) on 
crime rates in the world, its individual 
regions and countries, and the activities 
of the justice authorities in this area, on 
the basis of an adequately comparable 
international classification of crimes for 
statistical purposes” [2, art. 223].

The worldwide survey confirms the 
negative impact of the economic and 
political crisis on the level of economic 
crime. The results of the Ukrainian sur-
vey coincide with the findings of the 
global report and confirm the growth 
of risks associated with economic crime. 
Therefore, identifying misconduct and 
preventing economic crime is critical to 
ensuring national security.

According to the Pricewaterhouse 
Coopers (PWC) survey of economic 
crime in the world, the level of econo- 
mic crime in the world is increasing by 
2020. In fig. 1 shows the main types of 
economic crime in the world in 2020, in 
particular, customer fraud, cybercrime, 
misappropriation of property, bribery 
and corruption, accounting/financial 
reporting fraud, procurement fraud,  
HR fraud, etc. ...

The fight against economic crime 
should become a special object of state 
administration in the field of ensuring 

national security. This is primarily due 
to the fact that the state as a social in-
stitution is entrusted with the task of 
regulating economic interests in soci-
ety, which in turn form the basis for the 
commission of an economic crime by a 
person. Public administration should 
ensure both the prevention and coun-
teraction of economic crime and estab-
lish mechanisms to combatit. 

The fight against economic crime as 
an object of government is a special com-
ponent of scientific knowledge. This is 
due to the fact that economic crime is 
the subject of research in various social 
sciences. We believe that the issue of 
economic crime is found at the intersec-
tion of the following areas of scientific 
knowledge, in particular: economic sci-
ences from the standpoint of influencing 
the development and safe functioning 
of economic systems of various levels; 
legal sciences in private legal regula-
tion of the fight against economic crime 
and the spheres and branches of law 
associated with their commission; so-
ciological sciences from the standpoint 
of the influence of economic crimes on 
the development of society; psychologi-
cal sciences from the standpoint of the 
formation of the psychological profile of 
the subjects of economic crimes; politi-
cal science from the standpoint of the 
development of political consciousness 
in the fight against economic crimes; 
military sciences from the standpoint of 
the influence of economic crimes on the 
military-economic security of the state.

To form the categorical apparatus of 
economic crime, we propose the follow-
ing interpretations of economic crime:

• economic crime as a socio-eco-
nomic phenomenon: economic crime is 
a socio-economic phenomenon, which 
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consists in socially dangerous activi-
ties carried out by participants in eco-
nomic relations for violations of legal 
activities or illegal activities and leads 
to violation of the interests of economic 
agents (state, business entities, popula-
tion, international partners and others), 
principles of economic freedom and im-
balance in public relations;

• economic crime as an object of 
criminal law: a type of criminal activity 
of a person or a group of persons who 
carry out socially dangerous acts in the 
field of economic activity for legal and 
illegal activities in order to obtain eco-
nomic benefits and violating the rights 
of others and leading to economic losses;

• economic crime as an object of 
state administration: Economic crime is 
an object of state administration, mani-
fests itself as a socio-economic phenom-
enon, is prosecuted by law, since it aims 
to obtain illegal economic benefits by 
a person or group of persons, an enter-
prise or other persons and is realized 
through legal and illegal economic ac-
tivity and provides influence on public 
relations, threatens the national secu-
rity of the state;

• economic crime as a threat to na-
tional security: economic crime is a 
threat to the national security of the 
state, because it affects socio-economic 
relations, which leads to an imbalance 

Fig. 1. review of economic crime in the world,  
conducted by Pricewaterhousecoopers (PWc) for 2020 [3, art. 4]
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in the economic system, the socio-eco-
nomic consequences of which cause 
risks to their security.

In general, the proposed approach 
makes it possible to take a comprehen-
sive approach to the study of economic 
crime, to form a theoretical and meth-
odological structure of state manage-
ment of combating economic crime and 
to determine its place in threats to state 
security.

We propose to consider economic 
crime as a threat to the state security of 
the state in the context of various types 
of state policy. We propose to group 
all crimes in the following areas: in the 
state and corporate sectors. In general, 
such interaction falls into the follow-
ing model of state and administrative 
aspects of preventing and counteract-
ing economic crime as a threat to state 
security (Fig. 2).

State security in the context of  
ensuring the interests of the state as an 
institution, regulates the interests of 
various public institutions, has a com-
plex internal structure, which is de-
termined by economic aspects. “Safety 
assessment includes assessments of:  
resource potential and opportunities for 
its development, the level of efficien-
cy in the use of resources, capital and  
labor and its compliance with the level 
in the most developed and advanced 
countries, as well as the level at which 
threats of an external internal nature 
are minimized, the competitiveness of 
the economy, the integrity of the terri-
tory of the economic space, sovereignty,  
independence, the possibility of con-
frontation, external threats, social sta-
bility and conditions for the prevention 
and resolution of social conflicts” [1, 
art. 77].

In general, the economic aspects of 
national security through the prism of 
economic crime can be characterized 
through the economic independence of 
the state and the stability and sustain-
ability of the economic system of the 
state. It is these two criteria that char-
acterize the relationship of economic 
security with other components of na-
tional security, namely: political, envi-
ronmental, military, social and others.

Conclusions. Summing up, it should 
be said that the article substantiates the 
properties of economic crime as an ob-
ject of public administration through 
the development of the categorical ap-
paratus by defining this phenomenon 
as: socio-economic phenomenon, object 
of criminal law, object of public admin-
istration as a threat to national security. 
Also, all economic crimes are grouped 
in the following areas: in the public and 
corporate sectors. In general, such in-
teraction is part of the developed model 
of public administration aspects of pre-
venting and combating economic crime 
as a threat to national security.
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