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ECONOMIC CRIME AS A THREAT TO STATE
SECURITY: THE ESSENCE AND MEANS
OF COUNTERACTION

Abstract. Economic crime is considered as a threat to state security, covering
a set of different types of deliberate encroachments on economic relations pro-
tected by the state, regardless of ownership and activities of entities that perform
certain functions in the field of production, exchange, service, and persons related
to the regulation of this activity.

The spread of crisis in the economy of many countries in connection with the
spread of the Covid-19 pandemic, the aggravation of political and economic re-
lations with Russia, the annexation of Crimea and the self-proclamation of new
entities in Donetsk and Luhansk regions have led to rising economic crime and
shadow economy in Ukraine. The consequences of economic crime for state se-
curity are so significant that they can be defined as determinants of the effective-
ness of the economic system of the state and the possibility of its existence in the
future.
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Economic crime is a kind of catalyst for the formation of the state and institu-
tions of public administration. Accordingly, the methods of combating econom-
ic crime should be transformed, the legal mechanisms of public administration
should be developed, the activities of state institutions, which are entrusted with
the functions of detecting economic crimes and bringing perpetrators to justice,
should be changed. In today’s globalized world, one of the effective means of com-
bating economic crime is financial investigations, which include a set of measures
to combat embezzlement, cybercrime, corruption, tax evasion, money laundering,
terrorist financing and more. The most common economic crimes in Ukraine and
the world, which pose the greatest threat to state security, are outlined. A model
of state-administrative aspects of preventing and combating economic crime as a
threat to state security has been developed.

Keywords: economic crime, economic crimes, state security, counteraction to
economic crime.

EKOHOMIYHA 3JIOYMHHICTb
AK 3AT'PO3A JEP;KABHIN BES3IIEII:
CYTHICTb TA 3ACOBUM IIPOTU/II

Anotaniist. Po3riistnyTo eKOHOMIYHY 3JI0YMHHICTD SIK 3arpo3y AepsKaBHill He3-
IelLi, 1110 OXOIIIOE CYKYIIHICTD PI3HUX BU/IB HABMUCHUX IIOCATAHb Ha €KOHOMIUHIi
BiJ[HOCHHH, 1110 OXOPOHSIOTLCA JePKABOIO He3asIesKHO Bijl hOpMU BJIACHOCTI i BU-
B IisIbHOCTI cy0’€KTIiB, SIKi BUKOHYIOTD IeBHi (YHKIT y chepi BUpOOHMIITBA,
06MiHy, 00CJIyTOBYBaHHsI, a TAKOK OCi0, TIOB'SI3aHUX 3 PETYIIOBAHHSIM ITi€T /Tistib-
HOCTI.

[TonupenHst KPU3OBUX SIBUIIL B €KOHOMIIli 6araThoX KpaiH CBITY y 3B’13Ky 3 0~
nmmperHsMm nanemii COVID-19, 3aroctpeHHs MO TUKO-eKOHOMIYHUX BiZTHOCUH
i3 Pociero, anekcist AP Kpum, camoriporosioiiieHHs1 HOBUX yTBOPEHb Ha TepPUTOPii
Jowerbkoi Ta JIyrancbkoi obsacteil CIIPUYMHNIIN TiIBUIEHHS PiBHS €KOHOMIY-
HOI 3JIOUMHHOCTI Ta TiHbOBOI €eKOHOMIKM B Y kpaini. Hacaifiku ekoHoMiuHOi 3J10-
YUHHOCTI JIJIsST IEPKaBHOT GE3IEeKN € HACTIJIbKI BATOMUMH, 1110 iX MOKHA BU3HAYA-
TU K JEeTEPMiHAHTU JI€BOCTI €KOHOMIYHOI CUCTEMU JePKaBU Ta MOXKJIMUBOCTI il
icHyBaHHSI B MAilOy THHOMY.

ExoHoMiyHa 3JI04MHHICTH € CBOEPITHUM KaTas1i3aTopoM (hOpMYyBaHHS JIepP5KaBU
Ta iIHCTUTYTIB JIePKAaBHOTO yIpaBJinHs. BimoBizHO /10 11bOTO MaIOTh TpaHchop-
MyBaTHUCsI METOIN OOPOTHOM 3 EKOHOMIUHOIO 3JIOUMHHICTIO, PO3BUBATHUCS TIPABOBI
MEXaHI3MU JIeP/KaBHOTIO YIIPABJIIHHA, BUJTO3MIHIOBATUCA AIAJIbHICTD AEPKaBHUX
iHCTUTYIIIN, Ha SKi TOKJaJieHi (DYHKINT BUSBIEHHS €KOHOMIUHWX 3JI0YMHIB Ta
HPUTATHEHHS 10 BiIIOBIIaJIbHOCTI BUHHUX 0ci0. Y cydacHOMY T7106aJi30BaHOMY
CBITi OZIHUM 3 J1i€BUX 3ac06iB 6OPOTHOM 3 EKOHOMIUHOIO 3JIOYMHHICTIO € (hiHaHCO-
Bi pO3CJlilyBaHHs, SKi OXOIUIIOIOTh KOMILJIEKCU 3aXO/iB IPOTU/IT PO3KPAAAHHAM
nepskaBHUX (hiHAHCIB, KiGEP3JTOUMHHOCTI, BUSIBAM KOPYIIIIii, yXUJIEHHIO Bijl CIljIa-
TU TIO/IATKIB, Jierasisailii 3JI04MHHUX J0XO/IiB, (hiHAHCYBAHHIO TEPOPU3MY TOIIIO.
OxkpecJieHo HalGiIBII TTOIIUPEHi B YKpaiHi Ta CBiTi eKOHOMIUHI 3JI0YMHU, 1110 CTa-
HOBJISITh HAiOLIbIY 3arpo3y gep:xkaBHiil Gesmerti. Po3pobieHo Mojesb epkaB-
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HO-YIPaBJIiHCHKUX aCHEKTiB 3aM06iraHHIO Ta TPOTHU/IiT €EKOHOMIYHIN 3JIOUMHHOCTI
SIK 3arpo3i JepsKaBHill Oesiert.

KmouoBi cioBa: ekoHoMiuHa 3JI0YMHHICTH, EKOHOMIUHI 3JI0YMHH, Jep:KaBHA
6e311eKa, IPOTU/Iis EKOHOMIUHIN 3JI0YMHHOCTI.

IKOHOMMUNYECKAS ITPECTYIIHOCTDb KAK YIPO3A
IFrOCYAAPCTBEHHOUM BE3OITACHOCTU: CYIIHOCTD
N CPEACTBA INPOTUBOJAENUCTBUA

AnHoTamua. PaccmoTrpena skoHOMUYecKasi IPECTYITHOCTb KaK yIrpo3y rocy-
JIapPCTBEHHOI GE30IIaCHOCTH, OXBATHIBAIOIIEH COBOKYITHOCTD PA3JIMYHBIX BHUIOB
YMBIIIJIEHHBIX [TOCSATAaTeIbCTB HA 9KOHOMUYECKHEe OTHOIIEHU S, OXpaHsieMble ToCy-
JIaPCTBOM HE3ABUCUMO OT (HOPMbBI COOCTBEHHOCTU ¥ BU/IOB JIESATEIBHOCTH CyObh-
€KTOB, KOTOPbI€ BBIIOJHSAIOT olpesiesieHHble (OYHKIIMU B cdepe MTPOU3BOJICTBA,
oO6MeHa, 0OCTyKUBAHUS, a TaKKe JIUII, CBSI3AHHBIX C PEryJIMPOBaHUEM 9TOM Jesi-
TeJIbHOCTH.

PacnipocTpanenne Kpu3uCHBIX SBJIEHUI B 9KOHOMUKE MHOTUX CTpPaH MUpa B
cBsi3u ¢ pacupocrpanerreM mmangemun COVID-19, obocTperiie moauTHKO-9KO-
HOMMUecKUX oTHotennii ¢ Poccueit, annexcus AP KpbiM, camoripoBo3sriianieHust
HOBBIX 0Opas3oBaHuii Ha Tepputopuu J{orerkoit u Jlyranckoi obsacreii BbI3Ba-
JIM TIOBBIIIIEHUE YPOBHSI AKOHOMUYECKOI MPECTYIHOCTH U TeHEeBOH 9KOHOMUKU
B Ykpaune. [lociencTBusi 9KOHOMUYECKOH TIPECTYITHOCTH 7151 TOCY/JapCTBEHHOMN
6€3011aCHOCTH HACTOJIBKO BECOMBI, YTO UX MOKHO OIPEIEJTUTh KaK JIeTePMUHAH-
ThI /IeICTBEHHOCTH 9KOHOMUYECKOH CHCTEMBbI TOCYZIapCTBa M BO3MOKHOCTH €e
CYIIECTBOBAHUSI B OY/LyIIEM.

IKOHOMUYECKAS] MPECTYITHOCTh SIBJISIETCST CBOEOOPA3HBIM KATaTM3aTOPOM
(hopmupoBaHus rocysapcTBa U MHCTUTYTOB TOCY/apCTBEHHOTO yIpaBJjeHus. B
COOTBETCTBUU C ATHM JIOJIKHBI TPAHC(HOPMUPOBATHCS METOIbI GOPHOBI € IKOHOMU-
YeCKOM MpecTyIMHOCTBIO, Pa3BUBATHCS IIPABOBbIE MEXaHU3MbI TOCYIAPCTBEHHOTO
VIIPaBJIEHUS, BUJOU3MEHATBHCS [eATENbHOCTh T'OCYJIapCTBEHHBIX MHCTUTYTOB,
Ha KOTOpbIe BO3JIOKEHbI (DYHKI[MN BBISBJIEHUS 9KOHOMUYECKUX MPECTYIJIEHUI
Y [IPUBJIEYEHNS] K OTBETCTBEHHOCTH BUHOBHBIX JIUI. B cOBpeMeHHOM TI00ain-
3MPOBAHHOM MUPE OJHUM W3 [eHCTBEHHBIX CPEACTB GOPHOBI ¢ IKOHOMUIECKON
IIPECTYITHOCTBIO SIBJISIOTCS (DUHAHCOBbIE PACCIeIOBaHUs, KOTOPbIe OXBAThIBAIOT
KOMILJIEKCHI Mep IPOTHUBOJEHCTBUSI XUIIEHUSIM TOCYJapCTBEHHBIX (PUHAHCOB,
KUOEPITPECTYTHOCTH, MPOSIBJIEHUSAM KOPPYIIIHH, YKJIOHEHUST OT YILIAThI HAJO-
OB, JIeTaJIN3aI[M1 IPECTYIHBIX 10X0/10B, (PMHAHCHPOBAHUIO TEPPOPU3MA U TOMY
noo6uoe. Otpesiesienbl HanbosIee pacpocTpaHeHHbIe B YKpauHe U MUPE 9KO-
HOMWYECKHUE TIPECTYIIEHS], TPEICTABIISIONIE HAUGOJIBIIYIO YIPO3y rOCYIapCT-
BeHHOU Oe3omacHocTu. PazpaboTaHa MOJENb rOCYIapCTBEHHO-YITPABIEHYECKIX
aCIEKTOB IPeIOTBPAIleHUI0 U TIPOTUBOECTBUIO 9KOHOMUYECKON ITPECTYITHO-
CTH KaK yrpo3e rocyIapcTBEHHON 6e30IIacHOCTH.

KioueBble cioBa: 5KOHOMUYECKAST [TPECTYITHOCTh, 9KOHOMUYECKHE TIPeCTyII-
JIEHUST, TOCY/IAaPCTBEHHAsT 0€30MACHOCTD, TPOTUBOIEHCTBIE SKOHOMHUUYECKOI TIpe-
CTYITHOCTH.
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Formulation of the problem. In re-
cent years, the criminalization of the
economy has been clearly traced, has
a manifestation of a social destructive
process, the consequence of which is the
spread of economic crime, a decrease
in the level of socio-economic devel-
opment of the state, the vulnerability
of the country’s economic system to
constantly emerging internal and ex-
ternal threats. Negative geopolitical
influences on Ukraine in the context of
deepening economic crisis, ineffective-
ness of security guarantees of Ukraine,
external dependence of the national
economy cause Ukraine’s vulnerability
and weaken its role in the international
arena. The creation of conditions for
the effective adoption of measures to
counter systemic threats to the coun-
try’s economic security is possible only
with their timely identification and
further effective government policy to
neutralize them. The aforesaid actual-
izes scientific research in the context
of expanding the object of knowledge
of the sciences of public administration
in the field of ensuring the economic
security of the state. So, today research
of state policy in the field of combating
economic crime as a threat to the state
security of the state is needed. Analysis
of recent research and publications.

In domestic economic science, the
problems of determining threats to the
economic security of Ukraine have been
repeatedly raised in the works of a sig-
nificant number of domestic scientists,
such as A. N. Bandurka, A. M. Boyko,
A.F.Volobuiev, A. P. Zakaliuk, V. S. Ze-
lenetskyi, O. Kalman, M. I. Kamlyk,
A. N. Litvinov, I. Masliy, Yu. V. Or-
lov, V. M. Popovich, I. K. Turkevych,
V. P. Filonov, S. S. Chernyavskyi,

76

V. L. Shakuni, V. Yu. Shepytko and
others. However, the rapid changes in
the social and political life of Ukrai-
nian society in recent years, armed con-
frontation in the eastern regions of the
country, shocks caused by the spread
of the COVID-19 pandemic, related
crisis phenomena in the economy, the
development of information and com-
puter technologies, negatively affected
the prevalence of cybercrime in the eco-
nomic sphere, increased the relevance
and necessitated a comprehensive study
of economic crime as a threat to state
security.

The purpose of the article is to
highlight economic crime as a threat
to state security as a basis for further
development of effective measures to
counter economic crime. This will make
it possible to revise state policy in the
context of preventing the causes of eco-
nomic crime and the formation of a set
of measures for the development of a
safe economic system of the state.

Presentation of the main mate-
rial. The development of the theory
and methodology of public adminis-
tration in the field of combating eco-
nomic crime is extremely important in
the context of ensuring the state secu-
rity of Ukraine. There is no doubt that
economic crime in its various types and
spheres is a factor of disproportion in
the economic system, which in turn af-
fects the decrease in social stability in
society. The international community
pays close attention to the issue of eco-
nomic crime, in particular: “Threaten-
ing criminalization of socio-economic
institutions, unfavorable tendencies in
the growth of violence in the real and
virtual world, crime, has a transnational
character, necessitates knowledge of




the true state of affairs, assessment of
the statistical parameters of this phe-
nomenon, presentation of a holistic pic-
ture of the factors of its invincibility.
Because of this, the intensification of
international activities aimed at deve-
loping common approaches to combat-
ing crime is of paramount importance.
The thesis is substantiated that the so-
lution of this problem requires specia-
lized cooperation, combining the efforts
of all countries with the aim of urgently
forming under the auspices of the UN an
information resource (Data Bank) on
crime rates in the world, its individual
regions and countries, and the activities
of the justice authorities in this area, on
the basis of an adequately comparable
international classification of crimes for
statistical purposes” [2, art. 223].

The worldwide survey confirms the
negative impact of the economic and
political crisis on the level of economic
crime. The results of the Ukrainian sur-
vey coincide with the findings of the
global report and confirm the growth
of risks associated with economic crime.
Therefore, identifying misconduct and
preventing economic crime is critical to
ensuring national security.

According to the Pricewaterhouse
Coopers (PWC) survey of economic
crime in the world, the level of econo-
mic crime in the world is increasing by
2020. In fig. 1 shows the main types of
economic crime in the world in 2020, in
particular, customer fraud, cybercrime,
misappropriation of property, bribery
and corruption, accounting/financial
reporting fraud, procurement fraud,
HR fraud, etc. ...

The fight against economic crime
should become a special object of state
administration in the field of ensuring

national security. This is primarily due
to the fact that the state as a social in-
stitution is entrusted with the task of
regulating economic interests in soci-
ety, which in turn form the basis for the
commission of an economic crime by a
person. Public administration should
ensure both the prevention and coun-
teraction of economic crime and estab-
lish mechanisms to combatit.

The fight against economic crime as
an object of government is a special com-
ponent of scientific knowledge. This is
due to the fact that economic crime is
the subject of research in various social
sciences. We believe that the issue of
economic crime is found at the intersec-
tion of the following areas of scientific
knowledge, in particular: economic sci-
ences from the standpoint of influencing
the development and safe functioning
of economic systems of various levels;
legal sciences in private legal regula-
tion of the fight against economic crime
and the spheres and branches of law
associated with their commission; so-
ciological sciences from the standpoint
of the influence of economic crimes on
the development of society; psychologi-
cal sciences from the standpoint of the
formation of the psychological profile of
the subjects of economic crimes; politi-
cal science from the standpoint of the
development of political consciousness
in the fight against economic crimes;
military sciences from the standpoint of
the influence of economic crimes on the
military-economic security of the state.

To form the categorical apparatus of
economic crime, we propose the follow-
ing interpretations of economic crime:

* economic crime as a Socio-eco-
nomic phenomenon: economic crime is
a socio-economic phenomenon, which
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Fig. 1. Review of economic crime in the world,
conducted by PricewaterhouseCoopers (PWC) for 2020 [3, art. 4]

consists in socially dangerous activi-
ties carried out by participants in eco-
nomic relations for violations of legal
activities or illegal activities and leads
to violation of the interests of economic
agents (state, business entities, popula-
tion, international partners and others),
principles of economic freedom and im-
balance in public relations;

 economic crime as an object of
criminal law: a type of criminal activity
of a person or a group of persons who
carry out socially dangerous acts in the
field of economic activity for legal and
illegal activities in order to obtain eco-
nomic benefits and violating the rights
of others and leading to economic losses;
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* economic crime as an object of
state administration: Economic crime is
an object of state administration, mani-
fests itself as a socio-economic phenom-
enon, is prosecuted by law, since it aims
to obtain illegal economic benefits by
a person or group of persons, an enter-
prise or other persons and is realized
through legal and illegal economic ac-
tivity and provides influence on public
relations, threatens the national secu-
rity of the state;

* economic crime as a threat to na-
tional security: economic crime is a
threat to the national security of the
state, because it affects socio-economic
relations, which leads to an imbalance
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in the economic system, the socio-eco-
nomic consequences of which cause
risks to their security.

In general, the proposed approach
makes it possible to take a comprehen-
sive approach to the study of economic
crime, to form a theoretical and meth-
odological structure of state manage-
ment of combating economic crime and
to determine its place in threats to state
security.

We propose to consider economic
crime as a threat to the state security of
the state in the context of various types
of state policy. We propose to group
all crimes in the following areas: in the
state and corporate sectors. In general,
such interaction falls into the follow-
ing model of state and administrative
aspects of preventing and counteract-
ing economic crime as a threat to state
security (Fig. 2).

State security in the context of
ensuring the interests of the state as an
institution, regulates the interests of
various public institutions, has a com-
plex internal structure, which is de-
termined by economic aspects. “Safety
assessment includes assessments of:
resource potential and opportunities for
its development, the level of efficien-
cy in the use of resources, capital and
labor and its compliance with the level
in the most developed and advanced
countries, as well as the level at which
threats of an external internal nature
are minimized, the competitiveness of
the economy, the integrity of the terri-
tory of the economic space, sovereignty,
independence, the possibility of con-
frontation, external threats, social sta-
bility and conditions for the prevention
and resolution of social conflicts” [1,
art. 77].
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In general, the economic aspects of
national security through the prism of
economic crime can be characterized
through the economic independence of
the state and the stability and sustain-
ability of the economic system of the
state. It is these two criteria that char-
acterize the relationship of economic
security with other components of na-
tional security, namely: political, envi-
ronmental, military, social and others.

Conclusions. Summing up, it should
be said that the article substantiates the
properties of economic crime as an ob-
ject of public administration through
the development of the categorical ap-
paratus by defining this phenomenon
as: socio-economic phenomenon, object
of criminal law, object of public admin-
istration as a threat to national security.
Also, all economic crimes are grouped
in the following areas: in the public and
corporate sectors. In general, such in-
teraction is part of the developed model
of public administration aspects of pre-
venting and combating economic crime
as a threat to national security.
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