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FUTURE TRENDS IN INFORMATION SECURITY
ACCORDING TO ARTIFICIAL INTELLIGENCE
TECHNOLOGIES

Abstract. The article is devoted to the problems of the growing role of artifi-
cial intelligence technologies and the need for legal regulation of the processes of
interaction between artificial intelligence and humans, in the context of informa-
tion security.

According to the author, without a full and timely regulatory regulation of
the development of technological innovations that can make independent deci-
sions, society runs the risk of suffering serious losses. Therefore, it is extremely
important already now, to develop and implement for information technologies
such administrative and legal regulation in which the development of technolo-
gies will not lead to risks for the society and will retain control over what is hap-
pening to the person.

The author suggests that in the future artificial intelligence is deprived of the
status of a computer program or technology, and it will become an independent
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subject of law, citing as an example of acquiring legal capacity by another artifi-
cial, abstract entity— the state.

The publication examines the existing attempts to form a legal framework for
interaction between humans and artificial intelligence, which took place in the
European Union, Japan and the PRC. This includes the precedent for recogniz-
ing artificial intelligence as an independent creative unit, which has already tak-
en place in the Chinese city of Shenzhen, where the court ruled that some articles
written using artificial intelligence are protected by copyright.

Special attention is devoted to the analysis of domestic studies of the pros-
pects for the use of artificial intelligence and its interaction with humans. The
author proposes an approach to the regulation of legal relations associated with
artificial intelligence, built around the principle — technology for the benefit of a
person, to respect his rights and freedoms.

The author predicts a shift in priorities in the field of information security
from the protection of personal data and the security of their use, to the preven-
tion of uncontrolled use of artificial intelligence, in the areas related to the imple-
mentation of human rights and freedoms.

Keywords: information security; Information Technology; Artificial Intelli-
gence; legal regulation; electronic government; distance learning; human rights.

MAMBYTHI TEHJAEHIIT TH®OPMAIIITHOI BE3NEKN
BIIIIOBIJTHO 10 TEXHOJIOTTI IITYYHOTO ITHTEJEKTY

Anoranig. CTaTTio TIPUCBSYEHO MPOOIEMATHIN 3PDOCTAHHSI POJIi TEXHOJIOTIi
IITYYHOTO I1HTENEKTY Ta HeOOXiHOCTI MPABOBOTO PEryJIOBaHHS TIPOIECiB B3ae-
MOZIii IITYYHOTO iHTEJEKTY i JIIOMHI B KOHTEKCTI iHPOpMAaIiiiHOT Oe31eK.

Ha nepexonanusi aBropa, 6e3 MOBHOI[IHHOTO i CBOEYACHOTO HOPMATHBHOTO
peryJiioBaHHst Po3poOOK TEXHOJIOTIYHUX HOBAILii, SIKi 3MOKYTh TIPUIIMATH CaMO-
CTiliHi pillleHHsI, CYCIIiJIbCTBO PU3UKYE 3a3HATH cepilo3Hux BTpar. Tomy BKpail
BaJKJIMBO BIKE 3apa3 PO3poOMTH Ta BIPOBA/LKYBATH st iH(DOPMAIiHHIX TEXHO-
JIOTi#l Take a/IMiHiCTPaTUBHO-IIPABOBE PEryJIOBaHHS, B IKOMY PO3BUTOK TEXHO-
JIOTi He TIPU3BE/IE /10 PU3KKIB /LIS CYCIIIbCTBA i 30epeske 3a JIIOIMHOI0 KOHTPOJIb
HaJ[ THM, 1110 BiZIOYBA€THCSI.

ABTOp TIPHITYCKaE, MO MITYYHU iHTETEKT KOJUCH Oyie M030aBJIeHUI cTaTyCy
KOMIT'IOTE€PHOI 1porpamu abo TEXHOJIOTI, i cTaHe caMoCTiiHUM cy0'€KTOM ITpa-
Ba, HABOJSIYM B SIKOCTI IIPUKJIALY HAOYTTS TIPABO3AATHOCTI iHITUM IHTYYHUM, a0-
CTPaKTHUM YTBOPEHHSIM — JI€P:KaBOIo.

Y ny6utikartii po3risiHyTo HasiBHI cipobu (hopMyBaHHS TIPABOBUX PAMOK JIJIsI
B3a€MO/Iii JIIOIMHU Ta IITYYHOTO iHTEJEeKTY, 1110 Majau Miciie B €Bporneiicbkomy
Cortosi, Anonii Ta KHP. ¥ Tomy uncii — niperieieHT BU3HaHHS MITYYHOTO iHTE-
JIGKTY CaMOCTiHOIO TBOPYOIO OJJMHUIIEIO, SIKMI BKe MaB MicClle Y KUTallCbKOMY
MicTi [Ilenpuskenn, /1e Cy/l TOCTAHOBUB, 1110 TIEBHi CTATTi, HANIMCaHi 3 BUKOPUCTaH-
HAM IITYYHOTO iHTEJIEKTY, 3aXUIeHi aBTOPCHbKUM IIPABOM.

Oxpemy yBary HPHUCBSIYEHO aHai3y Cy4YaCHUX [IOCJIi/KeHb IePCIIeKTUB
3aCTOCYBaHHS IITYYHOIO iHTEJIEKTY Ta MOro B3a€MO/II 3 JIIOJUHOI0. ABTOPOM
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MPOTIOHYETHCA TiJIXiJI /10 PErYJIIOBAHHS TTPABOBiIHOCHH, TIOB SI3aHUX 3i IITYYHUM
IHTEJIEKTOM.

Kmouosi cioBa: indopmariiina 6esneka; iHhopMaIliiiHi TeXHOIOTIT; mTyd-
HUM iHTEJIEKT; TPABOBE PETYIOBAHHST; €JIEKTPOHHUN YD/, AMCTAHITiTHE HABYaH-
H4; TIpaBa JIONHU.

BYAYIIME TEHAEHIINA THO®OPMAIIMOHHOI
BE30IIACHOCTU B COOTBETCTBUM C TEXHOJIOTUEM
VCKYCCTBEHHOTO MHTEJLIEKTA

Annoramusi. Ctarbst TOCBsiiieHa MpobIeMaTiHKe BO3PACTAHUSI POJIU TEXHOJIO-
TUil KCKYCCTBEHHOTO MHTEJIJIEKTA ¥ HEOOXOMMOCTH ITPABOBOTO PETYIMPOBAHMSI
IIPOIECCOB B3aNMO/IeHICTBHS MCKYCCTBEHHOTO NHTEJIJIEKTa U YeJI0BeKa B KOHTEK-
cre nHGOPMAIIMOHHON 0e30ITaCHOCTH.

[To MHeHuto aBTOpa, 63 MOJHOIEHHOTO U CBOEBPEMEHHOTO HOPMATUBHOTO
perysmpoBanus pa3paboTOK TeXHOJIOTHYECKUX HOBAIUil, KOTOPBIE CMOTYT ITPHU-
HUMaTh CaMOCTOSITEJIbHbIE PelieHvs], 00IEeCTBO PUCKYET MOHECTH CEPbE3HbBIE
notepu. [ToaTomy kpaiite BaKHO yske ceiiuac pazpaboraTb U BHEAPSTD JJIsT UH-
(hopmMaIMOHHBIX TEXHOJOTUI TaKoe a[MUHUCTPATUBHO-IIPABOBOE PEryJnpoBa-
HII€, TPY KOTOPOM Pa3BUTHE TEXHOJIOTUN He TIPUBEET K PUCKAM JIJIst O0IIeCcTBa 1
COXPAHUT 32 YeJIOBEKOM KOHTPOJIb HAJ[ IPOUCXO/ISIIIIM.

ABTOp mpejIosaraeT, 4To CO BpeMeHeM WCKYCCTBEHHBbI WHTEJJIEKT, JIu-
HIMBHIMCH CTATyCa KOMIIBIOTEPHOU IPOTpaMMbl WJIM TEXHOJIOIMH, CTAaHET CaMo-
CTOSITETBHBIM CyOBEKTOM IPaBa, TIPUBO/IS B KAUueCcTBe MpuMepa mpuodpeTeHust
PaBOCIIOCOOHOCTH IPYTHM UCKYCCTBEHHBIM, aOCTPAKTHBIM 00pa30BaHUuEM — TO-
Cy/ZIapCTBOM.

B mybaukaiuu pacCMOTPEHbI UMEIONHeCs: MOMBITKH (hOPMUPOBAHUS ITPa-
BOBBIX PaMOK /IJII B3aUMOJIEHICTBUS YeJIOBeKa M MCKYCCTBEHHOI'O MHTEJIJIEKTa,
nMmesie Mecto B EBponetickom Cotoze, Anonun 1 KHP. B Tom uncie — mipe-
1[e/IeHT PU3HAHUS UCKYCCTBEHHOIO MHTEJIJIEKTa CAaMOCTOSTEIbHON TBOPUECKON
eIMHUIIeH, KOTOPBIH y:Ke nMes1 MecTo B KuTalickom ropogie Ilsnbuxans, rie cyn
[IOCTAHOBWJI, 4YTO HEKOTOPbIE CTAaTbU, HAIIMCAHHbIE C UCIIOJIb30BaHUEM UCKYCCT-
BEHHOT'O MHTEJIJIEKTA, 3alllUIIeHbl aBTOPCKUM IIPABOM.

OrtnenbHOEe BHUMaHMe MOCBSIEHO aHAIU3Yy OTEYeCTBEHHBIX MCCJIeI0BAHUM
[ePCIIeKTUB ITPUMEHEHUsI NCKYCCTBEHHOTO MHTEJIJIEKTa U ero B3auMO/1eHCTBUS
C YeJIOBEKOM. ABTOPOM IIpe/jIaraeTcsl Mo/IXo/| K PeryJnpoBaHuIo IIPaBOOTHOIIIe-
HUM, CBSI3AHHBIX C MCKYCCTBEHHBIM MHTEJJIEKTOM, IOCTPOEHHBIN BOKPYT IIPUH-
IMIa — TEXHOJIOTUH Ha 0J1aro 4eioBeKa, /st COOJIIOIEHST €T0 TTPaB 1 CBOOOJI.

ABTOp TIIPOTHO3UPYET CMellleHue PUOPUTETOB B cdepe nHGOPMAIIMOHHOMN
6€301aCHOCTH OT 3AIUTHI EPCOHATBHBIX JAHHBIX U GE30MACHOCTH UX UCIIOJb-
30BaHUSI K HEAOMYIIEHUI0 GECKOHTPOIHLHOTO WCIOJIB30BAHKS UCKYCCTBEHHOTO
MHTe/JIeKTa B chepax, CBA3aHHbBIX C pean3aliieil mpaB 1 cBOOOJT YeT0BEKa.

KmoueBbie cinoBa: nrdopmaimontas 6e30macHoCTh; HHGOPMAINOHHBIE TEX-
HOJIOTUM; UCKYCCTBEHHBII MHTEJJIEKT; [IPaBOBOE PeryJINpoBaHiue; 3JIeKTPOHHOE
IPaBUTEIbCTBO; IUCTAHIMOHHOE 00YU€EHE; TIPaBa 4eJT0BEKA.

148




Problem statement. The total in-
formatization of modern society, ac-
companied by the mass introduction of
the latest information processing and
telecommunications systems, carries, in
addition to unprecedented opportuni-
ties, many threats due not only to the
nature of computer intelligent systems,
but also the lack of proper regulation of
their activities. Previously, the concept
of “artificial intelligence” has evoked
associations with science fiction nov-
els and cinema, however, today every-
one is somehow faced with the use of
intelligent systems for finding content
and processing arrays of information in
everyday life. At the same time, the an-
swer to the question — can artificial in-
telligence have its own consciousness?
This question is especially acute in the
context that the nature of “conscious-
ness” has not been fully explored and is
not unambiguously defined. Studies of
the problems of consciousness reach the
depths of the centuries, originating in
ancient philosophical discussions and
later attempts to understand whether
the mind can be explained by physical
laws. In the twenties of the XXI cen-
tury, we perceive artificial intelligence
rather as an algorithm that is able to
summarize and process an array of in-
formation, to form predictions about
unknown facts. However, in some cas-
es, when obtaining useful conclusions,
we understand that the program is able
to readjust to new algorithms [1].

Analysis of recent research and
publications. Such scientists as:
Kryvetsky O., Androschuk G., Ro-
manenko E., Zhukova I., Davydova 1.,
Nekrasov V. and others have made a
significant contribution to the study
of the peculiarities of artificial intel-

ligence technologies in the context of
information security.

The purpose of the article is to in-
vestigate the growing role of artificial
intelligence technologies and the need
for legal regulation of the processes of
interaction between artificial intel-
ligence and humans, in the context of
information security.

Presentation of the main material.
The total informatization of the mod-
ern society, accompanied by the mass
introduction of the latest information
processing and telecommunications
systems, carries, in addition to unprec-
edented opportunities, many threats
due not only to the nature of computer
intelligent systems, but also the lack of
proper regulation of their activities.

Previously, the concept of “artificial
intelligence” has evoked associations
with science fiction and cinema, how-
ever, today everyone is somehow faced
with the use of intelligent systems for
finding content and processing arrays
of information in everyday life. At the
same time, the answer to the question is
stillin doubt — can artificial intelligence
have its own consciousness? This ques-
tion is especially acute in the context of
the fact that the nature of “conscious-
ness” has not been fully explored and is
not unambiguously defined. Studies of
the problems of consciousness reach the
depths of the centuries, originating in
ancient philosophical discussions and
later attempts to understand whether
the mind can be explained by physical
laws. In the twenties of the 21% century,
we perceive artificial intelligence rath-
er as an algorithm that can summarize
and process an array of information, to
form predictions about unknown facts.
However, in some cases, when obtain-
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ing useful conclusions, we understand
that the program can reconfigure to
new algorithms [1].

It has not been news for a long time
that innovations in the field of infor-
mation technology and information
security are increasingly giving arti-
ficial (electronic) intelligence signs
of legal autonomy, freedom of choice
and even creativity. Therefore, in our
opinion, human relationships with
media, databases, and in the future —
and with artificial intelligence, should
be regulated by administrative and
legal means within the institute of in-
formation security. Competition for
supremacy in information technology
and artificial intelligence is projected
to be one of the key processes for all
highly developed countries for at least
the next ten years. And although this
period seems small, even by the stan-
dards of our fast-paced time, the lea-
ders of this process will probably be de-
termined soon enough. However, not
only innovations and achievements in
the field of artificial intelligence will
be an integral feature of leadership. Its
most important component will remain
the provision of information security of
the mankind and the possibility of legal
implementation of innovations in all
the spheres of economy and public life.

Without full-fledged and timely
regulatory regulation of the develop-
ment of technological innovations that
can make independent decisions, soci-
ety risks getting hit in the back by the
results of their own hands. Therefore,
it is extremely important now to think
and provide for information technol-
ogy such administrative and legal reg-
ulation in which the development of
technology will not lead to risks for the
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society and will retain human control
over what is happening.

Artificial intelligence is now per-
ceived as an unprecedented technologi-
cal breakthrough, as a technology that
can radically change our lives. How-
ever, it is worth remembering that such
technologies have already occurred in
human history. Electricity, radio, tele-
phone, car, plane made revolutionary
breakthroughs on a global scale, and
each such technology was accompa-
nied by public fears associated with the
spread of the unknown and poorly un-
derstood.

The first striking example of a
change in the public attitudes to the
consequences of scientific progress is
“The Locomotive Act”, passed by the
British Parliament in 1865. This law,
among other things, ordered that in
front of each self-propelled railless vehi-
cle, which we now call a car, a man with
a red flag or lantern walk at a distance
of 55 meters to warn of danger, and the
crew must have at least two drivers [2].
It is quite difficult to imagine such a
procedure of road transport movement
in the modern world because modern
people perceive cars as commonplace,
not noticing them and not distinguish-
ing them from the usual surrounding
world. So, it is easy to predict that the
change in perception, like the differenc-
es in today’s attitude to cars from what
took place in the 19th century, awaits
us in the context of information tech-
nology and artificial intelligence. Al-
though we are sure that all the changes
will be quite comfortable if the process
of implementing artificial intelligence
technologies is accompanied by some
administrative and legal regulation of
standards and rules of conduct, which




should turn it into a routine, which we
will not notice either.

The legislation of individual states
and supranational entities already has
the first rules governing the relation-
ship between information technology
and artificial intelligence. So, recently,
in 2017, the European Union adopted
a Resolution “Civil Law for Robotics”.
This document, which contains more
than a hundred items, administers as-
pects of robotics and artificial intel-
ligence. Specifically, it is proposed to
consolidate the legal basis for the use of
artificial intelligence and the introduc-
tion of a pan-European system for the
registration of smart cars, for example
with road transport. In addition, it is
planned to legally regulate the process-
es of robotization of the human body
[3—4]. Thus, we can talk about laying
the foundations of the legal basis not
only for artificial intelligence but also
for cyborgization.

Japan and PRC are not lagging be-
hind in the study area. In particular,
in Japan, back in 2016, at a meeting of
the State Commission on Intellectual
Law, it was decided to begin develop-
ing regulations on copyright protection
for creative products created by artifi-
cial intelligence [3]. An equally strik-
ing case occurred in the Chinese city of
Shenzhen, where artificial intelligence
was recognized as an independent cre-
ative unit. There, the court ruled that
certain articles written using artificial
intelligence were protected by copy-
right. Of course, the court’s decision
concerned the specific texts of Tencent,
which publishes software content in
the field of business and finance. The
company went to court after one of the
online platforms posted on its website

the text Tencent generated using arti-
ficial intelligence. The court ruled that
the wording of the material and the ex-
pressions used were original and classi-
fied it as a written work protected by
copyright. It is possible that this case
will set a precedent for the world legal
community.

Unfortunately, Eastern European
society has not yet come to the need
to regulate this area of activity. Works
created by artificial intelligence, for ex-
ample in Ukraine, are not yet literally
recognized as created, because, accord-
ing to current legislation, copyright can
only apply to a living person. At the
same time, much research is already de-
voted to the opportunities and risks of
implementing artificial intelligence in
existing areas of law, such as personal
data law, intellectual property protec-
tion or antitrust law. In addition, the
domestic scientific community is pay-
ing more and more attention to the im-
plementation of e-government, which
over time, one way or another, will be
intertwined with the technology of
artificial intelligence. Back in 2016,
“e-government” was proposed to mean a
way of organizing government through
local information networks and seg-
ments of the global information net-
work, which ensures the functioning of
certain services in real time and makes
everyday communication as simple and
accessible as possible with the official
institutions [6]. Gradually moving
from theory to practice of lawmaking
and law enforcement, many Ukrainian
experts are working on the formation
of legal relations in the field of artificial
intelligence. Some developments have
already been implemented, such as elec-
tronic digital signature, profile identifi-

151




cation or personal verification. Discus-
sions are underway on the creation of
electronic voting systems and the digi-
tal economy. According to the purpose,
artificial intelligence will be legalized
in various sectors of the economy and
social sphere, and the adopted admin-
istrative and legal principles should
insure society against many predicted
risks [7-9].

An extremely important area,
where, in our opinion, sooner or later
will find the application of artificial in-
telligence technology, is distance learn-
ing, including - with the use of virtual
reality technologies. Recently, due to
the introduction of quarantine restric-
tions in dozens of countries aimed at
counteracting the spread of coronavi-
rus COVID-19, there is a high activity
not only in the use of distance learning
in parallel with stationary, but also full,
even temporary, transition to lectures,
seminars, tests, passing exams, includ-
ing state exams, remotely, using com-
puter tools [10].

Accordingly, more and more at-
tention of the scientists is paid to the
peculiarities of the adaptation of aug-
mented reality technologies in academ-
ic disciplines for students of different
educational institutions. We are talk-
ing about the feasibility of applying an
integrated approach in the training of
future professionals of the new techno-
logical era. At the same time, according
to researchers, the use of augmented
reality technologies increases the mo-
tivation to learn, increases the level of
assimilation of information due to the
diversity and interactivity of its visual
presentation [11].

Many researchers are currently dis-
cussing the usefulness of Block Chain
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technology used in cryptocurrency
trading in various areas of management.
From the point of view of information
security, this technology is just a trea-
sure. The easiest way to use it soon, we
see the use of electronic election tech-
nology. Thanks to this technology, ev-
ery step of the election process and vot-
ing will have to be coded. In this case,
information security will be provided
by encoding the same order of each op-
eration and each element in the chain
of events. As a result, an attempt to
change one of the links in this chain is
sure to change the code of the element,
and this will cause the failure of the en-
tire program, which will immediately
detect intentional interference.

Another unique quality for informa-
tion security is Block Chain technology
in the sense that all participants in the
process, in our case — voting, are sent
a complete copy of the entire chain
of events with the specified encod-
ing. Therefore, everyone will be able
to check the compliance of the results
with the process and the results. Thus,
thanks to the dual control of technol-
ogy, it is possible to achieve the ideal of
information security, i.e. a process that
cannot be forged or artificially altered.
However, the use of such technologies
requires some change in the adminis-
trative and legal regulation of the in-
formation security in these areas of the
legal field [12].

In addition, it should be noted that
the Beijing authorities have announced
the introduction of blockchain technol-
ogy in 140 government services. Ac-
cording to them, the use of distributed
registry technology has helped reduce
costs by 40 % and is a breakthrough
that could not be achieved with the use




of traditional information transmission
systems.

“Blockchain is a breakthrough in
data exchange that is difficult to imple-
ment in the traditional way. Storing
electronic certificates on a blockchain
increases reliability, efficiency and sim-
plifies the data verification process”,
said Chinese officials. The Chinese
government also noted that services
that use the blockchain are divided in-
to 3 categories. Firstly, data exchange
and transmission; secondly, their joint
processing and, thirdly, storage of elec-
tronic licenses and certificates [12].

As an example, a Chinese official
named the base for real estate registra-
tion. It contains 11 sectors, which in-
clude the Municipal Planning Commis-
sion, the Commission for Housing and
Rural Development, the Tax Bureau,
the Public Security Bureau, and others.

Expert forecasts on the volume of
investments in this area can be consid-
ered as additional evidence of the im-
portance of the problem of artificial in-
telligence. Currently, experts note that
the turnover of investment in artificial
intelligence technology is growing an-
nually and by 2024 could reach almost
$ 140 billion. In China alone, the bud-
get for the implementation of artificial
intelligence technology development
strategy until 2030 is $ 150 billion [13].

At the end of June 2020, the Ital-
ian Banking Association (IBA), which
consists of more than 700 banks, an-
nounced that its members are ready to
test the digital euro, which it wrote on
its official website. Participation in re-
lated projects and pilot programs will
help accelerate the introduction of a
digital currency supported by the Eu-
ropean Central Bank [17].

During the investment boom, issues
of protection of the human rights and
freedoms, as well as information secu-
rity come to the fore. It is, first, about
inadmissibility of use of developments
for the purpose of intentional harm to
the citizens and legal entities. There-
fore, the author proposes a stimulat-
ing approach to the regulation of these
relations, built around the principle —
technology for the benefit of man, to
respect these rights and freedoms. If at
present in the field of information se-
curity the priority is the protection of
personal data and the security of their
use, then in the future the emphasis will
shift to preventing the uncontrolled use
of artificial intelligence associated with
the realization of human rights and
freedoms.

At the same time, as we have al-
ready noted, in addition to impres-
sive prospects, artificial intelligence
technologies pose several potential
threats. According to a 2019 report by
Nathan Benaich and Jan Hogarth, en-
titled “Harmful Use of Artificial Intel-
ligence”, intelligent systems may well
serve criminals and terrorists. Both
scientists and developers must take this
into account and prevent the possible
use of their work to the detriment of the
society. Appropriate restrictions at the
legislative level should be established
as a primary preventive measure [14].

At present, attempts to adminis-
tratively regulate the relationship be-
tween man and artificial intelligence
exist only at the level of a superficial
discussion of their further implementa-
tion. But soon we will have to interact
much more, especially — if artificial
intelligence acquires all the features of
the subject, including freedom of choice
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and creativity. A proven way is to in-
scribe the relationship associated with
artificial intelligence in the legal field.
It does not really matter how it devel-
ops in this field. The main thing is the
availability of flexibility and timely
change of the proposed norms. But the
administrative and legal field needs to
be adjusted now, and the cases of the
use of artificial intelligence suggest di-
rections for its further improvement.

Until now, the relationship between
society and artificial intelligence coex-
ist according to the rules of Nash equi-
librium. When each party is unable to
learn about the intentions of the oppo-
nent and agree with each other, both
choose not the most favourable option
for themselves, or frankly less destruc-
tive. This position was discovered and
described through mathematical laws
by the American mathematician John
Nash, for which he received the Nobel
Prize in Economics in 1994. [15]

It is possible that artificial intelli-
gence will one day be deprived of the
status of a computer program or tech-
nology and will become an independent
subject of law. Legal science has already
faced similar issues when an inanimate
phenomenon for the sake of general
convenience was recognized as legal.
The most famous example is the recog-
nition of the state as a legal entity. This
definition is accepted almost invariably
throughout the world, it has become
commonplace, and no one is surprised
that such an abstract phenomenon as a
state that has neither its own will nor
nature — has legal capacity.

Also, in the future, the question of
the need to regulate human interaction
with artificial intelligence will inevita-
bly arise. Such a process has already be-
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gun at the interstate level. The already
mentioned draft code of ethics for arti-
ficial intelligence, prepared in the Euro-
pean Unionin 2017, states that artificial
intelligence should serve a just society,
support fundamental human rights, not
limit human autonomy and in general,
work for positive change in the society.
At the same time, civilian control over
the relevant data must be maintained.
Lawyers should create administrative
and legal mechanisms that will guaran-
tee the responsibility and accountabil-
ity of all artificial intelligence systems
and their activities. And these are only
the first requirements to the regulatory
framework for the regulation of these
relations. When and how these ethical
norms will be implemented, we will see
[4, 16]. However, the topic of informa-
tion security and responsibility for the
actions of artificial intelligence systems
is already quite relevant today. Respon-
sibility is a component of the institute
of information security, which is re-
sponsible for legal personality.

Even now, harming an individual
or a legal entity during the operation
of artificial intelligence systems is not
unrealistic. The first simple example is
easy to imagine. An unmanned vehicle
knocks down a person who was cross-
ing the street at a pedestrian crossing.
Who is responsible for the damage in
this case? After all, both the owner of
the drone and its manufacturer can be
considered as such. In other cases, after
the investigation, the software devel-
oper, licensee, or technical or software
support engineer responsible for set-
ting up and running the program will
be blamed. The question then arises —
under what conditions can liability be
imposed on each of these entities? Who




will be responsible for information se-
curity breaches or the consequences
of simple hacker attacks? Perhaps in
such cases the practice of prosecuting
the owners of high-risk vehicles will
be applied? Now, the answers to these
questions are not yet clear and raise
new issues that need to be addressed,
including in law and jurisprudence.

So, there are a lot of problems that
the spread of artificial intelligence tech-
nologies will cause. Therefore, as never
before, we should go beyond classical
scientific trends and create interdisci-
plinary areas of research. It is important
not to be afraid to look for solutions for
them, combining the efforts of legal
scholars and experts in various fields of
knowledge.

Conclusions. The growing role of
artificial intelligence technologies and
awareness of this process leads to in-
creasing competition for supremacy in
this field among the most developed
countries. Not only innovations and
achievements in the field of artificial
intelligence will be an integral feature
of the leadership. Its most important
component will remain the provision
of information security of the mankind
and the possibility of legal implementa-
tion of innovations in all the spheres of
economy and public life. Without full-
fledged and timely administrative and
legal regulation of the development of
technological innovations that will be
able to make independent decisions,
society risks serious losses. There-
fore, it is extremely important now to
develop and implement for informa-
tion technology such administrative
and legal regulation, in which the
development of technology will not
lead to risks for the society and will re-

tain human control over what is hap-
pening.

It is likely that artificial intelligence
will one day be deprived of the status of
a computer program or technology and
will become an independent subject of
law. There are attempts to form a legal
framework for human interaction and
artificial intelligence. Back in 2017, the
European Union prepared a draft set of
ethical rules for artificial intelligence,
according to which the key goals of ar-
tificial intelligence are: service to a just
society, support for fundamental hu-
man rights, a ban on restricting human
autonomy and more.

The author proposes a stimulating
approach to the regulation of legal re-
lations related to artificial intelligence,
built around the principle — technolo-
gy for the benefit of man, to respect his
rights and freedoms. If now in the field
of information security the priority is
the protection of personal data and se-
curity of their use, then in the future we
predict a shift in emphasis to prevent
the uncontrolled use of artificial intelli-
gence in areas related to the realization
of human rights and freedoms.
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