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RISK MANAGEMENT IN THE SYSTEM
OF STRATEGY OF THE SECURITY ENVIRONMENT:
PUBLIC-MANAGEMENT ASPECT

Abstract. The National Security Strategy of Ukraine and the Concept of De-
velopment of the Security and Defense Sector of Ukraine envisage the need to
find scientific approaches to the strategy of environmental security in order to
minimize risks and counter national security threats. Particular attention needs
to be paid to the problem of the unpredictability of the security environment,
which is associated with the asymmetry of threats and actions. Methods and
models developed for describing the future security of the environment, shaping
their vision and models of the security of the state in which Ukraine will develop
in the Environmental Security Strategy will depend on the development of fur-
ther political and strategic documents (state-management decisions), in which
the purpose, goals will be declared and commitments.

To do this, it is necessary to develop appropriate effective tools in the form of
a mechanism for developing effective strategies and procedures for their imple-
mentation, as well as requirements for working teams and a coordination (inte-

92



grated) situational center to solve the problems of forecasting the future security
environment of Ukraine. This will improve the basics of the public administra-
tion and administration knowledge industry.

The article elaborates an improved model of public administration in the secu-
rity and defense sector of Ukraine, which is based on the mechanisms and princi-
ples proposed above to develop and implement an effective public administration
strategy in the field of national security of Ukraine. Namely: the scheme of passing
information flows through the stages of risk management and threat prevention
and the algorithm of functioning of the information system is presented. In addi-
tion, the author presents a structural and functional scheme of decision-making
on risk management in the information system strategicization of the security of
the environment of Ukraine and an improved overall model of public administra-
tion in the security and defense sector of Ukraine. Based on the above study, the
author proposed to create in the system of the apparatus of the National Security
and Defense Council of Ukraine — the United Situation Center.

Practical recommendations are offered to help improve and improve the ef-
ficiency of forecasting the security environment.

Keywords: risk management procedure, security environment, Joint Situa-
tion Center environment security strategying, national security, military secu-
rity.

YIIPABJIIHHA PUSUKAMUN B CUCTEMI CTPATEIT'YBAHHA
BE3IIEKOBOI'O CEPEJJOBUIIIA: JEP;KABHO-YIIPABJIIHCbKUU
ACIIERT

Anoranig. Crpareris HarionasbHoi 6esrekn Ykpainu ta KoHieriist pos-
BUTKY CeKTOpy Gesrieku i 000ponn YKpainu mnepenbadae HeoOXiAHICTD TOITYKY
HAYKOBUX ITiZIXO/iB JI0 CTpaTeryBaHHs 6e311eKOBOTr0 CepeI0BHINa 3311t MiHiMi3a-
11 PU3MKIB Ta MPOTU/IIT 3arpo3aM HarioHaabHiil Gesnerni. OcobgnBoi yBaru mo-
Tpebye mpobiiema HerepebauyBaHOCTI GE31IEKOBOTO CEPEIOBHUIIA, sIKA TTOB’sSI3aHa
3 acUMeTpi€ro 3arpo3 i fiiil. Po3po6ieHo METOIMKH Ta MOJIEJ OICy Mailhy THBO-
ro 6e3MeKoBOro cepeoBuIna, hopMyBaHHS iX GaueHHsT Ta MOZEi TOro Ge3neKo-
BOTO CTaHy, B sIKOMy Oyjie PO3BUBATHUCh YKpaiHa B cTpaTeryBaHHi Ge31eKOBOTrO
CepeIOBHIIA, 3a/IesKaTUMe Bijl PO3POOJIEHHS TIOJABIMUX TTOMITHYHUX Ta CTPaTe-
FYHUX JOKYMEHTIB (JepsKaBHO-YIIPABJIIHCHKUX PillleHb), B IKUX Oy/ie 3a/eKia-
POBaHO MeTa, IiJIi Ta 3000B’sI3aHHSI.

Jluist 1boro HeoOXifHO PO3POOUTH BIANMOBIAHWIT AIEBUI iHCTPYMEHTApPiil y
BUTJISIZIi MeXaHi3My 3 po3pobJieHHsT e(heKTUBHUX CTpATEriil Ta Mmporemyp 3/iiic-
HEHHS iX, & TAKOK BUMOT 10 POOOYNX KOMAH/I i KOOpAUHAIIHHOTO (06’ €/IHAHOTO)
CUTYAI[IITHOTO 1EHTPY /IS BUPIIIEHHsT 3aBaHb MPOTHO3YBAaHHS MailOyTHHOTO
6e311eKoBOro cepeioBria Ykpairu. [le HagacTh MOKIMBICTD YOCKOHAIUTH 3a-
caau ranysi sHanp “ITyGsivune yrpaBiiHHS Ta aqMiHiCTpyBaHHS .

P03po6iieHo yI0CKOHAIEHY MOJIeJTh IEPKaBHOTO YIIPABJIiHHS Y CEKTOPi Oe3-
neku i 000poHu YKpaiHu, sika TPYHTYETHCS Ha 3alIPOITOHOBAHIX BHIIlE MEXaHi3-
Max i IPUHIUIAX PO3pOOKK Ta 3/ilicHeHHsT eeKTUBHOI cTpaTerii 1ep:KaBHOTO
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yIpaBIiHHs y cepi HalioHaIbHOT Oe31ekr Y KpaiHu, a came: PeICTaBIEHO CXe-
My TIPOXO/IPKEHHST iH(OPMaIlifHUX TIOTOKIB 3a eTaraMy yIpaBJIiHHS PU3UKAMU
Ta 3arobiraHHio 3arpo3 i aaropuT™ (GyHKIIOHyBaHHS iHGOPMAIIHOI crcTeMu
crpareryBaHHst 6e3MeKOBOTO cepeoBuia YKpainu. Kpim Toro, mpeactaBieHo
CTPYKTYPHO-(DYHKITIOHAJIbBHY CXeMY NPUUHSATTS pillleHb 3 YIPaBJIiHHS PU3UKa-
MU B iH(opMaItiiiHiil cucremi crpareryBanHst 6€3MEeKOBOTO cepeIoBHIa Y KpaiHu
Ta BIOCKOHAJIEHO 3arajIbHy MOJIEJIb JI€P/KABHOTO YIIPABJIHHS Y CEKTOPi Ge3rekn
i obopoHu Ykpainu. Buxoasuu 3 1pOBEAEHOTO JOCIiKEHHS, 3aPOIOHOBAHO
CTBOPUTH B cucTeMi Anapary Pajiu HaitionabHoi Gesexu i 06opoHu YKpainu —
OO6’eHanmii cUTyaIliiHuii EHTp.

3aIporoHOBAHO MTPAKTUYHI PEKOMEH/IAILii, 110 CIPUATUMYTh YZIOCKOHAJIEHHIO
Ta MiIBUTIIEHHIO e(eKTUBHOCTI CTpaTeryBaHHst 6e3MeKOBOTr0 CepeIOBUIIIA.

KiouoBi cioBa: miporieiypa yipaB/IiHHsS pU3HKaMu, Oe31IeKOBe CEePEeIOBHUIILE,
OO6’eHannii CUTYAIITHUI [IEHTP cTpaTeryBaHHs 6e3MEKOBOTO CepelOBUIIA, Ha-
rioHasbHa Ge31ieKa, BoeHHa Oe3reka.

YIIPABJIEHUE PUCKAMU B CUCTEME CTPATETUPOBAHUA
CPE/1bl BE3OIIACHOCTH: TOCYJAAPCTBEHHO-
YIIPABJIEHUECKHIA ACIIEKT

Annoramus. Crparerust HalMoHaIbHON Ge3onmacHocTt YKkpannbl u Kowrter-
s Pa3BUTHsI CEKTOPa 0e30MacHOCTH 1 000POHDBI Y KPauHbI TIPEyCMaTPUBAET
HeOoOXOAMMOCTD OMCKA HAYYHBIX MOJIXO/I0B K CTPATErMPOBAHUIO CPeIbl e301ac-
HOCTH JIJII MUHUMU3AIUKA PUCKOB M TIPOTUBO/EICTBUS YTPO3aM HAIIMOHAJIBHOM
6esomactnoctu. Ocoboro BHUManust Tpebyet nmpobiieMa HelrpeiCKa3yeMOCTH Cpe-
Jibl 6€30MACHOCTH, KOTOPAsT CBsI3aHa C aCHMMETpHell yrpo3 u jeiicteuii. Paszpabo-
TaHHBIE METOANKN ¥ MOJIEJIU OITUCAaHUs Oyy1ero 6e30nacHoCTH Cpejibl, (hopmu-
POBAHUST UX BUJIEHUST U MOJIEJIN TOTO OE30MACHOTO COCTOSTHUSI, B KOTOPOM Oy/IeT
pa3BUBaThCsS YKpauHa B CTPATerHPOBaHUE GE301aCHON Cpejibl, OyIeT 3aBUCETD
OT pa3paboTKU JaIbHENIITNX TTIOJUTHIECKUX ¥ CTPATETHYECKUX IOKYMEHTOB (TO-
CY/IapPCTBEHHO-YTIPABJIECHYECKUX PEIIEHNUIT ), B KOTOPBIX OY/IeT 3a/IeKIapUpPOBAHO
11eJIb, 1[eJIN U 00s13aTeIbCTBA.

Jliist atoro HeO6XOMMMO pa3paboTaTh COOTBETCTBYIONIHIA eHCTBEHHbBII H-
CTPYMEHTapuii B Bujie MexaHu3Ma 1o pa3paborke a(hheKTUBHBIX CTpATEruil u
IPOIIE/YP OCYIIECTBIEHUS UX, a TakKe TPeOOBAHUHN K pabOoIrM KOMaH/ U KOOP-
AMHAIMOHHOTO (0OBEAMHEHHOT0) CUTYAIIMOHHOTO TIEHTPA [ PEIIeHMs] 3a/1a4
IIPOTHO3MPOBAHUS OY/IYIIEr0 CPebl GEe30MaCHOCTH YKPAUHbL IJTO MO3BOJIUAT
YCOBEPIIIEHCTBOBATH OCHOBBI OTpac/u 3Hauuii “Ilybindanoe yrpaBieHue u amMu-
HUCTpOBaHue”.

Paspaborana ycoBepIIeHCTBOBAaHHAS MOJIE]b TOCYAAPCTBEHHOTO YITpaBJie-
HUSI B CeKTOpe Oe30macHOCT ¥ 0O0POHBI Y KPauHbl, KOTOPasi OCHOBBIBAETCSI HA
IPE/IIOKEHHBIX BbIIIIe MEXaHU3MAX U TIPUHITUIIAX PAa3pabOTKU M OCYIIECTBICHISI
ahdeKTUBHOI cTpaTernu rocyJapcTBEHHOTO yIpaBieHus B cdepe HAIMOHAIb-
HOIT 6€30MaCHOCTH YKPAMHBI, 8 IMEHHO: TIPE/ICTABJIEHA CXeMa TPOXOKIECHYIST MH-
(hOpPMAIMOHHBIX ITOTOKOB T10 JTAlaM YIPABJIEHUsT PUCKAMU U MPEIOTBPAIIEHUS
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yIrpo3 M ajaroput™M (GyHKIIMOHUPOBaHUA WH(GOPMAIIMOHHON CUCTEMBI CTPAaTeru-
poBaHust 6€30MaCHOCTH cpe/ibl Y KpauHbl. Kpome TOTO, MpejicTaBieHa CTpyKTyp-
HO-(DYHKI[MOHATIbHAS CXeMa MPUHATUSI PEelIeHUi IO YIPaBJeHUI0 PUCKAMH B
UHGOPMAIMOHHON CHCTeMe CTpaTernpoBaHue 0e30MacHOCTH CPe/ibl Y KpauHbI 1
yCOBEPIIEHCTBOBaHHAsT 00I1Iast MOJIENIb TOCYIAPCTBEHHOTO YIIPABJIEHUSI B CEKTOPE
6esomacHOCTH ¥ 000POHBI YKpauHbl. VICX0/s1 U3 TPOBEIEHHOTO MCCIIeI0BAHNS,
IpeIOKEHO co3/1aTh B cucteMe Anmapara CoBeta HallMOHAIBHOM GE30TTaCHOCTH

1 060oponbl YKpantbl — OObeANHEHHbII CUTYAI[HOHHBII TIEHT].
[TpetosKeHbI TPaKTHYECKIE PEKOMEH/IAIIH, CIIOCOOCTBYIOIINE COBEPIIEHCT-
BOBAHUIO ¥ TOBBINIEHUIO 3(D(HEKTUBHOCTH MPOTHO3UPOBAHUS CPe/bl He30IacHO-

CTH.

KmoueBbie cioBa: nponeaypa ymnpapJjieHusa puCKaMHu, Cpela 6630HaCHOCTI/I,
O6'beHI/IHeHHbII>'I CI/ITyaHHOHHbeI LEHTP CTpaTErupoBaHusAd 6e301acHOCTI Cpelbl,
HallnOHaJIbHasA 6630H&CHOCTB, BOoeHHas1 Oe3011aCHOCTb.

Formulation of the problem. The
analysis of the views of the leading
experts on the future security envi-
ronment of Ukraine in the conditions
of globalization of V. Hurkovsky [1],
V. Kuybida [2], M. Orel [3], G. Po-
cheptsov [4], H. Sytnik [5] allows to
make the conclusion that the security
environment is now characterized by
diversity, complexity, transience and
unpredictability. Particular attention
needs to be paid to the unpredictabi-
lity of the security environment, which
is related to the asymmetry of threats
and actions. Methods and models for
the description of the future security
environment, the formation of their
vision and the model of the security
state in which Ukraine will develop
in the security environment strategy
will depend on the development of fur-
ther political and strategic documents
(state-government decisions), which
will state the purpose, goals and objec-
tives, obligations. To do this, appropri-
ate action tools should be developed
in the form of a mechanism for develo-

ping effective strategies and proce-
dures for implementing them, as well
as requirements for working teams and
a coordination (joint) situation center
to address the challenges of forecasting
Ukraine’s future security environment.

Analysis of the recent research
and publications. Modern scientists
have carried out a number of basic re-
searches, among which the tasks were
first of all to identify the laws and ten-
dencies of formation and development
of the national security system, its con-
stituent functions, tasks; functioning
evaluation, etc.

The interest of domestic scientists
in certain aspects of security environ-
ment strategy emphasizes the social
importance of these aspects. At the
same time the research on these issues
generally seems to be insufficient. The
analysis of the development of the se-
curity situation in Ukraine shows that
a set of measures is needed that would
allow not only to identify and neutra-
lize the threats to the national security
in a timely manner, but would create
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conditions for efficient and dynamic
development of the domestic economy.
It is about ensuring the effectiveness
of the components of the political and
legal mechanisms of the national secu-
rity, which integrate all the elements
of the system in order to implement a
strategy of such security as a concept
defining one of the directions of the
state security policy, defense. Particu-
larly valuable for the study were the
works of such scientists as: V. D. Ba-
kumenko [6], V. I. Hurkovsky [7,11],
V. Kovbasyuk [8], N. R. Nyzhnyk [9],
and others.

The purpose of the article is to
justify on the basis of the modern sci-
entific approaches the formation of a
new organizational structure — the
Joint Situation Center, the formation
of a new improved general model of
the public administration in the secu-
rity and defense sector of Ukraine, the
presentation of a structural and func-
tional decision-making scheme for risk
management in the information system
of security environment strategic plan-
ning of Ukraine.

Presentation of the main material.
In the public administration the risksin-
clude disruptions in IT services, delays,
unforeseen costs, excess commitments,
and political, diplomatic, economic, etc.
“failures”. These are the areas in which
issues of power and knowledge are most
acute. The state very often seeks to
show that it fully controls the internal
processes, although in reality its power
is substantially limited. The heads of
the ministries and departments may
face obstruction or follow erroneous
advice. Some government officials or
politicians may try to hide their mis-
takes or minimize the problems.
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In practice, the last resort in terms
of risk liability remains to the state
(for example, in the event of the bank-
ruptcy of a private contractor), as most
attempts at risk transfer fail. As a rule,
such transfer is carried out in transpa-
rent, predictable and not long-term in-
vestment projects. The expected result
is indisputable and not long-lasting in
the field of services. In addition, if the
transfer of financial risks to a third par-
ty does not cause complications, then
the transfer of reputational costs is
much more difficult. After all, the soci-
ety has every reason to expect that the
state does take responsibility for the
services provided on its behalf.

The state is obliged to overcome
risks at three levels: strategic, program-
matic and operational. The strategic
level is the political agreement with
the citizens and the consistency of the
program of action of the government
as a whole. Critical decisions taken at
this level include the formulation of
strategic goals, cost allocation and po-
licy changes in case of success or fai-
lure.

At the programmatic level the go-
vernment deals with the detailed direc-
tions of the public policy, what plans
will be implemented and by whom. The
major risks include large cost overruns,
insufficient attention to the operat-
ing environment, and resistance from
powerful influencers.

The operational (project) level de-
cisions are closely related to technical
issues, resource management, sche-
dules, service providers, partners, and
infrastructure. Most often, at this level,
one has to deal with the problem of lack
of proper attention to the situational
planning and development of backup




plans, with excessive optimism about
the timing of projects, etc.

At each of the three levels the state
has a choice: bring the case to a close or
try to streamline the approach taken to
the risks. Probably the most important
question for any state is: “Who makes
the risk decisions?”, “Are the execu-
tants and responsible persons properly
selected or not?”

Undoubtedly, government officials
must have a deep understanding of
the real interconnections and mecha-
nisms — whether it is a country’s mili-
tary security, the competence of a poli-
cy-making agency, or the normalization
of the computer systems. At the same
time, the most important decisions in
the state are made in the absence of the
society, really understanding their pos-
sible actions and future consequences.

The place in the hierarchy and legal
status are the factors that are always
on top of direct experience. Therefore,
one should not be surprised at the huge
number of emergencies and catastro-
phes in many countries around the
world. Not surprisingly, in many cases,
the councils of society have even worse
consequences than they were before.

Indeed, strategically, the state does
not shy away from risks: it tries to take
into account all the facts because it has
systems for detecting and counterac-
ting threats. However, the condition
for maintaining the resilience of the
system to risks is the ability of the state,
along with society and business, to un-
derstand the existing risks. It should
be based on the common experience of
many people and institutions in the re-
al world of coping failures and disaster
relief. Borderline centralization, where
the system relies primarily on formal

risk monitoring and analysis mecha-
nisms, weakens its ability to respond to
unexpected shocks in a timely and cor-
rect manner. The same can be said of
infrastructure critical to the state and
society. One of the most important les-
sons of the 21% century is that the most
resilient are those systems and infra-
structures that can be disaggregated.
In addition to performing their core
functions, the institutions designed to
deal with risks have urged the govern-
ment officials of all levels to constantly
consider the need for sustainability, as
they have helped the central govern-
ment to get a proper idea of what the
country is expecting in the near future.
Based on the above study, it is pro-
posed to create a new organizational
structure for the Office of the Natio-
nal Security and Defense Council of
Ukraine — Joint Situation Center.
Using a specific approach to solving
the task of strategizing the future se-
curity environment and under the gui-
dance of a specialist practitioner, it is
necessary to involve carefully selected
employees of different structures from
within the government and from out-
side for the work at the Joint Situation
Center. Give the employees the right
to use the financial resources of several
ministries, as well as compete with the
non-governmental organizations ope-
rating in the field. Transfer the func-
tion of coordinating the activities of
the existing intelligence and security
agencies, which operate autonomously
and often compete with each other.
The new version of the Law of
Ukraine “On National Security of
Ukraine” of 21.06.2018 Ne 2469-VIII
(last amended on March 04, 2020) [10]
defines and delimits the powers of the
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state bodies in the fields of national
security and defense, creates the basis
for the integration of policies and pro-
cedures of the public authorities, other
state bodies whose functions are rela-
ted to national security and defense,
security and defense forces, the system
of command, control and coordination
of the operations of security and de-
fense forces is defined, a comprehensive
national security and defense planning
approach is being implemented, thus
ensuring democratic civilian control
over the security sector’s bodies and
entities.

In accordance with Articles 106 and
107 of the Constitution of Ukraine, the
President of Ukraine exercises control
over the security and defense sector
both directly and through the National
Security and Defense Council headed
by him and, where necessary, by advi-
sory, consultative and other auxiliary
bodies and services.

The security and defense sector of
Ukraine has four interrelated compo-
nents: security force; defense forces; de-
fense-industrial complex; citizens and
civic associations voluntarily involved
in the national security. The functions
and powers of the components of the
security and defense sector are deter-
mined by the legislation of Ukraine.

The security and defense sector in-
cludes: Ministry of Defense of Ukraine,
Armed Forces of Ukraine, State Special
Transport Service, Ministry of Internal
Affairs of Ukraine, National Guard of
Ukraine, National Police of Ukraine,
State Border Service of Ukraine, State
Migration Service of Ukraine, State
Emergency Service of Ukraine, Secu-
rity Service of Ukraine, External Intel-
ligence Service of Ukraine, State Secu-
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rity Service of Ukraine, State Service
for Special Communications and In-
formation Protection of Ukraine, Ap-
paratus of the National Security and
Defense Council of Ukraine, the intel-
ligence agencies of Ukraine, the central
executive authority that provides for
the formation and implementation of
the state military-industrial policy.

However, notwithstanding the no-
velty and updating of the Law of Uk-
raine “On National Security of Ukraine”,
there is no current mechanism of the
public administration in the field (sec-
tor) of Ukraine’s security and defense.

The author proposes an improved
model of the public administration
in the security and defense sector of
Ukraine, which is based on the above
mechanisms and principles for the
development and implementation
of an effective public administration
strategy in the field of national secu-
rity of Ukraine, which is highlighted in
Fig. 1-4. Namely:

1. The flow diagram of information
flows by stages of risk management and
threat prevention is presented in Fig. 1.

2. The algorithm of functioning of
the information system of strategic
planning of the security environment
of Ukraine, Fig. 2.

3. Structural and functional scheme
of decision-making on risk manage-
ment in the information system of
strategizing the security environment
of Ukraine, Fig. 3.

4. Improved overall model of the
public administration in the security
and defense sector of Ukraine, Fig. 4.

Among other things, the tasks of the
Joint Situation Center may be:

* a thorough analysis of the inter-
national indicators to compare the
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Fig. 2. Algorithm of functioning of the information system of strategic planning
of the security environment of Ukraine
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CHHTe3Y pillieHb
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IJIAHOBOMY Ta
HAA3BHYAHHOMY PEeKHMAX

Po3Bs'sizanns
MOCTITHAOBKHX TA
YHIKaJIBHHX 32124

YupasaiHHSA CHCTEMOIO.
Kontpoas

. J

|—OCHOBHi (pynknionanbui
migcucTeMa

Indopmauiiine
3aGe3meuenns. 3Gepiranust
JAaHHX i 3HAHb

AnropuTMmizanis po6oTH i
pPo3podka cueHapiis

Bizyaaizauist npouecis

IndopmaniiiHo-aHaTITHYHA
NiATPHMKA

Excnepraa migrpamka

IIporpamHuo-TexHiuHa Ta
pecypcHa miATpHMKA

_

Fig. 3. Structural and functional scheme of decision-making on risk management
in the information system of strategizing the security environment of Ukraine

performance of the government of
Ukraine and other countries, examples
of lessons to be learned;

« analysis of the key policy areas to
identify effective directions and areas
in need of change (e.g., new defense-
industrial policy);

¢ athorough study of the conditions
of functioning of the Armed Forces of
Ukraine and other security structures;

* preparation for future changes,
including attempts to determine the
expected moment of political actua-
lization of certain issues.

In this way, the Joint Situation
Center achieves the greatest success

when it is set with clear goals, when it
fulfills functional obligations, and at
lower levels viable integrated struc-
tures with strong cooperative tradi-
tions. Equally important to success is
the alignment of key motivating activi-
ties — money, prestige, promotion and
tasks.

The Joint Situation Center is more
than just an administrative structure.
Its activities are highly dependent on
interaction. To understand its dyna-
mics is by constantly improving the
tools of analysis of the future secu-
rity environment. At the same time,
it is unlikely that in the future the go-
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vernment will move to predominantly
horizontal principles of organization
instead of vertical ones. Even if this
happens, the amount of interagency
tasks will remain unchanged. Most
likely, in the future, the government
will be a combination of vertical hier-
archies focused on the long-term tasks
of the state and horizontal structures
aimed at defining strategy and solving
short-term issues.

As a result, this will mean a further
evolution of the government, in par-
ticular in the direction of:

* more project-oriented activities,
when temporary teams of employees
of different departments are formed to
solve certain tasks;

* increasing the level of interagency
cooperation at the stage of implemen-
tation of a particular strategy with the
involvement of practitioners;

* increasing the share of financial
allocations related to the results of
particular programs and the consistent
allocation of funds between the minis-
tries and agencies, depending on their
return,;

* transfer to departments some ver-
tical governmental functions while re-
ducing the number, but increasing the
degree of integration of the staff of the
central apparatus;

* automation, data digitization
of access to services, that are mostly
aimed at improving the needs of the
citizens rather than for the conveni-
ence of suppliers;

* giving more importance to profes-
sional associations that go beyond li-
mited fields of activity.

Conclusion. The proposed ap-
proach to risk management, based on
the one proposed for the creation of

a new organizational structure at the
Office of the National Security and
Defense Council of Ukraine — Joint
Situation Center, provided that it is
implemented in the practice of the
public administration, will contribute
to improving the effectiveness of the
security policy. Taking this approach
into account, one of the promising
areas for further research should be to
develop practical recommendations for
the public administration bodies in the
field of national security of Ukraine to
manage risks and threats to the natio-
nal security.
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