UDC: 351

https://doi.org/10.32689 /2617-2224-
2020-2(22)-141-149

Panchenko Oleg Anatoliyovych,

Doctor of Medical Sciences, Professor, Hon-
ored Doctor of Ukraine, President of the All-
Ukrainian Professional Psychiatric League
(Kyiv), Director of the State Institution
“Scientific and Practical Medical Rehabili-
tation and Diagnostic Center of the Minis-
try of Health of Ukraine”, Kostyantinioka,
Donetsk region, Ukraine 85110, 14 O. Nevs-
koho Str., tel. (06272) 2-55-17, Email: oap@
ukrnet, https//orcid.org/0000-0001-9673-
6685

Ilanuenxo Onez Anamoaniiiosun,

doxkmop meduunux nayx, npodecop, 3aciy-
acenul vikap Yxkpainu, npesudenm Beeyxkpa-
incvrol npogeciinoi ncuxiampuunoi wieu (m. Kuis), dupexmop /13 “Hayxoso-npaxmuumnui
meduunuil peadivimauitino-oiaznocmuunuil yenmp MO3 Yipainu”, m. Kocmanwmunieka,
Honeuvka obracmo, Ykpaina, 85110, syn. O.Hescorozo, 14, men. (06272) 2-55-17, e-mail:
oap@ukr.net, https//orcid.org/0000-0001-9673-6685

Ilanuenxo Onez Anamonvesuu,

00KmMop MeQuuuncKux Hayx, npogeccop, 3acuyacennvii epaw Ykpaunt, npesudenm Bce-
YKPAUHCKOU npogeccuonanvnoi ncuxuampuveckoi aueu (2. Kues), oupexmop T'Y “Hayu-
HO-NPAKMUUECKULL  MEOUUUHCKUTL  PeadUIUMAaUUoHHO -Ouaznocmuveckutl  yenmp Mumnu-
cmepemea 30pasooxpanenus: Yxpaunwvt”, 2. Koncmanmunoexa, Joneuxas obracmo, Ykpa-
una, 85110, ya. A. Hesckozo, 14, men. (06272) 2-55-17, e-mail: oap@ukr.net, https//orcid.
org/0000-0001-9673-6685

PUBLIC REQUEST FOR INFORMATION SECURITY

Abstract. The article states that the introduction of the modern information
technologies in the sphere of life (cultural, social, economic, political) has sig-
nificantly increased the dependence of the society and each individual on the
reliability of the functioning of the information infrastructure, the reliability of
the information used, its protection from the unauthorized modification, as well
as illegal access to it.

The following definition of the concept of information security is formula-
ted — it is a state of the information environment that provides satisfaction of
the information needs of the subjects of the information relations, security of in-
formation and protection of the subjects from negative information influence. In
this definition, the subjects of the information relations can be: the state, the so-
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ciety, organizations, people. The following types of information security are char-
acterized: information security of the state, information security of the society
and information security of the individual.

It is stated that the information security, based on the twofold essence of in-
formation, should be aimed at protecting both its objective and subjective com-
ponent. In the first case it acts in the form of security of the information, in the
second — in the form of information and mental security.

Thus, the protection of information involves a system of measures aimed at
preventing the unauthorized access to information, unauthorized modification,
loss, destruction, violation of integrity, etc. However, the problem of protecting
the citizens from negative information is much more complicated than the prob-
lem of protecting information in general, because information risks are extremely
diverse and their impact is not always obvious.

In the conditions of turbulence the solution of the problem of protection of
the society in the information sphere must be complex-systemic in nature and
implemented at different levels: normative, institutional, personal.

Keywords: information, informatization, information security, information
society, threats and risks.

CYCHIJIbHUI 3AIIUT HA ITHOOPMAIINHY BE3NEKY

AHotanis. 3azHayeHo, 1110 BIPOBA/KEHHS Cy4acHUX iH(MOPMaIliitHUX TeXHO-
JIOTiH y chepu sKUTTENIANBbHOCTI (KyJAbTYyPHY, COIiaTbHy, EKOHOMIUHY, ITOJIiTHY-
HY) iCTOTHO Mi/IBUTITUJIO 3aJI€3KHICTh CYCITITBCTBA i KOKHOT KOHKPETHOT JIIOJIUHA
Bi/l HaJliliHOCTI (hyHKITIOHYBaHHS iHGOopMaIliliHoi iHhpacTPyKTypH, T10CTOBIPHO-
CTi BUKOPUCTOBYBaHOI iH(opmartii, ii 3aXuIIeHoCTi B/l HECAHKITIOHOBAHOT MOJIH-
bikaitii, a TaKOXK TPOTUIIPABHOTO JIOCTYILY /10 Hei.

CdopmyboBate HacTyITHe BU3HAYEHHS TTOHSTTS iH(opMariiiina Ge3mnexa —
1e ctaH iHGOPMAIiiHOTO cepepoBHIIa, 110 3abe3Ieuye 3a70BOeHHs iHbopMa-
wiitHux morpeb cy6’ekTiB indopMaliiiaux BigHocHH, 6e3neky iHdopMariii Ta 3a-
XHCT cy0’€KTIB Bijl HEraTUBHOTO iH(opMaliiHOro BIUIMBY. B 1aHOMY BU3HaYeHH]
cy6’ektamu iHOpMaIiiHIX BiTHOCHH MOXKYTb OyTH: IepyKaBa, CyCIiIbCTBO, Op-
ranisariii, oauaa. OxapakTepr3oBaHi HACTYIIHI BUAKM iH(bOpPMaIiiiHOi Oe31eKu:
indopmariiina 6e3neka aep:xasu, iHhopMaiiiiina 6e3reka cycriabcTBa Ta iHdop-
Mmartiiina 6e3reka 0coOMCTOCTi.

3asHaueHo, 110 iHopMaliiiina 6esreka, BUXOASYN 3 ABOEANHOI CYTHOCTI iH-
dbopmaitii moBuHHa Oy TH CIIPSIMOBAHA SIK Ha 3aXUCT 06’ €KTUBHOI, TaK i cy6 €KTHB-
HOT 1 CKJTaloBO1. Y MepIIoMy BUIAKY BOHA BUCTYIIAE Y BUTJIsAI Oe3meku indop-
Mallii, y Ipyromy — y BUIJIsIAL iHGOPMAIiHHO-TICUXiYHOT Oe31IeKH.

Taxkum ynHOM, 3axucT iHMopMallii mependadae CUCTEMY 3aXO/IiB, CIIPSIMOBa-
HUX Ha HEJIOMYIIIeHHS HeCAaHKIIOHOBAHOTO JIOCTYILY /10 iHhopMaliii, HecaHKITiOHO-
npobJieMa 3aXUCTy TPOMA/ISH Bijl HeraTUBHOI iH(bopMaltii 3HaYHO CKJIaIHiIIA, HizK
npobJieMa 3axXucTy iHhopMallii 3arajoM yepes Te, 1110 iHhopMalliiiHi pUSUKN Ha/l-
3BMYAITHO Pi3HOMAHITHI, a IX BILJIMB HE 3aBXK/I1 OUeBUHUIL.
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B ymoBax TypOyJieHTHOCTI BUPIIIEHHs TPOOJIeMHU 3aXKMCTy CYCIiJIbCTBA B iH-
opmamiiiniii cepi MOBUHHO HOCUTH KOMILJIEKCHUIM CHUCTEMHUI XapaKTep Ta
3IMIICHIOBATHCS HA Pi3HUX PIiBHSX: HOPMATHUBHOMY, iHCTUTYIIIHHOMY, Ta 0COOM-
CTiCHOMY.

Kmouosi caosa: indopmariis, indopmarusaiiis, indopmaliiiina 6esneka, iH-
(hopmartiiine cycmisbcTBO, 3aTpO3U Ta PUSUKH.

OBIIECTBEHHBII1 3ATTIPOC HA UTHO®OPMAIIMOHHYIO
BE3OITACHOCTD

AHHOTanus. YKa3aHo, YTo BHeJ[peHre COBPeMEeHHbIX MH(MOPMAIIMOHHBIX TeX-
HoOJIOTUI B cdepbl Ku3HeAeaTeJbHOCTH (KYJIbTYPHYIO, COIMAIbHYIO, 9KOHOMMU-
YECKYIO, MOJUTUYECKYIO) CYIIECTBEHHO TMOBBICUIO 3aBUCHMOCTH OOIIECTBA U
KaK/IOTO KOHKPETHOTO YesIoBeKa OT HaJeKHOCTU (PYHKIIMOHUPOBaHUSA MHMOP-
MaIMOHHOI UH(MPACTPYKTYPHI, IOCTOBEPHOCTH UCIIOJIb3yeMOi nH(opmaluu, ee
3aIUIEHHOCTA OT HECAaHKIIMOHWPOBAHHOW MoAu(UKAIUU, a TaKKe IPOTUBO-
IIPaBHOTO IOCTYTIA K HEll.

ChopmysnupoBatno ciepyloliee olpejiesieHe TMOHATHS WH(OOPMAIMOHHAS
6€e30MacHOCTh — 9TO COCTOsTHUE WH(MOPMAIMOHHON Cpeibl, 0OecnednBaoIeit
yIOBJIeTBOpeHne WHMOPMAIIMOHHBIX TTOTpebHOCTEll CyObheKTOB HMH(MOpPMAIU-
OHHBIX OTHOIIEHWIT, 6e30MaCHOCTh MHPOPMAIMK U 3AIUTy CyOHEKTOB OT He-
raTUBHOTO WH(MOPMAIMOHHOTO BO3AEHCTBUsI. B maHHOM ompeeseHun cyOb-
eKTaMu UHGOPMAIMOHHBIX OTHOIIEHWIT MOTYT OBITh: TOCYAapCTBO, OOIIECTBO,
opranusaiuu, yesnosek. OXapaKTepu3oBaHbl cJeylolue BUbl MHPOpMaIK-
OHHOH Ge3omacHocTH: WHGMOPMAIMOHHAsT GEe30TTaCHOCTh TOCYIApCTBa, UHMOP-
MainoHHast 6e30macHOCTh 001ecTBa 1 UHMOOPMAIMOHHAS GE30TTaCHOCTD JIMY-
HOCTH.

Or™meueno, uto nHhopMaIMoHHast 6e30MaCHOCTD, KCXO/IS U3 IBY€ENHON CYIIl-
HOCTH MHGOPMAIUU J0JIKHA ObITh HallPaBJIeHa KaK Ha 3allUTy 0OBEKTHBHOI,
Tak U CyOBEKTUBHON ee COCTABIISTIONIEi. B 1iepBoM ciiyyae OHa BBICTYIIA€T B BUJIE
GesomacHocTy WHGOPMAIINHU, BO BTOPOM — B BH/IEe HHPOPMAIIMOHHO-TICUXOJIOTH-
4eCKO HE30TaCHOCTH.

Taxum o6paszom, 3aiura nHGOPMAIUH TPELyCMATPUBAET CUCTEMY MEPOITPHU-
ATUHN, HAITPABJIEHHBIX HAa HEAOMYIIeHNe HeCAaHKIIMOHUPOBAHHOTO J0CTYIIA K WH-
opmaruy, HeCaHKIIMOHUPOBAHHOM ee MoAU@UKAIUU, TTOTEPU, YHUUTOKEHMUS,
HapYIIeHUsI eJIOCTHOCTH 1 ToMy mogobHoe. OnHako, mpobiema 3aluThl Tpa-
JKIIAH OT HETATUBHON MH(MOPMAIIH 3HAYUTETHHO CIIOKHEE, YeM podiemMa 3aiiu-
ThI UH(MOPMAIIMK B 11€JIOM M3-32 TOT0, 4YTO MH(MOPMAIIMOHHbIE PUCKU YPe3Bblyaii-
HO Pa3HOOOPa3HbI, a UX BJIUSHIE HE BCEr/[a OU€BU/HBI.

B ycioBusix TypOyJIeHTHOCTH peliieHre mpobIeMbl 3alUThl O0IECTBA B WH-
dopmarmonnoii cepe A0MKHO HOCUTh KOMIIJIEKCHBIN CUCTEMHBIN XapakTep U
OCYIIECTBJIATHCS HAa Pa3HBIX YPOBHSIX: HOPMATMBHOM, MHCTUTYIMOHATIBHOM U
JINYHOCTHOM.

KmoueBbie cioBa: nrdopmarust, nabopmaTusaius, nHGopmarunontas 6e3-
OMAaCHOCTD, HH(HOPMAIIMOHHOE 0OIIECTBO, YTPO3bI U PUCKU.
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Formulation of the problem. The
most important role in the develop-
ment of the modern society belongs
to informatization, the peculiarity of
which is that one of the main activi-
ties of the members of the society is the
processes associated with information.
The information society to which hu-
manity is eagerly seeking is radically
changing the status of information,
expanding its potential as a positive re-
source and revealing its sharply nega-
tive potential. Information has always
surrounded people, so any society can
be considered informative.

However, the introduction of the
modern information technologies in
the sphere of life (cultural, social, eco-
nomic, political) has significantly in-
creased the dependence of the society
and each individual on the reliability
of the functioning of the information
infrastructure, the reliability of the in-
formation used, its protection from the
unauthorized modification, as well as
illegal access to it.

The modern man, his daily life has
proven to be addicted to mass commu-
nication. The proliferation of the net-
worked computer technologies, mobile
communications and the Internet, in-
formation resources of the modern so-
ciety can carry not only good but also
be exposed to increasing number of
threats, which can harm the interests
of the individual, the society, the state,
lead to economic losses and threaten
the security of the national information
security. In this connection, the issue
of the public request for information
security becomes extremely important.

The chosen topic of the research is
intended to help solve the problem of
information security of the society and
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the individual in the conditions of tur-
bulence.

Analysis of the recent publica-
tions on the subject. The information
security, problems of protection of the
national information space have been
researched by many scientists. In par-
ticular, the problem is reflected in the
works of U. Ilnytska, V. Pocheptsov,
Yu. Lisovska, O. Oleynik, T. Perun,
V. Hurkovsky, K. Zakharenko, V. Zho-
gov, H. Foros, V. Trinyak, Yu. Mu-
ravska, A. Marushchak and other
specialists. However, the problem of
protecting the citizens from negative
information is much more complicated
than the problem of protecting the in-
formation in general, because informa-
tion risks are extremely diverse and
their impact is not always obvious.
Therefore, the prevention of negative
information influences and their neu-
tralization require additional research
of the problems of information security
of the society and the individual in the
conditions of turbulence, development
of theoretical and methodological bases
of the public administration in the field
of the national information security.
Thus, the study of the negative infor-
mation impacts, the search for mecha-
nisms to protect the citizens from them
is a pressing issue for the science and
practice of the public administration,
namely information security as an in-
tegral component of the Ukraine’s na-
tional security

Formulation of the purposes
(goal) of the article. Expand the con-
cept of information security, character-
ize the types of information security,
investigate the public request for infor-
mation security in a turbulent environ-
ment.




Outline of the main research ma-
terial. In the general sense security is
a state of protection against anything
and can be applied both to the indivi-
dual in particular and to the society and
the state as a whole. At the same time,
security as a concept differs depending
on its scope: political science, sociology,
economics, etc. In the theory of nation-
al security the following formulations
are widely used: “national security”,
“personal security”, “state security”,
“International security”, “information
security”, “political security”, “social se-
curity”, “military security”, etc. [1-3].

Today, with the concept of “infor-
mation security”, in particular, with its
terminological definition, a paradoxical
situation has arisen. On the one hand,
the term “information security” is wide-
ly used in the scientific publications,
educational literature and legislative
documents of different levels, on the
other hand, this concept is still ambigu-
ous, and its content in different sources
has fundamental differences [4—6].

In our opinion, security is a state
task, not only in the absence of threats
that are subjectively perceived by the
individuals and groups, but also in the
assessment and preparation of the in-
dividuals and government structures
for information threats. From the point
of view of social relations, security can
be called a state in which a person has
a sense of confidence and security, a
sense of trust in another person or the
legal system. The opposite of security
is risk [7].

Information security is: 1) a state of
protection of the vital interests of the
individual, the society and the state,
which minimizes the damage caused by
incompleteness, untimely and unreli-

able information; its destructive influ-
ence; misuse and dissemination of the
personal data; 2) the state of protec-
tion of the national information space,
which ensures the formation, use and
development of the latter in the inter-
ests of the citizens, organizations, the
state [4; 8].

The concept of “information secu-
rity” is defined by the following com-
ponents [9]:

First — meeting the information
needs of the subjects in the informa-
tion environment. It is obvious that
without the subject’s necessary infor-
mation, information security cannot be
ensured. The information needs of dif-
ferent entities are not the same, but in
any case the lack of necessary informa-
tion can have negative consequences.

Second — the security of informa-
tion. The requirements of complete-
ness, authenticity and timeliness
of information must be respected
throughout the circulation of informa-
tion, as violations of them may lead to
incorrect decisions or, in general, to
inability to make decisions, as well as
breaches of confidentiality status may
devalue the information. Therefore,
information should be protected from
influences that violate its status.

Third — protection of the subjects
of the information relations from nega-
tive information influence. Making the
wrong decisions can be caused not only
by the lack of necessary information,
but also by the presence of harmful,
dangerous information for the subject,
which is often purposefully imposed.

With this approach, the following
definition can be formulated: Informa-
tion security is a state of the information
environment that provides satisfaction
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of the information needs of the subjects
of the information relations, security of
information and protection of the sub-
jects from negative information influ-
ence. In this definition, the subjects of
the information relations can be: the
state, society, organizations, people.

In the context of national security
the more complete definition of in-
formation security is the following:
“information security is a state of pro-
tection of the vital interests of the indi-
vidual, the society and the state, which
minimizes the damage caused by incom-
plete, untimely and unreliable informa-
tion, negative information impact, nega-
tive consequences of the functioning of
the information technologies, as well as
through the unauthorized dissemination
of information” [10; 11].

According to the analysis of the sci-
entific literature on the issue of infor-
mation security, most scholars agree
that information security is an integral
part of the national security. Informa-
tion security is an integral part of over-
all security, whether national, regional
or international.

There are the following types of in-
formation security (Figure).

Information security of the state —
the state of preservation of the informa-
tion resources of the state and protec-

tion of the legal rights of the individual
and society in the information sphere.
In other words, the information secu-
rity of the state is a state of the state
where its information environment
cannot be harmed through the use of
information resources and systems.

Information security of the state is
an integral part of the national secu-
rity of the country, which is ensured
through the comprehensive organiza-
tion of all resources and systems.

Information security of the society
is a state of the society in which it can-
not be harmed significantly by influ-
encing its information sphere. Infor-
mation security of the society can be
achieved both as a result of measures
aimed at maintaining the most infor-
mative environment in a secure state of
the object, protecting the object from
destructive influence, and by strength-
ening the immunity and developing
the ability of the society and its mem-
bers to evade the destructive informa-
tion exposure.

Security is one of the basic human
needs, that is, very important to the
society. A sense of security must be
linked to a state of peace, a lack of fear.
Information security in its research fo-
cuses on identifying the state of threats
to devices, systems, traffic segments

Types of information
security

y

4

Information security
of the state

Information security
of the society

Information security
of the individual

Fig. 1.
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and information security measures, as
well as the likelihood of risks for them.
For every society the issue of security
is one of the main dimensions of its way
of thinking about the social reality [7].

Information security of the indi-
vidual — a state of protection of the
individual, various social groups and
associations of people from influences,
capable against their will and desire to
change the mental states and psycho-
logical characteristics of the individu-
al, to modify his behavior and limit the
freedom of his choice.

The risks to the information secu-
rity of the individual may include in-
terference with privacy, use of the in-
tellectual property objects, restriction
of access to information, unlawful use
of the social media that act on the sub-
conscious, misinformation, misrepre-
sentation [12].

Information protection is a guaran-
tee of security, a task of the state. The
protection of information provides a
system of measures aimed at prevent-
ing the unauthorized access to the in-
formation, unauthorized modification,
loss, destruction, breach of integrity,
etc.

The solution to the problem of en-
suring the information security of the
society and the individual should be
complex-systemic in nature and imple-
mented at different levels.

The first level is normative. A con-
sistent regulatory framework must be
created that takes into account all as-
pects of the information security prob-
lem.

The second level is institutional,
which implies the concerted activities
of different social institutions related
to education and socialization.

The third level is individual, that is
connected, above all, with self-teach-
ing, self-education, formation of a
high level of information culture of
the personality as part of the general
culture of the person. At this level the
formation of the necessary personal
qualities take place for ensuring the
information self-protection of the in-
dividual.

Conclusions and prospects for fur-
ther research. Information systems
in today’s economic space, given the
widespread use of the digital tools, are,
on the one hand, an invaluable source
of knowledge about the state of the
business entities and, on the other, a
target for the unauthorized collection
and receipt of such information and
competition. Information security,
based on the twofold essence of infor-
mation, should be aimed at protecting
both its objective and subjective com-
ponent. In the first case it acts in the
form of security of the information, in
the second — in the form of informa-
tion and mental security.

In the conditions of turbulence
the solution to the problem of ensur-
ing information security must be of a
complex-systemic nature and be imple-
mented at different levels (normative,
institutional, personal).
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