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PUBLIC MANAGEMENT IN THE SPHERE
OF INFORMATION SECURITY
AND DEMOCRACY DEVELOPMENT IN UKRAINE IN WAR TIME

Abstract. The article states that the current stage in the formation and implementation of Ukraine’s
national security strategy is related to the need to protect its national interests in the face of new threats
to its state sovereignty and territorial integrity. It was found that they determine the basic principles
and current threats to national security, the relevant goals, as well as mechanisms to protect the national
interests of Ukraine. It is proved that the main goal of Ukraine’s state policy is to further strengthen
national security as a key factor in sustainable social development.

The information security of Ukraine has the main strategic task: to create a powerful national informa-
tion space as the main aspect, testifies the country’s presence in the world information arena. Such a goal
also implies the need to create a system to counter any information threat and defend its own information
resources, environment, and infrastructure component of the country. The national security of Ukraine
in the information sphere should be considered as the integral integrity of four components — personal,
public (public, commercial (corporate), and state security.

It was emphasised that the modernisation of Ukraine’s foreign policy and diplomatic service is aimed
at strengthening its position in the international environment and ensuring the development of a sys-
tem of collective security within the Euro-Atlantic community — the European Union and NATO. The
national interests of Ukraine in the field of information security should be the development of modern
telecommunications technologies, in the protection of state information resources from unauthorised
access. Modern information confrontations have shown that the information space of Ukraine needs addi-
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tional protection from external negative information and psychological influences. It is proved that one
of the priority tasks of the state power is the complex implementation of the National Security Strategy
of Ukraine in the conditions of growing asymmetric threats and conflict factors.

Key words: national security, national interest, hybrid war, public administration, public
communication, democracy.

IIYBJIIYHE YITPABJITHHA Y COEPI IHd)OPMAHIﬁHOT BE3IIEKU
JIA SABESITEYEHHSA PO3BUTRY TEMOKPATII B YKPAIHI
(KOHTEKCT BOEHHOTI'O CTAHY)

AHoTamnis. Y cratTi 3a3HaU€HO, 110 Cy4acHU eTar (h)OpMYBaHHS Ta peasrisallii cTpaTerii HallioHAJIbHOI
Oesnexy Ykpainu 1o’ si3aHuii 3 HeoOXiIHICTIO 3aXKCTY il HAIlIOHATBHIX iHTEPECIB B yMOBAaX HOBHX 3arpo3
il Iep>kaBHOMY CyBEPEHITETY Ta TEPUTOPIaIbHIN iJiCHOCTI. BU3HAaUeHO OCHOBHI MPUHITUIIN Ta aKTyaJbHi
3arpo3u HaI[lOHAIbHIN Ge3Ielli, BiIMOBIAHI I/, a TAKOK MeXaHi3MU 3aXUCTy HAI[lOHAJIbHUX iHTEPeCiB
Ykpaiau. /loBezeHo, 10 OCHOBHOIO METOIO JEP:KAaBHOI IOJITUKN YKPalHW € TOJaJbllle 3MillHEHHS
HAIIOHAJIBHOI O€3TeKH K KII0YOBOTO YMHHUKA CTAJIOTO CYCIIJIBHOTO PO3BUTKY.

Iadopmariiiina OGesmexka YKpaiHM Ma€ OCHOBHE CTpaTeriyHe 3aBIaHHS: CTBOPUTH TOTYKHUI
HaIlOHAIbHUN 1H(MOPMAIIHHUN TIPOCTIP, SK TOJOBHWUU aCIeKT, M0 3acBIJUy€ TPUCYTHICTh KpaiHU
Ha CBiTOBi#l iH(opMariiiHiii apeni. Taka MeTa Takok mHependavyae HEOOXiAHICTH CTBOPEHHSI CHCTEMU
npoTuIii Oyab-sKiil iHopMalliiiHiit 3arpo3i Ta 3aXuUCTy BIaCHUX 1HGOPMAIINHIX PECYPCIB, CepeIOBUIIIA
Ta iH(ppaCTPYKTYpPHOI CKiIanoBoi Kpainu. HamionanpHy Oesrieky Ykpainu B indopMmartiitaiii cdepi ciia
POBTJISIIATH SIK IITICHY IiTICHICTD YOTHPHOX CKJIAJI0OBUX — OCOOUCTOT, CycCITibHOT (1yOiHOT, KOMEPIiHHOT
(KOPIIOpPaTUBHOI ) Ta JePsKaBHOI OE3IEKH.

Bysio HaroJsomeHo, mo MoJepHi3allisi 30BHINIHBOI MOMITHKKA Ta AUILIOMATHYHOI CJIy:KOM YKpaiHu
CIIPSIMOBaHa Ha 3MIITHEHHS 11 IO3WIIIN Y MisKHAPOIHOMY CEPEIOBHUII Ta 3a06e31eYeHHsT PO3BUTKY CUCTEMHU
KOJIEKTUBHOI Ge3IeKN B paMKaX €BpOATIaHTHUYHOI crisbHOTH — €Bpomneiicbkoro Corosy ta HATO.
Hartionasphi inTepecn Ykpainu y cdepi iHbopmariiiiioi 6e3rmexn MaloTh TMOJISITAaTH Y PO3BUTKY CY4aCHIX
TeJIEKOMYHIKaIIHHUX TEXHOJIOTIH, y 3aXUCTI lep:KaBHUX iH(GOPMAIiNHUX PeCyPCiB Bi/l HECAHKI[IOHOBAHOTO
nocrymy. Cydacui iH(opMariiiini NpOTUCTOSHHSA TOKa3aidu, 1o iHGopMmariiauii mpoctip Ykpainu
moTpedy€e I0aTKOBOTO 3aXUCTY Bijl 30BHIIIHFOTO HETATUBHOTO 1H(MOPMAIlifHO-TICUXOJIOTIYHOTO BILIHBY.
[loBenenHo, 110 OHUM i3 MIPIOPUTETHUX 3aB/aHb JAeP:KaBHOI BJIAJId € KOMILIEKCHA peasizailiss Ctparerii
HaIllOHAJIBHOI Oe3TeKn YKpaiHi B yMOBaX 3pOCTAHHS aCUMETPUYHIX 3arpo3 Ta KOH(MIIKTHUX YMHHUKIB.

KouoBi ciioBa: HattioHasibHa Ge311eKa, HalliOHAIbHII iHTepec, Tibpu/Ha BiliHa, IepsKaBHe yIIPaBIiHHS,
my6JiuHa KOMYHIKAITisl, eMOKPATisi.

Inroduction. The balanced state information
policy of Ukraine is formed as an integral part of its
social and economic policy, based on the priority of
national interests and threats to the national secu-
rity of the country. Article 17 of the Constitution
of Ukraine states: “Protecting the sovereignty and
territorial integrity of Ukraine, ensuring its eco-
nomic and information security are the most impor-
tant functions of the state, the business of the entire
Ukrainian people” (Constitution of Ukraine).

Thestate policy in the field of information security
should be aimed at the accumulation and protection
of national information resources, the development
and implementation of modern secure information
technologies, the construction of a secure national
information infrastructure, the formation and devel-
opment of information relations and be implemented
by creating and ensuring the effective functioning of
a holistic information security system in Ukraine.
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The aim of the article is to consider the economic
and political aspects of national security in the con-
text of modern Ukrainian research.

Methodology. The article states that the cur-
rent stage in the formation and implementation
of Ukraine’s national security strategy is related
to the need to protect its national interests in the
face of new threats to its state sovereignty and ter-
ritorial integrity (hybrid war). In this context, the
National Security Strategy of Ukraine (2015) and
the Law on National Security of Ukraine (2018)
are of paramount importance as long-term plan-
ning documents. It was found that they determine
the basic principles and current threats to national
security, the relevant goals as well as mechanisms to
protect the national interests of Ukraine. The pro-
gramme content of these documents is the basis for
planning and implementation of state policy in the
field of national security and defense of Ukraine.




Results and discussion. According to a report
by the US National Intelligence Council, informa-
tion wars are becoming the dominant factor in the
current century. They are carried out at all levels of
the social structure of humanity between including
the blocs of states. The modern information revolu-
tion is unfolding against the backdrop of information
wars, which with their main goal are to undermine
the national security of states. Considering such
approaches, the security information function of the
state in all regions of the world is of particular impor-
tance (Onyshhenko, Gorovyj, & Popyk, 2014).

The situation in the world information space is
due to the following:

— most countries of the world have faced
problems of cyberterrorism, cybercrime, and other
problems of information security;

— over the past decades, there has been a trend
towards information aggression and violence;

— aggressive advertising, attempts to manipulate
the consciousness of a person, periodically carried
out information and psychological operations;

— in almost 120 countries around the world
(according to American experts) are developing
information weapons or their elements (for
comparison, the development of weapons of mass
destruction is carried out in about 20 countries);

— the consequences of the use of modern
information weapons (according to the conclusions
of scientists and experts of European countries,
Ukraine, the Russian Federation and the USA)
can be compared with the use of weapons of mass
destruction;

— the latest challenges and threats in the
information sphere pose a real threat to the security
of mankind and the international legal order
(Pylypchuk, 2016, pp. 3-7).

People have realised the value of information for
a long time. It should be noted that in all periods of
human development information was an integral
part of the main work activity, survival, and self-
improvement of people, played a role of the global
factor of system-wide balance in economic and
ecological complex (Sulyma & Shepelev, 2010, 292).

Inapost-industrial society therole ofinformation
has changed. According to Gurovsky, information
acquires the properties of a powerful means of
influencing social and political, ideological and
economic processes, becomes a kind of weapon that
requires the creation of a system of counteraction,
the protection of information resources belonging
to state bodies, constituting state, professional,
personal secrets (Gurovsky, 2014, 25).

Yakhno notes that the level of development of
the information component is closely related to

the security of the state: the period of formation
of the mechanisms of the information society is
very dangerous, since a country can entre the
world infrastructures without creating protection
mechanisms (Yakhno, 2010, 10).

The development of society, the introduction
of innovative technologies has given rise to the
phenomenonofcomputerterrorism,areal threattothe
functioning of information and telecommunications
systems of the state through the global Internet.
There are no state borders for the world network,
the attack can be carried out from anywhere in the
world using gadgets that are available to everyone.
Cyberterrorism refers to a deliberate motivated
attack on information processed by a computer,
computer system, or network; it is connected with
a danger to life and health of people or other grave
consequences, if such actions are committed in order
to violate public security, intimidate the population,
provoke a military conflict (Topchij, 2015, 66). The
Law of Ukraine, Basic Principles for Ensuring the
Cyber Security of Ukraine, defines cyberterrorism as
a terrorist activity carried out in or using cyberspace.

The primary tasks of information protection
in an automated system in the process of
electronic interaction are prevention, distribution,
modification, destruction, copying, blocking, and
illegal replication of restricted access information.

Figure 1 shows the distribution of information
leakage channels according to the statistics of the
analytical centre in the field of information security
InfoWatch for 2019 (Global Study, 2019).

Key information activities include:

— analysis of potential and actual situations
representing cyber threats;

—assessment of the nature of information security
threats;

—integrated allocation of threat detection measures;

—implementation of measures to prevent the threat.

A multi-level information protection scheme
using comprehensive cybersecurity solutions allows
minimising the risks of eliminating the consequences
of cyberattacks. To combat cybercrime, a multi-
stakeholder approach is needed to prevent both,
respond to and investigate cybercrime. The correct
organisation of information security of data is
designed to prevent emerging risks and not eliminate
their negative consequences.

The adopted National Security Strategy of
Ukraine defines the priorities of the state policy
of national security and the main directions for
ensuring it, namely, strengthening the capabilities
of the national cybersecurity system to counter
cyber threats effectively in the modern security
environment. Paragraph 63 of the Strategy notes
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that it is necessary to complete the creation of
a national cybersecurity system, to develop the
modern capabilities of cybersecurity and cyber
defence actors and to strengthen their coordination
system. It was emphasised that the state should
recognise cyberspace as a space of rivalry, along
with land, water, and air. Today’s threats to cyber
storage range from globalisation and international
competition to infrastructure, information
operations, and digital transformation.

Today cyberspace has become one of the most
important components of the information space
and the arena for conducting real wars in a virtual
environment. Therefore, cybersecurity is the main
element of regulation of cybersecurity and at the
same time the country’s national security system.

Theglobalisation and inclusiveness of cyberspace
make it very difficult to detect cyberspace threats
and to implement appropriate state responses.
Lipkan deduces the main cyberthreats to the
national security of Ukraine, namely:

—thethreat of hybrid war by the Russian Federation;

— the insufficient level of cyber literacy and
media culture of the population;

— the insufficient level of elaboration at the
state level of a comprehensive holistic approach to
communication policy;

— vulnerability to modern cyber threats of key
domestic infrastructure and official electronic
resources especially from cyberattacks by hackers;

— the obsolescence and physical obsolescence of
the material base of cyberspace;

— the obsolescence and imperfection of modern
forms and methods of combating cybercrime;

— the weakness of the State Secret Protection
System in Ukraine, etc. (Lipkan, 2006).

It is to overcome these cyber threats that the
creation of a single national cybersecurity system
is necessary.

Bugaichuk and Shorokhova note that in order
to develop further an active and effective cyberse-
curity system in Ukraine, it is necessary:

1. Clearly define the direction, content, forms,
and methods of the state policy in the field of cyber-
security.

2. Create and streamline appropriate organisational
structures that will ensure security in cyberspace.

3. Establish an effective security management
process in cyberspace and create the appropri-
ate conditions for the implementation of planned
cybersecurity activities.

4. Establish a clear interaction between the rel-
evant competent state bodies in the field of cyber-
security and appropriate effective coordination of
their activities.

5. Create new mechanisms for state cybersecu-
rity management through the opening of special-
ised scientific institutions, training centres, and
experimental sites.

6. To conduct active research in the field of infor-
mation operations, to promote development and
scientific and technical work in this field (Bugai-
chuk & Shorokhova, 2018).

Prisyazhnyuk notes that only the state can count
on leadership in economic, military, and political or
other areas, have a strategic and tactical advantage,
flexibly regulate the economic costs of develop-
ing weapons and military equipment, maintain an
advantage in a number of advanced technologies,
which poses an advantage in the media and infor-
mation struggle (Prisyazhnyuk, 2013, 43).

Information security is not only an independent
component of national security, but also an inte-
gral part of political, economic, defence, and other
components of national security, because all types
of relations between the subjects of information
society are based on consumption and exchange
of information. In this regard, Lipkan notes that
national interests, threats to them, the manage-
ment of these threats in all sectors of national secu-
rity are expressed, realised through the information
and information sphere (Lipkan, 2006, 25).

There is currently no holistic approach to defin-
ing ‘information security’ among researchers.

From the point of view of Sorokin, information
security constitutes a state of protection of the per-
son, society, state from information that is harm-
ful or illegal, from information that has a negative
impact on the consciousness of the person, impedes
the sustainable development of the person, society,
and state. Information security is the state of secu-
rity of the information infrastructure, including
computers, information and telecommunications
infrastructure and information contained in them,
which also ensures the sustainable development
of the individual, society, and the state (Sorokin,
2014, 20).

Lipkan highlights the following approaches
to determining the phenomenon of information
security: the state of protection of national inter-
ests (Lipkan, 2006, 25-30).

Abu defines information security as the state
of information legislation and security institutions
regulated by it, which guarantee the permanent
availability of databases for the implementation
of strategic decisions and the protection of informa-
tion resources of the state (Abu et al., 2012).

Whitman and Mattord note that information
security is a set of legal, organisational, and techni-
cal measures aimed at the formation and use of tech-
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nological, infrastructure, and information resources
for the protection of information of national impor-
tance, as well as the rights and legitimate inter-
ests of entities participating in information legal
relations (Whitman & Mattord, 2014), while Von
Solms defines information security as only tech-
nological, and legal security of information activ-
ities ensuring its formation and development for
the benefit of citizens, organisations and the state
as a whole (Von Solms, 1999, 50).

According to Kalyuzhny, information security is a
group of information legal relations for the formation,
support, and protection of living conditions necessary
for a person, society, and the state, specialised legal
relations for the creation, storage, dissemination, and
use of information (Kalyuzhnyj & Bayev, 2009).

Ahmad believes that information security is the
protection of the rules established by the legislation
that regulate information processes in the country,
ensuring the conditions guaranteed by the Consti-
tution for the life of a person, the state, and society
as a whole (Ahmad, Maynard, & Shanks, 2015).

Researchers Danilyan, Dzoban, and Panovde-
fine information security as the security of an object
against information threats or negative impacts
related to information and non-disclosure of data
about an object constituting a state secret (Danilyan,
2002, 86). They also focus on the problem of informa-
tion wars, since today it represents an effective and
civilised path of colonisation of one country to another
and, in addition, highlights such threats to informa-
tion security as disclosure of information, constitut-
ing a state secret, the influence of the mass media on
the consciousness of a person and society, providing
state organisations with the full, reliable, and timely
information necessary for decision-making, non-inte-
gration of Ukraine into the world information field,
insufficient qualifications and activity of Ukrainian
information services, the use of information technol-
ogies, crime, etc.

However, if we analys,e the content and direc-
tions of research of the concept of information secu-
rity, we can distinguish several approaches to deter-
mining the essence of this phenomenon, namely,
understanding information security as:

— the state of information space security;

— the process of threat and hazard management,
ensuring the information sovereignty of Ukraine;

— the state of protection of the national interests
of Ukraine in the information environment;

— the protection of the rules established by law,
according to which information processes take
place in the state;

— the state of protection of the country’s national
interests in the information sphere;

— public relations related to protection of
vital interests of a person and citizen, society and
the state from real and potential threats in the
information space;

— an important function of the state;

— an integral part of political, economic, defence,
and other components of national security.

Thus, the constructive way to define information
security is to distinguish its basic features, which is
derived from the concept of national security and
should take into account its essential features.

The information security policy is implemented
by a system of public authorities and civil society
institutions.

In turn, the National Security Actidentifies three
objects of national and, accordingly, information
security, which include:

— person and citizen — their constitutional rights
and freedoms;

— society — its spiritual, moral, cultural, histor-
ical, intellectual, and material values; information
and environment and natural resources;

— the state — its constitutional system, sov-
ereignty, territorial integrity, and inviolability
(On the national security of Ukraine, 2018).

The mechanisms for protecting the information
security of Ukraine can be divided into two levels —
legislative and administrative. The legislative level is
the most important for ensuring information security.
Most people do not commit illegal actions not because
itis technically impossible, but because it is condemned
and/or punished by society, because it is not accepted.

Two groups of activities are distinguished at the
legislative level:

— measures aimed at creating and maintaining
in society negative (including with the application
of penalties) attitudes towards violations and
violators of information security;

—directing and coordinating measures to enhance
public education in the field of information security,
helping in the development and dissemination of
information security tools.

The most important thing at the legislative level
is to create a mechanism to harmonize the process
of drafting laws with the realities and progress
of information technologies. Laws cannot be ahead
of life, but it isimportant that the lag is not too large,
since in practice, among other negative aspects,
it leads to a decrease in information security.

The administrative mechanism for ensuring
information security covers institutions which
activities are aimed at the formation and
implementation of information security.

The main goal of administrative measures is to
form a programme of work in the field of information
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security and ensure its implementation, allocating the
necessary resources and monitoring the state of affairs.
The programme is based on a security policy that
reflects the organisation’s approach to protecting its
information assets. The leadership of each organisation
must recognise the need to maintain the security regime
and allocate significant resources for these purposes.

The key to the creation of a reliable information
security system today can only be the strengthening of
the Ukrainian state itselfand its state bodies responsible
for ensuring information security in the country.
In this regard, there are large-scale tasks related
to the development of an information security system,
the search for fundamentally new, non-standard forms
of organisation, interaction, coordination of activities,
and the improvement of all means aimed at ensuring
the process of managing threats and dangers.

Ensuring information security in the information
society is a necessity that becomes an attribute of
the modern life of any social subject, and requires
tireless work with information, includes interaction
with various expert systems, delocalisation of
actions, ensuring freedom and minimising risks.

The main goal of ensuring information security
should be determined on the basis of a broad
understanding of this concept as an important
component of national security and a systemic
factor in all spheres of life of the individual, society,
state, political, economic, social and cultural,
scientific, technological, military, environmental,
information, etc., components of national security.
Thus, the priority of the state policy of information
security should be the protection: constitutional
rights and freedoms of a person and citizen, ensuring
the unity of their rights and duties; spiritual,
moral and ethical, cultural, historical, intellectual
and material values of society, its information
and natural environment; constitutional system,
sovereignty, territorial integrity, information
security in political, economic, social and cultural,
scientific, technological, defence and state security,
environmental, information, etc. components of
national security (Olijnyk, 2016, 75).

The information security of Ukraine has the
main strategic task: to create a powerful national
information space as the main aspect, testifies the
country’s presence in the world information arena.
Such a goal also implies the need to create a system
to counter any information threat and defend its
own information resources, environment, and
infrastructure component of the country.

The national security of Ukraine in the information
sphere should be considered as the integral integrity
of four components — personal, public (public,
commercial (corporate), and state security.
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Therefore, the following elements should be taken
into account in determining the nature of risks:

— a brief conceptual explanation to stakeholders
of political security, its principles, standards and
rules agreed upon with the current legislation and
the principles of ensuring the continuity of the
information security system of the person, society,
commercial (corporate) structures, and the state;

— identification of objects and objectives;

—identification of structuressuitable forensuring
the interests of all subjects to establish control over
security objects, as well as risk assessment and risk
management,

—identification of the status and functional roles,
expectations, and responsibilities of the subjects
involved, including reporting on events that carry
potential threats.

Among the components of the information secu-
rity system, the list of its threats occupies an impor-
tant place.

An analysis of the sources shows that some sci-
entists put an equal mark between the concepts
of ‘threats to information security’ and ‘threats to
national security and national interests’, which we
do not agree with, since there is a common phenom-
enon and a separate one. Other scientists understand
threats as a set of conditions, processes, and factors
that impede the realisation of national interests or
create a danger (Lipkan, 2003, 32). There are opin-
ions that threats are specific and immediate forms of
danger or a combination of negative factors or con-
ditions (Nyzhnyk, Sytnyk, & Nyzhnyk, 2000, 132);
a set of conditions and factors that endanger the vital
interests of the individual, society, and the state in the
field of information (Tarasenko, 2010, 156); explicit or
potential actions that impede or make impossible the
realisation of national interests in the field of informa-
tion and pose a danger to the system of public admin-
istration, the life support of its systemically important
elements (Lipkan, 2006, 75); One should agree with
those researchers who consider threats to be a combi-
nation of negative factors or conditions. In determin-
ing their role, the accepted opinion of Emelyanov and
Streltsov: one of the sources of threats to the interests
of society in the information sphere is the continuous
complication of information systems and communica-
tion networks of critical infrastructures to ensure the
life of society (Emelyanov & Strelczov, 1999, 15—-17).

Of the external threats to the information secu-
rity of Ukraine in the foreign policy sphere, the
greatest danger is the information impact of foreign
political, economic, military, and information struc-
tures on the development and implementation of the
foreign policy strategy of Ukraine; dissemination of
misinformation about the foreign policy of Ukraine




abroad; violation of the rights of Ukrainian citizens
and legal entities in the information sphere abroad;
attempts of unauthorised access to information
and influencing information resources, information
infrastructure of executive authorities implementing
the foreign policy of Ukraine, Ukrainian missions
and organisations abroad, representative offices
of Ukraine to international organisations.

Of the internal threats to the information secu-
rity of Ukraine in the foreign policy sphere, the
greatest danger is violation of the established proce-
dure for collecting, processing, storing, and transmit-
ting information in executive bodies implementing
the foreign policy of Ukraine; propaganda activities
of political forces, public associations, mass media
and individuals, distorting the strategy and tactics
of foreign policy activities of Ukraine; a lack of pub-
lic awareness of Ukraine’s foreign policy activities.

The main challenges and threats to information
security for Ukraine today are information war,
information terrorism and information crimes. They
are caused by global information processes, pro-
gress in the development of information technolo-
gies and the information component of the hybrid
war of the Russian Federation against Ukraine.

The use of hybrid warfare technologies by the
Russian Federation against Ukraine has turned the
information sphere into a key arena of confrontation.
It is against Ukraine that the Russian Federation
uses the latest information technologies to influence
the consciousness of citizens, aimed at inciting ethnic
and religious hatred, propagating an aggressive war,
changing the constitutional order by force or violating
the sovereignty and territorial integrity of Ukraine
(Doctrine of information security of Ukraine, 2017).

Sharing the opinion of Marutyan that the infor-
mation front of the ‘hybrid war’ is unfolding in
several directions at once (among the population
in the conflict zone, among the population of the
country against which the aggression is carried out,
the territory of which is not covered by the conflict,
among the citizens of the aggressor country and
among the international community), we deter-
mine the corresponding basic meaningful dimen-
sions of disinformation: the causes and nature of the
war in Ukraine; the possibility of ending the war
as a result of ‘minor concessions’ and the impact of
the war on the standard of living of the Ukrainian
people; Russia’s historical mission to collect land
and protect the Russian-speaking population; the
non-involvement of the Russian Federation in the
civil war in Ukraine (Marutyan, 2018).

To strengthen opposition to the information war
of Russia against Ukraine, it is important to study
the experience of other countries. The USA, Great

Britain, Israel, Germany, Russia, China are con-
stantly under powerful external information influ-
ence, so they are forced to create national infor-
mation protection systems. Information security
systems of these countries are the most developed
and have a sufficient active component, as a result
of which it is possible to conduct information and
psychological activities and cyber attacks against
opposing countries (Levchenko, 2014, 168).

The lack of sufficient state tools for conduct-
ing information warfare is a pressing issue of war
with Russia. Ukrainian scientist Senchenko notes
that Ukraine, in order to resist the information war
against Russia effectively, needs to have at least:
1) an effective information warfare system to effec-
tively confront the information war from Russia;
2) an effective concept of information war; 3) an
information warfare strategy (Senchenko, 2014).

The aim of improving the state information pol-
icy in hybrid warfare is to create a national infor-
mation security system for Ukraine, which pro-
vides for:

— developing and improving the regulatory
framework for information security, which is now
fragmented and fully responsive to pressing needs;

— establishment (definition) of a governing
and coordinating body of the information security
system of Ukraine within the structure of state
executive bodies;

—identification (refinement) of the list of entities
responsible for the state of information security;

— research and identification of technical,
financial, and human resources requirements for
the system;

— intensification of activities in the Ministry of
Defence and the General Staff of the Armed Forces
of Ukraine to create their own information security
system as part of the national information security
system (Subbot, 2015, 30).

Conclusion. The main measures to ensure the
information security of Ukraine in the foreign policy
sphere are the development of the main directions
of state policy in the field of improving information
support for the foreign policy of Ukraine; development
and implementation of a set of measures to strengthen
the information security of the information
infrastructure of executive authorities implementing
the foreign policy of Ukraine, Ukrainian missions and
organisations abroad, representative offices of Ukraine
to international organisations; the creation conditions
for work to neutralize disinformation spread there
about the foreign policy of Ukraine by Ukrainian
missions and organisations abroad; improving
information support for work to counter violations of
the rights and freedoms of Ukrainian citizens and legal
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entities abroad; improvement of information support
of the subjects of Ukraine on issues of foreign policy
activity, which fall within their competence.

The national interests of Ukraine in the field of
information security should be the development
of modern telecommunications technologies,
in the protection of state information resources
from unauthorised access. Modern information
confrontations have shown that the information
space of Ukraine needs additional protection from
external negative information and psychological
influences. Monopolisation of information leads to a
certain circle of people managing the consciousness
of citizens in order to make the necessary selfish
decision for them. This development of events is
particularly threatening for Ukraine in the context
of the formation of the highest state authorities.

In order to prevent and counter existing and likely
threats to information security, the strategic task
of the state is to create and operate an information
security mechanism. It provides for a consistent
system of activities, a set of measures and state legal
institutions designed to guarantee the unhindered
realisation of the national interests of the state in the
information sphere, the corresponding interests of
a person and society, the prevention of information
conflicts and the prompt elimination of them.
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