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ANALYSIS OF THE THREAT OF GOVERNMENT
IN THE FIELD OF NATIONAL SECURITY

Abstract. In order to counter threats to the public administration system and
minimize their impact on Ukraine's national security, it is first of all necessary to
analyze and evaluate them. Existing approaches to the assessment of these threats
do not involve their comprehensive consideration in the following areas: informa-
tive, cybernetic and corrupt.

The urgency of this direction is the need to ensure the proper level of infor-
mational and cyber security for the functioning of electronic communications
and state electronic information resources, along with the modern capabilities of
the latest information technologies, which allow: expanding the freedom and ca-
pabilities of people, create a new global interactive market for intellectual prop-
erty, stimulate accountability and efficiency of the government, to intensify the
involvement of citizens in the administration of the state and to resolve issues of
local self-government, which in turn will help to prevent corruption.

The author proposes to allocate threats to the public administration system
into a separate category to allow their further analysis, forecasting, and develop-
ment of counteraction policy.
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The purpose of the study is to characterize (analyze) key threats to the public
administration system in the field of national security.

The article identifies the sources, prerequisites and patterns of the emergence
and manifestation of threats that affect the public administration in the field of
public security. The main stages of the systematization process are considered. The
main classification features are identified and multicriteria classification of threats
to the public administration system is developed based on hierarchical analysis.
The key threats to this system, which have an impact on all areas of Ukraine’s
national security, are highlighted.

The research revealed the complex nature of threats to the public administra-
tion, which in turn requires the development of integrated approaches to their
neutralization.

Therefore, in order to ensure the functioning of the public administration sys-
tem, it is envisaged to introduce an early detection and prevention system for key
threats, which involves developing the most productive ways of counteracting
such threats.

Keywords: threats, state security, public administration system, national
security of Ukraine.

AHAJII3 3ATPO3 CUCTEMU NEP;KABHOIO YIIPABJIIHH
Y COEPI HAIIIOHAJIBHOI BE3IIEKI

Amnoratis. /[ npoTusii 3arpo3am cucteMi 1ep;KaBHOTO YITPABJIiHHS i MiHi-
Mizallifo ix BIUIMBY Ha HallioHaJbHY Ge3leKy YKpaiHu Hacamiepe] HeoOXiaHO
MPOBECTH 1X aHasi3 i OIiHKY. [CHYyIOUl TiAXOAN /10 OI[IHKU 3a3HAYEHUX 3aTrPO3
He Tiepe6avaioTh IX KOMIIJIEKCHOTO PO3TJISILY 32 HApsiMaMit: iH(GopMaIiiitHmM,
KiOepHEeTUYHUM, KOPYII[IHHUM.

AKTyasIbHICTh 3a3HAYEHOTO HAIIPSIMY TOJISITA€ Y HEOOXiTHOCTI 3a0e3edeHHsI
HaJIEXKHOTO PiBHs iH(pOpMaIliiiHOi Ta KibepHeTHYHOI Ge3nekn (yHKIIOHYBaH-
HS €JIEKTPOHHUX KOMYHIKAIlill Ta /Iep;KaBHUX €JIeKTPOHHUX 1H(GOpPMaIiiHuX
pecypciB Hap4y i3 CydaCHUMU MOKJIUBOCTSIMU HOBITHIX iH(OpMaIifHUX TexX-
HOJIOTi i, BUKOPUCTAHHS SIKUX JJO3BOJISIOTH: PO3ITUPUTH CBOOOLY i MOKJIUBOCTI
JI0/Iel, CTBOPUTH HOBUI ry100aIbHII iHTEPaKTUBHMIT PUHOK IHTEJIEKTYaIbHOI
BJIACHOCTI, CTUMYJIIOBATH BiAMOBifadbHICTh Ta e(DEKTUBHICTH POOOTH BJIAJIM,
aKTUBI3yBaTH 3aJly4yeHHs TPOMA/ISIH JI0 YIIPaBJIiHHS JepP:KaBOIO Ta BUPIIIECHHS
UTaHb MIiCIIEBOTO CAMOBPSIZyBaHHsI, 3a0€31ednTH MyOJiYHICTh Ta TIPO30PICTh
BJIAJIH, 1[0 B CBOIO YepTy CIPUSATHUME 3a00ITaHHIO KOPYIIIIii.

ABTOPOM 3aIIPOIIOHOBAHO BU/IJIUTU 3arpo3u CUCTEMi JIepKaBHOTO YIIPaB-
JIHHS B OKPEMY KaTeropiio jiuist 3a6e3medeH st MOKJIUBOCTI iX TOAAJIBIIOr0 aHa-
JIi3a, MPOrHO3yBaHHS, i BUPOOJIEHHS O TUKY TPOTHUII.

Metoio pocaijikeHHs € CyTHiICHA XapaKTepucTuKa (aHasi3) KJII04YOBUX 3a-
IPO3 CUCTEMI JIEP;KaBHOTO YIIPABJIiHHS y cepi HAl[ioOHAIbHOI GE3ITeKH.

Y craTTi BU3HaUYeHO /pKepedia, IepelyMOBU Ta 3aKOHOMIPHOCTI BUHUKHEHHS
Il IPOSIBY 3arpos, siKi BIIMBAIOTh HA CUCTEMY Jlep;KaBHOTO yIIpaBJiHHA y cdepi
jepykaBHOI Oe3reku. PO3rysiHyTO OCHOBHI eTaly Mpolecy iX cucTeMaTu3ariii.
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Buzineno ocHoBHi kaacudikaiiitii o3Haku Ta po3pobiieHo baraToKpuTepiaib-
HY KyacuiKalliio 3arpo3 cCucTeMmi JIep;KaBHOTO YIIPaBJIiHHS Ha OCHOBI i€papxiu-
HOTO aHasidy. BuisieHo KI0490Bi 3arpo3n 1aHOT CUCTEMHU, SIKI MAIOTh BILJIUB Ha
BCi chepu HalioHaAbHOI Oe3leKn YKpaiHu.

[TpoTsiroMm TIPOBENEHOTO OCJI/IPKEHHSI BUSBJIEHO KOMILJIEKCHUI XapakTep
3arpo3 CHCTeMi JepKaBHOTO YIPaBJIiHHS, IO B CBOIO YepTy MOTPeOYyE BUPO-
GJIeHHsT KOMIJIEKCHUX MAXO/IB /10 1X Hedrpamisaiiii. Tomy st 3a6e3medeHHst
(YHKIIIOHYBaHHSI CUCTEMH JIEP;KABHOTO YIIPABJIHHS 1epeaba4acThcst BIIPOBa-
JUKEHHSI CUCTEMU PAHHBOTO BUSIBJIEHHS Ta MOTEPE/KEHHS KJIIOYOBUX 3arpos,
sika nepeibadae BUPOOJIEHHST HAUTIPOAYKTUBHIIINX CIOCOOIB MPOTH/IIT TaKUM
3arpo3am.

KiouoBi cioBa: 3arposu, jepskaBHa Oe3slieKa, CHCcTeMa JEeP:KaBHOTO YIIpaB-
JIHHS, HAllloHAIbHA Oe31eka YKpaiHu.

AHAJIN3 YTPO3 TOCYAAPCTBEHHOI'O YIIPABJIEHUA
B COEPE HAIITMOHAJIbHOU BE3OIIACHOCTU

Annotanusa. /[lng npoTuBOEiCTBUS Yyrpo3aM CHCTeMe TOCy/lapCTBEHHOTO
yIpaBJIEHUsT 1 MUHUMU3AIIIO UX BJIUSTHUS HA HAIIMOHAJIBHYIO 0€301acHOCTD YK-
pauHbI TIPesK/ie BCero HeoOXOANMO TIPOBECTH MX aHaIu3 U olleHKy. CyiecTByro-
1I1e MOXO/bl K OlleHKaM YKa3aHHbBIX YTPO3 He IPe/IoaraioT UX KOMIIJIEKCHOTO
pPaccMOTPEHHsI TI0 HATIPABIEHISIM: HH(POPMAIIMOHHOMY, KHOEPHETHIECKOMY, KOP-
PYIIIMOHHOMY.

AKTyaJIbHOCTH JAHHOTO HAITPABJIEHUS 3aKII0YaeTCsl B HEOOXOMMOCTH 0bec-
TeYeH s HaJlJIEsKAIIEero ypOoBHs MHMOPMAIMOHHON 1 KubepHeTHuecKoi besomnac-
HOCTU (PYHKIIMOHUPOBAHUS 3JIEKTPOHHBIX KOMMYHUKAIUN U TOCYZapCTBEHHbBIX
3JIEKTPOHHBIX UH(MOPMAIIMOHHBIX PECYPCOB Hapsly C COBPEMEHHBIMU BO3MOXK-
HOCTSIMU HOBEHIIMX MH(MOPMAIIMOHHBIX TEXHOJIOIMH, UCIIOIb30BaHWE KOTOPBIX
IO3BOJISIIOT: PACHIUPUTH CBOOOLY ¥ BO3MOKHOCTH JIIOJIEH, CO3/aTh HOBBII TJI0-
GaIbHBI WHTEPAKTUBHBIN PBHIHOK MHTEJIEKTYATbHONU COOCTBEHHOCTH, CTUMY-
JIMPOBATh OTBETCTBEHHOCTD U 3 (HEKTUBHOCTH PAOOTHI BJIACTH, aKTHBU3UPOBATD
IIpUBJIeUYeHNe IPAK/aH K YIIPaBJIEHUIO TOCY/IaPCTBOM U pellIeHNsI BOIIPOCOB MECT-
HOTO CaMOYTIpaBJIeH sl, 00eCTIeYnTh IMyOIMIHOCTD U TPO3PAYHOCTD BJIACTH, YTO B
CBOIO 0uepeb Oy/IeT CrocoOCTBOBATH MIPEIOTBPAIIEHUIO KOPPYTIIIHH.

ABTOpPOM TIPE/IJIOKEHO BbljleJIeHHe YTPO3 CUCTeMe TOCy/JapCTBEHHOTO yIIpaB-
JIEHUST B OT/IEJILHYIO KATETOPHIO [T 06eCTiedeHnsT BOSMOKHOCTH UX JasIbHeliie-
O aHAJIN3a, TIPOTHO3UPOBAHUS U Pa3pabOTKy MOJUTUKY TIPOTHBOIEHCTBHSI.

[Tenpio uccnenoBaHus SBJSIETCS CYIIHOCTHAsl XapaKTepucThka (aHaius)
KJIFOYEBBIX YTPO3 TOCYAAPCTBEHHOMY YITpaBJeHuIo B chepe HAnoHaIbHON Ge3-
OIIACHOCTH.

B crarbe onpesesieHbl UCTOYHUKY, TTPE/IIOCHIITKYA U 3aKOHOMEPHOCTH BO3HUK-
HOBEHUS U IIPOSIBJICHUS YTIPO3, BJAUSIONINX HA CUCTEMY IOCY/JapCTBEHHOTO yIIPaB-
JeHust B cepe rocyaapcTBeHHoil GesonacHocT. PaccMOTpeHbl OCHOBHBIE ATa-
Bl IIpoliecca WX crucTeMaTusalu. Boiiesenbl ocCHOBHbBIE KaaccU(UKAIMOHHBIE
MPU3HAKHU U pazpaboTaHa MHOTOKPUTEPHATbHAS KIaCCU(DUKAIUSA YTPO3 CHCTEME
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rOCy/IapCTBEHHOTO yITPaBJIEHUST HA OCHOBE MEPAPXUUYECKOTO aHAIN3a. BhijiesieHb
KJTIOU€BbIE YTPO3bI IJAHHOUW CUCTEMbI, KOTOPbIe UMEIOT BJIMSIHUE Ha Bce chepbl Ha-
[IHOHATBHON 6€30MacHOCTH YKPanuHbI.

B Teuyenwne npoBeseHHOTO MCCIEIOBAHUS ONPEIETeHO KOMIIJIEKCHBIM Xapak-
TEp yrpo3 CUCTEME IOCYIapPCTBEHHOTO YIIPaBJIEHUsI, YTO B CBOIO o4Yepe/b Tpeby-
erT pa3pabOTKN KOMILJIEKCHBIX MOAXOA0B 10 MX Heirpanusaiuu. [loatomy st
obecrieyeHnst (PYHKIIMOHUPOBAHUS CHCTEMbI TOCYZAPCTBEHHOTO YITPABJICHIS
MPEJITI0JIaraeTcsl BHEJPEHNE CUCTEMbI PAHHETO BBISIBIEHUS W TIPeLyTPEKIeHUS
KJIIOUEBBIX YTPO3, KOTOPast Mpe/rojaraeT BeipaboTKy Hanbosee 3(hHeKTHBHBIX

c110co60B HpOTHBOI[GfICTBHH TaKUM yIpO3aM.
KmoueBsie cioBa: YI'po3bl, TOCyJAapCTBEHHAA 6630HaCHOCTb, CUCTEMaA I'oCy-
AapCTBEHHOTO yIIpaBJIEHW A, HallMOHAJIbHAA 6€e3011aCHOCTD YKpaI/IHbL

Formulation of the problem. In to-
day’s context the security of the public
administration system in the field of
national security of Ukraine (hereinaf-
ter — the public administration system
(PAS) is becoming more and more mul-
tifaceted concept. This is due, above all,
to the two opposite processes that are
inherent in the world of the socio-eco-
nomic and political system — globaliza-
tion and regionalization.

Developing the conceptual frame-
works and developing an effective
mechanism for ensuring the security
of the public administration system,
aimed at avoiding threats and minimiz-
ing their impact on Ukraine’s national
security as a whole, will allow a com-
prehensive approach to address the
problem in the following areas: infor-
mational, cybernetic, corruption.

Analysis of the recent research
and publications. The works of L. Ar-
tyushyn, V. Horbulin, V. Zhelikhovsky,
V. Zhukov, A. Kachinsky, V. Lipkan,
Y. Maksimenko, A. Manojlo, A. Petren-
ko, V. Pocheptsov, H. Perepelytsia,
V. Telelyma, D. Frolov, I. Hraban and
others are devoted to the study of the

public administration processes in the
field of the national security of Ukraine.

In the writings of these scientists a
comprehensive approach to the consid-
eration of the threats to the national
security of Ukraine as a whole, or their
elements in the directions [1; 2-5]
prevails: information resources (infor-
mation war against Ukraine, lack of a
coherent communication policy of the
state, vulnerability of the critical in-
frastructure objects to cyber attacks);
economy (crises, depletion of the fi-
nancial resources of the state, reduc-
tion of the living standards); energy
(distortions of the market mechanisms
in the energy sector, insufficient diver-
sification of the sources of energy and
technology supply; criminalization and
corruption of the energy sector, ineffec-
tive energy efficiency policy); ecology
(high level of technogenic load on the
territory of Ukraine, negative ecologi-
cal consequences of the Chornobyl ca-
tastrophe, excessive volume of the pro-
duction and consumption wastes).

At the same time, the threats to the
public administration system do not
fall into a separate category and are an
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integral part of the risks to the national
security of Ukraine [6; 7—10], which
significantly complicates the analysis,
forecasting and policy development of
these threats.

During the research the author
identified the key threats to the system
of the public administration of the state
security, revealed their relationship
with the risks to the national security
of Ukraine, and identified the complex
nature of these threats to the PAS.

The purpose of the research is to
characterize (analyze) the key threats
to the public administration system in
the field of the state security.

Outline of the main research mate-
rial. The basis of the functioning of the
public administration system is the use
of certain information communication
to provide numerous direct and feed-
back links [11] between the subjects
(bodies of the executive power) and the
objects of the administration (spheres
and branches of the public life that are
under the organizational influence of
the state). Innovative approaches to
PAS implementation include the use
of the latest information technologies,
the formation of open and free cyber-
space, which in turn enhances people’s
freedom and opportunities, enriches
the society, creates a new global inter-
active market for ideas, research and
innovation, stimulates responsible and
effective work of the authorities and
active work of the citizens to governing
the state and address issues of the local
importance, ensure publicity and trans-
parency of the government, contribute
to the prevention of corruption (for ex-
ample, violations of the state authorities
and local self-government bodies of the
Constitution and laws of Ukraine [6],
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human and citizen rights and freedoms,
including during election campaigns).
In addition, the immediate prospects
for e-government require the develop-
ment and security of the cyberspace,
the security and sustainable function-
ing of the electronic communications
and the public electronic information
resources [8].

Therefore, three major components
of the Ukrainian PAS should be iden-
tified: informational (waging an infor-
mation war against Ukraine, lack of a
coherent communication policy of the
state, insufficient level of the media cul-
ture of the society), cybernetic (cyber-
crime and cyber terrorism; vulnerabil-
ity of the critical infrastructure, public
information resources to cyberattacks;
physical and moral obsolescence of the
state security system and other types
of restricted information) and corrup-
tion (weakness, dysfunction, outdated
model of the public institutions; de-
professionalization and degradation of
the civil service, implementation by the
state bodies of activities in the corpo-
rate and personal interests, which leads
to violation of the rights, freedoms and
legitimate interests of the citizens and
economic entities).

Let us consider in more detail the
impact of the key threats of the PAS on
the national security (NS) spheres of
Ukraine (Table).

Thus, these key threats to the PAS af-
fect all the spheres of the NS of Ukraine
[6] and are complex in nature (informa-
tional: purposeful creation of informa-
tion resources that discredit the actions
of the Ukrainian authorities, manipu-
lation of the public consciousness,
conduct of information-psychological
operations by the aggressor state; cy-




Classification of threats affecting the PAS in the field of the NS of Ukraine

Key threats .
to PAS Threats to the NS of Ukraine [6, Art. 7]
1 2
Foreign policy sphere

Informational

military-political instability, regional and local wars (hybrid conflicts, informa-
tion wars) in different regions of the world, especially near the borders of
Ukraine

Cybernetic encroachment on the state sovereignty of Ukraine and its territorial integrity,
territorial claims by other states [9, Art. 4]
Corruption attempts to intervene in the internal affairs of Ukraine by other states

State security sphere

Informational

manifestations of separatism, attempts of autonomy on the ethnic basis of the
certain regions of Ukraine. threat of attacks by individual groups and individu-
als on the state sovereignty, territorial integrity, economic, scientific, technical
and defense potential of Ukraine, rights and freedoms of the citizens

Cybernetic intelligence and subversive activities of the foreign special services (cyber
intelligence, cyber espionage);
criminal activity against the peace and security of mankind, first of all the
spread of international terrorism (cyberterrorism)

Corruption the spread of corruption in the public authorities, the splicing of business

and politics, organized crime

Military sphere and the sphere of security of the state border of Ukraine

Informational

dissemination of information on the possibility of using weapons of mass de-
struction in eastern Ukraine;

misinformation of the civilians in the area of the joint forces operation, which
is detrimental to the actions of the Government

Cybernetic insufficient effectiveness of the existing structures and mechanisms to en-
sure international security (cybersecurity) and global stability
Corruption a dangerous decrease in the level of provision of the military and special

equipment and weapons of the new generation of the Armed Forces of
Ukraine, other military formations, which threatens to decrease their combat
capability;

slow implementation and insufficient financial support for reform programs
of the Military Organization and the Defense-Industrial Complex of Ukraine;
incompleteness of contractual-legal formulation and insufficient arrange-
ment of the state border of Ukraine;

unsatisfactory level of the social protection for servicemen, civilians, and
their families

Internal political sphere

Informational

the possibility of conflicts in the field of interethnic and interfaith relations,
radicalization and manifestations of extremism in the activities of some as-
sociations of the national minorities and religious communities;

the threat of separatism in some regions of Ukraine

Cybernetic

structural and functional imbalance of the political system of the society, in-
ability of its individual links to respond promptly to the threats to the national
security (cyber threats)
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1

2

Corruption

violation by the state authorities and local self-government bodies of the
Constitution and laws of Ukraine, human and citizen rights and freedoms,
including during election campaigns, lack of effective control over compli-
ance with the requirements of the Constitution and the implementation of the
laws of Ukraine

Economic sphere

Informational

instability in the legal regulation of relations in the sphere of economy, includ-
ing financial (fiscal) policy of the state

Cybernetic

lack of an effective financial crisis prevention program

Corruption

reduction of investment and innovation activity and scientific and technical
and technological potential, reduction of research on strategically important
areas of the innovative development;

weakening of the system of the state regulation and control in the sphere of
economy;

insufficient rates of reproduction processes and overcoming structural de-
formation in the economy;

inefficiency of the antitrust policies and mechanisms of the state regulation
of the natural monopolies, which complicates the creation of a competitive
environment in the economy;

“shadowing” of the national economy

Social and humanitarian spheres

Informational

emphasizing the inconsistency of the country’s economic reform programs
and the results of their implementation to certain social priorities

Cybernetic the presence of a large disgruntled population as a result of an ineffective
public policy to support the family and ensure that the rights of the child, or-
phans, children deprived of parental care are respected and protected

Corruption inefficiency of the state policy on raising the labour income of the citizens,

overcoming poverty and balancing the productive employment of the able-
bodied population;
crisis of the public health and social protection system

Scientific and technological sphere

Informational

emphasizing the facts of growing scientific and technological backwardness
of Ukraine from the developed countries

Cybernetic availability of highly qualified unemployed people, as a result of poor level
of payment for the scientific and technical work, falling of its prestige,
imperfection of the mechanisms of protection of the intellectual property
rights

Corruption inefficiency of the state innovation policy, mechanisms for stimulating the in-

novation activity;

underdevelopment of the domestic market for high-tech products and the
lack of effective protection against the foreign technical and technological
expansion

Civil protection shere

Informational

reports of increased risks of man-made and natural emergencies

Cybernetic

the danger of technogenic, including nuclear and biological, terrorism (cy-
ber terrorism)
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1

2

Corruption

inconsistency with the modern challenges of the state of the single state sys-
tem of the civil protection, civil protection forces, their technical equipment;

non-maintenance of nuclear facilities and hydraulic structures of the Dnipro
River reservoir cascade in the territory of Ukraine in the proper technical con-
dition

Ecological sphere

Informational

focusing on the overcoming of the negative socio-environmental conse-
quences of the Chornobyl catastrophe

Cybernetic potential for remote control of the environmental pollution processes as a
result of cyber threats
Corruption irrational, exhausting use of the mineral resources both non-renewable and

renewable;

deterioration of the ecological status of the water basins, aggravation of the
problem of transboundary pollution and decrease of the water quality;
uncontrolled importation into Ukraine of environmentally hazardous technol-
ogies, substances, materials and transgenic plants, pathogens dangerous
to humans, animals, plants and organisms, environmentally unjustified use
of genetically modified plants, organisms, substances and derived products;
obsolescence and under-performance of the complexes for the disposal of
toxic and environmentally hazardous waste

Informational sphere

Informational

the dissemination by the mass media of a cult of violence, cruelty, pornog-
raphy;

disclosure of the state secret information or other restricted information
aimed at meeting the needs and ensuring the protection of the national in-
terests of the society and the state;

attempting to manipulate the public consciousness, in particular by dissemi-
nating inaccurate, incomplete or biased information

Cybernetic

cybercrime and cyber terrorism

Corruption

restrictions on freedom of expression and access to public information

bernetic: availability of the human re-
sources for its implementation, intelli-
gence and subversive activity of foreign
special services (cyber espionage),
criminal activity against the peace and
security of humanity — cyber terrorism;
corruption: business and policy splicing,
“shadowing” of the national economy,
insufficient effectiveness of monitoring
compliance with the requirements of
the Constitution and implementation
of the laws of Ukraine) and, accord-
ingly, require integrated approaches to
counteract that are clearly identified

priorities of the NS of Ukraine [6, Art.
8; 7, Art. 4; 8, Art. 4; 10, Art. 5].

Conclusions. Thus, the article
proves the existence of the key threats
of the Ukrainian PAS in the following
areas: informational, cybernetic, cor-
ruption. Their systematicity and com-
plexity with regard to the impact on all
the NS of Ukraine series are shown.

In addition, it should be noted that
the threats to the security of the Ukrain-
ian PAS can be both internal and exter-
nal, that is, they can occur both within
the country and abroad. In this case,
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they can disappear automatically under
the conditions of normal functioning of
the PAS (government mechanisms to
prevent corruption, ensure information
sovereignty and effectively counteract
the cyber-space interference), but may
need to be neutralized through the gov-
ernment regulation.

In this context, the system for early
detection and prevention of key PAS
threats, which underpins its provision
in the current context, should be based
on a comprehensive multicriteria in-
depth analysis, which will allow them
to systematize and select the most ef-
fective means and mechanisms to coun-
ter these threats.

Further consideration of these issues
is to systematize the elements of key
threats in the areas of influence on the
spheres of the NS of Ukraine, to fore-
cast the emergence and consequences
of their implementation, as well as to
develop a policy of effective counterac-
tion to these threats.

REFERENCES

1. Hryhoriev V. 1. (2013). Informatsiini
zahrozy v derzhavnomu upravlinni
[Information threats in public admin-
istration]. Naukovi zapysky Lvivskoho
universytetu biznesu ta prava — Scien-
tific notes of Lviv University of Busi-
ness and Law, 11. Retrieved from
http://irbis-nbuv.gov.ua/UJRN/
Nzlubp 2013 11 26 [in Ukrainian].

2. Lipkan V. A. (2003). Synerhetychnyi
i homeostatychnyi pidkhody do sys-
temy natsionalnoi bezpeky [Synergis-
tic and homeostatic approaches to the
national security system]. Naukovyi
visnyk natsionalnoi akademii vnutrish-
nikh sprav — Scientific Bulletin of the
National Academy of Internal Affairs,

64

2. Retrieved from http://goal-int.org/
wp-content/uploads/2014,/03/SYN-
ERG_ APPROACH.doc [in Ukrai-
nian].

. Lipkan V. A, Maksymenko Yu. Ye,

Zhelikhovskyi, V. M. (2006). Informat-
siina bezpeka Ukrainy v umovakh yeo-
rointehratsii [Information security of
Ukraine in the conditions of European
integration]. Kyiv: KNT [in Ukrainian].

. Manoylo A. V, Petrenko A. 1., Fro-

lov D. B. (2009). Gosudarstvennaya in-
Jormatsionnaya politika v usloviyakh in-
Jormatsionno-psikhologicheskoy voyny
[State information policy in conditions
of information-psychological — war].
(2", ed.). Moscow: Horiachaia lynyia —
Telekom [in Russian].

. Petrushevska V. V. (2012). Ekonom-

ichna bezpeka derzhavy: zmist i klasy-
fikatsiia zahroz [Economic security of
the state: the content and classification
of threats]. Efektyonist derzhavnoho
upravlinnia — Public Administration Ef-
ficiency, 32, 441448 [in Ukrainian].

. Zakon Ukrainy “Pro osnovy natsional-

noi bezpeky Ukrainy” : vid 19 chervnia
2003 Ne 964-1V [Law of Ukraine “On
the Basics of National Security of
Ukraine” from July 19, 2003 Ne 964-
IV]. (nd.). zakonradagovua. Re-
trieved from https://zakon.rada.gov.
ua/laws/show/964-15 [in Ukrainian].

. Ukaz Prezydenta Ukrainy “Pro rishen-

nia Rady natsionalnoi bezpeky i obo-
rony Ukrainy vid 06 travnia 2015 roku
“Pro Stratehiiu natsionalnoi bezpeky
Ukrainy” : vid 26 travnia 2015 roku
[Decree of the President of Ukraine
On the Decision of the National Secu-
rity and Defense Council from May 06,
2015 “On the Strategy of National Se-
curity of Ukraine” from May 26, 2015].
(nd). zakonradagovua. Retrieved
from https://zakon.rada.gov.ua/laws/
show /287 /2015 [in Ukrainian].

. Ukaz Prezydenta Ukrainy Pro rishen-

nia Rady natsionalnoi bezpeky i obo-




10.

11.

1.

rony Ukrainy vid 27 sichnia 2016 roku
“Pro Stratehiiu kiberbezpeky Ukrai-
ny” : vid 15 bereznia 2016 [Decree of
the President of Ukraine On the deci-
sion of the National Security and De-
fense Council from January 27, 2016
“On the Cyber Security Strategy of
Ukraine” from March 15, 2016].(n.d.).
zakon.rada.govua. Retrieved — from
https://zakon5.rada.gov.ua/laws/
show/96,/2016 [in Ukrainian].

Zakon Ukrainy “Pro osnovni zas-
ady  zabezpechennia  kiberbezpeky
Ukrainy” : vid 08 lypnia 2018, Ne 2163-
VIII VVR [Law of Ukraine “On the
basic principles of ensuring cyber se-
curity of Ukraine” from July 08, 2018
Ne 2163-VIII]. (2018). zakon.rada.
govua. Retrieved from https://zakon.
rada.gov.ua/laws/main/2163-19  [in
Ukrainian].

Ukaz Prezydenta
Doktrynu  informatsiinoi  bezpeky
Ukrainy” : vid 25 liutoho 2017 roku
Ne 47/2017 [Decree of the Presi-
dent of Ukraine “On the Doctrine
of Information Security of Ukraine”
from February 25, 2017 Ne 47,/2017].
(n.d.)). zakonradagovua. Retrieved
from  https://www.president.gov.ua/
documents/472017-21374 [in Ukrai-
nian].

Termin “Systema derzhavnoho uprav-
linnia” [The term “Public Administra-
tion System”]. (n.d.). zakon.rada.gov.
ua. Retrieved from https://zakon.rada.
govua/laws/term/27216 [in Ukrai-
nian].

Ukrainy  “Pro

CNMNCOK BUKOPUCTAHUX
AKEPEN

Ipueop’es B. I. Indopwmartiiini 3arpo-
31 B Jlep:KaBHOMY ympasiinui. Hay-
KoBi samucku JIbBiB. yH-Ty OisHecy
ta mpasa. 2013. Bun. 11. C. 93. URL:
http://irbis-nbuv.gov.ua/UJRN/

Nzlubp 2013 11 26 (mara 3BepHeH-
Hs: 26.09.2019).

. Jlinkan B. A. CunepreTnyHuii i TO-

MEOCTATUIHWH TiXOAW 10 CHUCTEMU
HarioHambHOT Oesmexu. Hayk. BicH.
Hall. akazeMii BHYTPINTHIX CIIPaB.
2003. Ne 2. URL:http://goal-int.
org/wp-content/uploads/2014,/03/
SYNERG APPROACH.doc

. Jinkan B. A., Maxcumenxo IO. €., JKe-

sixoscokuti B. M. Tndopmariiina 6es-
meka YKpaiHu B YMOBaxX €BPOiHTerpa-
mii. K.: KHT, 2006. 280 c.

. Manoiino A. B., Illempenxo A. U., Dpo-

a06 /I. b. TocymapctBenHass wmHGOp-
MAITMOHHAS TIOJUTUKA B YCJIOBHSIX
WHGOPMAITMOHHO-TICUXOJOTHICCKOM
BOWHBL. 2-e u3]l., ctepeotur. M.: Tops-
vag auaudg — Tenexkom, 2009. 541 c.

. ITempywescvka B. B. ExonomiuHa 6e3-

meka JiepKaBU: 3MICT 1 Kiacudikaiis
3arpo3. EdexTuBHICTD Aep:KaBHOTO
yTIpaBJIiHH : 30. HayK. mpaiib. J1., 2012,
Bum. 32. C. 441-448.

. 3akon VYkpaimm “IIpo ocHoBM Ha-

HioHanbHOI  Oesnexu  Ykpainu” Big
19.06.2003. Ne 964-1V. Cr. 1, 7.
URL: https://zakon.rada.gov.ua/
laws/show /964-15 (mata 3BepHEHHS
20.09.2019).

. Yxa3 Ilpesunenta Yxpainu IIpo pi-

nrenus Pajgy HarfioHanbHOI OGe3nexu
i oboponn Ykpainu Big 06.05.2015 p.
“ITpo Crparerito HalioHaJTbHOT Ge3-
nexu Ykpainn”. URL: https://zakon.
rada.gov.ua/laws/show/287/2015
(mara 3Bepraenns 20.09.2019).

. Yxa3 Ilpesunenta Yxpainu IIpo pi-

nreHus Pajay HamioHanbHol Oesmeku i
oboponu Yipainu Biz 27 ciung 2016 p.
“ITpo Crpaterito Kibepbesnekn Ykpa-
inn”. URL: https://zakon5.rada.gov.
ua/laws/show/96/2016 (mata 3Bep-
nenns 25.09.2019).

. IIpo ocHoBHi 3acagu 3abe3neyeHHs

kibepbesiiexn Ykpainu : 3akoH Ykpa-
i Ne 2163-VIII Bix 08.07.2018. BBP,
2018, Ne 31, cr. 241. URL: https://

65




10.

66

zakon.rada.gov.ua/ laws/main/2163-
19 (nara 3Bepuenns: 17.06.2019).

ITpo JTokrpuHy iHGopMmariiiHoi besie-
K1 Ykpainn : Yka3 [Ipesunenta Yxpa-
inn Ne 47 /2017 Bix 25 sotoro 2017 p.
URL: https://www.president.gov.ua/

11.

documents/472017-21374 (nara 38ep-
Henust: 25.06.2019).

Tepwmin “Cuctema /1ep;kaBHOTO YIIpaB-
miuasa” URL: https://zakon.rada.gov.
ua/laws,/ term/27216 (nara 3BepHeH-
us: 26.09.2019).




