UDC 35.01; 23.04.44
DOT: https://doi.org/10.32689,/2617-
2224-2019-4(19)-222-234

Prav Roman Yuriyovych,
postgraduate student, Interregional Acade-
my of Personnel Management, 04071, Kiev,
Str. Pochayinskaya, 25,49, 14, tel.: 067-471-
\ 15-55, e-mail: romaprav@gmail.com

i ORCID: 0000-0001-8064-2836
Ilpae Poman KOpiiiosuu,
acnipanm,  Mixcpezionanvna — Axademis
ynpasninmus nepconanom, 04071, m. Kuis,
sy.a. Iouaununcoka, 25/49, xa. 14, men.: 067-
471-15-55, e-mail: romaprav@gmail.com

ORCID: 0000-0001-8064-2836

Ilpae Poman FOpvesuu,

acnupanm, Meacpezuonamvnas Axademus
ynpasnenus nepconaiom, 04071, 2. Ku-
es, ya. louatmunckas, 25/49, xe. 14, men.:
067-471-15-55, e-mail: romaprav@gmail.
com

ORCID: 0000-0001-8064-2836

REGULATORY AND LEGAL BASES
FOR FORMATION AND IMPLEMENTATION
OF THE STATE SECURITY POLICY
IN THE INFORMATIONAL SPHERE

Abstract. The article emphasizes that the issue of information security of
Ukraine is complicated by the lack of an appropriate strategy.

Important strategic documents in the field of information policy and state se-
curity also include: “Strategy for the development of the information society in
Ukraine” (2013), which defines the priorities of activities in the field of informa-
tion security; “Cyber security Strategy of Ukraine” (2016). The purpose of this
strategy is to create conditions for the safe functioning of cyberspace, its use in
the interests of the individual, society and the state. The threats of cybersecurity,
the national system of cybersecurity, the main subjects of cybersecurity, priori-
ties and directions of ensuring cyber security of Ukraine and the like are defined.
Legislative and regulatory acts on state security in the information sphere can
be divided into four blocks according to the level of generalization and concreti-
zation. The 1% block consists of conceptual, doctrinal, strategic acts, which are
the basis of information security. The 2" block consists of the laws of Ukraine,
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directly or indirectly related to security in the information sphere. The 3 block
consists of subordinate normative acts of the Verkhovna Rada and the Cabinet
of Ministers of Ukraine and normative acts of ministries and other executive au-
thorities on security in the information sphere. We have identified the 4™ block of
regulations; they relate to the occupied Ukrainian territories. It is, first and fore-
most, the strategy on the information the reintegration of occupied territories of
Donetsk and Luhansk areas, the Crimea. We believe that it is necessary to form
a separate information policy for the occupied and nearby regions, and for other
territory of Ukraine.

The informational component also includes normative-legal acts on ensuring
the rights and freedoms of the population of the occupied territories: the Law of
Ukraine “On ensuring rights and freedoms of citizens and legal regime on the tem-
porarily occupied territory of Ukraine” (2014), the decision of Parliament “On
the Statement of the Verkhovna Rada of Ukraine on guarantees of the rights of
the Crimean Tatar people within the Ukrainian State” (2014), the NSDC decision
“On urgent measures for the protection of national interests in the South and East
of Ukraine, in the Black and Azov seas and the Kerch Strait” (2018).

The article highlights the problems of regulation in the field of information
security of Ukraine: the declarative nature of many rules, the lack of legislative
authority of the responsible authorities and mechanisms of coordination of activi-
ties and the like.

Keywords: state security in the information sphere, the legal basis of informa-
tion security, the Doctrine of information security, generalization and specifica-
tion of the principles of state information security.

HOPMATUBHO-IIPABOBI 3ACAI1 ®OPMYBAHHAI 1 PEAJII3AIIIL
INOJITUKU NEPKABHOI BE3IIEKU Y IHOOPMAIIIMHIN COEPI

AHoranig. AKIIeHTOBaHO yBary Ha IuTaHHi iHGopMaliiitHoi 6e3nmekn Ykpai-
HU, 1[0 YCKJIQIHEHe BiJICYTHICTIO Bi/IMOBITHOI CTpaTerii.

[lo BaxksMBUX cTpaTerivHUX JOKYMEHTIB y cepi iHpopMaIliitHol moiTuKu
Ta JlepsKaBHOI 6e31exu BigHocsThest “Crparerist po3BUTKY iH(MOPMAIiTHOTO Cy-
crisibeTBa B Ykpaini” (2013), y skiii BU3Ha4€HO PIOPUTETH JiSTbHOCTI B rajy-
3i 3abesneuenns indopmaiiiinoi 6esmnexu, “Crparerist kibepbesnekn Yipainn”
(2016). Mertoro 11i€i cTpaTerii € CTBOPeHHsT YMOB Jis1 6e31edHoro GyHKIIOHY-
BaHHs KiGepIpocTopy, OTO0 BUKOPUCTAHHS B iHTepecax 0COOW, CYCIiJIbCTBA
i mep:kaBu. BusHaueno sarposu kibepOesrernti, HalioHaJbHY cHCTeMYy Kibep-
Ge3rekn, OCHOBHUX cy6’eKkTiB 3abe3nedeHHst Kibepbesneku, MpiopuTeTu Ta Ha-
npsiMu 3abe3nedeHnst KibepOesnekn YKpainu ToIo. 3aKOHOAaBY0-HOPMATHBHI
aKTHU MO0 JepKaBHOI Oe3reku B iHdopMaIliiiHiil cdhepi MOKHA MOIJIUTH Ha
qoTHpHU OJIOKK 3a piBHEM y3araJbHEHHS 1 KOHKpeTusaiii: 1-ii 610K CKJIagaoTh
KOHIIEINITYaJIbHi, JOKTPUHAJIbHI, CTpaTeriuyli akTH, sIKi € OCHOBOIO 3abe3IeyeH-
Hs1 iH(pOpMaIltiitHol 6esneku; 2-it 60K — 3aKOHM YKpaiHu, 110 6e31mocepeHbo
ab0 0ImocepeIKOBAHO CTOCYIOThCs Gesneku B iHdopMariiiniii cdepi; 3-it 610K —
migzakonti HopMaTuBHiI aktu Bepxoshoi Paam i Kabinery Minicrpis Ykpai-
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HM 1 HOpMaTUBHI aKTW MiHICTEPCTB, IHIIUX OPTaHiB BUKOHABYOI BJaAH OO0
6e3nexn B iHdopMaliiiniii cdepi; BugineHo 4-if 60K HOPMATUBHUX aKTiB, SKi
CTOCYIOThCS OKYTIOBaHMX yKpaiHcbkux TeputTopiil. Ile, Hacammepen, crparerii
n1o/10 indopmalliiiHol peinTerpailii okymnoBaHux teputopii — /lonerpkoi i Jly-
raHcbkoi obsacreit, Kpumy. Mu BBaskaemo, ¢ popmyBaTu okpemy iHdopma-
MIMHY TOJIITUKY JIJId OKYTTOBAHUX Ta MIPUJIETJINX PETIOHIB 1 715 1HIIOI TepuTopii
Ykpainmn.

[Hdopmartiiiiny ckIa0BY BKJIOYAIOTHh TAKOK HOPMATUBHO-TIPABOBI aKTH 1I10-
110 3aGe3redeH st paB, CBOOO/] HaCEIEHHS OKYITOBAaHUX TEPUTOPIi: 3aKoH YKpai-
Hu “IIpo 3abe3rieueHns pas i ¢cBOOO TPOMAIAH Ta IPABOBUIL PEKUM HA THM-
4acoBO oKymnoBaHiii Tepurtopii Ykpainu” (2014), mocranosa BPY “IIpo 3asmy
BepxosHroi Pagu Ykpainu 1mo10 rapanTii mpaB KpUMCbKOTAaTAPChKOTO HAPOLY Y
cknaai Yrpaincokoi [lepxasu” (2014), pimenna PHBO “IIpo HeBiakmanHi 3a-
XO/IA TOJI0 3aXMCTY HallioHaibHUX iHTepeciB Ha [liBani Ta Cxomi Ykpainu, y
Yopuomy Ta AzoBchbkomy Mopsix i Kepuencokiit mporotti” (2018).

Y crarti BujisieHo mpobiieMu peryJiioBaHHs y cdepi iHbopmartliitHoi 6e3mmexu
Vkpainu: feKkiaparuBHiCTh OaraTboX HOPM, BiICYTHICTh 3aKOHOIABUO HAMaHUX
MTOBHOBAKEHb BiJIITOBiZJaJIbHUX OPTaHiB i MeXaHi3MiB KOODPAMHAIIl HisIJIbHOCTI
TOTIIO.

Kmouosi cioBa: nep:xasHa Oesneka B iHdopMalliiiniii cdepi, npaBosi 3aca-
nm indopmartiiiHoi 6esnexu, lokrpuna iHGopmMaIliiiHoi 6e31eKy, y3araTbHeHHS i
KOHKpeTH3allis 3acaj JAep:KaBHOI iH(opMaIiiiiHol 6e3nexu.

HOPMATUBHO-IIPABOBBIE OCHOBbI ®OPMUPOBAHU S
N PEAJINSAIIUU ITOJIUTUKU T'OCYIJAPCTBEHHOU
BE3OIIACHOCTU B UHO®OPMAIIMOHHON COEPE

AnHOTaIMA. AKIIEHTHPOBAHO BHUMAHWE Ha BOTIPOce WH(MOPMAITHOHHOI He3-
ONACHOCTU YKPaWHBI, YTO 3aTPYZIHEHO OTCYTCTBUEM COOTBETCTBYIOIIEH cTpare-
TUN.

K BaskHBIM cTpaTernyeckum J0KyMeHTaM B cepe nH(pOpMaAIMOHHON TOJINUTH-
KU ¥ TOCYIapCTBEHHOIT Ge3omacHocTr oTHOCSTCs “Crparerust pa3BuTusi nHOOP-
MarnoHHoro obiectsa B Yrpaute” (2013), B KOTOPOii onpeiesieHbl IPUOPUTETHI
JesATeIbHOCTH B 00J1acT obecriedennst nabopmalmonnoit 6esomacuocrtu, “Crpa-
terust KubepbesonacHoct Ykpauabl” (2016). [lesbio aToii cTpaTernu sBsieTcst
cosjlanue yCJIOBUil uist 6e301macHOr0 (DYHKIIMOHUPOBAHUST KHOEPIIPOCTPAHCTBA,
€ro MCIOJIb30BaHKe B MHTEPecaX JUIHOCTH, 00IecTBa 1 rocyaapersa. Onpeese-
HBI yTPO3bl KHOepOE30MaCHOCTH, HAIIMOHAJILHYIO CUCTEMY KHOepOe30macHOCTH,
OCHOBHBIX CyOBEKTOB OOecriedeH st KOepOe30ImacHOCTH, TPUOPUTETHI 1 HAITPAB-
JieHust obecriedennst KOepOE30macHOCTH YKPAWHbI U J[P. 3aKOHOAATETHHO-HOP-
MaTUBHbIE aKThI 110 TOCYIAPCTBEHHOIT 6€30MacHOCTH B MHMDOPMAIIMOHHO chepe
MOKHO Pa3/eJIUTh Ha YeThipe OJIOKA M0 YPOBHIO 0OO0OIIEHNST U KOHKPETHU3AI[HHN:
1-if 6JI0K COCTABJISAIOT KOHIIENTYaJIbHbIE, JOKTPUHAIbHBIE, CTPATErMYECKUE aKThI,
KOTOpPbIE SIBJISIIOTCSI OCHOBOU obectiedenust MHGOOPMAMOHHON Ge301acHOCTH;
2-it 60K — 3aKOHBI YKPaWHbI, HEITOCPEACTBEHHO MJIM KOCBEHHO KACAIOIINECS
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6e3omacHoCTH B nHGPOPMAIMOHHON cdepe; 3-if 610K COCTaB/ISIOT MOJ3aKOHHbIE
HOpMaTHBHbBIE aKThl BepxosHoii Pajipl 1 Kabunera MuHrCTpOB YKpauHbl 1 HOP-
MaTHBHBIE aKThl MUHUCTEPCTB, JAPYTMX OPraHOB MCIIOJHUTEIbHOW BJacTH, 6Ges-
OIaCHOCTH B MHMOPMAIIMOHHON cdepe; BhILEIEHO 4-i1 6JIOK HOPMATUBHBIX aKTOB,
KOTOPbIE KACcAlOTCSI OKKYITUPOBAHHBIX YKPAUHCKUX TEPPUTOPUI. JTO, B TIEPBYIO
OYepe/lb, CTPpATETUH 110 MHMOPMAITMOHHON PENHTErPalliy OKKYTUPOBAHHBIX TEP-
puropuii — [lonenkoit u Jlyranckoii obmacreii, Kppima. MbI cuntaeM, ciemyer
opmupoBath OTIETHHYI0 MHOOPMAITMOHHYIO TIOJUTUKY /IJISI OKKYTTHPOBAHHbBIX
Y TIPUJIETAIONIUX PETUOHOB, U JIJIS IPYTOIl TEPPUTOPUM YKPAWHDI.

NubopMaIimoHHyio COCTaBJISIONIYIO BKJIIOYAIOT TaKyKe HOPMaTUBHO-TIPABO-
BbIE aKThI 110 00eCIeYeHnIO MMpaB, cBOOO/I HACEJEHUsT OKKYITMPOBAHHBIX TepPpH-
Topuii: 3akoH Ykpaunbl “O6 obecriedeHnn mpas U cBOOOJ rpaiaH U IIPaBOBOii
peXMM Ha BPEMEHHO OKKYNMHWPOBaHHOU Tepputopun Ykpawnor” (2014), nocra-
Hosyienre BPY “O 3assnenun Bepxosuoit Paapl YkpaumHbl OTHOCUTEIBHO ra-
PaHTUM TIPaB KPHIMCKOTATAPCKOTO HAPOJIa B COCTaBe YKPaWHCKOTro TocyaapcTna’
(2014), pentennie CHBO “O HeOTI0KHBIX Mepax 110 3alUTe HAITMOHATbHBIX WH-
tepecoB Ha IOre u Boctoke Ykpaunbl, B UeprnoMm n A3oBckoM Mopsix n Kepuen-
ckoM niposise” (2018).

B craTpe BbIieIeHBI TPOOJIEMBI PETYIUPOBaHuUs B cepe MHDOPMAIIMOHHOI
6€e301acHOCTH YKPanHbI: IEKJIapaTHBHOCTH MHOTUX HOPM, OTCYTCTBHE 3aKOHO/Ia-
TEJIbHO MPEOCTABIEHHBIX TOJTHOMOUYMI OTBETCTBEHHBIX OPTaHOB U MEXaHU3MOB
KOOP/IMHAIINH JIESITEJIbHOCTH ¥ TOMY TT0100HOE.

KimoueBble ciioBa: rocyapcrBeiHast 6e30macHOCTb B MHMOPMAIMOHHON cde-
pe, paBOBbie OCHOBBI MH(GOPMaINOHHOI Oe3onacHocTH, JlokTprHa nHMOpPMAaI-
OHHOW Ge30macHoCTH, 06001IeHNEe ¥ KOHKPETHU3AIUsT TPUHITUIIOB TOCYIapCTBEH-
HOI MH(MOPMAIMOHHON HE3011aCHOCTH.

Problem statement. In an era of
constant acceleration of development,
we treat information as something that

free receipt, use, distribution, storage
and protection of information neces-
sary for the realization of their rights,

we unconditionally deserve, it is a deci-
sive factor for success in all spheres of
activity.

In Ukraine “the right to information
is protected by law. The state guaran-
tees all subjects of information relations
equal rights and access to information.
No one may restrict the rights of a per-
son to choose the forms and sources
of information, except as provided by
law”. “Everyone has the right to infor-
mation, providing for the possibility of

freedoms and legitimate interests” (law
“On information”) [1]. Also, the law
“On information” contains provisions
on the inadmissibility of abuse of the
right to information: “Information can
not be used to call for the overthrow
of the constitutional system, violation
of the territorial integrity of Ukraine,
propaganda of war, violence, cruelty, in-
citement to ethnic, racial, religious ha-
tred, terrorist acts, violation of human
rights and freedoms” [1].
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So, information is a benefit that
needs to be protected in a certain way,
especially when it comes to information
in the defense of the state or other areas
where disclosure threatened strategic
interests. The harmonization of these
two aspects (free access to information
and its protection) is not straightfor-
ward, since the concept of security in
the information sphere equally con-
cerns the state as an institution, society
and the individual citizens who form
them.

Our country does not have a stra-
tegy of state information security, at the
same time its elements can be found in
various sources. An urgent task is to an-
alyze the array of legal acts in this area.

State security in the information
sphere can be viewed from several sides:
on the one hand, as protection of citi-
zens’ rights to free access to informa-
tion and freedom of speech, on the oth-
er — as protection of citizens from the
influence of distorted, incomplete, false
information, manipulative information
impact, on the other — as protection of
private or public important information
from unlawful attacks by people, public
or private structures, including foreign.

Analysis of recent research and
publications. Among the latest stud-
ies, we would like to pay attention to
the publication of Ya. Malyk (2015),
in which the author considers the
state and prospects of development of
information security of Ukraine [2].
V. Savytskyi (2017) explores informa-
tion security in the national security
system of Ukraine [3].

Formulation of the objectives
(goals) of the article: to analyze the
legal basis for the formation and imple-
mentation of the policy of state security
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of Ukraine in the information sphere,
to try to structure the legal acts of this
sphere in a certain system, identified
shortcomings and problems.

Presentation of the main material.
In the development of mankind, infor-
mation has always played an impor-
tant role, but recently its importance
has increased incredibly. It is access to
and the ability to use information that
currently determines the opportunities
for success in many industries. Today,
information resources are considered
as no less important than demogra-
phic, raw materials or energy resources,
and are the basis for the functioning of
many human activities, such as gover-
nance, economy, politics, social and cul-
tural spheres, national security, defense
and international relations.

However, the information ceases to
be valuable if it can't be saved, selected,
allocated, transmitted, distributed and
understood. That is why information
becomes valuable only when it is avai-
lable to people who need it and in the
right place. Otherwise, it can be not
only useless, but also dangerous.

Useful information is valuable, that
is, the information that objectively or
subjectively increases the level of hu-
man knowledge in a certain area (in-
creases knowledge). Also, the actual
usefulness of the information is deter-
mined by its accuracy, completeness
and timeliness, that is, its arrival to the
recipient at the right time and in the
right amounts, which will allow the
recepient to make the right decision.
In addition, the information should be
real (reliable), accessible, free from dis-
tortion and uncertainty.

The rights of access to information,
its collection and dissemination are




now regarded as one of the fundamen-
tal human and civil rights, an integral
part of it, confirms the dignity of the
human person as a subject of civil so-
ciety and forms the basis of democracy.
It can even be argued that a state that
does not guarantee its citizens free ac-
cess to information will sooner or later
be degraded, thereby abandoning the
principles of pluralism, tolerance and
openness, without which a democratic
society cannot be imagined.

The right to information was already
formulated in 1948 in the Declaration
of human rights adopted by the UN
General Assembly. More broadly, the
idea of the right to communication aris-
ing from other human rights was first
formulated in conjunction with the
Concept of civil society. Its creator was
Jean d'arcy, Director of the UN Infor-
mation office. The International Cov-
enant on civil and political rights, rati-
fied by Ukraine in 1973, also includes
the right to have and express one’s own
views and to collect, receive and dis-
seminate information. This right may
be restricted only by law. Provision for
access to information can also be found
in other acts of international law, such
as the European Convention on
Human rights or the Charter of funda-
mental rights of the European Union.
In the 1990s, the principles of openness,
transparency and access to documents
were incorporated into existing EU
decisions.

In domestic legislation, the right to
information, especially on the activi-
ties of public authorities, as well as any
other, is provided by the Constitution.
Thus, part 1 of article 34 of the Basic
law states “Everyone is guaranteed the
right to freedom of thought and speech,

to freedom of expression of their views
and beliefs”. Part 2 of article 34 pro-
vides for the right of everyone to freely
collect, store, use and disseminate infor-
mation orally, in writing or otherwise
[4]. The exercise of these rights may be
restricted by law in the interests of na-
tional security, territorial integrity or
public order, for the prevention of dis-
order or crime, for public health, for the
protection of the reputation or rights of
others, for the prevention of disclosure
of information received confidentially,
or for the maintenance of the authority
and impartiality of justice [4].

Also, article 32 of the Constitution
provides for the right of citizens to get
acquainted with information about
themselves, which is not a state secret
or other information protected by law,
in public authorities, local self-govern-
ment bodies, institutions and organiza-
tions [4].

The development of these rights
is contained in the legislative acts of
Ukraine, in particular in the law “On
access to public information”, which
regulates the subjective and objective
scope and method of obtaining infor-
mation on the activities of state bodies
(2011, new edition 2015) [5], and the
new version of the law “On informa-
tion” has fixed the “right of everyone
to information”, “ensuring everyone’s
access to information”, the principle of
maximum openness of information, ex-
cept for information with limited access
[1]. In addition, the Law “On informa-
tion” contains other provisions im-
portant for the implementation of the
right of access to information, namely:
1) permission to disseminate informa-
tion with limited access, if it is socially
necessary, that is, is the subject of pub-
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lic interest; 2) the right of the public
to know this information is dominated
by the potential harm from its dissemi-
nation (part 1. 29) [1]. These laws, as
amended, no longer establish, as in the
past, the erroneous concept of owner-
ship of information in general and of
the state’s ownership of information in
particular.

International norms on freedom of
speech and press are reflected in article
15 of the Constitution of Ukraine —
“Censorship is prohibited” [4]. In turn,
we find the expansion of the constitu-
tional principle of freedom of speech
and expression in the law “On the print
media (press) in Ukraine” [5].

Although the right to information is
considered to be a fundamental human
right, it may be restricted, for example,
for the purpose of ensuring public or-
der, security, morals, combating slander,
fraud, manipulation, protection of other
rights. No matter what the reasons are,
these restrictions always cause con-
troversy or resistance, because many
people perceive it as interference with
fundamental civil rights and freedoms.

Restrictions on the right to infor-
mation arise primarily due to the risks
associated with the misuse of informa-
tion or its use by unauthorized persons.
Given the importance of information to
modern people, societies, states and the
international community, it is undeni-
able that, in addition to the obvious
benefits that information can bring, it
can also be exposed to threats that arise
from various factors.

Threats in the information sphere:
the unauthorized disclosure, asymme-
tries in international exchange of infor-
mation, espionage, karpasiana, cyber-
crime, lack of information, “information
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chaos”, disinformation, information
warfare (war), manipulation of infor-
mation. Manipulation of information is
also the provision of false information,
and reducing the importance of infor-
mation, biased selectivity of informa-
tion, its ambiguity, and excess, causing
“information chaos”.

From the point of view of state secu-
rity, information wars are considered to
be the greatest threat in the field of in-
formation. We perceive them as threats,
conflicts in which information is both a
resource, an object of attack, and wea-
pons, and physical destruction of infor-
mation infrastructure is not excluded,
carried out by the enemy. This fight
can have two purposes: destruction of
information resources of the opponent
and ensuring own safety. This is usually
done through the following tools: influ-
ence on political and cultural processes;
information and psychological cam-
paigns; misinformation and influence
on the media; diplomacy; penetration
into computer networks and databases.

Information war does not necessa-
rily mean that the country is in a state
of actual war, such activities occur in
peacetime. Actions are used not only to
obtain information, but also to cause un-
rest, government crises. As a substitute
for open aggression, they can compro-
mise a state or its authority in the inter-
national arena, undermine its political
authority or discredit it in the econo-
mic sphere. This struggle concerns not
only the military sphere, but also in the
civil one. It is conducted in an open or
secret way, it is an armed struggle, but
in extreme cases it can lead to physical
destruction of the object. This is a uni-
versal struggle that it is carried out in
all spheres of the state, not only in the




military. It can take the form of politi-
cal, military and economic pressure, as
well as intimidation. It is carried out
not only in the field of cybernetic im-
pact on databases of digital encrypted
data, but also, first of all, through the
wide dissemination of negative real or
false information, for example, to create
specific social attitudes. These events,
often unconsciously, involve the mass
media, which are making public sensa-
tions, are currently the most effective
tool in the information struggle. Al
this arsenal that we bmentioned above
is used by Russia in the war against
Ukraine.

Article 17 of the Constitution states:
“Protection of sovereignty and territo-
rial integrity of Ukraine, ensuring its
economic and information security are
the most important functions of the
state, the business of the Ukrainian
people” [4]. Thus, the state considers
not only an opportunity, but also its
duty to protect the citizens of Ukraine
from information threats.

Given the current military and po-
litical situation of Ukraine, whichisin a
hybrid war with Russia, also expecting
future threats from the aggressor, it is
important to create a system of state se-
curity in the information sphere, which
would provide reliable protection of the
state and the people.

The approved “Doctrine of informa-
tion security of Ukraine” is a response
to modern threats to national secu-
rity. “The purpose of the doctrine is to
clarify the basics of the formation and
implementation of the state informa-
tion policy, primarily to counter the
destructive information influence of the
Russian Federation in the conditions
of its unleashed hybrid war” [5]. The

Doctrine defines national interests (in-
dividuals, society and the state) in the
information sphere, actual threats to
national interests and national security
of Ukraine, priorities of state policy in
the information sphere and the mecha-
nism of implementation of the Doctrine.

As we can see, the Doctrine sets out
only the conceptual foundations of in-
formation security. The issue of imple-
mentation of information security of
Ukraine is complicated by the lack of an
appropriate strategy. The information
security strategy is considered within
the framework of the national security
Strategy of Ukraine [5]. Despite the
fact that there is no direct definition
of the concept of security in the infor-
mation sphere in the legislative acts of
Ukraine, it can be perceived as a state
that is achieved after certain conditions
are met. These conditions are defined
in the national security Strategy of
Ukraine. Therefore, the state of infor-
mation security should be considered
as a state when:

» measures of information security
policy on the basis of asymmetric ac-
tions against all forms and manifesta-
tions of information aggression are pro-
vided;

* an integrated system of informa-
tion threats assessment and rapid re-
sponse to them has been created;

* there is a resistance to informa-
tion operations against Ukraine, ma-
nipulation of public consciousness and
dissemination of distorted informa-
tion, protection of national values and
strengthening the unity of Ukrainian
society;

* coordinated information policy of
public authorities has been developed
and implemented,

229




* the entities of the Ukrainian in-
formation space used by Russia to
information warfare against Ukraine
have been identified, and their sub-
versive activities and so on have been
eliminated [5].

Important  strategic documents
in the field of information policy and
state security also include: “Strategy
for the development of the information
society in Ukraine” (2013), which de-
fines the priorities of activities in the
field of information security; “Cyber
security Strategy of Ukraine” (2016).
The purpose of this strategy is to cre-
ate conditions for the safe functioning

of cyberspace, its use in the interests of
the individual, society and the state. It
identified the threats to cybersecurity,
the national cyber security system, the
main subjects of cyber security, priori-
ties and directions of cyber security of
Ukraine, etc. [5].

In general, the legislative and regu-
latory acts on state security in the in-
formation sphere on the level of gene-
ralization and specification of the prin-
ciples defined in them can be divided
into four blocks (Figure).

The 1% block consists of conceptual,
doctrinal, strategic acts, which are the
basis of information security. These

I Constitution of Ukraine I
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Conceptual, doctrinal, strategic acts on state security
in the information sphere

Information security laws

Informatization of the company
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......................................................................................
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Structuring of legislative and regulatory acts on the level of generalization and
specification of the bases of state security in the information sphere defined in them
Created by author.
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include “Strategy of national security
of Ukraine”, “Doctrine of information
security of Ukraine”, “Cyber security
Strategy of Ukraine”, “Strategy of de-
velopment of information society in
Ukraine”, “National strategy in the
sphere of human rights” (2015), also
“Concept of the National program of
Informatization” (last edition of 2013),
“Military doctrine of Ukraine” (new
edition of 2015) [5].

The 2" block includes the laws of
Ukraine and can be divided into four
groups:

The laws that specifically relate to
security in the information sphere: “On
information security of Ukraine”, “On
information protection in information
and communications systems”, “On ba-
sic principles of ensuring cyber security
of Ukraine”, the laws “On fundamen-
tals of national security of Ukraine”,
“On nonstate ensuring of national se-
curity of Ukraine”. We believe that
the law “On ensuring the functioning
of the Ukrainian language as the state
language” adopted by the Verkhovna
Rada of Ukraine on April 25, 2019 can
be rightfully attributed to this block;

» Laws concerning freedom of in-
formation and Informatization of the
society: “On information”, “On access
to public information”, “On the basic
principles of development of the infor-
mation society in Ukraine for 2007—
2015”, “On Public television and radio
broadcasting of Ukraine” (2014), “On
printed media (press) in Ukraine”, “On
the National program of Informatiza-
tion” (last edition of 2016);

 Laws on the status and principles
of activity of state bodies on protec-
tion and counteraction of information
danger: “On the security Service of

Ukraine”, “On the national security
and defense Council of Ukraine”, “On
the state service of special communi-
cation and information protection of
Ukraine” (2015), “On the intelligence
agencies of Ukraine”, “On the National
police” (2015). This also include “Re-
gulations on the Ministry of defense of
Ukraine”, approved by the Cabinet of
Ministers (2014);

 Laws indirectly relate to informa-
tion security in various public areas:
“On the basics of domestic and foreign
policy” (2010), “On state secrets”, “On
sanctions” (2014), “On combating ter-
rorism”, “On counterintelligence ac-
tivities”, “On defense of Ukraine”, “On
state protection of state authorities of
Ukraine and officials” (1998). Crimi-
nal, Civil and other codes of Ukraine
related to the regulation of relations in
the field of national security, and there-
fore information.

The 3 block includes subordinate
normative acts of the Verkhovna Rada
and the Cabinet of Ministers (resolu-
tions, decrees, orders). As for security
in the information sphere, these are:
resolutions of the Verkhovna Rada
“Recommendations of parliamentary
hearings on the topic: “Reforms in the
field of information and communica-
tion technologies and the development
of the information space of Ukraine”
(2016), “Recommendations of parlia-
mentary hearings on the topic: “Leg-
islative support for the development
of the information society in Ukraine”
(2014); decrees of the President of
Ukraine “On measures to improve the
formation and implementation of state
policy in the field of information secu-
rity of Ukraine” (2014), “On promot-
ing the development of civil society in
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Ukraine” (2016), “Concept of develop-
ment of the security and defense sector
of Ukraine” (2016), “On measures to
develop the national component of the
global information network internet
and support” (2000); Resolutions of the
Cabinet of Ministers “On approval of
the Regulations on the unified informa-
tion system of the Ministry of internal
Affairs and the list of its priority infor-
mation resources” (2018), “On appro-
val of the Order of formation of the list
of information and telecommunication
systems of critical infrastructure of the
state” (2016).

We also refer to the 3 block regu-
latory legal acts of ministries and other
executive bodies, which, on the basis of
the current legislation and within their
competence, issue departmental regula-
tory acts on security in the information
sphere (orders, decisions, instructions,
regulations, resolutions, programs).
For example, the decision of the Coun-
cil of national security and defense of
Ukraine “On measures to improve the
formation and implementation of state
policy in the sphere of information se-
curity of Ukraine” (2014) and “On im-
provement of measures to ensure the
protection of critical infrastructure”
(2016) the order of the security Ser-
vice of Ukraine “On approval of the
collection of information constituting
a state secret” (2005), the decision of
the national Council of television and
radio broadcasting “On approval of the
development plan, the national TV and
radio informational space” (2010, as
amended by 2018), orders of the Mi-
nistry of defense “Concept of strategic
communications of the Ministry of de-
fense of Ukraine and the Armed Forces
of Ukraine” (2017) and “Register of
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electronic information resources of the
Ministry of defense of Ukraine” (2015).

We have also identified the 4" block
of legal acts relating to the occupied
Ukrainian territories. These are, first
of all, strategies for information reinte-
gration of the occupied territories. In
July 2018, the “Strategy of information
reintegration of Donetsk and Luhansk
regions” was approved. The purpose of
the Strategy is the implementation of
information rights and freedoms of man
and citizen, increasing the level of sup-
port of citizens of Ukraine state policy
in the field of information reintegration
of temporarily occupied territories in
Donetsk and Luhansk regions; intro-
duction of an effective mechanism to
ensure access of Ukrainian citizens liv-
ing in temporarily occupied territories
in Donetsk and Luhansk regions, as
well as adjacent territories, to the all-
Ukrainian information space [5].

The implementation of the Strategy
is planned for the period up to 2020.
Achieving the objectives of the Stra-
tegy requires the following tasks: coun-
tering the use of information technolo-
gies by the Russian Federation aimed
at inciting national and religious ha-
tred, propaganda of war, violent change
of the constitutional system, violation
of the territorial integrity and sove-
reignty of Ukraine; strengthening the
sense of community between citizens
of Ukraine who live in the tempora-
rily occupied territories in Donetsk and
Luhansk regions, adjacent territories,
as well as citizens of Ukraine who live
in other regions of Ukraine; creating
conditions to meet the needs of the
population of the temporarily occupied
territories in objective, timely and reli-
able information [5].




In December 2018, the strategy of
information reintegration of the Au-
tonomous Republic of Crimea and Se-
vastopol was approved. The purpose of
this strategy is to provide information
reintegration of the occupied territory
of Ukraine (Autonomous Republic of
Crimea and the city of Sevastopol), cre-
ation of information tools prerequisites
for the restoration of territorial integ-
rity and sovereignty of Ukraine. Imple-
mentation of the Strategy involves the
implementation of such tasks: the im-
plementation of the state information
policy of the Crimea and Sevastopol on
the principle of “one voice”; approval in
the Ukrainian and international infor-
mation space of strategic narratives of
mandatory restoration of the territorial
integrity of Ukraine; implementation
of constant monitoring of the informa-
tion space of the occupied territory of
Ukraine, collection, accumulation, sys-
tematization, analysis, evaluation of the
information received and exchange it
for the purpose of rapid response by the
relevant authorities to the actions of the
Russian Federation; informing citizens
of Ukraine, foreigners about the situa-
tion in the Crimea; refutation by ideo-
logues of the Russian propaganda con-
cerning the past and modern Crimea,
which are spread in the Ukrainian and
foreign mass media; mobilization by
information tools of the international
support of restoration of territorial in-
tegrity of Ukraine and others [5]

In addition, other normative acts
on information support of the occupied
territories were adopted. These are, in
particular, the decision of the National
Council of broadcasting “On broadcast-
ing of TV and radio organizations in the
territory of the antiterrorist operation”

(2014), the order of the state television
and radio of Ukraine “On measures to
preserve broadcasting by state televi-
sion and radio companies to meet the
information needs of national minori-
ties and persons living in the tempora-
rily occupied territories” (2015).

The informational component also
includes normative-legal acts on en-
suring the rights and freedoms of the
population of the occupied territo-
ries: the Law of Ukraine “On ensuring
rights and freedoms of citizens and le-
gal regime on the temporarily occupied
territory of Ukraine” (2014), the deci-
sion of Parliament “On the Statement
of the Verkhovna Rada of Ukraine on
guarantees of the rights of the Crime-
an Tatar people within the Ukrainian
State” (2014), the NSDC decision “On
urgent measures for the protection of
national interests in the South and East
of Ukraine, in the Black and Azov seas
and the Kerch Strait” (2018).

We believe that it is necessary to
form at the state level a special infor-
mation policy for the occupied and
nearby regions, and for other territory
of Ukraine. It is necessary to start from
those accents which are important for
the population of concrete territories.
For residents of Donbass it is one ac-
cent, for Crimeans it is another one. It
is necessary to formulate goals, objec-
tives, resources and tools to achieve
these goals and objectives.

Conclusions and prospects for fur-
ther research. The analysis showed
that the legal framework of the sphere
of state information security is quite
large and extensive, but it has signifi-
cant problems. The problem of regula-
tion in the field of information security
of Ukraine, as well as other areas of state

233




regulation, is the discrepancy between
the legal framework and the practical
implementation of certain steps, the
declarative nature of many norms. The
bodies that are determined to be res-
ponsible for the implementation of the
state security policy in the information
sphere also have legislative powers and
coordination mechanisms. This applies
primarily to the National Security and
Defence Council of Ukraine and the
Ministry of Information Policy, as well
as other bodies.

Another aspect that requires further
research is the feasibility of separating
cybernetic security from information
security in legal acts. It is also necessary
to coordinate the activities of state and
public structures in the field of infor-
mation security of Ukraine, especially
those that are already in force (“Aca-
demy of national security”, “Stop-fake”,
“Information resistance”, “Informana-
palm”, “Razom” and the like).
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