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infOrmatiOn  POlicy  Of  ukraine 
aS  an  eurOPean  State  in  cOnDitiOnS  Of  

current  threatS  (architecture  aPPrOach)

Abstract. The sources of the anthropocentric matrix of concepts and ideas 
in the information sphere are presented. The challenges and threats to the infor-
mation sphere of Ukraine are given. The external and internal factors of these 
threats are specified. Specific facts of threats in the world are considered. The 
peculiarities of the European countries’ regulatory policy in the area of counter-
acting threats and legal security of information security as a sub-branch of infor-
mation law are analyzed. The landscape of the threat of information security 2019 
is defined. The mechanism of ethnic lobbying as a tool of soft law is given. It’s 
shown that the tendency of citizens’ strivings is not to safety, but to freedom. It is 
revealed that security measures are simultaneously factors limiting the freedom 
of citizens. The importance of launching the anti-Ukrainian language counterac-
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tion system in the area of the Anti-terrorist operation in the East of Ukraine in 
April 2018 and activities within the framework of the Framework Cooperation 
Program of Ukraine with the Council of Europe and the European Union was 
emphasized. To counter propaganda, it is proposed to apply and improve the uni-
versal international legal regulation of media space, to build a single European 
space. The content of Ukraine’s national interests according to the Doctrine of 
Information Security of Ukraine is determined. Objects of national interests in 
the information sphere are called information, information infrastructure and sta-
tus of the subject in the information sphere. It is emphasized on the value-filling 
of information policy of the state. The realization and survival of an individual, 
society and state are defined as the goal of information policy in the context of 
modern threats. State security, economic prosperity, the development of society 
and the harmonious existence of the country in the global context are indicated 
as the result of effective information policy. It is suggested to rely on the state-
owned approaches inherent in historical Kyiv and the modern Ukrainian state.

Keywords: geopolitical confrontation, propaganda, manipulation, fake, cyber 
troops, landscape threats, sources of soft law, ethnic lobbying, national values, 
European and national security systems, information security, information infra-
structure.

ІНФОРМАЦІЙНА  ПОЛІТИКА  УКРАЇНИ   
ЯК  ЄВРОПЕЙСЬКОЇ  ДЕРЖАВИ  В  УМОВАХ  СУЧАСНИХ  ЗАГРОЗ  

(АРХЕТИПНИЙ  ПІДХІД)

Анотація. Представлено джерела антропоцентричної матриці понять та 
ідей в інформаційній сфері. Зазначені виклики і загрози інформаційній сфе-
рі України. Уточнені зовнішні та внутрішні чинники цих загроз. Розгляну-
ті конкретні факти загроз у світі. Проаналізовані особливості регуляторної 
політики європейських держав у напряму протидії загрозам та правового 
забезпечення інформаційної безпеки як підгалузі інформаційного права. 
Визначений ландшафт загрози інформаційної безпеки 2019 р. Приведений 
механізм етнічного лобізму як інструменту “м’якого” права. Наголошено 
на тенденції прагнення громадян не до безпеки, а до свободи. Виявлено, що 
заходи безпеки є одночасно факторами обмеження свободи громадян. Під-
креслено важливість запуску системи протидії антиукраїнському мовлен-
ню в зоні проведення антитерористичної операції на Сході України у квітні 
2018 р. та заходів у межах Рамкової програми співробітництва України з Ра-
дою Європи та Євросоюзом. Для протидії пропаганді запропоновано засто-
совувати та вдосконалювати універсальне міжнародно-правове регулюван-
ня медіапростору, будувати єдиний європейський простір. Визначено зміст 
національних інтересів України згідно з Доктриною інформаційної безпеки 
України. Об’єктами національних інтересів у інформаційній сфері названо 
інформацію, інформаційну інфраструктуру і статус суб’єкта в інформацій-
ній сфері. Наголошено на ціннісному наповненні інформаційної політики 
держави. Реалізацію і виживання окремої особи, суспільства та держави ви-
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значено як мету інформаційної політики в умовах сучасних загроз. Безпеку 
держави, економічне процвітання, розвиток суспільства і гармонійне існу-
вання країни у світовому контексті зазначено як результат ефективної ін-
формаційної політики. Запропоновано спиратися на державницькі підходи, 
притаманні історичному Києву та сучасній українській державі.

Ключові слова: геополітичне протиборство, пропаганда, маніпулювання, 
фейк, кібервійська, ландшафт загрози, джерела “м’якого” права, етнічний ло-
бізм, національні цінності, системи європейської і національної безпеки, ін-
формаційна безпека, інформаційна інфраструктура.

ИНФОРМАЦИОННАЯ  ПОЛИТИКА  УКРАИНЫ 
КАК  ЕВРОПЕЙСКОГО  ГОСУДАРСТВА  В  УСЛОВИЯХ 

СОВРЕМЕННЫХ  УГРОЗ  (АРХЕТИПИЧЕСКИЙ  ПОДХОД)

Аннотация. Представлены источники антропоцентрической матрицы по-
нятий и идей в информационной сфере. Указаны вызовы и угрозы инфор-
мационной сфере Украины. Уточнены внешние и внутренние факторы этих 
угроз. Рассмотрены конкретные факты угроз в мире. Проанализированы 
особенности регуляторной политики европейских государств в направлении 
противодействия угрозам и правового обеспечения информационной без-
опасности как подотрасли информационного права. Определен ландшафт уг-
розы информационной безопасности 2019 г. Приведен механизм этнического 
лоббизма как инструмента “мягкого” права. Отмечены тенденции стремле-
ния граждан не к безопасности, а к свободе. Показано, что меры безопасно-
сти являются одновременно факторами ограничения свободы граждан. Под-
черкнута важность запуска системы противодействия антиукраинской речи 
в зоне проведения антитеррористической операции на Востоке Украины в 
апреле 2018 г. и мероприятий в рамках Рамочной программы сотрудничества 
Украины с Советом Европы и Евросоюзом. Для противодействия пропаган-
де предложено применять и совершенствовать универсальное международ-
но-правовое регулирование медиапространства, строить единое европейское 
пространство. Определено содержание национальных интересов Украины 
согласно Доктрине информационной безопасности Украины. Объектами на-
циональных интересов в информационной сфере названы информация, ин-
формационная инфраструктура и статус субъекта в информационной сфере. 
Отмечена важность ценностного наполнения информационной политики 
государства. Реализация и выживание отдельной личности, общества и го-
сударства определены как цель информационной политики в условиях сов-
ременных угроз. Безопасность государства, экономическое процветание, раз-
витие общества и гармоничное существование страны в мировом контексте 
указаны как результат эффективной информационной политики. Предложе-
но опираться на государственные подходы, присущие историческому Киеву 
и современному украинскому государству.

Ключевые слова: геополитическое противоборство, пропаганда, манипу-
лирование, фейк, кибервойска, ландшафт угрозы, источники “мягкого” пра-
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ва, этнический лоббизм, национальные ценности, системы европейской и на-
циональной безопасности, информационная безопасность, информационная 
инфраструктура.

Target setting. Regarding the cur-
rent geopolitical situation and policies 
of European countries in terms of the 
use of military-political mechanisms for 
the provision of security and defense, 
the issue now stands for the construc-
tion of a new system of European and 
national security, which should include 
all existing security and defense in-
stitutes for a clear separation of their 
functions. Traditional ideas about the 
symbols of power and ways of achiev-
ing world domination change. Previ-
ously, it was about land, air and sea 
spaces, now it is about updating the role 
of information space and a new field of 
geopolitical confrontation — the infor-
mation sphere. Therefore, the problem 
of modern challenges and threats to 
Ukraine’s information security is ex-
tremely relevant. The Internet has a 
dominant role, the undisputed leader 
of the development of which is the 
United States. However, today there’s 
an opinion on the need to optimize the 
paths of global information flows. That 
is, we can already say that the world is 
on the verge of a new battle for the con-
trol over the information space and the 
“transportation of information”.

“Of course, in today’s geopolitical 
conditions, the importance of the infor-
mation factor increases. There is a clear 
tendency to increase the role of infor-
mation resources of states in the overall 
system of defense capabilities. Its most 
important elements are information 
systems and means of strategic preven-

tion, control of troops and weapons, 
navigation, intelligence, and electronic 
warfare... Thus, geopolitical transfor-
mations determine the nature of coop-
eration and confrontational relations 
in the 21st century. The main field of 
confrontation is the information space 
of the global, regional and national le- 
vels. Geopolitical conditions determine 
the military information policy of the 
state in the most important spheres of 
geopolitical rivalry and confrontation” 
[1, p. 44–45].

The aggressive external environ-
ment was put forward by Ukraine in 
the years 2014–2019, first of all in the 
face of the state’s information policy, 
new threats.

Analysis of basic research and 
publication. Some researchers identify 
the main types of threats to information 
security as follows:

• large-scale informatization, in-
creasing the dependence of the military 
sector on modern information techno- 
logies, simplifying communications and 
accelerating the flow of information 
flows;

• formation of information sphere 
not bound to state borders;

• transforming the information 
space of Western powers into a single 
global information space, where the 
United States and EU countries play a 
dominant role in controlling informa-
tion flows;

• the formation of a global infor-
mation infrastructure based on the 
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Internet, which can be considered as 
strengthening the spatial interdepen- 
dence of states;

• displacement of domestic news 
agencies, mass media from the internal 
information market and strengthening 
the dependence of the spiritual, eco-
nomic and political spheres of public 
life in Ukraine from foreign informa-
tion structures;

• manipulation of information, fake, 
etc.;

• development of information wea- 
pons or its elements in almost 120 coun-
tries of the world (according to Ameri-
can experts);

• Information influence of foreign 
political, economic, military and infor-
mation structures on the development 
and implementation of the foreign poli-
cy of the state;

• spread abroad of misinformation 
about Ukraine’s foreign policy;

• violation of the rights of citizens 
and legal entities in the information 
sphere of Ukraine and abroad;

• attempts to unauthorized access 
to information and influence on infor-
mation resources, information infra-
structure of state authorities, which 
implement the state foreign policy, 
Ukrainian representations and organi-
zations abroad, and representations of 
Ukraine at international organizations 
[1, p. 45–52].

We have the following major groups 
of threats: information, information and 
technology, electronic control over life, 
the use of new information technolo-
gies for political purposes.

The most significant are the follow-
ing:

• threats connected with destruc-
tion or degradation, internal and exter-

nal, information and cultural basis of 
society, the main custodian of which is 
the system of education and upbringing 
of new generations of society;

• threats associated with the de-
struction or degradation of a produc-
tive information subsystem of society 
are scientific, technical, analytical, and 
ideological centers that create or im-
port relevant information products and 
information technologies.

In the system of ensuring national 
security of the state, US military re-
searchers Jagger Richard and George 
Barber consider the following triad:

• national values in the information 
sphere;

• national interests in the informa-
tion sphere;

• national goals in the information 
sphere.

According to the Doctrine of Infor-
mation Security of Ukraine, Ukraine’s 
national interests in the information 
sphere are:

• observance of constitutional rights 
and freedoms in the possibility of ob-
taining information, preservation and 
strengthening of values;

• representing Ukraine in the inter-
national environment and informing 
Ukrainian citizens about state informa-
tion policy;

• development of modern informa-
tion technologies;

• protection of information resour- 
ces [2].

Objects of national interests in the 
information sphere are the information, 
information infrastructure and the sta-
tus of the subject in the information 
sphere. The state information policy is 
aimed at the realization and survival 
of the individual, society and the state. 
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For the state as a whole, this means its 
security, economic prosperity, the de-
velopment of society and the harmoni-
ous existence of the country in a global 
context.

Value added information policy 
is important. It’s made, according to  
C. Lerci and A. Said, by individual citi-
zens, society, state, socially interested 
groups and government [3, p. 11]. On 
the basis of values, the priorities of in-
formation policy are formed. The for-
mation of priorities should be of a sys-
temic nature.

M. Weber believes that the system 
of values is determined primarily by the 
historical epoch [4, p. 64].

B. Gogwood and L. Gang consider 
national values as beliefs, morals, stan- 
dards, and other specific benchmarks 
that influence policy making at all le- 
vels, since they create contexts of deter-
rence, influence, and incentive for par-
ties to take decisions in one or another 
process [5, р . 160].

According to the work of V. Gor-
bulin and A. Kachinsky, the core value 
consolidating society is national secu-
rity, spiritual heritage, prosperity, inter-
national relations, patriotism and social 
justice [6, p. 107].

The purpose of the article is to find 
out the directions and principles of in-
formation policy of Ukraine as a Eu-
ropean state in the context of modern 
threats.

The statement of basic materials. 
Seeing that fact and truth are relative 
concepts, and approaches are created 
by man, in our opinion, it’s important 
to immediately determine the matrix of 
concepts and ideas.

We define the matrix of concepts 
and ideas as anthropocentric, that is, we 

will take as a basis the fact that man is 
the center of the universe and the pur-
pose of all events that it was designed 
and created by God in His image and 
likeness.

Primary sources and first legislators 
became ancient sacred books are:

• Bible (XV century BC – I cen-
tury AD);

• Tanah;
• Quran;
• Trypitka (Pali canon);
• Go away;
• V-Jing;
• Tao tsan, Chuang-tsi.
Biblical commandments of bliss are:
• Blessed [happy] poor in spirit 

[need the Spirit, realize the need 
for spiritual self-perfection — are 
spiritually perfected], because 
theirs is the kingdom of heaven.

• Blessed are sorrowful, for they 
will be comforted.

• Blessed are the meek, for they in-
herit the earth.

• Blessed are hungry and thirsty for 
the truth, for they will be filled.

• Blessed are the merciful, for they 
will be merciful.

• Blessed are the pure in heart, for 
they will see God.

• Blessed peacemakers, for they 
will be called the sons of God.

• Blessed are persecuted for righ- 
teousness, for theirs is the king-
dom of heaven.

• Blessed are you, when they will 
disgrace you and persecute and 
utterly wickedly speak evil of 
Me. Rejoice and be glad, for your 
reward is great in heaven! For so 
persecuted also the prophets that 
were before you (Matthew 5: 
3-12).
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The challenges and threats to 
Ukraine’s information security are: the 
presence of problems in the formation 
and implementation of state informa-
tion policy, adequate to the challenges 
and threats to Ukraine’s information 
security; the lack of effective informa-
tion and analytical support for the lea- 
dership of the state and state authori-
ties; attempts to interfere in the inter-
nal affairs of Ukraine by foreign states, 
organizations and groups; use of infor-
mation space by foreign states for the 
purpose of informational or military 
aggression; dissemination of negative 
informational and informational and 
technological influences on human 
consciousness; the creation of foreign 
powers of cyber troops, cyber units in 
traditional genera of troops, the deve- 
lopment of new types of information 
weapons and weapons of a cybernetic 
nature; the dependence of the national 
information infrastructure on foreign 
manufacturers of high-tech products; 
improper level of informatization of the 
activities of state bodies, local govern-
ments and other areas of information 
activity; imperfection of the state stra- 
tegy and the system of counteraction to 
external information expansion into the 
national information space; restriction 
of freedom of speech and dissemination 
in the media of a cult of violence, cruelty, 
disdainful attitude towards human and 
national dignity, provoking confronta-
tion in society; the implementation of 
software and mathematical tools that 
violate the functioning of information 
systems, radio-electronic locking of 
communication and control, the inclu-
sion in the software of hidden malware 
functions; the use of unlicensed and 
uncertified software, the lack of prio- 

rity development of national software; 
insufficient level of development of na-
tional information infrastructure, low 
competitiveness of domestic high-tech 
production of information technolo-
gies, information products and services; 
insufficient reliability of information 
and telecommunication systems for the 
collection, processing and transmis-
sion of information in emergencies, the 
absence of effective national and local 
notification systems, early warning and 
emergency response; manifestations of 
unauthorized access to personal data 
and information resources of state au-
thorities and local self-government; 
violation of the established procedure 
for collecting, processing, storing and 
transmitting data; illegal interception 
of information in telecommunication 
networks, separatist and other crimi-
nal manifestations in the information 
sphere; inconsistency of legal respon-
sibility with contemporary challenges 
and threats to information security; the 
lack of effective democratic control over 
the activities of the subjects of ensuring 
information security, the security of the 
national information infrastructure and 
information space of Ukraine. The vast 
majority of these threats are inherent 
in different countries, but in the con-
ditions of socio-cultural and economic 
transit experienced by the Ukrainian 
state and society, these threats are ac-
tualized and aggravated.

Contemporary challenges to the 
information security of Ukraine, as  
V. Konakh and O. Lazorenko rightly 
point out, are caused both by inter-
nal and external factors. The domestic 
ones are most associated with the back-
wardness of information technology in 
Ukraine from the leading countries of 
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the world, the inadequacy of govern-
ment bodies and legislation in the infor-
mation sphere, as well as indifference, 
low level of understanding and profes-
sional responsibility of both groups and 
citizens who are currently conducting 
its activity in the information space of 
Ukraine. External — with the efforts 
of foreign actors to influence the world 
and domestic information space in or-
der to provide their own interests” [7, 
p. 74–77].

In this situation, the issues of infor-
mation security first of all, its informa-
tional and psychological component, 
are put on the foreground. Today, the 
fact that the more information the state 
possesses, the more likely it is (the more 
equal conditions) that it will attain 
strategic advantages in the information 
space. This is especially relevant for de-
termining the role and place of Ukraine 
in the current conditions of informa-
tion globalization.

What is the experience of informa-
tion security policy of foreign coun-
tries?

CM document (2002) 49 proclaims 
five key principles of NATO’s security 
policy [8]:

• “principle of latitude”;
• “principle of depth”;
• “principle of centralization”;
• “principle of access control”;
• “the principle of personal control”.
An important task for NATO is to 

prevent acts of aggression in cyber-
space, as well as to the cyber defense of 
individual member states.

P. Kornis of the London Royal Insti-
tute of Foreign Affairs offers the follow-
ing classification of information threats: 
hacker-alone attacks; organized crime 
in networks; ideological and political 

extremism; information aggression of 
states [9].

The experience of Austria, Swit-
zerland, Finland and Ireland in data 
protection, early detection of cyber-
threats and cyberattacks, critical in-
frastructure enhancement, cyber-rush, 
cyber-espionage and cyber-sabotaging 
is helpful. [10]

The most important aspect of the in-
formation security of all EU countries 
without exception is protection of per-
sonal data, the principles of which are 
defined by Directive 95/46 / EC “On 
Protection of Individuals in the Con-
text of the Processing of Personal Data 
and the Free Circulation of Such Data”. 
The document simultaneously declares 
the desire for free movement of infor-
mation between EU member states. 
The new Personal Data Protection 
(GDPR) rules enhance the storage of 
personal data and impose a more severe 
penalty for late-reporting of the data 
stream [11]. Active implementation 
of the new rules is Romania, Bulgaria, 
Moldova.

According to the “European Criteria 
for Information Technology Security” 
(1991), for the EU countries, security 
and integrity of information resources 
are important for the EU countries, 
and the CIA Triad is the main charac-
teristics of information security is con-
fidentiality, integrity and accessibility. 
Problems are uncoordinated national 
approaches, as well as the lack of a Eu-
ropean-level partnership between the 
public and private sectors.

Germany is developing the methods 
of “active defense”. France also has a 
similar drive.

Poland, the Czech Republic and Slo-
vakia have developed new legislation to 
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protect classified information on new 
principles.

Hungary adapted to the require-
ments of NATO the former legislation 
on the protection of state and official 
secrets and the first of the post-socia- 
list countries adopted a legal act on the 
protection of personal data.

The national cyber security strategy 
was adopted in Croatia.

“According to long-term forecasts, 
the prospects for global development 
will determine the global regroup-
ing of forces as a result of information 
progress in the US, EU, Japan, China, 
India and Russia. It is planned to de-
velop three powerful geostrategic and 
informational “centers of the world”: 
the American (US), European (Euro-
pean Union) and Asian (China, India, 
Japan). The Russian Federation is try-
ing to become a similar center of infor-
mation influence in modern conditions. 
Ukraine in this international design oc-
cupies a special place due to its geopo-
litical location” [1, p. 46].

“We live in a world where states 
(and large corporations) translate in 
their favor any technical novelties  
that at first seem quite democratic. 
Everything is gradually becoming con-
trolled by the state or a large business 
capable of paying for controllability 
costs” [12].

G. Pocheptsov gives examples of the 
victory of the states over potentially 
dangerous tendencies for them.

Social networks China, Israel, Rus-
sia, and the USA have made it manage-
able.

Reviews in online stores, for the 
most part, became fake.

Hollywood has a representation 
of American military and intelligence 

agencies that help in filming the right 
movies.

In Britain the behavior of football 
fans, as well as protesters is seriously 
studied, in the United States the be-
havior of the crowd and looking for 
automatic recognition of patterns of 
abnormal passenger behavior at the air-
port are seriously studied.

Recognition and observation sys-
tems are located on the streets in the 
phones of citizens.

The system was also work with mass 
consciousness, where primacy belongs 
to China. China has created a system 
of “de-extremism” to rebuild its Uighur 
Muslim population, as well as a sys-
tem of social credit for all: people gain 
points for good behavior (for example, 
visit their old parents) or lose them. 
With a small amount of points it’s im-
possible to borrow or buy a plane ticket. 
There’s an application for the phone 
which states that next is the debtor.

It’s also an example of interference 
in the election of other states.

Regulatory policy of European 
states, in particular in the field of 
broadcasting in the face of information 
threats, takes into account the criteria 
of accuracy, impartiality, independence, 
responsibility and the establishment of 
standards as criteria for approaches.

The world that technically goes 
forward loses its social orientations 
behind. This is clearly demonstrated 
by giants like Facebook, when well-
designed for making money to its crea-
tors, the technical model has come into 
conflict with moral standards, with 
people whose personal information 
is a resource, where Facebook makes  
its money. And since this business  
model is based on monopoly giants, 
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they try to dictate these rules to every-
one.

Concerning Fake’s, G. Pocheptsov 
asserts that the answer to them or the 
complaint is post-factorial journalism, 
it is not as effective as it covers a wider 
audience or fake covers one audience 
and the answer is different. In his opi- 
nion, the Ukrainian counter-narrative 
[13] is a warning blow needed.

The legal security of information 
security is a subset of information law. 
This sub-sector acquires special signifi-
cance in the conditions of negative ex-
ternal influence on information space.

The state of information security is 
influenced by:

• foreign policy situation in the 
world;

• internal political situation in the 
state;

• presence of potential threats;
• the level of development of the 

media space of the country.
In 2015 “Ukraine ranked 5th in the 

world ranking of risk of collision with 
Web threats. In the third quarter of 
2015, one-third (33,7 %) of antivirus 
users encountered threats that spread 
through the Internet. The problem is 
the lack of software updates and the 
use of pirated software. About 17 % of 
the infections were committed to out-
dated WindowsXP users. Encryption 
programs that require money after en-
crypting files that can not be accessed 
without a special key are also danger-
ous. A major problem is social engineer-
ing. Malicious people are spreading 
their programs through social net-
works, phishing and malicious sites” 
[14, p. 87].

The terrain of the threat of informa-
tion security is constantly evolving. 

Each year, the Information Security 
Forum (ISF), a nonprofit association 
that explores and analyzes security 
and risk management issues on behalf 
of its members, publishes the “Danger” 
report to present the prospect of the 
greatest security threats for two years.

Here are the biggest threats until 
2019:

• excessive dependence on compli-
cation and sensitivity (unreliability) of 
communication;

• actions of criminal syndicates;
• loss of trust in information;
• the problem of observance of legis-

lative norms [15].
Under conditions of modern threats, 

ethnic lobbing becomes a special value, 
which becomes an instrument for build-
ing up the “soft power” of Ukraine [16, 
p. 280–283].

At the same time, researchers note 
the tendency of citizens to strive not 
for safety but for freedom. At the same 
time, security measures are simultane-
ously factors limiting the freedom of 
citizens [17; 18].

The peculiarities of the philosophy 
of Kyivan Rus right to become:

• syncretism;
• variety of approaches and poly- 

phony;
• cordocentrism and wisdom;
• kyivocentrism;
• jerusalemocentrism and travel.
The role of the Ukrainian capital is 

decisive in the nation-forming, histo- 
rical-cultural, spiritual-value, human-
dimensional, linguistic and geopoliti-
cal aspects. Kyiv itself, as the capital, is 
the center that cements the unity of the 
state and provides harmonious coexist-
ence of the regions of Ukraine, gives 
the mental field, the media space of 
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the country the national spiritual and 
aesthetic qualities inherent in the best 
personalities and embodied in the best 
examples of science and art. Prognosti-
cally, Kyiv itself can be a model of state-
owned approaches.

On April 19, 2018, Ukraine an-
nounced the launch of a system to coun-
ter anti-Ukrainian speech in the area 
of the Anti-Terrorist Operation in the 
East of Ukraine, developed with the ac-
tive participation of the Ministry of In-
formation Policy, the State Service for 
Special Communications and Informa-
tion Protection, the Committees of the 
Verkhovna Rada on National Security 
and defense and freedom of speech and 
information policy, the National Coun-
cil on Television and Radio Broadcast-
ing, the Security Service of Ukraine 
and other bodies of state power.

Among the activities within the 
framework of the Framework Program 
of Co-operation (RPM) of Ukraine 
with the Council of Europe and the 
EU, the project “Freedom of the Media 
in Ukraine” — creation of low-power 
broadcasting (community broadcast-
ing) and control over observance of 
legislation on language quotas on radio 
and television.

The conclusions of the European 
Parliament Resolution of 23 Novem-
ber 2016 on EU Strategic Commu-
nications for Combating Propaganda 
(2016/2030 (INI) [19] are effective.

Conclusions. The agenda for the 
information policy of Ukraine as a Eu-
ropean state in the context of modern 
threats is:

• universal international legal regu-
lation of the media space, the construc-
tion of a single European space, taking 
into account the space of the world;

• provision of high-quality content 
of television and radio programs, par-
ticipation in the programs of scientists, 
specialists, experts, compliance with 
the broadcasting code, provision of 
benefits in the part of retransmission to 
public broadcasting programs;

• elimination of stereotypes;
• rhetoric of peace;
• the development of translation ac-

tivities and the inclusion in the List of 
television and radio programs adapted 
for broadcasting in Ukraine, show-
ing films of the countries of the Euro- 
pean Union and other countries of the 
world;

• development and support of 
Ukraine’s communications with the 
world, in particular the dialogue of in-
tellectual elites of experts and experts 
in the world media space, initiation of 
the All-Ukrainian, All-European and 
World-wide linguistic dialogue;

• development of the cultural and 
educational space as a part of the so-
cial space and media space of Ukraine 
of the metamodern era and populariza-
tion of the study of every Ukrainian of 
its own history, ideally, of universal hu-
manitarian education; recognition by 
universities and academies of the status 
of centers of knowledge and sources of 
innovative ideas in society;

• introduction of non-violence poli-
cy in society;

• the introduction in practice of 
the principles of New Public Gover- 
nance, curbing “soviet” methods and 
approaches in information policy, the 
introduction of subjective-subjective 
social relations, the transition from the 
web of hierarchical connections to the 
network of interconnections and the 
power of creativity;
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• appeal to national memory, to the 
philosophical ideas of Kyivan Rus, to 
the ideas of travel, cordocentrism and 
openness;

• attention to the context of events, 
texts, statements; taking into account 
the ideas and thoughts of the single (re-
searchers with a specific style of work in 
solitude and independent conditions);

• the desire to know Ukraine and 
Ukrainian as such;

• involvement of methods of lin-
guistics, neuroscience, artificial intelli-
gence, approaches of post-classical sci-
ences;

• overcoming the enthusiasm of 
lawmaking;

• recognition of truth as the founda-
tion of a humanistic world outlook. 
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