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INFORMATION POLICY OF UKRAINE
AS AN EUROPEAN STATE IN CONDITIONS OF
CURRENT THREATS (ARCHITECTURE APPROACH)

Abstract. The sources of the anthropocentric matrix of concepts and ideas
in the information sphere are presented. The challenges and threats to the infor-
mation sphere of Ukraine are given. The external and internal factors of these
threats are specified. Specific facts of threats in the world are considered. The
peculiarities of the European countries’ regulatory policy in the area of counter-
acting threats and legal security of information security as a sub-branch of infor-
mation law are analyzed. The landscape of the threat of information security 2019
is defined. The mechanism of ethnic lobbying as a tool of soft law is given. It’s
shown that the tendency of citizens’ strivings is not to safety, but to freedom. It is
revealed that security measures are simultaneously factors limiting the freedom
of citizens. The importance of launching the anti-Ukrainian language counterac-
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tion system in the area of the Anti-terrorist operation in the East of Ukraine in
April 2018 and activities within the framework of the Framework Cooperation
Program of Ukraine with the Council of Europe and the European Union was
emphasized. To counter propaganda, it is proposed to apply and improve the uni-
versal international legal regulation of media space, to build a single European
space. The content of Ukraine’s national interests according to the Doctrine of
Information Security of Ukraine is determined. Objects of national interests in
the information sphere are called information, information infrastructure and sta-
tus of the subject in the information sphere. It is emphasized on the value-filling
of information policy of the state. The realization and survival of an individual,
society and state are defined as the goal of information policy in the context of
modern threats. State security, economic prosperity, the development of society
and the harmonious existence of the country in the global context are indicated
as the result of effective information policy. It is suggested to rely on the state-
owned approaches inherent in historical Kyiv and the modern Ukrainian state.

Keywords: geopolitical confrontation, propaganda, manipulation, fake, cyber
troops, landscape threats, sources of soft law, ethnic lobbying, national values,
European and national security systems, information security, information infra-
structure.

IHOOPMAIIIHA IIOJITUKA YKPAIHI
AK €BPOIIEICBKOI IEPJKABU B YMOBAX CYYACHUX 3ATPO3
(APXETUIHUIA TIXI)

AmHoranig. [IpencraBiero jkepeiia aHTPOIMOINEHTPUYHOT MATPHIl TIOHATH Ta
ineit B indopmariitHiit cepi. 3a3HaueHi BUKJINKY i 3arpo3u iHdopmMartiitHiit cde-
pi Ykpainu. YTouHeHi 30BHINTHI Ta BHYTPINIHI YUHHUKH 11X 3arpo3. Po3risany-
Ti KOHKpeTHI akTy 3arpos y cBiti. [IpoaHasizoBaHi 0cOOGJUBOCTI PeryIsTOPHOI
TOJIITUKN €BPOIENCHKUX JIepKaB y HAPAMY MPOTU/IIl 3arpo3aM Ta MPaBOBOTO
3abesrneyerHst iHGopMariitHoi Gesnekn K migranysi iHdopMmamiiiHoro mpasa.
Busnauenwuii anamadt 3arposu indopmariiitaoi 6esnexn 2019 p. Tpusenenmuii
MeXaHi3M eTHIYHOTO J100i3My sIK iHCTpyMeHTy “M’stkoro” mpasa. HarosoreHo
Ha TeH/IEHIIiT TParHeHHsT TPOMAISTH He 10 6e31iekH, a 1o cBoboan. BusiBiieno, 1o
3axozau Oe3leKkn € 0AHOYaCHO (hakTOpaMu oOMeKeHHst cBoOoau rpoMaisH. TTiz-
KpecJIeHO BaKJIMBICTD 3aIYCKY CUCTEMU MPOTHU/IIl aHTUYKPATHCHbKOMY MOBJIEH-
HIO B 30HI TPOBE/ICHHS aHTUTEPOPUCTUIHOI otteparltii Ha Cxozi Ykpainu y KBiTHI
2018 p. Ta 3axoziB y Meskax PaMKoBoi mporpamu criBpobiTHUIITBAa YKpainu 3 Pa-
noio €Bporu Ta €Bpocoro3oM. [l TpoTH/Iii Tpomaraszi 3alporIoHOBAaHO 3aCTO-
COBYBATH Ta BJIOCKOHAJIOBATU YHiBepcajbHe MiKHAPOHO-IIPaBOBE PeryJioBaH-
HST MeIialpocTopy, OyyBaTH €MHUIN €BPONERChKUIT mpocTip. BusnaueHo amict
HaIiOHAJIbHUX iHTepeciB Ykpainu 3rigto 3 JlokTpuHoo iH(OpMaiiitHol Ge3nexn
VYipaiau. O6’ekramu HalliOHAIBHUX iHTEpeciB y iHbopMaliiiiHiil cdepi HazBaHO
indopmartio, iHGopmarliiiny indGpacTpykTypy i cratyc cy0’ekra B iHdopMariiii-
Hiit cepi. Harononieno Ha 1iiHHICHOMY HAlOBHEHHI iH(MOPMAIIITHOI O TUKH
nepskaBu. Peasrizaiiifo i BUAKMBaHHS OKPEMOI 0COOH, CYCIIiIbCTBA Ta A€P/KABU BH-
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3HAYEHO IK MeTy iH(GOPMaIliifHOI MOJITHKN B YMOBAX Cy4acHUX 3arpo3. besrmexy
JlepKaBu, eKOHOMIUHE MPOIBITAaHHS, PO3BUTOK CYCILIbCTBA 1 TapMOHIiiHE iCHY-
BaHHS KPaiHW y CBITOBOMY KOHTEKCTI 3a3HAU€HO SIK Pe3yJibTaT e()eKTUBHOI iH-
hopmariiinoi mosiTHKU. 3aPOTIOHOBAHO CITUPATHUCS Ha JIePKaBHUTIBKI ITi/[XO/H,
npuTaMaHHi icropuunomMy KueBy Ta cydacHiil yKpaiHChKill ep:kaBi.

KiouoBi ciioBa: reomoitiyie IpoTHOOPCTBO, POTATaH/Ia, MaHIITyTI0BaHHSI,
(elik, KibepsiiichKa, JaHamadT 3arposu, JpKepesa “M’skoro” mpasa, eTHIYHUHN J10-
6i3M, HaI[lOHAIbHI LIHHOCTI, CUCTEMU €BPOIENCHKOI 1 HAIIOHAIbHOI Oe311eKu, iH-
dopmartiiina 6esnexa, indopmariiiina iHdpacTpyKTypa.

NHOOPMAIIMOHHASA IIOJIMTUKA YKPANHDI
KAK EBPOIIEMICKOTO TOCYJIAPCTBA B YCJIOBHUSX
COBPEMEHHBIX YIPO3 (APXETUIIMYECKUI ITOJIXO/T)

Annoranus. [IpegcraBieHbl HCTOYHUKHT aHTPOMOIIEHTPUYECKON MaTPHUIIBI TIO-
HATUHN 1 ujeil B nHGOpMAIMOHHON cdepe. YKa3aHbl BBI30BBI M yTPO3bl MHMOP-
MaIMoOHHON cepe YKpanHbl. YTOUHEHBI BHENITHUE W BHyTPeHHNE (DAKTOPBI 9TUX
yrpo3. PaccmoTrpensl KoHKpeTHBIe (GaKThl yrpo3 B mupe. [IpoanammsmpoBanbl
0COOGEHHOCTH PETYJIITOPHON MTOJUTUKH €BPOIENCKIX TOCYIAPCTB B HAITPABJIEHUN
MPOTUBOEHCTBHS Yyrpo3aM ¥ TIPaBOBOTO obectieueHust MHMOOPMAIHOHHON 6e3-
OTTACHOCTH KaK TToJ[0Tpacau nHpopMaImorHoro npasa. Onpeenen ganamadT yr-
posbl mHbopMaloHHoi 6e3omactoctr 2019 r. IIpuBeieH MeXaHIU3M STHIHYECKOTO
J0601M3Ma KaK MHCTPyMeHTa “Markoro” mpasa. OTMedeHbl TeHIEHIUN CTPeMJIe-
HUS TpakaH He K Ge3omacHocTH, a K cBoboze. [TokazaHo, 4To Mepbl He30TacHo-
CTU SIBJISTIOTCST OTHOBPEMEHHO (haKTOpaMu OTpaHIUYeHust CBOOO B rpaskaan. [loz-
YepKHYTa BAKHOCTD 3aITyCKa CUCTEMBI TPOTUBOEUCTBIS aHTUYKPAMHCKON pedun
B 30HE MPOBEIEHUS aHTUTEPPOPUCTUYECKON omepanni Ha BocToke YKpawHbI B
amnpesie 2018 1. 1 MepoTipugTHl B paMkax PaMOYHOI TTPOTpaMMBbl COTPYTHUYECTBA
Yxpaunst ¢ CoBetom EBponsr 1 EBpocotozom. /[y mpoTuBo/ieicTBUS TTporiaran-
7ie TIPEJIIOKEHO TPUMEHSITh M COBEPIIEHCTBOBATh YHUBEPCATbHOE MEKIYHAPO/I-
HO-TIPABOBOE PETYINPOBAHNE MENATIPOCTPAHCTBA, CTPOUTH €IMHOE €BPOIeHiCKoe
mpocTtpancTBo. OTmpeziesieHo cojiepKaHne HAIMOHATBHBIX WHTEPECOB YKPAaWHbI
corsacao JlokrpuHe nHGOPMAIMOHHON Oe30macHoCTH YKparmHbl. OObeKTaMu Ha-
MMOHATBHBIX MHTEPECOB B MH(MOPMAIIMOHHO chepe HazBaHbI MHMOOPMAIIHS, TH-
dhopmarmonHast HHGPACTPYKTypa 1 cTaTyc cyObhekTa B nH(MOPMAIIMOHHOIT cdepe.
OtMedeHa BaKHOCTH IIEHHOCTHOTO HAMOJIHEHUS WHMOPMAITMOHHON MOJUTUKA
rocynapcrBa. Peasmsanust u BbKUBaHUE OT/IENBHON JTUYHOCTH, OOIIECTBA U TO-
CyZapCcTBa OTpeiesieHbl KaK 11e/Tb WH(POPMAITMOHHON TOJUTHKU B YCJIOBUSX COB-
pPEeMEeHHBIX yTpo3. be3omacHoCcTh rocy1apeTBa, 9KOHOMUYECKOE TTPOTIBETaHNE, Pa3-
BUTHE O0IIECTBA U TAPMOHUYHOE CYIIECTBOBAHIE CTPAHBI B MUPOBOM KOHTEKCTE
yKazaHbl Kak pe3yJbraT agdekTuBHO nHbOopMainonHoi moautuku. [Ipeamoxe-
HO ONUpaThcs Ha TOCYaPCTBEHHbIE TTOAXO/IBI, IPUCYTITHE UcTOprdeckomMy KueBy
1 COBPEMEHHOMY YKPAaMHCKOMY TOCY/TapPCTBY.

KioueBbie c10Ba: reornouTuIecKoe MPOTHBOOOPCTBO, MPOIATaHIa, MAHUITY -
JupoBaHue, ek, KubepBolicKa, JaHamadT Yrpo3bl, HCTOYHUKH “MSTKOTO” TIpa-
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Ba, ATHUYECKUI JIO66I/ISM, HallMOHaJIbHbIE IICHHOCTH, CUCTEMbI eBpOHeﬁCKOﬁ n Ha-
L[I/IOHaJIbHOfI 6630HaCHOCTI/I, I/IH(bOpMaL[I/IOHHaH 6630HaCHOCTb, I/IH(I)OpMaL[I/IOHHaH

nHGPacTPyKTypa.

Target setting. Regarding the cur-
rent geopolitical situation and policies
of European countries in terms of the
use of military-political mechanisms for
the provision of security and defense,
the issue now stands for the construc-
tion of a new system of European and
national security, which should include
all existing security and defense in-
stitutes for a clear separation of their
functions. Traditional ideas about the
symbols of power and ways of achiev-
ing world domination change. Previ-
ously, it was about land, air and sea
spaces, now it is about updating the role
of information space and a new field of
geopolitical confrontation — the infor-
mation sphere. Therefore, the problem
of modern challenges and threats to
Ukraine’s information security is ex-
tremely relevant. The Internet has a
dominant role, the undisputed leader
of the development of which is the
United States. However, today there’s
an opinion on the need to optimize the
paths of global information flows. That
is, we can already say that the world is
on the verge of a new battle for the con-
trol over the information space and the
“transportation of information”.

“Of course, in today’s geopolitical
conditions, the importance of the infor-
mation factor increases. There is a clear
tendency to increase the role of infor-
mation resources of states in the overall
system of defense capabilities. Its most
important elements are information
systems and means of strategic preven-
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tion, control of troops and weapons,
navigation, intelligence, and electronic
warfare... Thus, geopolitical transfor-
mations determine the nature of coop-
eration and confrontational relations
in the 21 century. The main field of
confrontation is the information space
of the global, regional and national le-
vels. Geopolitical conditions determine
the military information policy of the
state in the most important spheres of
geopolitical rivalry and confrontation”
[1, p. 44-45].

The aggressive external environ-
ment was put forward by Ukraine in
the years 2014—2019, first of all in the
face of the state’s information policy,
new threats.

Analysis of basic research and
publication. Some researchers identify
the main types of threats to information
security as follows:

 large-scale informatization, in-
creasing the dependence of the military
sector on modern information techno-
logies, simplifying communications and
accelerating the flow of information
flows;

 formation of information sphere
not bound to state borders;

+ transforming the information
space of Western powers into a single
global information space, where the
United States and EU countries play a
dominant role in controlling informa-
tion flows;

* the formation of a global infor-
mation infrastructure based on the




Internet, which can be considered as
strengthening the spatial interdepen-
dence of states;

* displacement of domestic news
agencies, mass media from the internal
information market and strengthening
the dependence of the spiritual, eco-
nomic and political spheres of public
life in Ukraine from foreign informa-
tion structures;

 manipulation of information, fake,
etc.;

¢ development of information wea-
pons or its elements in almost 120 coun-
tries of the world (according to Ameri-
can experts);

* Information influence of foreign
political, economic, military and infor-
mation structures on the development
and implementation of the foreign poli-
cy of the state;

* spread abroad of misinformation
about Ukraine’s foreign policy;

* violation of the rights of citizens
and legal entities in the information
sphere of Ukraine and abroad,

* attempts to unauthorized access
to information and influence on infor-
mation resources, information infra-
structure of state authorities, which
implement the state foreign policy,
Ukrainian representations and organi-
zations abroad, and representations of
Ukraine at international organizations
[1, p. 45-52].

We have the following major groups
of threats: information, information and
technology, electronic control over life,
the use of new information technolo-
gies for political purposes.

The most significant are the follow-
ing:

e threats connected with destruc-
tion or degradation, internal and exter-

nal, information and cultural basis of
society, the main custodian of which is
the system of education and upbringing
of new generations of society;

« threats associated with the de-
struction or degradation of a produc-
tive information subsystem of society
are scientific, technical, analytical, and
ideological centers that create or im-
port relevant information products and
information technologies.

In the system of ensuring national
security of the state, US military re-
searchers Jagger Richard and George
Barber consider the following triad:

* national values in the information
sphere;

* national interests in the informa-
tion sphere;

* national goals in the information
sphere.

According to the Doctrine of Infor-
mation Security of Ukraine, Ukraine’s
national interests in the information
sphere are:

* observance of constitutional rights
and freedoms in the possibility of ob-
taining information, preservation and
strengthening of values;

« representing Ukraine in the inter-
national environment and informing
Ukrainian citizens about state informa-
tion policy;

* development of modern informa-
tion technologies;

¢ protection of information resour-
ces [2].

Objects of national interests in the
information sphere are the information,
information infrastructure and the sta-
tus of the subject in the information
sphere. The state information policy is
aimed at the realization and survival
of the individual, society and the state.
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For the state as a whole, this means its
security, economic prosperity, the de-
velopment of society and the harmoni-
ous existence of the country in a global
context.

Value added information policy
is important. It's made, according to
C. Lerci and A. Said, by individual citi-
zens, society, state, socially interested
groups and government [3, p. 11]. On
the basis of values, the priorities of in-
formation policy are formed. The for-
mation of priorities should be of a sys-
temic nature.

M. Weber believes that the system
of values is determined primarily by the
historical epoch [4, p. 64].

B. Gogwood and L. Gang consider
national values as beliefs, morals, stan-
dards, and other specific benchmarks
that influence policy making at all le-
vels, since they create contexts of deter-
rence, influence, and incentive for par-
ties to take decisions in one or another
process [5, p . 160].

According to the work of V. Gor-
bulin and A. Kachinsky, the core value
consolidating society is national secu-
rity, spiritual heritage, prosperity, inter-
national relations, patriotism and social
justice [6, p. 107].

The purpose of the article is to find
out the directions and principles of in-
formation policy of Ukraine as a Eu-
ropean state in the context of modern
threats.

The statement of basic materials.
Seeing that fact and truth are relative
concepts, and approaches are created
by man, in our opinion, it’s important
to immediately determine the matrix of
concepts and ideas.

We define the matrix of concepts
and ideas as anthropocentric, that is, we

will take as a basis the fact that man is
the center of the universe and the pur-
pose of all events that it was designed
and created by God in His image and
likeness.

Primary sources and first legislators

became ancient sacred books are:

* Bible (XV century BC — I cen-
tury AD);

e Tanah;

* Quran;

» Trypitka (Pali canon);

* Go away;

* V-Jing;

* Tao tsan, Chuang-tsi.

Biblical commandments of bliss are:

* Blessed [happy] poor in spirit
[need the Spirit, realize the need
for spiritual self-perfection — are
spiritually perfected], because
theirs is the kingdom of heaven.

* Blessed are sorrowful, for they
will be comforted.

* Blessed are the meek, for they in-
herit the earth.

* Blessed are hungry and thirsty for
the truth, for they will be filled.

* Blessed are the merciful, for they
will be merciful.

 Blessed are the pure in heart, for
they will see God.

* Blessed peacemakers, for they
will be called the sons of God.

* Blessed are persecuted for righ-
teousness, for theirs is the king-
dom of heaven.

* Blessed are you, when they will
disgrace you and persecute and
utterly wickedly speak evil of
Me. Rejoice and be glad, for your
reward is great in heaven! For so
persecuted also the prophets that
were before you (Matthew 5:
3-12).
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The challenges and threats to
Ukraine’s information security are: the
presence of problems in the formation
and implementation of state informa-
tion policy, adequate to the challenges
and threats to Ukraine’s information
security; the lack of effective informa-
tion and analytical support for the lea-
dership of the state and state authori-
ties; attempts to interfere in the inter-
nal affairs of Ukraine by foreign states,
organizations and groups; use of infor-
mation space by foreign states for the
purpose of informational or military
aggression; dissemination of negative
informational and informational and
technological influences on human
consciousness; the creation of foreign
powers of cyber troops, cyber units in
traditional genera of troops, the deve-
lopment of new types of information
weapons and weapons of a cybernetic
nature; the dependence of the national
information infrastructure on foreign
manufacturers of high-tech products;
improper level of informatization of the
activities of state bodies, local govern-
ments and other areas of information
activity; imperfection of the state stra-
tegy and the system of counteraction to
external information expansion into the
national information space; restriction
of freedom of speech and dissemination
in the media of a cult of violence, cruelty,
disdainful attitude towards human and
national dignity, provoking confronta-
tion in society; the implementation of
software and mathematical tools that
violate the functioning of information
systems, radio-electronic locking of
communication and control, the inclu-
sion in the software of hidden malware
functions; the use of unlicensed and
uncertified software, the lack of prio-

rity development of national software;
insufficient level of development of na-
tional information infrastructure, low
competitiveness of domestic high-tech
production of information technolo-
gies, information products and services;
insufficient reliability of information
and telecommunication systems for the
collection, processing and transmis-
sion of information in emergencies, the
absence of effective national and local
notification systems, early warning and
emergency response; manifestations of
unauthorized access to personal data
and information resources of state au-
thorities and local self-government;
violation of the established procedure
for collecting, processing, storing and
transmitting data; illegal interception
of information in telecommunication
networks, separatist and other crimi-
nal manifestations in the information
sphere; inconsistency of legal respon-
sibility with contemporary challenges
and threats to information security; the
lack of effective democratic control over
the activities of the subjects of ensuring
information security, the security of the
national information infrastructure and
information space of Ukraine. The vast
majority of these threats are inherent
in different countries, but in the con-
ditions of socio-cultural and economic
transit experienced by the Ukrainian
state and society, these threats are ac-
tualized and aggravated.
Contemporary challenges to the
information security of Ukraine, as
V. Konakh and O. Lazorenko rightly
point out, are caused both by inter-
nal and external factors. The domestic
ones are most associated with the back-
wardness of information technology in
Ukraine from the leading countries of
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the world, the inadequacy of govern-
ment bodies and legislation in the infor-
mation sphere, as well as indifference,
low level of understanding and profes-
sional responsibility of both groups and
citizens who are currently conducting
its activity in the information space of
Ukraine. External — with the efforts
of foreign actors to influence the world
and domestic information space in or-
der to provide their own interests” [7,
p. 74-77].

In this situation, the issues of infor-
mation security first of all, its informa-
tional and psychological component,
are put on the foreground. Today, the
fact that the more information the state
possesses, the more likely it is (the more
equal conditions) that it will attain
strategic advantages in the information
space. This is especially relevant for de-
termining the role and place of Ukraine
in the current conditions of informa-
tion globalization.

What is the experience of informa-
tion security policy of foreign coun-
tries?

CM document (2002) 49 proclaims
five key principles of NATO'’s security
policy [8]:

* “principle of latitude”;

* “principle of depth”;

* “principle of centralization”;

* “principle of access control”;

* “the principle of personal control”.

An important task for NATO is to
prevent acts of aggression in cyber-
space, as well as to the cyber defense of
individual member states.

P. Kornis of the London Royal Insti-
tute of Foreign Affairs offers the follow-
ing classification of information threats:
hacker-alone attacks; organized crime
in networks; ideological and political
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extremism; information aggression of
states [9].

The experience of Austria, Swit-
zerland, Finland and Ireland in data
protection, early detection of cyber-
threats and cyberattacks, critical in-
frastructure enhancement, cyber-rush,
cyber-espionage and cyber-sabotaging
is helpful. [10]

The most important aspect of the in-
formation security of all EU countries
without exception is protection of per-
sonal data, the principles of which are
defined by Directive 95/46 / EC “On
Protection of Individuals in the Con-
text of the Processing of Personal Data
and the Free Circulation of Such Data”.
The document simultaneously declares
the desire for free movement of infor-
mation between EU member states.
The new Personal Data Protection
(GDPR) rules enhance the storage of
personal data and impose a more severe
penalty for late-reporting of the data
stream [11]. Active implementation
of the new rules is Romania, Bulgaria,
Moldova.

According to the “European Criteria
for Information Technology Security”
(1991), for the EU countries, security
and integrity of information resources
are important for the EU countries,
and the CIA Triad is the main charac-
teristics of information security is con-
fidentiality, integrity and accessibility.
Problems are uncoordinated national
approaches, as well as the lack of a Eu-
ropean-level partnership between the
public and private sectors.

Germany is developing the methods
of “active defense”. France also has a
similar drive.

Poland, the Czech Republic and Slo-
vakia have developed new legislation to




protect classified information on new
principles.

Hungary adapted to the require-
ments of NATO the former legislation
on the protection of state and official
secrets and the first of the post-socia-
list countries adopted a legal act on the
protection of personal data.

The national cyber security strategy
was adopted in Croatia.

“According to long-term forecasts,
the prospects for global development
will determine the global regroup-
ing of forces as a result of information
progress in the US, EU, Japan, China,
India and Russia. It is planned to de-
velop three powerful geostrategic and
informational “centers of the world”:
the American (US), European (Euro-
pean Union) and Asian (China, India,
Japan). The Russian Federation is try-
ing to become a similar center of infor-
mation influence in modern conditions.
Ukraine in this international design oc-
cupies a special place due to its geopo-
litical location” [1, p. 46].

“We live in a world where states
(and large corporations) translate in
their favor any technical novelties
that at first seem quite democratic.
Everything is gradually becoming con-
trolled by the state or a large business
capable of paying for controllability
costs” [12].

G. Pocheptsov gives examples of the
victory of the states over potentially
dangerous tendencies for them.

Social networks China, Israel, Rus-
sia, and the USA have made it manage-
able.

Reviews in online stores, for the
most part, became fake.

Hollywood has a representation
of American military and intelligence

agencies that help in filming the right
movies.

In Britain the behavior of football
fans, as well as protesters is seriously
studied, in the United States the be-
havior of the crowd and looking for
automatic recognition of patterns of
abnormal passenger behavior at the air-
port are seriously studied.

Recognition and observation sys-
tems are located on the streets in the
phones of citizens.

The system was also work with mass
consciousness, where primacy belongs
to China. China has created a system
of “de-extremism” to rebuild its Uighur
Muslim population, as well as a sys-
tem of social credit for all: people gain
points for good behavior (for example,
visit their old parents) or lose them.
With a small amount of points it’s im-
possible to borrow or buy a plane ticket.
There’s an application for the phone
which states that next is the debtor.

It’s also an example of interference
in the election of other states.

Regulatory policy of European
states, in particular in the field of
broadcasting in the face of information
threats, takes into account the criteria
of accuracy, impartiality, independence,
responsibility and the establishment of
standards as criteria for approaches.

The world that technically goes
forward loses its social orientations
behind. This is clearly demonstrated
by giants like Facebook, when well-
designed for making money to its crea-
tors, the technical model has come into
conflict with moral standards, with
people whose personal information
is a resource, where Facebook makes
its money. And since this business
model is based on monopoly giants,
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they try to dictate these rules to every-
one.

Concerning Fake’s, G. Pocheptsov
asserts that the answer to them or the
complaint is post-factorial journalism,
it is not as effective as it covers a wider
audience or fake covers one audience
and the answer is different. In his opi-
nion, the Ukrainian counter-narrative
[13] is a warning blow needed.

The legal security of information
security is a subset of information law.
This sub-sector acquires special signifi-
cance in the conditions of negative ex-
ternal influence on information space.

The state of information security is
influenced by:

* foreign policy situation in the
world;

e internal political situation in the
state;

* presence of potential threats;

e the level of development of the
media space of the country.

In 2015 “Ukraine ranked 5" in the
world ranking of risk of collision with
Web threats. In the third quarter of
2015, one-third (33,7 %) of antivirus
users encountered threats that spread
through the Internet. The problem is
the lack of software updates and the
use of pirated software. About 17 % of
the infections were committed to out-
dated WindowsXP users. Encryption
programs that require money after en-
crypting files that can not be accessed
without a special key are also danger-
ous. A major problem is social engineer-
ing. Malicious people are spreading
their programs through social net-
works, phishing and malicious sites”
[14, p. 87].

The terrain of the threat of informa-
tion security is constantly evolving.
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Each year, the Information Security
Forum (ISF), a nonprofit association
that explores and analyzes security
and risk management issues on behalf
of its members, publishes the “Danger”
report to present the prospect of the
greatest security threats for two years.

Here are the biggest threats until
2019:

* excessive dependence on compli-
cation and sensitivity (unreliability) of
communication;

* actions of criminal syndicates;

¢ loss of trust in information;

* the problem of observance of legis-
lative norms [15].

Under conditions of modern threats,
ethnic lobbing becomes a special value,
which becomes an instrument for build-
ing up the “soft power” of Ukraine [ 16,
p. 2680-283].

At the same time, researchers note
the tendency of citizens to strive not
for safety but for freedom. At the same
time, security measures are simultane-
ously factors limiting the freedom of
citizens [17; 18].

The peculiarities of the philosophy
of Kyivan Rus right to become:

* syncretism;

* variety of approaches and poly-
phony;

» cordocentrism and wisdom;

* kyivocentrism;

* jerusalemocentrism and travel.

The role of the Ukrainian capital is
decisive in the nation-forming, histo-
rical-cultural, spiritual-value, human-
dimensional, linguistic and geopoliti-
cal aspects. Kyiv itself, as the capital, is
the center that cements the unity of the
state and provides harmonious coexist-
ence of the regions of Ukraine, gives
the mental field, the media space of




the country the national spiritual and
aesthetic qualities inherent in the best
personalities and embodied in the best
examples of science and art. Prognosti-
cally, Kyiv itself can be a model of state-
owned approaches.

On April 19, 2018, Ukraine an-
nounced the launch of a system to coun-
ter anti-Ukrainian speech in the area
of the Anti-Terrorist Operation in the
East of Ukraine, developed with the ac-
tive participation of the Ministry of In-
formation Policy, the State Service for
Special Communications and Informa-
tion Protection, the Committees of the
Verkhovna Rada on National Security
and defense and freedom of speech and
information policy, the National Coun-
cil on Television and Radio Broadcast-
ing, the Security Service of Ukraine
and other bodies of state power.

Among the activities within the
framework of the Framework Program
of Co-operation (RPM) of Ukraine
with the Council of Europe and the
EU, the project “Freedom of the Media
in Ukraine” — creation of low-power
broadcasting (community broadcast-
ing) and control over observance of
legislation on language quotas on radio
and television.

The conclusions of the European
Parliament Resolution of 23 Novem-
ber 2016 on EU Strategic Commu-
nications for Combating Propaganda
(2016,/2030 (INT) [19] are effective.

Conclusions. The agenda for the
information policy of Ukraine as a Eu-
ropean state in the context of modern
threats is:

* universal international legal regu-
lation of the media space, the construc-
tion of a single European space, taking
into account the space of the world;

* provision of high-quality content
of television and radio programs, par-
ticipation in the programs of scientists,
specialists, experts, compliance with
the broadcasting code, provision of
benefits in the part of retransmission to
public broadcasting programs;

* elimination of stereotypes;

¢ rhetoric of peace;

* the development of translation ac-
tivities and the inclusion in the List of
television and radio programs adapted
for broadcasting in Ukraine, show-
ing films of the countries of the Euro-
pean Union and other countries of the
world;

e development and support of
Ukraine’s communications with the
world, in particular the dialogue of in-
tellectual elites of experts and experts
in the world media space, initiation of
the All-Ukrainian, All-European and
World-wide linguistic dialogue;

 development of the cultural and
educational space as a part of the so-
cial space and media space of Ukraine
of the metamodern era and populariza-
tion of the study of every Ukrainian of
its own history, ideally, of universal hu-
manitarian education; recognition by
universities and academies of the status
of centers of knowledge and sources of
innovative ideas in society;

¢ introduction of non-violence poli-
cy in society;

 the introduction in practice of
the principles of New Public Gover-
nance, curbing “soviet” methods and
approaches in information policy, the
introduction of subjective-subjective
social relations, the transition from the
web of hierarchical connections to the
network of interconnections and the
power of creativity;
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« appeal to national memory, to the
philosophical ideas of Kyivan Rus, to
the ideas of travel, cordocentrism and
openness;

* attention to the context of events,
texts, statements; taking into account
the ideas and thoughts of the single (re-
searchers with a specific style of work in
solitude and independent conditions);

 the desire to know Ukraine and
Ukrainian as such;

e involvement of methods of lin-
guistics, neuroscience, artificial intelli-
gence, approaches of post-classical sci-
ences;

* overcoming the enthusiasm of
lawmaking;

* recognition of truth as the founda-
tion of a humanistic world outlook.
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