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ANALYSIS OF THE CONDITIONS FOR THE STATE
POLICY FORMATION TO ENSURE KIBERNETIC
SECURITY IN UKRAINE

Abstract. The article summarizes the main tendencies, features and problems
that have a direct impact on the state policy formation for ensuring cybernetic
security. The present state of cybercrime in the world has been analyzed and its
global distribution has been proved. The potential of cyberattacks in Ukraine has
been investigated and its increase was determined by such tendencies in the ac-
tivity of enterprises and business as the growth of the number of computer equip-
ment, increase of access to the Internet, and also increase of the level of use of
information and communication technologies in their activity. The tendency to
increase the number of crimes in the sphere of the use of electronic computers,
systems and computer networks and telecommunication networks in Ukraine,
as well as an increase in their share in the total number of crimes in Ukraine has
been revealed. The main factors that contributed to the increase in the number
of cybercrime in Ukraine, including technical and structural unwillingness of the
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existing system of management of law enforcement agencies, and imperfection of
the state policy, have beend generalized. On the basis of the analysis of crimes in
the field of the use of electronic computers (after the investigation by criminal
proceedings) a “portrait” of a cybercriminator has been formed and it has been
proved that its main feature is a high qualification level. It has been revealed that
among the positive trends in the field of combating cybercrime in Ukraine today
it is possible to observe the introduction of modern methods of detection, fixation
and research of digital evidence into practical activity; signing agreements on co-
operation in the field of combating cybercrime with organizations from different
countries of the world; establishing effective interaction with the world's most
famous social networks.

Keywords: state policy, cybernetic security, cybercrime, cyberattack, infor-
mation and communication technologies.

AHAJII3 YMOB ®OPMYBAHHA I[];P)KABHO.I' NOJIITUKH
SABE3IIEYEHHA KIBEPHETHUYHOI BE3IIEKU B YKPAIHI

AHoTanig. Y3araJbHIOIOTbCSI OCHOBHI TeHIeHIlii, 0cOBJUBOCTI Ta mpobiemMu,
SKi MalOTh Ge3rnocepe/Hiil BIUIMB Ha (GOpMyBaHHS JepKaBHOI MOJITHKK 3a6€3-
neyeHHs: KibepHeruuHoi Gesneku. IIpoaHanizoBaHo cydacHUil cTaH KibGepsJio-
YMHHOCTI Y CBiTi Ta J0OBEJEHO ii TI06aMbHII XapakTep PO3NOBCIOKeHH. J]o-
CJIIJIKEHO TIOTeHIia KibepaTak B YKpaiHi Ta BUSABJIEHO, 1[0 HOTO MiABUINEHHS
00YMOBJIEHO TaKMMU TEHAEHI[SIMU Y IisIIBHOCTI THANPUEMCTB Ta GisHecy, sK
3pPOCTaHHS KUIBKOCTI KOMIT'IOTEPHOI TEXHIKH, IMIBUIIIEHHS JOCTYIY /10 MEPEsKi
[HTepHeT, a TaKOsK 301/IbIIEHHS PIBHS BUKOPUCTaHHS iHOOPMAI[iiHO-KOMYHiKa-
HIHHUX TeXHOJIOTIH y CBOIM AigabHOCTI. BUgBIEHO MoCTiiiHO 3pocTaloyy TeH/IeH-
1i0 /10 301JIbIIEHHS KiJIBKOCTI 3JI04MHIB Y cpepi BUKOPUCTAHHS €JIEKTPOHHO-06-
YUCTIOBAJbHUX MalINH (KOMIT'IOTEPiB), CUCTEM Ta KOMIT IOTEPHUX MepesK i Mepesk
eJIEKTPO3B’sI3Ky B YKpaiHi, a TaKo 301IbIIEHHS 1X MUTOMOI Bar y 3arajbHiil
KiJIbKOCTI 3JIOYMHIB B YKpaiHi. Y3araJqbHEHO OCHOBHI (haKTOpH, SKi CIPUSIN
3POCTaHHIO KiJIbKOCTI KiGep3sounHiB B YKpaiHi, cepell sIKMX sIK TeXHiuHa Ta
CTPYKTYPHA HETOTOBHICTb iCHYIOUOI CUCTEMU YIIPaBJiHHS IPABOOXOPOHHUX OP-
raHiB, TaK i HEJIOCKOHAJICTh Iep;KaBHOI MoJiTUKYU. Ha mijictaBi anammisy 37104MHIB
y chepi BUKOPHUCTAHHST €JIeKTPOHHO-00UYNCITIOBATIBHUX MAlTHH (KOMIT'IOTEPIB)
(3a 3aKiHYEHUMHU PO3CJIJyBaHHAMHU y KPUMIHAJIBHUX IMPOBAKEHHSX) cPop-
MOBaHO “miopTper” KibepsJounHI Ta TOBEIEHO, 10 OCHOBHOI HOTO PUCOI0 €
BUCOKWI KBasiiKaliliiHuii piBeHb. BUugBIIEHO, 1110 cepeji TO3UTUBHUX TEHIEHITIi
y cdepi 60poThOH i3 KiGEP3JIOYMHHICTIO B YKpaiHi Ha ChOTOHI MOKHA CIIOCTE-
pirat BOPOBQ/PKEHHS Y IPAKTUYHY AiSIJIBHICTh CyYaCHUX METO/IMK BUSIBJIEHHS,
(hikcarii i gocaimrenns mupoBUX JJ0KA3IB; MATTMCAHHS JIOTOBOPIB 1IPO B3a€-
Moo y cdepi 6opoThOM 3 KiGEP3JOYMHHICTIO 3 OpraHisallissMu PisHUX KpaiH
CBITY; HaJaro/KeHHs e(heKTUBHOI B3aEMO/IIi 31 CBITOBUMU COIIaTbHUMU Mepe-
KaMU.

KmouoBi cioBa: jepskaBHa T0IiTHKA, KibepHeTHuHa Ge3reka, KibepaaounH,
Kibeparaka, iH(hopMaIiiiHO-KOMYHIKaI[iiTHi TEXHOJIOTII.
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AHAJIN3 YCJIOBUI1I ®OPMHUPOBAHUS TOCYJIAPCTBEHHO
MOJIMTUKN OBECHEYEHUSA KUBEPHETUYECKOI
BE3OIIACHOCTU B YKPAUHE

Annorausa. O6001a0TCsI OCHOBHbIE TEHIEHIINH, OCOOEHHOCTH 1 IIPOOJIEMBI,
KOTOpBIE UMEIOT HETIOCPE/ICTBEHHOE BJIMSHIE Ha (POPMUPOBAHNE TOCYIAPCTBEH-
HOM TIOJTUTUKH obecTiedeHrst KubepHeTnaeckoit 6esomnacuoctu. [Tpoanammsuposa-
HO COBPEMEHHOE COCTOSTHIE KNOEPIIPECTYITHOCTH B MUPE M JIOKa3aH TI00albHBII
Xapakrep ee pacrpoctpanenusi. VlccrenoBas moTeHImaa KubepaTak B YKpauHe u
0OHaPY’KEHO, UTO €T0 MOBbINIeHNE 00YCIaBJIeHO TAKUMHU TEHAECHIIUSIMU B JIESTETb-
HOCTH MPEANPUATHIT 1 GU3HEeca, Kak POCT KOJMYECTBA KOMIBIOTEPHON TEXHUKH,
TIOBBITIIEHNE JIOCTYTIA K ceTh VIHTepHeT, a TakKe yBeJImdeHne YPOBHS UCITOTh30Ba-
HUS THOOPMAITTMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTUI B CBOEI /IESTETLHOCTH.
BrbisiBiieHa TOCTOSTHHO pacTyIiasi TEHEHITNS K YBETUIEHUIO KOJTUIeCTBa TIPECTy-
NJIeHn B cdepe UCTOIb30BaHUS 3JIEKTPOHHO-BBIYUCTUTENbHBIX MaITUH (KOM-
MBIOTEPOB), CUCTEM M KOMITBIOTEPHBIX CETEl U CeTell JIeKTPOCBSI3N B YKpanHe, a
TaK/Ke yBeJUUEHIE UX yIeTbHOTO Beca B 00IIeM KOJUUYECTBE TPECTYIIEHUH B YK-
pante. O6061IEHBI OCHOBHBIE (haKTOPbI, KOTOPBIE CIIOCOOCTBOBAIN POCTY YHCIIA
KUOEPIIPECTYIUIEHIT B YKpanHe, CPed KOTOPhIX KaK TEXHUYECKast U CTPYKTYP-
Hast HETOTOBHOCTD CYTIECTBYIONIEH CUCTEMbI YIIPABIEHUS MTPaBOOXPAHUTETbHBIX
OpPraHoB, TaK W HECOBEPINEHCTBO TOCYJIapCTBEHHOU moiuThku. Ha ocHoBanum
aHaJM3a TPECTYIIEHUH B chepe MCII0Ib30BaHUS 3JIEKTPOHHO-BBIYMCIUTETHHBIX
ManmmH (KOMITbIOTEPOB) (110 3aKOHYEHHBIM PacCIeIOBAaHUSM B YTOJOBHBIX MTPON3-
BOJICTBaX ) c(hopMHUPOBaH “mopTpeTr” KHOEPIPECTyITHUKA U J0Ka3aHO, YTO OCHOB-
HOUM €ro 4epTOi SIBJISIETCS BBICOKUM KBaJIM(PUKAIMOHHBIN yPOBEHb. BBISBIECHO,
4TO CPe/ MOJIOKUTETBHBIX TEHICHITUI B chepe 60PbOBI ¢ KHOEPITPECTYITHOCTHIO
B YKpanHe Ha CErOIHATIHUN IeHb MOKHO HaOJII0/IaTh BHEIPEHHE B TPAKTUIECKY IO
NEeSITeTHHOCTh COBPEMEHHBIX METOIUK BBISBIEHUS, (DUKCAITUU U WCCIETOBAHUS
1U(POBBIX T0KA3ATENBCTB; MOAMNCAHNE TOTOBOPOB O B3aUMOJIEHCTBUN B cepe
6opBOBI ¢ KNOEPITPECTYITHOCTBIO C OPTAaHU3AINSIMU Pa3HBIX CTPAH MUPa; HaJIaK1-
BaHue 3(PHEKTUBHOTO B3AaMMOJIEICTBIS C U3BECTHBIMU MUPOBBIMU COITUATTBHBIMU
CEeTSIMU.

KiioueBbie coBa: rocysapcTBeHHasl MOJUTHKA, KubepHeTrdeckast besormac-
HOCTh, KHOEPIPECTYIMHOCTh, Knbepataka, WH(GOPMAIMOHHO-KOMMYHHUKAIIMOH-
HbIE TeXHOJIOTHH.

Statement of problem in general.
The rapid development of information
and communication technologies pro-
moted the increase in the world quan-
tity index of Internet users to 4,021 bil-
lion people (55,6 %) of the total world
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population, along with which the in-
creased use of social media and increase
in number of Internet users is observed,
in particular, the number of users in
Ukraine is more than 25 million people
or 60,7 % of the population. It should




be noted that increase in level of pene-
tration, use of the Internet and social
media by individuals and companies
around the world, in turn, promotes
the development of Internet business.
However, the relationship between
business models and operating activi-
ties not only provides the opportuni-
ties for development of new spheres of
activity, but also creates threats due to
increased vulnerability in computer
networks and increased risk of cyber
incidents. These tendencies directly
influence the formation and implemen-
tation of the state policy for ensuring
cybersecurity, so their tracking and
permanent analysis becomes extremely
important for ensuring national secu-
rity at this time.

Analysis of recent studies and
publications. A number of scientific
studies of such authors as A. Babenko,
Yu. Baturin, P. Bilenchuk, V. Butuzov,
V. Viehov, V. Havlovskyi, V. Holubey,
D. Dubov, O. Knyzhenko, M. Kravtso-
va[4], V.Nomokonov, V. Petrov, M. Po-
horetskyi, 1. Riazantseva, N. Savchuk,
V. Shelomentsev and others is devoted
to the problem of ensuring cybersecu-
rity. The leading international organi-
zations and companies such as KPMG
International [1], Norton by Symantec
[2] and others have also made a signifi-
cant contribution to the study of this
problem. However, currently, there is a
clear need for integration of theoreti-
cal background with relevant analyti-
cal data in this rapidly developing and
transforming sphere in order to formu-
late the effective state policy for ensur-
ing cybersecurity.

The purpose of the article is to sub-
stantiate the main conditions directly
influencing the formation of the state

policy for ensuring cybersecurity in
Ukraine.

Statement of main study material.
The cybercrime has long been a global
phenomenon and problem, as dem-
onstrated particularly by the study
of American company Norton [2], ac-
cording to which 978 million adults
in 20 countries (where the study was
conducted) in 2017 faced the global
cybercrime, which is 44 % of online
users. As a result, the consumers, who
became victims of cybercrime, lost
172 billion dollars in total (at average
142 dollars per victim). Among the
most widespread noted cybercrimes,
the following should be noted:

* availability of the device infe-
cted with virus or other security
threat (53 %);

e problems with debit or credit
cards (38 %);

e removal of account password
(34 %)

* unauthorized access or hacking
of e-mail or social media account
(34 %);

 online purchase that was fraudu-
lent (33 %);

* clicking the fraudulent e-mail or
provision of confidential (per-
sonal /financial) information in
response to fraud with e-mail
(32%).

According to another study con-
ducted by KPMG International, about
half of company executives (49 %),
among the company executives in dif-
ferent countries [ 1], underline the pos-
sibility of cyberattack not in terms of
“if”, namely “when”. Herewith, USA,
Australia and Germany (Figure 1) are
top three according to the evaluation
of cyberattack as imminent threat to
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business carried out on a geographic
basis. In sectorial section, the sphere
of infrastructure became the most pre-
pared for cyberattack (67%). It should
be pointed out that only about half of
company executives (51%) determine
good preparedness for cyberattacks.

If analyze the potential of cyberat-
tacks in Ukraine separately, first of all,
it should be noted that according to the
State Statistics Committee of Ukraine
[3], increase in number of computer
equipment (+2 % in 2017 as compared
to 2016), improvement of access to the
Internet (+2 % in 2017) and increase in
use of information and communication
technologies in the activity is observed
today at the enterprises, in particular
in 2017:

+4 % of enterprises having a website
operating on the Internet;

+8 % of enterprises using social me-
dia (social networks, enterprise blogs
or microblogs, websites with multime-

Spain

China

India

Traly
Netherlands
Great Britain
Japan

France
Germany
Australia

USA

dia content, means of knowledge shar-
ing);

+13,6 % of enterprises purchasing
the cloud computing services during
the year;

+4,5 % of enterprises providing
electronic/paper invoices;

+3,7 % of enterprises receiving or-
ders via computer networks for sale of
goods or services (except for orders re-
ceived by e-mail);

+14 % of enterprises purchasing via
computer networks of goods or services
(except for orders received by e-mail).

The largest part of enterprises hav-
ing access to the Internet belongs to
the wholesale and retail trade; repair of
motor vehicles and motorcycles, pro-
cessing industry and construction.

Among the directions of Internet
use, the following should be noted:
sending or receiving messages via
e-mail; making telephone calls using
Internet/VoIP or video conferencing;

Fig. 1. Evaluation of cyberattacks as an imminent threat to business, %

Source: compiled according to [1]
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obtaining information on goods and
services; use of instant messaging and
bulletin board system; obtaining infor-
mation from state authorities; carrying
out various operations with state au-
thorities (except for obtaining infor-
mation); banking transactions; access
to other financial services.

Such tendencies have created not
only prerequisites for development
of enterprises and national economy
in general, but also led to increase in
crime rate in the sphere of information
and communication technologies.

The information on registered
criminal offenses (proceedings) and
the results of their investigation are
summarized in the reporting form Ne 1
“Unified Report on Criminal Offenses”
that is formed every month by cumula-
tive total from the beginning of report-
ing period (year) by region of crime
commission based on data entered
into the National Register of Pre-Trial
Investigations by users of the informa-
tion system, in terms of sections and
articles of the Criminal Code of
Ukraine; information on persons who
committed such crimes is summarized
in the reporting form Ne 2 “Unified
Report on Persons Who Committed
Criminal Offenses”, according to cri-
minal proceedings completed by inves-
tigation.

So, let us note that the number
of crimes in the sphere of use of elec-
tronic computers, systems, computer
networks and telecommunication net-
works have been steadily growing since
2014, reaching 2573 crimes in 2017.
The growth rate for 2014-2017 was
480,8 %. In 8 months of 2018, this indi-
cator has already exceeded the level of
2016 by 117,9 %.

The faster growth of registered
cybercrimes affected the increase in
their share in total number of crimes
in Ukraine, keeping the tendencies of
increase from 0,08 % in 2014 to 0,51
in 2018, which is the highest indicator
since 2009.

Such tendencies were influenced
by a number of factors. The following
should be noted as main of them: signi-
ficant rates of society informatization,
technology gap of the law enforcement
system and need for its reformation,
insufficient level of funding of anti-cy-
bercrime actions.

It should be stated that in 2018 the
attention of employees of the cyberpo-
lice was focused on the investigation of
crimes committed in the sphere of high
information technologies. So, during
the year, employees of the Department
of Cyberpolice were involved in the in-
vestigation of more than 11 thousand
criminal proceedings. Their structure
is shown in Fig. 2.

At the same time, it should be noted
that by regions the largest number of
crimes in 2017 was concentrated in the
city of Kyiv, Kyiv, Chernivtsi and Lviv
Oblasts. According to the results of
2018, the highest criminal activity was
observed in the city of Kyiv, as well as
in the territories of Cherkasy, Odesa,
Mykolaiv and Lviv Oblasts.

The analysis of the structure of cy-
bercrimes in dynamics in the period
from 2013 to 2017 allowed to state the
largest share of crimes committed un-
der Article 361 of the Criminal Code
of Ukraine: unauthorized interference
with operation of electronic comput-
ers, automated systems, computer net-
works or telecommunication networks
(from 50 to 77 %) (Table 1). In addi-
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In the sphere of illegal

In the sphere
P content; 1139

of cybersecurity; 2688

In the sphere of
payment systems; 3697

h

Fig. 2. Structure of criminal proceedings being investigated by cyberpolice (2018),
pcs.

In the sphere
of e-commerce; 3607

Source: compiled according to [5]

Table 1
Structure of cybercrime on the criminal and law basis for 2013-2017 [4]

Criminal offenses reported in the reporting period 2013 | 2014 | 2015 | 2016 | 2017

Unauthorized interference with operation of elec- | 408 344 | 432 494 | 1795
tronic computers, automated systems, computer
networks or telecommunication networks (Article
361 of the Criminal Code of Ukraine)

Creation of malwares and malicious technical means | 12 10 21 15 35
for the purpose of use, distribution or sale, as well as
their distribution or sale (Article 361-1 of the Criminal
Code of Ukraine)

Unauthorized distribution of restricted information | 20 11 59 28 64
stored in electronic computers, automated systems,
computer networks or on the carriers of such informa-
tion (Article 361-2 of the Criminal Code of Ukraine)

Unauthorized actions with information that is pro- | 152 73 75 311 670
cessed in electronic computers, automated systems
and computer networks or stored on the carriers of
such information, committed by a person having the
right of access to it (Article 362 of the Criminal Code
of Ukraine)

Violation of the rules of operation of electronic com- 2 4 9 15 6
puters, automated systems, computer networks or
telecommunication networks or procedure or rules
of protection of information processed in them (Ar-
ticle 363 of the Criminal Code of Ukraine)

Interference with operation of electronic computers, 1 1 2 2 3
automated systems, computer networks or telecom-
munication networks by mass messaging (Article
363-1 of the Criminal Code of Ukraine)

Total 595 | 443 | 598 | 865 | 2573
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tion, there is general increase in cyber-
crimes in the dynamics due to these
crimes.

A more detailed analysis of the
structure of crimes in the sphere of use
of electronic computers, systems and
computer networks carried out based
on statistical reporting for 2017, made
it possible to state that, in particular,
the largest share of crimes in the sphere
of use of electronic computers, systems,
computer networks and telecommu-
nication networks is represented by
those the responsibility for which is
stipulated by Article 361 of the Crimi-
nal Code of Ukraine — unauthorized
interference with operation of elec-
tronic computers, automated systems,
computer networks or telecommunica-
tion networks (69,8 %). The last place
is taken by crimes provided by Article
363-1: interference with operation of
electronic computers, automated sys-
tems, computer networks or telecom-
munication networks by mass messag-
ing (0,1 %).

In the sphere
of cybersecurity; 1325

In the sphere
of e-commerce; 1598

During 2018, 6,000 crimes commit-
ted in the sphere of use of high informa-
tion technologies were detected. At the
same time, the most of them were in the
sphere of e-commerce (Fig. 3).

The analysis of information on
persons who committed crimes in the
sphere of use of electronic computers
(according to completed investigations
in criminal proceedings), based on data
of 2017, made it possible to create the
“profile” of a cybercriminal. The main
part is the persons aged from 18 to 39
years with complete higher and basic
higher education that confirms their
high qualification level.

According to data of 2018, more
than 800 people involved in crimes in
the sphere of high information technol-
ogy were identified. According to sta-
tistics, most suspects are men aged 25
to 40 (Table 2).

The investigation of the revealed
cybercrimes by articles allowed to
state that their main part was commit-
ted under Article 190 of the Criminal
Code of Ukraine (Table 3).

In the sphere of illegal
content; 680

In the sphere
of payment systems;
1325

Fig. 3. Structure of crimes detected in the sphere of high information technologies
(2018), pcs

Source: compiled according to [5]
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Table 2

Distribution of cybercriminals by sex, % (according to data of 2018) [5]

Age Men Women
Total, of them: 67 33
Up to 25 years 13 6
25-40c years 39 20
40 and more 15 7
Table 3
Distribution of cybercriminals by gender and articles [5]
Article of the Criminal Code of Ukraine
176 190 361 361-1
Total persons, of them: 37 1019 505 55
men, % 97 67 92 95
women, % 3 33 8 5

The analysis of structure of cyber-
crimes by species indicates that, at
the same time, most users of malware
who committed crimes using viruses
acquired in DarkNet (Figure 4) were
detected in the sphere of cybersecurity.

It should be noted that in order
to detect cybercrimes, the Ukrainian
cyberpolice develops and introduces
modern methods of detection, fixation
and examination of digital evidence in

Coders; 10

Members of hacking

practical activities. In particular, dur-
ing 2018, 5.5 petabytes of information,
which was further identified as digital
evidence, was examined and analyzed
by specialists of cyberpolice. As a result
of international cooperation in 2018,
8 transnational hacker groups were re-
vealed and more than 30 international
operations were assisted.

In addition, in 2018 the agreements
on anti-cybercrime cooperation with

Sale and analyze
of stolen databases; 7

“Art”-groups; 4

y

\

-

N

Persons who committed
DDoS attacks; 1

Criminals using
Malware; 62

Sellers; 16

Fig. 4. Structure of detected cybercrimes by species (according to data of 2018), %

Source: compiled according to [5]
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organizations of state and private sec-
tor were signed. Among them are rep-
resentatives of international companies
in the sphere of information security
and IT companies, police of Australia,
Singapore, Qatar and other countries.
In addition, the effective interaction
with the world's most famous social
networks was established.
Conclusions and perspectives of
further studies. The growth of infor-
matization in the world both opens up
new ways for further world develop-
ment, and promotes emergence of new
threats, such as, in particular, cyberat-
tacks. At the same time, the role of the
state and corresponding state regula-
tion in solving this problem also grows,
considering that the policy of national
security, sustainable development,
digitization of economy, etc. is deter-
mined by the state itself. The analy-
sis showed that the number of cyber-
crimes in Ukraine grows at high rates,
while the law enforcement system was
technically not ready for their preven-
tion. Thus, the problem of attracting
and optimizing the technical, financial
and organizational and managerial re-
sources necessary for effective over-
coming cybercrimes in Ukraine today
becomes one of the main tasks of the
state policy for ensuring cybersecurity
and is an integral part of the national
security policy. In further studies it is
expedient to substantiate the relevant
mechanisms of the state policy for en-
suring cybersecurity in Ukraine.
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