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SPECIAL THEORY OF ADMINISTRATIVE -
LEGAL REGULATION OF INFORMATION
SECURITY OF THE SOCIAL SYSTEMS

Abstract. The article deals with the principles of creating a special theory of
administrative and legal regulation of information security, analyzes the process of
its analogy with physical laws, analyzes the threats and dangers to interests and all
information security that affect the process of modeling, determines the principles
of constructing and researching models of information security of social systems.

It was noted that the administrative and legal regulation of information secu-
rity is due to the need for state management of the processes of formation and use
of information resources, the creation and application of information systems and
the provision of information security of social systems. It is proved that to a large
extent information security is caused by the need for administrative regulation of
information relations in various spheres that form the system itself and maintain
its integrity. It is determined that the administrative and legal basis of informa-
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tion security of social systems should provide an ideal state of activity of subjects,
system and its models. Selected concrete administrative and legal principles of
information security, such as physical formulas, create its model. Of course, for
each social system, the model of information security is individual. However, there
are also general patterns of modeling, for example — the construction of the model
should be based on the simple and optimal (as we are referred to by the flow of
light), administrative and legal principles.

It is proved that high rates of development of information technologies, create
new requirements to the sphere of security in general and to information security
in particular. The reform of the legislation regulating activity in the field of infor-
mation security should be based on the proper scientific theory. What is urgent is
the need to create a General Security Theory, which would explain and regulate
the set of processes of ensuring the safety of society.

Keywords: special theory, information security, modeling, administrative-
legal regulation, safety of social systems.

CHIEHNTAJIPHA TEOPIA AAMIHICTPATUBHO-ITPABOBOTI'O
PETYJIIOBAHHS THO®OPMAIIIITHOI BE3NEKU COIIAJIbBHUX
CUCTEM

Anoranis. Po3ryissHyTo NPUHIMIIK CTBOPEHHS CIEIiaJbHOI Teopii agMiHi-
CTPATUBHO-TIPABOBOTO PETYJIIOBaHHS 1H(DOPMAIIHHOT Oe31eKu, TOCIIKYEThCS
npotiec ii aHasIoTi1 i3 (QisUYHUMM 3aKOHAMU, AHAI3YIOTHCST 3arPO3K Ta HeOe3meKn
iHTepecaM Ta Bciil iHhopMartiitHiil Ge3relt, 10 BIUIMBAIOTH HA MPOIEC MOJIEJTIO-
BaHHsI, BUBHAYAIOTHCS IPUHITAITY 1TOOYI0BU Ta TOCJIKEHHS Moziesielt iHbopma-
1iiTtHOI 6e3IeKky CollialbHUX crcTeM. BiamiueHo, 1o agMiHiCTpaTUBHO-TIPABOBE
peryJoBaHHs iHGOPMAIiHOI 6e31ekr 00YMOBJIEHO HEOOXIIHICTIO JePKaBHOTO
YIPaBIiHHSA potiecamMu (GOPMYBAHHS | BAKOPUCTAHHS iH(OPMAITiiTHIX PeCypciB,
CTBOPEHHSI i 3aCTOCYBaHHS iH(POPMAIIITHIX crcTeM i 3abe3medeHHs iHbopmartiii-
HOI Oe3meku comialbHuxX cucteM. /loBejieHo, 110 y 3HAUHIN Mipi iHdopMariiitHa
6esreka 06yMOBJIeHa TOTPeOOI0 aIMiHICTPATUBHOTO PeryJoBaHHs iH(hopMaIiii-
HUX BI/IHOCUH Y Pi3HUX cepax, Mo yTBOPIOIOTh CaMy CUCTEMY Ta IiITPUMYIOTh
ii misicHicTh. Busnaueno, 1Mo ajiMiHiCTPaTUBHO-TIPABOBI 3acaju iHGOpMaIiiHO1
GesMeKy collialbHIX CUCTEM TOBUHHI 3abe31euyBaTH ilea/lbHuil CTaH AisJIbHOCTI
cy0’exTiB, cuctemu Ta ii Mozeseit. OOpaHi KOHKPETHI aMiHICTPATUBHO-TIPABO-
Bi 3acaau indopMmariitHoi Oe3reku, Ha KIITAIT (HisUdHUX (HOPMYJI, CTBOPIOIOTH
il Mozesb. 3BUYANHO, AJIs KOKHOI COIiaIbHOI CUCTEMH MOZEb iH(opMaIliitHol
Gesrexu € iHaMBIAyaIbHOW0. IIpoTe € i 3arajbHi 3aKOHOMIPHOCTI MOJIETIOBAHHS,
HAMpUKIagx — 1moOyaoBa MOJei MOBUHHA BiAOYBaTHCh Ha OCHOBI TPOCTUX Ta
ONTUMAJIBHUX (K 3rajlyBaHUI HAMU ITOTIK CBITJIA), a/IMiHICTPATUBHO-TTPABOBUX
3acal.

JloBenieHo, 1110 BUCOKI TeMI PO3BUTKY iH(MOPMAIIMHUX TEXHOJOTIN TOpo-
JUKYIOTh HOBI BUMOTH 10 cchepr Ge3reku B 1ijioMy i /10 iHdopmMalliiiHoi Gesre-
K1 30kpeMa. PedopmyBaHHs 3aKOHO/IABCTBA, 1O PETYJIIOE JiSJIbHICTD Y cdepi
iHpopmariiitnoi Gesnekn Mae BigOyBaruch Ha 0asi HaJeKHOI HAYKOBOI Teopil.
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Haranbhoio € norpe6a cTBOpeHHs1 3arajibHOI Teopil Oe3neku BChoro, sika O 1mo-
SICHIOBAJIA Ta PETYJII0BAJIA CYKYITHICTh TIPOIECiB 3a0e31edeH st Ge31eKHU CYCITiIb-
CTBa.

Kmouogi cioBa: crieriiasibia teopist, indopmartiiina 6e3reka, MojieIOBaHHS,
a/IMiHICTPATUBHO-TIPABOBE PETYJIIOBAHHS, Oe31eKa COIATBHUX CUCTEM.

CIIEHUAJIBHAA TEOPUA AIMUHUCTPATUBHO-IIPABOBOT'O
PETYJIMPOBAHUS UHO®OPMAIIMOHHO BE3OIIACHOCTU
COIIMAJIbHBIX CUCTEM

Annoramusa. PaccMoTpeHbl IPUHITUTIBI CO3/IAHUS CIIEIUAIBHON TEOPUN aJIMU-
HUCTPATUBHO-TIPABOBOTO PEryJIUPOBaHus WH(GOPMAIIMOHHON 6e30MacHOCTH, UC-
cJeyeTcsl TPOTecC ee aHAJIOTUM ¢ (DU3NYECKUMHU 3aKOHAMU, aHAJIU3UPYIOTCS
yTPO3bI U OMACHOCTA MHTEPECaM U BCcell MHGOPMAIMOHHON 0e30MacHOCTH, BJIH-
SI0TIME HA TPOIECC MOETNPOBAHNS, OMPEIEIIOTCS MTPUHITATIBI TTOCTPOEHUS 1
HCCJIEJOBAHMST MOJIeJieil nH(MOPMAIMOHHON O€30MaCHOCTH COIUATBHBIX CUCTEM.
OtMedeHo, 9TO aIMITHUCTPATUBHO-TIPABOBOE PeryanpoBanre nHGOPMaInOHHON
6e30MacHOCTH 0OYCIOBJIEHO HEOOXOAUMOCTBIO TOCYAaPCTBEHHOTO YITPABJICHISI
npoiteccamMu (pOPMUPOBAHUS W UCITOIB30BAHNS MH(OPMAITMOHHBIX PECYPCOB, CO-
3[aHue U IPUMEHEHVe MH(POPMAIIMOHHBIX CHCTEM U 0becTiedeH st HH(OPMAIHOH-
HOI 6€30MaCHOCTH COIMAIbHBIX cHcTeM. JIOKa3aHo, UTO B 3HAYUTEILHOI CTEIIEHN
nHopManuonHast 6e30MacHOCTb 0OYCIOBIEHA TOTPEGHOCTHIO aMUHUCTPATHB-
HOTO peryJIMpoBaHust HH(GOPMAIIMOHHBIX OTHOLIEHHIA B Pa3/IMUHbIX chepax, obpa-
3YIOT caMy CHUCTeMYy M TOJIEPKUBAIOT ee 11eJ0CTHOCTh. OTpesiesieHo, 9To aiMu-
HUCTPATUBHO-TIPABOBbIE OCHOBBI MH(MDOPMAIIMOHHON 0Ee30TaCHOCTH COIUATBHBIX
CHCTEM JIOJKHBI 00ECTIeUnBaTh UICATBHOE COCTOSTHUE JEATEBHOCTH CYOBEKTOB,
cucTeMbl U ee Mozesieit. VI36paHHble KOHKPETHbIE aiIMUHUCTPATHBHO-IIPABOBBIE
OCHOBBI HH(MOPMALMOHHON Ge3011acHOCTH, Bpoe (prsnueckux (hopMyJI, CO34AI0T
ee MozieTb. KoHeuHo, 1711 KaxKI0H COIMaabHOM CUCTEMBI MOJIeTh WH(OPMAITNOH-
HOU 0€30MACHOCTH SIBJISIETCS] MHANBUAYaIbHON. OHAKO ecTh 1 001IIe 3aKOHO-
MEPHOCTH MOJIEJTUPOBAHNUS, HAIPUMEP — MOCTPOEHUE MOJEIN JIOJIKHO TPOWC-
XOAUTb Ha OCHOBE IPOCTBIX WU OIITUMAJIbHBIX (KaK yHOMI/IHaBlHI/II'/JICH HaMU IIOTOK
CBeTAa), A/IMUHUCTPATUBHO-TTPABOBBIX OCHOB.

JlokazaHo, 4TO BBICOKHWE TEMIThl Pa3BUTHS WH(POPMAIIMOHHBIX TEXHOJIOTHI
MOPOJKAAIOT HOBbIe TpeboBaHUs K cepe He30macHOCTH B 1[eJIOM U K uH(bOpMa-
[IHOHHOI 6e30TTacHOCTH B YacTHOCTH. PehopMupoBaHue 3aKOHOATEIbCTBA, Pe-
TYJIUPYIOIIETO JESITENLHOCTD B chepe nH(HOPMAITHOHHON O€30IaCHOCTH, I0OJKHO
IPOMCXOANUTh Ha Oase Hajexalleil HaydHOH Teopun. HeoTnoxHON gBisgercs
HeoOxoauMocTh cosaanust OOIeit Teopun 6e30MaCHOCTH BCETO, KOTOpasi 00b-
SICHSLJIA U PETYJINPOBAJIA COBOKYITHOCTD MPOIECCOB OOectiedenust Ge30macHOCTH
ob1iecTBa.

KmoueBble cioBa: crieruasbHast Teopust, HH(GOPMAIMOHHAsA GE30TaCcHOCTb,
MOJIEIUPOBAHNE, AMUHUCTPATUBHO-IIPABOBOE PEryJUpOBaHue, 0E30MaCHOCTD
COIMAJIBHBIX CUCTEM.
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Formulation of the problem. The
high pace of information technology
development, the introduction of high-
tech devices in the production process-
es, training, communication, everyday
life of the ordinary citizen, the steady
growth of the role of information, its
impact on the state, society, individu-
als, all this creates new demands on
the security sector in general and in-
formation security in particular. Under
such conditions, when operation of the
security authorities, legislators, and
sometimes scientists aren’t always able
to match the increasing demands and
threats, openly trailing from reality, the
very acute need for a theory that would
become a cornerstone for law-making,
enforcement, research activities in the
field of legal regulation and practical
implementation of information secu-
rity, which will allow to systematize
existing knowledge, to crystallize them,
to remove excess, to form the basis for
further development. Thus, the stra-
tegic goal of our research is to create
a General theory of the security of the
entire (STBV), which could explain
and regulate a set of security processes
of companies. Create STBV is a goal
that should be treated as the creation
of the general theory of relativity of
A. Einstein. Create STBV will include
the development, presentation, and
communication of General laws of de-
velopment and security, which would
represent a fine universal formula. Ac-
cording to plan, the conclusion is sim-
ple and accessible to the General theory
of security can only be proved after the
creation and development of the laws
of the Special theory of administrative-
legal regulation of information security
of social systems (STARS) at different

levels of complexity, which will cut un-
necessary regulatory complications in
the legislation.

Analysis of recent researches and
publications. Individual aspects of in-
formation law and administrative-legal
regulation of information security in
particular have devoted their atten-
tion to domestic and foreign scientists:
I. Aristova, N. Banchuk, K. Belyakov,
V. U. Baskakov,V. Brizhko, D. Dov-
gal, G. Vinogradova, L. Zadorozhnaya,
V. Sarosilo, R. Kalyuzhny, M. Koval,
B. Kormych, V. Lipkan, A. Marushchak,
A. Movchan, A. Podolyaka, E. Skulish,
V. Tsimbalyuk and others.

However, the rapid development of
information technology, the transfor-
mation of social relations, the emer-
gence of new threats to society calls for
new integrated studies-defined scope
with a view to the formation of the spe-
cial theory of administrative-legal re-
gulation of information security of
social systems.

The purpose of this article is the
proof of the necessity of creating the
special theory of administrative-legal
regulation of information security of
social systems (STARS), and the for-
mulation of its principles, in analogy
with the physical laws.

Presentation of the basic mate-
rial. Everything in the Universe obeys
rational and simple, objective laws of
physics and synergetics, and develops
exclusively in the framework outlined
by them. Even light and heat are trans-
mitted in a straight line, that is the sim-
plest and shortest way that provides
the greatest sense and the economy
[1]. Why, then, are the laws of security
companies should create complex and
develop the shortest and most efficient
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way? After all, the unfounded and ir-
rational complexity creates many weak
points, the contradictions, which in
turn reduces the effectiveness of these
laws, sometimes reducing it to zero.

At the same time, it’s worth noting
that not always a ray of light travels
in a straight line. On the verge of two
States (e. g. air and water or air and
glass), the light changes its direction.
Why? Because the function of light —
is to reach your goal in the shortest pe-
riod of time while minimizing the cost
of energy for what it needs to choose
the most effective and fastest way. For
a better understanding of our ideas we
present an analogy with the dangerous
situation. Pretty girl begins to sink in
the sea, a lifeguard, noticing this, runs
to save her. The lifeguard can run the
beach straight on (perpendicular) to
the water and then swim diagonally to
the girl. But then it’s much more time
in swimming, he’ll get to sinking girl
later, because the swim speed is much
lower than the running speed. The res-
cuer may also be approached by land to
a point which is the closest to the girl
(for example — to run out on the pier,
which is issued far out to sea) and from
there to sail. However, the total time
that it needs to be spent on the over-
coming of such a path may be too large.
That is, the optimal route will lie some-
where between the above extremes. So,
as light chooses the optimal path in two
different environments where it will be
spent less time to achieve the goal, and
as the rescuer selects the optimal route,
which will be the victim and security
theory should be as simple as possible,
but to have sufficient (not excessive)
level of complexity for the optimal per-
formance of its functions.
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When creating this theory, you
should display beautiful and simple se-
curity laws by analogy with physical
ones. Further derived laws should be
reflected in the regulations, which will
gradually transform regulatory legisla-
tion in the sphere of security in a slen-
der, harmonious design with sufficient
and yet not excessive level of difficulty.
The introduction of such changes, in
turn, will provide transparency, cla-
rity and simplicity in social relations.
To achieve our goal, we will create a
system of analogies, where the physi-
cal quantity has had its counterpart of
the indicators of the security sector and
law.

From the postulates of the modern
physical Sciences we know that all mat-
ter around is composed of atoms and
molecules, which in their existence and
interaction obey the laws of physics.
With the positions of social Sciences,
all that surrounds us around is society,
specifically the social systems of dif-
ferent levels of difficulty, it’s also the
matter. Matter, as we have noted, con-
sists of atoms and molecules. If atoms
and molecules, their interactions and
movement, impossible to describe and
explain within the laws of physics and
using formulas, the properties of the so-
ciety, its social systems, the relationship
in the middle, too, must obey the same
laws and formulas [2].

Safety performs in society the role of
a common unifying force, glue, like the
force of gravity in physics. Gravity is
the basis of all physical laws in the Ge-
neral theory of relativity of A. Einstein.
On this basis, we believe that it’s pos-
sible to create STAPRIBSS, which will
describe the laws and formulas such
similar physical.




From the law of universal gravita-
tion we know that the force of gravity
is proportional to the mass of the bo-
dies and inversely proportional to the
square of the distance between them
[1]. Drawing an analogy of this state-
ment with the society, we propose to
assume that security force, which we
call “stability of the social system” may
be identical with gravitation. For the
notion of the definition of “security” we
have prepared another analogy. More-
over, in this context, the physical con-
cept of “force” is identical to the legal
concept of “level”. The level (force) of
stability depends on the structure and
density of the social system and in-
versely proportional to the distance be-
tween the systems or their component
elements.

In the macrocosm, at the level of
stellar (solar) systems and in the mi-
crocosm — in the middle of the atoms,
two forces act simultaneously. The first
power in the middle of the atom is the
force that attracts electrons (negative
charge) to the nucleus (with positive
charge). Simultaneously with it the
force of repulsion that repels the elec-
tron, not allowing him to get closer to
the core. Thus, the nucleus and the elec-
trons attract and repel at the same time,
being in the stable condition. Similarly,
in the middle of the social system there
are two forces, which are determined
by the concept “level”. This is, firstly,
the level of development of the social
system which moves the components,
trying to expand the boundaries of the
social system, striving for expansion,
increase and improvement. And the
second force is the security level that
connects the system limits its growth
without letting it fall apart. Therefore,

the physical or natural concept of “uni-
ty and struggle of opposites” is reflected
in society, in the social system.

Another postulate, which should be
considered in our theory — physical
energy depends on speed and gravity
(mass) that flows out of the well-known
formula E = mc?[2]. The stability of the
social system, which depends on its re-
liability, but also the energy. This, in
turn, depends on the volume and the
mass of information in the system. And
the speed of circulation of informa-
tion is analogous to physical velocity.
Uninterrupted operation of all infor-
mation processes in the social system,
their optimal speed should provide
information security. This is another
argument in favor of the need of the
study we proposed the Special theory
of administrative-legal regulation of
information security of social systems
(STALRISS).

As noted earlier, physical processes
occur at the level of star systems and
galaxies, around the celestial bodies
move in regular orbits of planets and
satellites, falling on their surface. The
same thing we observe at the level of the
microcosm — in the middle of atoms.
These laws are governed by quantum
physics. Therefore, T believe that the
future development of the Special theo-
ry of administrative-legal regulation of
information security of social systems
and the General theory of security only
to apply the analogy with the laws of
quantum physics. This assumption is
especially appropriate if you recall that
all the processes in the human body are
biochemical (metabolism) and electric
(mental, analytical-synthetic activity)
basis, that is to happen according to the
laws of physical interaction.
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Administrative-legal regulation of
information security due to the need
of state management of the processes
of formation and use of information
resources, creation and application of
information systems and information
security of social systems. Largely in-
formation security due to the neces-
sity of the administrative regulation of
information relations in various fields
that compose the system itself and
maintain its integrity [3].

Administrative-legal bases of in-
formation security of social systems
should provide an ideal state of ac-
tivities of entities of the system and
its models. Selected specific legal and
administrative foundations of informa-
tion security, like physical formulas,
create its model. Of course, for every
social system model of information se-
curity is the individual. However, there
are General patterns of modeling, for
example — build model must be based
on simple and optimal (as mentioned
by us the stream of light), administra-
tive-legal framework.

The process of ensuring information
security of social systems constructed
in accordance with the applicable laws
and corporate regulations. Any similar
process is associated with subjective
perception and interpretation of the
legal norms regulating these relations
by the subjects. Relations arising in the
sphere of ensuring information security
of social systems, regulated primarily
by the Constitution of Ukraine (article
17) [4]. In addition, the regulation is in
accordance with the Laws of Ukraine
“On information” [5] “About National
program of Informatization” [6], and in
addition there are Orders and Instruc-
tions relating to the social system, as

204

enshrined in their charters, or proto-
cols.

Realizing that the model of informa-
tion security that you want to achieve
the social system is the main objective,
the management and security profes-
sionals (as subject), should choose the
way to achieve it. If the goal activity is
the process activity, we observe a nega-
tive phenomenon, which doesn’t con-
tribute to the positive result. To achieve
a specific purpose, as indicated in the
preceding analogies (with the savior
and a ray of light), there is always a few
ways. In the process of the election the
way the subjects of information securi-
ty, must take into account all the exist-
ing threats and risks. The procedures
and steps of selection are regulated by
administrative-legal bases of informa-
tion security of the social system by
these principles.

In theory, this way of construct-
ing a model of information security is
considered to be the most reasonable,
given the fact that all participants in
the process fully understands the objec-
tives, represent the final goal and make
it impossible (or aspire to be) superflu-
ous and erroneous actions. In practice,
in our society, unfortunately seen the
trend of ridiculous things when reforms
are carried out without a certain obvi-
ous sense. One gets the impression that
sometimes reforms are for the sake of
reforms. Even worse, when changes and
reforms are carried out for the purpose,
which is not an ideal model for the so-
cial system, and meets the interests of
only a narrow circle of people. This
situation leads to the degradation of
society, and further to the destruction
and disappearance of the entire social
system [7].




The main feature of the proposed
STALRISS is enshrined in this pro-
cess, the patterns and relationships of
objects and phenomena inherent in the
social system. The simulation process
is based on the laws of reflection and
general communication, in accordance
with the laws of analogy, because the
very models of information security are
considered as an object in the process of
analysis and knowledge [8].

The modeling tools depend on fea-
tures of the object-system, relation-
ships between its components, objec-
tives of its activities and modeling
techniques. By administrative proces-
ses when modeling takes place a three-
fold approach: the subject of cognition
(human) — model — the object of know-
ledge (the social system phenomenon).
The principles of implementation and
general relationships are the objective
basis for using the model as an inter-
mediate link in the process of knowing
and analyzing the model itself. Accord-
ing to our plan, this is the general linear
process. The introduction of models in
specific cases in specific social systems,
of course, there’s a certain number of
additional variables, however, they re-
late directly to individual cases and on
General theory will not affect. How-
ever, the General rules of introduction
of specific cases and solving the problem
with additional variables will be stu-
died and presented in the framework of
the theory.

The patterns reflect the basic quali-
ties of the model, providing consistency
between the model and the ultimate
goal, that’s the purpose of its creation.
Compliance is a specific way of admin-
istration of the fundamentals of model-
ing and reveals itself in common charac-

teristics of the model and the ultimate
goal (goal modeling). Such unity is the
main feature in each case of the simula-
tion depends on the goals of the com-
pany and its interests. Simply put, the
goal consists of the set of fundamental
interests, but is formed to the specific
shape [9].

Of course, in the context we are
talking about common interests of con-
stituent entities and components of the
social system. All kinds of differences in
interests should be governed by infor-
mation security. It should be noted that
within the theory we share interests
the security interests and development
interests. Security interests, on the
definition and the analogy with phy-
sics, are negative, they target a com-
bination of social systems, preserve its
consistency and in its ideal value level,
they seek to minimize the activity (for
example, interest have less accidents,
diseases, etc). The development, on the
contrary, we are called positive (in the
scientific sense — similar to the physi-
cal), because they target the extension
and termination of the social system, in
your perfect value level, they are close
to the maximum (for example, interest
to have more money, territories etc).
But, according to the principle of unity
and struggle of opposites and the prin-
ciple of the existence of the social sys-
tem, these two interests can’t develop
without each other. They complement
each other and coexist in a perfect ba-
lance, which we derive in the theory.
Thus, the main principle of determin-
ing the balance of the law should be the
principle of equilibrium of interests and
threats.

The special theory of administrative-
legal regulation of information security
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of social systems (STALRISS) aims
at modeling the security of the main
principles of modeling of information
security and means of scientific cogni-
tion of the laws of the simulation. The
main means of cognition and analysis is
to choose the method of reconstruction.

Approval of administrative-legal
bases of reconstruction in the informa-
tion security of social systems, which
will be withdrawn when the develop-
ment of the theory, contribute to the
verification and receipt of new informa-
tion. The feasibility of its application
makes sense because the influence of
time lost tracks and the quality of ob-
jects and phenomena. Reconstruction
is the only method that ensures the re-
production and study the processes of
circulation and use of information as a
binder of social systems [10].

Analysis and evaluation of the mo-
dels allow to identify causal relation-
ships of processes of development of the
social system and other phenomena in
the middle and outside of the system
and influence its development. The
subjective side of the offense (mental
relation of the person to socially dan-
gerous act and its consequences in the
form of intent or negligence) can also
be studied through the analysis and
evaluation models, identifying the most
obvious explanation and that they have
the relevant skills required to commit
the offense in the information sphere
[11].

The model of information security in
each social system is a dynamic system.
The system operates as a set of inter-
acting elements that are combined in
structural integrity with new proper-
ties different from the properties of each
element of the social system alone. The
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system approach allows to analyze and
identify the nature of relations between
the selected model and the ultimate
goal of applying this model to highlight
the essential terms of objectives, types
of these links, to establish patterns in
the relationship between the elements
forms a coherent system [12].

Models that are developed to create
information security social systems are
shared, because it’s impossible to con-
sider all the peculiarities of each situa-
tion. Only after receiving a number of
models, selecting the more attractive,
the contractor shall adapt the model
and choose the path of achievement,
for their social system or situation, then
to issue it in the form of instructions or
orders.

STALRISS takes into account the
fact that advance modeling and fore-
casting of the chosen model, as well as
creating a perfect (ultimate) goal has
positive and negative sides. Focusing
on ensuring the basic signs, sometimes
insignificant and secondary (from the
point of view task), you can skip those
characteristics that are objectively sub-
stantial. For example, during a recon-
struction (which, like physical research,
is the source of experimental data dur-
ing analysis and cognition), the link
between objects can be misconceived
and their dependence on consequen-
ces, resulting in inaccurate conclusions.
Reconstruction, in the case of testing
and research models, is used instead
of the research trials with the original
test with which it’s impossible or
impractical.

Development of models of informa-
tion security for social systems should
be based depending on the potential
and existing threats. The list of threats




determined from the list of main inte-
rests of the social system. We argue that
the occurrence of interest, at the same
time there’s the certain existing and po-
tential threats to this interest that may
be identified and addressed. Threats can
be both internal and external. But these
postulates too are to be investigated
during the development of the theory.

Conclusions and prospects for fur-
ther research. High rates of develop-
ment of information technologies that
generate new requirements of the se-
curity sector in General and informa-
tion security in particular. The reform
of the legislation governing activities in
the field of information security must
be based on proper scientific theories.
What is urgent is the need to create
a Common Security Theory (CST),
which would explain and regulate a set
of processes for ensuring the safety of
society. At the same time, this is only
possible after the creation and develop-
ment of the laws of the Special theory
of administrative-legal regulation of
information security of social systems
(STALRISS).

In the process of developing
STALRISS and STBV is appropri-
ate to use the analogy with the laws
of physics, as nature demonstrates ap-
propriate and effective mechanisms to
achieve goals.

STALRISS should have a simple
and clear structure. To use models of in-
formation security of social systems re-
quires a clear procedure and regulation.
The chosen mechanisms will aim at
regulating the whole process, to entities
that will use modeling, should know all
the laws and formulas simulations, the
order of their construction. Under de-
velopment of STALRISS, the subjects

of it security needs to have a clear idea
about the existing laws of their analogy,
and the value for the selected model of
information security.
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