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PROBLEMATIC ASPECTS OF MAINSTREAM
PUBLIC POLICY IN THE INFORMATION SPHERE
IN THE CONTEXT OF THREATS

Abstract. The state and problematic aspects of mainstream public policy in
the information sphere mentioned in Information Security Doctrine have been
analyzed, identified countermeasure information aggression against Ukraine.

Keywords: information, information security, public governance, information
aggression.

IIPOBJIEMHI ACIIEKTU PEAJII3AIIIT
OCHOBHUX HATIPSIMIB JIEP;KABHOI IIOJIITUKHA
B IHOOPMAIIIITHIN COEPI
Y KOHTEKCTI CYYACHHX BUKJINKIB

Awnortanis. Y ctarTi mpoaHasizoBaHO OCHOBHI HATIPSIMU JIeP>KaBHOI MO TUKH B
indopmartiiiniit cepi B KOHTEKCTI CydacHUX 3arpo3, 3a/ieKaapoBanux y /lokrpu-
Hi iHdopMariiiiHoi 6e3mekn Ykpaidu, Ta Ha 1iil OCHOBI BUOKPEMJICHO POOJIeMHi
acTieKTH 1X peaJrizariii, BU3HAUYeHO 3aX0/I1 MTPOTHUIi1 iHdopMaIiiiHiit arpecii o0
Yxpainm.

Kmouosi ciioBa: indopmaitis, indopmariiina 6e3reka, ep;KaBHe YIIPaBIiHHS,
indopwmartiifina arpecis.

ITPOBJIEMHBIE ACITIEKTbI OCYHIECTBJIEHUA OCHOBHbBIX
HATIPABJIEHUI TOCYIAPCTBEHHO ITOJINTUKU
B UH®OPMAIIMOHHO COEPE B KOHTEKCTE
COBPEMEHHbBIX BbI3OBOB

AnHoTtanuda. B craTbe mpoaHAIM3WPOBAHBI OCHOBHBIE HAIPABJIEHUS TOCY-
MapCTBEHHON TOJUTUKU B WH(OPMAITMOHHON cepe B KOHTEKCTE COBPEMEH-
HBIX YTPO3, 33/IeKTapUPOBAHHLIX B /loKTprHe MHGOPMAIIMOHHON 6€30TTacCHOCTH
YKpawHbl, U Ha 3TOI OCHOBE BBIIEJIEHBI TIPOOJIEMHbIE ACTIEKTHI UX PeATN3AIIHH,
oTIpe/iesieHbI MepPhI TPOTUBOAEHCTBIS NH(GOPMAIIMOHHON arpeccuu B OTHOIIIe-
HUU YKPAUHBI.

KmoueBbie cioBa: nndopmaiius, niopMannontioe odecredene, rocyaap-
CTBEHHOE yIIpaBJjieHue, NHPOPMAIIMOHHAS arpeccus.
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Target setting. The promotion of
the information society, the spread of
global information and communication
networks, the need to use new informa-
tion and communication technologies
requires more effective public policy.
Today the functioning of the infor-
mation and communication sector of
Ukraine depends on finding the best
ways to ensure a harmonious balance
between the level of development of
information and communication tech-
nologies and the needs of the modern
Ukrainian state.

The role of information and commu-
nication sector is crucial in the context
of the need for information security
as part of national security, guarantee
public welfare, peace, the rights and
freedoms of man and citizen throug-
hout Ukraine.

In terms of global information, ac-
cess to information, information and
communication policy serve a dange-
rous tool of influence on the popula-
tion. Indeed, "Russia is using against
Ukraine the latest information tech-
nology impact on the minds of citizens,
inciting national and religious matters,
propaganda of aggressive war, the con-
stitutional order by force or violation
of the sovereignty and territorial integ-
rity of Ukraine" [2], and it requires the
definition of innovation approaches to
the development of systems security
and information space.

The use of modern information and
communication technologies is a po-
werful tool of influence, and, therefore,
effective information and communica-
tion policy today serves as a strategic
priority and in the context of the need
to implement effective information
to combat the aggressor is of particu-
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lar relevance for the whole Ukrainian
state. The level of development of in-
formation society in Ukraine does not
meet the capacity and capabilities of
Ukraine and one of the reasons for this
situation is a flawed model of sectoral
public policies and ineffective proce-
dures for its implementation [3]. The
model of sectoral public policy does
not meet the urgent needs of informa-
tion development of Ukraine for the
following reasons: it is unstable (too
dependent on the current situation in
the country), causing underfunding in-
dustry, spraying administrative efforts
and budget, ignoring the real needs of
regions and specialized industries, cre-
ating soil for various abuses.

Analysis of recent research and
publications. The aggression of the
Russian Federation in February 2014,
followed by the seizure of Crimea pe-
ninsula and the spread of hostilities in
the Donetsk and Lugansk regions con-
tributed to the creation of new social
and political conditions that require
systematic research and comprehen-
sive forecasting of future threats to
national security. Presidential Decree
from 25.02.2017 “On the Doctrine of
Information Security of Ukraine” [2]
identified new directions for further
scientific debates.

Formulation purposes of article
(problem), identify problematic
aspects of the implementation of state
policy in sphere of information in the
context of threats to national security.

The statement of basic materials.
Fundamental regulations of Ukrai-
nian legislation on the development
of information society in general cor-
respond to the fundamental principles
and strategic goals of the modern glo-




bal information laid down in the Gene-
va Declaration of Principles and Plan
of Action, as well as Tunisian commit-
ment program for the information so-
ciety. However, analysis of information
sphere made it possible to highlight the
need to improve the legal framework as
one of the key issues. Many researchers
emphasize the need for the adoption of
Information Codex of Ukraine, which
was enshrined in the “Fundamentals
of information society development in
Ukraine for 2007—-2015”. By Informa-
tion Codex of Ukraine it is proposed
to include some chapters, including
the principles of electronic commerce,
the legal protection of the rights to the
content of computer programs improve
protection of intellectual property
rights, the protection of databases, re-
mote learning, telemedicine, providing
government agencies and local govern-
ments to businesses and individuals
information services via the Internet,
trade secrets, etc. [3]. In accordance
with the main principles of the informa-
tion society in Ukraine in 2007-2015
years, approved by the Law of Ukraine
at January 9, 2007 Number 537-V, the
strategic goals of information society
development in Ukraine are: to acce-
lerate the development and introduc-
tion of new competitive information
and communication technologies in all
52 spheres of public life, including the
economy of Ukraine and the activities
of the state and local governments; to
provide computer and information li-
teracy, primarily through the establish-
ment of the education system, focusing
on the use of new ICT in the formation
of a fully developed personality; to de-
velop national information infrastruc-
ture and its integration with the global

infrastructure; to support new “elec-
tronic” sectors (trade, financial and
banking services, etc.); to establish a
national information systems, primar-
ily in the areas of health, education,
science, culture and environmental
protection; to preserve cultural heri-
tage of Ukraine through its electronic
documentation and improvement of
information security. However, a large
number of the provisions laid down in
the “Fundamentals of information soci-
ety development in Ukraine for 2007—
2015” have remained declarative.

Strategic legal act in this context is
the Doctrine of Information Security
of Ukraine, which defines Ukraine's
national interests in the information
sector, the threat of their implementa-
tion, and priorities of the state policy
in the information sphere. Its purpose
is to clarify the principles of the forma-
tion and implementation of public in-
formation policy, especially to counter
the destructive impact of the informa-
tion of the Russian Federation in terms
of its hybrid waged war [2].

According to the Doctrine of
Ukraine’s information security protec-
tion from destructive information and
psychological impacts, protection of
Ukrainian society from aggressive in-
formational influence of the Russian
Federation are aimed at propaganda of
war and inciting national and religious
hatred, change the constitutional order
by force or violation of the sovereignty
and territorial integrity of Ukraine,
development and protection of the na-
tional information infrastructure, safe
operation and development of national
news item rostoru and its integration
into European and world information
space, the effective interaction of pub-
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lic authorities and civil society in shap-
ing, implementing state policy in the
sphere of information, development of
information and communication tech-
nologies and information resources
Ukraine, creating a positive image of
Ukraine in the world, reports rapid, ac-
curate and objective information about
events in Ukraine in the international
community is an important national
interest in Ukraine nformatsiyniy field
[2].

The priorities of state policy in
sphere of information are defined: an
integrated information system for eval-
uating threats and respond quickly to
them; improving powers of state regu-
lators that operate state information
space in order to achieve an adequate
level of state capacity and meet the
real and potential threats to Ukraine’s
national interests in the information
sphere; legislative regulation mecha-
nism discovers, blocking and deletion
of information space of the state, in-
cluding the Ukrainian segment of the
Internet, information that threatens
the life or health of citizens of Ukraine
promotes war, national and religious
hatred, change the constitutional or-
der by force or violate the territorial
integrity of Ukraine threatens national
sovereignty and promoting communist
and/or national socialist (Nazi) totali-
tarian regimes and their symbolism;
fight against destructive misinforma-
tion and propaganda from the Russian
Federation; detection and prosecu-
tion under the laws of the subjects of
Ukrainian information space created
and / or used by aggressor State to
conduct an information war against
Ukraine and prevent their subversive
activities; prevent the free circulation
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of information products (printed and
electronic), primarily originating from
the territory of the aggressor contain-
ing propaganda of war, national and
religious hatred, change the constitu-
tional order by force or violation of the
sovereignty and territorial integrity of
Ukraine, provoking riots; intelligence
agencies of Ukraine shares at promot-
ing and protecting national interests of
Ukraine in the sphere of information,
countering external threats to informa-
tion security States outside Ukraine,
etc. [2].

Coordination of executive authori-
ties on national security in the infor-
mation sector should implement Na-
tional Security and Defense Council
of Ukraine. Also, additional functions
entrusted to the Cabinet of Ministers
of Ukraine, Ministry of Information
Policy of Ukraine, Ministry of Foreign
Affairs of Ukraine, Ministry of Culture
of Ukraine, State Agency of Ukraine
for Cinema, the National Council of
Ukraine on Television and Radio, and
more. State Committee for Television
and Radio Broadcasting of Ukraine ac-
cording to its competence participate
in the protection of Ukrainian infor-
mation space advocacy audiovisual and
printed materials aggressor state. It is
assumed that the National Institute for
Strategic Studies is to provide scien-
tific analysis and expert support to the
process of forming and implementing
the state information policy.

Thus, the doctrine of information
security of Ukraine declared its funda-
mental principles of the fight against
Ukrainian state information aggres-
sion, defining the main directions and
priorities of state policy in the sphere
of information, but many questions re-




main problematic, and so far conducted
discussions on this issue — the threat of
impending new information. However,
awareness of the power of information
systematic struggle against Ukraine
use for this purpose of sophisticated
manipulation technology to realize the
need for decisive action.

The initiative to create Information
forces Ukraine to attract citizens of
Ukraine for the response of the Inter-
net to the actions of the aggressor, did
not give proper results [1]. However,
social media is evident total public dis-
satisfaction with government actions,
social and economic situation, which
would be better spent on an informa-
tion fight with Russia.

Conclusions. So, at this stage of de-
velopment of the state of implementa-
tion of the Information Security Doc-
trine of Ukraine depends not only on
implementation of the state informa-
tion policy, but also on the inviolabil-
ity of the sovereignty and territorial
integrity of Ukraine. It is important to
avoid a situation in which a large num-
ber of the provisions laid down in the
Doctrine and remained declarative. For
this purpose, the realization of the legal
act involved an extremely large number
of public authorities: National Security
and Defense Council of Ukraine, the
Cabinet of Ministers of Ukraine, Mi-
nistry of Information Policy of Ukraine,
Ministry of Foreign Affairs of Ukraine,
Ministry of Culture of Ukraine, the
State Agency of Ukraine for Film, Na-
tional Council of Ukraine on television
and Radio, State Committee for televi-
sion and Radio broadcasting of Ukraine.
From coordinated their work will de-
pend on implementation of the Infor-
mation Security Doctrine of Ukraine.

It is also necessary improve the le-
gal status of the National Strategy for
Information Society Development in
Ukraine, which at the moment is a do-
cument approved by the government,
as objectively does not fulfill any regu-
latory and binding functions. Howev-
er, the National Strategy for Informa-
tion Society Development in Ukraine
needs some work especially in terms
of the highest possible specification
of its main priorities, goals and objec-
tives, the timing of their implementa-
tion, defining the entities responsible
for their implementation and to iden-
tify required target state programs
and local strategies required for the
development of information society
in Ukraine, including cyber security
strategy, the state program “IT educa-
tion” and “public-private partnership
in the IT field” [3].

Although the threat to national se-
curity in the information sphere is iden-
tified, the legislation defines further
ways of dealing with them, the reality
of social life showed their fundamental
value, and therefore the prospects for
further research in this direction will
be effective to impact the entire state.
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