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INTERNATIONAL EXPERIENCE OF APPLYING
OF THE ELECTRONIC IDENTIFICATION
OF CITIZENS AS A TECHNOLOGICAL BASIS
OF ELECTRONIC PETITIONS: ORGANIZATIONAL
AND LEGAL ASPECTS

Abstract. In many countries, widely used modern form of collective appeal —
electronic petition filed by citizens to the authorities through the use of
information and communication technologies. The article deals with the concept
of “e-petition”, analyzes the international experience of application and offer
recommendations to improve the system of electronic identification of citizens as
the technological basis of electronic petitions.

Keywords: E-democracy, e-government, e-petition, information society, civil
society, appeal, petition, e-identification.

MIKHAPO/IHUI JOCBIJI 3ACTOCYBAHHS CUCTEMU
EJJEKTPOHHOI IIEHTUMDIKAIIL TPOMA/ISH
AK TEXHOJIOTTYHOI OCHOBU EJIEKTPOHHUX ITETUILIII:
OPTAHI3AIIITHO-IIPABOBI ACITEKTU

Anotanis. Y 6ararbox KpaiHax CBiTY HIMPOKO 3aCTOCOBYEThCS HOBITHS (hopMa
KOJIEKTUBHOTO 3B€PHEHHST — eJIEKTPOHHA MeTHUIlis, IKa MOAEThCS IPOMa/IsTHAMU
JI0 OPTaHiB BJIQ/IN NIJITXOM BUKOPUCTAHHS 1HOOPMAIITHO-KOMYHIKAI[IMHUX TeX-
HOJIOTIN. Y CTaTTi PO3TJISIAETHCS MMOHATTS “eJIeKTPOHHA TMETUIIisT”, aHAJI3YEThCS
MIiKHAPOJHUM OCBiJl 3aCTOCYBaHHS Ta MPOIOHYIOThCA PEKOMEHIAIlii 00 Y10-
CKOHAJIEHHSI CUCTEMU €JIEKTPOHHOI 1IeHTU(iKaIll TPOMAJITH STK TeXHOJIOTTUHOI
OCHOBHU €JIEKTPOHHUX METUIi.

KmouoBi cioBa: eJIeKTPOHHA JIEMOKpATisi, €JIeKTPOHHE YPsYBaHHS,
eJIEKTPOHHA TIeTullis, iH(opMartiifiie CyCIiJibCTBO, TPOMAJITHChKE CYCIiJIbCTBO,
3BEepHEHHS, MEeTHIlid, eJIEKTPOHHA iHAeHTH(IKaIis.

MEJKIYHAPO/IHBII OIIBIT IPUMEHEHU S CUCTEMBI
3JIEKTPOHHOI UJEHTU®UKAIIAU I'PAYKIAH
KAK TEXHOJIOTHYECKO¥ OCHOBBI 9JIEKTPOHHBIX NETUITHIA:
OPTAHU3AIINMOHHO-ITPABOBBIE ACIIEKTbI

AnHoTanus. Bo MHOTMX cTpaHax MUpa MUPOKO IPUMEHSIETCSI HOBEWIast
(hopmMa KOJLIEKTUBHOTO OOpalieHns: — 3JIeKTPOHHAsI TeTUINsI, KOTOpasi 1Mo/1a-
eTCs TPak/[aHaMU B OPTAaHbl BJIACTU MyTEM MCIIOJIb30BaHUS UH(OPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTUH. B cTathe paccMarpuBaeTcs MOHATHE “3JIeK-
TPOHHASI METUINs’, aHAJTU3UPYETCS MEKIYHAPOJHbIN OMNbIT NMPUMEHEHUST U
MPe/JIaranTCsa PEKOMEHIAIUN 110 COBEPIIEHCTBOBAHUIO CUCTEMBI 3JIEKTPOHHOM
UJIeHTU(PUKAITNN TPAKIAH KaK TEXHOJOTMYECKOU OCHOBBI 3JIEKTPOHHBIX TE€TH-
.
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KmoueBbie cioBa: JJIEKTPOHHAA AEMOKpATUA, IJEKTPOHHOE YIIpaBJIEHUE,
JJIEKTPOHHAA IIE€TUI A, I/IH(l)OpMaL[I/IOHHOG O6I.LI€CTBO, rpax/iaHCKOE O6H.[6CTBO,
o6pameH1/Ie, nmeTnu:Aa, 3JIEKTpOHHasA I/IHI[eHTI/I(bI/IKaLII/IH.

Target setting. With the develop-
ment of the information society, the is-
sue of improvement of communication
lines between government and citizens,
in particular such new form of citizens’
appeals to authorities as an electronic
petition, is becoming more relevant.
According to the Recommendations of
the Europe Council, an electronic peti-
tion is defined as a recommendation or
comment to the democratic institution,
which is delivered through electronic
way. Today, this tool of interaction bet-
ween the society and government is be-
ing used by more than 70 countries in
the world, including Ukraine.

According to the Law of Ukraine
d. d. 2 of October 1996 “On appeals of
citizens” (with amendments) [2], the
possibility of submitting of electronic
petitions to the government and aut-
horities of local self-government is
determined, but it is necessary to iden-
tify details and to specify mechanisms
for electronic identification of citizens
and implementation of these standards.
That is why the formation and imple-
mentation of appropriate mechanisms
at the state authorities and authorities
of local self-government are relevant
issues.

Analysis of recent research and
publications. The works of foreign
researchers K. Deutsch, P. Lazarsfeld,
U. Lippmann, Ukrainian researchers
A. Semenchenko, I. Klimenko, H. Po-
cheptsov, V. Tsymbalyuk, E. Ro-
manenko, Yu. Kozlov are devoted to
the communication between the citi-

zens and government within the frame
of the development of the information
society.

The article is aimed at summarizing
of the international experience of ap-
plication of electronic identification of
citizens, improvement of mechanisms
for the electronic identification of citi-
zens in Ukraine.

The purpose of the article is to
substantiate the definition “electronic
identification”, to generalize the in-
ternational experience of the leading
countries of the world concerning ap-
proaches to electronic identification,
to assess the state of implementation of
this instrument in Ukraine, to offer the
ways of improvement of mechanisms of
functioning of electronic identification
in Ukraine.

The statement of basic materials.
The information development of the
society requires the improvement of
methods and forms of communication
with public authorities and authorities
of local self-government. In particular,
such form of collective appeal as the e-
petition is widely used in the world, it
is submitted using the latest telecom-
munications means and prescribes a
specific procedure for recipient to re-
spond and confirms its effectiveness as
a mechanism of systematic public dia-
logue.

The appeal of citizens is a sensi-
tive indicator of the state of society,
its problems, conflicts, people’s atti-
tude towards authorities, their ability
to solve relevant issues, level of hope,
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expectations and demands, which are
formed in the public mind under the
influence of events in the state, state-
ments of political leaders.

The electronic identification of
physical and legal persons is made
through issuance of special person-
al electronic identification means
(e-cards, passports, digital signatures
and other means, i. e. electronic iden-
tifiers associated with a particular per-
son) to them in the prescribed man-
ner and on the basis of the established
scheme. The main requirement to eID
is ensuring the technological possibi-
lity of the implementation of the au-
thentication (conformity of authenti-
city) of the owner of the electronic ID
during performance of any electronic
transactions [3].

The main regulatory legal acts af-
fecting the implementation and de-
velopment of electronic identification
of citizens in Ukraine should be con-
sidered: — Tax Code of Ukraine [4];
— Civil Code of Ukraine [5]; — Law of
Ukraine “On State Register of Voters”
[6]; — Law of Ukraine “On state regis-

tration of civil status acts” [7]; — Law
of Ukraine “On state registration of
legal persons and physical persons —
entrepreneurs” [8]; — Law of Ukraine
“On electronic digital signature” [9];
— Law of Ukraine “On Unified State
Demographic Register and documents,
which confirm citizenship of Ukraine,
certify the identity or his/her special
status” [10]; — Law of Ukraine “On
information protection in information
and telecommunication systems” [11];
— Law of Ukraine “On protection of
personal data” [12] — Law of Ukraine
“On compulsory state pension insu-
rance” [13], Law of Ukraine “On banks
and banking activity” [14].

The significant problem is the ab-
sence of systematized normative defi-
nition of “electronic identification”.
For example, the regulatory acts of
different levels use different approach-
es and provide different understand-
ing of the term “identification”. The
regulatory and legal acts only partially
establish the specific line between the
terms and the procedures correspond-
ing to them (see Table).

The classification of approaches to the definition of term “Identification”

Regulatory legal acts

Definition

1

2

Law of Ukraine “On banks and banking
activity” [14]

Person identification is identification of the per-
son, who is conducting the transaction, based

on the document, which confirms the identity of
the owner and fixation of the name and surname,
date of birth and address in writing, as well as the
name, number and date of issue of the presented
document, name of the institution that issued it

Law of Ukraine “On Unified State Demo-
graphic Register and documents, which
confirm citizenship of Ukraine, certify the
identity or his/her special status” [10]

Identification is establishing of the conformity
of the person with the whole information about
him/herwith the help of the basic (compulsory)
and additional (optional) biometric data, param-
eters
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End table

1

2

Law of Ukraine “On information protec-
tion in information and telecommunica-
tion systems” [11]

The user of the information in the system is a
physical or legal person, whohas the right to
access the information in the systemin accor-
dance with legislation”

Law of Ukraine “On electronic digital
signature” [9]

The signer is the person, which legally owns
personal key and on his/her own behalf or on
behalf of the person, whom he/she represents,
affixes digital signature duringexecution of elec-
tronic document

The rules of ensuring ofinformation
protection in information, telecommuni-
cation, information and telecommunica-
tion systems. Approved by the resolution
of the Cabinet of Ministers of Ukraine d.
d.29 of March 2006 Ne 373 [15]

Identification is the procedure of recognition

of the user in the system, typically using pre-
defined name (identifier) or other priori informa-
tion, which is can be processed by the system

The Order of the Ministry of Economy of
Ukraine “On approval of the Procedure

of planning, formation, establishment,
operation, maintenance, systematization
of electronic information resources of the
Ministry of Economy of Ukraine and ac-
cess tothem”d. d. 16.07.2010 Ne 854 [16]

“User identification” is the procedure of assign-
ment of a personal details set (usually itis a
pair — username and password) to the user or
provision of a special electronic key to him/her
forhis/her exclusive use

The Order of the State Nuclear Regu-
lationCommittee “On approval of Rules
of physical protection of nuclear in-
stallations and nuclear materials”d. d.
04.08.2006 Ne116 [17]

“Identification” is thedetermination of conformi-
tyof the identifying features of the person, which
are listed in the documents or database, the

actual characteristics of the person him-/herself

Source: results of own research

Therefore, there is no doubt concer-
ning the relevance of regulation of the
conceptual and categorical apparatus in
the electronic identification sphere.

The electronic identification is the
procedure of determination of the user
in the system using basic and additional
parameters with the help of information
and communication technologies.

Today, the regulatory and legal acts
of the state determine the following ba-
sic and most commonly used identifi-
cation data of physical persons: — sur-
name; — name; — patronymic; — date
of birth; — date of death; — gender;
— place of birth; — residence; — citi-
zenship; — series and number of iden-

tity document, his/her family or social
status; — the registration number of
record card of taxpayer-physical per-
son; — unique number of record in the
Unified State Demographic Register.
Analyzing the international experi-
ence in electronic identification, in the
Proposals to development of the state
policy concerning electronic identity in
Ukraine, Yu. Koslov and D. Chernikov
drew the attention to the percentage of
the use of certain technologies of elec-
tronic identification in EU countries,
which is as follows [18]:
* Electronic identification schemes
based on mechanisms of the use of
a pair — “login-password” — 9 %;
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* Electronic identification schemes
that are based on mechanisms of
use of one-time passwords on the
basis of lists — 6 %;

* Electronic identification schemes
that are based on mechanisms of
use of one-time passwords on the
basis of short text messages —
5 %;

* Electronic identification schemes
that are based on mechanisms of
use of special hardware and soft-
ware password generators (OTP-
tokens) — 7 %;

 Electronic identification schemes
that are based on mechanismsof
use of cryptographic transforma-
tion in the authentication process
(software) — 13 %;

 Electronic identification schemes
that are based on mechanisms of
use of cryptographic transforma-
tion in the authentication process
(hardware token) — 13 %;

* Electronic identification schemes
that are based on mechanisms of
use of cryptographic transforma-
tion in the authentication pro-
cess (hardware token — smart
cards) — 16 %;

* Electronic identification schemes
that are based on mechanisms of
use of cryptographic transforma-
tion in the authentication pro-
cess (hardware token — SIM-
cards) — 5 %.

Currently, the site of the petition to
the President of Ukraine uses a range
of tools for electronic identification,
namely: bank ID, registration number
of record card of taxpayer-physical
person, EDS.

Based on research of concepts of
development of petition sites and the
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ways of the identification on them, we
note the following. Today there are
three ways to implement the e-petition
in Ukraine:

1) Own (unique) development of
the organ of state or executive power
(e. g., a petition to the President of
Ukraine, petitions to the Cabinet of
Ministers of Ukraine, petitions to the
Kyiv City State Administration). It
is characterized by sufficiently high
reliability of electronic identification
of citizens (Bank ID, Oshadbank ID,
EDS) on one hand and by the large
costs of development and support on
the other. Thus, as the largest number
of Internet traffic accounts for users of
mobile phones and tablets, the possi-
bility of adaptability of this sources for
mobile devices is very important. The
sites of this group have adaptive layout
and it is convenient for mobile users to
use them.

2) Unified site of petitions “Uni-
fied system of local petitions”, which
was created within the program “e-
Government for accountability and
participation” (EGAP), funded by the
Swiss Confederation and implemented
by the East Europe Foundation Innova
Bridge in partnership with the State
Agency for e-governance. Currently,
this resource was used by more than
80 cities of Ukraine. It is characterized
by sufficiently high reliability of elec-
tronic identification of citizens (Bank
ID, Oshadbank ID, EDS), on the one
hand and possibility of free use, which
is a big plus in a difficult economic
situation. The sites of this group have
adaptive layout and it is convenient for
mobile users to use them.

3) Own (unique) development of an
organ of state, the executive power or




local government It is characterized by
sufficiently low reliability of electronic
identification of citizens (e-mail) on
the one hand and the high cost of de-
velopment and support on the other.
The sites of that group have no adap-
tive layout and these resources are not
designed for mobile use.

Each of these tools has both
strengths and weaknesses. An alterna-
tive way of electronic identification
for ordinary citizens in the absence of
national e-passports could be bank ID,
and eID tokencan be a common bank
card. Thus, the initial registration of
users of electronic banking and pay-
ment services is made in accordance
with the rules, which provide identifica-
tion during personal contact. However,
authentication procedures involve dif-
ferent mechanisms, which vary in range
from the use of a pair of “login / pass-
word” to the means of cryptography.

So in the short term perspective,
the government can resolve the issues
on electronic identification of citizens
quickly enough using resource of the
largest banks of Ukraine.

An alternative for banking ID may
be the electronic identification of citi-
zens through citizen identification
number. The integration on secure
channel between the database of the
Internal Revenue Service and e-pe-
tition service must be created for the
implementation of this identification.
Today there is integration between
the database of the Internal Revenue
Service and service of e-petition to the
President of Ukraine, so it is needed to
make of integration between the data-
base of the Internal Revenue Service
and services of electronic petitions to
state and local authorities taking into

account this successful experience. For
the identification the user will need to
enter not only the name, surname and
patronymic name, email address, but
also his/her identification code. The
search will take place in the database of
the Internal Revenue Service, and only
at the conformity with the main pa-
rameters of name, surname and patro-
nymic and his/her identification code,
the user will receive e-identification
and be able to create an e-petition and
to vote etc.

Today this mechanism works only
partially and requires both additional
automation and regulatoryand legal
strengthening.

The legislation of Ukraine provides
the right of individuals to refuse to ac-
cept the registration number of the
taxpayer’s registration card because
of their religious beliefs. According to
the State Fiscal Service of Ukraine, at
the beginning of 2015 about 200 thou-
sand citizens of Ukraine have used this
right. Therefore, this method of elec-
tronic identification cannot cover all
citizens.

Many experts think that mobile ID
can be used for the implementation of
electronic identification. Mobile ID is
a service that allows subscriber to use
his/her mobile phone with SIM-card
installed in it as a means for secure elec-
tronic identification. With Mobile ID
you can access secure electronic docu-
ments and put your digital signature
on them. Currently the demo version
of the service can be used on the portal
of administrative services of Lviv city.

This method of electronic identi-
fication requires regulatoryand legal
strengthening. Also, there is a great
caution of giving of the vast array of
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personal data of citizens to commercial
establishments. For the implementa-
tion of this approach the citizens will
be required to appear at least once at
the nearest division of communications
provider for identification.

Another issue that needs orga-
nizational and legal solutions is the
risk of voting of the same person from
different email addresses that will
distort the representativeness of the
data of collecting of signatures for e-
petition. There is the possibility of
unauthorized influence on the voting
by so-called “bots”. This is especially
significant issue for local authorities.
During analyze of means of electronic
identification for registration of citi-
zens, the name, surname, patronymic
name and email address, to which the
user receives a link to confirm regis-
tration on the site, must be specified.
The security level of online resources
of local authorities is much lower than
the corresponding resources of central
authorities. To resolve this problem,
changes and additions to the Law of
Ukraine “On citizens appeals” must
be made, firstly: limit the creation and
signing of petitions for solely citizens
of Ukraine, and secondly: authoriza-
tion of citizens must be conducted
with existing and confirmed data-
bases, such as users of “Card of Kyiv
resident”(the imperfection of this sys-
tem is that only Kyiv residents can
use such authorization, but locally
for Kyiv, this solution is sufficiently
effective, it can be used to provide
citizens with an additional impact on
local authorities), register of voters of
Ukraine is one of the latest and big-
gest data bases of citizens of Ukraine,
using this database citizens with no
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identification number of the taxpayer
can have the possibility of electronic
identification, with a bank-ID (the
imperfection of this system is that not
all citizens are users of the Oshadbank
and Privatbank) and directly on the
site via SMS verification (confirma-
tion in the form of SMS with the code
is sent to cell phone of citizen. The
disadvantage of this system is that the
SMS sending service is a paid service.
The implementation of this approach
is the additional financial burden for
citizens). The unified digital signa-
ture is also used for identification of
citizens. The disadvantage of this tool
is a paid registration, and as a result
a limited number of users. For the
most part, the unified digital signa-
ture is used by the entrepreneurs and
employees. All of these authorization
methods have both benefits and di-
sadvantages. Therefore, only the com-
bination of all possible authorization
methods can allow more citizens to
use the electronic petition.

For today, it is necessary to consider
some positive experience of e-petition
implementation shown by the Machin-
ery of the Verkhovna Rada of Ukraine.
Although right after the launch of
the tool of e-appeals of citizens to the
Verkhovna Rada of Ukraine, the web-
site had obscure interface and the un-
derstanding of how to initiate or sign
the petition was beyond the power of
average citizens. In March 2016, the
website was modernized and now the
service “E-petitions” functions success-
fully. The appearance of the petition is
implemented within the priority-ori-
ented measures for creation of the E-
Parliament in the Verkhovna Rada. The
management of computer-aided sys-




tems of the Verkhovna Rada of Ukraine,
which is determined by the technical
administrator of the “E-petition” sys-
tem, takes measures on its software and
technical assistance, verification, reg-
istration, support of petition and will
perform other actions on compliance
of standards with the requirements of
the legislation. The website of the Par-
liament contains the list of spheres and
sectors of the state activities concerning
which the user can send the e-appeal, so
that the citizen can decide, whether it
is necessary to create new petition or
it already exists and it is necessary to
vote for it. Here with, the user should
fill the corresponding form on the web
portal for authorization. There are sec-
tions “signature collection continues”,
“is under consideration”, “responses to
petitions”, “expired”, “create the peti-
tion”. The search of petitions can also
be performed by branch directions.
The “E-protocol” service is introduced
on the web portal of the Parliament; it
contains statistical data on voting of
deputies, top leaders and anti leaders
of voting, verbatim transcript of the
plenary session, corresponding audio
and video information; “Stop Absen-
tee!” resource; the inquiries of deputies
also are published in it; the measures on
ensuring the video and audio transmis-
sion of the session of all parliamentary
committees are carried out; the work
on creation of the electronic workplace
of the parliamentarian is performed; the
movement towards the consideration
of legislative drafts in second reading in
the electronic for, etc. is carried out.

We hope that within the “E-Parlia-
ment” project the transfer of the single
legislative body on the electronic sys-
tem will become a reality.

Taking into account this experience,
each state authority should create the
website for petitions, therefore, it is
necessary to unify the approaches to
creation of e-petition service by using
the template of this service based on the
web-site of the Unified system of local
petitions. The main benefits of this re-
source are: unification of resources for
petition collection, high level of cer-
tainty of the person identification, ad-
justed layout, free use. Thus, the state
could save considerable resources that
are spent on the development of the
website and its future integration with
databases for identification of citizens.

Conclusions. The article reveals
the essence of the concept, the cate-
gorical and conceptual framework on
issues of electronic identification is im-
proved, the status of implementation
of this tool in Ukraine is assessed, the
ways to improve the functioning mech-
anisms of the electronic identification
in Ukraine are proposed, namely the
adjustment of interaction of the elec-
tronic identification system with the
State Register of Voters of Ukraine,
Unified State Demographic Register
of Citizens. It is proposed the local
government authorities and executive
authorities to use the successful expe-
rience of the electronic identification
of citizens in the service of the Unified
system of local petitions by improving
the regulatory framework, namely to
amend the Law of Ukraine “On ap-
peals of citizens”, which provides the
methods of electronic identification
and obliges to use them. In particular,
the imposition of sanctions for possible
turning of votes, reducing their num-
ber, etc. requires additional study of
legal issues.
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